United Nations A HRC/14/46/Add.1

2R\, General Assembly Distr.: General

\{ ,\} 26 May 2010

p\S:=274
Arabic/English/French/Russian/
Spanish only

Human Rights Council

Fourteenth session

Agenda item 3

Promotion and protection of all human rights, civil,
political, economic, social and cultural rights,
including the right to development

Report of the Special Rapporteur on the promotion and
protection of human rights and fundamental freedoms while
countering terrorism, Martin Scheinin®

Addendum

Written submissions by Governments to the questionnaire of the Office
of the High Commissioner for Human Rights related to the study on
good practices on legal and institutional frameworks and measures that
ensure respect for human rights by intelligence agencies while
countering terrorism, including on their oversight, prepared by the
Special Rapporteur on the promotion and protection of human rights
and fundamental freedoms while countering terrorism™

* Late submission.
™ Owing to its length, the present report is circulated as received.

GE.10-13637 Plemruydn@



A/HRC/14/46/Add.1

Contents

IL.
I1I.

Paragraphs
INIFOAUCTION ... 1-3
QUESTIONNAITE .....veieevieeerieeieeeree et eeteeeteesereeebeestseesaseessseesaseesseessseesseensaeeseeensaeanns 4
Written submissions by GOVETIMENLS ........cceeeeureieiirieniinenenienieeeeereneereneeneennenne 5-717
ALZEIIA oottt ettt sttt et aeene 5-21
AZETDALJAN ...ttt bttt sttt et ens 2247
BEIIUIM oottt 48-107
2753113 PSS 108-122
L0 1 T - U 123-175
(701 o) o) PSSR 176-235
COSEA RICA ..ttt ettt ettt ettt 236-262
L5 (0 1 ST 263-273
7 o) 11U 274-281
ECUAAOT ottt 282-300
ESTOMIA oottt bttt e 301-315
FINIAnd oo e 316-330
L LT} 4 T SRR 331-354
GIEECE .ottt ettt ettt ettt ettt e be bbb et besaesae et eane 355-374
HUNGATY ettt ettt et 375-384
Ireland .o s 385-396
JAPAN ettt ae s 397413
JOTAAN e e 414-422
KazZaKRStan .......c.cocveiiiiiiiiiecccer e e 423-469
LAtVIB ettt 470-485
LAtRUANIA .ottt 486-501
Macedonia (The former Yugoslav Republic of) .........ccccoeeiiiiiniiniiiiiceeee, 502-529
IMAQAZASCAL ...ttt ettt ettt ettt et ettt eee e et s bt e b e et et e eae 530-561
IMEXICO ettt sttt ettt s bbbt sae e ene 562-575
INOTWAY ettt ettt ettt s ht e s bt ettt et e bt e s bt et e et e enteeseesbeenaes 576-589
ROMANIA ..oiiiiiiiiii ettt st 590-617
Russian Federation ...........ccecueieririiiniiieieieiciene ettt 618-671
SWItZETTANG. ....c.eiiiiiieiiiieie e 672-690
Syrian Arab REPUDIIC.......ccviiiiiiiiieiieicceeeeeete ettt e be s e 691-701
United Kingdom of Great Britain and Northern Ireland ............cccooceiiiinininininn, 702-717

Page

O AN W W W W

19
27
38
41
42
43
46
48
50
54
57
58
60
62
63
68
70
73
76
79
81
83
85
94
97
98



A/HRC/14/46/Add.1

Introduction

1. This addendum is submitted to the Human Rights Council by the Special Rapporteur
on the promotion and protection of human rights and fundamental freedoms while
countering terrorism, pursuant to Human Rights Council resolution 10/15.

2. Document A/HRC/14/46 contains the Special Rapporteur's compilation of good
practices on legal and institutional frameworks and measures that ensure respect for human
rights by intelligence agencies while countering terrorism, including on their oversight.
Among its sources it includes written submissions from Governments received before the
submission by the Special Rapporteur of the study on 5 May 2010. This addendum
reproduces all Government submissions received up to 17 May 2010.

3. The replies are reproduced as received by the Secretariat.
Questionnaire
4. The following questionnaire was sent by the Office of the High Commissioner for

Human Rights to all Governments on 12 March 2010:

1) Which are the main public institutions that conduct intelligence related
operations in the context of countering terrorism? Please describe the respective
legal frameworks governing their activities.

2) According to your Government’s assessment, what are good practices and
measures that ensure respect for human rights by intelligence agencies while
countering terrorism?

3) Do any of the intelligence bodies have law enforcement powers (e.g. the right
to arrest and detain, search, etc)? Is the use of these powers subject to internal,
executive, judicial, parliamentary or any other oversight?

4) What legal and practical safeguards apply to the collection and use of
personal data by intelligence services, nationally and internationally?

5) What mechanisms are in place to handle individuals’ enquiries and
complaints about the activities of an intelligence service?

6) Please describe the external institutions which oversee intelligence agencies
in your country, and explain the legal basis for their work. How is their
independence ensured? What are their powers in terms of access to classified
information? Do these institutions produce public reports on their oversight
activities?

Written submissions by Governments

Algeria

Question 1

5. Les institutions publiques chargées des opérations de renseignement dans le cadre de
la lutte antiterroriste sont les autorités publiques ayant des pouvoirs de police judiciaire. Il
s'agit des services relevant du :
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1. Ministére de la Défense Nationale :
» Gendarmerie nationale ;
» Département du Renseignement et de la Sécurité ;

2. Ministére de I'Intérieur et des Collectivités Locales: (Direction Générale de la
Stireté Nationale) :
* Direction des Renseignements Généraux ;
* Direction de la Police Judiciaire, notamment les Brigades Mobiles de la
Police Judiciaire.

6. Les cadres 1égaux qui réglementent leurs activités sont les dispositions contenues
dans la Constitution, le Code Pénal, le Code de Procédure Pénale (articles 12, 14, 15, 19,
20) et dans le réglement interne propre a chaque institution, qui garantissent la protection
des personnes et des biens.

7. La police judiciaire, tous services confondus (Direction Générale de la Sireté
Nationale, Gendarmerie nationale et Département du Renseignement et de la Sécurité), agit
dans le cadre de la loi et sous la direction, le contrdle et la surveillance des magistrats du
parquet et de l'instruction.

8. Sur le plan législatif, le code de procédure pénale définit les attributions de la police
judiciaire et régit l'activité des officiers et agents de police judiciaire agissant, soit dans le
cadre de I'enquéte préliminaire ou de 1'enquéte de crime et délit flagrant, soit dans le cadre
de l'exécution de commission rogatoires des juges d'instruction.

Question 2

9. Les mesures qui assurent que les agences de renseignement respectent les droits de
I'homme dans la lutte antiterroriste sont celles dictées par les articles 107 a 111,135 et 263
quater du Code Pénal comportant des dispositions répressives contre tout attentat a la
liberté ou abus d'autorité contre les particuliers pendant I'exercice de la police judiciaire.

10.  En outre, les droits des personnes arrétées pendant l'enquéte préliminaire sont bien
définis par le Code de Procédure Pénale notamment la durée de la garde a vue, l'accés de la
personne arrétée a tous les moyens qui lui permettent de communiquer avec sa famille,
ainsi que le droit a une consultation médicale.

11.  On peut citer également, au titre des bonnes pratiques et mesures qui assurent que les
structures de renseignement respectent les droits de I'homme, le Parquet et la Chambre
d'Accusation qui sont chargés de diriger, controler et surveiller les auxiliaires de la justice,
conformément aux articles 29 et 36 du Code de Procédure Pénale.

Question 3

12.  Pour les services de la Police Judiciaire, ils disposent effectivement des pouvoirs qui
leur sont conférés par la loi, pour la mise en ceuvre des mesures décrites. L'usage de ces
pouvoirs est soumis au contrdle du Procureur de la République et de la Chambre
d'Accusation, conformément aux articles 12 alinéa 2, 16 alinéa 8, 18 bis, 36, 44 alinéa 4, 65
bis 5 et 206 a 211 du Code de Procédure Pénale.

13.  Pour les services des Renseignements Généraux, ils se contentent de recueillir les
informations ayant trait a la lutte antiterroriste et les mettent a la disposition des services de
la Police Judiciaire, qui sont donc habilités a exercer, par dérogation, une partie du pouvoir
de l'autorité judiciaire aprés avis préalable ou sur ordre du Parquet et ce, conformément aux
articles 12, 13 et 41 du Code de Procédure Pénale.
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14.  L'usage de ces pouvoirs est soumis aux contrdles ci-apres:

1- Contrdle interne: est assuré par les structures spécialisées des services de la Police
Judiciaire (recours hiérarchique, inspection générale... ) ;

2- Controle de l'exécutif: est assuré par le Ministére de la Justice, dont les
attributions dans ce domaine sont conférées aux Tribunaux, aux Cours de la Justice
et a la Cour Supréme pour ce qui est de la conformité des actes avec la loi ;

3- Controle judiciaire : le Parquet et la Chambre d'Accusation ;

4- Controle législatif : I'arsenal juridique 1égiféré par les deux chambres du pouvoir
législatif ;

5- Contrédle constitutionnel: la Constitution a mis en place les mécanismes et les
principes susceptibles d'assurer la mission de veille quant a la protection effective,
en tout lieu et a tout moment, des Personnes et des Biens a travers l'ensemble du
territoire national, comme le mentionnent les articles 29, 36, 38, 39, 40 et 41 de la
Constitution.

Question 4

15.  Les garanties légales protégeant I'usage des données personnelles sont prévues dans
l'article 39 de la Constitution ainsi que dans les dispositions pertinentes du Code de
Procédure Pénale, notamment l'article 17, qui garantit la confidentialit¢ des données
personnelles recueillies.

16.  Ces garanties sont également dictées par les articles 301 alinéa 1, 303 bis, et 303 bis
1 du Code Pénal, qui prévoient des peines contre toute atteinte portée a la vie privée des
personnes et a toute divulgation de secret d'ordre personnel.

Question 5

17.  Les mécanismes disponibles pour traiter les requétes et les plaintes des personnes
suite aux agissement d'un service de renseignement a leur égard sont le dépdt de plainte
devant le Procureur de la République conformément a l'article 36 du Code de Procédure
Pénale ou par le dépot de plainte avec constitution de partie civile devant le magistrat
instructeur, conformément a l'article 38 alinéa 2 du Code de Procédure Pénale et dont les
conditions édictées aux articles 67 alinéa dernier, 72 et 73 du méme code.

Question 6

18.  Outre les organes tels que mentionnés dans la 3°™ réponse, il y a également la
Commission Nationale Consultative de Promotion et de Protection des Droits de I'Homme
(ordonnance n° 09-04 du 27 aolt 2009) qui est chargée d'examiner les situations d'atteinte
au droit de I'homme et d'entreprendre toute action appropriée en la matiére en concertation
avec les autorités compétentes. Elle recoit les requétes des citoyens et se charge d'en donner
les suites nécessaires.

19.  Cette Commission est autonome sur le plan administratif et financier. Elle est placée
aupres du Président de la République garant de la Constitution et de droits fondamentaux
des citoyens et des libertés publiques.

20. La Commission Nationale Consultative de Promotion et de Protection des Droits de
I'Homme établie un rapport annuel qu'elle communique au Président de la République.

21.  Au titre des institutions qui contrdlent les services de police judiciaire, ils existent
également les Commissions parlementaires (articles 161 de la Constitution) et méme les
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commissions parlementaires indépendantes mises en place, le cas échéant, par la plus haute
autorité du pays, peuvent procéder a des investigations dans le cadre de leur mandat.

Azerbaijan

Question 1

22. B 3akone AsepOaiimpkanckoil PecnyOnmuku «O HannmoHaBHO#M 0e30macHOCTH» 3a
HomepoMm 712-I1T" ot 29 utons 2004 roxa, HampaBJIEHHOTO Ha CO3/IaHWE MPABOBBIX OCHOB
MOJIMTHKH HAllMOHAJILHOM 0€301acHOCTH BO MM pa3BuThsi AzepOaiiinkaHckoit PecyOnuku
KaKk HE3aBHCHUMOIO, CYBEPEHHOTO, JEMOKPAaTHYEeCKOTO0 TOCYAapCcTBa, OTPAXKEHBI
KOHILIENTyalbHbIE CTaThH O TEPPOPUCTUYUECKON yrpo3e M 00 00sS3aHHOCTH TUIOJOTBOPHON
60pr0OBl ¢ Heto. B 3axkoHe MeXIyHapOAHBIM TeppopHu3M yKa3aH Kak TIJlaBHAs yrposa
HAIMOHAJFHOW Oe3omacHOoCTH  A3sepOaiipkaHckod  PecryOnuku W OCYIIECTBICHUE
cOoTpyaHHYecTBa B  oOnacTh OOpbOBl €  MEXKIYHAapOJHBIM  TEPPOPU3MOM U
TpaHCHAIUOHAJIBHBIMU TMPCCTYIUICHUAMUN ABJIACTCA TJIABHBIM MCPOIIPUATUEM B O6J'IaCTI/I
obecrieueHns1 HAMOHAJIBHOW Oe30macHoCcTH AzepOaiimkanckoi PecryOmuk.

23. B coorBerctBuM co ctatheil 1 3akoHa A3sepOaitmkaHckoit PecnyOmukun  «O
pa3BelbIBaTeIbHOM M KOHTPPa3BeAbIBATENBbHON AesaTenbHOoCcTH» OT 29 utoHs 2004-ro roga
3a HomepoMm 711-III', ycraHaBiIWBaroOlleil TMpaBOBbIE OTHOIICHHUS, CBSI3aHHBIE C
OCYILIECTBJICHHEM pa3BeAbIBATEIbHONM M KOHTPPa3BEBIBATENIHOW JEATENBHOCTH U
OTpeNieNSIIoNe CUCTeMy NPABOBBIX TapaHTHH MpPHU MPUMEHEHHWU DPAa3BeIbIBATENBHBIX U
KOHTPpPa3BeIbIBaTEIbHBIX MEPONPUATHH, pa3BelbIBaTENbHAS AEATEIBHOCTh MPEACTaBIsACT
coboif  0coOyH  [eATeIBHOCTh,  HANPABJICHHYHO Ha  JOOBIBAHHE W  aHAIM3
COOTBETCTBYIOIIMMH TOCYJapCTBEHHBIMH oOpraHamu AsepOaiimpkanckoil PecmyOiuku
uH(pOpMaInK, CBI3aHHBIX C 3alllUTON HAI[MOHAIBHBIX WHTEPECOB CTPAHbI B KOCMUYECKOM,
HKOHOMHYECKOH, COLMAbHOM, HAYYHO-TEXHHUYECKOH, BOGHHOW U B JPYrMX 00NacTIX, U
OCYIIECTBIISIEMYIO C 1IEJIbI0 00ECIIeUeHNs] HAlIHOHAIBHOW 0€3011aCHOCTH.

24. B rnaBe 6 BBIIEYKa3aHHOTO 3aKOHa MPEAYCMOTPEHBI MEPOMPUATUS MO KOHTPOJIO
HaJ| pa3Be/IbIBATeIbHON 1 KOHTPpa3BeIbIBATENILHOM 1eATEIHHOCTH.

25. Takum oOpa3oM, B COOTBETCTBUM cO cTarheid 22.1 3a pa3BedbIBaTeNbHON U
KOHTppa3BeI[I)IBaTeJ'IbHOI‘/II JACATCIbHOCTBIO OCYIIECTBJIACTCA BC}IOMCTBGHHblﬁ u
BHGBCHOMCTBCHHbIﬁ KOHTpPOJIb € LCJIbI0 BbINIOJHCHHUA Ha HYXHOM YPOBHE OpraHaMu
CIICIIHMAJIBHBIX CJ'Iy)K6 BO3JIOKCHHBIX Ha HHUX 3aJa4 H CO6J’I}OI[CHI/I)I 3aKOHHOCTHU IIpU
OopraHu3anuu i MPOBEICHUN MEpPOIPUATUI 1o pa3BenbIBaTEIILHOM i
KOHTPPa3BeIbIBATECIIbHON JI€ATEIBHOCTH.

26. BHyTpHBeIOMCTBEHHBII KOHTPOJIb 3a pa3BenbIBaTEIILHON u
KOHTPPa3Be/bIBATECIIbHON JEATEIBHOCTBIO OCYILIECTBIISIFOTCS B PaMKaX, OIPEACICHHBIX
3aKOHO/IaTeIbCTBOM A3sepOaiimkanckoil PecryOnuku, cyObekTaMu TaHHOW AESTEILHOCTH,
a BHEBEJOMCTBEHHBIH KOHTpOIb - [Ipesnnenrom AszepOaiimkanckoin PecrnyOnuku (crarbs
22.2).

27. CyObekTbl pa3BelbIBaTeIbHOW M  KOHTPPa3BEIbIBATENBHOW JICATEIBHOCTH B
YCTAaHOBJICHHOM TMOPAAKE TMPCACTABIAIOT PEryJIApHO OTYCT O CBOCH JACATCIbHOCTHU
COOTBETCTBYIOIIIEMY OpraHy HCIOJHHUTCILHOW BiacTu AsepOaifkaHckoit PecmyOmuku.
PykoBoauTenn CyOBEKTOB Pa3BEAbIBATCIBHON M KOHTPPA3BEABIBATCIBHON JEATEIIEHOCTH
HECyT TEpCOHAJIBbHYI0O OTBETCTBEHHOCTh 34  JOCTOBEPHOCTb, OOBEKTHBHOCTH U
CBOCBPEMCHHYIO IOCTaBKY HH(OpPMAIMM COOTBETCTBYIOIIEMY OpIaHy HCIIOJHUTEIBHON
BiacTu Asepoaiimpkanckoi PecyOmuku (cTaths 22.3.).
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Question 2

28. B cratbe 4 3akona AsepOaiiikaHckoit PecnyOmuku «O pa3BenbIBaTeNbHONH |
KOHTppa3BebIBaTeNbHOM AestenbHocTU» OT 29 uioHsa 2004-ro roxa 3a Homepom 711-HI'
OTpa)keHO o0ecrieyeHue MpaB ¥ CBOOO/I YeI0BeKa U IpaKIaHIHA.

29.  Takum oOpa3oM, B COOTBETCTBUH cO cTaTheil 4.1 3TOro 3aKoHa NMpH OCYIIECTBICHUN
pa3BeabIBATEIbHOM U KOHTpPpa3BEAbLIATEIBHON AEATENBHOCTU HE JOJKHBI JIOMYCKaThCA
JEWCTBHS, YHIDKAIOIIME 4YEeCTh M JOCTOMHCTBO JIMYHOCTH. Jlio0oe 1Hmo MoeT
NpPUBJIEKAaTbCS K COTPYJHMYECTBY C  CYOBEKTaMH  pa3Be/IbIBATCIbHOM U
KOHTPPa3Be/IbIBaTEIILHON AEATEIBHOCTH TOJIBKO JIUIIb C €r0 COTJIACHs.

30. Bo BpeMs OCYLICCTBICHHS Pa3Be/bIBATCIIHOW M  KOHTPPa3Be/IbIBATEIILHOM
JICATEIBHOCTH HE JOMYCKASTCsl OrpaHMYCHHE MpaBa HEMPUKOCHOBEHHOCTH JIMYHOCTH, 3a
UCKJIIFOYCHHEM CIy4acB, MPEAYyCMOTPECHHBIX 3aKOHONATENBCTBOM  A3sepbaiimkaHCKon
Pecny6muku. B mpouecce pa3BeablBaTeNbHOI U KOHTPPa3BeIbIBATEILHON ISSTEILHOCTH HE
JIOTYCKAETCs pa3riallleHue TalHBIX CBEICHUI, MOMYyUYSHHBIX O JUYHON M CEMEHHON KHU3HH
nro0oro snna 6e3 ero pasperieHus (cratbs 4.2)

31. B ciyyae ecnu mpu HCHOJIHEHHH CBOMX CIIy)KEOHBIX O0S3aHHOCTEH COTpPYIHHMKH
CyOBEKTOB pa3BE/bIBATENIbHOM W KOHTPPA3BEABIBATEIILHON JIESATENBHOCTH JOIMYCKaloT
HapylIeHUE YEIOBEYECKUX M TPaXKIAHCKUX IpaB U CBOOOJ, COOTBETCTBYIOIINE CTPYKTYPHI
JIOJDKHBI TPEANPUHITE MEPhl 10 BOCCTaHOBJICHUIO 3THX IPaB M CBOOOJ, BO3MEIICHHIO
HaHECEHHOT0 yIiepOa 1 MPUBJICYEHUIO K OTBETCTBEHHOCTH BUHOBHBIX JIUIL (cTaThs 4.4)

32.  JloKHOCTHBIE JMIAa CyOBEKTOB pa3BeNbIBATEIIBHOW M KOHTPpa3BeIbIBATEIbHON
JIeSITEIIbHOCTH,  3JI0yNOTPeOMBIIME  BJIACTHIO, JIMOO IPEBHICHUBINHE JOJIKHOCTHBIC
MOJTHOMOYUS,, HECYT  OTBETCTBEHHOCTb, MPEAYCMOTPEHHYIO  3aKOHOJATEIbCTBOM
Aszepbaiimkanckoil Pecrryoiku (ctaTes 4.5).

33 3:':1 HUCKJIFIOYCHUEM CJIy4acB OCYIICCTBJICHUSA pa?’BeI[LIBaTeHLHOﬁ JCATCIIBHOCTHU
CY6'I)€KTaMI/I pa?’BeZ[I)IBaTeHLHOﬁ u KOHTppa3B€Z[LIBaT€J'IBHOI7[ JACATCIBbHOCTH,
HpCHYCMOTpeHHOﬁ HACTOsAIINUM BaKOHOM, 3aKOHOAAaTCJIIbLCTBO npeaycMmarpuBacT
OTBCTCTBCHHOCTL 3a TMPOBCIACHUC BUIACO U (I)OTO CbCMOK, ayJauo3anucu roJoca,
MpeciicJ0BaHuC WIN APYIrUX IMOXOKHUX J.'[eﬁCTBHﬁ 663 BEIOMaA JIMIa UJIK HECMOTPA Ha €Tro
BO3paXCHUC JId HpeﬂCTaBI/ITeﬂeﬁ CpCACTB MAaCCOBBIX I/IH(I)OpMaIII/II/I W ApYyTUux Jivng (CTaTLH
4.6).

Question 3

34. B coorBerctBuu c myHkroM 2.1 Ykaza [Ipesnnenta AzepOaiimkanckoin PecryOnnkn
«O06 ompeneneHun Kpyra  TOJHOMOYMH cyOBeKTOB pa3Be/bIBaTENbHOMN u
KOHTPpa3BEbIBATEIbHON JIESITENBHOCTH, paclpeAeieHls WX TNpaB W 00s3aHHOCTEH,
MIOJTHOMOYUII M0 OCYILECTBICHUIO Pa3BebIBATEIbHBIX  KOHTPPAa3BEAbIBATENbHBIX MEP» OT
28 staBaps 2005-ro roga 3a HomepoM 186 MHHHCTEPCTBO HallMOHAIBHOW OE€301IaCHOCTH
AszepOaiimkanckoid PecnyOnuku, B mpenenax CBOMX IIOJIHOMOYHMH -MUHHCTEPCTBO
000opoHbI AzepOaiikanckol PecriyOniKY 1 B CBSI3M ¢ OXPaHOM roCy1apCTBEHHOMN IPaHMIIBI
- TocynmapctBeHHast morpanumyHast ciyx0a AsepOaiiipkaHckoit PecrryOnmuku  sIBISIIOTCS
OpraHaMy, OCYIIECTBIISIOIINME Pa3BebIBATEIFHYIO AEATEIBHOCTh (OPTaHbl CIICIHAIBHBIX
CIIyk0).

35. B coorBerctBun ¢ nyHKToM 8.5 «Ilomoxkennss MunucrepctBa HaumonanbHOM
BezomacHoctn  AsepOaiikaHckoi PecrryOnmuki», KOTOpBIM OBUT yTBEpXKIEH YKa3oM
Ipesnnenta Azepbaiimxanckoir PecrryGmuku ot 27 mapra 2004-ro roga 3a Homepom 43,
06oppba C MEXKAYHApPOIHBIM TEPPOPU3MOM U JIPYTUMH (OpPMaMH TPaHCHAIMOHAIHHOU
OpPTraHM30BaHHOW NPECTYMHOCTBIO  SBISAETCS OJHUM W3  BaXHBIX  0053aTENLCTB
MununcrepcTBa HarmonansHo bezomacHoctu Azepoaiimkanckoil PecyOukm.
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36.  VYxasom [Ipesnnenta AzepOaiimkanckoit Pecnyonuku ot 14 centsiops 2005-ro roxa
3a HOMepoM 293 ObUIO OTMEHEHO Be/ICHHE JPYTMMH OpTaHaMH CJIEICTBUS IO yrOJIOBHBIM
JleslaM TaKuX TIPecTyIUIEHHH, Kak TeppopusM', (GPMHAHCHPOBAHHE TEPPOPHU3MA° U 3aBEIOMO
JIOKHOE COOOIIEHHE 00 aKTe TeppOopH3Ma’ M B COOTBETCTBUMM C BBIIICYKA3aHHBIM YKa30M
CJIC/ICTBHE JTHUX INPECTYIUICHMH OTHOCHTCS ~ HCKJIIOYHATENIbHO K  KOMIIETCHIMH
MunucrepcrBa Hanmonansnoit bezonacnoctu AzepOaiimkanckoil PecrryOmukm.

37.  BHyTpHBEIOMCTBEHHBII KOHTPOJIb HAJl CIEACTBEHHBIMU JeicTBUAME MuHHCTEpCTBA
HanmonansHolt bezomacHoctn AszepOaiimpkaHckoil PecryOnmuky ocymiecTBIISIET MHHHUCTD
HallMOHAIBHOM Oe3omacHocTH A3zepOaiipkaHckoil PecryOnmuky, a BHEBEJOMCTBEHHBIN
KOHTPOJIb HAJ COOJIIOJICHHEM 3aKOHOJATENbCTBA B paMKax CBOUX IOJHOMOYMH
OCYILIECTBJIIETCS OpraHaMu NPOKYpPaTypsl U Cya.

Question 4

38. Crarps 17 3akoHa AsepOaimxanckoli PecnyOomukn «O pa3BenpIBaTenbHON 1
KOHTpPpa3BeAbIBATENIbLHOM AesiTeibHOCTH» OT 29 utons 2004-ro roga 3a nHomepom 711-T1T
peryamupyer Mopsiok MH(POPMAIMOHHOTO oOecreyeHus] CyOBEeKTOB pa3BeIbIBATEIbHON U
KOHTPPAa3BeIbIBATEIILHON JEATEIEHOCTH.

39. Takum 00pa3oM, B COOTBETCTBHU CO CTaThell 17.1 BBIICYKa3aHHOTO 3aKOHA C METBO
o0eCTieUeHHsT CBOCH JIEATENBHOCTH, CYOBEKTHI MOTYT CO3lIaBaTh HH()OPMAIMOHHBIC
CUCTEMBI, CHCTEMBI CBS3M, a TaKXe Kpunrorpaguyeckue M IPyrue CUCTEMBI 3allluTa
WHPOPMAIMU ¥ HCHONb30BaTh uX. Co3maHue cpencts HWHOOPMAIIMOHHON 3allUTHI,
MPOU3BOJICTBO, PEMOHT, UMIIOPT, DKCHOPT, MpOJiaxka, UCIOJIb30BaHNUE, OKa3aHUE YCIYyTr B
JAaHHOH cdepe, a TakKe KOHTPOJb HAJ MX BBHIMOJHECHIEM OCYIICCTBISICTCS B COOTBETCTBHU
C 3aKOHO/aTeNbCTBOM A3epOaiipkanckoit PecrryOnuku.

40. IIpaBuia ydera, XpaHEHHsI ¥ MCIIOJIb30BaHMsI CBEICHUN O pa3BelbIBATEIbHON U HHON
JICATETFHOCTH OPTaHOB CIICICIYKO W OpraHu3amuid 3apyOeKHBIX TOCYIapCTB, a TaKKe
MPOTHBONPABHBIX JCHCTBUI OTNCIBHBIX JIMI[, HAMpPABICHHBIX Ha HaHECCHHE yinepOa
Oe3omacHocTH A3epOaipkaHckol PecryOnuku, ompenensieTcss HOPMATHBHO-IIPABOBBIMU
aKTaMH CYOBEKTOB Pa3BEIBIBATCIIEHOW M KOHTPPa3BEABIBATEIBHOMN JCATEIEHOCTH (CTAThs
17.2).

41. Hannune B MHGOPMAIMOHHBIX CHUCTEMaX CBEICHHH O (M3MYECKUX U IOPHIMYECKUX
JUIAX He JaeT CyOBeKTaM KOHTPpPa3BEAbIBATENILHOM JESTEJILHOCTH OCHOBAaHMH IS
MPOBEJICHUSI MEPOIIPUATHH 110 OTPaHHYECHUIO ITPaB ¥ CBOOO yKa3aHHBIX JIUI (cTaTbs 173.).

42. B mnensx wuHpOpMammMu coodmmaeM, UYTO B COOTBETCTBMM ¢ KoHcTurynmei
AzepOaiimkanckoid  PecnyOnukn — MeXIyHapoIHblE — COIVIAIIEHHWs, K  KOTOPBIM
npucoeMHWIach AszepOaimkanckas PecryOnnka, SBISIOTCS HEOTHEMJIEMOH YacTbhIO
CHCTEeMbl  HAIlMOHAIBHOTO  3aKOHoJaTeNlbcTBa  AsepOaifjpkaHckod  PecryOmuxw.
AszepbOaiimkanckas Pecnyonuka 3akonoM ot 30 centsiops 2009-ro rona 3a Homepom 879-
I yrBepauna Kousenmmro «O 3amure (QU3MUECKWX JWI] NPU aBTOMaTH3MPOBAaHHOU
00paboTKe MepcOHATBHBIX JAaHHBIX», KOTOpas Obuta moxnucana B CrpacOypre 28 stHBaps
1981 roma. Takum o0O0pa3oM, BBINIEyKa3aHHBI MEXIyHApOIHO-TIPABOBOM JTOKYMEHT
SIBIISIETCSl COCTaBHOW 4YacThIO 3aKOHOJATENbCTBa A3epOaillpkaHa M JeHCTByeT Ha ee
TEPPUTOPUH.

2

VYronosusiit Konexc Azepbaiimkanckoii Pecrryonukn, cratss 214.
VYronosusiit Konexc Azepbaiimkanckoii Pecrryonuku, cratss 214-1
VYronosusiii Konexe Azepbaiimkanckoii Pecryommku, crates 216.
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Question 5

43. CyneOHble TIPOM3BOJACTBA W 3aKOHOJATENbHBIE MEXAaHWU3MBl PAaCCMOTPEHHS
3asBJICHUH M JKI00 (U3MUECKHX W IOPUAWYECKUX JIMIl B CBSI3H C JIESTEIBHOCTHIO
TOCYJapCTBEHHBIX OpPraHOB, B TOM 4YHCIE B CBSI3HM C JICATEIBHOCTBIO CyOBEKTOB
pa3BenbIBaTEIbHON JEATEbHOCTH, OTpaKeHbl B 3akoHe AszepOaimkaHckoll PecryGmuku
«O mopsiike paccMOTpeHus oOparieHui rpaxaan» ot 10 urons 1997 rona 3a Homepom 314-
IT", B 3akone AzepOaiimkanckoit Pecrryomku «O0 aqMUHICTPAaTUBHOM ITPOM3BOACTBE» OT
21 okra6pst 2005 roga 3a Homepom 1036-I1, a Taxke B KoHcrurynmoHHoM 3akoHe
AzepOaiipkanckort  PecryOnmmkn  «O0  YIIOMTHOMOUYEHHOM IO TpaBaM  4YeJOBEKa
(OmbOyncmane) AszepOaiimkanckoil PecrmyOnukm» ot 28 mekabps 2001 roma 3a HOMEpoM
246-I1KT" u B Apyrux HOPMaTHUBHO-NPABOBBIX aKTax.

Question 6

44. B cootBercTBUH cO crathed 2 myHkTa 1 Ycrasa OOH o mpunHnumne cyBepeHHOro
paBEeHCTBA M B COOTBETCTBHM C HAIMOHAJIBHBIM 3aKOHOJATEIBCTBOM OCYILECTBIICHUE
(YHKIIMM ~ KOHTPOJNS ~ WHOCTPaHHBIMH ~ OpraHaMH, 3a  HCKJIIOYEHHEM  BOIIPOCOB
COTpYJIHHYECTBA C CyOBbEKTaMM pa3Be/IbIBATENIbHOM AEATEIBHOCTH A3zepOaiiKaHCKon
Pecny0mku, HEOMYCTHMO, U KaKoe-TiM00 BMEIIATEIbCTBO B 3TOM HAIlPaBJICHUHU SBISIETCS
rpyOBIM HapyIIEHUEM MEXTyHapOHOTO IIpaBa.

45. CyObexTpl pa3BenbIBaTENbLHOW JedarenbHOCTH A3sepbaiiikaHckoit PecnyOnuku B
COOTBETCTBHHM C MEKIOCYIapCTBEHHBIMU COTJIAIICHUSAMH, K KOTOPBIM IPHCOEAMHHIACH
AzepOaiimkanckas Pecny0Omnmka, OCyIIECTBISIIOT COTPYIHHYECTBO B oOsiacTu OOphOBI C
TEPPOPU3MOM C HHOCTPAHHBIMH TOCYJaPCTBAMU U C OpraHaMy 3THX IOCYAapCTB, a TAKXKE C
MEXXIyHapOAHBIMHU OpraHU3alMsIMH, BEAYIIMMH O0pHOY € TEppOprU3MOM.

46. CyObexTpl pa3BeAbIBaTENILHON jesiTeabHOCTH A3epOaiiikaHckoil  PecrryOmmkw,
YCWIMBAas YHUBEPCAJIbHOE W PETHOHAIBHOE COTPYAHUYECTBO B cdepe OOprOBI C
TEPPOPU3MOM, OCYILIECTBISIOT B3aUMHBIE IJIOJOTBOPHBIE COTPYAHUYECTBA C TAKUMU
aBTOPUTETHBIMU OpraHu3anusamu, kak Esponeiickuii Coro3, Coser Esponsl, OBCE, HATO,
ConpyxectBo HezaBucumsix I'ocynapcts, Opranusanus 3a 1eMOKPaTHIO U 3KOHOMUYECKOE
pazeutue I'VAM, Opranmszanus YepHomopckoro OxoHoMuueckoro CoOTpynHUYECTBa,
Opranusanus Mexaynapogsoro Kpacuoro Kpecra.

47. B cootBercTBuM ¢ YkazoMm IIpesunenrta Azepbaiikanckoii PecrryOnmku ot 3 ntoHs
2005 roma 3a HomepoMm 248 wuHpopmainus B cdepe pazBeAbIBATEIFHON NESATEIBHOCTH
OTHOCUTCS K TOCYJIapCTBEHHON TaiiHe. B coorBercTBUM co cTarbeit 18.2 3akoHa
Aszepbaiimkanckoir Pecniyomikn «O rocynapcTBeHHOH TaiiHe» oT 7 ceHtsiops 2004 rona
repesavya BBIIICYKA3aHHBIX WH(QOpMalMi JPYyrMM TOCYIapCTBaM M MEXIyHapOJHBIM
OpraHu3alsIM BO3MOXKHA TIIOCJE€ 3aKIIOYEHUS COMIAIICHUs, MNpeayCMaTpUBAIOIIErO
00513aTeNbCTBO MPUHUMAIOIIEH CTOPOHBI 10 3aIUTE TIepeaaBacMoil eif nHpopmanum.

Belgium

Question 1

48. 1l existe, en Belgique, deux services de renseignement : la Streté de I’Etat (VSSE)
(civil) et le Service Général du Renseignement et de la Sécurité des Forces armées (SGRS)
(militaire). Ces deux services sont régis par la loi du 30 novembre 1998 organique des
services de renseignement et de la sécurité.
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49. Lacompétence de la VSSE en matiére de terrorisme est explicitement citée parmi ses
missions légales (articles 7 et 8 de la loi du 30 novembre 1998%).

50. Lacompétence du SGRS en maticre de terrorisme se dégage de la formulation de ses
missions dans la loi du 30 novembre 1998 organique des services de renseignement et de
sécurité’. La compétence de ce service résulte soit de la nature militaire de la menace

L'article 7 dispose que : La Streté de 1'Etat a pour mission :

1° de rechercher, d’analyser et de traiter le renseignement relatif a toute activité qui menace ou
pourrait menacer la sireté intérieure de 1’Etat et la pérennité de 1’ordre démocratique et
constitutionnel, la slireté extérieure de I’Etat et les relations internationales, le potentiel scientifique
ou économique défini par le Comité ministériel, ou tout autre intérét fondamental du pays défini par
le Roi sur proposition du Comité ministériel;”

(...

Pour “Les activités qui menacent ou pourraient menacer”, I’article 8, alinéa ler, 1° de la méme loi
précise qu'il s’agit de “toute activité, individuelle ou collective, déployée a I’intérieur du pays ou a
partir de ’étranger, qui peut avoir un rapport avec 1’espionnage, 1’ingérence, le terrorisme,
I’extrémisme, la prolifération, les organisations sectaires nuisibles, les organisations criminelles, en ce
compris la diffusion de propagande, I’encouragement ou le soutien direct ou indirect, notamment par
la fourniture de moyens financiers, techniques ou logistiques, la livraison d’informations sur des
objectifs potentiels, le développement des structures et du potentiel d’action et la réalisation des buts
poursuivis.”

Pour 'application de 1'alinéa précédent, on entend par :

(...)Terrorisme : le recours a la violence a I'encontre de personnes ou d'intéréts matériels, pour des
motifs idéologiques ou politiques, dans le but d'atteindre ses objectifs par la terreur, l'intimidation ou
les menaces.

L'article 11 indique que :

"§ 1%. Le Service général du renseignement et de la sécurité a pour mission

1° de rechercher, d'analyser et de traiter le renseignement relatif a toute menace qui menace ou
pourrait menacer |'intégrité du territoire national, les plans de défense militaires,
l'accomplissement des missions des forces armées ou la sécurité des ressortissants belges a
I'étranger ou tout autre intérét fondamental du pays défini par le Roi sur proposition du Comité
ministériel, et d'en informer sans délai les ministres compétents ainsi que de donner des avis au
gouvernement, a la demande de celui-ci, concernant la définition de sa politique extérieure de
défense;

2° de veiller au maintien de la sécurité militaire du personnel relevant du Ministre de la
défense nationale, et des installations militaires, armes, munitions, équipements, plans, écrits,
documents, systémes informatiques ou de communication ou autres objets militaires ;

3° de protéger le secret qui, en vertu des engagements internationaux de la Belgique ou afin
d'assurer I'intégrité du territoire national et 1'accomplissement des missions des forces armées,
s'attache aux installations militaires, armes, munitions, équipements, aux plans, écrits, documents ou
autres objets militaires, aux renseignements et communications militaires, ainsi qu'aux systemes
informatiques ou de communication militaires ou ceux que le Ministre de la Défense nationale gére ;
4° d'effectuer les enquétes de sécurité qui lui sont confiées conformément aux directives du
Comité ministériel.

§2.  Pour l'application du § 1%, on entend par :

1° "activité qui menace ou pourrait menacer l'intégrité du territoire national" : toute
manifestation de l'intention de, par des moyens de nature militaire, saisir, occuper ou agresser tout
ou partie du territoire national, de I'espace aérien au-dessus de ce territoire ou de la mer territoriale, ou
porter atteinte a la protection ou a la survie de la population, au patrimoine national ou au potentiel
économique du pays ;

2° "activité qui menace ou pourrait menacer les plans de défense militaires" : toute manifestation
de l'intention de prendre connaissance par voie illicite des plans relatifs a la défense militaire du
territoire national, de l'espace aérien au-dessus de ce territoire ou de la mer territoriale et des intéréts
vitaux de 1'Etat, ou a la défense militaire commune dans le cadre d'une alliance ou d'une
collaboration internationale ou supranationale ;
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(moyens utilisés) visant les intéréts a protéger, soit du caractére militaire des cibles visées
par la menace (personnel ou biens militaires), soit enfin de la circonstance selon laquelle
des militaires sont impliqués dans les activités menagant les intéréts a protéger.

51. A défaut d'indication quant a la nature militaire des activités terroristes ou des
intéréts visés par ces activités terroristes, la compétence générale en matiére de terrorisme
releve de la Sareté de 1'Etat.

52.  Pour accomplir leurs missions, les services de renseignement et de sécurité sont
amenés a recueillir et a traiter des informations et des données a caractére personnel aupres
de diverses sources (services publics, autorités judiciaires, secteur privé, informateurs....) et
ce, dans le respect du principe de finalité résultant de la loi du 8 décembre 1992 relative a la
protection de la vie privée a I’égard des traitements de données a caractere personnel.

53.  L’article 13 de la loi du 30.11.1998° instaure la base légale du traitement des
données, y compris des données a caractére personnel, par la Stireté de I’Etat, en conformité
avec ses finalités décrites a I’article 8, 101 de la loi organique (cf. supra).

54.  Cette disposition vise donc a confirmer 1’habilitation de la Stireté de I’Etat a traiter
des informations et données personnelles relatives a des événements, des groupements et
des personnes utiles & 1’exécution de ses missions et tenir a jour une documentation les
concernant.

55.  L'article 12 de la loi précitée’ rappelle le principe général de I’absence de moyens
de contrainte dans I’exercice des missions des services de renseignement et de sécurité. On
entend par moyens de contrainte les moyens impliquant le pouvoir d’imposer a autrui une
limitation a ses droits et libertés.

Question 2

56. Diverses instances veillent a ce que les services de renseignement et de sécurité
n’outrepassent pas leurs compétences et ne Iésent pas les droits des citoyens : le Comité
permanent de contrdle des services de renseignement et la Commission parlementaire du
suivi du Comité précité (et donc des activités des services de renseignement) — la
Commission de la protection de la vie privée — les juridictions judiciaires.

3° "activité qui menace ou pourrait menacer l'accomplissement des missions des forces armées" :
toute manifestation de l'intention de neutraliser, d'entraver, de saboter, de porter atteinte ou
d'empécher la mise en condition, la mobilisation et la mise en ceuvre des Forces armées belges, des
forces armées alliées ou des organismes de défense interalliés lors de missions, actions ou
d'opérations dans le cadre national, dans le cadre d'une alliance ou d'une collaboration internationale
ou supranationale ;

4° "activité qui menace ou pourrait menacer la sécurité des ressortissants belges a I'étranger" :
toute manifestation de I'intention de porter collectivement atteinte, par la dévastation, le massacre ou
le pillage, & la vie ou a I'intégrité physique de ressortissants belges a I'étranger et des membres de
leur famille.

Art. 12. Pour accomplir leurs missions, les services de renseignement et de sécurité ne peuvent
utiliser des moyens de contrainte que dans les conditions prévues par la loi

Art. 13. Dans le cadre de leurs missions, ils peuvent rechercher, collecter, recevoir et traiter des
informations et des données a caractére personnel qui peuvent étre utiles a I'exécution de leurs
missions et tenir a jour une documentation relative notamment a des événements, a des groupements
et a des personnes présentant un intérét pour I'exécution de leurs missions.

Les renseignements contenus dans la documentation doivent présenter un lien avec la finalité¢ du
fichier et se limiter aux exigences qui en découlent.

11
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57. La loi du 18 juillet 1991 organique du contréle des services de police et de
renseignements a créé un Comité permanent de contrdle des services de police (Comité P)
et un Comité permanent de controle des services de renseignements et de sécurité®.

58.  Le contrdle porte en particulier sur la protection des droits que la Constitution et la
loi conférent aux personnes ainsi que sur la coordination et I’efficacité des services de
renseignement et de sécurité.

59. Le Comit¢é R agit soit d'initiative, soit a la demande de la Chambre des
Représentants, soit a la demande du Sénat, soit a la demande du Ministre compétent.

60. Il est par ailleurs compétent, en ce qui concerne les particuliers qui ont été
directement concernés par l'intervention d'un service de renseignement, pour connaitre de
leurs plaintes et dénonciations.

61.  Chaque mission d'enquéte fait I'objet d'un rapport que le Comité R remet au ministre
compétent et au Sénat. Si la Chambre des Représentants lui a confié une enquéte, un
rapport lui est également transmis. Ce rapport comprend les conclusions qui portent sur les
textes, les activités et les méthodes qui seraient de nature a mettre en péril les droits
conférés aux personnes par la Constitution et la loi, ainsi que la coordination et l'efficacité
des services de renseignements.

62. Le Comité R fait également rapport aux Chambres s'il constate au terme d'un délai
raisonnable, qui ne peut étre inférieur a 60 jours, qu'aucune suite n'a été réservée a ses
conclusions, ou que les mesures prises sont inappropriées ou insuffisantes.

63. A coté des rapports propres a chaque enquéte qu’il mene, le Comité R établit, chaque
année, un rapport général d'activités qui comprend, le cas échéant, des conclusions et des
propositions d'ordre général. Ce rapport est remis aux Présidents de la Chambre et du Sénat
et aux Ministres compétents. Le rapport est examiné par les commissions permanentes du
suivi qui siégent ensemble pour cette occasion.

64. Le parlement, plus précisément le Sénat, a créé en son sein, conformément a la loi
précitée du 18.07.1991, une “Commission permanente chargée du suivi du Comité
permanent R”.

65. La “Commission permanente du suivi du Comité permanent R” est composée de
quatre parlementaires nommés par le Sénat en son sein au scrutin de liste, et du président du
Sénat qui en assure la présidence. La Commission se réunit a huis clos.

66. Cette Commission exerce le controle parlementaire a 1’égard des services de
renseignements et de sécurité, a travers le Comité R susmentionné : elle peut I’inviter a
mener une enquéte sur les activités des services de renseignement et celui-ci lui fait rapport
des résultats de ses investigations. La Commission fait, le cas échéant, des
recommandations relatives au fonctionnement des services de renseignement.

67. La Commission de la protection de la vie privée est compétente pour procéder, a
la demande des particuliers, a des vérifications a 1’égard des données a caractére personnel
traitées par les services de renseignement. Elle vérifie a ces occasions que les services de
renseignement ne violent pas illégalement les droits et la vie privée des citoyens.

68.  Cette Commission vie privée intervient dans le contexte de la directive 95/46/CE du
24 octobre 1995 du Parlement européen et du Conseil relative a la protection des personnes

La loi du contrdle des services de police et de renseignement peut étre trouvée sur le site Internet du
Comité permanent R : http://www.comiteri.be.
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physiques a 1'égard du traitement de données a caractere personnel et a la libre circulation
de ces données.

69. Chaque citoyen peut enfin s’adresser aux cours et tribunaux judiciaires pour faire
constater et faire cesser toute atteinte a ses droits, et le cas échéant, obtenir une
indemnisation pour les dommages subis.

Question 3

70.  Non, en Belgique, les services de renseignement et de sécurité ne disposent pas de
pouvoirs de contrainte pour exercer leurs missions de renseignement.

71. 1l existe une seule exception pour la mission de protection des personnes (close
protection) assurée par la Streté¢ de 1’Etat, laquelle se situe en dehors de la sphére du
renseignement.

Question 4

72. Comme indiqué plus haut, la collecte et I’'usage des données personnelles sont régis,
en Belgique, par les directives européennes érigées en la matiere, en ce comprise la
directive 95/46/CE du 24 octobre 1995 du Parlement européen et du Conseil relative a la
protection des personnes physiques a 1'égard du traitement de données a caractére
personnel et a la libre circulation de ces données.

73. La collecte et 1'usage des données personnelles sont présidées par le principe de
finalité inscrit a I’article 4 de la loi la loi du 8 décembre 1992 relative a la protection de la
vie privée a I’égard du traitement de données a caractére personnel, modifiée par la loi du
11 décembre 1998 transposant la directive 95/46/CE du 24 octobre 1995 précitée.

74.  Pour ce qui concerne la Shreté de I’Etat, le traitement de données personnelles est
plus explicitement autorisé par 1’article 13 de la loi organique du 30.11.1998 3, lequel
énonce que la Streté de I’Etat peut traiter les données a caractére personnel qui peuvent
étre utiles a I’exécution de ses missions. Il faut lire cette disposition en paralléle avec
I’article 5 de la loi du 8.12.1992 sur la protection de la vie privée (LVP) qui subordonne le
traitement au principe de nécessité.

75. La Commission de la protection de la vie privée est chargée d’assurer le respect des
obligations 1égales des responsables de traitements de données a caractére personnel, dont
la Streté de 1’Etat.

76.  Elle peut également étre saisie par les particuliers qui souhaitent vérifier que les
services de renseignement sont restés dans la 1égalité, lorsqu’ils ont traité des données qui
les concernent.

77. En cas de collecte ou d’usage illégal(e) des données, la Commission ‘vie privée’
peut, d’une part, recommander aux services de renseignement les mesures qu’elle estime
nécessaire et, d’autre part, saisir les juridictions judiciaires, en vue de réprimer les
infractions constatées.

78.  Lorsque la Commission ‘vie privée’ a fait des recommandations, le service concerné
doit notifier a la Commission ‘vie privée’, les suites réservées auxdites recommandations.

79. Lorsque les juridictions judiciaires ont été saisies, accessoirement a une
condamnation a une amende en application des articles 38 et 39 LVP précitée du
8.12.1992, la procédure peut conduire a une injonction du tribunal visant a :

* insérer le jugement ou un extrait de celui-ci dans un ou plusieurs journaux (art. 40
LVP)

* confisquer le support matériel des données a caractére personnel formant 1’objet de
I’infraction, a I’exclusion des ordinateurs (art. 41 LVP)
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» effacer les données formant I’objet de I’infraction (cf. art. 41 LVP).

80. A coté de cette procédure indirecte passant par la Commission ‘vie privée’, le
particulier a la faculté de saisir lui-méme les juridictions judiciaires pour faire cesser ou
modifier le traitement, par la Streté de 1'Etat, des données a caractére personnel qui le
concernent, en greffant sa requéte a une action en responsabilité civile ou en déposant
plainte aupres des instances pénales.

81. Quand les recours devant les juridictions judiciaires nationales ont échoué, les
citoyens peuvent poursuivre leur requéte devant la Cour européenne des Droits de
I’Homme.

Question 5

82. Comme précisé dans les réponses aux questions 2 et 4, les citoyens ont le choix entre
trois canaux pour vérifier la 1égalité des agissements des services de renseignement a leur
égard :

* le Comité permanent de contrdle des services de renseignement et de sécurité
* la Commission de la protection de la vie privée

* les cours et tribunaux judiciaires

Question 6

83.  En dehors des juridictions judiciaires, les institutions externes qui contrélent les
agences de renseignement, en Belgique, sont le Comité permanent de controle des services
de renseignement et la Commission permanente du suivi du Comité permanent R.

84.  La composition et le fonctionnement des ces instances externes sont réglées par la loi
du 18.07.1991 organique du contréle des services de police et de renseignements.

85. Au regard de la réponse a la question 2, dans laquelle sont décrit le Comité R et la
Commission du suivi, ainsi que leur contrdle, il peut étre ajouté ce qui suit en ce qui
concerne leur pouvoir.

86. Le Comit¢ R enquétesur les activités et les méthodes des services de
renseignements, sur leurs réglements et directives internes, ainsi que sur les documents
réglant le comportement des membres des services de renseignements.

87. Laloi prévoit que les services de renseignements transmettent d'initiative au Comité
R les reglements et directives internes ainsi que tous les documents réglant le
comportement des membres de ces services. Le Comité R et son Service d'enquétes ont le
droit de se faire communiquer les textes qu'ils estiment nécessaire a 'accomplissement de
leur mission.

88. Le Comité R peut également rendre un avis sur un projet de loi, d'arrété royal, de
circulaire, ou sur des documents de toute nature exprimant les orientations politiques des
ministres compétents, a la demande de la Chambre des représentants, du Sénat ou du
Ministre compétent.

89. Le Service d’enquétes du Comité R contréle, par des enquétes, le fonctionnement
des services de renseignements. I1 examine les plaintes et dénonciations introduites pas
des particuliers qui ont été directement concernés par l'intervention d'un service de
renseignement.
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a) Constatations

90. Les membres du Service d’enquétes font, en tous lieux, les constatations qui
s’imposent. Ils peuvent a tout moment pénétrer dans les lieux dans lesquels des membres
d'un service de renseignement exercent leur fonction, afin d'y faire des constatations
matérielles, saisir tous objets et documents utiles pour leur enquéte, a I'exception de ceux
qui concernent une information ou une instruction judiciaire en cours. Le chef du service ou
son remplagant doit étre présent.

91. Les membres du Comité R et de son Service d’enquétes sont tous titulaires d’une
habilitation de sécurité de niveau ‘trés secret’.

92.  Si le chef de corps estime que la saisie de données classifiées est de nature a
constituer une menace pour l’exercice des missions des services de renseignement et de
sécurité ou qu’elle risquerait de faire courir un danger physique a une personne, la question
est soumise au président du Comité R qui statuera. Il en est de méme si la saisie faite sur
des données classifiées est de nature a constituer une menace pour l'exercice des missions
des services de renseignement et de sécurité.

93.  Ces pouvoirs ne concernent que les enquétes non judiciaires.

94.  Dans le cadre des enquétes judiciaires, un mandat de perquisition est nécessaire.

b) Audition

95. Le Comité¢ R et le Service d’enquétes peuvent inviter, afin de I’entendre toute
personne dont il estime 1’audition nécessaire. Les membres des services de renseignement
peuvent déposer sur des faits couverts par le secret professionnel.

c) Citation

96. Le comité R peut faire citer les membres des services de renseignement. IIs sont a ce
moment tenus de déposer aprés avoir prété serment. Ils sont tenus de révéler au Comité R
les secrets dont ils sont dépositaires, a I’exception de ceux qui concernent une information
ou une instruction judiciaire en cours. Si le membre des services de renseignement estime
devoir garder le secret dont il est dépositaire parce que sa révélation risquerait de faire
courir un danger physique & une personne, la question est soumise au président du Comité
R qui statue.

97.  Le refus de témoigner devant le Comité R est sanctionné d’une peine de prison de un
mois a un an.

98. Le Comité R et le Service d’enquéte peuvent requérir la collaboration d’experts et
d’interprétes.

99.  Pour ce qui concerne la publicité des rapports du Comité R, on distingue deux types
de rapports.

100. Le Comité R remet au ministre compétent et au Sénat un rapport relatif a chaque
mission d’enquéte. Ce rapport est confidentiel jusqu’a sa communication au Sénat. Il
comprend des conclusions qui portent sur les textes, les activités ou les méthodes qui
seraient de nature a mettre en danger les objectifs de la loi (cf. art. ler de la loi du
18.07.1991).

101. Aprés avoir recueilli I’avis des ministres compétents, le Comité R décide, dans un
délai d’un mois a compter de la demande d’avis, de rendre public le rapport et ses
conclusions en tout ou en partie. Les rapports et conclusions rendus publics comprennent
I’avis des ministres compétents et des autorités compétentes.
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102. A coté des rapports propres a chaque enquéte qu’il meéne, le Comité R établit, chaque
année, un rapport général d'activités qui comprend, s'il échet, des conclusions et des
propositions d'ordre général. Le rapport annuel d’activités couvre la période allant du ler
janvier au 31 décembre de I’année précédente.

103. Ce rapport est remis aux Présidents de la Chambre et du Sénat et aux Ministres
compétents le 15 avril au plus tard. Le rapport est examiné par les commissions
permanentes du suivi qui siégent ensemble pour cette occasion.

104. Quant aux garanties d’indépendance des instances externes qui contrdlent les
services de renseignement, on peut souligner qu’il s’agit de deux émanations du Parlement.

105. Ainsi, le Comité R est composé de trois membres effectifs, dont un président,
nommés par le Sénat pour un terme de cinq ans renouvelable. Un suppléant est également
nommé pour chacun d’eux. Le mandat des membres effectifs n’est renouvelable que deux
fois. Le Sénat peut les révoquer s’ils exercent certaines fonctions ou mandats précisés dans
la loi ou pour motifs graves.

106. Le président doit étre un magistrat.

107. La “Commission permanente du suivi du Comité permanent R” est, quant a elle,
composée de quatre parlementaires nommés par le Sénat en son sein au scrutin de liste, et
du président du Sénat qui en assure la présidence.

Benin

Question 1

108. Les Institutions publiques qui ménent des opérations de renseignement dans le cadre
de la lutte contre le terrorisme sont les suivantes :

* la Direction des Services de Liaison, et de 1a Documentation, placée sous la tutelle
de la Présidence de la. République;

* le Centre National de Traitement des Informations Financiéres, placé sous la tutelle
du Ministére de 1'Economie et des Finances ;

* la Direction Générale de la Surveillance du Territoire, placée sous la tutelle du
Ministére de 1'Intérieur et de la Sécurité Publique;

* la Direction de l'Intelligence et de la Sécurité Militaire, placée sous la tutelle du
Ministére de la Défense Nationale ; et

* la Direction Générale de la Police Nationale, placée sous la tutelle du Ministére de
I'Intérieur et de la Sécurité Publique et correspondant national de 1'Organisation
Internationale de Police Criminelle (Interpol).

109. 1l apparait que ce sont des organes gouvernementaux avec, chacun en ce qui le
concerne, un Ministre pour premier responsable, sauf pour le premier, qui est directement
rattaché a la Présidence de la République.

110. Ils sont régis par les Décrets portant attributions, organisation et fonctionnement des
Ministéres respectifs, décrets qui constituent au Bénin les cadres juridiques des
départements ministériels. Ces organes sont régis plus particulierement par des Arrétés
d'application desdits décrets.

111. Au-dessus des Décrets et Arrétés se trouve la Constitution qui protége
particuliérement les libertés individuelles.
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112. En effet, la loi n1°90-032 du 11 décembre 1190 portant Constitution de la République
du Benin dispose que :

« Article 16 :

Nul ne peut étre arrété ou inculpé qu'en vertu d’une loi promulguée antérieurement aux faits qui lui
sons reprochés.

Aucun citoyen ne peut étre contraint a 'exil.
Article 17 :

Toute personne accusée d'un acte délictueux est présumée innocente jusqu'a ce que
sa culpabilité ait été¢ légalement établie au cours d'un procés public durant lequel
toutes les garanties nécessaires a sa libre défense lui auront été assurées.

Nul ne sera condamné pour des actions ou omissions qui, au moment ou elles ont été
commises, ne constituaient pas une infraction d’apres le droit national.

De méme, il ne peut étre infligé de peine plus forte que celle qui était applicable au
moment de ou I’infraction a été commise.

Article 18

Nul ne sera soumis a la torture, ni a des sévices ou traitements cruels, inhumains ou
dégradants.

Nul n'a le droit d'empécher un détenu ou un prévenu de se faire examiner par un
médecin de son choix.

Nul ne peut étre détenu dans un établissement pénitentiaire s'il ne tombe sous le
coup d'une loi pénale en vigueur.

Nul ne peut étre détenu pendant une durée supérieure a quarante huit heures que par
la décision d'un magistrat auquel il doit étre présenté. Ce délai ne peut étre prolongé
que dans des cas exceptionnellement prévus par la loi et qui ne peut excéder une
période supérieure a huit jours.

Article 19

Tout individu, tout agent de L'Etat qui se rendrait coupable d'acte de torture, de
sévices ou traitements cruels, inhumains ou dégradants dans l'exercice ou a
l'occasion de l'exercice de ses fonctions, soit de sa propre initiative, soit sur
instruction, sera puni conformément a la loi.

Tout individu, tout agent de L'Etat est déli¢ du devoir d'obéissance lorsque 1'ordre
recu constitue une atteinte grave et manifeste au respect des droits de 'homme et des
libertés publiques.

Article 26

L'Etat assure a tous 1'égalité¢ devant la loi sans distinction d'origine, de race, de sexe,
de religion, d'opinion politique ou de position sociale.

L'homme et la femme sont égaux en droit. L'Etat protege la famille et
particulicrement la mére et l'enfant. Il veille sur les handicapés et les personnes
agées.

Article 39

Les étrangers bénéficient sur le territoire de la République du Bénin des mémes
droits et libertés que les citoyens béninois et ce dans les conditions déterminées par
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la loi. Ils ont tenus de se conformer a la constitution, aux lois et réglements de la
République.

Article 122

Tout citoyen peut saisir la Cour Constitutionnelle sur la constitutionnalité des lois,
soit directement, soit par la procédure de I'exception d'inconstitutionnalité invoquée
dans une affaire qui le concerne devant une juridiction. Celle-ci doit sur seoir jusqu'a
la décision de la Cour Constitutionnelle qui doit intervenir dans un délai de trente
jours. »

Question 2

113. Dans le cadre de la lutte contre le banditisme et la grande criminalité, ces structures
publiques s’efforcent de ne pas mettre entre parenthéses le respect des droits humains. La
lutte antiterroriste ne signifie pas la fin ou le non respect des Droit de ’Homme.

114. Selon le Code d e Procédure Pénale, la garde a vue ne doit pas exécuter quarante-huit
(48) heures. Passé ce délai, le prévenu est déféré devant le Procureur de la République.

115. En cas d’abus, la Cour Constitutionnelle est compétente pour rappeler a I’ordre les
personnes physiques et morales responsables desdites violations.

Question 3

116. Sauf en cas de flagrant délit, toute arrestation, toute perquisition, toute détention est
décidée par une autorité judiciaire compétente.

117. Les services qui disposent du pouvoir d’arrestation, de perquisition et de détention
sont :

* la Direction Générale de la Police Nationale, représentant 1’Organisation
Internationale de Police Criminelle (Interpol).

» La Direction Générale de la Surveillance du Territoire.

118. L’exercice de ces pouvoirs est soumis a un contrdle a plusieurs niveaux : d’abord de
la hiérarchie, ensuite de I’inspection interne de ces services, puis du judiciaire, notamment
de la Cour Constitutionnelle et, enfin, du législatif, dans le cadre du contréle de 1’action
gouvernementale, par des questions au Gouvernement.

Question 4

119. Sur le plan national, les garanties en matiere de protection de la collecte et de 1’usage
des données personnels par les services nationaux sont contenues dans la loi N°2009-09 du
22 mai 2010 portant protection des données a caractére personnel en République de Benin.

120. Cette loi dispose par exemple que :
« Article 5

Un traitement de données a caractére personnel ne peut porter que sur des données
remplissant les conditions ci-apres :

a- étre collectées et traités de maniére loyale et licite ;

b- étre collectées pour des finalités bien déterminées. Explicites, légitimes et non
frauduleuses ;

c- ne pas étre traitées ultérieurement de manicre incompatible avec les finalités ainsi
déterminées ;

d- étre adéquates, pertinentes et non excessives au regard des finalités pour
lesquelles elles sont collectées et de leurs traitements ultérieurs ;
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e- étre exactes, complétes et, si nécessaire, mises a jour. Des mesures appropriées
doivent étre prises pour que les données inexactes ou incomplétes au regard des
finalités pour lesquelles elles sont collectées ou traitées.

La collecte ou le traitement des données opéré(s) par toute moyen frauduleux,
déloyal, illicite est interdit(e).

Article 6

I1 est interdit, sauf consentement expres de la personne concernée, de collecter ou de
traiter des données a caractére personnel qui font apparaitre, directement ou
indirectement, les origines radicales out ethniques, les opinions politiques,
philosophiques ou religieuses, l’appartenance syndicale des personnes ou des
données relatives a la santé et a la vie sexuelle de ces personnes.

Article 9

Le responsable d’un traitement de données a caractére personnel ne peut transférer
des données vers un Etat étranger qui si ledit Etat assure un niveau de protection
suffisant de la vie privée et des libertés et droits fondamentaux des personnes
concernées par ces données.

Article 10

Toute personne physique a le droit de s’opposer, pour des motifs 1égitimes, aux
traitements des données a caractére personnel la concernant.

Article 11

Toute personae a le droit de s’opposer, sans frais, a 1’utilisation des données la
concernant a des fins de prospection, notamment commerciale, caritative ou
politique, sans avoir a justifier d’un motif légitime. »

Question 5

121. Le mécanisme disponible est celui de la saisine de la Cour Constitutionnelle qui, aux
termes de ’article 114 de la Constitution, « est la plus haute juridiction de I’Etat en matiére
constitutionnelle. Elle juge de la constitutionalité de la loi et elle garantit les droits
fondamentaux de la personne humaine et les libertés publiques. Elle est 1’organe régulateur
du fonctionnement des institutions et de 1’activité des pouvoirs publics ».

Question 6

122. 1l n’existe au Bénin aucun organe chargé du contrdle externe des services de
renseignement. Ces services sont plutét soumis aux dispositions de la Constitution et au
contrle de constitutionalité de la Court Constitutionnelle, comme mentionné dans la
réponse a la question 5.

Canada

Question 1

123. The Canadian Security Intelligence Service (CSIS) is Canada's main intelligence
organization. Its core mandate is to collect, analyse and retain information on potential
threats to the security of Canada, and advise the government accordingly. CSIS collects
information both within and outside of Canada. Further, CSIS has the mandate to provide
security assessments for all federal departments and agencies, except the Royal Canadian
Mounted Police (RCMP). It also provides advice to the Canada Border Services Agency
(CBSA) and Citizenship and Immigration Canada (CIC) on the admissibility of individuals
seeking to enter or gain status in Canada. The Canadian Security Intelligence Service Act
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(CSIS Act) (available, as other federal legislation referred to below, at:
http://laws.justice.gc.ca/eng/MainPage) provides the legislative foundation for CSIS’s
mandate, outlines its roles and responsibilities, confers specific powers and imposes
constraints, and sets the framework for democratic control and accountability for Canada's
security intelligence service.

124. The CSIS Act established CSIS. The Act grants it the legal authority to investigate
threats to the security of Canada, as defined under section 2, and requires that CSIS report
to and advise the Government of Canada with respect to these threats. The activities of
CSIS are also subject to the Canadian Charter of Rights and Freedoms, which is part of the
Constitution of Canada, as well as by federal legislation such as the Privacy Act.

125. The Communications Security Establishment Canada (CSEC) is Canada's national
cryptologic agency. It provides the Government of Canada with foreign signals intelligence
(SIGINT) in support of intelligence priorities and helps ensure information technology
security (IT Security) of electronic information and information infrastructures of
importance to the Government of Canada. CSEC also provides technical and operational
assistance to federal law enforcement and security agencies.

126. More specifically, CSEC’s activities are governed by Part V.1 of the National
Defence Act, as amended by the Anti-terrorism Act of 2001. CSEC may only undertake
activities that are within its mandate, consistent with ministerial direction and, if a
ministerial authorization is required, consistent with the authorization. The mandate of
CSEC is: (a) to acquire and use information from the global information infrastructure for
the purpose of providing foreign intelligence in accordance with Government of Canada
intelligence priorities; (b) to provide advice, guidance and services to help ensure the
protection of electronic information and of information infrastructures of importance to the
Government of Canada; and (c) to provide technical and operational assistance to federal
law enforcement and security agencies in the performance of their lawful duties.

127. While not an intelligence agency, the Royal Canadian Mounted Police (RCMP) has
the mandate to prevent, investigate, and support prosecutions of national security offences.

128. The legal authority for the RCMP stems largely from the RCMP Act, which
establishes the RCMP as Canada’s national police force, and prescribes certain duties on
RCMP members. The RCMP Act and the common law of police powers give the RCMP
the legal mandate in relation to law enforcement, crime prevention and investigation, and
the protection of life and property, in addition to other specified duties. The Security
Offences Act also gives the RCMP primary policing responsibility in relation to national
security offences. The activities of the RCMP are also governed by the Criminal Code, the
Canadian Charter of Rights and Freedoms, and other statutes.

129. There are a number of other departments and agencies that are involved in national
security activities. With respect to border security, the CBSA and CIC, with the assistance
of CSIS, screen individuals to ensure that they are legally entitled to enter or remain in
Canada. More specifically, CBSA looks for individuals who are in Canada illegally, and
has the authority to arrest and remove them. It also enforces customs laws, including
regulations pertaining to large cross-border financial transactions and restrictions on the
export of strategic goods. The CBSA administers and enforces the Immigration and
Refugee Protection Act (IRPA). The IRPA includes sections that render persons involved
in terrorism, either directly or through membership in a terrorist organization, inadmissible
to Canada. Foreign nationals who seek entry to Canada can be denied a permanent resident
or temporary resident visa because of such inadmissibility; foreign nationals and permanent
residents who are already in Canada can have removal proceedings begun against them if
an officer believes on reasonable grounds that they are inadmissible.
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130. The Department of National Defence / the Canadian Forces (DND/CF) has an
intelligence capability to support specific defence mandated activities, primarily CF
operations, whether domestic or international, and to ensure the security of its personnel
and property. This primary role of the CF is the defence of Canadians and Canadian
sovereignty from external military threats or internal threats to their security. (Securing an
Open Society: Canada National Security Policy 2004; Canadian First — Defence Strategy
2008). Among the categories of activities is the cooperative work with the United States in
the defence of North America.

131. Any DND or CF activity is authorized and regulated in two ways, ie by statute and
by the exercise of the Federal government’s Crown Prerogative (the powers and privileges
afforded by Common Law to the Crown). The authority to conduct defence intelligence
activities is implicit from the legal mandate to conduct the primary mission of defending
against threats to Canada. A nexus between the nature/scope of the intelligence activities
and a defence mission must exist. The execution of the intelligence activity must also
comply with Canadian law.

132.  When requested to assist law enforcement under an established legislative scheme
requiring Ministerial approval in accordance with the legislative scheme in the National
Defence Act, (or other agreements with federal agencies) the CF has no special status when
it assists in domestic law enforcement agencies. It must comply with all domestic laws,
including the Canadian Charter of Rights and Freedoms.

133. The Financial Transactions and Reports Analysis Centre of Canada (FINTRAC)
provides support to intelligence and law enforcement agencies by analyzing and assessing
financial transaction reports that banks and other financial entities must submit to the
agency, as well as voluntary information provided by police and other agencies and
information contained in databases to which FINTRAC has lawful access. FINTRAC must
disclose factual financial transaction related information to police when its analysis gives it
reasonable grounds to suspect that the information to be disclosed would be relevant to an
investigation or prosecution of a terrorist activity financing offence. When, in addition, a
second statutory threshold is met, FINTRAC must disclose the same information to CRA,
CBSA or CSE. Finally, FINTRAC must disclose information to CSIS when FINTRAC has
reasonable grounds to suspect that the information to be disclosed would be relevant to
threats to the security of Canada as that term is define in the CSIS Act.

134. The Canada Revenue Agency denies applications for charitable registration (which
brings with it considerable tax advantages) and revokes the existing registration of
organizations that may be involved with terrorism.

Question 2

135. There is one agency within the Public Safety portfolio that is dedicated to
intelligence collection, CSIS. It is one of the most open and accountable security
organizations in the world. This is achieved through a system of control and review
mechanisms and processes, prescribed by the CSIS Act, that include the following:

 Minister of Public Safety: The Minister is responsible to Parliament for CSIS. The
Minister may issue to the Director written directions with respect to the Service and
a copy of any such direction shall, forthwith after it is issued, be given to the
Security Intelligence Review Committee (SIRC) ( ss. 6(2) CSIS Act).

* Deputy Minister of Public Safety: The Deputy Minister provides advice to the
Minister regarding directions issued under subsection 6(2) of the CSIS Act or that
should, in the opinion of the Deputy Minister, be issued under that subsection (ss.
7(3) CSIS Act) The Director of the Service shall also consult the Deputy Minister on
the general operational policies of the Service, and any matter with respect to which
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consultation is required by directions issued under subsection 6(2) of the CSIS
Act(ss. 7(1) and 7(3) CSIS Act).

Director of CSIS: The Director of CSIS is accountable to the Minister for the
management and control of CSIS (ss. 6(1) CSIS Act).

Inspector General: The Inspector General reports through the Deputy Minister of
Public Safety to the Minister and is responsible for monitoring CSIS’s compliance
with operational policies, reviewing its operational activities, and reviewing and
issuing a certificate indicating the degree of satisfaction with the Director's annual
operational report (ss. 30 (1) CSIS Act). The certificate and the report are forwarded
to the Security Intelligence Review Committee (SIRC). At the request of the
Minister or SIRC, the Inspector General may conduct a review of specific CSIS
activities. The Inspector General has access to all information under CSIS’s control
that relates to the performance of the duties and functions of the Inspector General
(except for Cabinet confidences).

SIRC: SIRC is discussed in question 5 below.

Federal Court: Under the CSIS Act, the power to authorize intrusive investigation
techniques rests solely with the Federal Court of Canada. CSIS must apply to the
Federal Court, justifying the proposed use of these techniques. This application is
reviewed by a senior CSIS committee chaired by the Director and comprised of
representatives from the Department of Justice and Public Safety Canada. If the
committee endorses the application for use of intrusive techniques, it is then
submitted to the Minister of Public Safety for approval. If the Minister gives
approval, the application is then submitted to the Federal Court, which must issue a
warrant before CSIS can proceed with the intrusive investigative technique.

Public Reporting: CSIS provides information to Parliament and the public through
the CSIS Public Report. The Report is aimed at increasing awareness of CSIS’s
functions and the processes it employs, and dispelling some of the myths
surrounding security intelligence work.

136. The range of threats investigated by CSIS include espionage or sabotage, foreign
influenced activities, activities supporting threats or violence for the purpose of achieving a
political, religious or ideological objective, and activities leading to the destruction or
overthrow by violence of the constitutionally established system of government in Canada.
The CSIS Act, however, notes that threats to the security of Canada do not include “lawful
advocacy, protest or dissent”. In other words, CSIS is not permitted to interfere with lawful
advocacy, protest or dissent.

137. Further, the Ministerial Direction of 2008 on Operations stipulates that “the Service
will perform its duties and functions with due regard for the rule of law and respects for the
rights and liberties as guaranteed under the Canadian Charter of Rights and Freedoms”. In
addition, the Ministerial Direction of 2008 lays out the following fundamental principles to
guide and inform all CSIS operations:

¢ the rule of law must be observed;

* the investigative means must be proportional to the gravity and imminence of the
threat;

* the greater the risk associated with a particular activity, the higher the authority
required for approval,

 with regard to the use of intrusive investigative techniques;
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* the need for their use must be weighed against possible damage to civil, religious,
post-secondary and media establishments;

* the least intrusive techniques must be used first, except in emergency situations or
where less intrusive investigatory techniques would not be proportionate to the
gravity and imminence of the threat; and

* the level of authority required for approving their use must be commensurate with
their intrusiveness and with any risks associated to using them.

138. In other best practices, both CSIS and the RCMP participate in Canada’s Cross-
Cultural Roundtable on Security. Established in 2005, and led by Public Safety Canada
in partnership with Justice Canada, the Roundtable engages Canadians and the Government
of Canada in a long-term dialogue on matters related to national security. It brings together
up to 15 members from various communities across Canada, who provide advice on
emerging developments in national security matters and their impact on Canada’s diverse
society. A key dimension of the Roundtable’s work is enabling police and intelligence
agencies to better cooperate with Canadian communities on improved understanding of
issues such as hate crimes and extremism, in order to more effectively prevent terrorism.
Roundtable meetings and community outreach events undertaken by both the Roundtable
and the RCMP themselves have included numerous discussions on related sub-themes.
These include youth radicalization and how to combat the recruitment of vulnerable youth
by terrorist organizations, community-based approaches to counter-terrorism; and
balancing security and civil liberties.

139. With respect to DND, the issuance of policies based on domestic and applicable
international law principles, e.g. the Canadian Charter of Rights and Freedoms, the
Privacy Act, and the Geneva Conventions in the Law of Armed Conflict context, plays a
key role in ensuring respect for human rights. In the military context accountability is
derived from both the Minister of National Defence and the Chain of Command. The
Minister is accountable to Parliament. The CF has a Ministerial Directive in place
regarding the conduct of intelligence activities.

140. A number of departments and agencies have implemented new measures and
practices respectful of human rights as a consequence of findings of a number of
commissions of inquiry. (See the following reports: 1. Second report of the 2004
Commission of Inquiry into the Actions of Canadian Officials in Relation to Maher Arar
entitled “A New Review Mechanism for the RCMP's National Security Activities". Report
available at : http://epe.lac-bac.gc.ca/100/206/301/pco-bep/commissions/maher _arar/07-09-
13/www.ararcommission.ca/eng/EnglishReportDec122006.pdf. 2. The 2006 Internal
Inquiry into the Actions of Canadian Officials in Relation to Abdullah Almalki, Ahmad
Abou-Elmaati and Muayyed Nureddin. Report available at:
http://www.collectionscanada.gc.ca/webarchives/20080307201753/http://www.iacobucciin

quiry.ca/en/home.htm). 3. The 2006 Commission of Inquiry into the Investigation of the
Bombing of Air India Flight 182. This Commission released a first report on personal
stories of victims and their families. Its final report is expected to be released shortly. The
first report is available at: http://www.majorcomm.ca/en/).

141. With regards to the RCMP national security function, reference to the RCMP’s
response to the recommendations of the Arar Commission, may be useful, in particular
responses to recommendations 8, 14, 15, 19 and 20 (see http://www.rcmp-grc.gc.ca/nsci-
ecsn/oconnor-eng.htm).

Question 3

142. No intelligence body in Canada has law enforcement powers.
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143. The other departments and agencies mentioned in answer to Question 1, that are not
intelligence agencies but may be involved in national security activities, do have to varying
degrees and in varying circumstances, law enforcement powers and are subject to judicial
oversight.

144. The RCMP conducts national security investigations that may lead to criminal
prosecution.

145. The CBSA is authorized, according to the IRPA, to arrest and detain foreign
nationals and permanent residents where an officer has reasonable grounds to believe that
the person concerned is either a flight risk or is a danger to the public. During an
examination (such as where a person seeks to come into Canada at a port of entry), an
officer has authority pursuant to the Customs Act to search individuals and examine goods.
Outside the examination context, an officer must get judicial approval to search and seize.

146. If a person is taken into detention for immigration purposes, they must be brought
before the IRB for a review of their detention within 48 hours, and periodically after that.
The government must be able to satisfy the IRB that the reasons for the detention continue.
The IRB may continue detention, release the person, or release the person on terms and
conditions that it sees fit. Individuals detained pursuant to Customs Act authorities may
also have their detention reviewed by a court.

147. A person may seek leave to the Federal Court of Canada to overturn a decision made
by the IRB.

148. In the case of persons subject to security certificates, the detention reviews are done
directly by the Federal Court of Canada.

149. The Minister of National Defence may, on the request of the Minister of Public
Safety or any other Minister, issue directions authorizing the CF to provide assistance in
respect of any law enforcement matter if the assistance is in the national interest and the
matter cannot be effectively dealt with except with the assistance of the Canadian Forces.
The CF would have no special status when it participates in domestic law enforcement
operations, and would need to comply with all domestic laws, including the Canadian
Charter of Rights and Freedoms. Their assistance would be limited to the Ministerial
directions.

Question 4

150. All government actions must conform to section 8 of the Canadian Charter of Rights
and Freedoms, which protects against unreasonable searches or seizures. Section 8 has
been interpreted by the Supreme Court of Canada as affording protection from any form of
unwarranted state interference with an individual's “reasonable expectation of privacy”.
For such intrusions to be considered to be “reasonable”, in compliance with this provision,
they must be authorized by law, the law itself must be reasonable and the search or seizure
must be carried out in a reasonable manner.

151. The Privacy Act, and its Regulations, provide the legal framework for the collection,
retention, accuracy, use, disclosure and disposition of personal information in the
administration of programs and activities by institutions of the Government of Canada,
including CSIS.

152. In addition to the requirements ...CSEC is prohibited from directing its foreign
signals intelligence collection (SIGINT) and information technology security (IT Security)
activities at Canadian citizens, permanent residents of Canada or corporations organized
under the laws of Canada or any Canadian province wherever they may be located or any
persons in Canada. Such activities are also subject to measures to protect the privacy of
Canadians in the use and retention of intercepted information. In providing assistance,
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CSEC is subject to any limitations imposed by law on the federal law enforcement or
security agency requesting assistance in the performance of its lawful duties.

153. Further, where CSEC’s foreign signals intelligence collection (SIGINT) and
information technology security (IT Security) activities risk intercepting private
communications, as defined in the Criminal Code, a ministerial authorization is required.
The Minister of National Defence may authorize CSEC in writing to intercept private
communications for the sole purpose of obtaining foreign intelligence or for the sole
purpose of protecting the computer systems or networks of the Government of Canada from
mischief, unauthorized use or interference.

154. The collection, use and disclosure of personal information by the CBSA in the
immigration context is also governed by the Privacy Act, which only allows collection of
information where the collection is necessary for the authorized activities of the body
collecting the information. Disclosure to another party is allowed only where the intended
use by the other party is consistent with the purpose for which the information was
collected. Other exceptions apply (such as for use in judicial proceedings, to comply with
subpoenas, and pursuant to information-sharing agreements).

155. The collection of personal information by CBSA in the customs context is governed
by the Privacy Act. The use and disclosure of customs information is governed by the
Customs Act which contains safeguards and restrictions.

156. In the military context accountability is derived from both the Minister and the Chain
of Command. The Minister is accountable to Parliament. The CF has a Ministerial
Directive in place regarding the conduct of intelligence activities. The Minister has had
access in the past to a special advisor who is not an employee of the department. Although
the mandate of the person may vary, this individual can review the intelligence activities of
the CF and report to the Minister, assess those activities for compliance with the law (the
federal Privacy and Access to Information Acts apply to DND/CF) and policy and make
recommendations where appropriate. Also, Canada has entered into a number of bilateral /
multilateral arrangements (eg MOUSs) to ensure that any information is collected and shared
with our allies responsibly. To that end, caveats are routinely used to safeguard against
further disclosure and inappropriate use of sensitive and personal information shared with
external entities.

157. Under the Proceeds of Crime (Money Laundering) and Terrorist Financing Act,
every two years the Privacy Commissioner must review the measures taken by FINTRAC
to protect information it receives or collects under that Act and must submit a report on
those measures to Parliament.

158. In carrying out its functions in respect of organizations seeking or holding charitable
registration, the CRA exchanges information, including personal information about
individuals, with intelligence and law enforcement organizations where permitted by the
confidentiality provisions of the Income Tax Act.

Question 5

159. Within the Public Safety portfolio, the Security Intelligence Review Committee
(SIRC) is responsible for handling complaints against CSIS. Established in 1984, SIRC is
an independent, external review body that reports to Parliament on the operations of the
CSIS. SIRC’s Committee of (three to five) Privy Counsellors meets regularly to establish
priorities and review the work undertaken by its staff.

160. SIRC has two basic roles. It reviews past CSIS operations, and it investigates
complaints. All findings and recommendations are non-binding. SIRC tables a report in
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Parliament each year summarizing the results of the work it has undertaken. (SIRC’s
Annual Reports are available at: http://www.sirc-csars.gc.ca/anrran/index-eng.html .)

161. SIRC conducts reviews on a retrospective basis, so it does not provide oversight of
current CSIS activities. SIRC reviews CSIS operations against legislation, Ministerial
Direction, and internal CSIS operational policies.

162. Pursuant to section 41 of the CSIS Act, any person may make a complaint to SIRC
about any act or thing done by CSIS and the Committee shall, subject to subsection (2),
investigate the complaint when it meets the criteria under subsection 41(1). Pursuant to
section 42, any federal employee or contractor may make a complaint to SIRC if his or her
Government of Canada security clearance is denied or revoked. Pursuant to section 45 of
Canadian Human Rights Act, any Minister of the Crown may refer a complaint made to the
Canadian Human Rights Commission to SIRC if it involves issues relating to the security
of Canada, SIRC recommendations are judicially reviewable by the Federal Court of
Canada.

163. In addition to SIRC, the Commission for Public Complaints Against the RCMP
(CPC) is an independent agency created by Parliament to ensure that public complaints
made about the conduct of RCMP members are examined fairly and impartially. CPC
reports make findings and recommendations aimed at correcting and preventing recurring
policing problems.

164. Any person may make a complaint about the conduct of any RCMP member or any
other individual appointed or employed under the authority of the RCMP Act; this includes
on-duty conduct as well as off-duty conduct when it has the potential to affect the
member’s performance or bring the RCMP into disrepute. He or she may also complain to
the provincial authority responsible for the receipt and investigation of complaints made
against the police in provinces where the RCMP act as the provincial police force.

165. Upon receipt of a complaint, the RCMP will first seek to address it informally. If this
is not possible, the RCMP will undertake a complaints investigation, after which it will
share its disposition of the complaint (i.e., its findings) with the complainant and the
affected RCMP member(s).

166. 1If the complainant is not satisfied with the RCMP’s handling of the complaint, he or
she may ask the CPC to review it. The CPC will evaluate all materials relating to the
complaint. It may request that the RCMP provide further information, ask the RCMP to
investigate further, or conduct its own investigation.

167. The activities of CSEC are reviewed by the Commissioner of the Communications
Security Establishment (Commissioner) to ensure that such activities are in compliance
with the law and to inform the Minister of National Defence and Attorney General of
Canada of any CSEC activity that the Commissioner believes may not be in compliance
with the law. The Commissioner may also undertake investigations, as necessary, in
response to complaints about CSEC and its activities.

168. In any given year, numerous reviews are conducted which cover a variety of CSEC
activities. In carrying out his or her duties, the Commissioner has access to CSEC
personnel, information and documentation, including classified information, during the
course of the review. The results of the Commissioner’s reviews are reported in detail to
the Minister of National Defence but, because they contain classified information, they are
not made public. The reviews are, however, summarized in the Commissioner's annual
report to the Minister, which is subsequently tabled in Parliament. (The Commissioner’s
most recent (2008-2009) annual report is available at http://ocsec-bcest.ge.ca/ann-rpt/2008-
2009/ann-rpt_e.pdf.)
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169. CSEC is also subject to review by the same bodies as any other Canadian federal
department or agency, including the Canadian Human Rights Commissioner, the Privacy
Commissioner, and the Information Commissioner.

170. There is currently no dedicated complaints agency dealing with specific complaints
against CBSA actions. As noted above, all CBSA actions are subject to either IRB or
Federal Court of Canada review. In addition, activities of CBSA are subject of ongoing
review by various parliamentary committees, the Privacy Commissioner, the Access to
Information Commissioner and the Auditor General of Canada.

171. With respect to the military context and regarding FINTRAC, see answer to question
4.

Question 6
172. See the response to question 5 for details on external review institutions.

173. The Auditor General of Canada, the Information Commissioner and the Privacy
Commissioner can, under domestic statute, access information from all departments. The
respective statutes for these officers would provide legal and practical safeguards to the
collection and use of personal data by intelligence services.

174. With respect to SIRC’s access to classified information, pursuant to subsection 39(2)
of the CSIS Act, SIRC is entitled:

* “to have access to any information under the control of the Service or of the
Inspector General that relates to the performance of the duties and functions of the
Committee and to receive from the Inspector General, Director and employees such
information, reports and explanations as the Committee deems necessary for the
performance of its duties and functions; and

* “during any investigation referred to in paragraph 38(c), to have access to any
information under the control of the deputy head concerned that is relevant to the
investigation.”

175. Subsection 39(3) states that “no information described in subsection (2), other than a
confidence of the Queen’s Privy Council for Canada in respect of which subsection 39(1)
of the Canada Evidence Act applies, may be withheld from the Committee on any
grounds.”

Colombia

Question 1

176. El Estado colombiano se encuentra actualmente en un proceso de reforma organica
de toda la actividad de inteligencia y contrainteligencia de las entidades encargadas de
realizar este tipo de labores. Por este motivo, se expidio el 5 de marzo de 2009 la Ley 1288,
“por medio de la cual se expiden normas para fortalecer el marco legal que permite a los
organismos, que llevan a cabo actividades de inteligencia y contrainteligencia, cumplir con
su mision constitucional y legal, y se dictan otras disposiciones”. A su vez, esta ley fue
reglamentada a través del Decreto 3600 de 11 de septiembre de 2009.

177. El marco normativo que fue erigido a través de estos dos instrumentos ha sentado las
bases respecto de como se debe llevar a cabo las actividades de inteligencia y
contrainteligencia por parte de los organismos que realizan este tipo de acciones,
estableciendo limites y fines para estas diligencias, principios rectores, mecanismos de
control y supervision, el manejo de sus respectivas bases de datos, entre otros
requerimientos. En otras palabras, es la piedra angular que regula todo lo referente a las
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labores de inteligencia que las entidades estatales realizan para hacer frente al fenomeno del
terrorismo.

178. De acuerdo al articulo 3 de la Ley 1288, los unicos autorizados para conducir este
tipo de actividades son las dependencias pertinentes de las Fuerzas Militares y de Policia
Nacional, el Departamento Administrativo de Seguridad (DAS) y la Unidad de Informacion
y Analisis Financiero (UIAF). El Decreto 3600 desglosa esta lista de la siguiente manera:

1. En las Fuerzas Militares:

a) En el Comando General de las Fuerzas Militares:

* La Jefatura de Inteligencia y Contrainteligencia Militar Conjunta y sus
respectivas Direcciones.

» Las dependencias de inteligencia y contrainteligencia en cada uno de los
Comandos Conjuntos o Comandos de Fuerza de Tarea Conjunta.

» Las unidades especiales autorizadas por el Comandante General de las
Fuerzas Militares, mediante acto administrativo, para realizar actividades de
inteligencia y contrainteligencia.

b) En el Ejército Nacional:

* La Direccion de Inteligencia del Ejército Nacional, las dependencias y
unidades de inteligencia y contrainteligencia subordinadas a ella.

» Las dependencias de inteligencia y contrainteligencia en cada Division,
Brigada, Batallon y unidades que por su naturaleza y mision desarrollen estas
actividades.

* Las unidades especiales autorizadas por el Comandante del Ejército,
mediante acto administrativo, para realizar actividades de inteligencia y
contrainteligencia.

c) En la Armada Nacional:

* La Jefatura de Inteligencia de la Armada Nacional y las dependencias y
unidades de inteligencia y contrainteligencia subordinadas a ella.

» Las dependencias de inteligencia y contrainteligencia en cada una de las
unidades operativas mayores, menores y tacticas de la Armada Nacional.

* Las unidades especiales autorizadas por el Comandante de la Armada
Nacional, mediante acto administrativo, para realizar actividades de
inteligencia y contrainteligencia.

d) En la Fuerza Aérea Colombiana:

e La Jefatura de Inteligencia de la Fuerza Aérea Colombiana y las
dependencias de inteligencia y contrainteligencia subordinadas a ella.

» Las dependencias de inteligencia y contrainteligencia en cada una de las
unidades de la Fuerza Aérea Colombiana, a nivel estratégico, operacional y
tactico.

* Las unidades especiales autorizadas por el Comandante de la Fuerza Aérea,
mediante acto administrativo, para realizar actividades de inteligencia y
contrainteligencia.
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2. En la Policia Nacional:

» La Direccion de Inteligencia de la Policia Nacional, la cual dirigira,
coordinara e integrara las actividades de inteligencia como 6rgano rector del
servicio de inteligencia policial.

» Las dependencias de inteligencia y contrainteligencia en cada una de las
Direcciones de la Policia Nacional y las demas unidades que por su
naturaleza y mision desarrollen operaciones basicas y especializadas.

» Las unidades especiales autorizadas por el Director General de la Policia
Nacional de Colombia, mediante acto administrativo, para realizar
actividades de inteligencia y contrainteligencia.

3. En la Unidad de Informacion y Analisis Financiero — UIAF:

* La Direccion General, la Subdireccion de Analisis de Operaciones, la
Subdireccion de Analisis Estratégico, la Subdireccion de Informatica de la
Unidad de Informacion y Analisis Financiero - UIAF, o las dependencias que
hagan sus veces.

4. En el Departamento Administrativo de Seguridad — DAS:

» La Direccion General de Inteligencia, la Subdireccion de Contrainteligencia
del DAS y las dependencias de inteligencia y contrainteligencia subordinadas
a ellas o las que hagan sus veces.

» Las dependencias de inteligencia y contrainteligencia, o las que hagan sus
veces, en cada una de las seccionales y puestos operativos del DAS.

179. El Departamento Administrativo de Seguridad fue creado hace mas de 50 afios,
mediante el Decreto 2872 de 31 de octubre de 1953 y posteriormente reformado
(obteniendo su nombre actual) el 18 de julio de 1960 a través del Decreto 1717. Pero el 18
de septiembre de 2009, el Gobierno Nacional anuncio su decision de liquidar esta entidad y
crear una nueva. El DAS realizd un estudio detallado de los problemas internos que
presentaba, concluyendo que habia una necesidad de replantear a profundidad la mision del
organismo para dar paso a una nueva agencia la cual se encargara exclusivamente de hacer
inteligencia estratégica y prospectiva y de contrainteligencia. Durante afios el DAS tuvo
funciones ajenas a la naturaleza de una agencia de inteligencia’. Lo anterior generaba
multiplicidad de funciones y desviaba a la entidad de sus procesos misionales.

180. El Gobierno Nacional presentd a consideracion del Congreso de la Republica el
Proyecto de Ley 189 de 2009, el cual actualmente surte el respectivo debate parlamentario
para su aprobacion. Este proyecto de Ley contempla la creacion de la Agencia Central de
Inteligencia de Colombia (ACI), como se llamara a futuro, con multiples funciones de
inteligencia y contrainteligencia, desarrolladas a través de una cultura integral de respeto
por los Derechos Humanos'.

Question 2

181. La Ley 1288 de 2009 en su articulo 4 hace mencion expresa de los limites y fines de
la actividad de inteligencia y contrainteligencia en el pais los cuales estan permeados por un
profundo respeto por, no sélo los Derechos Humanos y el Derecho Internacional
Humanitario, sino también por el cumplimiento estricto de la Constitucion Politica y la Ley.

Art. 12. Pour accomplir leurs missions, les services de renseignement et de sécurité ne peuvent
utiliser des moyens de contrainte que dans les conditions prévues par la loi
10" Asi lo establece el articulo 2, numeral 5, del Proyecto de Ley.
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De igual forma, se hace mencion especial al principio de reserva legal, el cual garantiza la
proteccion de derechos de rango constitucional tales como la honra, el buen nombre, la
intimidad personal y familiar y al debido proceso.

182. Los dos fines esenciales de la actividad de inteligencia y contrainteligencia, de los
cuales no se puede separar la autoridad publica, estan sintetizados asi en la Ley 1288:

 Asegurar la consecucion de los fines esenciales del Estado, la vigencia del régimen
democratico y la seguridad y defensa de la Nacion, y prevenir de amenazas contra
las personas residentes en Colombia y los ciudadanos colombianos en todo tiempo y
lugar.

* Proteger a la poblacion y las instituciones democraticas frente a amenazas tales
como el terrorismo, el narcotrafico, el secuestro, el trafico de armas, municiones,
explosivos y otros materiales relacionados, el lavado de activos, y otras amenazas de
igual naturaleza.

183. Existe la prohibicion expresa de recolectar, procesar o distribuir informacion de
inteligencia y contrainteligencia por razones de género, raza, origen nacional o familiar,
lengua, religion, opinidon politica o filosofica, pertenencia a una organizacion sindical,
social o de Derechos Humanos, o para promover los intereses de cualquier partido politico
o afectar los derechos y garantias de los partidos politicos de oposicion.

184. Como se puede evidenciar, el Estado colombiano en sus actividades de inteligencia y
contrainteligencia maneja un esquema plenamente garantista de los derechos fundamentales
de todas las personas que habitan en el territorio patrio.

185. El articulo 5 de la Ley 1288 contiene los principios rectores de la actividad de
inteligencia y contrainteligencia, los cuales deben ser observados de manera estricta y en
todo momento, a saber:

* Principio de necesidad: Las actividades de inteligencia y contrainteligencia deben
ser necesarias para alcanzar los fines constitucionales deseados; podra recurrirse a
ellas siempre y cuando no existan otros medios que permitan alcanzar tales fines.

* Principio de idoneidad: Las actividades de inteligencia y contrainteligencia deben
hacer uso de medios que se adectien al logro de los fines definidos en el articulo 4 de
la Ley que fueron resefiados anteriormente.

* Principio de proporcionalidad: Las actividades de inteligencia y contrainteligencia
deberan ser proporcionales a los fines buscados.

186. Por otro lado, tanto la Ley como el Decreto 3600 fortalecieron los controles internos
para asegurar la transparencia y una mejor supervision de las operaciones de inteligencia.

187. Estos sistemas buscan asegurar que solo sean autorizadas aquellas actividades de
inteligencia que persigan los fines constitucionales establecidos, estén dentro de los limites
legalmente sefialados, y hagan uso de medios idoneos, estrictamente necesarios y
proporcionales a los objetivos deseados.

188. Asi, toda actividad de inteligencia y contrainteligencia debe emanar de una orden de
operaciones o mision de trabajo debidamente soportada. Lo anterior implica que toda
operacion de inteligencia debe incluir un planeamiento detallado de la actividad asi como
un cronograma de actividades.

189. Lo anterior permite asegurar:
* Que toda operacion tiene un responsable de su autorizacion,

* Que esa autorizacion ha sido otorgada unicamente a aquellas operaciones que sean
acordes con una serie de fines, limites y principios constitucionales y;



A/HRC/14/46/Add.1

* Que existe un mecanismo de supervision de tales controles.

190. En efecto, los Directores o Jefes de los organismos autorizados por la ley y quienes
estén autorizados en los manuales de las dependencias que llevan a cabo este tipo de
actividades, son los unicos facultados para emitir una orden de operaciones o mision de
trabajo.

191. De igual forma, el paragrafo del articulo 11 establece que los funcionarios de las
entidades que lleven a cabo actividades de inteligencia y contrainteligencia que violen sus
deberes y obligaciones no podran alegar la obediencia debida como causal eximente de
responsabilidad, tanto de indole penal como administrativa, cuando la vulneracion implique
una violacion a los Derechos Humanos o una infraccion al Derecho Internacional
Humanitario.

192. Teniendo en cuenta lo anterior, hay que resaltar la labor de las Fuerzas Militares, ya
que desde la expedicion de la Ley 1288 de 2009, todas sus dependencias que llevan a cabo
actividades de inteligencia y contrainteligencia han revisado la doctrina y los
procedimientos de inteligencia consagrados en los diferentes Manuales en aras de
garantizar que su contenido se ajuste al nuevo marco legal.

193. Durante 2009, el Ejército Nacional revisé y actualizd6 6 Manuales de Inteligencia y
Contrainteligencia. Adicionalmente, se propuso una nueva estructura que sirva como
fundamento de la doctrina de Inteligencia y Contrainteligencia en sus componentes
esenciales, para lo que se conciliaron y desarrollaron diferentes areas de competencias y se
realizaron las diferentes distribuciones.

194. La Fuerza Aérea, en desarrollo del proceso de Inteligencia Aérea y en el
cumplimiento de los estandares de calidad, lleva un estricto control de las o6rdenes de
operaciones y misiones de trabajo emitidas. Adicionalmente, la Fuerza Aérea cre6 el Plan
de Contrainteligencia 2010, desarrolld planes metodologicos y diseiid e implementd una
Matriz de Riesgos con el fin de dar cumplimiento a los mandatos legales en materia de
proteccion, reserva y control de la informacion y de proteccion de los servidores publicos
que llevan a cabo actividades de inteligencia y contrainteligencia.

195. La Inspeccion General de la Policia Nacional lleva a cabo de manera constante un
programa de prevencion dirigido a todas las unidades que integran el servicio de
inteligencia policial en el nivel nacional. Para lo anterior se desarroll6 un cronograma anual
de capacitacion y sensibilizacion. Estas actividades son llevadas a cabo por la oficina de
Asuntos juridicos y derechos humanos de la Direccion de Inteligencia de la Policia
Nacional.

196. Por su parte, las Fuerzas Militares han adelantado planes de difusion de la Ley 1288
y su Decreto reglamentario 3600 entre quienes llevan a cabo este tipo de actividades. Por
ejemplo, el Comando General de las Fuerzas Militares a través de su Jefatura de
Inteligencia Conjunta disefid un plan de capacitacion en todas las Fuerzas Militares con el
fin de adecuar los procedimientos de inteligencia a la nueva ley.

197. También son de digno reconocimiento los esfuerzos adelantados por el DAS con el
fin de afianzar todos los escenarios en materia de Derechos Humanos. Mediante la
Resolucion 0425 de abril de 2009 se cred el grupo de Derechos Humanos, adscrito a la
Oficina Asesora Juridica, el cual tiene como funcidon central promover la politica de
Derechos Humanos en el Departamento y asesorar a la Direccion del DAS en asuntos
relacionados con la materia. Como complemento a lo anterior, se han expedido una serie de
Directivas tendientes a resaltar la importancia del respeto por los Derechos Humanos en las
funciones de la entidad y recientemente se lanzo su politica de Derechos Humanos.

198. De otro lado, se han incluido 80 horas de capacitacion para la formacion de
detectives y se esta adelantando un proceso de capacitacion de funcionarios gracias a un
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convenio suscrito entre el DAS y el Instituto de Estudios del Ministerio Piblico. Ademas,
en la Academia Superior de Inteligencia y Seguridad Publica se esta llevando a cabo la
actividad de Pista de Derechos Humanos, la cual estd encaminada al fortalecimiento del
respeto de los mismos, mediante la simulacion de acciones reales y cotidianas para los
estudiantes.

199. Los anteriores ejemplos evidencian plenamente que Colombia es un Estado en el que
las buenas practicas y medidas para asegurar el respeto por los Derechos Humanos por
parte de las agencias que adelantan labores de inteligencia son un componente importante
dentro del proceso de mejoramiento constante que se adelanta al interior de cada una de
ellas.

Question 3

200. En Colombia existe una clara distincion entre la funcion de inteligencia y la de
investigacion, esta ultima puede llevar a la captura o detencion de personas.

201. La denominada “funcion de Policia Judicial’ consiste en la funcion que cumplen las
entidades del Estado para apoyar la investigacion penal y, en ejercicio de las mismas,
dependen funcionalmente del Fiscal General de la Nacion y sus delegados. En este sentido,
los organismos investidos de dicha funcion tienen la facultad de arrestar o detener personas,
y en algunos casos, realizar actividades de inteligencia, pero ambas actividades se
encuentran separadas y son excluyentes entre si. En Colombia, cumplen de forma
permanente tareas de Policia Judicial la Policia Nacional, el DAS y el Cuerpo Técnico de
Investigacion (CTI) de la Fiscalia.

202. En el caso del Ministerio de Defensa, sélo la Policia Nacional cuenta con facultades
de Policia Judicial. Sin embargo, hay que aclarar, que internamente las funciones de
inteligencia y de policia judicial estan completamente separadas y son desarrolladas por
dependencias diferentes.

203. La mision de la Direccion de Inteligencia de la Policia Nacional ha sido definida en
el articulo 1 de la Resolucion 0035 de 2010. En virtud de lo anterior, la actividad de
inteligencia de la Direccion no se desarrolla en el marco de actividades de policia judicial,
sino como explica la norma, se trata del desarrollo de “actividades preventivas que
permiten la toma de decisiones por parte de los usuarios de la informacion de inteligencia
en materia de factores que inciden negativamente en la convivencia y seguridad
ciudadana”.

204. Sin embargo, al ser parte de la Policia Nacional, los policias que llevan a cabo este
tipo de actividades de inteligencia, tienen “la obligacion de conocer cualquier caso de
policia e inclusive proceder a la captura de personas cuando se cometan delitos en
flagrancia™.

205. En lo que compete al DAS, el numeral 11 del articulo 2 del Decreto 643 de marzo de
2004 establece como una de las funciones generales de la entidad la de “Ejercer funciones
de Policia Judicial, en coordinacion con la Fiscalia General de la Nacion, para
investigaciones de caracter criminal, relacionadas con la naturaleza y finalidad
institucionales™.

206. En este sentido, y de acuerdo con los requerimientos debidamente expedidos por las
autoridades judiciales, los funcionarios del DAS que ejercen funciones de Policia Judicial,
estan autorizados legalmente a apoyar en el desarrollo de investigaciones criminales,
capturas, allanamientos, entre otras actividades que, ademas de contar con una orden legal,
deben someterse a su correspondiente revision de legalidad por parte de los Jueces de
Control de Garantias como lo establece el articulo 66 del Codigo de Procedimiento Penal.
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207. Respecto de la mision del DAS, cabe resaltar que ningun informe de inteligencia
cuenta con valor probatorio dentro de los procesos judiciales y por tanto s6lo constituye un
criterio orientador para el desarrollo de los actos urgentes que desarrolla la Policia Judicial;
asi, la funcion de inteligencia es distinta a la funcion de Policia Judicial.

208. Se evidencia entonces, para los casos de la Policia Nacional y el DAS, que a pesar de
que cumplen actividades tanto de inteligencia como de Policia Judicial, éstas estan
completamente separadas y operan de forma excluyente.

209. Ahora bien, la Fiscalia General de la Nacion cuenta una dependencia encargada
exclusivamente de ejercer funciones de Policia Judicial denominada Cuerpo Técnico de
Investigaciones (CTI). E1 CTI no tiene dentro de sus funciones la de realizar actividades de
inteligencia. En este sentido, el CTI apoya la investigacion de casos criminales, que estan
bajo conocimiento de un Fiscal, desde los aspectos: investigativo, técnico, operativo y
cientifico.

210. En este orden de ideas, el CTI puede capturar o detener personas en los siguientes
casos:

* En cumplimiento de una orden judicial, emitida por Juez de Control de Garantias
(articulo 19 de la Ley 1142 de 2007).

* En caso de encontrarse en situaciones de flagrancia lo cual lleva a la captura
inmediata del presunto infractor de la ley penal (articulo 302 de la Ley 906 de 2004).

* En cumplimiento de una orden emitida por fiscal, en los eventos en los que procede
la captura excepcional por orden de éste (articulo 21 de la Ley 1142 de 2007).

Question 4

211. La Ley 1288 de 2009 ha consagrado un capitulo especial sobre bases de datos y
archivos de inteligencia y contrainteligencia, que de manera consecuente con el espiritu
garantista de la norma, cimenta la seriedad y seguridad con que dichos datos son
recolectados y manejados por las entidades respectivas.

212. Para lograr lo anterior, la Ley ha ordenado que cada entidad cree un Centro de
Proteccion de Datos y Archivos de Inteligencia y Contrainteligencia (CPD). Estos estaran a
cargo de un responsable que garantizara que los procesos de recoleccion, almacenamiento,
produccion y difusion de la informacion estén enmarcados bajo los lineamientos que la
Constitucion y la Ley han consagrado. Son tres los objetivos de estos CPD:

* Controlar el ingreso y salida de la informacién, garantizando su reserva
constitucional y legal.

 Actualizar y depurar los datos de inteligencia y contrainteligencia.

* Garantizar que la informacion no sera almacenada por razones de género, raza,
origen nacional o familiar, lengua, religion, opinion politica o filosofica, pertenencia
a una organizacion sindical, social o de Derechos Humanos, o para promover los
intereses de cualquier partido politico.

213. Respecto de la difusion de datos de inteligencia y contrainteligencia, al ser éstos
amparados por reserva legal, no podran hacerse publicos ni ser difundidos a particulares.
Con todo, no se podra oponer la reserva legal a los requerimientos que autoridades penales,
disciplinarias o fiscales hagan. El articulo 21 de la Ley establece que por la naturaleza de
las funciones que cumplen los organismos que desarrollan labores de inteligencia y
contrainteligencia, la informacion que manejen estara amparada con reserva legal por un
término de 40 afios y tendra caracter de informacion reservada segin el grado de
clasificacion para cada caso.
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214. El principio de reserva legal incorporado en la Ley se erige como una de las
excepciones al principio de publicidad de la gestion publica y estd en completa consonancia
con la jurisprudencia establecida por la Corte Constitucional.'' Asi, la reserva legal
incorporada mediante la Ley de Inteligencia busca (i) proteger los derechos de los
ciudadanos a su intimidad, buen nombre, honra y debido proceso, y (ii) prevenir la fuga de
informacion que pone en riesgo la seguridad de la Nacion y de los ciudadanos.

215. Por otro lado, los servidores publicos que adelanten actividades de inteligencia y
contrainteligencia, ademas de los que estén encargados del control, supervision y revision
de documentos o bases de datos, tienen que suscribir un acta de compromiso de reserva en
relacion con la informacion que manejen. Quienes violen dicha reserva estaran sujetos a las
sanciones administrativas y penales correspondientes'?.

216. En relacién con la depuracion, la Junta de Inteligencia Conjunta (JIC)" es quien
debe diseiiar los criterios que deben orientar la depuracion y actualizacion de los archivos,
siguiendo los siguientes lineamientos que consigna el articulo 19 de la Ley:

» La obligacion de proteger los derechos fundamentales de los ciudadanos al buen
nombre, la honra y el debido proceso.

* El deber de garantizar la preservacion de la memoria historica de la Nacion; y
* La ley de archivos.

217. El Decreto reglamentario 3600, por su parte, precisa el alcance de esta depuracion en
los siguientes términos a través de su articulo 11: “De conformidad con lo establecido en el
paragrafo del articulo 19 de la Ley 1288 de 2009, cada uno de los organismos de
inteligencia y contrainteligencia, debera revisar la informacion de sus archivos, a efectos
de garantizar que la misma cumple con lo dispuesto en el articulo 19 literal c) de la Ley
1288 del 05 de marzo de 2009 (...) Esta actividad debera realizarse de manera periddica de
acuerdo con los parametros establecidos por la JIC, para lo cual podrd contar con
asesoria internacional, incluyendo a la Oficina de la Alta Comisionada para los Derechos
Humanos de las Naciones Unidas.”

218. Por ultimo, el articulo 24 de la Ley 1288 de 2009 contiene una garantia muy
importante, a través de la cual se establece que en ningin caso podran los informes de
inteligencia tener valor probatorio dentro de los procesos judiciales. Concretamente, solo
puede ser utilizado por el funcionario judicial respectivo para construir un criterio

Mediante la Sentencia C-491 de 2007, la Corte Constitucional manifestd la importancia para las
instituciones publicas de “‘garantizar la defensa de los derechos fundamentales de terceras personas
que puedan resultar desproporcionadamente afectados por la publicidad de una informacién y ante
la necesidad de mantener la reserva para garantizar la seguridad y defensa nacional”.

Esta disposicion conmind a que la misma Ley 1288 modificara y elevara sustancialmente las penas
para delitos relacionados con la violacion a la reserva legal consagrados en el Codigo Penal, tales
como: “Divulgacion y empleo de documentos reservados™, “Acceso abusivo a un sistema
informético”, “Revelacion de secreto™, ““Utilizacion de asunto sometido a secreto o reserva” y
“Utilizacion indebida de informacion oficial privilegiada™. Ademas, se cred un nuevo tipo penal
denominado “Revelacion de secreto culposa™ y se elev la pena para el delito militar de “Revelacion
de secretos”.

El articulo 7 de la Ley 1288 contempla la creacion de una Junta de Inteligencia Conjunta (JIC) la cual
esta conformada por el Ministro de Defensa Nacional (quién la preside), el Viceministro para
Politicas y Asuntos Internacionales del Ministerio de Defensa, los Directores de Inteligencia del
Comando General de las Fuerzas Militares, el Ejército, la Armada, la Fuerza Aérea y la Policia
Nacional, el Director de Inteligencia del DAS y el Director de la UIAF y cuya funcion primordial esta
enfocada en la cooperacion armonica entre las instituciones que realizan actividades de inteligencia y
contrainteligencia en el pais.
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orientador para el desarrollo de los actos urgentes que desarrolla la policia judicial en
materia penal.

Question 5

219. De acuerdo con el articulo 152 de la Ley 734 de 2002 (Cédigo Unico Disciplinario),
cuando existe una queja, se recibe informacion o en una diligencia de indagacion preliminar
se identifique a los posibles autores de una falta disciplinaria (entre ellas cualquiera relativa
a actividades efectuadas por los servicios de inteligencia), la Procuraduria General de la
Nacion', a través de la Procuraduria Delegada para la Prevencion en Materia de Derechos
Humanos y Asuntos Etnicos'® debe iniciar la respectiva investigacion.

220. En lo que respecta al Ministerio de Defensa, actualmente las Oficinas de Derechos
Humanos de cada una de las Fuerzas y de la Policia Nacional o de las Jefaturas de
Inteligencia de las Fuerzas y de la Direccion de Inteligencia tramitan los requerimientos
individuales sobre actividades de inteligencia. Requerimientos que se realizan a través de
derechos de peticion'® o la presentacion de quejas y reclamos. En cuanto a las denuncias,
son la Inspeccion de las Fuerzas, de la Policia o la misma Procuraduria General, segtin el
caso, las encargadas de adelantar las investigaciones disciplinarias, mientras la Fiscalia
General de la Nacion la competente para adelantar investigaciones de tipo penal. Es
menester llamar la atencion que la Direccion de Inteligencia de la Policia Nacional cuenta
con una oficina de atencién al ciudadano donde se reciben quejas, denuncias y sugerencias
en relacion con el desarrollo de este tipo de actividades.

Question 6

221. Dentro del esquema normativo consagrado por la Ley 1288 de 2009 se ha creado un
mecanismo novedoso de control externo a las actividades de inteligencia y
contrainteligencia que realizan las distintas entidades nacionales encargadas de dichas
funciones. El articulo 13 ordena la creacion de la Comision Legal Parlamentaria de
Seguimiento a las Actividades de Inteligencia y Contrainteligencia (la Comisién). Este
organo sera el que cumpla con las funciones de control y seguimiento a las actividades de
inteligencia en el pais, verificando la eficiencia en el uso de los recursos y el respeto de las
garantias constitucionales y legales consagradas en el ordenamiento juridico colombiano.

222. La Comision cuenta con la participacion de 6 congresistas permanentes los cuales
son miembros de las Comisiones Segundas Constitucionales de la Camara de
Representantes y el Senado (3 y 3). Estos son elegidos a través de una sesion conjunta de
las dos Comisiones Segundas mediante el sistema de cuociente electoral, asegurando que
los partidos y movimientos politicos que sean de oposicion al Gobierno en turno estén
debidamente representados. El periodo de duracién como miembros de la Comision es de 4
aflos y estos seran sometidos a estudios periddicos de seguridad y confiabilidad.

La Procuraduria General de la Nacion es la entidad que representa a los ciudadanos ante el Estado. Es
el maximo organismo del Ministerio Pablico y vela por el correcto ejercicio de las funciones
encomendadas en la Constitucion y en la Ley a los servidores ptiblicos, en especial, a través de su
funcién disciplinaria.

Esta Procuraduria se ha encargado, desde la expedicion de la Resolucion 456 de 2008 (la cual
modificé la Resolucion 017 de 2000), de investigar aquellas faltas disciplinarias que versen sobre los
numerales 5 al 11 del articulo 48 de la Ley 724 de 2002. Estos numerales enumeran como faltas
disciplinarias gravisimas el incurrir en conductas tales como el genocidio, infracciones al DIH, la
detencion arbitraria, la tortura, el homicidio agravado, entre otras.

Articulo 23 de la Constitucion colombiana: “Toda persona tiene derecho a presentar peticiones
respetuosas a las autoridades por motivos de interés general o particular y a obtener pronta
resolucion...”.
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223. Elarticulo 15 de la Ley 1288 contempla seis funciones basicas para la Comision:

* Producir un informe anual reservado dirigido a la Comision Segunda Conjunta, con
copia al Presidente de la Republica, en el que se rinda cuenta del cumplimiento de
los controles y garantias contenidos en la Ley 1288, formulando recomendaciones
para el mejoramiento del ejercicio de las actividades de inteligencia y
contrainteligencia. Este informe sera producto de los informes anuales rendidos por
los inspectores de la Fuerza Publica, las oficinas de control interno del DAS y la
UIAF y los informes rendidos por los organismos de control en el ejercicio de sus
funciones.

* Realizar, con periodicidad minima de una vez por semestre, una reunion con la Junta
de Inteligencia Conjunta (JIC) para velar por el cumplimiento de los principios, fines
y limites de la Ley 1288.

* Presentar recomendaciones para la formulacion del Plan Nacional de Inteligencia'.

» Emitir opiniones y conceptos sobre cualquier proyecto de ley relacionado con la
materia.

« Emitir un concepto sobre el Informe de Auditoria de los Gastos Reservados'®
elaborado por la Contraloria General de la Reptblica'.

Citar a los funcionarios directivos de los organismos de inteligencia para el ejercicio
del control politico de sus actividades.

224. Los miembros de la Comision estan obligados a guardar reserva sobre las
informaciones y documentos a los que tengan acceso durante y después de su membresia a
dicho 6rgano.

225. Por otro lado, y en relaciéon con el tema de gastos reservados, es importante
mencionar que la Ley 1097 de 2006, principal regulacion sobre la materia, establece que la
vigilancia del control fiscal y el control de resultados en la ejecucion de gastos reservados
los realiza un grupo auditor que depende directamente del despacho del Contralor General
de la Republica.

226. En desarrollo de este mandato la Contraloria General de la Republica profiri6 la
Resolucion 5850 de 2007 que traza los criterios y politicas para el control posterior a los
gastos reservados. A través de ésta, la Contraloria ha realizado auditorias anuales sobre los
ordenadores de gastos reservados, como lo son los Jefes de Inteligencia de las Fuerzas
Militares y la Policia, los Directores de Inteligencia, el Director de GAULASY, los
Comandantes de GAULAS a nivel regional, los Jefes de Estado Mayor de Divisiones y
Brigada del Ejército, y el Director de la DIJIN de la Policia Nacional. En estas revistas la

20

Este documento de caracter reservado define los objetivos y prioridades de los organismos que llevan
a cabo actividades de inteligencia y contrainteligencia y es renovado cada afio.

A través del rubro de gastos reservados la Fuerza Publica efectia el pago de recompensas a
informantes.

La Contraloria General de la Republica es el maximo 6rgano de control fiscal del Estado. Como tal,
tiene la mision de procurar el buen uso de los recursos y bienes publicos. El articulo 267 de la
Constitucion colombiana establece que esta entidad ““(...) vigila la gestion fiscal de la administracion
y de los particulares o entidades que manejan fondos o bienes de la nacion™.

Los GAULAS (Grupos de Accion Unificada por la Libertad Personal) son las unidades de la Fuerza
Publica disefiadas especificamente para combatir el fendmeno del secuestro, practica recurrente por
parte de los grupos armados ilegales en el pais, a través de acciones de prevencion, inteligencia,
investigacion y desarrollo de operaciones militares conducentes al rescate de las victimas, a la
atencion de sus familias y a la captura de los responsables de estos hechos punibles.
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Contraloria ha tenido acceso al proceso de ejecucion presupuestal asi como a la gestion de
los mismos. Los resultados son publicados a través de un informe anual de caracter publico.

227. Es menester aclarar que en lo que respecta a la Procuraduria General de la Nacion,
esta entidad no realiza control preventivo sobre las actividades de inteligencia por parte de
los organismos del Estado, sino que realiza un control disciplinario sobre las conductas de
los funcionarios publicos que pudieran haber incurrido en irregularidades. El fundamento
juridico para las labores que ejerce la Procuraduria se encuentra en la Constitucion Politica
en sus articulos 277 y 278. La independencia de esta entidad esta garantizada tanto por el
proceso de seleccion del Procurador en el cual participan el Consejo de Estado, la Corte
Suprema de Justicia y el Senado®', asi como por su autonomia administrativa, financiera y
presupuestal segun lo consagrado en el articulo 1 del Decreto 262 de 2000.

228. De acuerdo al articulo 3 de la Ley 734 de 2002, el cual prevé la figura del poder
disciplinario preferente, la Procuraduria esta facultada para asumir las investigaciones
disciplinarias de control interno de las agencias de inteligencia cuando las circunstancias asi
lo requieran. De la misma manera, la Procuraduria tiene acceso a todo el material
probatorio pertinente, incluyendo informacion clasificada, con el fin de determinar la
responsabilidad de funcionarios publicos en posibles infracciones disciplinarias.

229. De igual forma y de conformidad con los articulos 89 y 90 de la Ley 734, la
Procuraduria Delgada Disciplinaria para los Derechos Humanos y Asuntos Etnicos podra
intervenir como sujeto procesal en su calidad de Ministerio Piblico cuando no se ejerza el
poder disciplinario preferente y se esté ejerciendo la supervigilancia administrativa.

230. En la actualidad, la Procuraduria Delgada Disciplinaria para los Derechos Humanos
y Asuntos Etnicos viene trabajando con el acompafiamiento de la Oficina en Colombia de
la Alta Comisionada de Naciones Unidas para los Derechos Humanos en una propuesta que
permitira perfeccionar el proceso de incorporacion de los servicios de inteligencia en los
fines propuestos del Estado Social de Derecho. Son dos los aspectos fundamentales que
este proyecto quiere conciliar:

* De un lado, la facultad del Estado de obtener, reunir, sistematizar y analizar
informacion referida al concepto de amenaza que afecte la seguridad de la Nacion,
manteniendo la reserva de esta informacion.

* De otro lado, el derecho de los ciudadanos a que se les garantice que en los archivos
de inteligencia no se consignen datos que atenten contra los Derechos
Fundamentales establecidos en la Constitucion, los tratados y pactos internacionales.

231. Por tultimo, la Procuraduria General de la Nacioén publica cada afio un informe a
través del cual rinde cuentas de la gestion de la institucion, reservando un capitulo para las
acciones que se adelantaron en aras de la proteccion de los Derechos Humanos, pero no
hace una referencia explicita a las investigaciones disciplinarias que se adelantan en razon a
actividades de inteligencia adelantadas por organismos publicos.

232. En lo concerniente a la Fiscalia General de la Nacion, se debe entender que la forma
de movilizar los servicios de investigacion judicial del Estado frente a hechos que revisten
las caracteristicas de una conducta punible (como lo seria la comision de delitos que se
realicen con ocasion a la realizacion de actividades de inteligencia) es a través de lo que se
ha denominado fuentes formales o fuentes no formales.

233. Se entiende por fuentes formales: la denuncia, querella, informe de autoridad publica
o0 peticion especial. Por fuentes no formales se entiende: los escritos anénimos, informantes

2L Articulo 276 de la Constitucion Politica de Colombia.
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o noticias periodisticas. A través de estos medios se solicita a la Fiscalia General de la
Nacion la investigacion de un presunto hecho delictivo, entidad que le asigna un niimero de
noticia criminal o radicado.

234. La independencia de esta entidad estd garantizada tanto por el proceso de seleccion
del Fiscal General de la Nacion el cual es elegido por la Corte Suprema de Justicia de terna
enviada por el Presidente de la Republica, asi como por su autonomia administrativa,
financiera y presupuestal segun lo consagrado en el articulo 249 de la Constitucion.

235. La Fiscalia General de la Nacion publica cada afio un informe a través del cual se
explica la gestion de la entidad, reservando un capitulo para las actividades que se
adelantaron enfocadas hacia la defensa de los Derechos Humanos, pero no hace alusion
detallada a las investigaciones penales que cursan en la actualidad en razon a actividades de
inteligencia adelantadas por instituciones publicas. Con todo, si se informa sobre todas las
gestiones adelantadas en las materias de politica criminal, gestion legislativa y convenios de
cooperacion, actividades las cuales en ocasiones versan sobre temas de inteligencia.

Costa Rica

Question 1

236. De conformidad con la Ley General de Policia (Ley N° 7410) la Unidad Especial de
Intervencion (UEI) es el cuerpo especializado en operativos de alto riesgo contra el
terrorismo y el narcotrafico (articulo 18).

237. Paralelamente, en virtud de que el terrorismo atenta contra la seguridad nacional de
Costa Rica, la Direccion de Inteligencia y Seguridad Nacional (DIS), creada también por la
Ley 7410, es el 6rgano informativo del Presidente de la Republica, en materia de seguridad
nacional (articulo 13), y por lo tanto, lleva a cabo operaciones relacionadas con la lucha
contra el terrorismo, formando parte incluso del Comité Interinstitucional sobre Terrorismo
(CISTE), conformado por varias instituciones gubernamentales de Costa Rica; asi como del
Comité Internacional Contra Terrorismo de las Naciones Unidas (CICTE).

238. En este sentido, la DIS es el ente rector y responsable de la labor de inteligencia en el
caso de Costa Rica, por lo que mantiene una lucha constante contra el terrorismo por medio
de controles a ciudadanos de paises de interés que son considerados a nivel internacional
patrocinadores de la lucha terrorista. Dichos controles se ejercen en coordinacion con la
Direccion General de Migracion y Extranjeria, a través de la Comision de Visas
Restringidas, donde las solicitudes de visa de ingreso al territorio nacional son examinadas
y consultadas a fin de detectar posibles terroristas o simpatizantes con dicha actividad.

239. Tanto la DIS como la UEI, se encuentran adscritas al Ministerio de la Presidencia y
funcionan bajo el mando exclusivo del Presidente de la Reptblica, quien podra delegarlo en
la figura del Ministro de la Presidencia.

240. El marco legal que regula sus acciones, es la Ley General de Policia (Ley N° 7410),
vigente desde el 30 de mayo de 1994 y sus reformas. En lo que respecta a la DIS, la
Seccion 1 del Capitulo II, conformada por los articulos 13 al 17, estipula y describe las
funciones de este cuerpo de inteligencia, cuyas atribuciones son las siguientes:

ARTICULO 14.- ATRIBUCIONES. Son atribuciones de la Direccion de
Inteligencia y Seguridad Nacional:

a) Detectar, investigar, analizar y comunicar al Presidente de la Republica o al
Ministro de la Presidencia, la informacién necesaria para prevenir hechos que
impliquen riesgo para la independencia o la integridad territorial o pongan en
peligro la estabilidad del pais y de sus instituciones.
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b) Coordinar con organismos internacionales los asuntos de seguridad externa.

¢) Ejecutar labores de vigilancia en materia de seguridad del Estado y de sus
bienes, con la autorizacion previa y expresa del ministro respectivo.

d) Informar a las autoridades pertinentes del Poder Judicial, de la amenaza o la
comision de un delito y trabajar coordinadamente con esos cuerpos, para prevenirlo
o investigarlo.

241. Por su parte, en lo que se refiere a la UEIL la Seccion II del Capitulo II del mismo
cuerpo normativo, los articulos 18 a 20 regulan sus atribuciones, a saber:

ARTICULO 19.- ATRIBUCIONES. Son atribuciones de la Unidad Especial de
Intervencidn:

a) Proteger a los miembros de los Supremos Poderes y a los dignatarios que visiten
el pais.

b) Detener explosivos y desactivarlos.
c) Realizar operativos de alto riesgo contra el terrorismo y el narcotréfico.

242. Ademas de sus atribuciones especificas, deben cumplir con las atribuciones, deberes
y principios fundamentales estipulados en los articulos 8 y 10 de la Ley de cita, que son de
aplicacion general de todas las fuerzas de policia regidas por ese cuerpo normativo.

243. Accesoriamente, ambos cuerpos policiales cuentan con reglamentos internos que
complementan la normativa de sus funciones y organizacion. En el caso de la DIS es el
Reglamento de Organizacion y Funcionamiento de la Direccion de Inteligencia y Seguridad
Nacional (Decreto N° 32522 del 27 de julio de 2005).

244. El de la UEI es el Reglamento de Organizacion y Funcionamiento de la Unidad
Especial de Intervencion (Decreto N° 32523 del 27 de julio de 2005).

245. Es importante destacar que, supletoriamente, ambas instituciones al estar adscritas al
Ministerio de la Presidencia, deben actuar apegadas al Reglamento Autéonomo de
Organizacion y Servicio de la Presidencia de la Republica y del Ministerio de la
Presidencia (Decreto N° 32300-MP).

246. Asimismo, al ser estas instituciones publicas, deben actuar sometidas al principio de
legalidad que consagra el articulo 11 de la Constitucion Politica y desarrolla el articulo 11
de la Ley General de la Administracion Publica, por lo que es ldgico entender, que de
conformidad con lo estipulado en dicha ley actuaran sometidas al ordenamiento juridico y
s6lo podran realizar aquellos actos o prestar aquellos servicios publicos que autorice el
ordenamiento juridico costarricense.

Question 2

247. En lo que respecta a la DIS, como unica agencia formal de inteligencia, todas las
actuaciones deben estar sometidas al ordenamiento juridico costarricense y so6lo podra
realizar aquellos actos que autorice dicho ordenamiento.

248. En este sentido, debe respetar todas y cada una de las leyes vigentes en Costa Rica,
incluyendo los tratados y convenios internacionales debidamente firmados y ratificados,
entre ellos los relacionados con los derechos humanos.

249. Su principal funcién es la obtencion de informacion por medios licitos, sin vulnerar
los derechos humanos y mas bien asegurando el respeto de los mismos.
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Question 3

250. De conformidad con el articulo 15 de la Ley 7410, la DIS no podréa dirigir
allanamientos, realizar interrogatorios, emitir citatorios ni participar en detenciones. Sin
embargo, por su especializacion técnica y si un caso lo justifica, podra participar, junto con
las autoridades que realizan acciones coercitivas, para brindarles informacion o
colaboracion. No obstante, esa intervencion debera autorizarla el juez respectivo.

Question 4

251. En cuanto al uso de los datos personales, la DIS procura garantizar que no se obtenga
informacion, produzca inteligencia o almacene datos sobre personas, por el solo hecho de
su grupo étnico, fe religiosa, acciones privadas o de opinion politica, o por la actividad
licita que desarrollen en cualquier esfera de accion.

252. Asimismo, no se revela o divulga informacion adquirida en el ejercicio de sus
funciones, relativa a cualquier habitante u organizacion del pais, salvo que medie
obligacion o dispensa legal.

Question 5

253. Entre los recursos existentes destaca el derecho de respuesta y de informacion
consagrados en el ordenamiento juridico, razon por la cual, la institucion se encuentra en la
obligacion de responder las peticiones que le hagan los ciudadanos.

254. Asimismo, los ciudadanos cuentan con la posibilidad de interponer recursos de
amparo y Habeas Corpus ante la Sala Constitucional, cuando sientan violentados sus
derechos por las actuaciones de este cuerpo de inteligencia.

Question 6

255. Entre las instituciones que ejercen control, destaca la Contraloria General de la
Republica, que ejercera control sobre los bienes y presupuesto de la DIS, de conformidad
con la Ley Organica de la Contraloria General de la Republica (Ley N° 7428).

256. En cuanto al resguardo de derechos y garantias individuales y colectivas, la Sala
Constitucional de la Corte Suprema de Justicia, a través de la Ley de Jurisdiccion
Constitucional (Ley N° 7135) podra solicitar y fiscalizar las actuaciones de la DIS.

257. Asimismo, la Asamblea Legislativa, Primer Poder de la Republica, podra solicitar
informes sobre casos que mediante comision legislativa les encomienden investigar.

258. Cabe resaltar que por actuaciones ilicitas de sus funcionarios, pueden éstos ser
llevados a enfrentar procesos judiciales.

259. La independencia esta garantizada por el mismo ordenamiento juridico, ya que éste
da autonomia e independencia funcional a cada una de las instituciones publicas, que deben
limitar su campo de accion a las competencias y atribuciones otorgadas por la Ley.

260. En cuanto a la informacion clasificada, debe respetarse lo estipulado en el articulo 16
de la Ley General de Policia que expresa lo siguiente:

ARTICULO 16.- DOCUMENTOS CONFIDENCIALES Y SECRETOS DE
ESTADO

Los informes y los documentos internos de la Direccion de Seguridad del Estado son
confidenciales. Podrén declararse secreto de Estado, mediante resolucién del
Presidente de la Republica.

261. En igual sentido, lo estipulado en el articulo 10 del mismo cuerpo legal:
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ARTICULO 10.- PRINCIPIOS FUNDAMENTALES

En el cumplimiento de sus funciones, los miembros de las fuerzas de policia deberan
respetar las siguientes normas:

()

e) Guardar secreto respecto de asuntos confidenciales que puedan dafiar el honor
de las personas y que los hayan conocido en razon de sus funciones. Solo se les
releva de esta obligacion cuando deban cumplir con un deber legal.

f) Guardar absoluta confidencialidad sobre todos los documentos o los asuntos que
constituyan secreto de Estado.

g) Abstenerse de divulgar informacion sobre asuntos que se encuentren en su fase
investigativa, en una sede policial. Para publicar informes, fotografias, video filmes
y similares, que vinculen a un ciudadano con la comision de hechos delictivos, sera
necesaria la autorizacion previa del jerarca respectivo.

()

262. Ademas, cada una de las instituciones de control debe respetar la intimidad de la
informacion y demas garantias relativas a la informacion. Las cuales, junto a la normativa
descrita anteriormente, deben ser tomadas en cuenta al momento de confeccionar los
informes publicos y privados consecuentes con la actividad de control.

Croatia

Question 1

263. The main public institution that conducts intelligence related operations in the
Republic of Croatia related to counterterrorism is the Security and Intelligence Agency
(SOA), while the Military Security Intelligence Agency (VSOA) is involved in a lesser
degree. Conduct of SOA (as well as VSOA) is performed in accordance the Security
Intelligence System Act adopted in 2006, as well as taking into account the Criminal code
which covers the acts of terrorism.

Question 2

264. Respect of human rights by security and intelligence services in the context of
counterterrorism is the same as for citizens in general. This encompasses four levels:
judicial oversight of conduct, parliamentary, civil and expert control.

Question 3

265. Security intelligence agencies in the Republic of Croatia don’t have police or
investigative powers.

Question 4

266. Collection and use of personal information by security and intelligence agencies is
regulated by the Protection of Personal Data Act and the Security Intelligence System Act.
The Protection of Personal Data Act stipulates, inter alia, that state bodies, including
security intelligence agencies, are allowed to collect and process personal data in cases
regulated by law or in order to carry out legal requirements.

267. The Security Intelligence System Act stipulates that the security intelligence
agencies (with the reasons for the exception being the protection of national security, life or
ongoing agency’s activities) are obliged, upon the citizens request, to answer in writing
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within 15 days - whether they had been subject to measures of clandestine collection of data
and whether their personal data has been kept on file.

268. Further, agencies are obliged, at citizens’ request, to provide access to the collected
data documents. In addition, within 30 days, security intelligence agencies are also obliged
to destroy, under the supervision of a commission, documents containing information
unrelated to reasons for collection.

269. Additionally, Agency for the Protection of Personal Data is, inter alia, overseeing
and implementing protection of personal data, as well as reporting on possible misuse of
collected personal data.

Question 5

270. Individuals who believe that their rights have been violated by security intelligence
services, have a right to submit their inquiries and charges to the Committee for the Internal
Policy and National Security of the Parliament of the Republic of Croatia, or to the Council
for Civil Oversight of Security Intelligence Agencies. Under the same circumstances, they
can also refer to the Ombudsman or file charges at civil courts.

Question 6

271. The relevant institution for conducting oversight of the security intelligence agencies
in the Republic of Croatia is the Council for Civil Oversights of Security Intelligence
Agencies, established by the Security Intelligence System Act (2006). The Council is
responsible to the Croatian Parliament that appoints seven citizens in the Council for the
term of four years.

272. The Council is completely independent in its activity. Council members are allowed
to enter the premises of agencies, have access to all documents of security-intelligence
agencies and conduct interviews with staff and all employees of security-intelligence
agencies.

273. The Council submits report on its activity to the President of the Croatian
Parliament, at least once every six months.

Cyprus

Question 1

274. The service responsible for contacting intelligence related operations in the context
of countering terrorism, is the Central Intelligence Service (CIS), which is the only
Intelligence Service in Cyprus. The Service is charged with the task of carrying out security
intelligence work in the interest of national security. This mandate derives from:

* Police law, chapter 285, article 17(2) which states that the collection of information
which affects national security and public order is the duty of all members of the
police.

« article 7, of law 216(I) of 2002, according to which “The security regulations of
Classified Information, Documents and Material and for Related Matters Law”, the
Central Intelligence Service is appointed as the National Security Organization
(NSO) and is responsible for:

i) Collecting and recording of intelligence on espionage, sabotage, terrorism
and other subversive activities.
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ii) Providing information and advice to the Government and through it, to the
Council of the European Union, on the nature of threats to security and the
means of protection against them.

Question 2

275. Respect of human rights is ensured by the existence of independent bodies,
responsible for investigating complaints made by citizens when they feel that their rights
have been violated.

Question 3

276. The members of the Service come from the police and therefore, have the same law
enforcement powers as the rest of the members of the police force. However, the exercise
of these powers (arrests, searches, detentions etc.) is diligently avoided.

277. Misuse of these powers is subject to both internal (administratively, CIS comes
under the police) and external (judicial) oversight.

Question 4

278. The Service is bound by and strictly follows the provisions of law 138(1) of 2001,
concerning “The Processing of Personal Data (Protection of the Individual) Law”.
Question 5

279. The mechanism in place responsible for complaints against members of the police
force is the Independent Authority for the Investigation of Allegations and Complaints
Against the Police.

Question 6

280. The external institutions which oversee the intelligence agency in Cyprus (as part of
their oversight over the police), are:

* The Office of the Commissioner for Administration (Ombudsman) and

* The Independent Authority for the Investigation of Allegations and Complaints
Against the Police.

281. Law ensures their independence, as they are appointed by the council of ministers
and have the highest possible authority to monitor the observance of the law. They produce
annual public reports on their oversight activities.

Ecuador

Question 1

282. La Policia Nacional, a través de su organismo especializado, Unidad de Lucha
Contra el Crimen, en el marco del Codigo Penal del Ecuador, articulos 156 al 166. Cuyos
textos pueden ser consultados en la  siguiente direccion  electronica:
http://www.aiamp.net/fichasaiamp/ecuador/codigo_penal.pdf

Question 2

283. La Constitucion de la Republica del Ecuador en el Titulo VIII Relaciones
Internacionales, Capitulo Primero Principios de las Relaciones Internacionales Art. 416
numeral 7, exige y garantiza el respeto a los derechos humanos y cumplimiento de las
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obligaciones asumidas con la suscripcion de instrumentos internacionales de derechos
humanos. El Art. 417 del Capitulo Segundo, Tratados e Instrumentos Internacionales,
precisa que en el caso de los tratados y otros instrumentos internacionales de derechos
humanos se aplicaran los principios pro ser humano, de no restriccion de derechos, de
aplicabilidad directa y de clausula abierta establecidos en la Constitucion.

284. La Ley de Seguridad Publica y del Estado en su articulo 3 referente a la garantia de
Seguridad Publica, obliga al Estado ecuatoriano a promover y garantizar la seguridad de
todos los habitantes, comunidades, pueblos y nacionalidades dentro del marco de respeto
pleno de los derechos humanos y garantias constitucionales.

285. Por tanto, las agencias de inteligencia en la lucha contra el terrorismo de manera
estricta cumplen las disposiciones constitucionales supremas y por ende de la Ley de
Seguridad Publica y del Estado, como medidas que aseguran el respeto a los Derechos
Humanos.

286. Los organismos de inteligencia de Ecuador, forman parte de un sistema nacional
cuya rectoria la ejerce la Secretaria Nacional de Inteligencia. Esta Secretaria, es un
organismo de reciente formacion (Septiembre 28 de 2009).

287. Una de las primeras acciones tomadas por esta Secretaria, fue normar las actividades
de los organismos de Inteligencia, policial y militar. Al momento de la redacciéon del
presente documento (07 de abril de 2010), se encuentra en desarrollo el Plan Nacional de
Inteligencia; documento a través del cual se estableceran las competencias y ambitos de
accion de Servicios de Seguridad y Agencias de inteligencia.

Question 3

288. Los organismos de Inteligencia, no tienen facultad legal para ejecutar este tipo de
acciones. Unicamente pueden hacerlo los servicios de seguridad coma son la Policia
Judicial y las siguientes unidades operativas de la Policia Nacional:

* Unidad de Lucha Contra crimen Organizado;

» Unidad Antisecuestros y Extorsion;

* Unidad Antinarcéticos;

» Unidad de delitos hidrocarburiferas;

* Direccion Nacional de Proteccion a nifias, nifios y adolescentes;
* Departamento de Violencia Intrafamiliar;

* Unidad de Proteccion del Media Ambiente.

289. Estos organismos, pueden realizar detenciones, registros y cacheos, en los casos de
delito flagrante y con orden de autoridad competente, en el marco de una investigacion,
bajo los principios legales de jurisdiccion y competencia considerados en el Articulo 15, 18,
19,20y 21 del Codigo de Procedimiento Penal del Ecuador.

Question 4

290. La Constitucion de la Repuiblica del Ecuador establece en su Capitulo Sexto que trata
sobre los Derechos de Libertad y en su Art. 66 numeral 19 establece: "...El derecho a la
proteccion de datos de caracter personal, que incluye el acceso y la decision sobre
informacion y datos de este cardcter, asi como su correspondiente protecci6on. La
recoleccion, archivo, procesamiento, distribucion o difusion de estos datos o informacion
requeriran la informacion del titular o el mandato de la Ley..."
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291. El articulo 17 de la Ley de Seguridad Publica y del Estado, establece en funcion de
qué y para qué, se requiere informacion, inclusive la clasificada con los plazos y
condiciones previstas en la Ley. Ademas, en el inciso segundo del mencionado articulo se
obliga al requirente poner en conocimiento del Presidente (a) de la Republica del Ecuador
sabre tal pedido; y termina expresando que los requeridos (instituciones publicas) no
proporcionaran la informacion sin el cumplimiento de este requisito.

292. En el caso de que una persona sea sujeto de una investigacion par las servicios de
inteligencia, se actia expresamente bajo disposiciones legales. De manera complementaria,
la Ley de Seguridad Publica y del Estado, en el articulo 22 establece: "Ningun organismo
de inteligencia esta facultado para obtener informacion, producir inteligencia o almacenar
datos sobre personas, por el solo hecho de su etnia, orientacion sexual, credo religioso,
acciones privadas, posicion politica o de adhesion o pertenencia a organizaciones
partidarias, sociales, sindicales, comunitarias, cooperativas, asistenciales, culturales o
laborales, asi como par la actividad licita que desarrollen en cualquier esfera de accion."

Question 5

293. El recurso establecido constitucionalmente para que las personas puedan acceder a
los documentos, datos genéticos, bancos o archivos de datos personales e informes sobre si
mismos es el HABEAS DATA. Determinado en el Art. 92 de la Constitucion del Ecuador.

294. Por otro lado, en el articulo 19 de la Ley de seguridad Publica y del Estado, estipula
los recursos que permiten a ciudadanos y ciudadanas el ejercicio de derechos y garantias
individuales ante la Corte Constitucional mediante demanda de desclasificacion de la
informacion en el evento de que existan presuntas violaciones a los derechos humanos o
cometimiento de actos ilegales.

Question 6

295. La Secretaria Nacional de Inteligencia, por disposicion de la Ley de Seguridad
Publica y del Estado, especificada en el Articulo 24 establece:

» "La Secretaria Nacional de Inteligencia y las maximas autoridades de los o6rganos
ejecutores rendiran cuentas de su gestion, para su debido control, al Ejecutivo y cada
tres (3) meses a la Asamblea Nacional, a través de la Comision Especializada
pertinente, la que se declarara en sesion reservada, para el cumplimiento de esta
obligacion.

* Rendiran cuentas también a la Contraloria General del Estado en el ambito de su
competencia. La Secretaria Nacional de Inteligencia deberd contar con las
autorizaciones previas de la Funcion Judicial conforme lo dispone la Ley".

296. De lo expuesto se colige que el control a las actividades de la Secretaria, lo ejercen
tanto la funcion Legislativa, como la Contraloria General del Estado.

297. La independencia de las funciones del Estado y de los organismos de control, se
encuentra garantizada por mandato constitucional establecido en los articulos: 118, 143.,
167,204 y 217.

298. La Secretaria Nacional de Inteligencia, tiene la facultad de requerir informacion a
ministerios y otras entidades publicas; esta prerrogativa, se encuentra contemplada en el
articulo 17 de la Ley de Seguridad Publica y del Estado, que textualmente dice:

* "En funcion de la seguridad del Estado, los ministerios y otras entidades publicas
entregaran a la Secretaria Nacional de Inteligencia la informacién que les sea
requerida; inclusive la informacion clasificada la que deberd emitirse son la
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clasificacion otorgada, la que serd objeto de desclasificacion en los plazos o
condiciones previstas en la Ley.

* Previo a solicitar informacion a los ministerios y entidades publicas, la Secretaria
Nacional de Inteligencia debera poner en conocimiento de esta decision al
Presidente o Presidenta de la Republica. Las entidades publicas mencionadas no
proporcionaran esta informacion sin en la peticion no se demuestra el cumplimiento
de este requisito."

299. La Secretaria de Inteligencia al igual que el resto de instituciones del sector publico
del Ecuador, estan obligadas a presentar informacion sobre aspectos considerados en la
"Ley Organica y Acceso a la Informacion”, cuyo articulo 12 establece la obligacion de
presentar un informe anual a la Defensoria del Pueblo, a través de su titular o representante
legal, hasta el ltimo dia laborable del mes de marzo de cada afio, sobre el cumplimiento
del derecho de acceso a la informacion publica.

300. Pongo en su conocimiento que la misma ley establece en el Articulo 17, literal a)
numeral 2) la excepcion de la informacion del ambito de la Inteligencia, especificamente
los planes, operaciones e informes de Inteligencia y Contrainteligencia militar, siempre que
existiera conmocion nacional.

Estonia

Question 1

301. The fight against terrorism in Estonia is one of the main tasks of the Estonian
Security Police Board (KAPO) and includes the collection of information, analytical work
and pre-trial investigation. To combat terrorism the Security Police Board uses preventive
measures as well as preliminary investigation on terrorism and related offences and has
created a relevant division of work among its staff.

302. The main legal frameworks governing KAPO's activities are:
* Constitution of the Republic of Estonia;
 Security Authorities Act;
¢ Penal Code;
¢ Code of Criminal Procedure;
* Surveillance Act;
» State Secrets Act;
* Anti-Corruption Act;
* Police and Border Guard Act; and

* Money Laundering and Terrorism Financing Prevention Act.

Question 2

303. According to our assessment the most effective measure is external independent
oversight of the intelligence community. It must be ensured that that even a single person,
who finds his rights violated, can enact a supervisory control process.

304. We find that the body of the Legal Chancellor is definitely a good practice in our
legal system so the rights of a single person are protected.
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305. Also the Security Authorities Surveillance Committee of the Estonian Parliament
(Riigikogu), which can act without a formal complaint and submits at least annually an
overview of their activity to the parliament, is an effective measure that ensures respect for
human rights by intelligence agencies during the performing of their duties.

Question 3

306. KAPO as a security authority has law enforcement power, because KAPO has right
to conduct pretrial investigation of certain crimes. The law enforcement activities like
arresting, detaining, searching etc conducted by KAPO are subject to executive (these
activities are lead by prosecutors, who perform executive control) and judicial (warrants
and order to conduct these activities are issued by judges, who perform judicial control)
oversight.

Question 4

307. According to paragraph 31 of the Security Authorities Act, a security authority may
request personal data necessary for the performance of its functions from a state or a local
government agency and has the right to receive information from natural and legal persons
in private law. Such information, if it does not contain personal data, may be communicated
to other state agencies if necessary. KAPO has also right to process of personal data
without the consent of a data subject, because the personal data is to be processed on the
basis of law (it is KAPO's legal obligation to fulfil its main functions).

Question 5

308. According to paragraph 29 of the Security Authorities Act, a security authority shall
notify a person whose fundamental rights are restricted of the measures used in and the
circumstances relating to the restriction of fundamental rights immediately if this does not
endanger the aim of the restriction, or after such danger has been eliminated. After the
notification, if person receives the knowledge that he/she was a subject to surveillance
activity, he/she has right to submit a complaint to court. A person also has the right to
submit an enquiry to the security authority to be introduced the data and information
collected about him/her.

Question 6

309. The control of the activities of the Security Police Board in Estonia is covered by
the:

a) Security Authorities Surveillance Committee of the Parliament;
b) Security Committee of the Government;
c) Legal Chancellor;
d) Ministry of the Interior;
e) State Prosecutor's Office; and
f) State Audit Office.
(@)  Security Authorities Surveillance Committee of the Parliament

310. The Committee exercises supervision over agencies of executive power in questions
relating to the activities of security authorities and surveillance agencies, including the
guaranteeing of fundamental rights and the efficiency of the work of security authorities
and surveillance agencies, and in questions relating to supervision exercised thereover. The
Committee submits an overview of the activities of the committee and the results thereof to
the Riigikogu at least once a year. The members and officials of the committee are required
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to maintain the confidentiality of the state and personal secrets which have become known
to them in the performance of their functions.

(b)  Security Committee of the Government

311. The Security Committee of the Government assesses and analyses the performance
of the functions of KAPO. The members of the Committee are six ministers and all of them
have access to state secrets.

(c) Legal Chancellor

312. Every person has the right to submit a request to the Legal Chancellor if the person
thinks that his/her rights and freedoms have been illegally violated and restricted. The
Legal Chancellor performs case-based supervision over KAPO’s activities. The Legal
Chancellor has access to state secrets.

(d) Ministy of Interior

313. The Ministry of Interior performs a supervisory control of the civil servants and
police officers of KAPO.

(e) State Prosecutor’s Office

314. The State Prosecutor’s Office and prosecutors lead criminal proceedings and perform
supervision over the activities carried out by KAPO. Prosecutors have access only to
information regarding the criminal proceedings.

f State Audit Office
315. The State Audit Office performs supervision over KAPO’s budget.

Finland

Question 1

316. Countering terrorism in Finland is the responsibility of the Ministry of the Interior
and within its jurisdiction, the Police. A body referred to in the questionnaire as
“intelligence service” does not exist in Finland.

317. Within the Finnish Police, the Finnish Security Police acts as an independent
government agency with responsibilities regulated in the Act and Decree on Police
Administration. As an agency specialised in preventing undertakings and offences that may
endanger governmental or social systems or internal or external security of the State and
investigating such offences, the Security Police is the government body responsible for
countering terrorism.

318. In its tasking with counterterrorism and in the measures taken, the Security Police is
bound to follow legislation and overseeing regarding actions, measures, powers, conduct,
administration, handling of evidence, exchange and handling of information and data,
common to the whole Finnish Police.

Question 2

319. Finland has signed and ratified international human right treaties that safeguard a
variety of human rights and fundamental freedoms. If a national authority, in the
performance of its functions, violates a natural or legal person’s rights protected by an
international treaty, that person can make a human rights complaint against the
Government. The condition for the admissibility of such a complaint is, according to the
general principles of international law, that all the national legal remedies available have
been exhausted.
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320. An interpretation of law which is positive towards human rights and fundamental
freedoms is generally guiding the work of the Finnish Security Force. The Police College of
Finland organises on a yearly basis a seminar on human rights and fundamental freedoms.
When complaining on the decisions or procedures of the Finnish Security Police to
administrative courts or other supervisors of legality, a human rights perspective is being
assessed also by external, independent actors. This enables the monitoring aspect of human
rights.

Question 3

321. The Finnish Security Police is a part of the Police Administration under the Ministry
of the Interior. The supervision of the work of the Security Police is regulated by the same
regulations as the other units of the Police Administration. The Security Police has same
law enforcement powers as the other units within the Finnish Police in cases related to
treasonable offences and high treason. On special grounds based on State security, the
Security Police may also carry out the pre-trial investigation of a terrorism-related offence.

322. The work of the Security Police is supervised by parliamentary and professional
legality control in Finland.

323. The legality control of the work of the Security Police is carried out by the
Chancellor of Justice, the Parliamentary Ombudsman, the Data Protection Ombudsman and
the National Police Board. We also have internal legality control in the Security Police.

324. The parliamentary supervision: The Minister of the Interior is answerable to the
Parliament for the actions of the Ministry of the Interior. The management of the Security
Police and, on a case-by-case basis, other officers meet the Foreign Affairs Committee, the
Committee for Constitutional Law and the Administrative Committee annually. The
parliamentary supervision of the Security Police is not regulated.

Question 4

325. The Act on the Processing of Personal Data by the Police provides for the
information contained in the Operational Data System of the Security Police. According to
Section 5 of the Act, the Operational Data System of the Security Police may contain
information that needs to be processed to prevent or investigate undertakings or offences
that endanger judicial or social order or State security. In addition, the System may contain
information on security clearances as referred to in the Act on Security Clearances.

326. Information can be handed over to third parties (e.g. other national authorities,
foreign authorities and security authorities) on the basis of provisions contained in the same
Act.

Question 5

327. Individuals do not have any right of access to the information contained in the
Operational Data System of the Security Police. Legal protection of individuals is
guaranteed by the right of the Data Protection Ombudsman, at the written request of the
data subject, to examine the information possibly contained about him/her in the
Operational Data System of the Security Police. However, even after that, the registered
person himself/herself does still not have any right to obtain any information on whether
the Security Police registers contain information about him/her or not. The Data Protection
Ombudsman only verifies the correctness of the information and the legality of the data
processing. Complaints concerning actions of the Security Police or its officials are
submitted to the management of the Security Police, the National Police Board superior to
the Security Police and the general supervisors of legality, i.e. Parliamentary Ombudsman
and Chancellor of Justice. If necessary, the latter two can carry out even more thorough
inspections of the Security Police systems or activities.

49



A/HRC/14/46/Add.1

50

328. The administrative decisions taken by the Security Police can be appealed to the
Administrative Court and further to the higher appellate instance, Supreme Administrative
Court. This possibility exists in cases in which the Security Police refuses to provide
information on its statements concerning alien affairs, mostly residence permits, family
reunifications, nationality applications and quota refugees, i.e. issues on which the Security
Police can give statements to the Finnish Immigration Service.

Question 6

329. In this respect, the Security Police refers to the supervisory institutions mentioned in
the answers 3 and 5. These institutions have the right to access also secret information for
inspection purposes. However, the representatives of the supervisory institutions are under
an absolute obligation to observe the secrecy of such information and not to disclose it. If
the information has been received as intelligence through international cooperation, the
information can not be disclosed as such even in court proceedings.

330. The general supervisors of legality, i.e. Parliamentary Ombudsman and Chancellor
of Justice, as well as the Data Protection Ombudsman and supervisors of legality within the
National Police Board can deliver, and in general have delivered, inspection reports about
their inspection visits.

Georgia

Question 1

331. The Paragraph 2 of the Article 4 of the Law of Georgia on “Combating Terrorism”
sets forth the governmental agencies, which directly exercise combat against terrorism.
These agencies are:

a) Ministry of Internal affairs of Georgia, being the key agency in governmental
system exercising combat against terrorism;

b) Ministry of Defense of Georgia;
c) Foreign Intelligence Special Service of Georgia;
d) State Protection Special Service of Georgia.

332. According to the Paragraph 1 of the Article 5 of the law, the Ministry of Internal
Affairs of Georgia coordinates the activities of other agencies in combating terrorism
through the Counterterrorist Center. Moreover, on the basis of the Article 26 (Paragraph
“a”) of the Law of Georgia on “Combating Terrorism”, the President of Georgia issued a
decree on 17 January 2008, which approved “the rule of organizing overall counterterrorist
activities in the country and of coordination of activities of agencies in combating
terrorism”.

333. According to the rule, the overall organization and coordination of counterterrorist
activities in the country are exercised by the Counterterrorist Center of the Ministry of
Internal Affairs of Georgia:

a) The instructions and requests of Counterterrorist Center are obligatory and
must be observed by any agency;

b) Governmental agencies are obliged to submit to the Counterterrorist Center
any information in accordance with “the List of Information ensuring overall
counterterrorist activities” approved by the same decree on 17 January 2008;

c) During conducting special (operational, operational-technical) and
operational-investigative measures of counterterrorist activities the Counterterrorist
Center and other agencies are authorized to use potential, property or material-
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technical base of other governmental agencies in accordance with the rules provided
by legislation;

d) With the help of the Minister of Internal Affairs of Georgia the Director of
the Counterterrorist Center annually submits to the President of Georgia report on
the counterterrorist activities conducted in the country.

Question 2

334. Georgia was one of the first countries which adopted a separate law on countering
terrorism. This law was drafted with the help and participation of various experts from
international organizations (UN and CoE) and finally, on 27 June 2007 the Parliament of
Georgia passed the Law of Georgia on “Combating Terrorism”, which established an
effective mechanism on combating terrorism. This new law fully implemented N1373
(2001) UN Security Council Resolution.

335. The Law of Georgia on “Combating Terrorism” defines the legal basis of combating
terrorism, forms of organizing combat against terrorism in Georgia, as well as the rule for
the coordination of the government agencies in the sphere of combating terrorism, the
grounds for participation of the public associations and organizations, the government
officials and the citizens in combating terrorism, and their rights, liabilities and their social
protection guarantees.

336. According to the Subparagraph “b” of the Article 3 of the mentioned law, protection
and respect of rights and freedoms of the persons and the legal entities are the main
principles of combating terrorism.

337. In general, noteworthy to mention is also the recruiting system conducted at the
Ministry of Internal Affairs (MolA). Particularly, every single police officer has to undergo
the integrity check and qualification test followed by intensive training and retraining
courses within the Academy of the MolA. Academy is the education centre of MolA
equipped with comprehensive library, experienced staff and modern technologies necessary
to raise new generation of professional and intelligent police officers. The specialized
baseline curriculums and tactical trainings ensure both general and targeted education
which is important for different sector police officers.

338. The MolA Academy has set up the unified selection standard for applicants —future
police officers, which consists of two parts: tests in general skills and interviews.

339. On the first stage the candidates are tested in general skills. Later, the candidates
who get enough grades are interviewed.

340. During the interview the candidates are assessed by the following characteristics:

Skill of well-reasoned statement of thoughts;
« Motivation;

¢ Law obedience;

* Responsibility;

* Sociability;

» Action in tense situation.

341. Applicants who successfully pass interviews are enrolled in the preparation courses
of the Academy of the MolA.

342. Intellectual as well as personal capacity of the candidates is systematically assessed
during preparation courses. The specific questionnaires make possible to evaluate the
following characteristics of the candidates: social behavior of person sociability, sociability,
adequate self —assessment skills, responsibility, self-control, skill to make good impression,
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types of means to achieve success, management potential, impulsiveness, possible behavior
in tense situations. Along with the tests, observation of the personal characteristics of a
candidate is also conducted by psychologists, as well as by lecturers.

343. The final assessment of a candidate is determined by test results, the opinions of
lecturers, and recommendations covering practical part of training. The given
recommendations and assessments are sent to the units where a prospective officer will be
appointed. Same principle is maintained with respect to active policemen. Periodically, all
policemen go back to the Academy for general and /or specific retraining. Policemen also
go back to Academy whilst nominated for the promotion. Objective of these exercises is to
a) ensure, that policeman’s professional capacities are continuously developed, b) weakness
identified and improved, c) ensure, that those nominated for management positions possess
not only necessary knowledge and skills, but also physiologically, ethically qualified.

344. The MolA continues to strengthen respect for human rights within the system where
its efforts undertaken in this direction cover multiple aspects. These aspects include:

 Targeted trainings for the MolA staff;
» Exchange of best practices with partner countries and organizations;
» Improvement of legal mechanisms and procedures in criminal justice system,;

 Taking into account the recommendations of relevant international bodies as well as
domestic court decisions;

* Construction and refurbishment of infrastructure as well as efficient investigation of
human rights violations.

345. Noteworthy to mention are the measures that MOIA undertakes in order to prevent
any excessive or illegal use of force by policemen. With this regard Police Academy of the
Ministry of Internal Affairs devotes special attention to the teaching of legal basis for the
use of coercive force and acquisition of relevant practical skills by future policemen.
Curriculums contain extensive tactical training course, national legislation as well as the
course on national human rights law. The course on use of force represents an integral part
of the basic preparation course, mandatory for all police officers and is taught with a special
reader (compilation of documents) on Use of Force elaborated for the students of Police
Academy in cooperation with international organizations. It is envisioned in the basic
training course and represents one of the important parts in the human rights thematic. The
overall duration of the basic training course is 223 hours, 38 hours out of which is
specifically dedicated to the issue of use of force and special means and firearms (10 hours
of the course are lectures and 28 hours — practical training). The course cover the issues of
tactical training and legislative basis for use of coercive measures, use of special means and
firearms etc.:

Legal framework for the use of physical force, special means and firearms,
sequence and escalation of force, precautions to be taken, as well as types of
penalties, including criminal sanctions for improper resort to coercion. Students of
the police academy study law on firearms, law on police, which regulates in detail
modalities of the use of coercive force by police, as well as relevant criminal and
administrative legislation. Human rights law course puts special emphasis on the
right to life and physical security, especially in conjunction with the right to use
firearms by the policeman.

Tactical training involves development of skills for action in critical circumstances,
assessment of risk and danger in particular situation, and methods and modalities of
the response in accordance with the legislation regulating use of force. During this
course students also acquire necessary negotiation skills for managing critical
situations and for ensuring that coercive force is used as last resort.
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Use of special means and firearms — practical training for prospective policemen
for legitimate and effective use of special means. At the end of the course practical
exam is held, where unsuccessful students are unable to graduate from the academy.
The course is conducted in the form of trainings and role plays where students carry
out moot police operations of search and apprehension of suspects by inflicting
minimum necessary harm.

346. Apart from mandatory preparatory courses at the Police Academy, involving
familiarization with legal framework on the use of coercive force, tactical training and
training in the use of special means, including use of firearms, the Academy cooperates
with international partners, having sufficient expertise in this field, with a view of
organizing ad hoc topic oriented courses in specific aspects of police activities.

347. Apart from the abovementioned trainings special targeted trainings and courses are
conducted on the specific topics with the assistance of the International Organizations, one
of such courses were organized by OSCE - ODIHR training on "protecting Human rights
and combating terrorism" 7-11 July 2008 in Batumi.

Question 3

348. The Law of Georgia on “Combating Terrorism” entitles the bodies exercising
combat against terrorism with law enforcement powers. According to the Paragraph 1 of
the Article 5 of the law, the Ministry of Internal Affairs of Georgia is the main body
realizing combat against terrorism with application of special (operative, operative-
technical) and operative-investigative measures for uncovering, prevention and suppression
of the crimes, which are committed in terrorist aims and investigation is within its
competence. Under the Subparagraph “c” of the Paragraph 5 of the Article 10 of the same
law, the bodies exercising combat against terrorism are authorized within the security zone
to enter the places of residence of individuals, use their telecommunication means and
inspect their private belongings and means of transport in order to suppress a terrorist act or
in the process of chasing a person suspected of committing a terrorist act. Moreover,
according to the Article 11 of the law, an officer who participates in counterterrorist
activities has the right to use special means or means of physical coercion in order to ensure
his/her or an individual’s safety, to suppress crime or to detain a criminal.

349. According to the Article 23 of the law, the use of law enforcement powers by the
bodies which exercise combat against terrorism are subject to parliamentary and
presidential oversight and control. Moreover, according to the Article 24 of the same law,
the oversight of the precise and uniform implementation of the Georgian legislation during
combating terrorism is exercised by the Chief Prosecutor of Georgia or by duly authorized
prosecutor.

Question 4

350. The Chapter 3 of the General Administrative Code of Georgia determines the
procedures of handling personal data, including: accessibility of personal information
(Article 39); procedures of processing personal data (Article 43); confidentiality of personal
data (Article 44); accessibility of personal data (Article 45); the revision or destruction of
data (Article 46). For example, delisting is possible using several options. Georgian
legislation does not exclude, prohibit or in any other way hinder the procedure of delisting
persons from consolidated lists through direct petition to the focal point established under
the UN Security Council Resolution 1730 (2006). Apart from that, according to
administrative legislation of Georgia, any person within the jurisdiction of Georgia is
authorized to address any administrative body and request information available in that
organ related to him or her (Article 39, General Administrative Code of Georgia). In case
the concerned individual discovers inaccurate or incomplete information, the discrepancy
could be settled by a relevant administrative body or by the court. According to the
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Paragraph d of Article 43 of the General Administrative Code of Georgia administrative
body is obliged to remove discrepancy based on the decision of the court or on the written
and motivated request from the concerned individual. Thus, any person is authorized to
address relevant administrative bodies and request removal from the consolidated lists.
Respective bodies, on their part, are authorized to address relevant UN structures via
Ministry of Foreign Affairs with their motivated delisting requests.

351. Since April 1, 2006 Council of Europe Convention for the Protection of Individuals
with Regard to Automatic Processing of Personal Data concluded at Strasbourg on 28
January 1981 is in force for Georgia. Moreover, Georgia has concluded a variety of
bilateral international agreements on cooperation in the fight against crime, including
terrorism and in each of these agreements there is one article which particularly determines
the procedures of the protection (collection and use) of personal data.

Question 5

352. In case if an officer, while exercising counterterrorist activity, commits a
wrongdoing, individual can file a complaint to the General Inspectorate Service of the
Ministry of Internal Affairs or to the Chief Prosecutor’s Office of Georgia. All cases which
involve possible criminal wrongdoing are passed to the prosecutor by the General
Inspectorate service of the MIA in order to open an investigation and impose criminal
charges. Cases which do not involve possible criminal wrongdoing are dealt with by the
General Inspectorate service which takes disciplinary action. In case if the prosecutor finds
that a case passed to him does not, in fact, involve a criminal wrongdoing because of
insufficient evidences, he/she issues a resolution on termination of criminal investigation
and sends a case back to the General Inspectorate Service. In the resolution the prosecutor
indicates whether a disciplinary action has to be taken by the General Inspectorate Service.

353. Moreover, according to the Article 15 of the Law of Georgia on “Combating
Terrorism” and under the Civil Procedural Code of Georgia, in case of any damage to
individuals or legal entities resulting from an act of terrorism or from its preventive
measures, individuals and legal entities are empowered to file a complaint to a court on
compensation. Such damages are fully compensated through funds from the state budget of
Georgia.

Question 6

354. The Defense and Security Committee of the Parliament of Georgia oversees the
activities of respective counterterrorist agencies. Moreover, according to the Article 1 of the
Law of Georgia on “Trust Group”, the trust group is formed within the Defense and
Security Committee by the members of the same committee in order to exercise budget
control over special programs and secret activities of agencies of the executive government
of Georgia. According to the Paragraph 1 of the Article 3 of the mentioned law, each
member of the Trust Group shall go through the vetting procedure in order to be security
cleared and be granted an access to classified information in conformity with the rule
prescribed by the Law of Georgia on “State Secrets”. Under the Article 9 of the Law on
“Trust Group”, the trust group is authorized to propose to the Parliament of Georgia the
formation of an investigative commission in case if the group thinks that the activities of
the respective agencies of the executive government endanger public safety, or in case if the
head of the respective agency oversteps his/her authority.

Greece

Question 1

355. In Greece, the “Hellenic Police” (EA.AX) are the competent body for preventing and
countering terrorism in the Greek Territory. The relevant Special Services of the Hellenic
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Police are the following: on the strategic level, the Directorate of State Security (D.K.A.)
and on the operational level, the Directorate of Control of Special Violence
Crimes/Antiterrorist Service (D.A.E.E.B.).

356. The competences and duties of the above Services are provided for by a multitude of
regulations, the most important being the Law 1481/1984, the Presidential Decree 141/91,
Law 2800/2000 and Law 2928/2001.

357. The Hellenic Police collaborate with the Hellenic Coast Guard, competent for the sea
areas, while the Armed Forces of the country play a supporting role, mainly concerning the
availability of information and also of resources, when necessary.

Question 2

358. Respect for human rights is of utmost importance in the effort to prevent and
suppress terrorist activities. All the same, individuals are entitled to a high level of
protection of human rights and fundamental freedoms, in many cases contrary to the
preventive and repressive action of the Authorities. There is no doubt that, some of the
antiterrorist initiatives aiming to protect citizens are to an extent restrictive to some of the
freedoms of a citizen.

359. The actual conflict between a person’s rights and the measures adopted by the state
for the protection of the civil society from eventual terrorist acts should be free of
consequences, which implies the existence of protective mechanisms. A nodal point in this
matter is the control exercised by the national Parliament and the respective Authorities
having this authorization and competence.

360. Within this frame, the control of the Intelligence Services and the Security Services
dealing with the information is exercised within the limits provided by the constitution, by
respective mechanisms allowing transparency, without excluding the effectiveness thereof.

361. The competences and the whole action of the authorities imposing the law are
exercised within the framework of the provisions of the Criminal Code and Criminal
Procedure, with respect for the individual and social rights safeguarded by the constitution.

Question 3

362. The National Intelligence Service in Greece constitutes a key mechanism for the
protection of national security and the serving of public interest. Also, the N.LS. is
organised and functions with respect for the rule of law, taking into account the protection
of human rights, considering the fact that contemporary forms of threats are much more
directed against human beings.

363. Law No. 3649/2008 on “National Intelligence Service and miscellaneous provisions”
has introduced some significant changes in the organization and activity of the Service. The
legislative framework which is established through the provisions of Law No. 3649
promotes the N.I.S. modernization, which allows for a better cooperation with public sector
institutions; this aims to a fuller and a more substantial realization of the purposes it serves
as well as a more substantial protection of personal freedoms and the rule of law.

364. Law No. 3649/2008 (article 5, par. 1 (a)) defines that “N.L.S. personnel shall be
obliged, when collecting and processing private information, to comply with the provisions
of Law No. 2472/1997, as currently in force, Law No. 3471/2006 and Law No. 3115/2003.

365. The National Intelligence Service (EYII) has no competence —according to the law-
to exercise preparatory inquiries (arrest, detention etc.).

366. These duties are exclusively of the competence of the Services Applying the Law
(Hellenic Police, Coast Guard, Fire Service etc.), under the supervision of the Prosecution
Services and are subject to the respective constitutional and legal provisions.
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Question 4

367. Further to the provisions of the Constitution (mainly articles 9, 9A 19#3) protecting
the personal freedoms and rights, legal and practical guarantees are provided, among others,
by the European Convention on Human Rights, Law 3115/2003 (Principle of
Communication Data Security), Law 2472/1907 (Personal Character Data Security), Law
2068/1992 (Ratification of the Convention for the protection of individuals from the
automatic process of personal character information of the European Council), Law
2225/1994 for the protection of response and communication freedom”, Law 2619/98
(Ratification of the Convention for the protection of human rights and human dignity in
relation with the applications of Biology and Medicine of the European Council) and
others.

Question 5

368. In Greece, the principle of publicity and transparency of the administrative action is
guaranteed by Law 2690/1999. This law allows any interested party to file petitions and
request reports and information on administrative documents, either by a study thereof, on
the spot, or by receiving copies; it also provides for respective rights to have recourse to the
judiciary or to Independent Authorities (e.g. The Greek Ombudsman).

369. Another important step to the direction of implementing respect and protection for
human rights is the legislative provision of placing a public prosecutor at the National
Intelligence Service (NIS), who becomes a part of the Service’s organizational structure;
any decision regarding the lifting of confidentiality and similar issues shall be applied
according to his/her decision in cooperation with his/her supervising prosecuting official.
Specifically, article 5, par. 3 mentions that “a public prosecutor is placed at N.I.S. for a
period of up to three years; such an official shall check the legality of special operational
actions of the NIS relating to Human Rights”.

370. Furthermore, at an inter-ministerial level, a Coordinating Council for the
Management of Information has been set up, with the aim to evaluate information of utmost
importance for the country, so that its management will take place without any violation of
personal freedoms or human rights.

371. Another important factor added is the parliamentary control imposed upon N.LS..
Specifically, article 43A of the Parliament’s Regulations regulates that “the Permanent
Committee on institutions and transparency exercises parliamentary control over the
activity of the National Intelligence Service” and also defines the limitations and the extent
of the mentioned control, on the basis of the right of respecting personal information and
the obligation of such information to remain confidential.

Question 6

372. These mechanisms in our country include the Greek Parliament, competent for the
institution of the proper legal framework and the exercise of supervision and a substantial
but objective control on the balancing of the initiatives of the related Services and the
individual freedoms and rights of the citizens. As far as the control of the Services is
concerned, the procedures are focused on precise initiatives, consolidated during the long
parliamentary practice and, mainly, the questions that members of the parliament may put
to the competent Minister in writing, the opportune questions on matters of direct actuality
and mainly the questions put to a Minister being par excellence the practice of control.

373.  Another control mechanism is the Hellenic Data Protection Authority, which among
others, is entitled to control the procedures of application of the Schengen Convention, a
common information system, established between the member states of the European
Union for the exchange of relevant information.
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374. Finally, we should mention the Greek Ombudsman, which is an Independent
Authority. The Greek Ombudsman studies individual administrative acts or omissions or
material deeds of the public services —and among these the Services dealing with the
management of information- provided there is an allegation for a violation of rights or
offence of the individual’s or a legal entity’s rights. Its objective is the protection of the
citizen’s rights, the combating of the defective administration and the respect of legality
(e.g. lack or denial to provide information, violation of the law and illegal procedures, etc.).

Hungary

Question 1

375. Pursuant to Act CXXV of 1995 on National Security Agencies, the National Security
Office (NSO) is the primary government body charged with conducting intelligence related
operations in countering terrorism in Hungary. According to this Act, the NSO’s task is to
detect and disrupt acts of terrorism (as defined in the Hungarian Criminal Code) if reported
to the NSO, or if NSO has information about such acts. The NSO also detects and disrupts
foreign powers’, organizations’ and individuals’ terrorism related activities. The Military
Security Office has similar functions related to the Ministry of Defense and the Hungarian
Military.

376. Furthermore, the Information Office collects intelligence related to national security
threats, foreign organized crime, in particular, terrorist organizations. The Military
Information Office collects intelligence about terrorist organizations that threaten the
Hungarian Military.

Question 2

377. While countering terrorism, human rights are respected the same way as in
prosecuting other criminal acts. The individual operational activities are based on strict
authorization procedure. The Act makes a distinction between so-called internally and
externally authorized intelligence means. Internal authorization is given by the director of
the NSO. External authorization is given by the Minister of Justice and the appointed judge
of the Metropolitan Court. Personal data protection laws and the public’s access to
information of general interest must be enforced while conducting national security tasks.
Individuals may file a complaint if the activities of national security agencies are illegal.
The security agencies must investigate the complaint. Individuals may also turn to the data
protection ombudsman and to the courts in order to enforce their rights (as outlined in
Question 6.).

Question 3

378. The national security agencies do not have investigative powers. Their law
enforcement powers (e.g. the right to arrest, detain, handcuff and to carry firearms) are
limited to the prevention of crimes within their competences (as outlined in Question 1.)
and to capturing the perpetrators of such crimes. Individuals may file a complaint against
the law enforcement activities of national security agencies to the directors of the national
security agencies. The director decides the complaint within 8 days. An appeal can be
submitted against the decision to the Minister. The Minister’s decision can be appealed in
the frame of civil procedure law; the Metropolitan Court has jurisdiction over these
appeals.

Question 4

379. The national security agencies are subject to Hungary’s strict data protection laws.
Personal data may be managed (e.g. collected, processed, stored, transmitted, used and
disclosed) on the basis of legal authorization and with the consent of the individual
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concerned. The same applies to photographing, sound and video recording, and the
recording of physical attributes for identification purposes (such as fingerprints and palm
prints, DNA samples and retinal images). Personal data may be processed only for specified
and explicit purposes, i.e. the so called stockpiling of data collection is not allowed.

Question 5

380. Complaints about the activities of national security agencies can be filed to the
Minister, who must hold an enquiry and inform the individual concerned about its result
within 30 days. If the result of the enquiry is not acceptable, the individual may initiate at
the Hungarian Parliament’s National Security Committee to hold an additional enquiry.

381. The individual concerned may file for court action for any violation of data
protection rights. The court shall hear such cases immediately. The burden of proof of
compliance with the law lies with the data processor.

Question 6

382. The Hungarian Parliament’s National Security Committee may hold enquiries about
the national security agencies’ illegal activities. If the Committee presumes that the national
security agencies’ activities were illegal or improper, it may request the Minister to hold an
enquiry, provide information, and make the necessary arrangements. The Committee may
conduct fact-finding investigation as well. (Members of the Committee have high level
security clearances and access to classified information.)

383. The data protection ombudsman oversees compliance with the Data Protection Act
LXIII of 1992 and other legislation related to data protection. He investigates reports he
receives, facilitates the uniform enforcement of the statutory provisions on the processing
of personal data and on the availability of public information. Upon noticing any unlawful
data processing operation, the data protection ombudsman shall advise the data processor to
cease such operation. The data processor must comply within 30 days and shall report on
the measures taken. If the processor fails to comply and cease the above-specified unlawful
processing of personal data, the ombudsman may order, by resolution, that unlawfully
processed data be blocked, deleted or destroyed, furthermore, he may prohibit the
unauthorized data management and suspend any operation aimed at transferring data
abroad. The ombudsman has the right to request information from data processors, and to
inspect and request copies of any document and processing operations that may involve
personal data or information of public interest. He has access to state and service secrets in
connection with his official duties, however, the rules of confidentiality must be observed
by the data protection ombudsman as well. The data protection ombudsman’s annual
reports to the Parliament, and his recommendations are public documents and can be
accessed online.

384. For the competences of the Hungarian courts regarding individual complaints see
Questions 2 and 3.

Ireland

Question 1

385. Ireland has a single national police service, the Garda Siochana, which also serves as
the State’s security and intelligence service. It is the primary public institution charged
with conducting intelligence-related operations in countering terrorism. There is no other
police service in the jurisdiction.

386. The functions of the Garda Siochana are set out in the Garda Siochana Act 2005.
These functions include protecting life and property, vindicating the human rights of each
individual and protecting the security of the State.
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Question 2

387. Ireland considers that accountability procedures and independent oversight
mechanisms are important measures for ensuring respect for human rights by intelligence
agencies while countering terrorism. Independence of the judiciary is crucial in this regard.
In Ireland, procedures for internal, executive, judicial and parliamentary oversight of
powers of the Garda Siochana exist (and are outlined further in response to Questions three,
five and six).

Question 3

388. The Garda Siochéana as the State's police force is the only body which carries out
intelligence-related activity in countering terrorism and which has the powers of law
enforcement.

389. Each member of the Garda Siochana has a statutory duty of accountability through
the command hierarchy of the force, to the senior member of the force, the Garda
Commissioner. Each member of the force is subject to its internal regulations and
procedures, including those related to discipline.

390. All senior Garda members, including the Commissioner, are appointed by the
Government. Pursuant to the Garda Siochana Act 2005 the Garda Commissioner has a duty
of accountability to the Government and a duty to keep the Minister for Justice and Law
Reform informed of matters related to policing. The Garda Commissioner’s Strategy
Statements and Annual Policing Plans are subject to the approval of the Minister for
Justice, Equality and Law Reform.

391. The Minister for Justice, Equality and Law Reform is accountable to the Irish
Parliament (Oireachtas Eireann) for the Garda Siochana. The Garda Commissioner is
accountable to the Public Accounts Committee of the Oireachtas for the expenditure of
public monies on the Garda Siochéna.

Question 4

392. The Garda Siochéna is subject to Ireland's data protection legislation, the Data
Protection Acts 1988 to 2003, which provide the general legal framework for the protection
of personal data and give effect in Irish law to the provisions of European Union and
Council of Europe data protection obligations. Of particular note are the detailed
obligations set out at Section 2 of the Data Protection Act of 1988, as amended, which
govern the collection, processing, keeping, use and disclosure of personal data.

393. Other legislative measures which provide for certain investigative activities, such as
the interception of telecommunications or certain forms of surveillance, contain additional
provisions for the protection of data, for independent, judicial complaints mechanisms and
for independent judicial oversight on the operation of the legislation, including annual
reports to the head of Government (the Taoiseach) which are laid before the Oireachtas.

Question 5

394. The actions of the Garda Siochédna are set out in statute and are subject to review in
the Courts by an active and constitutionally independent judiciary. Judges in Ireland are
independent of the Executive and the Legislature, and this independence is given full
protection by the Constitution of Ireland. Judges are appointed by the President of Ireland
(Uachtaran na hEireann) on the advice of the Government, which makes its decisions with
reference to recommendations from the Judicial Appointments Commission Advisory
Board. Article 35 of the Constitution provides that all Judges shall be independent in the
exercise of their functions and subject only to the Constitution and the law. They may not
be members of the Oireachtas or hold any other office or position of emolument. They may
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not be removed from office except for stated misbehaviour or incapacity and then only
upon resolutions passed by the Oireachtas calling for their removal.

395. See further responses to Questions three and six.

Question 6

396. The Garda Siochdna Act 2005 established the Garda Siochdna Ombudsman
Commission which is an independent, statutory body for the investigation of complaints
against members of the Garda Siochana. The Ombudsman Commission is empowered
directly to investigate all complaints. Designated officers of the Ombudsman Commission
have police powers of investigation for that purpose. The Ombudsman Commission can
also refer complaints to the Garda Commissioner for investigation, with or without
supervision, as it considers appropriate. It also has the power to investigate of its own
motion, without a complaint having to be made, and where it is desirable in the public
interest, any matter that appears to it to indicate that a member of the Garda Siochana may
have committed an offence, or behaved in a manner that would justify disciplinary
proceedings.

Japan

Question 1

397. The Police, the Public Security Intelligence Agency and the Ministry of Defense are
the main public institutions that conduct intelligence related operations in terms of
countering terrorism.

398. Police activities are based on the Police Act.

399. The Public Security Intelligence Agency, for the purpose of securing public safety in
Japan, investigates organizations which have conducted or may conduct subversive
activities or indiscriminate mass murder based on the “Subversive Activities Prevention
Act” and the “Act Regarding the Control of Organizations Which Committed
Indiscriminate Mass Murder”.

400. In order to effectively correspond to new threats and diverse situations such as
attacks by guerillas or special forces, the Ministry of Defense and the SDF (Self Defense
Forces) collect and analyze a variety of information appropriately under the related laws
within the scope of MOD’s tasks

Question 2

401. Police activities are conducted appropriately in compliance with the laws.

402. As for the activities of the Public Security Intelligence Agency, the “Subversive
Activities Prevention Act” and the “Act Regarding the Control of Organizations Which
Committed Indiscriminate Mass Murder” stipulate Article 2 and Article3with a view of
respecting the fundamental human rights of the people.

403. Reference: Subversive Activities Prevention Act/ Act Regarding the Control of
Organizations Which Committed Indiscriminate Mass Murder:

* Article 2 (Interpretation and application of this Act):

» This Act, having a grave bearing upon the fundamental human rights of the people,
shall be applied only within the limits of the minimum necessity for the securing of
public safety, and shall not be subject to any extended interpretation at all.
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» Article 3 (Standard of control):

1. Any control action and investigation for control under this Act shall be taken
and conducted only within the limits of the minimum necessity to achieve the
purpose as specified in Article 1, and shall not under any circumstances whatsoever
be carried out, in deviation from the prescribed authority, to unlawfully infringe
freedoms of thought, worship, assembly, association, expression and learning, the
right of laborers to unite and act collectively or any other liberty or right of the
people which is guaranteed by the Japanese Constitution.

2. The control and investigation for control under this Act shall not on any
account whatever be improperly carried out to restrict or interfere with any lawful
activity by labor unions and other organizations.

Question 3
404. The Police have law enforcement powers. Please refer to answers to question 6.

405. The Public Security Intelligence Agency does not have powers, for instance, to
arrest, detain or search.

Question 4

406. The collection and use of personal data related to police activities are handled
according to the purpose stated in Article 1 of the Police Act which specifies police duties
as protecting the rights and liberties of individuals and maintaining public safety and order.

407. With the view to the spirit of Articles 2 and 3 of the above-mentioned “Subversive
Activities Prevention Act” and “Act Regarding the Control of Organizations Which
Committed Indiscriminate Mass Murder”, the Public Security Intelligence Agency applies
strict control on handling personal information.

408. As for all administrative organs, the “Act on the Protection of Personal Information
Held by Administrative Organs” stipulates rules and regulations which administrative
organs shall follow in dealing with personal information in order to prevent the
infringement of rights and interests of individuals caused by improper use of personal
information. The Police, the Public Security Intelligence Agency and the Ministry of
Defense adhere to the stipulations of the Act.

409. Reference: The Police Act:

Article 1 (object of this Act)

The object of this Act is to establish the organization of police capable of securing both the
administration and the operation of police bested upon the principle of democracy, at the same
time performing efficiently the police duties so as to protect the rights and liberties of an
individual and maintain public safety and order.

Question 5

410. Article 79 of the Police Act put in place a complaint submission system and people
who have complaints regarding the execution of duties by Prefectural Police personnel can
submit a written complaint to the Prefectural Public Safety Commission. The submission of
complaints regarding the execution of duties by Prefectural Police personnel not falling
under this system, including those submitted to the Chiefs of Police Headquarters or the
Chiefs of Police Stations are also handled based on these guidelines.

411. The Public Security Intelligence Agency has a “report and consultation desk, which
can be contacted for reporting on the agency officials’ exercising functions. In case a
certain act of crime has been or is about to be committed as a result of exercising agency
functions, legal and/or other appropriate measures are to be taken.
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Question 6

412. The National Public Safety Commission is in place to manage the National Police
Agency while the Prefectural Public Safety Commission manages the respective Prefectural
Police organizations. A state minister is appointed as the Chairman of the National Public
Safety Commission to facilitate a balance between the two requisitions: preserving political
neutrality and clarifying the Cabinet's responsibilities regarding public safety. These are
based on the Police Act.

413. Although there is no external body that oversees the activities of the Public Security
Intelligence Agency, as an affiliated organ of the Ministry of Justice, the agency is under
the supervision of the Minister of Justice, who is a member of the Cabinet.

Jordan

414. The Permanent Mission of the Hashemite Kingdom of Jordan to the United Nations
Office in Geneva presents its compliments to the Office of the High Commissioner for
Human Rights, and with reference to the latter note verbale dated 12 March 2010
requesting information on ‘good practices on legal and institutional frameworks and
measures that ensure respect for human rights by intelligence agencies while countering
terrorism, including on their oversight in all United Nations Member States', has the honor
to enclose herewith information, in Arabic, on the subject matter.
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Kazakhstan

423. PecnyOnuka Kazaxcran sBisiercst mpaBOBBIM TrocynapctBoM. B cratee 61
Koncrurynnn PK yeTko ycraHOBIICHO, 4TO M3/JaHHUE 3aKOHOB TpeOyeTcst BO BCEX Cllydasx,
KOTZa CIJEeIyeT YCTaHOBHTh OCHOBOIIOJIATAIOIINE MPUHIUIBI W HOPMBI, KacarolInecs
MPaBOCYOBEKTHOCTH IOPHAMYECKUX JIUII, UX MPaB, 00s3aTENIbCTB, OTBETCTBEHHOCTH, OCHOB
OPTaHM3AIMH U JIESTEINbHOCTH TOCY/IapCTBEHHBIX OPTaHOB, TOCYAAPCTBEHHONH M BOMHCKON
cmyx0pl, obecneueHHs OOOpPOHBI M Oe3omacHOCTH rocyaapctBa. [IpaBooTHoIIeHHS B
o0acté OOpPBOBI ¢ TEPPOPU3MOM HE SIBIITIOTCS] HCKITIOUEHUEM.

424. B 3TO# CBS3H, OTBETHl Ha BOIPOCHUK JOJDKHBI CTPOUTHCSA MCKIIIOYUTEIHHO Ha 0aze
JIEHCTBYIONIETO 3aKoHOAaTenscTBa PK.

425. B uactHocTH, YronoBHbid Koneke, 3akon Pecryonuku Kasaxcran (nanee — 3PK) «O
60opnoe ¢ TeppopuzMom» oT 13.07.1999 1. Ne 416, 3PK «O mpoTHBOACUCTBHH JICTATA3AUN
(OTMBIBaHUIO) JOXOMOB, IIOJYYEHHBIX HE3aKOHHBIM IyTeM, W (DUHAHCHPOBAHHUIO
teppopusma» or 28.08.2009 r. Ne 191-1V, 3PK «O HaumoHaibHOH Oe30macHOCTH
Pecniyonmku  Kazaxcram» ot 26.06.1998 r. N 233, 3PK «O06 opranax HaIMOHAJIEHOU
6e3omacHocT PecnyOommkn Kazaxcrany ot 21.12. 1995 1. N 2710, 3PK «O IIpokypaType»
ot 21.12.1995 . N 2709, 3PK «O0 omnepaTnBHO-pO3BICKHOH IesTensHOCTI» OT 15.09.1994
r., 3PK «O mporuBopgeiictBuu skcrpemMusMmy» or 18.02.2005 r. N 31 w psnm apyrux
KOJIEKCOB ¥ 32aKOHOB YETKO yCTaHABJINBAIOT:

* CcyOBEKTBl, T.€. TOCOPraHbl YIOJIHOMOYESHHBIE HENOCPEICTBEHHO 3aHHMAThCs
060pn00if (IPOTHBOIEHCTBHEM) C TEPPOPUZMOM;

* mpaBa W OO0S3aHHOCTH CYOBEKTOB M APYTHX TOCOPTaHOB B 00JacTd OOpBHOBI C
TEPPOPHU3MOM;

» o0s3aTeNnbHBIE TPEOOBAaHHUS 10 COONIONCHUIO IPaB M CBOOOA JHYHOCTH IIPH
peayM3alii MEpONpHUATHHA 1Mo Oopbde ¢ TeppopH3MOM, a TaKXKe YCIOBHSA U
OCHOBaHWUS, IIPU KOTOPBIX JaHHbIE IPaBa U CBOOOIBI MOT'YT OBITh OTPaHUYCHBI;
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* TIOPS/IOK OCYINECTBICHHST KOHTPOJII U MPOKYPOPCKOTO HAA30pa 3a COOIIOICHUEM
3aKOHHOCTH TpPU MPOBEACHUHU PA3IUYHBIX MEPONPUATUH MO MPOTUBOJACHCTBUIO
TEPPOPU3MY U T.II.

426. Ilpm sTOM make OEribIi aHANN3 BBINICTICPCUUCICHHBIX 3aKOHOB ITOKA3bIBACT, YTO
BaYKHBIM aCTIEKTOM COAEPKAIIHNXCS B HEM TOJO0KEHUH ABISIETCS UX HALEIEHHOCTh UMEHHO
HAa 3aIIUTY IpaB, cBOOOM M 3aKOHHBIX HHTEPECOB YEIOBEKa M TPaXKIaHIHA.

427. 3aKOHOIATEILCTBO, PEryJUpPYIOIIee IPABOOTHOIICHUS B 00JacTd OOpPHOBI
TCPPOPU3MOM, HE SIBJIACTCA CTaTUYHBIM. OHO IIOCTOSAHHO pa3BUBACTCA u
COBCPUICHCTBYETCA, B TOM 4YHUCJIEC B HHTEpECax o6ecnequMﬂ COOTBETCTBHUA C
MEXKTYHAPOJIHBIMA CTaHaapTamu. Ha 3To Takke HaieneHa npuHsaTas KoHIenus mpaBoBoit
nosnutuku PK na 2010-2020 roasr.

o

428. B wuyacrHoctH, B 2009 romy BHeceHbl u3MeHeHus W jomnoiHeHus B 3PK «O6
OTIepaTHBHO-PO3BICKHON JesrenbHocTH». Ha paccMorpenue ['aBe rocynapcTsa HampasieH
npoexT 3PK, npuzBannslii cymectBerHo momonHUTh 3PK «O 60prde ¢ TeppopuzmMom». B
IMapnamente PK maxomutcs mpoekr 3PK «O BHemrHel pasBenkey, cOmEpKaIluil psinx
MOJIO)KEHUH, CBS3aHHBIX C OOpBOOH C TEPPOPU3MOM M OMPENEISIOIUX KOMIICTEHIINIO
CyOBEKTOB BHEITHEH Pa3BEeIKU B 3TOM U IPYTHUX 0OIACTAX.

Question 1

429. OCHOBHBIMH TOCyIapCTBEHHBIMHA opraHamy, OCYIIECTBISIOIIMH
pa3BebIBATENBHYIO JIESITENBHOCTh B 00pbOe ¢ Teppopu3MoM, siBisitorcst Ciry:x0a BHEIIHEH
passenku «Ceipbap», Komuter HanmoHanbHo# Oe3omacHoctH Pecniyonuku Kazaxcran.

430. Kpome toro, MunucrepctBo BHyTpeHHUX Jjen Pecriyonuku Kazaxcran, B mpezaenax
CBOGH KOMIETEHIUH MNPOTHBOACUCTBYET OKCTPEMHU3MY M  TEppOpU3MY, IyTEM
OCYILECTBIICHUSI OIIEPaTUBHO-PO3BICKHOM NESTEIbHOCTH.

431. [ledaTenbHOCTb yKa3aHHBIX FOCYAapCTBEHHBIX OPIaHOB OCYILECTBJIETCS HA OCHOBE
KoHctuTynmy, 3aKkOHOB M WHBIX HOPMAaTHUBHBIX IIPAaBOBBIX aKTOB, B TOM YHCIE
MEXIYHAPOJHBIX, paTH(QUIINPOBaHHKEIX Pecybmmkoit Kazaxcras.

432. TlomHOMOYMS yKa3aHHBIX TOCYNAapPCTBEHHBIX OPraHOB PETIIAMEHTHPOBAHBI 3aKOHAMH
«O nHammoHaNbHOK Oe3omacHOCTH», «OO0 opraHax HaIMOHANBHOW Oe3omacHocTH», «O0
opraHax BHYTPEHHHUX Jie», «O0 onepaTHBHO-PO3BICKHON AEATEIEHOCTIY, a TaKkKe YKa30M
[pesunenra PecnyOnmku Kazaxcran «O Hexoropbix Bompocax CiyxObl BHEIIHEH
passenku «Creipbap» Ne 773 ot 26 mapta 2009 roza.

Question 2

433. B Kazaxcrane pacnopspkenuem Ilpesunenra Pecniyonuku Kazaxcran ot 29 nexadps
2003 roga Ne435 B mensx obecriedeHHss KOOPAMHALMU JIESATEIBHOCTH T'OCYAapCTBEHHBIX
opraHoB B c(epe BBISIBICHUS, MPEIYNpPEXICHUS U NpEcedeHUs: Teppopu3Ma oOpa3oBaH
Antureppopuctuyeckuii nentp KHb (ATL] KHB).

434. B ero cocras, Hapsany ¢ KHB, Bxomsar Cimyxo0a oxpansl [IpesunenTta PecryOmuku
Kazaxcran, MUHHCTEpCTBa BHYTPEHHHX JAE€N, OOOPOHBI, MO YPE3BBIYAHHBIM CHUTYalHUsIM,
IOCTHLIMH, KyJIbTYpBI, CBS3M W HMH(OpPMALMH, TPAHCHOpTa W KOMMYyHHKanni, Komwurer
TaMOXXEHHOTO KOHTpOJisi MunuctepcrBa (uHancoB. PykoBonutenem llenTpa HazHauyaercs
3amecturens lpencenarens KHB.

435. B cootBerctBum ¢ llomoxxennem o6 ATIL] ero oCHOBHBIMHU 3aJadyaMH OIpPEIEICHBI
CO3JIaHHUE CIMHOM 00IIErOCy TapCTBEHHON CUCTEMBI MPOTHBOICHCTBUS TEPPOPUCTUUCCKUM

yrpo3am, KOOpJIMHALIUs aHTUTEPPOPUCTUUECKOM AEATEIbHOCTH TOCYAAPCTBEHHBIX OPTraHOB,
npoBeaeHUE HHGOPMAIIMOHHO-TIPOIATaHAUCTCKON paboTHI, HalnpaBJICHHOU Ha
NpOQUIAKTHKY  TMPOSBICHUN  TEppoOpuM3Ma W BBIIOJHEHHEM  COOTBETCTBYIOIIHUX
TrOCYTapCTBEHHBIX MPOTPAMM, a TAKXKE OCYIIECTBICHHE MEKIYHAPOIHOTO COTPYAHUIECTRA.
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436. CrpykrypHo llentp mpenctaBieH MeXBEIOMCTBEHHOH — KOOPIMHAITMOHHON
KOMHCCHEH, TIOCTOSHHO  JAeHCTBylommM  paboumm  opranom -  Ilrabom u
KOOPAMHAIIMOHHBIMY T'PYIIIAMH B PETHOHAX PECIYOIMKH IIPU TEPPUTOPHAIBHBIX OpraHax
KHB.

437. Cozpanue lleHTpa MO3BOJMIO MOBBICUTH S(PPEKTUBHOCTH NPHHUMAEMBIX Mep,
HanpaBJCHHBIX Ha COBEPIICHCTBOBaHHE HOPMATHBHOW IPaBOBOH 0a3bl, YKpeIruieHHe
MEXBEIOMCTBEHHOH  KOOpJAMHAIIMM M  pPErHOHaJbHOM  0e30macHOCTH, a  Takxke
yIpesKaarolee Bo3IeHCTBIE Ha CUTYaINIO B chepe IPOTHBOACHCTBUS TEPPOPU3MY.

438. ATI KHb HemocpeInCTBEHHO y4yacTBYET B CO3JIaHHWHM IIPAaBOBOro Oapbepa Ha MyTH
MIPOHWKHOBEHHS TIPOSBICHHH Teppopu3Ma M dKcTpemusma. [lo wmamnumarmse lLleHTpa
paspaboraHo okono 50 HOPMAaTMBHBIX MPABOBBIX AaKTOB TOCYAApPCTBEHHOTO U
MEKBEIOMCTBEHHOTO XapaKTepa, HAIPABJICHHBIX, B TOM YHCJIE M Ha BBHIPAOOTKY €IMHBIX
MOJIXOI0B B OPTaHM3ALWU aHTUTEppppHUCTHUecKoi nestenbHOCTH (12 aktoB Ilpesunenra,
15 mocranosnennit [IpaButenscTBa u 60ee 20 MEKBEIOMCTBEHHBIX JOKYMEHTOB). Ocobo
cienyer oTMeTHTh 3akoHBI «O 06oppbe c TeppopusmMom» U «O TMPOTHBOIACHCTBUHU
IKCTPEMUBMY».

439. CosepilieHCTBOBaHHE HAI[MOHATILHOTO 3aKOHOJATENHCTBA TIO3BOJIUIIO
AmnTuteppopuctudeckomy nentpy KHbB coBmectHo ¢ ['enepanbpHOi npokypatypoit 1 MB/]
MIpoOBECTH paboTy 1O CyJeOHOMY 3alpelieHHI0 NesTebHOCTH 14 TeppopucTHuecKuxX U |
SKCTPEMHUCTCKON 3apyOeXHBIX OpraHM3alMi, a TaKKe NPU3HAHUIO IKCTPEMHCTCKHM H
3alpeTy pPacHpOCTpaHEHUS Ha TEPPUTOpUU CTpaHbl [lepeuHs NeuyaTHBIX, ayauo- U
BUJIeoMaTepuasioB, U3bAThIX opranHamu KHB m MBJl y 4ieHOB TeppOpHUCTHYECKUX H
PENUTHO3HBIX SKCTPEMUCTCKHUX CTPYKTYP.

440. [annas paboTa MPOBOAMTCS B PaMKAaxX BEIIOJIHEHHS MEXIYHAPOJHBIX 0053aTENbCTB
Kazaxcrana. Kpome Toro, mo mmmnmatuee llentpa pemenunem CoBera besomacHoctn
OOH zampemennsnii B Kaszaxcrame «Kamaar wmomkaxenoB LlenTpansHoit A3um»
(«Coro3  mcmaMCKMM ~ KMXaa»)  BKIOYEH B KOHCOJMAMPOBAHHBIM  CIIHCOK
TEPPOPUCTUUECKUX OPTaHH3ALHH.

441. Yepes paboTy MexBEeIOMCTBEHHON KOOPAMHAIIMOHHONW KOMHUCCHH U PETHOHATBHBIX
koopauHAMOHHBIX rpymn ATl yaanoce CKOHIEHTPHUPOBATH YCHJIMS MUHUCTEPCTB W
BEJOMCTB Ha COBMECTHOM pEIICHUH Y3JOBBIX NpPOOJIEM B3aWMOJCHCTBUSA, HaaJUTh
cucteMy, OOCCIICUMBAIOIIYID BEPTHKAIb PACCMOTPECHUS UMCIOIIUXCSA BOIPOCOB OT
TEPPUTOPUATBHBIX CTPYKTYP 0 PECIYOIMKAHCKOTO YPOBHSI.

442. Jlng TmpaKTUYeCKOH OTpabOTKM HABBIKOB JCHCTBHI B HEIITATHBIX CHUTYAIUSX,
TIOBBIIICHUST YPOBHS COTJIACOBAHHOCTH M B3aMMOJICHCTBHSA TOCYJapCTBEHHBIX OPraHOB,
COBEPIICHCTBOBAHUS npodeccrnoHanbHON MOJTOTOBKH AHTUTEPPOPUCTUIECKUX
noapasnenennii ATL[ KHb nanmakeH MexaHU3M PETYJISIPHOTO MPOBEACHUS TEMAaTHYECKUX
YUCHHH U TPEHMPOBOK. B umcie pemaeMslx 3amad - oTpabOTKa HABBIKOB OCBOOOKAEHHSA
3aJI0)KHUKOB U BEJICHUs] IEPETOBOPHOTO Mpoliecca; MOUCK, IpecIeJoBaHne, OJOKUPOBaHHE
U JIUKBUJAIUS TEPPOPUCTHUECKUX TPYNI B CaMBIX PAa3HBIX YCIOBHSIX MECTHOCTH;
IIpecedeHUe IMONBITOK IMPOPHIBA TOCYAAPCTBEHHON TI'PAHMIIBI; JUKBUAAIUS ITOCIEACTBUI
TEpaKTOB; CHaceHue HaceneHus W T.n. OpraHu3anys Takoro poja y4eOHO-IIPaKTHYECKUX
MEPONPUATHI OCYILECTBIISICTCS HA IUIAHOBOI OCHOBE U €3KETOHOE CpPEIHEE KOMUUYECTBO UX
o peciryonuke cocrasisieT 6onee 100.

443. Tlo3uTHBHEIA pe30HAHC B pecmyOJMke U 3a pyOe:koM moiydmian mpoBoxumble ATL]
KHbB mexnynapomgusie yuenus «Kacmmit-ArTuTEeppop-2005», « Taup-IHaas Ne 1 - 2006»,
«baiikonyp-AnTtuteppop-2007» u «AtoM-AHTHTEppOop-2008», B KOTOPHIX HPUHUMAIHN
ydacTtue crennoapasaenenus Kasaxcrana, Poccun, Yipaunsl u Kurasa, Habmogarenn ot
IOC, CHI', EBpocoro3a, cTpaH GIMKHETO U JATBHETO 3apyO0eiKbs.

444, Hapsny ¢ stum, ATII KHbB ocymiectBiser KOOpAMHAIMIO MEP MO TOJATOTOBKE
HACEJICHUsl CTPaHbl K JCHCTBUSM B ClIy4ae BO3MOXKHOTO COBEPILIECHHUS TEPPOPUCTHUECKUX
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akiuii. B »THX memsax pa3paboTaHO M PacHpOCTPaHEHO Y4eOHO-METOAWYecKoe mocobue
«HauasnpHas aHTHTEpPOPUCTHYECKAst IOATOTOBKA HACEICHHS.

445. Ocoboe BHHMaHHWe yaAelwsercs WHPOPMALMOHHOW W MPOHAaraHIMCTCKON
COCTARBJISIONICH aHTUTEPPOPUCTUICCKON IEATSILHOCTH, HANPABICHHOW HA (hOPMHPOBAHUE
B OOIIECTBE YCTOWYMBOTO HEMPHUATHS HICOJOTHH TEPPOPU3MA U IKCTPEMHU3MA, OCBCIICHUE
HOJIUTHKH TOCY/IapCTBa B 3TOH 00JaCTH.

446. Jlnsg NOBBILEHUS  YPOBHS  B3aUMOAEHCTBHSI  MUHUCTEPCTB UM BEIOMCTB,
pacrpocTpaHeHHs TOJIOKHUTEIBHOTO OIBITa B 0OMEeHa MH(pOpMAaIHel, a TakKe HAyYHOTO H
METOJJMYCCKOTO O0ECICUCHHsI OCYMICCTBISCMONH B CTpaHE aHTUTCPPOPUCTHUCCKON
NEATeTPHOCTH B KadecTBE  CpPEACTBA  MaccoBOW  MHPOpPMAmuH  OQHUIHATIHHO
3apETUCTPUPOBAH MEKBEJOMCTBeHHBIH HpopMannonHsiii 6romutereHs ATL KHB.

447. Oco3HaBasg poNb MEXKIYHAPONHBIX M PETHOHANBHBIX CTPYKTYp O€30MacHOCTH B
peammzanuu  ['moGambHOW — KOHTPTEPPOPUCTUYECKOH  CTpaTerud, IOCIIEAOBATEIHHO
pEaTN3yIOTCSl YCTAaHOBKH PYKOBOICTBA CTPaHbl O PACIIMPEHUHM MEXKIYyHapOAHOTO
COTPYAHHMYECTBA B 00JIACTH IPOTHBOACHCTBHS TEPPOPH3MY.

448. ATL KHb HamaxeH MexaHM3M NPOPa0OTKH W COIJIACOBAHUS MEXKIAYHAPOIHBIX
MIPaBOBBIX  aKTOB. Pe3ynpTaroM COBMECTHOH € TOCYyJapCTBEHHBIMH  OpraHaMu
HOPMOTBOPYECKOM JICATENIbHOCTH CTaja paruukanus W MOANUCAHUE 1IeJI0ro psiaa
MEXXTOCY/IapCTBEHHBIX cornameHnii, npuaateix B popmare OOH, CHI', OJIKB u IOC, u
HX TMOCIEAYyIoIlas MMIUIEMEHTAIMs] B HALIMOHANBHOE 3aKOHOJATENbCTBO. YUUTHIBAs, YTO
NPOTUBOAEHCTBHE TEPPOPHU3MY TPeOyeT 3 (EKTUBHOTO COTPYJHUYECTBA HA BCEX YPOBHSX,
Kazaxcran mnpucoeanHHWICS K COOTBETCTBYIOIIMM MEXIYHAPOAHBIM JOTOBOPAMH H
COIJIalLICHUSIM. PecnyOmukoii paTudUIIPOBAHEI BCE 13 YHUBEPCAIBHBIX
KOHTpTeppopucTHYecKuX KoHBeHI Opranm3annu O0pequHeHHBIX Haruii.

449. Cepresnoe BamManne ATIL[ KHB ynemser Bompocam  JIBYCTOPOHHETO
coTpyaHndectBa B chepe OOppOBI C  TEppPOPH3MOM, IOCPEACTBOM  peaNn3alldi
patuguIUpOBaHHBIX pecnyOiukold Oonee 40 MeEXrocyapCTBEHHBIX COTJIALICHUH O
COTpYJIHUYECTBE B 00JacTH OOPHOBI C TEPPOPU3MOM, HAPKOOU3HECOM U JPYTMMHU BUIAMHU
npectynHocTH. D(deKTHBHO JAEHCTBYeT MeXaHHM3M B3aMMHOTO HWH()OPMHPOBaHUS U
MIPOBEJICHUS] COBMECTHBIX MEpONpHATHi. Ha OcHOBE NOCTHIHYTHIX JOTOBOPEHHOCTEH
OpTraHM30BaHbl NOATOTOBKA M 00y4YeHHe PaOOTHUKOB KOMIIETEHTHBIX opraHoB Kaszaxcrana
B 3apyOeKHBIX YYEOHBIX aHTUTEPPOPHUCTUUECKHUX LIEHTPAX.

450. B mHacrosmee BpeMs AeATSIBHOCTH LleHTpa TMO3BONSET MODKHBIM 00pa3oM
pearupoBaTh Ha BO3SHHKAIOIIUE YTPO3BI OE30IIACHOCTH, HAa JOJDKHOM YPOBHE OOECTICUHBast
AHTUTEPPOPHUCTHUCCKYIO 3AIMUIIEHHOCTh JTMYHOCTH, O0IIECTBA M TOCYJapCTBA B LIEIIOM.

451. B nenom, Omaromapsi B3BEIICHHONH M pa3yMHOW IMOJUTHKE PYKOBOJCTBA CTPaHBI B
chepe OSKOHOMHKH, MEKKOH()ECCHOHAIBHBIX W MEKHAIIMOHAIBHBIX OTHOLICHHH, B
KaszaxcraHne 0OTCYTCTBYIOT BHYTPEHHHE NPEINOCHUIKH K TEPPODY.

452. Bwmecte ¢ Tem, A peclyOJIMKH, Kak M Uil JIPYTMX CTpaH, AaHHas mnpoOiema
SBJSIETCSL  JIOCTATOYHO AaKTyaJbHOW. 3apyOe)KHble TEPPOPUCTHYECKUE OpraHH3aluH
NPEINPUHUMAIOT LIENEeHANpPaBICHHbIE IIard IO 3aKPeIUICHUI0 CBOETr0 BIMAHUS Ha
Tepputopuu LleHTpanabHO-A3MaTCKOrO peruoHa, B TOM YMCIIE U HallIeil peciyOIuKy.

453. (O3a004eHHOCTh CKJIaJbIBAIOLICHCS CUTyallMeld Halula oTpakeHne W B [locianum
[pesunenTa crpanbl Hapoxy KazaxcraHa, B KOTOPOM NPSAMO OTMEYEHO, YTO «B YCIIOBHSX
JCKAJNAIMU TePPOPU3Ma MbI TOTOBBI IOWTH Ha KAYECTBEHHO HOBBHIH YPOBEHb KOOPIMHALUH
JEHCTBUI M aKTUBHOCTH BCEX TOCYAAPCTB PErMOHa M 3aMHTEPECOBAHHBIX CTPAH».

454. B cBs3M C 3TUM, PYKOBOJICTBOM M KOMIIETEHTHBIMH OpPraHaMH CTPaHbl pealr30BaH
HENbI sl TPaBOBBIX, OPraHM3alMOHHBIX W MPAKTHYECKUX MeEp, HAIPaBICHHBIX Ha
CO3/JaHNE UHCTUTYIUOHAJIBHBIX OCHOB U 3((PEKTUBHOTO MEXaHHU3Ma KOOPAWHALMK TAaHHOU
padoOThI, OHUM M3 OCHOBHBIX PE3YyJbTaTOB KOTOPBIX cTano cosmanue B 2003 romy B
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CTPYKTYype Komurera HalOHAIBHOH Oe3omacHOCTH MEXBEIOMCTBEHHOT'O
AmnTuteppopuctudeckoro nearpa (ATL).

Question 3

455. Cornacao cratse 150 YromoBHO-TIporieccyansHoro kogekca Pecryommkn Kazaxcran
(manee - YIIK PK) apect xak mepa npeceueHus] MPUMEHIETCS TOJIbKO C CaHKIUU cyAa U
JIMIb B OTHOMICHUU MOA03PEBACMOT0 U 06BI/IH$ICMOF0 MO YMBIIUJICHHBIM IPECTYIUICHUAM,
32 KOTOpBIE 3aKOHOM IIPEIyCMOTPEHO Haka3zaHWE B BHJC JIMIICHUs CBOOOJbI Ha CpPOK
CBBIIE JIBYX JIET W B COBEPIICHHHM HEOCTOPOXKHBIX INPECTYIUIEHHH, 3a KOTOpoe
MIPEAYCMOTPEHO HaKa3aHUE B BUJE JIMIICHHUS CBOOO/IBI Ha CPOK CBBIIIE TPEX JIET.

456. B coorBerctBuu co crateeir 151 YIIK PK monmo3peBaemble M oOBHHSIEMbIE, K
KOTOPbIM B TOPSAKE MEphl MpeceYeHHs NMPUMEHEH apecT COIEPXkKAaTcs B CIIEACTBEHHBIX
u3omsaTopax. IlopsAnok M YCIOBHS HMX COICPXKAHHUS OIpenesseTcs 3aKOHOHATEIbCTBOM
PecnyOnmuku Kazaxcras.

457. OOBICK ® BBIEMKa MPOM3BOTUTCA CJIEIOBATEIeM 10 MOTHBHPOBAHHOMY
MIOCTAaHOBJICHUIO, CAHKIIHOHHUPOBAaHHOMY NPOKYPOPOM WM ero 3amectureneM (cr.232 VIIK
PK).

458. Hanzop 3a 3aKOHHOCTBIO CIIACTBHMSA U JO3HAHUS OCYLIECTBISIETCS OpraHaMH
MPOKYpaTypbl, BEJOMCTBEHHBIM KOHTPOJb - PYKOBOJACTBOM OpraHa YyrOJIOBHOTO
npeciieloBaHus, a TakKe CyJeOHbIH KOHTpOJb B mopsake ycraHosieHHom YIIK PK
(cr.cT.108, 109 YIIK PK).

Question 4

459. Kouctutynus PecryOnmkm Kaszaxcran mpoBo3riiaimaeT 4enoBeKa, €ro mnpasa H
CBOOOBI BEICIIEH LIEHHOCTBIO.

460. B cratpe 18 KoHCTHUTYIIMH TpeXyCMOTPEHBI OCHOBHBIE TapaHTHH, B TOM YHCIIE
OTHOCSIIHECS K cOOPY M HCIIOJIb30BAHHIO MEPCOHANBHBIX JAHHBIX YEJIOBEKa W TPaKJaHUHA
IPU OCYIIECTBICHUN Pa3BEIbIBATEIBHON JesTeNnbHOCTH. K HUM OTHOCATCS - IpaBO Ha
HENPUKOCHOBEHHOCTh YACTHOW JKU3HH, JUYHYK U CEMEHHYIO TailHy, IIpaBO Ha TalHY
JUYHBIX BKJIQJOB M COEPEKEHUH, NEpEeNuCKH, Tele(OHHBIX IEPEeroBOPOB, ITOYTOBBIX,
TenerpadHbIX U WHBIX cooOmieHnid. OrpaHHYeHus] 3TOrO IpaBa JAOIYCKAIOTCS TOJBKO B
CJIydasax 1 B MOPAAKE, IPSAMO YCTAHOBJICHHBIX 3aKOHOM.

461. Ha nonoxenusx KoHCTUTYIIMHM OCHOBaH Psiji 3aKOHOAATENbHBIX aKTOB.

462. Crareeit 3 3akona Pecmyomuku Kazaxcrtam «OO0  omepaTHBHO-PO3BICKHOU
JIeSTEIbHOCTI [IPEeAyCMOTPEHO, YTO ONepaTUBHO-PO3BICKHAS JIESITEIbHOCTD
OCYIIECTBIIICTCSI B COOTBETCTBUH C IPUHITUITAMU 3aKOHHOCTH, COOIFOICHUS TIPaB u CBOOOT,
YBa)KEHUS TOCTOMHCTBA JIMIHOCTH, PABEHCTBA TPAXKAAH Tepel 3aKOHOM.

463. Bompocsl coOmoIeHust TIpaB U CBOOO TUIHOCTH MIPH OCYIIECTBICHUH OTIEPATUBHO-
PO3BICKHOM JICSTEILHOCTH, PETJIAMEHTHPOBAHBI B psijie cTaTell YKa3aHHOTo 3akoHa (CTaThbH
1,2,3,5,7,12, 14, 15, 23 u 25).

464. Cratps 5 pmaHHOTO 3aKOHa NPEAyCMATPHBAET, YTO IOIy4YeHHBIE B pe3yibTare
OIIepaTHUBHO-PO3BICKHOM AEATENLHOCTH CBEAEHHMS, KACAIOIIMeCs JUYHOM KU3HH, YeCTH H
JOCTOUHCTBA JIMYHOCTHU, €CJIM B HUX HE COACPKUTCA I/IH(i)OpMaLII/Iﬂ O COBEpUICHUU
3alpCUICHHBIX 3aKOHOM I[eﬁCTBPIﬁ, XpaHCHHIO HE NOAJICKAT U YHUUTOXKAKOTCH.

465. Kpome Toro, corigacHo BHeceHHbIM 7 pekabpst 2009 roga W3MEHEHHSIM WU
nmoronHeHussM B 3akoHbl PecmyOnmkm  Kazaxcram «O0 — onmepaTHBHO-PO3BICKHOU
nesrenbHOCTIY M «O IIpokyparype» opraHbl NMpOKypaTypbl HaJAENEHBI ITOJTHOMOYHSIMHU
MPOBEJCHUSI TNPOBEPOK 3aKOHHOCTH  OCYLIECTBJICHHS CHENHAIBHBIX  OIEPATHBHO-
PO3BICKHBIX MEPOIPUATHIA, B TOM YHUCIIE Ha CETH CBs3H (CT.cT.25, 35).
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466. YTOIOBHO-TIPOLIECCYATBHBIM  3aKOHOJATEIBCTBOM  IIPEIyCMOTPEHO, YTO MpHU
MPOM3BOJACTBE IO YrOJOBHOMY JElIy HE JOMYyCKaroTcsi cOOp, MWCIONb30BaHUE U
pacnpoCTpaHEHUE CBEACHUHM O YaCTHOHM >KM3HM, a TAKKE CBEICHHUI JINYHOTO XapakTepa,
KOTOpbBIC  JIMIO CUHTACT HeO6XOZlI/lMI)IM COXpaHATH B TaifHE JJI ueneﬁ, HC
MPeIyCMOTPEHHBIX 33/1a4uaMU MpolieccyanbHol aearenabHocTH (ctaths 13 VIIK PK).

467. B xoje YroloBHOTO CyIONPOU3BOJACTBA IPHUHUMAIOTCS MEpPBl 10 OXpPaHe
MOJYyYaeMbIX CBEIEHHH, COCTaBJIAIOLINX JIMYHYK TalHy. Takue [OaHHblE NO3HAHUS U
Npe/IBapUTEIBHOTO CIIC/ICTBHS HE MOJIekKAT pasIilallieHuIo, a cyieOHoe pa3doupaTebcTBO B
9THX CITydasx Mpoxoaut 3akpbito (craths 53 YIIK PK).

468. B ofOmactm MEKIyHapOTHOTO COTpyIHHYeCTBa KaszaxcTaH MOCIEHOBATEIBFHO
IPOBOANT pPaboTy 1O (OPMHUPOBAHMIO JIOTOBOPHO-NIPABOBOW  0a3bl, MPU3BAHHOU
obecrieunTh 0OBEIMHEHNE YCUINH Pa3IMuHbIX TOCYJapCTB PETHOHA IO MPOTHBOJECHCTBHIO
TeppopusMy. I[IpumepamMn MOTyT CIyXHTh «JlOrOBOp O COTpYyIHHYECTBE TI'OCYAApCTB-
yaactaukoB CoppyxkectBa HesaBucumeix ['ocymapctB B Ooppbe ¢ Teppopu3MoM» H
«I1lanxaiickoil KOHBEHIIMN 0 OOpEOE C TEPPOPU3MOM, CEMAPATH3MOM U HKCTPEeMU3MOM». B
9TOM KOHTEKCTE MoJIaraéM Ba>KHBIM OTMETHTB, uTo Kak B pamkax CHI', tak u pamxax IIIOC
CO3JIaHbl COOTBETCTBYIOLIME AHTHTEPPOPUCTUYECKHE IICHTPBI, B KOTOPHIX paboTaroT
MPEJCTaBUTENI  COOTBETCTBYIOIIMX  YIOJHOMOYEHHBIX TOCOPraHOB CTpaH-y4acTHHI]
opraHu3anuii.

Question 5

469. IlpaBoBble OTHOIIEGHWS, CBSI3aHHBIE C PAacCMOTPEHHMEM 3asBJICHHH, Kajo0
(u3MUecKUX ¥ IOPUIMYECKHX JIMI, B TOM YHCIE O HE3aKOHHOW pa3Be/bIBATEIbHON
JIeITENIFHOCTH,  peryiaupyioTcs 3akoHoMm Pecnmyommkm  Kaszaxcran «O  mopsnxe
paccMoTpeHHs OOpamieHni (pU3WYecKuX W IOpUANYecKuX Uiy oT 12 saBaps 2007 ronxa
Ne221.

Latvia

Question 1

470. The leading institution that conducts terrorism related intelligence activities in Latvia
is the Security Police (SP). The Security Police is a security and intelligence service whose
main functions are counterterrorism, counterintelligence, protection of the constitutional
order, protection of the classified information, protection of dignitaries. SP is responsible
for operational activities to fight terrorism and illegal distribution of arms, explosives and
nuclear, chemical, radiological materials.

471. In 2004 the Government of Latvia established the Counterterrorism Centre within the
Security Policy. The Centre coordinates all activities of the state and the municipal
institutions as well as other legal entities in the field of counterterrorism.

472. The Constitution Protection Bureau of Latvia conducts intelligence,
counterintelligence, protection of the state secret and classified information. The Bureau
does not engage in the investigation of crimes. The Bureau is supervised by the Ministry of
Justice.

473. The National Security Law of the Republic of Latvia regulates the national security
system, the competence of the institutions responsible for the national security system and
the principles and procedures of co-ordination, implementation and control of their
activities.

474. The Security Police of Latvia acts in accordance with the Law on Security and
Intelligence Services which is the main regulatory act stipulating responsibilities and rights
of the intelligence services in Latvia. SP duties are performed also in accordance with the
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Investigatory Operation Law, Law on the State Secret, Law on Police. The work of the
Counterterrorism Centre is also regulated by a number of terrorism prevention and response
plans adopted by the Government.

475. There is no specific law on terrorism in Latvia, but in accordance with the Criminal
Law terrorism is a criminal offence in Latvia.

Question 2

476. According to the Investigatory Operations Law the investigatory operations shall be
organized and performed on a lawful basis, observing overall human rights, and in co-
operation with and relying on the assistance of the general public.

477. When performing measures of investigatory operations it is prohibited:
* to cause physical harm or material damage to persons;
* to endanger the life and health of people;
* to threaten the use of or use physical means of coercion;
* to incite people to criminal acts;
* to cause significant harm to the environment.

478. The measures of investigatory operations (including manner, scope and intensity)
shall be commensurate to the form and level of danger of the threat. Investigatory tasks
shall be conducted so as to interfere as little as possible in the sphere of human rights. The
measures of investigatory operations shall be performed without regard to the citizenship,
gender, nationality, age, residence, education, social, employment or financial status and
office of persons, their political and religious views, affiliation with parties or other public
organizations. The factors mentioned shall not influence investigatory operations, unless
such are specially set out in law. The institutions performing investigatory operations and
their officials are prohibited from acting directly or indirectly in the interests of political
parties, organizations and movements or persons, and from being involved in State
authority and administrative bodies, Office of the Prosecutor and court institutions, and the
activities of public, political and religious organizations in order to influence or affect them,
except in cases where it is necessary to prevent or uncover criminal offences.

Question 3

479. The Security Police is the only Latvian security and intelligence service with the
right to investigate, to arrest and to conduct pretrial investigation. The Security Police
investigates crimes committed against the national security (such as terrorism, espionage,
disclosure of state secret, sabotage, race-hatred crimes etc.) and crimes committed within
security and intelligence services. In special cases the investigation can be delegated by the
Prosecutor General.

480. The external review is delegated to the National Security Council. The security and
intelligence services could be reviewed also by the National Security Committee of the
Parliament and by the Defense, Internal Affairs and Corruption Prevention Committee of
the Parliament.

Question 4

481. The bodies performing investigatory operations and their officials have the duty to
ensure the secrecy of investigatory operations and guarantee the confidentiality and safety
of persons involved in investigatory operations measures.
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Question 5

482. According to the Investigatory Operations Law, if in the course of investigatory
operations the rights and interests of persons have been unlawfully infringed and as a result
thereof harm has been caused, the obligation of the relevant official, prosecutor or court
shall be to restore such rights and to compensate for or allay the inflicted material and
moral harm in accordance with the procedures prescribed by law.

Question 6

483. In accordance with the Law on Security and Intelligence Services the oversight of
the intelligence agencies in Latvia is performed by the Parliament (Saeima). The National
Security Committee of the Saeima performs parliamentary control of investigatory
operations. The National Security Committee is entitled to hear the reports of the
institutions performing investigatory operations, examine the results of inspections, as well
as to see the official documents and information of such institutions, except documents
regarding sources of covert information.

484. The Cabinet of Ministers of Latvia within its competence controls the performance
of the security and intelligence services.

485. Conformity to law of investigatory operations is monitored by the Prosecutor
General and by the prosecutors who are specially authorized by the Prosecutor General. In
performing such monitoring they are entitled to see the documents, materials and
information at any stage of the investigatory operations that is available to the investigatory
operations institution. Covert information and its sources shall be revealed only to the
Prosecutor General or to the prosecutors who are specially authorized by the Prosecutor
General (only with the permission of the head of the investigatory operations institution).

Lithuania

Question 1

486. Basically, there are two state institutions in Lithuania, which are entitled to conduct
intelligence activities in the field of countering terrorism. According to the Law on
Intelligence the State Security Department of the Republic of Lithuania (hereinafter VSD)
and Second Investigation Department under the Ministry of National Defence (hereinafter
AOTD) have intelligence services (units), which are empowered to perform intelligence to
safeguard the national security. These services also cooperate with European and
transatlantic intelligence and special services in the field of safeguarding national security.

487. According to the Law on the State Security Department the VSD is an institution
which among other functions engages in the intelligence activities, also combats terrorism,
which presents a threat to state security.

488. According to the Law on Implementation and Approval of the Statute of the Second
Investigation Department under the Ministry of National Defence, the AOTD performs
intelligence in the field of defence, military-political, military-economical and military-
technical fields, also participates in fight against terrorism, while implementing its
functions.

Question 2

489. There has been no specific assessment of intelligence practice while countering
terrorism done, therefore the activities of intelligence services are guided by the laws, also
based on the general principle of balance between the interests of state security and the due
respect to human rights.
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Question 3

490. Yes, VSD is both intelligence and law enforcement institution. However such
measures as arrests or searches, which restrict human rights, may be implemented only
according to Code of Criminal Procedures during the pretrial investigation and these
procedural measures are controlled by the Prosecutors Office and the courts.

Question 4

491. According to the provisions of Law on Legal Protection of Personal Data, personal
data are collected for specified and legitimate purposes and later are not processed for
purposes incompatible with the purposes determined before the personal data concerned are
collected. Personal data should not be stored longer than it is necessary for data processing
purposes. According to this law, personal data must be destroyed when they are no more
needed for their processing purposes, with the exception of data which must be transferred
to State archives in the cases laid down in laws. Similar legal regulations are prescribed in
the Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on the
free movement of such data.

Question 5

492. According to the Law on Legal Protection of Personal Data, the data subject, in
accordance with the procedure laid down in this Law, has the right:

1) To know (be informed) about the processing of his personal data;

2) To have an access to his personal data and to be informed of how they are
processed;

3) To request rectification or destruction of his personal data or suspension of

further processing of his personal data, with the exception of storage, where the data
are processed not in compliance with the provisions of this Law and other laws;

4) To object against the processing of his personal data.

493. The institution, possessing personal data, must provide the data subject with the
conditions for exercising the rights laid down above, with the exception of cases laid down
in laws when it is necessary to ensure:

1) State security or defence;

2) Public order and prevention, investigation, detection and prosecution of
criminal offences;

3) Important economic or financial interests of the state;

4) Prevention, investigation and detection of violations of official or
professional ethics;

5) Protection of the rights and freedoms of the data subject or other persons.

494. Since intelligence is a core of safeguarding state security and such information is
classified as a state secret, therefore direct access of data subject to the intelligence
containing his/hers personal data is prohibited by the provisions of Law on Protection of
State and Service Secrets. However, an institution must justify the refusal to grant the
request of the data subject to exercise the rights granted to the data subject. Having received
a request from the data subject, the data controller must reply him within thirty calendar
days of the date of data subject’s application.

495. The data subject may appeal against acts (omissions) of the data controller to the
State Data Protection Inspectorate within three months of receipt of the reply from the data
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controller or within three months of the date when the time period for giving a reply
referred to in paragraph 3 of this Article expires. The acts (omissions) of the State Data
Protection Inspectorate may be appealed against in the court in accordance with the
procedure laid down in laws.

Question 6

496. According to the Law on Intelligence the activities of intelligence services are
coordinated by the State Defence Council which consists of the President of the Republic,
the Prime Minister, the Speaker of the Parliament of the Republic of Lithuania (the
Seimas), the Minister of National Defence, and the Commander of the Armed Forces. The
State Defence Council implements a strategic coordination of the intelligence.

497. According to the Law on Intelligence, Parliamentary Committee on National
Security and Defence exercises parliamentary scrutiny over the activities of national civil
and military intelligence services.

498. Additionally, according to Article 23 of Law on Operational Activities, the
Commission for Parliamentary Scrutiny of Intelligence Operations (hereinafter referred to
as “the Commission”) is formed under the Seimas. This Commission consists of 7
members.

499. The tasks of the Commission include:

1) Control the protection of constitutional rights and freedoms in the course of
operational activities;

2) Supervision whether the activities of entities of operational activities are in
conformity with the Constitution and laws of the Republic of Lithuania and the
analysis of the efficiency and rationality of the use of financial resources by the
entities of operational activities;

3) Submission of proposals to the Seimas, the Government and other institutions
with respect to the adoption and improvement of the legal acts regulating operational
activities;

4) The analysis of the status of the regulatory enactments regulating operational
activities as well as determination whether these acts are in conformity with the
requirements of the laws;

5) Investigation of the cases of a gross violation of the Law on Operational
Activities and exceeding the limits of activities established by entities of operational
activities and analysis of the grounds and expediency of operational activities.

500. The Commission may take the following decisions:

1) To bring to the attention of officials and other civil servants a failure to
comply with laws and other violations and to require the elimination of identified
shortcomings;

2) To hand over the material of an investigation to law enforcement institutions
as well as to request that an official verification be carried out and the issue of
liability be resolved, to propose the imposition of disciplinary penalties to officials
for misfeasance of their duties or to suspend the activities thereof until a decision is
taken on the results of the investigation.

501. The Commission is prohibited from familiarising with the data which establish the
identity of covert participants in operational activities and with the particulars concerning
the quantitative and personal composition of these participants, operational investigation
files and tactics of the carrying out of operational activities.
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Macedonia (The former Yugoslav Republic of)

Question 1

502. Ministry of Interior — Security and Counter-Intelligence Administration (Special
Tasks Unit and Rapid Deployment Unit), Intelligence Agency, Ministry of Defense via the
Military Service for security and counter-intelligence, the Ministry of Finance via the
Administration for money laundering and financing of terrorism prevention.

503. Within the Ministry of Interior, the Security and counter-intelligence Administration,
is competent to perform activities of home affairs, related to security and counter-
intelligence, specifically on issues relating to:

» Counter-intelligence activity;
* Fight against and protection from terrorism;

* Protection of other activities aimed at endangerment or violent destruction of
democratic institutions determined by the Constitution of the Republic of
Macedonia; and

» Grievous forms of organized crime originating or directed against democratic
institutions of the system laid down with the Constitution of the Republic of
Macedonia or may lead to their endangerment or have influence on the security of
the state.

504. The Intelligence Agency is competent to collect data and information of significance
for the security and the defense of the Republic of Macedonia and on economic and other
interests of the state, including data on terrorist activity.

505. The Ministry of Defense in view of the fight against terrorism is competent to
participate in missions as part of the international coalition for fight against terrorism, while
the Military Service for security and counter-intelligence is competent to detect and prevent
all forms of terrorist activities directed against the defense of the Republic of Macedonia.

506. Intelligence in the Army covers measures, activities and procedures being taken for
the purpose of collection, documentation and analysis of intelligence data for the defense of
the country.

507. Counter-Intelligence in the Army covers measures, activities and procedures being
undertaken for the purpose of:

* Detection and prevention of intelligence and other subversive activity of foreign
military-intelligence and intelligence services, conducted in the country or abroad,
directed against the defense of the country;

* Detection and prevention of all forms of terrorist activities directed against the
defense of the country; and

» Conducting counter-intelligence protection of tasks, plans, material-technical means,
areas, zones and facilities of interest to the defense of the country.

508. The Administration for prevention of money laundering and prevention of terrorism
is competent for collection, procession, analysis, storage and submission of data received
by subjects on the basis of a law, gathering financial, administrative and other data and
information necessary for realization of its competencies, preparation and submission of
reports on suspicions of committed criminal acts of money laundering and financing of
terrorism, issuing certificate to the subject to whom the transaction is temporarily
interrupted and submission of proposal to determine temporary measures to the competent
public prosecutor, etc.
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Question 2

509. Establishing the balance between protection of public interest concerning the
security of the state and citizens through applying measures and activities for countering
and fight against terrorism and protection of basic rights and freedoms of citizens
established by the constitution of Republic of Macedonia is the goal that modern
democratic states are aiming for.

510. Most efficient measures for fulfilling that goal, especially in view of greater
protection of human rights of citizens from possible overstepping of authorization of the
intelligence and security services, would be, firstly, clear legal definition of the
authorizations, i.e. measures that these services can apply, regulating the condition and
procedure for their usage. On the other hand, the control over their activities by different
subjects, and especially by highest legislation body through the special Commission, is the
greatest warrantees to ensure respect of basic freedoms and rights of persons and citizens in
contemporary conditions.

Question 3

511. The Security and Counter-Intelligence Administration and the Military Service for
Security and Intelligence are competent both for realization of the preventive function and
to implement the law.

512. The Intelligence Agency has preventive function and the Administration for
prevention of Money Laundering and Financing of Terrorism has administrative character.

513. Starting from the significance which the Security and Counter-Intelligence
Administration has in the security system of the Republic of Macedonia, and having in
mind the specific function it performs, the supervision and control over the realization of its
function it performs, the supervision and control over the realization of its activities are
necessary mechanism to avoid the possibility of abuse of authorization vested in the
Administration as a security service.

514. The control and supervision over the work of Security and Counter-Intelligence
Administration and legitimacy in the realization of its functions are performed at several
levels and by different subjects.

515. Firstly, trough the Minister of Internal Affairs being a member of the Government of
the Republic of Macedonia, the Government maintains insight and control over the work
and undertaking of the measures and activities of the Administration in the regular
performance of its functions.

516. The Parliament being the main stakeholder of the democratic supervision and control
performs the same via an appropriate commission — Commission for supervision over the
work of Security and Counter-Intelligence Administration and Intelligence Agency.

517. The Court as an independent body performs its control over the legitimacy of the
work of the Administration through legally determined obligation in the application of
special investigative measures and investigative activities in the criminal procedures, in
which cases those can be used only with prior written order form the Court.

518. People’s Ombudsman as a body protecting the freedoms and rights of the citizens
when they become violated by the state bodies, also performs control over the work and
activities of the Administration trough the requirement for notification and undertaking
measures for the cases when there is suspicion to believe that there has been violation of the
rights and freedoms of the citizens or overstepping of authorization of the authorized
personnel of the Administration.

519. The citizens of the Republic of Macedonia have a specific insight of the work of the
Administration, through the legal obligations of the Ministry of Internal Affairs to inform
the public for the issues in its competence, to give information, data and notifications on
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issues falling within the scope of the work of the Ministry for which they are directly
interested, of course with the necessary restrictions, having in mind the nature of the
functions performed by the Administrations, and in this sense the respect of the legal
provisions for keeping classified information.

Question 4

520. Legal framework for protection of personal data in Republic of Macedonia consists
of the ratified Convention for protection of individuals from automatic procession of
personal data, Additional Protocol to the Convention for protection of individuals from
automatic procession of personal data connected with rewiew bodies and cross-border
transfer of data and the Law on protection of personal data (“Official Gazette of Republic
of Macedonia” n0.7/2005 and 103/2008).

Question 5

521. The Internal control over the work of the Security and Counterintelligence
Administration of the Ministry is performed by a separate organizational unit of the
Ministry - Sector for Internal Control and Professional Standards, which implements
procedures for evaluating the legality of action undertaken by employees of the Ministry.

522. In view of the realization of the work, the employees of the Sector are acting on
behalf and by order of the Minister of Interior. The Sector conducts proceedings based on
data, information and knowledge independently gathered, upon claims submitted or
presented by employees of the Ministry and based on complaints, appeals or statements of
citizens concerning illegal and unprofessional treatment of employees in the Ministry and
police, including the work of employees in the Security and Counterintelligence
Administration, as well as upon an order of the Minister.

523. The Sector is competent to detect the occurrence of unlawful operation of the Mol
personnel; abuse and overstepping of official and police authorisations, violation of the
corpus of human rights and freedoms in the process of carrying out official duties, failure to
comply with the prescribed standard processes and procedures in each segment of the work
of the Ministry; appearing forms of corruption and corruptive behaviour of employees in
the Ministry; violation of the Code of Police Ethics and the Code of Conduct.

Question 6

524. The adoption of the Law on Internal Affairs (“Official Gazette of the Republic of
Macedonia” 92/2009) embeds as one of the types of external control over the work of the
Ministry of Internal affairs, the control by the Parliament of Republic of Macedonia over
the work of Directorate for Security and Counterintelligence. Although this institute isn’t
something new, it existed in the old Law on Internal Affairs, the adoption of the new law
meant specification and extension of the authorizations of the Parliamentary Commission in
reference to the overview and control over the Directorate for Security and
Counterintelligence.

525. In that direction, according to the stipulations of the Law on Internal Affairs, the
Directorate for Security and Counterintelligence is obliged to deliver to the “Commission
for overview over the work of the Directorate for Security and Counterintelligence and
Intelligence Agency” a Program and Report on its work and twice a year to notify the
Commission about fulfillment of the activities specified in the Program of the work of the
Directorate.

526. On the other hand, upon a request of the Commission, the Directorate is obliged to
allow insight/ inspection and to provide all necessary notification, data and information
from the sphere of activity of the Commission.
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527. Having in mind the sensitivity of information and data that the Directorate is dealing
with there is clear stipulation in the Law that these data, notifications and information are
information with certain degree of classification which, according to the regulations for
classified information, should be adequately protected. Members of the Parliament are
obliged to protect the classified information that they learned about or they came across
during or connected to the work in the Commission, and this obligation continues after the
end of the function member of the Overview Commission or after the end of the mandate in
the Parliament of R. Macedonia.

528. The Commission of the Parliament delivers the Report of its work to the Parliament
at least once a year. The report from this Commission is classified information with degree
of classification adequate to the degree of the classification of the report delivered by the
Directorate.

529. Same stipulations concerning the authorizations of the Commission exist also in the
Law on the Intelligence Agency (“Official Gazette of the Republic of Macedonia” no.
19/95) because of the fact that the same Commission does the overview over the work of
both services Directorate for Security and Counterintelligence and Intelligence Agency.

Madagascar

Question 1
Réponse du Secrétariat d'Etat de la Gendarmerie Nationale

530. A Madagascar, les services qui ménent des opérations de renseignements de la lutte
contre le terrorisme peuvent étre catégorisés en deux parties :

(a) Les services qui menent des opérations de droit, en 1I’occurrence, le service de
renseignements financiers(SAMIFIN)-Central Intelligence Service (CIS)- Cellule
de Lutte Anti-Terrorisme (CLAT) auprés du Ministére de la Sécurité Intérieur et le
Service de la Lutte contre le Terrorisme au sein de la Gendarmerie Nationale (SLT).

(b)  Les services qui ménent des opérations de fait (Service de douane-Service
d’immigration-Les Autorités portuaires-Le Service de délivrance de passeport MIN
INTER).

En ce qui concerne le Service de la lutte contre le Terrorisme au sein de la
Gendarmerie Nationale (COM/DSR/SLT), il est institu¢ par I’article 16 du Décret n°®
20096865 DU 16 JUIN 2009 fixant 1’organisation, le fonctionnement et les
attributions du Secrétariat d’Etat chargé de la Gendarmerie Nationale et ceux du
commandement de la Gendarmerie Nationale. Ce service a pour objet de coordonner
et harmoniser les efforts de la Gendarmerie Nationale en matiere de la prévention et
de la lutte contre le terrorisme dans tous ses aspects ainsi que sur la mise en ceuvre
des instruments internationaux pertinents. A ce titre :

* Premicrement, il organise des collectes des données aupres des organismes,
institutions, et départements internationaux et nationaux pour constituer une
banque de données.

* Deuxiemement, il organise des contréles des mouvements et des documents
des investisseurs étrangers et nationaux suspects & Madagascar.

» Troisiémement, il organise les controles des mouvements et des documents
des leaders d’opinion suspects a Madagascar.
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Réponse du Central Intelligence Service

531. Selon les dispositions du Décret n® 2003-portant création de la DIRECTION
GENERAL DU CENTRAL INTELLIGENCE SERVICE (DGCIS) et fixant ses missions et
attributions, celle-ci est placée sous 1’autorité du Président de la République. En sa qualité
d’organisme de Renseignements, elle a pour vocation primaire de « rechercher, de collecter
et d’exploiter tous les renseignements et les documentations susceptibles d’informer le
Président de la République aux fins de fonder ses décisions pour la sauvegarde des intéréts
supérieurs de la Nation » (article 2, alinéa premier).

532. En mati¢re de lutte contre la Terrorisme, le CIS est habilité a procéder a des
investigations judiciaires concernant « les associations de malfaiteurs en relation avec les
activités terroristes et concernant les crimes et délits assimilés », conformément a 1’article
2, alinéa 3 du Décret précité.

533. A cet égard, les officiers de Police et de la Gendarmerie Nationale, en Service au
sein du CIS, disposent de la qualit¢ d’Officiers de Police Judiciaire. Ils agissent
conformément aux dispositions du Code de Procédure Pénale et sur la base des infractions
prévues et réprimées par le Code pénal.

534. A cetitre, toutes les opérations de Police judiciaire sont menées sous la direction des
magistrats du Parquet du Tribunal de Premiére Instance.

535. Par ailleurs, selon D’article 6 du Décret 2003-728, le CIS peut recourir a la
réquisition des Forces Publiques compétentes dans 1’exécution des missions assignées.

536. Le CIS agit également sous le couvert des Traités et Conventions internationales sur
la lutte contre le Terrorisme, auxquelles Madagascar a été partie prenante et intégrés dans la
Droits positif malagasy, aprés ratification de 1 ‘Assemblée Nationale.

Question 2
Réponse du Secrétariat d'Etat de la Gendarmerie Nationale

537. D’abord il faut noter que par souci d’efficacité, en mati¢re de la lutte contre le
terrorisme, les actions d’intelligence et de police judiciaire sont séparées. Pour le cas de la
Gendarmerie Nationale, le service de la lutte contre le terrorisme (COM/DSR/SLT) est une
cellule d’analyse de renseignements.Si les renseignements tendent vers des actions
positives en matiére d’actes terroristes, il en rend compte aux échelons supérieurs et fait
intervenir des services qualifiés pour les interventions.

538. Ensuite, il est de régle de protéger les sources comme il est stipulé par le devoir de
discrétion professionnelle dans le décret régissant le service de la Gendarmerie Nationale.

539. Enfin, il faut respecter les libertés fondamentales durant I’exercice des
renseignements. Le COM/DSR/SLT travaille toujours dans le domaine accessible aux
publics, quant une suspicion embrasse le domaine privé, ce service demande le concours
des services spécialisés.

Réponse du Central Intelligence Service

540. A Madagascar, les Droits et les Libertés Fondamentales du citoyen sont garantis par
la Constitution de la République et leur violation expose son auteur a des poursuites
judiciaires sous le chef « d’atteintes aux libertés constitutionnelles ».

541. Le CIS s’attache & respecter au sens strict les dispositions de la Déclaration
Universelle des Droits de ’'Homme de 1945 et celles de la Charte Africaine des Droits de
I’Homme et des Peuples. Il est également astreint au respect des Conventions
internationales prohibant le recours a la torture et les atteintes a la dignité humaine.

542. Dans le cadre de sa mission, 1’agent du CIS est tenu au strict respect des textes de
Loi en vigueur (Code de Procédure Pénale, Code Pénal, les textes spéciaux ...) et au respect
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des principes généraux du Droit, dont notamment I’application de la régle selon laquelle «
la liberté est le principe, la détention est ’exception » en matiére d’ouverture d’enquétes
judiciaire et celle de la présomption d’innocence.

Question 3

Réponse du Secrétariat d'Etat de la Gendarmerie Nationale

543. Le COM/DSR/SLT ne dispose pas de pouvoir de mise en ceuvre de la loi.
Réponse du Central Intelligence Service

544. Dans le cadre d’ une investigation , il est reconnu a 1’Officier de Police Judiciaire
(OPJ) la faculté de procéder a tous les actes d’opérations judicaires et dont le formalisme
les entourant est prévu par le Code de Procédure Pénale et auquel il est tenu de se
conformer strictement, sans qu’ aucun pouvoir exorbitant ne lui soit reconnu.

545. Les actes de procédure sont soumis & un double contréle :

* Le controle hiérarchique exercé par les autorités dont releéve 1’agent concerné,
lesquelles assurent un suivi technique des opérations en cours.

* Le controle judicaire exercé par les magistrats du Parquet, lesquels sont les
véritables directeurs des enquéteurs en cours.

546. Par ailleurs, la liberté de la presse garantie a Madagascar par la Constitution et les
textes législatifs en vigueur, constitue un garde-fou tendant a obvier la survenance de
dérapage ou de bavure dans les opérations judicaires de lap art d’un OPJ.

Question 4
Réponse du Secrétariat d'Etat de la Gendarmerie Nationale

547. D’ abord a I’échelon national, les services qui évoluent dans les renseignements anti-
terroristes sont institués par décret prises en conseil des ministres et sur le plan inter
national, ils agissent suivant des conventions bilatérales ou multilatérales en matiére d’
entraide judiciaire ou extradition, ou encore ils interviennent par le biais des organismes
internationaux reconnus par les Nations Unies (Groupe EGMONT, INTERPOL etc.).
Ensuite, tous les agents travaillant dans les services de renseignements antiterroristes a
Madagascar sont tous assermentés (Agent de Police Judiciaire ou Officier de Police
Judiciaire) et sont soumis aux obligations de réserve et de discrétion professionnelle.

Réponse du Central Intelligence Service

548. L’article Premier du Décret 2003-728 du 03 juillet 2003 stipule que la « DGCIS est
placée sous 'autorité du Président de la République ». Ainsi, le CIS ne connait d’autres
interlocuteurs ni d’autres destinataires des notes de renseignements établies que le Président
de la République.

549. Les notes de renseignements établies par le CIS sont revétues du sceau de la
confidentialité et tous les agents sont astreints a 1’obligation de secret et de réserve, dont le
moindre manquement expose I’auteur a des poursuites judiciaires, sans préjudice des
sanctions administratives pour faute professionnelle lourde.

550. Dans la pratique, la confidentialitt des notes établies est assurée par la
compartimentation et la spécialisation des services.

551. Dans le cadre d’une enquéte judiciaire, I’OPJ est tenu a 1’obligation du secret de
I’Instruction et du respect de la vie privée de I’individu.

552. Par ailleurs, en maticre de lutte contre le terrorisme, le CIS ne peut passer outre des
principes édictés par le Droit International Privé, concernant les ressortissants des pays
étrangers résidents a Madagascar et du principe de la Territorialité des mesures de Police.
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Question 5
Réponse du Secrétariat d'Etat de la Gendarmerie Nationale

553. Au niveau de Ministére de la justice est instituée une commission pour la chaine
pénale constituée par des représentants des différents départements ministériels. Sous la
coupe d’un magistrat, cette commission est chargée de mener les enquétes suite aux
plaintes des personnes sur les agissements des agents de I’Etat notamment des forces de
I’ordre, y compris les agents des services de renseignements.

Réponse du Central Intelligence Service

554. Les personnes formulant des griefs a reprocher a I’ endroit du CIS peuvent épuiser
les voies de recours prévues par la Législation en vigueur.

555. Elles peuvent entreprendre un recours gracieux aupres des autorités hiérarchiques au
sein du CIS, lesquelles se réserveraient la droit d’appréciation des griefs formulés et
d’intenter une action récursoire contre 1’agent fautif, le cas échéant.

556. En cas de lésion de ses droits, le citoyen peut €galement saisir le Tribunal
Administratif et intenter un recours pour annulation d’un acte pris ou un recours pour exces
de pouvoir, en vue de prétendre a une réparation du préjudice subi.

557. Si Dinfraction commise reléve du droit commun, ’intéressé peut porter 1’affaire
devant le tribunal judicaire.

Question 6
Réponse du Secrétariat d'Etat de la Gendarmerie Nationale

558. En dehors du Haut Commissariat aux droits de I’'Homme des Nations Unies(HCDH)
et de ’ONUDC, Madagascar n’est soumis a aucun contrdle des institutions étrangéres dans
le domaine de renseignements relatifs a la lutte antiterroriste. Sur le plan national, des
sociétés civiles entre autres la « justice et paix » sont a I’affut sur I’application des droits de
I’homme par les agents de force de l’ordre, y compris les agents des services de
renseignement antiterroriste. Elles saisissent directement les responsables hiérarchiques du
service défaillant pour formuler leurs doléances suivant les informations qu’elles ont regu
directement des victimes, et d’ autre part elles peuvent adresser des correspondances aux
organismes internationaux auxquels elles sont affiliées.

Réponse du Central Intelligence Service

559. Le CIS refléte 1’exercice de la Souveraineté Nationale 1’émanation de la Raison
d’Etat. A ce titre, il n’existe aucune Institution externe habilitée a exercer un quelconque
contrdle a son endroit.

560. Néanmoins, il faudrait admettre que le CIS fait partie intégrante de la Présidence de
la République.

561. A cet égard, il pourrait faire I’objet d’un contréle « institutionnel » de la part de
I’Assemblée Nationale, notamment dans le cadre du contrdle effectué sur la politique de
I’Etat, conformément & 1’esprit de 1’équilibre des Pouvoirs.

Mexico

Question 1

562. De conformidad con el articulo 19 de la Ley de Seguridad Nacional, el Centro de
Investigacion y Seguridad Nacional, tiene entre otras atribuciones , el operar tareas de
inteligencia como parte del Sistema de Seguridad Nacional que contribuyan a preservar la
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integridad, estabilidad y permanencia del Estado mexicano, a dar sustento a la
gobernabilidad y a fortalecer el estado de derecho.

Question 2

563. El articulo 4 de la Ley de Seguridad Nacional, establece que la seguridad, se rige por
los principios de legalidad, responsabilidad, respeto a los derechos fundamentales de
proteccion a la persona humana y garantias individuales y sociales, confidencialidad,
lealtad, transparencia, eficiencia, coordinaciéon y cooperacion.

Question 3

564. Personal del Centro de Investigaciones y Seguridad Nacional, no cuenta con
atribuciones para realizar tales actos.

565. Por otra parte, el articulo 16 de la Constitucion Politica de los Estados Unidos
Mexicanos, establece que cualquier persona puede detener al indiciado en el momento en
que esté cometiendo un delito o inmediatamente después de haberlo cometido, poniéndolo a
disposicion sin demora de la autoridad mas cercana y ésta con la misma prontitud, a la del
ministerio publico.

566. Es decir, la facultad de detencion la tiene cualquier persona, sea o no parte de alguna
institucion o cuerpo de inteligencia o de seguridad, ya que basta que se esté ante la
comision de un delito (flagrancia) o inmediatamente después de haber perpetrado el mismo
(cuasi flagrancia), con la exigencia o control de tipo ejecutivo, de ponerlo a disposicion de
la autoridad responsable que en el caso se trata del agente del ministerio publico.

567. Asimismo, el Coédigo Penal Federal, en el titulo décimo “delitos cometidos por
servidores publicos”, describe a quienes se les considera como tales y las penalidades que
se les aplica.

Question 4
568. Los articulos 53, 54, y 55 de la Ley de Seguridad Nacional sefialan lo siguiente.

569. Articulo 53.- Los servidores piblicos que laboren en las instancias que integren el
consejo o en el Centro, asi como cualquier otro servidor publico o cualquier persona que se
le conceda acceso a la informacién relacionada con la seguridad nacional, deberan otorgar
por escrito una promesa de confidencialidad que observan en todo tiempo, aun después de
que hayan cesado en el cargo en razon de cual se les otorgo el acceso.

570. Articulo 54.- La persona que por algin motivo participe o tenga conocimiento de
productos, fuentes, métodos, medidas u operaciones de inteligencia, registros o informacion
derivados de las acciones previstas en la presente ley, debe abstenerse de difundirlo por
cualquier medio y adoptar las medidas necesarias para evitar que lleguen a tener publicidad.

571. Articulo 55.- Corresponde al Centro definir las medidas de proteccion, destruccion,
codigos de seguridad en las comunicaciones y demas aspectos necesarios par a el resguardo
de la informacion que se genere con motivo de los sistemas de coordinacion en materia de
seguridad nacional.

Question 5

572. La Ley Federal de Transparencia y Acceso a la Informacion Publica Gubernamental,
sefiala lo siguiente.

573. Articulo 1.- La presente ley es de orden publico y tiene como finalidad proveer lo
necesario para garantizar el acceso a la informacion en posesion de los poderes de la Union,
los 6rganos constitucionales autdbnomos o con autonomia legal, y cualquier otra Entidad
Federal.
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574. Articulo 20.- Los sujetos obligados seran responsables de los datos personales y, en
relacion con estos deberan:

» Adoptar los procedimientos adecuados para recibir y responder las solicitudes de
acceso y correccion de datos, asi como capacitar a los servidores publicos y dar a
conocer informacion sobre sus politicas en relacion con la proteccion de tales datos,
de conformidad con los lineamientos que al respecto establezca el Instituto o las
instancias equivalentes previstas en el articulo 61;

» Tratar datos personales solo cuando estos sean adecuados, pertinentes y no
excesivos en relacion con los propdsitos para los cuales se hayan obtenido.

* Poner a disposicion de los individuos, a partir del momento en el cual se recaben
datos personales, el documento en el que se establezcan los propdsitos para su
tratamiento, en términos de los lineamientos que establezca el instituto o la instancia
equivalente a que se refiere el articulo 61.

Question 6

575. De conformidad con la Ley de Seguridad Nacional, en México no existe fundamento
para que instituciones externas pudieran ejercer la funcion de contralor sobre las agencias
de investigacion.

Norway

Question 1

576. Preventing and combating terrorist acts domestically is the responsibility of the
police. The Police Security Service (PST) holds a dominant position in this respect. PST is
the national security service and the domestic intelligence service, and is empowered with
police- and prosecution authority. The Norwegian Intelligence Service (NIS), which is a
national civil-military service organised in the military, deals with the external terrorist
threat.

577. The Security Service is vested with powers to adopt preventive measures and to
conduct investigation and prosecution. Statutory law, that is the Criminal Procedure Act
and the Police Act, stipulates that the Service shall prevent and investigate threats against
the integrity and security of the state. These include terrorism. There are a large number of
methods available for the service such as clandestine search, room surveillance,
interception of communication etc., all statutory regulated. PST conducts covert
investigations. If the investigation is revealed or publicly known, it is normally transferred
to the ordinary police and law enforcement agencies.

578. The Intelligence Service Act of 1998 and the Instructions to the Intelligence Service
of 2001 enacts the legal framework for the NIS. The NIS shall collect, access and analyze
information regarding Norwegian interests as related to foreign powers, organizations or
individuals, and on the basis of such information develop analyses of threats and
assessment of intelligence. These tasks include e.g. international terrorism. The legal
framework states e.g. the rules of jurisdiction to conduct intelligence operations. It is
important that the operations are within the tasks for the service. All collective methods are
authorized and sanctioned by the Ministry of Defense. There are, however, limitations
regarding the NIS's possibility to conduct operations against Norwegian citizens and
organizations.
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Question 2

579. Vital in order to ensure respect for human rights is the shared responsibility among
the state powers. Systems of checks and balances must be established between the branches
of state as a precaution against abuse of power.

580. The executive superior power exercises direct control, determines the budget, and
sets general guidelines and priorities for the activities of the security and intelligence
services. The legislative power provides for parliamentary oversight and control by passing
laws that define and regulate the security and intelligence services as well as their special
powers, and by granting the corresponding budgetary means. The judiciary power both
monitors the use of special powers by the security and intelligence services and prosecutes
wrong-doing by their employees. This comes in addition to the services internal control,
stimulated and initiated by the functioning of the executive, legislative and judicial powers.

581. The rule of law is also a fundamental and indispensable element of democracy and
respect for human rights. Only if security and intelligence agencies are established by law
and derive their powers from the popularly elected legislative power they be said to enjoy
legitimacy. Without such a framework there is no basis for distinguishing between actions
taken on behalf of the state and those of law-breakers. National security should not be a
pretext to abandon the commitment to the rule of law which characterizes democratic
states, even in extreme situations.

Question 3

582. The PST has law enforcement powers. It is subject to internal control, executive
control by the Ministry and control by the Parliamentary Oversight Committee. In addition,
the Prosecution Authority supervises PST regarding criminal investigation and the judicial
authorize its use of coercive measures.

Question 4

583. This topic is comprehensive regulated in statuary law. The operational
implementation, legally and practically, is classified information. However these regulation
deals with the obligation to observe secrecy, the protection of privacy, responsibility of
treatment, purpose of the use of data, matter of necessity for information collection, the
subject for collection, the category of information which may be collected, reasons to delete
information, correction of information, exchange of information, record of events and more.

Questions 5 & 6

584. The only external body, who supervise the intelligence sector (except from the
Offices of the Auditor General), is the Parliamentary Oversight Committee for the
intelligence sector. The competence for the Committee is enacted in statutory law. The
Committee is founded, and the members are elected by, the national assembly. The
Committee is yet independent from the national assembly.

585. The Committee handles complaints from private individuals and organizations.
Anyone who believes that the services have committed injustices can make a complaint to
the Committee. All complaints that fall within the scope of supervision and to a certain
degree are substantiated by facts are investigated. The investigation is partly carried out in
writing, partly orally in the form of inspections and partly by checking archives and
registers. Complaints to the Committee are dealt with in confidence but, when a complaint
is investigated, the service concerned is informed. If the investigation reveals grounds for
criticism, this is indicated in a written statement to the service concerned. These statements
may be classified, dependent upon the content. The Committee has, however, no authority
to instruct the services to take specific action concerning a matter, but may express its
opinion and make recommendations. Statements to plaintiffs shall be unclassified. The
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Committee decides to what extent unclassified statements or unclassified parts of
statements shall be made public.

586. Even if no complaint has been submitted, the Committee may on its own initiative
investigate matters or circumstances of interest to examine more closely in view of its
supervisory capacity.

587. The Committee does also present an annual report on its activities to the national
assembly. These reports shall be unclassified. If the Committee considers that the national
assembly should receive classified information, the Committee shall bring this to the
attention of to the national assembly. It is then for to the national assembly to decide
whether to request the information.

588. The Committee has a broad right to inspect the services archives and registers and an
equivalent right of access to their premises and installations. However regarding the NIS
there are limitations in what the committee can inspect, this concerns sources, employees
which will operate during occupation, and sensitive information received from foreign
services. There are no restrictions when it comes to PST except for sources imposed by the
Committee itself. The Committee may summon employees of the services and other public
employees and private persons to give evidence orally to the Committee. This right does
not include the ministries. The Committee may also require evidence to be taken in court.
The Committee exercises supervision in two ways, by means of inspection and by
investigating complaints and matters raised on its own initiative.

589. Much of the information the Committee receives is classified on the basis of national
security interests. Such information cannot be disclosed by the Committee. In the case of
complaints concerning surveillance activities by the Police Security Service, the Committee
may as a general rule only inform as to whether or not the complaint gives grounds for
criticism. The Committee may however request the consent of the service concerned or of
the Ministry to provide a more detailed explanation in a specific matter if found to be
particularly necessary.

Romania

Question 1

590. According to the legislation in force, the Romanian Intelligence Service (SRI) is the
national authority with a specific mandate in the antiterrorist field, entitled to carry out
informative and technical activities for preventing and combating terrorism.

591. Another important institution is the Ministry of Administration and Interior (MAI),
which is responsible with information gathering activities in the antiterrorist field, through
the General Directorate of Intelligence and Internal Protection (GDIIP).

592. SRI provides for the technical coordination of the National System for Preventing
and Countering Terrorism (SNPCT) — including all the national institutions with
prerogatives in this area — through the Operative Antiterrorist Coordination Center (that
functions within the organizational chart of SRI).

593. In order to prevent and counter terrorist acts and similar deeds, the public authorities
and institutions that are members of the SNPCT perform specific activities, either
individually or in cooperation.

594. The ministries and the other public authorities and institutions that have prerogatives
in the antiterrorist field have to notify SRI about any natural and legal persons suspected of
having committed or in any way favored terrorist acts.

595. The main laws regulating the fight against terrorism are: Law 51/1991 regarding
national security; Law 535/2004 on preventing and countering terrorism; Law 14/1992 on
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the organization and functioning of the Romanian Intelligence Service; Law 15/2008 on the
organization and functioning of the Ministry of Administration and Interior.

Question 2

596. In Romania, the human dignity, the rights and freedoms of the people are guaranteed
by the Constitution.

597. Also, the law stipulates that the means employed to obtain the necessary information
for protecting national security should not infringe upon people’s rights and fundamental
freedoms, their private life, honor or reputation and should not deprive them of their rights
in an illegal manner.

598. Certain rights or individual freedoms can only be restricted in accordance with
specific provisions of the law, in situations that such act is necessary for defending national
security and public order.

599. Implementing such measures is only possible if approved by a designated judge, on
the basis of a request filed by an intelligence service and endorsed by a public prosecutor.

600. Any measure to restrict individual rights or freedoms has to be proportionate with the
situation that generated it and to be applied without discrimination.

Question 3

601. SRI and MAI have no law enforcement powers, do not carry out criminal
investigations, cannot enforce measures for arrest and do not hold detention facilities.

602. In the case of an ongoing crime against national security, an attack of terrorist or
other nature, SRI’s officers can hold the suspect and turn him/her over to the competent
judicial bodies along with a report and corpus delicti collected at the crime scene.

603. The activity of the intelligence services in the field of preventing and countering
terrorism is controlled by internal structures and also by the Parliament, through the joint
commission of the two Chambers.

Question 4

604. Law 677/2001 for protection of individuals regarding the processing data and free
movement of such data regulates the storage, processing and protection of personal data.

605. The personal data collected by the intelligence services are given the appropriate
protection, being treated as classified information.

606. All data obtained or used in the intelligence field, including personal data, can only
be communicated to legal beneficiaries, with the approval of the heads of institutions
competent in the field of national security, according to specific procedures.

607. A national system for protecting classified information was implemented in order to
ensure adequate protection for existing data.

Question 5

608. According to the Constitution (article 21 and article 52), “Every person is entitled to
bring cases before the courts for the defence of his legitimate rights, liberties and interests”
and “Any person aggrieved in his/her legitimate rights or interests by a public authority, by
means of an administrative act or by the failure of a public authority to solve his/her
application within the lawful time limit, is entitled to the acknowledgement of his/her
claimed right or legitimate interest, the annulment of the act and reparation for the
damage.”
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609. People who claim that their rights or freedoms have been affected by intelligence
services while making use of special means to obtain national security intelligence may file
a complaint to the standing committees for national defense and public order of the two
chambers of the Parliament.

610. Also, in the case of the Romanian Intelligence Service, such a complaint could be
addressed to the joint parliamentary committee overseeing SRI’s activities.

611. In such a situation, the commission analyzes and investigates, at the request of any of
the standing committees for defence, public order and national safety of the two Chambers,
the complaints filed by the persons who feel that their rights and freedoms have been
affected by the measures used in collecting information related to national security.
Moreover, the commission examines and provides solutions for any other complaints
received in connection with any possible breach of law in the activity of the service.

Question 6

612. The activity of the intelligence services, including in the field of preventing and
countering terrorism, is controlled by the Parliament, through the joint commission of the
two Chambers.

613. Thus, the commission verifies if the abovementioned activity is in accordance with
the Constitution and other laws in force, examines the cases where possible violations of
the laws have been signaled and identifies measures to be implemented.

614. Also, it analyses the reports presented by the Director of the Romanian Intelligence
Service to the Parliament and drafts its own report that is forwarded to the permanent
offices of the two Chambers.

615. The commission also deals with the financial aspects of SRI’s activity as it controls
how the Service uses the funds received from the state budget.

616. In exercising its competencies, the commission can request reports, written
explanations, documents, data and information that have to be provided by SRI, in due
time, according to the law. The commission can also organize hearings in connection with
the analyzed issues and SRI has to allow the hearing of any person indicated as such by the
commission.

617. The commission presents, annually, in the common meeting of the two Chambers of
the Parliament, a report concerning the activity carried out by the SRI. At the request of the
permanent bodies of the two Chambers, or whenever it is necessary, the commission drafts
and presents to the Parliament reports regarding the conclusions resulted from controlling
the activity of the Romanian Intelligence Service.

Russian Federation

Question 1

618. TIIpaBoBYyIO OCHOBY OOILIETOCYJaPCTBEHHONW CHCTEMBI ITPOTUBOJCHCTBHS TEPPOPUMY
cocraBisiror Koucturymms Poccuiickort ®epepanuuy, 0OUICTIPU3HAHHBIC NPUHIANBL U
HOPMBI MEKIYHApOJHOTO IIpaBa, MEKIyHApOIHBIE JOTOBOpHl Poccuiickoit deneparmm,
(denepampHBle  KOHCTHTYIIMOHHBIE  3aKOHBI,  (eaepanmbHble  3akoHBL,  CTpaTerus
HaroHasHOW Oe3omacHocT Poccmiickoit ®@enmeparunn 10 2020 roma, Konmemmms
BHemHe nomutuku Poccuiickoit  ®enepaumu, Boennas poktpuHa Poccuiickoit
OQenepanun, Konuenuusi npotuBoaeicTBust teppopusmy B Poccuiickoit @epepanuu, a
TaKXe Apyrue HOpMaTUBHO-IIPABOBHIE akThl Poccuiickoii denepauuy, HanpapieHHbIE Ha
COBEPILICHCTBOBAHKE JICITCIBHOCTU B TAHHON 00JIACTH.
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619. Konmemmus  mpotmBoaedcTBHs — TeppopusMy B Poccmiickoit  Denmepamuu
YCTaHaBIMBACT, YTO  CYOBEKTaMH  MPOTUBOJCUCTBHUS  TEPPOPHU3MY  SIBIIAIOTCS
YIIOJHOMOYEHHbIE ~ OpPraHbl  TOCYJApCTBEHHOW  BJIACTM M OpPraHbl  MECTHOTO
CaMOyIIpaBJICHUA, B KOMIICTCHIWIO KOTOPBIX BXOJUT IIPOBCIACHHUC MepOHpI/IHTI/Iﬁ 10
NPOTUBOACHCTBUIO TEPPOPU3MY, HErOCyJapCTBEHHbIE OpraHU3allMd W OOBETUHEHHS, a
TaKKe TpakAaHe, OKa3bIBAIOLINE COJACHCTBHE OpraHaM TOCYIAapCTBEHHOW BIACTH H
OpraHaM MECTHOTO CaMOYIpAaBJIEHUS B  OCYIIECTBICHUH aHTUTEPPOPUCTUUECKHUX
MEpPONPUITHH.

620. KoopauHauuioo AEATENbHOCTU IO NPOTUBOJACHCTBUIO TEPPOPU3MY, OPraHU3ALMIO
IUIAHUPOBAHMS TPUMEHEHHUsI CHJI M CPEACTB (peaepaibHBIX OPraHOB HCIOJIHUTEIBHOU
BJIACTH M MX TEPPUTOPHAIIBHBIX OPTaHOB 10 O0phOE ¢ TEPPOPU3MOM, a TAKXKE YHpPaBICHHE
KOHTPTEPPOPUCTHUECKIMHU orepanusIMu o0ecreynBaoT HannonansHeri
AHTUTEPPOPUCTUUECKUIN KOMHTET, DenepanbHblil OIEPaTUBHBII mITao,
AHTUTEPPOPHUCTHUECKNE KOMHCCHHM M OIIEpaTHBHBIC MTa0Bl B CyOBekTax Poccuiickoit
Denepanuu.

621. B cootBerctBum ¢ DenepanbHbiM  3akoHOM oT 06.03.2006 Ne 35-03
«O TpOTHBOACHCTBHM TEPPOPU3MY» (Iajiee - 3aKOH) B IENAX MPECCYCHUS U PACKPBITHSI
TEPPOPUCTUYECKOTO aKTa, OOE3BPE)KUBAHHUS TEPPOPUCTOB, oOecredeHusi Oe30MacHOCTH
(u3MUeCKUX  JIMI, OpraHW3alUii M  YYpeXICHWH, MHUHUMHU3AIMU  TOCIEACTBUN
TEPPOPUCTUYECKOT0 aKTa U 3alUThl XKM3HEHHO BaXKHBIX MHTEPECOB JINYHOCTH, OOIIECTBA U
roCyZapcTBa MOXET MPOBOAUTHCS KOHTPTEPPOPUCTHUYECKAs OIepanusi - KOMILIEKC
CIICIIMANIbHBIX, ONEPAaTHBHO-O0CBBIX, BOWCKOBBIX M HHBIX MEPONPHATHH C IPHUMEHEHHEM
00cBOW TEXHUKH, OPYXKHUS M CIICHUAIBHBIX CPEACTB IO NPECCYCHHIO TEPPOPHCTUYECKOTO
akTa, 00€3BpEXMBAHUIO TEPPOPUCTOB, OOECIICYCHUIO OE30MACHOCTH (PH3WUYECKUX JIHII,
OpraHu3aLyi ¥ YUPEKACHHUI, a TakoKe 10 MHHUMU3ALMHN TOCIEACTBHI TePPOPUCTUIECKOTO
aKTa.

622. CornacHo ct.15 3akoHa mpecedyeHHue TEPPOPUCTHUECKOTO aKTa OCYIIECTBISETCS
CHJIaMH M CpEJICTBAMHU OpraHoB (QenepaybHOil Cily)KObl 0€30ImMacHOCTH, a TaKXke
CO3/]aBa€MON M0  PEUICHHIO PYKOBOIUTENS  KOHTPTEPPOPUCTHUUECKOH  omepaiuu
TPYIIIUPOBKOM CHJI U CPE/ICTB. B MX coCTaB MOTYT BKIIIOYAThCS MOPA3AEIeHHs, BOMHCKHUE
yacTu U coenuHeHuss BoopyxeHnsix Cun Poccuiickoit ®depepauuu, noapasaencHus
(enepaybHBIX OPraHOB MCIIOJHHUTEIBHOM BIIACTH, BEAAIOIIMX BONPOCAMH OE30MacHOCTH,
00OpOHBI, BHYTPEHHHX [I€JI, IOCTHUIIMH, TPaXJAaHCKOH OOOPOHBI, 3alIMTHl HACEICHHS MU
TEPPUTOPUH OT YPE3BBIYAMHBIX CHTYallMid, a TaKXke APYTHX (enepalbHBIX OpraHoB
WCTIOTHUTENBFHOM BIIACTH M MOJPA3ZCICHUS OPTraHOB MCIOJHUTEIBHON BIIACTH CyOBEKTOB
Poccuiickoit denepannu.

623. OcHOBaHHS W TIOPSIOK MPOBEIEHUS KOHTPTEPPOPUCTUUECKUX OMNEpalnid, a TaKkKe
MPUMEHEHNsI YKa3aHHBIX CHJI M CPEACTB YPETYJIMPOBAHHI (hefepaaIbHBIMU 3aKOHAMH OT 6
MapTta 2006 roga Ne 35-03 «O npoTHUBOACHCTBUU TEPPOPU3MY», OT 3 ampenist 1995 rona Ne
40-03 «O denepanpHO cityx0e OezomacHOCTH», OT 6 deBpanss 1997 roma Ne 27-d3 «O
BHYTPEHHHUX Bolickax MuHHCTepCTBa BHyTpeHHUX Jien Poccuiickoit Peneparuim, 3aKOHOM
Poccuiickoit ®enepauuu ot 18 ampenst 1991 romga Ne 1026-1 «O munmunun», a Takxke psaaoM
JIPYTHX HOPMAaTHUBHO-TIPABOBBIX aKTOB.

624. Tlopsmox mpumeHenus: BoopyxennsiMu Crmamu Poccuiickort @eneparn opyxus 1
00cBOI TEXHUKH U1 YCTPAaHEHWS YIPO3bl WIHM TNPECCYCHHsS TEPPOPHCTUYSCKOTO aKTa
PErIaMeHTHPYIOTCSL  CIICIYIOIMMHI  TIOJIOKECHHSMH, YTBEP)KICHHBIMH IOCTAHOBJICHHEM
[IpaBurenscTBa Poccuiickoit ®eneparmu ot 6 mtons 2007 roma Ne 352 «O mepax mo
peanusanun PenepanabHOro 3aKoHa «O NPOTHBOJCHCTBUH TEPPOPU3MY»:

* [TonmoxeHne o MPUMEHEHUH OpYXHs u 00eBOi TexHWKH BoopyxkeHHbIMH CHilaMu
Poccuiickoit ®denepauuu A yCTpaHEHUS YIpO3bl TEPPOPUCTHUECKOTO aKTa B
BO3/IyLIHOM Cpe/ie MM IMPECEYECHHS TAKOT0 TEPPOPUCTHUECKOTO aKTa;
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* TlosokeHne o MpPUMEHEHHH OpPYXKHst 1 00eBoH TexHUKH BoopyxenHbiMu CuiaMu
Poccuiickoit denepanyu A yCTPaHEHHUsS] Yrpo3bl TEPPOPUCTHUECKOTO aKTa BO
BHYTPEHHHX BOJ[aX, B TEPPUTOPHAIEHOM MOpE, Ha KOHTHHEHTAIHLHOM mIejbde
Poccuiickoit @enepanmu ¥ mpu  obecriedeHUM OE€30ITaCHOCTH  HAIMOHAJIBHOTO
MOPCKOTO CyIOXOJCTBAa, B TOM 4YHCIE B MOABOAHOM cpene, WM Ul NMpecedeHus
TaKOT0 TEPPOPUCTUUECKOTO AKTA;

* Ilonoxenue o mpumenenun BoopyxenneiMu Cunamu Poccuiickoit ®enepaunuun
OpyXusi, 00CBOM TEXHHKH WM CHELHAJIbHBIX CPEICTB NPH YYacCTHUH B IIPOBEACHHUU
KOHTPTEPPOPUCTHUECKON OTIepaLu.

Question 2

625. B cr. 2 3akoHa «O TPOTHBOACHCTBHHM TEPPOPUIMY» 3aKPEIUICHBI IPHUHITUITEI
MPOTUBOACHCTBUS TEPPOPU3MY, OCHOBOIONATAIOIINMH U3 KOTOPBIX ABIISIIOTCS 0OecTieueHne
W 3allUTa OCHOBHBIX NpaB M CBOOOJ YENOBEKAa M TPaKAaHWHA, a TAaKXe COOIIOACHHE
3aKOHHOCTH. B paHee [IeiicTBOBaBIlIEM 3aKOHOAATENLCTBE O OOpHOE C TEppOPHU3MOM
NPUHLOMI 00ECHeYeHUs] W 3allUThl OCHOBHBIX IIpaB M CBOOOJ YeIOBEKa M TIpakIaHUHA
OTCYTCTBOBaJl. 3aKpEIUICHHE €ro B YKa3aHHOW CTaThe CBUCTEIBCTBYET 00 YCHUICHUHU
BHUMaHHS OPraHOB I'OCYAapCTBEHHON BIIACTH TapaHTHSAM O0OECHeUeHNUs U 3alUTHI TPaBbl U
cBoOox imuHOCTH B Poccuiickoit @enepanni.

626. Drta 3amUTa COCTOUT B MPUHATHUHN aKTUBHBIX U ACHCTBEHHBIX YIPEXKIAIOMINX U UHBIX
Mep TI0 3alIiTe OT HE3aKOHHBIX HApYIICHWH M OTpaHUYCHUH MpaB, cBOOOX W MHTEPECOB
YeIoBeKa, a PaBHO B BO3MEIICHUH BpeAa, IPUIMHCHHOTO BCIICACTBUE 3TUX HAPYIICHUHA U
OTpaHWYCHUH, JMJOMYIICHHBIX KaK B XOJAE TEPPOPUCTHUYCCKONH MESTCIBHOCTH ee
YY9aCTHUKAMH, TaK U B TIPOIECCEe aHTUTEPPOPUCTHIECKON PaOOTHI.

627. TeppopuCTHUYECKHI aKT B COOTBETCTBHH €O CT. 3 3aKkoHa SABISETCS OTHON W3
HanOoJee ONacHBIX KOHKPETHBIX (opM mposBieHHs TeppopusMa. PenreHuwe 3amad 1o
MPECCUYCHUIO M PACKPBITUIO TaKHUX HpeCTyHﬂeHHﬁ, MUHUMU3AOUN HX HOCJ'IC)ICTBHFI u
3alIMTBl  JKU3HEHHO BaXKHBIX HMHTEPECOB JIMYHOCTH, OOLIECTBA M  ToCyAapcTBa
o0ycnaBiIMBaeT  HEOOXOIUMOCTh  3aKOHOJATENILHOTO  OIpEleleHHs  BPEMEHHBIX
OTpaHMYCHUH ¥ Mep NpeayNpeUTEILHOTO XapakTepa, KOTOPbIE IOMyCTHMO HCIIOIb30BaTh
NIPU TIPOBEICHUN KOHTPTEPPOPUCTUUECKUX onepanuii. COBOKYIMHOCTb 3THX TPeOOBaHMH M
Mep ompezereHa B 3aKOHE Kak IPaBOBOM PEXUM KOHTPTEPPOPHUCTHUECKOW Olepanyn
(KTO).

628. Ilpm sTOM ciemyeT Yy4YWUTHIBaTh, YTO B COOTBETCTBHH C 3aKOHOJATEIHCTBOM
Poccuiickoit denepanny KOHTpTEPpOPUCTUYECKAs Ollepalys IPOBOAUTCS JIMLIb B Cllydae,
€Cli WHBIMH CHJAMH W CHOco0aMH Tpecedb TEPPOPUCTHUECKHA aKT HEBO3MOXKHO.
Pemenne o BBenennu npasoBoro pexnma KTO gomkHO OBITH HE3aMEUTUTENFHO TOBEICHO
JI0 CBEJICHMsl HACEJEeHHs uepe3 Cpe/iCTBa MaccoBOM MH(OpManuu M, MpEeXIe BCEro, N0
JKUTEJIEH TEPPUTOPUU, HAa KOTOPOM BBEACH IIPAaBOBOM PEXHUM KOHTPTEPPOPUCTUYECKOMH
onepauru. OHO JOKHO COJEpXKaThb HE TOJBKO OIpelesicHHe TeppUTOpUHN (TIepeyuHs
00BEKTOB), B Tpeeiaax KOTOpOW (Ha KOTOPBIX) TaKOW PEKAM BBOJUTCS, HO W TICPCUCHBb
KOHKPETHBIX MPEIYNPEIUTSIBHBIX MEP M BPEMCHHBIX OTpaHHUYCHUA, KOTOPBIC HEOOXOIMMO
MPUMEHATh B MEPUOJA JO OKOHYAHUS KOHTpTeppopucTthyeckoil onepauuu. Ilocne
3aBepIICHHs OMEpallii pelIeHHe O BBeAeHWH mpaBoBoro pexuma KTO momnexxut
He3aMeTUTEIHHOI OTMEHE, O YeM TaKXKe JOJDKHO OBITh MPOWH(GOPMHPOBAHO HACEIICHHE.

629. BaxHO OTMETUTH, YTO BBEICHHE CIIEIMAIbHOTO MpaBoBoro pexnma KTO wHe
aprsieTcs  oOs3arenmbHBIM.  OH ~ MOXET  BBOAWTHECS, €CIM IS TIPOBEACHUSA
KOHTPTEPPOPUCTHUECKON omeparuu TpeOyroTcs 3HAYMTENbHBIE CHIIBI W CPENCTBA, OHA
OXBaTBIBAET TEPPUTOPHIO, HA KOTOPOU MPOXKHUBAET 3HAYUTEIHHOE YHCIIO JIOJICH, a TTIaBHOE
- IPY HAJIMYHUU MOTPEOHOCTH B MPEAYCMOTPEHHBIX UM OrpaHuucHusx. Ho eciu pemieHue o
BBenieHnn pexxuma KTO mpuHATO, TO OHO JOJDKHO O0S3aTENIBHO COAEPIKaTh, BO-NEPBBIX,
oTIpeJielieHne TEPPUTOPUH, HA KOTOPYIO NAHHBIA PEXHUM PaCHpPOCTPaHSAETCS, BO-BTOPBIX,
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BpeMs JICHCTBHS yKAa3aHHOTO CHELHAIbHOTO PEXHMa, B-TPEThHX, NMEPEUCHb KOHKPETHBIX
IPUMEHSEMBIX MEp M BPEMEHHBIX OTpaHHuYCHUH. Peammzamms 3THX yCIIOBHH MO3BOISET
HCKJIFOYUTh HEOOOCHOBAHHOE OTPaHMUYCHHUE MIPAB U CBOOO TPAXKIAH.

Question 3

630. B cootBerctBUu co cT. 9.1 ®enepanpHoro 3akoHa oT 03.04.1995 Ned0-d3 «O
(denepanpHOl CiTy:)k0€ 0E30MACHOCTH» OPTaHbl O OOPHOE ¢ TEPPOPHU3MOM OCYIIECTBISIOT
CBOIO JICSITEIIBHOCTh B COOTBETCTBUU C 3aKOHOJATEIILCTBOM 00 OMEpPaTHBHO-PO3BICKHOM
JEATCTBHOCTH,  YTOJOBHBIM W YTOJIOBHO-TIPOIECCYATBHBIM  3aKOHOAATCIIECTBOM,
ykazaHHbIM ~@DenepalbHBIM  3aKOHOM U JIDYTHMH HOPMATHUBHO-IIPABOBBIMH  aKTaMU
Poccuiickoit ®enepaunu. B pamkax ocCyllecTBiI€HHS CBOEH JAESITEIbHOCTH OpraHbl
(denepampHOl  CcyXkOBI  0€30MACHOCTH  OOJIAAAIOT  TOJHOMOYHMSMH B 00iacTu
TIPaBOOXPAaHUTEIHHOHN JEATEIFHOCTH, B TOM YHCIIE TIO 33aJepKaHUI0 JIHII, TIOH03PEBAEMBIX
win OOBMHSIEMBIX B COBCPIICHHH TPECTYIUICHUH, IpPOBEACHHE OOBICKOB W HHBIX
IIPOLIECCYANBbHBIX ACHCTBUM.

631. Ilpu >TOM TONHOMOYHMAMH IO OCYIIECTBICHHIO 3a/Jep>KaHMSA, 3aKIIOYECHUS IOJ
CTpaxXy, MPOBENCHHS OOBICKA M WHBIX CIEACTBCHHBIX W MPOIECCYaJbHBIX ICHCTBUI B
paMKax TPOBEJCHUS KOHTPTEPPOPUCTUYECKUX ONepaluii HaJleJIeHbl COOTBETCTBYIOIINE
JIOJDKHOCTHBIE JMIa (OpraH JO3HaHMS, JO3HaBaTellb, CIIEA0BaTelb, PYKOBOAUTEINH
CIIEJICTBEHHOTO OpraHa), a HUX OCYIIECTBJIEHHE BO3MOXXHO TOJIBKO II0 OCHOBAHUSM,
MPEeNyCMOTPEHHBIM  YTOJIOBHO-TIPOLIECCYANIbHBIM  KOJIEKCOM (VIIK)  Poccutickoii
Denepanuin.

632. B coorBerctBuu co crarteeid 123 VYIIK moboe pemeHne yroJIHOMOYEHHOTO
JIOJKHOCTHOTO JIMIIA MOXKET OBITH 00KaJIOBAaHO B MMPOKYPATYPY WM B CyI€OHOM TOPSAKE.

633. B COOTBETCTBHHA co craTbei 11 ®denepaabHOTO 3aKO0HA
«O  OpOTUBOJEHCTBMM  TEPPOPH3MY» B  LENAX TIPECEUYEHHS M PACKPBITHA
TEPPOPUCTUYECKOTO aKTA, MUHUMH3ALUK €ro MOCICACTBUM U 3alUThl KU3HCHHO Ba)KHBIX
MHTEPECOB JIMYHOCTH, OOIIECTBA M TOCYAapCTBa 10 PEIICHUIO YIOJIHOMOYEHHOTO
JIOJDKHOCTHOTO JIMIIA, MPHUHSABIIETO PpEIIEHHE O IPOBEJCHUU KOHTPTEPPOPUCTHUECKON
orepanuu (4acth Bropas ctatbu 12 denepanbHOro 3aKoHa), B Mpenenax TEPPUTOPUH e€e
MIPOBEICHUS] MOXKET BBOAMTHCS NMPABOBOI PEKUM KOHTPTEPPOPUCTHUYECKON OMepaiy Ha
TIEPUOJ €€ IPOBEACHUSI.

634. Ha Teppuropun (00beKTax), B Impeaenax KOTOpoi (Ha KOTOPHIX) BBEAEH IPaBOBOU
PSXUM  KOHTPTEpPOPHCTHYECKOH  omepanuu, B TOpSAAKE,  MPEAyCMOTPEHHOM
3aKOHOIaTEILCTBOM Poccuiickoii ®denepanuy, Ha epuoL [IPOBEJICHUS
KOHTPTEPPOPUCTUUECKON OMNEpanuy JOMYCKacTCsl TNPUMEHEHHE OTICIbHBIX MEp ¢
BPEMCHHBIX OTPAaHWYCHHH, B TOM YHUCIIE:

* TpOBepKa Y (PU3WYECKHUX JHI[ JOKYMEHTOB, YJOCTOBEPSIOIINX HX JHYHOCTH, a B
clIy4ae OTCYTCTBHS TaKHUX JOKYMEHTOB - JTOCTaBJICHHE YKa3aHHBIX JIMI[ B OPTaHBI
BHyTpeHHUX nen Poccuiickoit ®enepanuu (WHBIE KOMIETEHTHBIC OpPTaHBI) IS
YCTaHOBIICHUS JTHYHOCTH;

* OecCHpenATCTBEHHOE MTPOHWKHOBEHHE JIUI], MPOBOASAIINX KOHTPTEPPOPHUCTHUCCKYIO
OTIEpaIIO, B XKWIbIE W MHBIEC MPHUHAUISKAIINE (PU3NIECKUM JIMIAM ITIOMELIECHUS U
Ha TIPUHA/UIeKAINNE MM 3EMENbHBIC YYacTKH, Ha TEPPUTOPUH M B IOMEIICHHUS
OpTaHM3ali HE3aBHCHUMO OT (OPMBI COOCTBEHHOCTH JUI OCYILIECTBICHHS
MEpOIPUATHI 1T0 60PBOE C TEPPOPUIMOM.

635. Cormacao cr. 23, 24 ®@epepampHoro 3akoHa «O (¢enepampHOH Ciryx0e
0e30macHOCTH», KOHTPOJb 32 JEATENBHOCTHIO OpraHoOB  (efepalbHON  CITy>KOBI
6e3omacHocTH ocymecTBISIIOT IIpesmpent Poccwiickoit ®epepannu, PenepampHOE
Coobpanue Poccuiickoit deneparuu, [IpaButensctBo Poccuiickoit deneparu u cyaeOHbIC
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opraHbl B Ipeaenax MOJIHOMOYMH, onpenensiemblx KoHctutyumedt Poccuiickoit
Denepauny, GeaepabHEIMI KOHCTUTYIMOHHBIMH 3aKOHAMHU U (heJiepanbHBIMU 3aKOHAMHU.

636. JHemyrtatel (wiensl) Cosera @enepamun u jgemytaTsl [ ocymapcTBeHHOM J{ymbl
®Oenepanpaoro Cobpanust Poccuiickoit ®enmepaiiuii B CBA3M C OCYIICCTBICHHEM HMHU
I[eHyTaTCKOfI JACATCIILHOCTH BIpaBE€ I0JIy4YaTb CBCIACHUA O JCATCIBHOCTH OpPraHoB
(enepanbHON Ciy)Obl 0€30MaCHOCTH B TOPSJAKE, ONPEAEIIEMOM 3aKOHOAATEIHCTBOM
Poccuiickoit ®eneparnumn.

637. Hanmzop 3a ucriosHeHHeM opraHamu (eiepanbHON CiTy>KObI 0€30MacHOCTH 3aKOHOB
Poccuiickoit ®denepannu ocymecTBistoT I enepanbHbiil npokypop Poccuiickoit denepaunn
W YHOJIHOMOYEHHBIE WM HPOKypopsl. IIpenmerom Ham3opa sBifeTCs COOJIOACHHE
Konctutyuun Poccuiickoii @Penepanii U UCHOJHEHHE 3aKOHOB, JAECUCTBYIOUIMX Ha
TEPPUTOPUHU Poccuiickoi ®denepanuy, (dhenepanrbHBIMU MUHUCTEPCTBAMHU,
TOCYZAapCTBCHHBIMH KOMMTETAaMH, CIyXkO0aMH ¥ UWHBIMH (elepalbHbIMA OpraHaMu
UCTIOJTHUTEIIbHON BJIACTH, MIPEACTaBUTEIBHBIMU (3aKOHOJATETLHBIMN) "
HCIIOJIHUTENBHBIMU  TOCYJApCTBEHHOM OpraHaMu BJIACTH cy0BpexToB  Poccwmiickoit
@Denepaliuy, OpraHaMH MECTHOTO CaMOYIMpaBJICHHUs, OpraHaMH BOEHHOTO YIPaBJICHUS,
OopraHaMy KOHTPOJS, MX JOJDKHOCTHBIMU JIMIIAMH, a TakXe OpraHaMH YIpaBieHHUS U
PYKOBOJIUTEIIMH KOMMEPUYECKUX U HEKOMMEPUYECKUX OpraHu3auui.

Question 4

638. ®denepanpHpiM  3akoHOM 0T 19 pexabpst 2005 roma Nel60-®3 Poccuiickas
®enepanus paruduimposana Konsenuro Coera EBpornsl o 3amunTe GU3HYecKnX NI IPH
AaBTOMATH3MPOBAHHOW 00pabOTKe MEepCOHAIBHBIX TaHHBIX, HANPABJICHHYIO Ha oOecrieueHne
Ha TePPHTOPUH TOCYIAPCTB-YYaCTHHUKOB COOJIOJCHHS IPaB M OCHOBHBIX CBOOOJ Ka)XKIOTO
YeJoBeKa M, B 0COOCHHOCTH, ero NpaBa Ha HENPUKOCHOBEHHOCTH JINYHOW C(ephl B CBA3M C
aBTOMaTHUYECKOH 00pabOTKON KacaroIINXCsl €ro MepPCOHATBHBIX JaHHBIX.

639. B Poccuiickoit ®emepannu PaBOOTHOIICHHUS, CBS3aHHBIE C 00paboTKOI
NEePCOHANBHBIX  JaHHBIX TOCYJAPCTBEHHBIMH M  MECTHBIMH  OpraHaMH  BIIACTH,
IOPUANYECKUMH U (U3MYECKUMH JIHMLAMH peryiupyrorcsi denepanbHbIM 3aKOHOM OT 27
utonst 2006 rona Nel152-D3 «O nepcoHaNbHBIX JaHHBIX».

640. Ilenbto ganHOrO 3aKOHA SBJISIETCSl OOECIICUSHUE 3AIUTHI IpaB U cBOOO/] YellOBEeKa 1
rpaXAaHMHA TpH 00pabOTKe ero IEepCOHANBHBIX [aHHBIX, B TOM YHCIE NpaB Ha
HENPUKOCHOBEHHOCTh YaCTHOW JKNU3HH, JINYHYIO ¥ CEMEHHYIO TaiHy.

641. B cr. 5 ®enepanbHoro 3akoHa «O MepCOHANBHBIX JAaHHBIX» 3aKPEMJICHbI MTPUHIIUIIBI
00paboTKM MEPCOHANBHBIX AAHHBIX, K KOTOPBIM OTHOCSTCS:

* 3aKOHHOCTb Ieled W crnoco0oB 00pabOTKM TMEpPCOHANBHBIX JAHHBIX U
JI0OPOCOBECTHOCTB;

¢ COOTBETCTBHUEC ueneﬁ O6pa60TKI/I NEPCOHAJIBHBIX  HAaHHBIX LCJIAM, 3apaHee
OIPEACIICHHBIM UM 3asBJICHHLBIM IIpU 060pe NEPCOHAJIBHBIX MOAaHHBIX, a TaKXKe
MOJIHOMOYUAM OoIlepaTopa,

* COOTBETCTBHE O0BbeMa H XapakTepa O6pa6aTI>IBaeMLIX NEPCOHATIbHBIX JAaHHBIX,
CIoco0oB 06pa6OTKI/I NEPCOHAJIBHBIX JIaHHBIX LEJISIM O6pa6OTKI/I NEPCOHAJIbHBIX
JaHHBIX

* JOCTOBCPHOCTH NEPCOHAJIBHBIX JAHHBIX, UX NOCTATOYHOCTH IJIsA uenef/i 06pa60T1<1/1,
HEAOMMYCTUMOCTDb 06pa6OTKI/I INEPCOHATIbHBIX JaHHBIX, H30BITOYHBIX 110 OTHOIIEHHIO
K 1ICJIAM, 3a4BJICHHBIM IIPpU c60pe NEPCOHATIbHBIX NaHHBIX;

¢ HEAOIIYCTUMOCTb O6’I)€I[I/IH€HI/I$I CO3JJaHHBIX [JI1 HECOBMCCTUMBLIX MCKIY coboit
ueneﬁ 0a3 JaHHBIX I/IH(I)OpMaIII/IOHHI)IX CHUCTEM NIEPCOHAJIbHBIX NJaHHbIX.
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642. Ilyaktom 1 cratem 4 OepmepanpHOTO 3aKOHa «O TEPCOHATBHBIX JAHHBIX)»
ompenensercss 3aKOHOJATeNbHAas OCHOBA OOpabOTKM TEpPCOHANBHBIX JaHHBIX. Tak, B
YaCTHOCTH, TOBOPHUTCSA, YTO 3aKOHOJATenbcTBO Poccmiickoit ®Pemepanmu B obmactu
MEepPCOHANBHBIX JAaHHBIX OCHOBbIBaeTcsi Ha Kouctutynuu Poccuiickoit ®eneparnumy,
MEXIyHapOHbIX JoroBopax Poccuiickoin @enepanuu U APYyTUX ONPEAESISIOIINX CIydYau U
0co0eHHOCTH 00pabOTKU MEPCOHANIBHBIX JIaHHBIX (pefepaTbHbIX 3aKOHAX.

643. K Takum akTam, B TOM YHCJI€ OTHOCSTCS:

* 3akoH Poccuiickoit ®emepammu ot 18 ampens 1991 1. Ne 1026-1
«O MUY ;

o OenepanbHblii 3akoH OT 12 aBrycra 1995 1. Ne 144-®3 «OO0 omnepaTUBHO-
PO3BICKHOU I€ATEIbHOCTIY;

» Qenepanbubiii 3akoH or 27 wmronst 2006 1. No 149-03 «O6 wuHpopmarmy,
MH(OPMALMOHHBIX TEXHOJIOTHSX U O 3alIUTe HHPOPMALUN»;

* QenepanbHbIi 3aKOH oT 3 niexaopst 2008 I. Ne 242-03
«O rocynapcTBeHHOM reHOMHO# peructpaiuu B Poccuiickoit deneparimy;

» QenepanbHblif 3akoH 0T 25 umromst 1998 r. Ne 128-@3 «O rocynapcTBeHHOM
JaKTUJI0CKONM4YecKoil peructpanuu B Poccuiickoit @enepaunn.

644. B coorBercTBMM ¢ mNOANYHKTOM 5 mnyHkTa 9 Ilomoxkenus o MunucTepcTBe
BHyTpeHHUX aen Poccuiickoit ®@enepanun MBJ[ Poccum B nHenmsx peanu3anuu CBOHX
MOJTHOMOYMH HMMeeT NMpaBo (OPMUPOBATH M BeCTH (hepepanbHbIC y4eThl, 0a3bl JaHHBIX
ONEPATUBHO-CIIPABOYHOM, PO3BICKHOM, KPUMUHAIMCTUYECKOM, CTATUCTHMYECKONM M HHOM
nH(popManny, a TaKKe MMOJIH30BATHCS B YCTAHOBICHHOM NOpsiAKe (heaepanbHBIMHI yIeTaMH,
0azaMu JaHHBIX B 3TOH 00JIacTH APYTUX (erepaabHbBIX OPraHOB HCTIOIHUTEIBHON BIACTH.

645. B cootBerctBum co cr. 9.1 ®emepampHoro 3akoHa «O denepanpHON cCiryx0e
0e30macHOCTH» MPOBEICHUE MEPOIIPHATHI 10 O0phOE ¢ TEPPOPHU3MOM, OTPAHUINBAIOIINX
mpaBa TpaxJaaH Ha HCIPUKOCHOBCHHOCTL JKHJIWIIA, TaﬁHy MEPEmrcKu, Te.]'le(l)OHHI)IX
MEPEroBopoB, MOYTOBLIX, Teﬂel"pa(bH])lX U UHBIX COO6IJ.[CHI/II‘/II rpaxJjiaH, J0ITyCKacTCsa TOJIbKO
Ha OCHOBAHHWU ITOCTAHOBJICHUA CYJAbU W MOTHUBHUPOBAHHOTO XOﬂaTaﬁCTBa PYKOBOAUTEIIA
opraHa 1o 6opr0e ¢ TeppOPU3MOM HIIH €r0 3aMECTHTEIIS.

646. Jlunma, BHHOBHBIE B  HapylieHHMH TpeboBaHuii  dDexpepanbHOro  3akoHa
«O mepcoHaNbHBIX JAHHBIX», HECYT TPakKJaHCKYIO, YTOJOBHYIO, aJMHHUCTPAaTHBHYIO,
JUCLIUIUIMHAPHYI0O W HWHYI0 IPEIyCMOTPEHHYIO 3aKOHOIATeNbCTBOM  Poccuiickoit
®denepanny OTBETCTBEHHOCTb.

Question 5

647. Cratest 33 Koncturynmm Poccuiickoit ®epepannu NpenocTaBiIseT TpakaaHaMm
Poccmiickoit  ®exeparmu  mpaBo  oOpamaThcs  JIMYHO, a TaKKe  HAIpaBIATh
WHIMBUAYAIbHBIE M KOJUICKTHBHBIE OOpamieHHs B TOCYIJApCTBCHHBIE M MECTHBIC OpTaHbI
BJIACTH.

648. B cootBerctBUM co cT. 6 DenepanbHoro 3akoHa «O QenepanbHOH City)Oe
0€30MacHOCTH» TOCYJapCTBO TapaHTHPYET COONIO/CHHE MpaB W CBOOONM dYeJIOBeKa U
rpaxJaHMHA MpPH OCYILECTBICHUU (denepasbHON  city>x00i  Oe3omacHOCTH  CcBOe
nestenpHOCTH. He momyckaercst orpaHn4eHHe MpaB ¥ CBOOOJ YesioBeKa M IpaXkJaHUHA, 3a
HCKIIIOYEHUEM CIIy4aeB, IPEAyCMOTPEHHBIX 3aKOHOAATeNLCcTBOM Poccuiickoit deneparmu.

649. Jlumo, monararomiee, 4To opraHaMu (eaeparbHON CIyKOBI 0€30IMacHOCTH JHOO0 HX
JOJDKHOCTHBIMHM JIMIIAMH HapyIIEHBI €ro MpaBa W CBOOOJIBI, BIIpaBe 00KanoBaTh JCHCTBHSA
YKa3aHHBIX OPTaHOB W JOJDKHOCTHBIX JIMII B BBIIIECTOSIIUM OpraH (eaepaabHON Ciry:KObI
0€301acHOCTH, MPOKYPaTypy WIN CYA.
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650. ®enepanpHbM 3aK0HOM OT 2 Mast 2006 roma Ne59-@3 «O mopsiake paccMOTpeHUS
oOpamennii rTpaxkman Poccuiickoit ®exepanum» peryaupyrOTCS IPaBOOTHOIICHUS,
CBs3aHHbIE C peanu3anueil rpaxxaanuHoM Pocculickoit @enepanuu 3aKperyieHHOrO 3a HUM
B Koncturynuu Poccuiickoii ®eneparnun mpaBa Ha oOpallleHHEe B TOCYIapCTBEHHBIC
opranbl MW oOpradbl MECTHOT'O CaMOYIIpaBJICHUSA, a TaKXKC YCTaHABJIMBACTCA MOPAI0K
paccMoTpeHusi oOpalieHuid rpaXkJjaH rocyJapcTBEHHBIMH OpTaHaMH, OpraHaMH MECTHOTO
CaMOYTpaBJICHUs U JOJDKHOCTHBIMY JULAMU.

651. IIpukazom @Cb Poccuu ot 22 saBaps 2007 roma Ne21 yreepixnena MHcTpykIms 06
OpraHM3alli paccMOTpeHust oOpameHuid rpaxnan Poccuiickoir ®dexepanum B opraHax
(henepanpHOU cIy)0b1 Oe3omacHocTH. JJanHas MHCTpYKIMs onpeaenseT eAUHBIA TOPSIIOK
NpueMa, PErucTpaluy, pPacCMOTPEHHs IHCBMEHHBIX W YCTHBIX OOpaIleHWH TrpaxiaaH
Poccuiickoit @enepanny, NIPOBEPKH COCTOSHUS pabOTHI ¢ 0OpaIeHUsIMU, KOHTPOJIS 33 UX
paccMoTpeHneM, aHann3a U 00O0OILIeHUsT colepikalieiics B oOpaieHusx uHbopmanuu, a
TaKXKe OpraHM3aIUI0 IpHUeMa TpakaH B opraHax (eepaabHOl ciyKObl 6€3011acHOCTH.

652. PaccmoTpenue obpamieHuH SBISAETCSA JODKHOCTHON OOS3aHHOCTBIO PYyKOBOAWTENEH
(Ha4aNbHUKOB) OPraHOB 0E30MaCHOCTH WJIM MO MX IHChbMEHHOMY MOPYYECHHUIO — JIPYTUX
JOJIKHOCTHBIX JIAIY B npeaciax KOMIICTCHIIUH. Havanpuuku HECYT JIAYHYTO
OTBETCTBEHHOCTH 32 MPABIIbHYIO OPraHU3alUI0 PaOOTHI 10 PACCMOTPEHUIO OOpaleHUH U
IpueMy IpakaaH B OpraHax 0e30MacHOCTH.

653. YcraHoBineHHblii PenepaibHBIM 3aKOHOM «O TOpSAKE PacCMOTpEHUs oOparieHui
rpaxaad Poccuiickoit ®enepannm» TMOPSIOK PacCMOTPEHUs] OOpallleHHH TpakIaH
pacrpocTpaHsieTcsl Ha Bce 0OpalleHNs TPakaH, 32 HCKITIOYEHHUEM TeX, KOTOPBIE TOUIEKAT
paccMOTPEHHI0O B HWHOM TIOpPSAKE, YCTAaHOBIEHHOM 3aKOHOJATENLCTBOM Poccuiickoit
denepanuu.

654. Tak, B paMKax yroJIOBHOTO CYZOIIPOM3BOJICTBA B COOTBETCTBUH co craTher 123 VIIK
nercTBusl (Oe3AeiicTBHE) M pEIIeHHs OpraHa IO3HaHWs, JJO3HaBaTels, CIeIoBaTens,
PYKOBOJAMTENSI CIEACTBEHHOTO OpraHa, NpOKypopa M CyJa MOTYT OBbITh 00aJOBaHBI
NPOKypopy (PYyKOBOJHTEINIO CIIEACTBEHHOTO OpraHa), a Takke B CyJCOHOM IOpsjKe
Y4yaCTHUKaMH YT'OJIOBHOT'O CYJONPOM3BOJACTBA, a TAaKKEC HWHBIMHU JIMIaMU B TOM JyacTu, B
KOTOpPOH IPOM3BOMMEBIE TpOIeCcCyanbHble ASHCTBUS W NPUHHMAaeMble IpOIEcCyabHbIC
peLICHNS 3aTParuBaloT X HHTEPECHI.

655. Tlopsimok mojmauM M PacCMOTPEHUS TAaKUX KajJoO periiaMeHTHpyeTcsi IaaBoil 16
(O6xanoBanne AEHCTBUA M pEHICHHH Cyla W JOIDKHOCTHBIX JIMIL, OCYLIECTBIISIOIINX
YTOJIOBHOE cymonpon3BoacTso) YIIK.

656. Cratpeir 39 3akoHa Poccmiickoit @epepammn «O MUIHIU» 3aKPEIUISLETCS MPaBO
00>KaOBaHUsI HEMPABOMEPHBIX JICHCTBUI COTPYIHMKOB MHJIMIUH, COIJIACHO KOTOPOMY
TPaXXJIaHUH, CYUTAIOIIUH, YTO JIeUCTBUE JINOO Oe3/eiiCTBIE COTPYTHUKA MUJIUIIUH TPUBEIIO
K YLIIEMJIIGHHIO €ro MmpaB, CBOOOJN M 3aKOHHBIX HMHTEPECOB, BIpaBe O00XKAJIOBATh I3TO
HeﬂCTBHe NniIn 663ﬂeﬁCTBHe BbIIICCTOALLIUM opraHaM NJIn }IOJ'DKHOCTHOMy .]'II/ILIy MMWJIMIUH,
MPOKYpPOPY WU B CY/.

Question 6

657. B 2005 romy B coorBercTBUU ¢ DenepaibHbIM 3akoHOM OT 4 ampens 2005 roga
Ne32-®3 co3nana ObmiecTBenHas nanara Poccuiickoit @enepanum, KoTopast obecrnednBaeTt
B3anmogeicTBue rpakaaH Poccuiickoit dexpeparnymn, oOIMIECTBEHHBIX OOBEIMHEHHH C
(enepaybHBIMA OpPTaHAMH TOCYJapCTBEHHON BIACTH, OPraHaMH T'OCYAApPCTBCHHOW BIIACTH
cyonektoB Poccuiickoit Pemepanny W OpraHaMH MECTHOTO CaMOYIIPABICHUS B LEIAX
ydera motpeOHOCTEH W HWHTepecoB TpaxknaaH Poccuiickoit deneparnmu, 3aImuThl MpaB U
cBoOon rpaxmaH Poccuiickoit denepamym ¥ MpaB OOIIECTBEHHBIX OOBEAWHEHHWH TNPHU
(opMHpPOBaHMHE U peaNM3aldl TOCYAApPCTBEHHON IIOJUTUKK B LEJSAX OCYLIECTBICHUS
OOIIECTBEHHOIO KOHTPOJS 3a IEATENBHOCTHIO (hellepalbHBIX OPraHOB HCIIOJIHUTEIBLHOH
BJIACTH, OPTaHOB MCIIOJHUTEIBHON BllacTH CyObekTOB Poccuiickoit denepannu u opraHos
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MECTHOTO CaMOYIPAaBJIEHHUs, a TAKKE B LEISIX CONCHCTBUS peanu3allii rocyJapCTBEHHOMN
HNOJMMTHKH B oOsactn oOecriedeHWs TMpaB dENOBEKa B MECTax MNPUHYAUTEIBHOTO
comepxkanusa. OpHOH w3 OCHOBHBIX Ienell  OOIMIeCTBEHHOM MayiaThl  SIBIAETCS
OCYILIECTBIICHHE  OOLIECTBEHHOTO  KOHTPOJIS 32  JiesTenbHOCThI0  [IpaBuTenbcTBa
Poccuiickoit denepanuu, depepanbHbIX OPraHOB UCIOJHUTEIBHOW BIIACTH, B TOM YHCIC
@®CB Poccumn, opraHoB HCIIOJIHUTENHLHON BiacTH cyOBekToB Poccuiickoit denepauyu u
OpPTraHOB MECTHOT'O CaMOYTIPABJIEHHUsI, a TAK)Ke 3a coOIoaeHreM cBo0o b ciioBa B CMI.

658. B coorBerctBHM co cT. 24 ykazaHHOro 3akoHa (enepaJbHbIE OpraHbl
TOCYZapCTBEHHOW BIIACTH, OpraHbl T'OCYJapCTBEHHOW BIacTH CcyOBekToB Poccuiickoii
®denepanuy, opraHbl MECTHOTO CaMOYIPABJICHHS, TOCYAapCTBEHHBIC W MYHHIWIAJIbHBIC
OpTaHM3aINH, UHBIC OPraHU3alny O0S3aHbI MPEIOCTABIAThH 10 3ampocaM OOIecTBEHHON
najaThl HEOOXOANMBIE €i JUIS MCHOJHEHMSI CBOMX ITOJHOMOYHNI CBEIEHHMS, B TOM YHCIE B
BU/IE JIOKYMEHTOB M MAaTCpHAJOB, 33 MCKIIOUCHUEM CBEICHUH, KOTOPBIC COCTABISIOT
TOCyIapCTBEHHYIO W MHYIO OXpaHseMylo ¢enepaibHbIM 3akoHOM TaiiHy. CormacHo cT.22
maHHOTO 3akoHa OOIIeCTBeHHAs MajaTa €XETrOJHO IyOJIHKyeT JOKIaJ O COCTOSHHU
rpakaaHckoro obmectsa B Poccuiickoii deneparum.

659. Tlpuxkazom ®Cb Poccuu ot 12 mas 2007 roga Ne235 coznaH oOImIEeCTBEHHBI COBET
npu DenepanbHoil  ciyxkOe  Oe3zomacHocTH  Poccmiickoit  Denepaiyin, KOTOPBIi
OCYIIECTBIISICT OOIIECTBEHHBI KOHTPOJb 32 JEATEILHOCTHIO OPTraHOB 0O€30I1acHOCTH B
YacTH, Kacaroulelcsl COONIOeHUs] OpraHaMu Oe30MacHOCTH KOHCTHTYLIMOHHBIX TpaB M
cBobox rpaxgaH Poccuiickoit ®enepanuu. K HacrosimieMy MoMeHTY npoeneHo 12
3acenannii OOIIECTBEHHOTO COBETa, KOTOPBIH 3apeKOMEHAOBall ceds Kak ACHCTBEHHBIN
MEXaHM3M DPa3BUTHA B3aWMOACHCTBUS OPraHOB OE30MAacHOCTH C  OOIIECTBEHHBIMU
00BeIMHEHNUSAMH, HAYYHBIMH OpPTaHU3AIMsIMA U TpakaaHamu Poccuiickort @enepamun B
obyacti obecriedeHHsT HaIlMOHAIBHOW O€30MacHOCTH, 3aIUThI MPaB W CBOOOJ TpakaaH
Poccuiickoit denepannu.

660. B nensx obecriedeHusi BEpXOBEHCTBA 3aKOHA, EIMHCTBA U YKPEIUICHUS] 3aKOHHOCTH,
3alIMTHl NIPaB M CBOOOJ 4YeJOBeKa M TPaXIaHWHA, a TaKXKE OXPaHSAEMBIX 3aKOHOM
MHTEpecoB OOIIeCTBa M rOCyAapcTBa B COOTBETCTBUM ¢ (DejiepanbHbIM 3aKOHOM OT 17
saHBapst 1992 r. Ne 2202-1 «O mpokypatype Poccuiickoit ®denepauuuy mnpoxkyparypa
Poccuiickoit denepanun  ocymectBisgeT oT uMeHH Poccuiickoit denepanuu Haazop 3a
coomonennem Koncrurynun Poccuiickoli ®enmepanuu M HCHOJIHEHHEM 3aKOHOB,
JIEHCTBYIOIIMX Ha TeppuTopuu Poccuiickoit denepauuu.

661. Opraspl MPOKypaTypsl OCYIIECTBIIIOT ITOJTHOMOYHS HE3aBHCHUMO OT (herepabHBIX
OpPTaHOB TOCYJapCTBEHHOW BIIACTH, OPraHOB TOCYNApCTBEHHOH BIAacTH CyOBEKTOB
Poccmiickoit  dDenepanum, OpraHoB MECTHOTO CaMOYIpPAaBICHHUS, OOIIECTBEHHBIX
00BETMHEHNH M B CTPOTOM COOTBETCTBHH C JCHCTBYIOIIMMH Ha TEPPHUTOPUH Poccuiickoit
Genepaunn 3aKoHaMH, a Tarke UHOOPMUPYIOT (eaepalbHble OpraHbl I'OCYIapCTBEHHOU
BJIACTH, OpPTaHbl I'OCYAapCTBEHHOH BiacTH cyObekToB Poccuiickoil ¢enepanmnu, opraHsl
MECTHOT'0 CaMOYIPaBJICHHs, a TAKKE HACEIEHUE O COCTOSIHUM 3aKOHHOCTH.

662. BosgeiictBue B kakod-nmibo Qopme QenepanabHbIX OpraHoOB TroCyapCTBEHHOU
BJIACTH, OPTAaHOB IOCYJAPCTBEHHOI BiacTH cyObekToB Poccuiickoin denepauunu, opraHos
MECTHOTO  CaMOYIMpAaBIICHUs, OOIICCTBCHHBIX OOBEIUHCHHH, CPEACTB  MaccOBOU
UHGOpMAIINK, WX IPEACTABUTENCH, a TAaKKe NOJDKHOCTHBIX JIHI[ Ha IPOKypopa WIH
CIICZIOBATEIS C IIENBIO MMOBIUATh HA IPHHAMAEMOE MM PEILICHHE MM BOCIIPEISTCTBOBAHUE
B Kakoi-mubo (opMe ero AesTeIbHOCTH BJIEYeT 3a COOOM YCTAHOBICHHYIO 3aKOHOM
OTBETCTBEHHOCTb.

663. Ha ocnoBannu @enepanbHOr0 KOHCTUTYLIMOHHOTO 3aKoHA OT 26 ¢eBpanst 1997 r. Ne
1-®K3 «O6 YmomHOMOYEHHOM IO TpaBaM dYenoBeka B Poccwuiickoit ®enepammm» Ha
peuieHust wnu neiictBus (Oe3aeiicTBUE) rocyapCTBEHHBIX OpPraHOB, OPraHOB MECTHOTO
CaMOyIIpaBJICHUA, JOJLDKHOCTHBIX JIMI], TOCYAAPCTBEHHLIX CIYKalllUX MOXKET 6])IT]> moJjaHa
*ajioba YIoJTHOMOYEHHOMY 110 IpaBaM 4denoBeka B Poccuiickoit @enepauny, eciu paHee
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3asiBUTENH OOXKAJIOBAI 3TH DPEIICHHWS WM AeUcTBUS (Oe3meiicTBhe) B cynmeOHOM MO0
a/IMUHUCTPATUBHOM IOPSIZIKE, HO HE COTJIACEH C PELICHUSIMHU, IPUHSATHIMU 110 €0 JKalooe.

664. Tlo pe3ynbTaTaM pacCMOTpPEHHs JKaJIo0bl Y IOJHOMOYEHHbIH MO MpaBaM 4ejoBeKa B
Poccuiickoit denepannu BOpase:

* o0patuThcss B CyA C 3asBICHHEM B 3allUTy MpaB M CBOOOJA, HapyIICHHBIX
peIeHsIMA WK JeHCTBUAMHU (Oe3neiicTBHeM) TOCYIapCTBEHHOTO OpraHa, opraHa
MECTHOTO CaMOYIPABJICHUSI WM JODKHOCTHOTO JIMIA, & TaKXKe JIMYHO JIMOOo uepes
CBOEro TMpEJCTaBUTENIsl Y4YacTBOBaTh B MPOLECCE B YCTAHOBJICHHBIX 3aKOHOM
thopmax;

* 00paTUTbCSd B KOMIICTEHTHbIE T'OCYJapCTBEHHBIE OpraHbl C XOJAaTaliCTBOM O
BO30OY)KACHHH AWCUUILIMHAPHOTO WIIM aJMHUHHCTPATHBHOTO IPOM3BOJACTBA JHOO
YTOJIOBHOTO JIela B OTHOLIECHUH JODKHOCTHOTO JIMLA, B PEIICHUAX I NEUCTBUAX
(6e3meiicTBUM) KOTOPOTO yCMAaTPUBAIOTCS HApyIIEHHS MpaB M CBOOOJ UEIOBEKa U
rpaX<IaHUHA;

* 00paTuThCS B CyJ WM HPOKYpaTypy C XOJATalCTBOM O MPOBEPKE BCTYIHBILETO B
3aKOHHYIO CHITy PELICHUs, IPUTOBOPA Cy/a, ONPEASIICHIS HIIH IIOCTaHOBICHHS Cy/1a
100 MOCTaHOBJICHUS CYIbH;

* U3JIOKUTH CBOU JJOBOJBI JJOJDKHOCTHOMY JIMILY, KOTOPOE BIPaBE BHOCUThH MPOTECTHI,
a TaKKe MPHCYTCTBOBATh MPH CyJCOHOM PAaCCMOTPEHHUH JeIa B MOPSAKE HAA30Da;

» obpamarscs B Koncturynmonnsiii Cyn Poccuiickorr @enepanmm ¢ xanoboil Ha
HapylIeHHe KOHCTUTYIMOHHBIX HpaB W CBOOOJ TPayk/iaH 3aKOHOM, MPUMEHEHHBIM
WK TIOJTIEKAIINM ITPUMEHEHHIO B KOHKPETHOM JIeJie.

665. B cootBercTBUM co craThel 33 dexepasbHOro KOHCTUTYIIMOHHOTO 3akoHa «O0
YoIHOMOUYEHHOM 110 IIpaBaM yesoBeka B Poccutickon @enepauun» Y IOJIHOMOYEHHBIH 110
mpaBaM uenoBeka B Poccuiickoil dexepanmy exerogHo HampaBiIseT AOKIAL O CBOeH
pestenbHocTd  IIpesupenty Poccuiickoit  ®epepanuu, B Coer ®depepauuu u
TocynapctBennyio dymy, [IpaButenbctBo Poccuiickoit ®@enepanuu, KoHCTUTYHHOHHBIN
Cyn Poccuiickoit ®enepaunu, Bepxouwiii Cyn Poccuiickoit ®enmepamun, Bricumit
Apobutpaxssiii Cyn Poccuiickoit @eneparun u ['enepansHOMy mpokypopy Poccuiickoit
denepanuu.

666. Esxeromnpie moxianpl YTOJTHOMOYEHHOTO IO TpaBaM dejoBeka B Poccuiickoit
Oenepanun MoaekaT 00g3aTeIbHOMY O(HITHATEHOMY OMyOIuKoBaHMIO B «Poccuiickoit
ra3ere», CIelaIbHbIe JOKIabl [0 OTAEIBHBIM BOIPOCAM MOTYT OBITh OITyOJIMKOBAHBI 10
pELICHHIO YIIOJIHOMOUYEHHOTO B «POCCUICKOM ra3eTe» U B IPYruxX U31aHUsX.

667. B coorBerctBuM c EBpomeiickoii KOHBEHIMEH MO MNPeIyNpeXICHUI0 IBITOK U
0ecueoBeYHOr0 WM  YHIDKAIOIIErO  JIOCTOMHCTBO — OOpalleHUs WM  HaKa3aHWUA
EBporeiicknii KOMUTET 1O TPEIYNPEKICHUIO TIBITOK U OECUeIOBEYHOTO WIIM YHIDKAIOLIETO
JIOCTOMHCTBO oOpareHus uin Hakazauus (nanee - EKIIIT) nocpencTBom nocenieHuin Mect
M30JIIMHU OT OOIIECTBA, HAXOASIINXCS B IMOJYMHEHUN OPraHOB WCIIOJHHUTEILHOM BIIACTH.
Wzyuaer oOpamieHne ¢ JUIAMH, JMIIEHHBIMHA CBOOOJBI, C HENbI0, €CIH 3TO HEOOXOIMMO,
3alIUTHl OT TBITOK W OECUEIOBEYHOTO WIIM YHI)KAIOIIEr0 JOCTOMHCTBO OOPAICHUS HIIH
HaKa3aHUsl.

668. B yromoBHO-ucnonHUTENbHON cucteme wieHaMm aenerannu EKIII paspemraercs
HOCEIIeHHE JII000T0 YYpeXKIEeHHs, B KOTOPOM COAEpIKATCs JMIA, II0J03peBaeMble H
OOBHHSIEMBIE B COBEpIICHHM MPECTYIUICHUH, W OCyKAeHHble K JluieHuio cBoOOMbI,
BKJIIOYast IPABO MEPEIBUKEHUS BHYTPU TAKOTO YUpExKIeHUS Oe3 OrpaHUYCHUH.

669. Unenam neneraumu EKIIIT npenocrapisiercst nojHash uHGOpMaIus 00 yKa3aHHBIX
YUpEXICHUSIX, UM paspeniaercs OeceloBaTh HaeIWHE C JIMIAMH, I10JI03PEBAEMBIMH U
OOBUHSEMBIMH B COBEpIICHHU TPECTYIUICHUH, 1 OCYXJICHHBIMH K JIMIICHUIO CBOOOMBI, a
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TAKXKE BCTYNATh B KOHTAKT C JIFOOBIM JIMIOM B IEIAX IIOJAYyYCHHS HHTEPECYIOMICH
uHpopmanum.

670. Ilo wmroram kaxmoro Bu3urta EKIIII mpexncraBmser Cosery EBpomsl moxman o
BBISIBJICHHBIX HAPYIICHUSAX MPaB 4YeJIOBEKA B MECTaX H30JLIUH OT OOIIecTBa C
peKoMeHmanusAMu 1Mo uXx ycrpaHeHuto. B st goknaast EKIIIT momkeH BrirouaTh
koMmmeHTapuu Poccuiickoit denepanuy 0 COOTBETCTBUM ICUCTBUTENBHOCTH TEX WM MHBIX
yTBepxkaeHui wienoB Aeneraunii EKIIIT v oTyeTsl 0 BHIMOJHEHUN UX PEKOMEHJAIHH.

671. Wudopmanus, coaepxamasicsa B noknanax EKIII, sBisercs koHGUACHINATLHONH U
MOJKET OBITh OITyOJIMKOBaHA TOJNBKO MpH coriacuu Poccuiickoit @enepanun. B HacTosmee
Bpems Poccuiickas @enepanus npoTuB myOnukamun Takux qoknanxos EKIIIL

Switzerland

Question 1

672. Avant le ler janvier 2010, les activités de renseignement en Suisse étaient assurées
par deux institutions : le Service de renseignement stratégique (SRS), rattaché au
Département de la défense, de la protection de la population et des sports (DDPS) et le
Service d’analyse et de prévention (SAP), constitué, jusqu’au 31 décembre 2008, en tant
qu’unité organisationnelle a l’intérieur de 1’Office fédéral de la police (fedpol) du
Département fédéral de justice et police (DFJP) et a partir du ler janvier 2009 également
rattaché au DDPS.

673. Le SRS avait essentiellement pour tiche de rechercher et d’évaluer des informations
sur I’étranger importantes en matiére de politique et de sécurité, conformément aux
dispositions de 1’ancien art. 99 de la loi fédérale du 3 février 1995 sur ’armée et
’administration militaire (LAAM ; RS* 10.10).

674. Les activités de renseignement dévolues au SAP reposaient sur les dispositions de la
loi fédérale du 21 mars 1997 instituant des mesures visant au maintien de la sOreté
intérieure (LMSI ; RS 120). Elles portaient en particulier sur la détection précoce et la lutte
contre les dangers liés au terrorisme, au service de renseignement prohibé¢, a I’extrémisme
violent, au commerce illicite d’armes et de substances radioactives ainsi qu’au transfert
illégal de technologie.

675. En observant la nature des missions qui leur était confiées ainsi que la définition
légale de leurs domaines de compétences, les autorités suisses avaient constaté que les
champs d’activité du SRS et du SAP se chevauchaient ; elles estimaient que, d’une part, il
n’était pas toujours possible d’opérer une distinction claire entre sécurité extérieure et
sécurité intéricure et, d’autre part, I’exécution de certaines missions du SRS pouvait
nécessiter des activités a I’intérieur du pays, tandis que le SAP, pour mener a bien les
siennes, dépendait souvent de contacts extérieurs. Il est donc apparu que la collaboration
entre ces deux services constituait une condition sine qua non pour leur efficacité ainsi que
pour le succes de leurs opérations.

676. Dans le cadre de sa haute surveillance sur les services de renseignement et la
protection de I’Etat, la Délégation des Commissions de gestion (DéICdG)* du Parlement

22
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Recueil systématique du droit fédéral. Il contient les actes 1égislatifs, les décisions et traités
internationaux, les accords intercantonaux qui sont en vigueur en Suisse. Tout acte 1égislatif peut étre
consulté au site : http://www.admin.ch/ch/f/rs/rs.html.

La D¢ICdG est un organe permanent commun aux deux Commissions de gestion des Chambres
fédérales. Tous les partis gouvernementaux, de méme qu’un parti non gouvernemental, y sont
représentés. La Délégation des Commissions de gestion exerce de maniére autonome la haute
surveillance sur les activités relevant de la sécurité de 1’Etat et du renseignement.
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avait alerté le Conseil fédéral, de méme que les départements concernés, sur les lacunes
dans la collaboration entre les deux services. La délégation a donc exigé que lesdits services
soient subordonnés & un seul et unique département, et placés le plus rapidement possible
sous une direction commune.

677. Au ler janvier 2010, la loi fédérale sur le renseignement civil (LFRC ; RS 121) est
entrée en vigueur. Depuis cette date, le SAP et le SRS forment un nouvel office fédéral
appelé Service de renseignement de la Confédération (SRC). La création du SRC a rendu
nécessaire un certain nombre d’adaptations de la LMSI et de la LAAM. A I’heure actuelle,
les activités du SRC sont réglées notamment par ces actes 1égislatifs :

* loi fédérale sur le renseignement civil (LFRC ; RS 121),

 ordonnance sur le Service de renseignement de la Confédération (OSRC; RS
121.1),

* loi fédérale instituant des mesures visant au maintien de la streté intérieure (LMSI ;
RS 120),

* loi fédérale sur la protection des données (LPD ; RS 235.1).

Question 2

678. Le SRC n’est pas une autorité judiciaire ou policiére. Il ne peut pas mener des
enquétes dans le domaine d’une procédure pénale, ses tiches se limitant a la recherche et a
I’évaluation de renseignements. Il n’a donc pas le pouvoir d’arréter une personne ou de
procéder a une perquisition. Lorsqu’il parvient & recueillir d’importants renseignements,
notamment dans le domaine de la lutte contre le terrorisme, il doit les fournir aux
autorités compétentes de police et de poursuite pénale. Dés lors, les seuls droits et
libertés fondamentaux qui pourraient étre affectés par les activités du SRC relévent de la
protection de la sphére privée. En effet, le SRC peut rechercher des informations a I’insu de
la personne concernée. Les conditions pour le traitement de toutes les données sensibles
sont régies par la loi, de cette maniére le principe de la base 1égale est respecté.

679. En vertu de ’art. 18 LMSI, toute personne peut demander au Préposé fédéral a la
protection des données et a la transparence qu’il vérifie si des données la concernant
sont traitées conformément au droit dans le syst¢tme d’information du SRC. Le Préposé
fédéral communique au requérant une réponse au libellé toujours identique selon laquelle
aucune donnée le concernant n’a été traitée illégalement ou que, dans le cas d’une
éventuelle erreur dans le traitement des données, il a adressé au SRC la recommandation
d’y remédier. Cette communication n’est pas sujette & recours. Néanmoins, la personne
concernée peut demander que le président de la cour du Tribunal administratif fédéral qui
est compétente en matiére de protection des données examine la communication du Préposé
fédéral ou I’exécution de la recommandation qu’il a émise. Le président communique a la
personne concernée une réponse au libellé toujours identique selon laquelle ’examen a eu
lieu conformément au sens de la requéte. Si ce n’est pas le cas, a titre exceptionnel, en
vertu des dispositions de la LPD, le Préposé fédéral a la protection des données et a la
transparence peut fournir de maniére appropri¢e des renseignements aux personnes qui en
font la demande, pour autant que cela ne constitue pas une menace pour la slireté intérieure
ou extérieure et qu’il n’existe pas d’autre moyen pour empécher que ces personnes soient
lésées gravement et de manicre irréparable.

680. Le SRC est soumis a un controle parlementaire et a un autre de nature administrative.
Le contrdle administratif est assuré par le Conseil fédéral (le pouvoir exécutif) (art. 26
LMSI). 11 doit veiller a ce que la 1égalité, I’opportunité et 1’efficacité de ’activité du SRC
soient contrélées. Le DDPS établit un plan de contrdle annuel qu’il coordonne avec les
contrdles parlementaires.
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681. Le contrble parlementaire est assuré par la DEICAG [art. 53 al. 2 de la loi sur
I’Assemblée fédérale (LParl ; RS 171.10) et art. 25 LMSI]. Cette Délégation exerce son
mandat de contréle en continu. Elle vérifie les activités du SRC sous I’angle de la 1égalité,
de I’opportunité et de I’efficacité, mais également sur le rendement et la pertinence des
activités du Gouvernement et de 1’administration. Elle est informée spontanément et
immédiatement par les départements concernés des événements susceptibles de représenter
une menace grave pour la sécurité intérieure ou extérieure. De plus, elle est habilitée a
interroger directement toute autorité, tout service ou tout autre organe assumant des taches
pour le compte de la Confédération et peut exiger de ces derniers tous les renseignements et
documents dont elle a besoin. Dans la mesure ou I’exercice de ses attributions en maticre de
haute surveillance ’exige, elle peut également demander a des personnes ou des services
extérieurs a I’administration fédérale de lui fournir des renseignements ou documents. Le
droit a l’information ne souffre aucune exception: la DéICdG a accés a toutes les
informations dont elle a besoin pour exercer ses attributions. Elle a notamment acces aux
documents sur lesquels le Conseil fédéral s’est directement fond¢ pour prendre une décision
ou qui doivent rester secrets pour des raisons relevant de la sécurité de 1I’Etat ou du
renseignement ; elle peut entendre des personnes non seulement en qualité de tiers appelés
a fournir des renseignements, mais aussi en tant que témoins. La DéICdG fait réguliérement
rapport aux Commissions de gestion, aux Chambres fédérales et au public sur la gestion du
Conseil fédéral, de I’administration fédérale et des autres organes auxquels sont confiés des
tdches de la Confédération, dans les domaines relevant de la sécurité de I’Etat et du
renseignement. Elle propose en régle générale aux Commissions de gestion de publier les
résultats de ses inspections, pour autant qu’aucun intérét prépondérant ne s’y oppose, elle
s’engage a mener une politique d’information active, adaptée aux circonstances, qui évite
toute rumeur ou spéculation. Sauf décision contraire, son président est seul compétent en
matiere d’information. En outre, elle informe sur ses activités dans le cadre du rapport
annuel des Commissions de gestion.

Question 3

682. Voir réponse a la question n° 2.

Question 4

683. Comme nous I’avons mentionné plus haut, I’art. 18 LMSI stipule que toute personne
peut s’adresser au Préposé fédéral a la protection de données et a la transparence pour
qu’il vérifie si des données la concernant sont traitées conformément au droit. Celui-ci
surveille I’application de la loi par les organes fédéraux et conseille les personnes privées. Il
a la compétence d’effectuer des enquétes et peut émettre des recommandations. Les taches
du Préposé sont décrites aux art. 27 ss. de la loi fédérale sur la protection des données
(LPD ; RS 235.1).

684. La LPD fixe les principes a respecter lors du traitement de données personnelles.
Elle prescrit en particulier que toute collecte de données personnelles ne peut étre entreprise
que d’une manicre licite, que leur traitement doit étre effectué¢ conformément aux principes
de la bonne foi et de la proportionnalité et que les données personnelles ne doivent étre
traitées que dans le but qui est indiqué lors de la collecte, qui est prévu par une loi ou qui
ressort des circonstances. La personne ou ’organe qui traite des données personnelles doit
en outre s’assurer qu’elles sont correctes.

685. La LPD régit aussi le traitement de données personnelles par des organes fédéraux.
Les organes fédéraux ne sont en droit de traiter des données personnelles que s’il existe une
base légale. La communication de données personnelles a des tiers est en outre
subordonnée a I’existence d’une base juridique.

686. La Suisse a ratifié la Convention du Conseil de I’Europe du 28 janvier 1981 pour

la protection des personnes a I’égard du traitement automatisé des données a
caractére personnel et le Protocole additionnel du 8 novembre 2001 a la Convention
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pour la protection des personnes a 1’égard du traitement automatisé¢ des données a caractere
personnel concernant les autorités de contrdle et les flux transfrontiéres de données.

687. La Convention s’applique a tous les fichiers et traitements automatisés de données
personnelles dans les secteurs public et privé, pour autant que ces données concernent des
personnes physiques identifiées ou identifiables. Elle définit tes principes de base de la
protection des données que les Etats parties doivent concrétiser dans leur ordre juridique
interne. Elle exclut en principe les entraves aux flux transfrontieres de données entre les
Etats parties, elle régle la coopération entre Etats pour la mise en ceuvre de la Convention,
en particulier 1’assistance qu’un Etat partie doit préter aux personnes concernées ayant leur
résidence a 1’étranger. Enfin, elle met en place un Comité consultatif chargé en particulier
de faciliter et d’améliorer son application.

Question 5

688. Voir réponse a la question n° 2.

Question 6

689. La Délégation des Commissions de gestion informe sur ses activités dans le cadre
d’un  rapport annuel:  http://www.parlament.ch/f/dokumentation/berichte/berichte-
delegationen/berichte-der-geschaeftspruefungsdelegation/pages/default.aspx.

690. Voir en outre la réponse a la question n° 2.

Syrian Arab Republic

691. The Permanent Mission of the Syrian Arab Republic to the United Nations Office
and other international Organizations in Geneva presents its compliments to the Office of
the United Nations High Commissioner for Human Rights (OHCHR) and with reference to
the verbal notes n°: GVA 0233 dated 12/3/2010 and GVA 281 dated 29/3/2010 regarding
the study the Special Rapporteur intends to prepare in conformity with HRC resolution
10/15, has the honour to refer to the verbal note n°23 dated 21/10/2009 containing the
position of the Syrian Arab Republic on the matter of protecting Human Rights while
countering terrorism, and would kindly request the Special Rapporteur to use the
information contained in that verbal note as the contribution of the Syrian Arab Republic to
the study the Special Rapporteur is preparing in conformity with HRC resolution 10/15.

692. We would also like to remind the Special Rapporteur of our verbal note n° 20/10
dated 12/1/2010 which refers to the failure to use the information provided by the Syrian
Arab Republic in the verbal note n°23 dated 21/10/2009 in any document prepared by the
Special Rapporteur. We look forward to over coming this short coming while preparing this
study on the compilation of good practices on legal institutional framework and measures
that ensure respect for human rights by intelligence agencies while countering terrorism, by
including the information provided in the verbal note n° 23 above to this study as the
contribution of the Syrian Arab Republic.

693. The Permanent Mission of the Syrian Arab Republic to the United Nations Office
and other International Organizations in Geneva presents its compliments to the Special
Rapporteur on the Promotion and Protection of Human Rights while Countering Terrorism,
and with reference to his letter dated 23 December 2009, signed together with three other
Special Rapporteurs, on the proposed thematic study on ‘Secret Detention Centres' for
presentation during the 13th session of the Human Rights Council, the Mission of the
Syrian Arab Republic reiterates the commitment of the Syrian Arab Republic to protecting
and promoting all human rights for all, including in cases of combating terrorism, and its
full cooperation with all mandate holders.
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694. Furthermore the mission would kindly refer the Special Rapporteur to the missions
verbal note number 23 dated 21 October 2009, in which the Syrian Arab Republic acted in
good faith and presented answers to the questionnaire dated 16/4/2009 in an effort to enrich
the study, with the understanding that this study is conducted in conformity with HRC
resolution 10115, and in particular op-12 which mandated the Special Rapporteur ‘to
prepare, working in consultation with states and other relevant stakeholders, a compilation
of good practices on legal and institutional frameworks and measures that ensure respect for
human rights by intelligence agencies while countering terrorism'.

695. This was not reflected in the letter the mission received on 23 December 2009,
attached to which were excerpts of the report relevant to the Syrian Arab Republic. The
excerpts didn't contain the answers of the Syrian Arab Republic provided for in the letter
dated 21/10/2009. Also they demonstrate a deviation from the mandate given to the Special
Rapporteur by the above mentioned HRC resolution, and resolution 5/2 relative to the code
of conduct of special procedures.

696. Accordingly, the mission of the Syrian Arab Republic awaits the opportunity to
interact with the Special Rapporteur in the framework of preparing the report on the
mandated compilation of good practices in compliance with HRC resolutions S/2 and
10/15.
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United Kingdom of Great Britain and Northern Ireland

Question 1

702. The Security Service, the Secret Intelligence Service (SIS) and Government
Communications Headquarters (GCHQ) are the main public institutions that conduct secret
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intelligence related operations in the context of countering terrorism. These institutions
operate within a strict statutory framework. The legal frameworks that govern their
activities are explained below. Branches of the police, HM Revenue and Customs, and the
Serious Organised Crime Agency also collect intelligence for law enforcement activities
including terrorism-related crime.

703. The Security Service Act (SSA) 1989 defines the Security Service’s function as:
acting in the protection of national security; and safeguarding the economic wellbeing of
the UK against threats originating outside the British islands. The Act places the Security
Service under the authority of the Secretary of State (by convention the Home Secretary),
who answers in Parliament for the Service.

704. The Intelligence Services Act (ISA) 1994 defines the Secret Intelligence Service’s
function as: acting to obtain and provide information relating to the actions and intentions
of persons outside the UK in the interests of national security, economic wellbeing of the
UK and in support and prevention or detection of serious crime. The ISA also defines
GCHQ’s functions as to monitor or interfere with electromagnetic, acoustic and other
emissions in the interests of national security, particularly defence and foreign policy, in the
interests of economic wellbeing of the UK and in support of the prevention or detection of
serious crime. Warrants under the ISA for interference with property or wireless telegraphy
are only granted where they are considered necessary and proportionate. The Foreign
Secretary has Ministerial responsibility for SIS and GCHQ.

705. Both the Security Services Act and Intelligence Services Act dictate that the
intelligence and security agencies do not obtain information except as necessary for the
proper discharge of their functions. There is also a legal duty to prevent the intelligence and
security agencies from taking any action to further the interests of a UK political party.

706. The Regulation of Investigatory Powers Act (RIPA) 2000 ensures that investigatory
powers, such as the interceptions of communications, intrusive surveillance, covert
surveillance and covert human surveillance, are subject to safeguards which aim to ensure
compatibility with the UK’s obligations under the European Convention on Human Rights.
RIPA clearly covers the remit of powers, i.e. the purpose that investigatory powers are
exercised, which authorities can make use of them and the use which can be made of
material obtained. Warrants and authorisations for the exercise of powers under this Act
are only issued if it is both necessary and proportionate to do so. There are rigorous internal
procedures for this, which includes sign off by a senior official for any applications to use
RIPA powers and Ministerial sign off for the most intrusive measures. In accordance with
RIPA, two independent Commissioners: the Interception of Communications
Commissioner and the Intelligence Services Commissioner, examine the use of the powers
available to Ministers and the compliance of the security and intelligence agencies with
their statutory obligations in relations to the interception of communications and human and
technical operations.

707. The intelligence and security agencies must ensure that they comply with the Human
Rights Act 1998, although ISA and RIPA provide the main legislative mechanism for
ensuring that their actions are necessary and proportionate.

Question 2

708. As highlighted in the Foreign and Commonwealth’s Annual Report on Human
Rights 2009, the Government’s counter-terrorism strategy, CONTEST, makes clear that the
work to reduce the threat of terrorism is based on a set of core principles and values that
includes respect for human rights. The strict domestic legal framework and oversight that
covers the work of the security and intelligence agencies complies with the European
Convention on Human Rights.

709. The legal framework that authorises the security and intelligence agencies’ activities
(see Q.1) ensure that they act only if it is necessary for the proper discharge of their
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functions. Authorisations and warrants under ISA and RIPA may only be issued by the
relevant authorising officer, including the Secretary of State for the most intrusive
techniques, if it is considered necessary and proportionate to do so. This is an application of
article 8 of the European Convention of Human Rights, which seeks to ensure there is no
interference with privacy except where it is in accordance with the law and in the interests
of national security.

710. Judicial oversight mechanisms such as the Interception of Communications
Commissioner, the Intelligence Services Commissioner and the Investigatory Powers
Tribunal (see Q.5) ensure that respect for human rights is upheld when overseeing
intelligence and security agencies’ activities. The Intelligence and Security Committee
(which is independent of Government and is composed of Parliamentarians) ensure that
there is oversight and scrutiny of the security and intelligence agencies.

Question 3

711. UK security and intelligence agencies do not have any law enforcement powers.

Question 4

712. The safeguards, as explained above, are in the legislative framework governing the
security and intelligence agencies (SSA, ISA and RIPA) which state that agencies’
interventions should be necessary for the proper discharge of their duties, and
authorisations and warrants may only be issued if action is both necessary and
proportionate. This is subject to rigorous internal procedures prior to the use of RIPA
investigatory powers. The Interception of Communications Commissioner, the Intelligence
Services Commissioner and the Investigatory Powers Tribunal also offer safeguards in the
way the security and intelligence agencies exercise their powers.

713. The security and intelligence agencies are subject to the Data Protection Act, which
transposes the requirements in the EC Data Protection Directive, and requires that personal
data should be processed fairly and lawfully, obtained for specific purposes and not be
further processed in a manner incompatible with the original purpose. The agencies
comply with the Data Protection Act, although some aspects of the Act are exempted where
this is necessary for the purpose of safeguarding national security that would encompass the
agencies’ operational activities. However, RIPA, ISA and the Human Rights Act all
provide safeguards for the agencies’ operational activities.

Question 5

714. Under RIPA, the independent Investigatory Powers Tribunal (IPT) investigates any
complaints made by an individual about alleged misconduct by or on behalf of the security
and intelligence agencies in relation to that individual, their property or their
communications. The IPT is also tasked to investigate any breaches of human rights, as set
out in the European Convention on Human Rights, by the security and intelligence
agencies. If the Tribunal decides that there has been contravention of any relevant
legislation and the organisation concerned has not acted reasonably, they may uphold a
complaint. Remedial measures such as the quashing of any warrants, destruction of any
records held or financial compensation, may be imposed at the Tribunal’s discretion.

715. If any possible cases of criminal wrongdoing come to light, they would be referred to
the Attorney General to consider whether there might be a basis for inviting the police to
investigate.

Question 6

716. Under RIPA, the Interception of Communications Commissioner and the
Intelligence Services Commissioner examine the use of the powers available to Ministers
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and the compliance of the security and intelligence agencies with their statutory obligations
in relation to the interception of communications and human and technical operations. The
Commissioners, by law, must hold or have held high judicial office. They are appointed for
three year periods by the Prime Minister. There is a statutory duty for the security and
intelligence agencies to provide the Commissioners with all documents or information they
require to carry out their functions. Each Commissioner produces an annual report, which is
presented to the Prime Minister and then published to the public, after redactions necessary
for safeguarding national security are agreed.

717. The Intelligence and Security Committee, which is a committee of Parliamentarians
independent of Government, plays a vital role in scrutinising and advising on the
administration, policy and expenditure of the security and intelligence agencies. The ISC
operates within the Official Secrets Act so that its members have access to the range of
Agency activities and to highly classified information. The Committee reports directly to
the Prime Minister and, through him, to Parliament. Its reports are laid before Parliament
together with the Government's response, after deletion of any sensitive material, and
debated in both Houses of Parliament. The Committee may also produce ad hoc reports on
specific issues.
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