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Annex |
[ENGLISH ONLY]

FURTHER DETAILS ON PROPOSED OVERSIGHT FRAMEWORKS

I. The CISSM approach

Controlling Dangerous Pathogens. A Prototype Protective Over sight System (Center for International
and Security Studies at Maryland (CISSM))*

1 The CISSM model creates a conceptual categorisation of danger, ranging from tolerable, through
potential concern and moderate concern, to extreme concern. Activities that would be classified as being
of potential concern would be those that significantly increase the destructive potential of non-threat
agents (those that fall completely outside of the various regulatory regimes). Activities prompting a
moderate concern would be those that involve listed agents or which make agents particularly suitable for
use as aweapon. Extreme concern isreserved for activities that involve the most dangerous pathogens or
which could result in the creation of a significantly more dangerous agent. Such an approach attempts to
ensure that those activities most relevant to the Convention receive the grestest level of oversight, while
placing as little as possible burden on the vast mgjority of research. (See Figure 1.)

Extreme Concern
Work involving the most
dangerous of currently
known pathogens or
possibly resulting in the
creation of a significantly
more dangerous pathogen.

Moderate concern
Work with listed agents,
particularly activities that
enhance weaponization.

Virulence

Paotential concern
Work that significantly
increases the destructive
potential of non-threat
agents.

w

Transmissibility

Figure 1: CISSM categorisation

! http://www.cissm.umd.edu/papers/files/pathogens_project_monograph.pdf.
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1. TheJCVI, CSISand MIT approach

Synthetic Genomics. Options for Governance (J. Craig Venter Ingtitute (JCV1), Center for Strategic
and International Studies (CSIS), and Massachusetts Institute of Technology (MIT))?.

2. This framework offers a series of measures which could be adopted by gene firms, oligo
manufacturers, DNA synthesizers, and users. It assesses the measures on how well they enhance
biosecurity, foster laboratory safety, protect the environment, as well as on other considerations such as
cost, potential to impede research and assist the transition to application. The approach outlines a range of
possible options that can be combined in different ways to suit the precise requirements of settings and
locations. (See Figure 2.)

2 http://www.jcvi.org/cms/fileadmin/site/research/proj ects/synthetic-genomi cs-report/synthetic-genomics-report. pdf.
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Key to Scoring:

Most effective for this goal i i ) ) . .
@ Most effective performarce on this consideration. Readlng the evaluation dlagl‘ams
O Felatively effective.

Q Modemtely affective.
(O Somewhat effective.

(3 Minimally effective.

These diagrams found throughout the repart allow for easy compari-
sons within and between options regarding their effectiveness in achiev-
ing the policy goals of biosecurity and biosafety, and their performance
on other considerations.

Reading down the columns allows for an evaluation of the performance
of a particular option on one goal relative to the other goals. Read-
ing across the rows allows for comparison of the effectiveness of each
option with respect to the others on any given goal or consideration.
Those that perform better are indicated with circles that have more
dark fill; those that perform warse have less fill.

These comparisons are qualitative: they only indicate that one option
performs better or worse than another; but not by how much.

Figure 2: JCVI, CSIS and MIT approach
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[11. The NSABB approach

3. The NSABB approach does not set out a series of guidelines but isintended to act as a framework
for their development. It addresses the entire scientific process and looks at options for oversight at the
project concept and design stage, during the funding application and award process, through ingtitutional
approval, throughout the duration of the research itself, while manuscripts or other research products are
being developed, as well as for the public dissemination of the research findings or products. This
approach is designed to ensure that all relevant activities are covered irrespective of where they fall in the

development cycle. (See Figure 3.)

Project Funding - . Iﬁr::lupn!enmf ﬂ;]:lli:aﬁfm of
Concept and P Award Tnstitutional ongoing - Research  Other Research
]]'Esig;n and Awar Approval Rezearch eanrc i earc
Process Product Product
Frezentation of Eeview by IC Review by Training of FPeer review of Public
preliminary staff and Institutional lab staff, manuscript’ . L.
. . dizzemination of
data study section Committee students, research research
Members visiting product findings or
Discussions SClemtLEes e
with Research Froject Presentations at
collaborators award descriptions departmental
wotices’ on institution seminars
Draft description on Web page or
application CRISF efc. inPICV Presentations or
review by peers, posters at
institution National or
administration International
etc. Conferences
Evaluation by
other faculty if
thesiz project

Figure 3: NSABB approach
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I'V. Theissue-specific approach

4.

Anocther approach to the oversight of science relies upon dealing with individua fields,
disciplines or services. This ad hoc approach allows for the identification of certain themes within broader
science practices that warrant extra levels of oversight either due to an existing lack of oversight or

because they are at particular risk of being used for malign purposes.

5.

For example, the June 2007 edition of Nature Biotechnology contained a proposal put together by
a group of academics, industry executives and security experts for an oversight framework for
commercial DNA synthesis® (see Figure 4). This model creates responsibilities for individuals, local
oversight and governments and requires a conceptua characterisation of danger like the CISSM model to
alow for effective screening, deals with similar topic matter to the JCVI, CSIS and MIT model, and

endorses the whole-life cycle nature of the NSABB model.

Evaluation
and resources
Communication of
issuies and concerns
resolrces
Communication of
issuies and concerms

Evaluation and

Local
oversight

Suspicious synthesis requests

Local approval

=
S
=
o

Screening software and
best practice

Operational lessons
and issues

Synthesis orders (plus biosafety
DNA and identifying information) v DNA

synthesis synthesis
customers

companies

MNewly synthesized DNA

Figure 4: oversight framework for commercial DNA synthesis

3

Bugl et al, DNA Synthesis and Biological Security, Nature Biotechnology, Vol.25 No. 6, June 2007.For more

information on DNA Synthesis, see: BWC/CONF.VI/INF.4.
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V. Comparing approaches
6. A useful summary of the relative advantages and disadvantages of the various approaches

adopted in the systems discussed above can be found in the report Ethical and Philosophical
Consideration of the Dual-Use Dilemma in the Biological Sciences’. (See Figure 5.)

Decision-making for Dual-use Dilemmas in the Biological Sciences

Decisions Options
Option |—The Option 2—Institutional Option 3—Institutional & Option 4—An Option 5—Governmental
Complete Control Governmental Control Independent Control
Autonomy of the Authority

Individual Scientist

‘Who are the Decision- Individual (i) Scientists in University (i) Scientists in University Independent Government
makers regarding Im/ researcher (collegial) (collegial) Authority
permissible Research? (i) Corporation (i) Corporation

(iil) Govt Res. Centre (iii) Govt Res. Centre

Should Compliance with  No Yes Yes Yes Yes
Physical Safety &

Security Regulation be
Mandatory?

Should Dual-Use No No Yes Yes Yes
Technology be
Licensed?

Should Education & No No Yes Yes Yes
Training be
Mandatory?

Should Personnel No No Yes Yes Yes
Security Regulation be
Mandatory?

‘Who are the Decision- Individual editor (i) Individual editor (1) Individual editor Independent Government
makers regarding (ii) Corporation (i) Corporation Authority
Censorship/Constraint

P/ (iii) Govt. Res. Centre (iii) Govt. Res. Centre

of Material proposed
for Dissemination?

NB: The decision-making in question pertains only to dual-use research in the biological sciences identified as potentially problematic by virtue of coming under one of the
pre-established headings of Experiments of Concern

Figure 5: comparison of oversight options

4 Miller & Selgelid, Ethical and Philosophical Consideration of the Dual-Use Dilemma in the Biological Sciences,
Science and Engineering Ethics, Vol.13, 2007 http://www.springerlink.com/content/n514272v537582vv/.
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Annex I
[ENGLISH ONLY]

PROPOSED CRITERIA FOR IDENTIFYING HIGH-RISK ACTIVITY

|. Fink Committeecriteria

1 The United States National Academy of Sciences included in its report Biotechnology Research
in the Age of Terrorism®, published in 2004, alist of seven experiments of concern, namely those which

would:

(i)
(i1)
(iii)
(iv)
(v)
(vi)
(vii)

Demonstrate how to render a vaccine ineffective;

Confer resistance to therapeutically useful antibiotics or antiviral agents;
Enhance the virulence of a pathogen or render a non-pathogen virulent;
Increase transmissibility of a pathogen;

Alter the host range of a pathogen;

Enable evasion of diagnostic and detection modalities;

Enabl e the weaponization of a biological agent or toxin.

Il.Australian criteria

2. Australia provided the following list of experiments of concern in its contribution to the science
and technology background paper for the Sixth Review Conference’:

(i)
(i)

(iii)
(iv)
(v)
(vi)
(vii)
(viii)
(ix)
()

(xi)
(xii)

Rendering a vaccine ineffective;

Conferring resistance to therapeutically useful antibiotics or antiviral agents in pathogenic
organisms;

Enhancing the virulence of a pathogen or rendering a non-pathogen virulent;

Increasing the transmissibility of a pathogen;

Altering the host range of a pathogen;

Enabling the evasion of diagnosis and/or detection by established methods;

Undertaking genetic sequencing of pathogens;

Synthesising pathogenic microorganisms,

Large-scale protein production employing heterologous expression systems (and associated
production technology);

Optimisation of live attenuated vaccine production processes;

Enabling the weaponisation of a biological agent or toxin;

Any experiment with the smallpox virus.

! USNAS, Biotechnology Research in the Age of Terrorism, 2004
http://books.nap.edu/openbook.php?record id=10827& page=R1.

2 BWC, Background Information Document on New Scientific and Technological Developments Relevant to the
Convention, BWC/CONFE.VI/INF.4.
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[11. NSABB criteria

3.

The NSABB Draft Guidance Document on Criteria for Identifying Dual Use Research of
Concern asserts that careful consideration should be given to knowledge, products or technologies that®:

(i)
(ii)

(iii)

(iv)
(V)

(Vi)
(vii)

Enhance the harmful consequences of a biological agent or toxin

Disrupt immunity or the effectiveness of an immunization without clinical and/or
agricultural justification

Confer to a biological agent or toxin, resistance to clinically and/or agriculturally useful
prophylactic or therapeutic interventions against that agent or toxin, or facilitate their ability
to evade detection methodol ogies

Increase the stability, transmissibility, or the ability to disseminate a biological agent or toxin
Alter the host range or tropism of abiological agent or toxin

Enhance the susceptibility of a host population

Generate anovel pathogenic agent or toxin, or reconstitute an eradicated or extinct biological

agent

V. CISSM criteria

4.

5.

In its report Controlling Dangerous Pathogens. A Prototype Protective Oversight System,
CISSM is based upon a list of agents of particular concern and divides research activities into three
illustrative categories: activities of potential concern (APC); activities of moderate concern (AMC); and
activities of extreme concern (AEC)

An activity of potential concern includes:

(i)

(i1)
(iii)
(iv)
(v)
(vi)
(vii)

Work with listed agents, or exempt avirulent, attenuated, or vaccine strain of a listed agent,
not covered by AEC/AMC;

Increasing virulence of non-listed agents;

Increasing transmissibility or environmental stability of non-listed agents;

Powder or aerosol production of non-listed agents;

Powder or aerosol dispersal of non-listed agents;

De novo synthesis of non-listed agents; and

Genome transfer, genome replacement or cellular reconstitution of non-isted agents.

An activity of moderate concern includes:

(i)
(i1)
(iii)
(iv)
(v)
(vi)
(vii)
(viii)

Increasing the virulence of listed or related agents,

Insertion of host genesinto listed or related agents;

Increasing transmissibility or environmental stability of listed or related agents;

Powder or aerosol production of listed or related agents;

Powder or aerosol dispersal of listed or related agents;

De novo synthesis of listed or related agents;

Construction of antibiotic- or vaccine-resistant related agents;

Genome transfer, genome replacement or cellular reconstitution of listed or related agents.

% NSABB, Draft Guidance Document on Criteria for Identifying Dual Use Research of Concern, July 2006
http://www.bi osecurityboard.gov/pdf/NSABB%20Draft%20Gui dance%20Documents. pdf.

4

CISSM, Controlling Dangerous Pathogens. A Prototype Protective Oversight System, March 2007

http://www.cissm.umd.edu/papers/files/pathogens_project_monograph.pdf.
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7.

An activity of extreme concern includes:

(i)  Work with eradicated agents;

(i) Work with an agent assigned to BL-4 / ABM-4;

(iii) De novo synthesis of eradicated agents or those assigned to BL-4 / ABM-4;

(iv) Expanding the host range of an agent to a new host (in humans, other animals and plants) or
changing the tissue range of alisted agent; and

(v)  Construction of an antibiotic- or vaccine-resistant listed agent.



