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1 This paper isintended to provide a reflective exploration of the vaue of Codes of
Conduct/Practice and how they might engage the ethical responsbility of scientists conducting
biologica research on the thin edge of defensive/offensve military programs. The areas to be

discussed include:

i How might ascientist determine where the line between bio-defence and bio-offence
exigs?

i How does aresearcher know when the line between defensive and offensve work has
been crossed?

il If aprogram or individua were to exceed the boundary, what might be a reporting
mechaniam?

iv What sort of oversight exists or should exist to track defensive programs?

v Canacode of conduct help in this process?
vi How would it be made effective in a bio-defence context?
TheThin Red Line

2. The line between defendve and offendve converson of information gets thinner by the
day. As modern science works with some of the most feared biologica agents on the planet,

GE.05-61712



BWC/M SP/2005/M X/WP.5
Page 2

technologies never imagined are being used to reved secrets once inaccessible. Because of rapid
the advances in biotechnology, defining where defensive gpplication ends and offensive advantage
begins is becoming a highly debatable issue. The distance between the two is often clouded by
shifting dua-use technologicad double-talk which douds the exigting threat. The movement, in
some cases, can only be categorized by the defining capability of the new technology over what it
replaced. In fact every time a biotechnology enables new changesin genotypic or phenotypic
character, morphology or amplification characterigtics, the line moves. The question isdo we
define the position of the line by the revelatory power of the technology, by the data generated
or both?

3. If the former, then every time anew technology isfielded, its ability (potentia) to provide
offengve information must be assessed and if that capability exists, what then? The logic leads to
difficult and controversia conclusions. If the latter is used to define the cross-over area, then
sdentific censorship robs the scientific community of its curiosity and intelectud freedom. Where
the line may lieis perhaps easier to spot by asking a basic question every qudified biologica
researcher (and possibly the more informed public) can answer withou the need of exhaudtive
“word smithing”. The question is; where do we not want to go? (Admittedly, researchers
sometimes end up in a place totally unexpected).

4, Thiswill vary with the nature of the work but perhaps is definable by key words and
phraseslike ; environmental persistence, resistant to, highly virulent, shortened incubation
period, modification or down regulation of the immune response, no immunity to, ease of
production, ease of dissemination, very stable, not seen in nature before. It takeslittle
scientific imagination for an experienced investigator to see and understand the short distance to an
offengve application when characterigtics like increased virulence, high environmenta persstence
or antibiotic resistance have been atered. In the course of a program, these findings should give
immediate pause to al doing the work. However, in today’ s politica and scientific climates, many
states programs lack the will to assure a defensveloffensive review of the work. With this existing
problem, how can this be accomplished?

5. Firgt, acompelling need to establish areview process must come from the public and
scientific communities. Commonly this happens after a catastrophic event followed by atimely
political and public outcry. Fear often establishes the ground for anew culture. The new culture
then begins the work of raising the level of sengtivity to the threet through methods like, education,
assessment, guidelines and persuasion. Although many will resist another process placed on their
exisence (read... more bureaucracy), self-policing will not guarantee the transparency and
accountability needed to satisfy and protect the public and environmenta welfare.

CrossingthelLine

6. Scientificaly, crossng the line can be interpreted many ways. It may be ajourney into a
world unimagined and more often today, a world unexpected. Pearson and Dando write:

Historically biodefence has been subject to competing inter pretations about the
acceptability and definition of various activities justified for protective measures. Few
have advocated a complete halt to such activities.....Yet the potential for defensive projects
to further offensive capabilities (in terms of knowledge, techniques or the availability of
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materials) hasled some to express unease....about taking part in biodefence work. Even
within the biodefence community, there has been some recognition of the need to ask
guestions about the ends that might be served (however inadvertently).!

7. This questioning of motives has generdly not resonated as wdl within the non-
biodefence community asit has within military spheres as evidenced by the open publication
severd papers with potentid offensive applications. There is a public perception that wegpons
based applications only come from military programs. Thisis not entirely true as much of the
leading edge biologica work having wegpons gpplications comes out of civilian programs.

8. Pearson and Dando go on to write that determining where the line between acceptable
and unacceptable research liesis subject to competing views (1). As discussed earlier, thelineis
continualy shifting which (according to these authors and others) makes knowing when one enters
into “no mans land” atechnicd and ethica chalenge. Technicd or ethica establishment of the
boundary inevitably leads to polarized arguments and loopholes. How then can accountability and
dependable judgment be exercised by the investigator whose duty it is to examine and follow the
datatoitslogicd end and gpplication.

9. Can history give us some guidance? Y es. Tresties have been created to stop the
production, retention, ddlivery of biological materias not intended for peaceful purposes.
However recent examples with clear offensive potentid in the data and methodol ogies have been
published (i.e. Chemica Synthesis of Polio cDNA: Generation of Infectious Virusin the Absence
of aNaura Template Cdlo et d., 2002, Variola virus immune evason desgn: Expresson of a
highly efficient inhibitor of human complement. Rosengard et d., 2002).

10.  Inthe February 6, 2004 edition of Science, it was reported that two teams of researchers,
led by John Skehel, Nationd Ingtitute Medica Research London and 1an Wilson of the Scripps
Research Indtitute in San Diego had managed to synthesize the haemagglutinin protein responsible
for the 1918 outbresk of Spanish flu by piecing together DNA procured from alung sample taken
from the body of an Inuit woman buried in the Alaskan tundra and a number of preserved samples
taken from American soldiers of the First World War. The two teams had andyzed the structure
of the gene and discovered how subtle dterations to the shape of a protein molecule had allowed
it to move from birds to humans with such devastating effects? Although these examples did not
come from weapons programs nor where they intended as such, the ominous portent of the datais
apparent.

11.  Whether modifying avirusto meke it highly virulent or, synthetically re-constructing a
highly virulent and “ reportable virus’, the mgjority of researchers know where this can lead and
should turn on an amber or red light. Ethical accountability should discern the potentia harm and
outcome. The investigator must question whether they have or are about to breach the BTWC or
other rdlevant conventions. As such, knowledge of al relevant treaties and agreementsis
essentid to an investigator. They must ask if the methods and data generated by their research
were released into the open literature, what impact would it have on globa security, public safety

! Graham S Pearson, Malcolm R Dando. Strengthening the Biological Weapons Convention. Briefing Paper 13
(Second Series) Towards a Life Sciences Code: Countering the Threats from Biological Weapons
2 Science Daily. http://www.sciencedaily.com/encyclopedia/spanish_flu



BWC/M SP/2005/M X/WP.5
Page 4

and hedlth, environmenta heelth and the political balance in anationd and globa context. Would it
have direct offensve military application and advantage?

12.  Will investigators dways make the right decision? Probably not, until a new defended
culture aimed a diminating this threst emerges®

Tracking Programs and Reporting Offensive Work

13.  Tracking and reporting data or methods with potentia offensve applicationsis only
effective when preclusion is an acknomedged ethic within the palitica dlimate and managerid
mandate supporting them. Without a*buy-in” from senior political and management levels,
whistle-blowing is seen as a breach of trust and loydty by government, academia and private
industry, subject to punitive action. The fear created is often enough to prevent many investigators
and managers from reporting offending research. Effective tracking, if it isto work, operates a the
bench level with upper-level support and oversght. Regrettably, in some cases, management will
not “buy-in”, leaving some investigetors in an ethicd dilemma, agonizing over their dlence and
fearful of persona reprisal.

14.  With amanagement buy-in, how might tracking and reporting occur?

15.  Thekeystone to open reporting is the establishment of atrusted ingtitutiona body to which
concerns can be communicated. The body could be acommittee of the senior responsible
manager (SRM) yet operate & arms length from managerid interference. At the indtitutiond leve,
this might consist of an expert pand familiar with dl programs and any science under review (pand
members involved with the work should be excluded from deliberation). Protocols would be
reviewed againgt a clear set of guiddines (i.e. Code of Ethics on Offensve Research) and report
to the SRM. The Code could consist of a nationally agreed to set of guiddines considered core to
every inditute conducting microbiologica research and integrated with specific ingtitutiona
requirements that facilitate effective program oversight. This report would then be acted on and
reported to anationd leadership and monitoring body. The National monitoring body should be at
ams length from any groups having influence or vested interest in them or in any of the user
groups being monitored (government, academia and industry).

16. In Canada at present, the monitoring body currently overseeing defensive
biologica/chemicd research in the military isthe Biological Chemica Defence Review Committee
(BCDRC). While the threat from such wegpons endures, Canada has an obligation to ensure that
members of the Canadian Forces (CF) have adequate training and equipment to protect
themselves againgt exposure to chemica and biologica agents.

17.  Additiondly, the Canadian public hasthe right to be assured that Canada's policy of
maintaining only adefensve cgpability in thisfidd isfully respected at dl times, and thet any
research, development and training activities undertaken pose no threst to public safety or the
environment (3).

¥ Amy E Smithson. Biological Weapons: Can Fear Overwhelm Action?



BWC/MSP/2005/MX/WP.5
Page 5

18.  The BCDRC annudly vists Defence R& D Canada - Suffidd (DRDC Suffidd);

Defence R& D Canada - Toronto (DRDC Toronto), the Canadian Forces Nuclear Biologica and
Chemica (CFNBC) School and at least two other DND Establishments where biologica and
chemical training is conducted.

19. It reviews the annual DND Research and Development Program as originated by the
Assgant Deputy Minigter Science and Technology (ADM S&T) and approved by the Defence
Management Committee.

20. It reviews the implementation of the recommendations made in the BARTON REPORT
of 31 December 1988 and the 1992 Independent Environmental Audit of DRDC Suffield and
previous BCDRC Reports. It examines the DRDC Suffield and Defence R& D Canada - Toronto
(DRDC Toronto) Annua Reports, activities and records of the Human Research Ethics and
Anima Care Committees and the current research and development contracts and publications
ligs.

21.  The BCDRC then submits areport of ther activities and findings to the Chief of the
Defence Staff (CDS) and the Deputy Minister (DM) of National Defence.*

22.  The Committee, congsting of a chairperson and two members representing the disciplines
of chemistry, microbiology and toxicology, is appointed for three years by the DM/CDS on the
recommendation of the pertinent learned societies and the Committee Chairperson. Additiond
information can be found in the August 2003 paper of the BTWC, Canada s Biologicd and
Chemica Defence Review Committee: Transparency Model.

23. A body smilar to the BCDRC could give nationd review and oversight and where
required, arbitrate inconclusive or contentious reviews.

Codes of Conduct

24. Codes of Conduct provide aguiddine for optima thought and behaviour, setting out the
spirit of, and aspiration to astandard. Codes of Practice, dthough integraly related and arguably
Synonymous, point to the proscriptive or regulatory activity of a superintending body. Both
provide a systemétic collection of consistent unambiguous guidelines that support a standard of
mord or ethica behaviour within adefined group. They directly sate the intent of a group to
adhere to adefined culture and norm. However as mentioned, they only work when a 100%
upper level “ buy-in” occurs, that is; when management and their politica masters are ready to
count the cost of a Codes defence in supported by education and assessment programs that
directly feed back divergences, alternative solutions, affirmation and reward. If the clarity,
force and support required to administer a Code of Conduct or Practiceis equivocd, it will never
withstand the pressures that inevitably will confront it.

25. Anexampleof this problemis current sate of the WHO and its eroding position on the
destruction of smalpox stocks. With mounting political pressure from some member states bent
on continuing smal pox research, the World Hedth Assembly (WHA) has moved from a

* The BCDRC Website http://www.vcds.forces.ge.ca/bedre/intro_e.html
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destruction to retention to limited research and findly, to dlowing specified genetic modification of
smallpox. It isthe one brick at a time dismantlement of agendas that Codes must withstand.® The
“will” to accomplish and sustain their purpose must be resolute if they are to succeed!

26.  The question then iswhether a Code of Conduct or Practice helps or hinders the process
of defining when a program or investigator crosses the line into the area of biologicd offensve
research. The answer is again yesif the afore mentioned criteria can be accomplished.

27. So what would this Code look like and how might it operate? As mentioned earlier, it
must start with individua accountability, because asthe individua goes, so go societd norms.
Every personisasmall reflection of a collective spectrum of societd norms. Public perception
forms aredity directly linked to the collective norm. Therefore avison of the new culture and its
norm must be cast in the collective public and scientific mind defining its purpose, gods and
paticularly its ethica sengtivity. It isimportant that the goas not be unredigtically ambitious.
Much of the current literature describes overly ambitious Codes of Conduct that aim for globd
universdity without ducidating loca and nationd infrastructures. Although the “big picture’ is
important, the process must start at the local level and work up. In this case, the issueis so
politically charged, creation of anew culture and supportive Code is a generationa work.

28.  Anexample of this process has been the emergence of the body overseeing the use of
experimenta animasin Canada. In 1963, the Medical Research Council (MRC) requested that
the National Research Council (NRC) establish a Committee to investigate the care and use of
experimenta animasin Canada. In 1968, according to the Committee's recommendation to
cregte avoluntary control program exercised by scientistsin each ingtitution, subject to peer
review and committed to implementing the guiding principles of an independent advisory body, the
Canadian Council on Anima Care (CCAC) was established.

29. Its mission statement underlines the focus of the CCAC on the ethical principles of
animal-based experimentation.® Forty-three years later and the CCAC is gtill working at
edablishing regiond and nationd universaity. Their definition of universdity started with the
individual and works toward capturing the gresater user groups. Universa gpplication of the
CCAC programs means they apply to al animas used by: I) individuds, ii) members and iii)
employees, agents or owners acting on behdf of organizations or businesses registered or
operating in Canada.

30.  "Thepurpose of the CCAC isto act in the interests of the people of Canadato ensure,
through educational, assessment and guiddine programs, anima use when necessary, employs
optima physica and psychologica care according to acceptable scientific sandards. Additiondly
the CCAC promotes an increased level of knowledge, awareness and sengitivity to “relevant
ethicd principles’. The CCAC has withstood many chalenges by adhering unequivocdly to its
vison and mandate over the years. Today it isawell respected body both in Canada and around
the world, recognized for its educationa and protective role in the use of experimenta animals.

® Third World Network. The Genetic Engineering of Smallpox. www.smallpoxbiosafety.org
® The Canadian Council on Animal Care. Website www.ccac.ca
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3L Has the Code of Ethics established by the CCAC hel ped Canadian research in the use of
experimental animals? Yed It has provided every indtitutiond Anima Care Committee the
foundation for their over sght of anima use and the confidence to act authoritatively and fairly

when necessary.

A Codewithin the Biodefence Context

32. A Canadian model of aMicrobiological Code of Practice could operate (using the CCAC
modd) by firg establishing oversight at thelocal level. By incorporating ethical and risk
assessments of proposed microbiological work within existing inditutiona body doing Smilar
work, the misson and goa's could be harmonized. A nationa oversight body integrated into an
exiging nationa structure with related duties would likewise harmonize resources and act to give
guidance and authority to the localy established committees.

33.  Asanexample, within the Defence Research Unit a Suffield, the Biohazard Safety
Committee examines by a specific process dl proposed Chemica and Microbiologica studies
through an established study approva procedure. It incorporates approva of an anima care
protocol by thelocad Animal Care Committee which, in its ddiberations, consders the ethical use
of the animals under the CCAC guideines but aso seek proof of the scientific merit and its impact
on the current body of scientific knowledge it addresses. In addition, the process covers any
Human Ethics congderations aong with chemica and biologica safety issues. The biologica
safety addresses the am of the study, the agents to be used in particular the name, strain, whether
live or dead, concentration, source, and the amount needed for the study. It identifies the Site(s) of
use, safety measures, the organism risk levels 2-4, use of controlled substances which include
prescription drugs, anesthetics and any other chemicas. Remova and use of any DNA (risk level-
3 agents) with subsequent use and disposal must be described. Included with thisis adetailed
description of the protocol. Here then exist two places where integration of an ethica review of
the defengve/offensive implications of a protocol could be effectively carried out. This could be
done under a nationally established Code of Conduct and Practice and implemented at the local
level by a committee of experts mandated under Nationd authority. Their mandate would be to
enaure that research activities involving microbiologica agents or toxins whatever their origin or
method of production are only of types and in quantities that have clear and unequivoca use and
judtification for prophylaxis, protection and other peaceful purposes.

34.  Atthenaiond leve, acommittee such as the BCDRC which is directly involved with this
mandate could have an attached “ams-length” expert group which would be the leedership and
assessment group. The Nationa body would have nationd representation from both the technica
and professiona levels thus providing peer-based representation from dl levels of the scientific
community.

35.  Thelifeand culture of the organization would be sustained by core guidelines, education,
peer-based assessment and persuasion. The god, over time, would be national acceptance and
participation in an oversght program. The value of participation would be the accountability of the
individua scientist and manager, occupancy of a defined ethica “high ground”, public perception
of legitimacy and accountability (locdly, nationdly and globally) and perhaps most importantly, the
creation of an new culture that safeguards people and the environment.
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Condlusions

36.  Thispaper has reflected in direct and basic terms what may be involved in constructing
within the grester scientific community a newly sensitized and cooperative culture dedicated to
deterring the knowing development of offensive biologica research programs and the dispersion
of dataand methods from those efforts. The recognition of the cross-over area between defensive
and offengve gpplication is sometimes difficult because of the speed of technologica advances
and the failure of the scientific community to fully rationdize the impact. However it may be of
some value to use recognized benchmarks most scientists quickly rationaize and commonly
interpret individualy and corporately. Those are the terms that describe mgor changesin the
cultural or genomic characterigtics of an organism and give it its genus and species capabilities
regarding surviva, infectiousness, virulence, replication, incubation period and resstance to its
environmen.

37. Reporting program research that may have knowingly or unwittingly ventured into the
offendve arenais dependent on trust and the backing given by senior managers and politiciansto
assure confidence to those needing to communicate concerns. Without a 100% buy-in and
defence of the reporting and review mechanism within aresearch inditute, effective leadership and
oversght will fall. Findly, the efforts to establish an effective mechaniam to review ongoing
program science must be structured locally with anationa |eadership body. Both bodies could be
integrated with existing bodies at their respective levels carrying out smilar function in order to
harmonize effort and resources. An structural example might be a BCDRC modd. On going
review and oversight would be based on evolving guidelines, education and peer-based
assessmernt both localy and nationally. Unequivoca dedication to the core principles, misson and
godsiscentral to success.



