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Note by the secretariat

1. The Joint UNECE/Eurostat Work Session on Statisticad Data Confidentidity washeld in
Geneva, Switzerland, from 9 to 11 November 2005. It was attended by participants from: Austraia,
Audtrig, Bulgaria, Canada, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany,
Hungary, Itay, Jgpan, Latvia, Lithuania, Mongolia, Netherlands, New Zedland, Norway, Portugd,
Romania, Russian Federation, Slovakia, Sovenia, Sweden, Switzerland, Turkey, United Kingdom and
United States of America. The European Commission was represented by Eurostat. Representatives
of the European Central Bank (ECB) and the Organization for Economic Cooperation and
Development (OECD) dso attended. Participants from numerous universities and research ingitutes
attended the work session at the invitation of Eurogtat.

2. The agenda of the work session consisted of the following substantive topics:

()  Web/on-line remote access (techniques, confidentiaity protection and organizationa
isues);

(i) Disdosurerisk, information loss and usability of data;

(i)  Confidentidity aspects of satisticd information taking into account register- based data;

(iv)  Accessto busness microdatafor andyss,

(v)  Confidentidity aspects of tabular data, frequency tables, etc.;

(vi) Software for statigtical disclosure control;
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(vii) Generd datidticd confidentidity issues (legd franework, political and conceptua aspects,
terminology).

3. Mr. Anco Hundepool (Netherlands) acted as Chairman.

4. The representatives of Eurostat and UNECE addressed the meeting. They stressed the
importance of protecting data confidentidity, the impact of technologica developments, and recalled the
tradition of internationa cooperation in thisfield. Theimportance of the Work Session was emphasized
by the participation of 90 participants and 51 discussion papers submitted.

5. Mr. Pedro Diaz (Eurogat) expressed his gratitude to the UNECE for hosting the meeting. He
attached agreat dedl of importance to the topics being discussed at this Work Session and hopes that
progressin the field of data confidentidity can be speeded up. He noted that throughout the European
Union, the harmonization of risk disclosure criteria has not been done. The frontier of whét is confidential
and what isnaot, is difficult to define. Thereisalack of common methods and policy. He aso mentioned
that progress in remedying these problems has been very dow. A task force will be created at a higher
leve in the ESSto work on policy issues for confidentidity.

6. Mr. Heinrich Briingger (ECE) identified the main problem in this area of how to reconcile the
drict rules of gtatistics with the needs of researchers to have accessto data. He noted that this Work
Session brings these two groups together. He drew attention to the Fundamenta Principles of Officia
Statigtics and in particular to the 6" principle, which states that data are to be strictly confidential and
used exclusively for gatigtica purposes. In surveys we promise respondents that their identity will be
protected and we must honour this pledge. He dso mentioned that in the manipulation of microdata files
by adding noise or perturbation, this may reduce re-identification but may increase the risk of the wrong
information being attributed to aunit. This could affect the credibility of the data provider. He noted
that countriesin trangition gill need assistance in developing their own models of good datistics.

7. The following persons acted as Session Organizers. Topic (i) — Mr. Anco Hundepool
(Netherlands); Topic (ii) — Ms. Luisa Franconi (Italy); Topic (iii) — Mr. Eric Schulte Nordholt
(Netherlands); Topic (iv) Mr. Josgp Domingo Ferrer (University Roviral Virgili, Spain); Topic (v) —
Mr. Lawrence H. Cox (United States of America); Topic (vi) Ms. Sarah Giessing (Germany); and
Topic (vii) —Messrs. Pedro Diaz and Jean-Marc Museux (Eurodtat).

PUBLICATION OF PAPERS

8. Eurogat will publish a specid volume in the series Monographs of Officid Statigtics devoted to
this work sesson, containing a wide selection of the papers presented. In view of the large number of
papers, it was agreed thatinvited papers should not exceed 12 pages and 8 pages for supporting
papers. This requirement must be drictly observed and authors were invited to submit the final edited
versons of their papersin PDF and Word or LaTex formats to:

maria-j oao.santos@cec.eu.int no later than 2 December 2005. The publication will be avalablein
March 2006.
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RECOMMENDATIONS FOR FUTURE WORK

9. The participants reviewed the recommendations for future work on the basis of a proposa put
forward by an ad hoc working group composed of Ms. Sarah Giessing (Germany), Ms. Luisa Franconi
(Italy), Mr. Anco Hundepool (Netherlands) and Ms. Maria Joao- Santos (Eurostat). When preparing
the proposd, the working group took into account suggestions made by other participants during the
mesting.

10.  The participants consdered it useful for national and internationd Setistical offices to continue
the exchange of experiencesin the field of Satistical data confidentiaity. The Work Session, therefore,
recommended that a future meeting on atistica data confidentiaity be convened in 2007, subject to
the approva of the Conference of European Statisticians and its Bureau, with a study programme as
suggested below.

11.  Thefollowing substantive topics were recommended for the study programme of the proposed
2007 work session:
Web/online remote access questions (techniques and organizationd issues);
Glossary of termsfor Statistical data confidentidity;
Discloaure risk, information loss and usability of data;
Confidentidity aspects of tabular data, frequency tables, Geographica Information Systems,
(S (o
Software for statistical disclosure control;
Synthetic data files for research/andlysis training;
User case studies on practica gpplications (more countries);
User issues, SDC more visble to users.

Participants recommended that an organizing committee of the future work session try to group these
topicsinto asmaller number of themes. They aso recommended that the future work session should
provide more time for discussion, and look at dternative ways of presenting numerous supporting
papers (poster sessions, etc.). Organizing panel discussions was aso recommended as a possible
method of work. It was suggested that the work session be organized in such away so asto make it
more visible to the outsde world (e.g. renaming the sessions to address more practica issues).

12.  Theparticipantsfelt that thefollowing topics may aso be of interest, and possibly discussed a one
of the future meetings on datigtica data confidentiaity or arelaed subject (in order of preference):
- Linking externd data;

Access to business microdata for anayss,

Intruder aspects,

Case study on legd aspects in different countries;

Saidicd data confidentidity aspects of population and housing censuses taking into account

classcd, register- based and continuous censuses,

Building a standard set of test data sets;

Statidticad disclosure control methodology assessment;

Safety aspects of andysis results, disclosure assurance of andytica outputs;
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Links coordination with the Comité du Secret;
Reducing the burden/costs of datistical disclosure contral;
Editing/imputation/SDC.

FUTURE WORK WITHIN THE FRAMEWORK OF THE CASC PROJECT

13.  The participantstook note of information on ongoing and planned activities within the
Computationa Aspects of Satigticd Confidentidity (CASC) project. In particular they were invited to
aconference that will take place in October-November 2006 in Rome. More information can be found
a: http://neon.vb.cbs.nl/casc/ .

FURTHER INFORMATION
12.  Theconclusions reached during the discussion of the substantive items of the agenda are
contained in the Annex. All background documents and presentations for the meeting are available on

the website of the UNECE Statisticd Divison
(http:/iwww.unece.or g/stats/documents/2005.11.confidentiality.htm).

ADOPTION OF THE REPORT

13.  The participants adopted the present report before the Work Session adjourned.
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ANNEX

SUMMARY OF THE MAIN CONCLUSIONS REACHED AT THE WORK SESSION
ON STATISTICAL DATA CONFIDENTIALITY

l. Web/on line remote access (techniques, confidentidity protection and organizationd issues
Session Organizer: Anco Hundepool (Netherlands)

D ocumentation: Invited papers by Denmark, Sweden, United States and University of

Minnesota/ Autonomous University of Barcelona; Supporting papers by Netherlands and United States

1. Papers presented under this topic focused on two types of access: (i) remote execution, whichis
lessflexible but provides better disclosure control and where al outputs are checked; and (ii) remote
access, which is more flexible but disclosure control is more difficult and find output is checked. When
implementing remote access, Statistica offices have to consider issues related to information technology,
organization of remote access and selection of data/preparation of data sets to be accessed by
researchers. Researchers are showing a growing interest in remote access to anonymised microdata.

2. The participants discussed examples of the technological setup. Dedicated computers are
assigned separate from the production environment of the Satistical office. Severd offices use solutions
relying on the server sde — the most frequently used software packages are available for Satistica
analyss on the server in severd countries. Other offices provide specific desktop utilities for
researchers. For security reasons, researchers are usualy not able to print or download the data or
outputs to their workstations. Sophisticated authentication approaches are used (e.g. secure ID, smart
cards and biometric identification). Various firewal| configurations provide physica protection for data.
In some applications, results were sent by e mail. Ancther example moved outputs behind the firewall
after checking them. Participants aso confirmed the need to keep the set- up user-friendly and secure at
the sametime.

3. There was a discusson on the risk that a sesson is recorded (video-taped, photographed, etc.).
This can hardly be avoided. The participants felt that this risk is not so important as the recorded
sessons would not be too useful. It was more important that the data could not be downloaded and
there was no copy-paste possbility between desktops. Technical solutions were implemented to avoid
such risks.

4, On the organizationd Sde, the usud practice is that access is not granted to everyone.
Only research indtitutions (public or private) with a stable research environment (having a
management and a number of researchers) are alowed to access the anonymised microdata.
Another approach is to limit the access to concrete people, projects, variables and a specified
time period. There were various approaches to checking the outputs. In some cases only the
fina output was checked and made available to the researchers; in other cases al outputs,
including intermediary ones, were checked. One example is when the statistica office' s staff
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performed the verification, while another example used robust agorithms for verification.

5. There was a question by one dd egation about whether the anonymised microdata should be
provided only to researchers. Some participants consdered that there should be a distinction between
the public usefilesthat may be available to everyone, and the detailed microdata files that had to remain
restricted.

6. There were various approaches to the selection of data. In some cases the approved data sets
were availableto al users, while in other cases only variables rdated to the research project. In some

cases very detailed universe formation rules are defined in order to assesstherisk and limit the crestion
of tables accordingly.

7. Access to microdata may be interesting also from the historica viewpoint. A project aming at
preserving and making available historical data sets from population censuses (IPUMS) was presented.
The issues included ensuring that no important historical facts were lost and that dl data sets were
harmonized. The legd, adminigrative and technica setting of the project ensures confidentidity
protection. The protective measuresinclude suppression of geographica details, converting dates to
ages and blurring/aggregating the sengitive codes. Legd measures imposed signing the licenses
agreements binding the researchers aswell asthe researchers' ingtitutions, and prohibited any
redistribution of deta.

8. Software tools for two projects on remote access introduced within this topic were presented at
agpecid sesson: OnSite@Home (Statistics Netherlands) and IPUMS (University of Minnesota).

Il Disclosurerisk, information loss and usability of data

Session Organizer: LuisaFranconi (Italy)

Documentation: Invited papers by University of N gples’'University of Plymouth, United
Kingdom/University of SouthamptoryHebrew University, Hebrew University/University of
Southampton, Carnegie Mellon University and University of Alicante and University of Southampton;
Supporting papers by Italy, New Zedland, United Kingdom, United States, Univerdty of
Kentucky/Oklahoma State University and University of Constance

9. Thediscusson on this topic focused on the release of microdatafiles that may leed to risk of
disclosure. Comparison of anonymised microdata files with accessible registers and archives may
permit re-identification of records.

10. Satidticd literature provides a definition of risk measures, but there is no forma definition when
thefileis condgdered to be safe. Generdly, thereisno zero risk of disclosure. Some computer science
literature defends the opinion that any data must be released with noise (the noise must be smadl enough
s0 that information on large data sets remains useful). However, the question was raised whether
rdeasing data with noise is acceptable for statistical agencies.

11. The participants discussed several methods for ng disclosure risk, and agreed that
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risk assessment is crucia to the disclosure control. The discussion stressed the importance of datistical
models. The gpproachesincluded a set of models using contingency tables. Superpopulation models
were congtructed using the population and sample frequencies. Several models were devel oped for
estimating the record level measures of the disclosure risk using statistical models based on Bayesian
methods. Log-linear modes applied to contingency tablesam at estimating the sample disclosure risk.
An approach based on canonica correlation analysis for assessing both re-identification and value
disclosure risk was discussed.

12.  Thediscusson stressed the issue of complexity of caculations. The experience, on the part of
some participants, showed that it was possible to run complex agorithms on present computers. Some
goproximations, aiming at decreasing the computationa complexity, were dso suggested. The
computationa complexity of different modelsis very different and is not rdated to the complexity of the
modd itdf.

13. There was as0 a presentation dealing with techniques of microdatarelease. A random
orthogona matrix masking methods (ROMM) was presented. The measures for risk when using this
method and when using a concurrent noise introduction method were compared. The participants
discussed the gpplicability of this method to categorica and continuous data. The evauation of the
method has not been finished yet.

14. The participants a0 discussed the use of Confidentialized Unit record Files (CURF) for
dissemination of categoricd microdata. The method uses smal samples that have dmost exact census
proportion for afew census variables and minimized sampling error for others. CURFS represent a new
advantages and limitations. The method is currently being evaluated by a pilot group of researchers.

15.  The Post Randomisation Method (PRAM) aso serves dissemination of categorica microdata.
It perturbs the original data — categorica variables are changed according to prescribed probability.
The tests reveded that the method shows good resultsin minimizing the disclosure risk as well asthe
damage to the original data st.

16.  Thedisclosurerisk of public usefiles crested from confidentid files was dso consdered in the
discusson. An automatic record linkage experiment was suggested and is currently being experimented
on in one country to assess such risk.

1. Confidentidity aspects of datistica information taking into account register-based data
Session Organizer: Eric Schulte Nordholt (Netherlands)

Documentation: Invited papers by United Kingdom/University of Southampton/Hebrew University,
Eurogtat and University of Alicante; Supporting papers by Italy, Norway and Norway/Eurostat

17.  Participants recognized that presently there are no European best practices available.
There are differencesin the perception of risk resulting in sgnificant variations of disclosure

rik. Aninternationa harmonization would ease internationa comparison. Eurodtet is
attempting to pursue harmonization efforts and is currently working on common atacker/intruder
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scenarios, risk measures and thresholds and common rules for anonymisation. Residud flexibility
would alow adapting to nationd Stuations following nationa assessment according to common
standards.

18.  Thecomparison between pre-tabular record swapping and post-tabular smdl cdl rounding was
reviewed. The strength of record swapping was in keeping the table totals consistent; preserving
margina digtributions a higher aggregated levels, and its usability for geographic varigbles. Targeted
swapping lowers the disclosure risk, but increases distortion in the distributions of the teble. The
advantages of smdl cdls rounding comprise the full protection of high-risk cdls, low information loss,
transparency for the users and possibility of taking the method into account in datigtica andyss.

19.  Thelongitudind data, originating from two or more sampling frames with measurements for
multiple time periods were discussed - The possibility of linking different time periods may be a cause of
additional disclosurerisk. The classicd disclosure control methods may not be efficient if used done. It
was suggested to combine methods such as data masking, synthetic data, licensng and research data
centres.

IV.  Accessto business microdata for analysis

Session Organizer: Josgp Domingo Ferrer, Rovirai Virgili Universty

Documentation: Invited papers by Germany, University of Tubingen, Nationd Ingtitute of Statistical
Sciences/Univerdty of Cincinnati/Duke University/Bristo-Myers Squibb, Rovirai Virgili University and
I11A-CSIC; Supporting paper by United Kingdom

20.  Theagencies acting within the system of officid datigtics are very careful when sharing their
possibly confidentia or proprietary data with others who own related databases. This may represent an
obstacle for conducting statistical analyses. Severa methods were discussed at the Work Session for
Secure computation that may alow sharing data without compromising data confidentidity. These
methods included secure summeation protocols, secure matrix product protocols, and synthetic data
approaches.

21.  TheWork Session examined another study on estimating re-identification risk from partidly
synthetic microdata. Guidelines on how to tune synthetic data generation were provided as a condusion
of this contribution.

22.  TheWork Sesson examined a study on estimating disclosure risk using cross- database
matching for anonymised business datain combination with externd data. There-identified units are
further analysed to determine if they contribute benefit to potentia dataintruders. A stronger
anonymisation method is subsequently applied on these units. This approach was used for the creation
of Sdentific-Use-Files. The opinion was expressed that intruders follow the economic raionde, and
they would refrain from re-identification efforts if the risks of failure were too high.

23.  Thesmultaneous consderation of data quality aspects together with disclosure control
deserves the attention of atistical offices. A possible way to achieve thisis to accompany the
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anonymisation by testing the information loss. Severad methods used for synthetic data were
discussed. The question was raised how the data provider knows about the information needs of
potential users.

24.  The participants aso discussed the secure computation approaches. These include secure
servers where users can conduct their analysis without disclosing the confidential data. The case of
health insurance companies was quoted as an example: the full data set may need to be anaysed, but
under no circumstances insurance companies would accept the risk of having their data disclosed.

V. Confidentidity aspects of tabular data, frequency tables, etc.

Session Organizer: Lawrence H. Cox (United States of America)

Documentation: Invited papers by United Kingdom, United States, United Kingdom/University of
Southampton/Hebrew University and University of La Laguna; Supporting papers by Audtrdia, United
Kingdom/University of LaLaguna, United Kingdom and United States

25.  Therearevariousformsof tabular data. One of them isfrequency (count) data organized in
contingency tables. Tabular data may dso take the form of magnitude tables (e.g. income, sdles,
number of employees, etc.). Magnitude tables are published in alarge number and they can disclose
contributions more easily than other tables. Therefore, Satistical disclosure control for these tables has
received greet atention in literature and a computer package mainly devoted to the protection of this
type of tables, t-Argus, has been developed.

26. Recent research has gone beyond cdll suppression, which thwarts and distorts Satistica
analysis, to perturbative methods like controlled tabular adjustment (CTA) and further to balance data
qudity and confidentidity, quality- preserving CTA. A pressing issue is how to efficiently compute such
problems.

27. Rounding is one method used to protect tabular data. Effects of rounding on data qudity and
utility were considered at the Work Sesson. Various methods for rounding and various choices for the
rounding base are available. These may be compared in two ways. (i) bias and variance and (i) effects
on the underlying digtribution. Methods discussed &t the meeting included conventiona rounding,
modified conventiona rounding, zero-restricted 50/50 rounding and unbiased rounding.

28.  Andternativeto cdl suppresson and use of fixed intervals was suggested. This method
conggts of fixed intervas that contain the sengtive value. The purpose of this method is to prevent
outside intruders from gaining identifiable information on individua contributorsto the cell. The
participants aso considered using inference techniques for minimizing the disclosure risk.

29.  Thediscusson dso consdered the effect on information loss of disclosure control
techniques on tabular data. The studies showed that stochastic disclosure control processes have
varying effects on data quaity. Some suggestions were made that could lead to the devel opment



ECE/CES/2006/4/Add.1
Page 10

Annex

of more detailed guiddines atable that has only one or two columns of small vaues and the rest
large vaues should not be suppressed since inevitably the secondary suppressonswill involve
some of the larger cdlls. A table that is uniform has lessinformation loss regardless of the
perturbation method. It is clear that the information loss measures perform differently depending
on the characteristics of the table and the perturbation methods need to be tailored to the specific
type of table. It was emphasized that each type of tabular data needs a specific disclosure control
method to prevent information loss.

30. Thediscussion focused on the specific issue of perturbation. Some of the methods dter the
amdl aggregates—e.g. in caseswhen it is possble to re-identify the concrete busness. While this
prevents the disclosure of true information, there is a new risk of identifying wrong information about a
particular business. Some partici pants suggested that a solution could be to indicate what cellswere
perturbed in the find output. Another suggestion was to pursue a policy debate on thisissue, asit
gppeared more policy related than technical.

31.  The participants attempted to compare disclosure control methods for microdata with methods
used to protect tabular data Those for microdata are mostly statistical methods. Complex
mathematica dgorithms are used for protecting tabular data. In this connection, the question of
computational complexity was aso considered. Experiments showed that an ordinary computer could
handle atable in the order of 1'000' 000 cdlls within 40 minutes. On the other hand much smaller but
more complex tables could not be solved to optimality after several hours of computation. In these
cases, near optimal solutions are provided. It means that the complexity of the table, contribute to the
length of time needed for computation.

32.  Smilarly, as mentioned under previous topics, nationd etistical offices dso fed the need for a
consolidated approach to tabular data protection. The Code of Practice and Protocol on Data Access
and Confidentidity by the UK ONS were quoted as an example.

VI. Softwarefor gtatistical disclosure control

Session Organizer: Sarah Giessing (Germany)

Documentation: Invited papers by Germany, Germany/Technicad University of Cataunya, United
States and University of Manchester; Supporting papers by Netherlands and United States

33.  Thepresentationsin this topic covered practicdly the entire fidld of statistical disclosure control.

34.  One presentation focused on amethod producing safe output for complex satistica
andyssin aremote access environment. The “jackknife’” method overcomes typica
disadvantages of anonymised microdata that are the only protection against specific disclosure
scenarios, non-protection of certain individua vaues, low qudlity results, biased results of
complex analyses and impossihility of some analyses. Some prototypes of the “jackknife” method
are avallable for evauation, namdy classca and robust univariate descriptives and tests (asin
SAS Proc Mean / Proc Univariate and some more); two-way frequency tables with table
satistics and tests (asin SAS Proc Freq); and (non-)linear least squares regression (asin SAS
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Proc NLin). Presently the replacement values are drawn from the distribution defined by the
adminigration. During the discussion, suggestions were made to draw them from a distribution
cdculated from the data, for example the imputation mode!.

35. An dgorithm for Controlled Tabular Adjustment (CTA), using minimum distances, was
presented a the Work Sesson. Theam isto change vaues of sengtive cdls sufficiently and adjust
vaues of nontsengtive cels minimaly to maintain the additive table Sructure. The qudity criteriafor the
CTA method were dso considered. They include the possibility of combining the CTA and cdll
suppression and that the CTA and cdll suppression should result in a comparable amount of accurate
data being released taking into account the data s relevance and significance. The future development
will include processing of multivariate data, determining adjustment senses for sengtive cdllsin restricted
CTA and researching practicability of usng CTA to handle disclosure limitation issues of table servers.

36. Complementary cell suppression methodology was discussed. It was proved that using interior
point solversit is possble to derive close estimates of confidentia cdlls. To avaid this, it was suggested
to use the smd| cells suppression with caution, and not to be afraid of over-protection. The future work
may involve looking into synthetic tabular data. Another example of cell suppression, which was
gpplied to the census of agriculture, was a so presented at the mesting.

37. A concept of aprogram (SUDA) for classifying cells according to their disclosure risk was
presented. The concept used for this program is caled specia uniqueness. The dgorithm permitted
efficient searching for specia uniques. Work on refinement of the program is under way, bath in terms
of the computer science background and the satistical disclosure dgorithms on which it isbased. A
project is under way that aims a grid enabling SUDA, which is expected to increase efficiency and
overcome some disadvantages. Thisprogram can run on Windows and Linux computers. However, its
digtribution is subject to alicensing procedure because the software is believed to be useful aso for
intruders, and such use has to be avoided. The discussion stressed the thereislittle attention paid to
group disclosure. SUDA may have a chance to solve this, and the authors promised to look into it.
There was dso adiscusson on whether to select only key variables when searching for specid uniques
or use a broader model.

38.  Theuseof t-Argus software for cell suppression was aso discussed. The presentation focused
on the clever usage of microdata. Confidentidity patternsin t - Argus can beinfluenced. A practica
presentation of mArgus and t - Argus software, for microdata and tabular data protection, was
organized for interested participants at a specid sesson. More details can be found at
http://neon.vb.cbs.nl/casc/.

39.  Therearedready many complex dgorithms available in various software tools. The
development is resource intersive, and so duplication is not desirable. It was therefore suggested to
consder creating alibrary for datistical disclosure control software.
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VIl. General gatistical confidentiality issues (legal framework, political and conceptual
aspects, ter minology)

Session Organizer: Pedro Diaz and Jean-Marc Museux (Eurostat)

Documentation: Invited papers by Canada/Germany/Netherlands/University of Manchester, United
Kingdom, Eurostat and UNECE; Supporting papers by Canada, Portugal and UNECE

40.  Theparticipants were informed about present work on the Glossary on Statistica Disclosure
Control. The authorstried to look at different websites and find common definitions. The ambition of
the project was not to invent new definitions, but to make those that existed easily available onthe
Internet. The draft is available on the CASC website (http://neon.vb.cbsnl/casc/). Comments are
welcome, and can be sent to Eric Schulte Nordholt (ede@chs.nl). The authors offered assistance to
those who would volunteer to trandate the glossary into other languages. It is currently availablein
English, with atentative plan to trandate it into French and German.

41. A baance needs to be found between the need to provide users with access to microdata and
the need to protect the confidentiaity of respondents. The lega aspects often comprise a complex
variety of generd laws on accessto information and laws specific to Satigtics. In addition to thelegd
regulatory messures, officid atistics need to develop policies for accessto microdata. Thisis
undertaken at various levels within departments at the nationd level. There are dso activitiesaimed at
identifying agreed good practices on confidentiaity protection and accessto metadata. The practical
goplication involves risk assessment and methods to control disclosurerisk. It dso coversvarious
access options that restrict access to authorized use and authorized users and prevent eventual intrusion.

42.  When discussing the dissemination of potentidly confidentia information by internationa
organizetions, the lack of harmonization was pointed out. This leads to accepting the mogt redtrictive
rule from countries concerned. There are EU regulations on access to confidential data for scientific
purposes (831/2002), and these were discussed in depth. ESS work on statistical disclosure control
will aso be pursued through the Centres of Excellence (CENEX). A consolidated legd confidentidity
framework for the EU should be sought in the future  Plansto streamline and better implement EU
Regulation 831/2002 will be presented to the Committee on Statistical Confidentiaity in December
2005. Eurodtat isinterested in promoting remote access for researchers, and a current reflection on the
production of public fileswill is on going.

43. A representative of the UNECE presented the work currently undertaken by the CES Task
Force on Confidentidity and Microdata. Mr. Denis Trewin, Chief Statistician of Austrdia, chairsthe
Task Force. The membership consists of representatives from Autraia, Canada, Denmark, Georgia,
Itay, Poland and the UNECE. The godl isto prepare the “Core Principles of Accessto Microdatd’.
The Task Force plans to complete the work with the adoption of the Principles at the June 2006
plenary session of the Conference of European Statisticians. More information can be found on the
UNECE website at http:/Aww.unece.or g/stats'documents/tfcm.htm . Comments may be sent to
dennis.trewin@abs.gov.au and tiinaluige@unece.org.
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44,  Satigica offices dso shared experiencesin their approaches to confidentidity. Thefirst
example was the use of Argus software for tabular data protection and preparation of the Public and
Scientific Use Microdata Files (PUMF, SUMF and microdata files for use in the office premises). The
other presentation dedlt with managerid issues of Satidtica confidentidity, with particlar atention to
preserving trust in the gatistical agency and protecting afair competitive business environment. Plansto
take into consideration international aspects such as international access and data provided to
international organizations were also discussed.

45.  There seemsto be a need to differentiate between the sengtivity of Statistical data based on the
subject matter area. For example, the data on turnover may be more sendtive than those on the number
of employees, etc.

46.  The participants congdered it useful to develop aframework for measuring the utility. Some
countries have regular contacts with the user community, and they try to take on board their needs when
taking decisions about data confidentidity.

47. Participants stressed that the environment convention sometimes obliges disclosing data that
would normdly be considered confidentia. Any public authority must provide information on emissions
within twenty days. This paradox would deserve further discusson by statigticians. The suggestion was
meade to increase avareness, mainly of the management in the datistica offices, in the legd issuesrdated
to data protection.



