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Letter dated 27 February 2004 from the Chairman of the Security
Council Committee established pursuant to resolution 1373 (2001)
concerning counter-terrorism addressed to the President of the
Security Council

I write with reference to my letter of 2 December 2003 (S/2003/1154). The
Counter-Terrorism Committee has received the attached fourth report from the
Czech Republic submitted pursuant to paragraph 6 of resolution 1373 (2001) (see
annex). I would be grateful if you could arrange for the present letter and its annex
to be circulated as a document of the Security Council.

(Signed) Inocencio F. Arias
Chairman

Security Council Committee established pursuant to
resolution 1373 (2001) concerning counter-terrorism
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Annex
Letter dated 26 February 2004 from the Deputy Permanent
Representative of the Czech Republic to the United Nations
addressed to the Chairman of the Counter-Terrorism Committee

In response to your letter dated 21 November 2003, I submit herewith the
attached report from the Government of the Czech Republic, following the
comments and questions of the Committee (see enclosure).

The Czech Republic welcomes the enhanced cooperation with the Committee
and has been carefully following the outcome of its work. The Czech Republic has
also been thoroughly monitoring and analysing all the recommendations and
initiatives provided by the Committee with respect to the implementation of
Security Council resolution 1373 (2001).

Being aware of the importance and urgency that a comprehensive issue such as
the fight against terrorism represents and in order to provide the Committee with
additional relevant information, the Government of the Czech Republic has
provided, as the annex to its report, the report of the World Bank and the
International Monetary Fund on the Czech Republic’s observance of the Financial
Action Task Force’s 40 recommendations for anti-money laundering and 8 special
recommendations on combating the financing of terrorism.

On behalf of the Czech Republic, I would like to thank the Committee for all
its efforts in fighting international terrorism.

(Signed) Alexandr Sporýš
Deputy Permanent Representative

and Chargé d’affaires, a.i.
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Enclosure*

REPORT OF THE CZECH REPUBLIC FOR THE COUNTER-TERRORISM
COMMITTEE

1. Implementing measures
Effectiveness of financial system protection

1.1. For the effective implementation of paragraph 1(a), states must have an efficient and
effective mechanism intended to prevent and suppress the funding of acts of terrorism. Does the
Czech Republic arrange specialist training on the application of the law for its administrative
authorities, investigation departments, state prosecutor’s office, and judicial bodies,
concentrating on: the typology of, and trends in, the methods and techniques used to finance
terrorism; techniques to identify assets which are the product of crime or which serve to finance
terrorism, and the seizure, freezing, or confiscation of such assets? Please give a brief
description of the characteristics of the relevant programmes and courses. What mechanisms or
programmes are organized by the Czech Republic in various sectors of the economy to provide
training on the opportunities of uncovering suspicious or unusual transactions connected with
terrorist activities and on the opportunities of preventing the movement of money connected
with illegal activities?

The training of judges, public prosecutors, and other persons at the Ministry of Justice is the
responsibility of the Academy of Justice and the Institute for the Further Education of Staff of the
Ministry of Justice. The Academy of Justice holds a number of seminars every year on topical issues,
which are intended primarily for judges and public prosecutors involved in the given field. In the
framework of the training programme for 2003/2004, at least eight single-component and dual-
component seminars have been prepared to cover serious financial and economic crime, the issue of
detaining persons and items and making decisions on intelligence means and devices in accordance
with the Rules of Criminal Procedure, and international and European cooperation in criminal cases.
Three of these seminars (on serious economic crime, issues of economic and property crimes, and
issues of detaining persons and items and making decisions on intelligence means and devices in
accordance with the Rules of Criminal Procedure) have already taken place and were attended by 128
judges and public prosecutors. As the focus of these seminars indicates, the knowledge gained here
can be used in specific cases involving the investigation or prosecution of terrorism.

Between 26 May and 6 June 2003, a mission of experts from the International Monetary Fund and
World Bank conducted an assessment in the Czech Republic of the fight against money laundering
and the financing of terrorism. On 6 June the first draft, an ‘Aide Memoire’, of a document
highlighting the key conclusions was presented. Based on the Mission’s evaluation report, an analysis
of topologies and trends related to the issue of the fight against money laundering and the financing of
terrorism will be prepared in 2004. This analysis will be followed up by case studies concentrating on
how to identify means of evidence. The resultant findings will be incorporated into expert training
prepared for staff of the Unit for the Detention of Corruption and Financial Crime of the Service of

* Annexes are on file in the Secretariat and are available for consultation.
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Criminal Police and Investigation (Police Academy) and training in the scope of a PHARE
programme (the Police of the Czech Republic, experts from the Ministry of Finance, the General
Prosecutor’s Office).

1.2. With reference to the first report of the Czech Republic (on page 3), it is stated that close
cooperation has been established between investigative, prosecuting, and adjudicating bodies
which operate at the Ministry of Finance, the customs authority, the intelligence services, and
the Czech National Bank. CTC would welcome information about the method used to
coordinate their activities. Has the Czech Republic created the relevant mechanisms (e.g. a
working group) to ensure adequate cooperation and pooling of information between the various
state authorities which contribute to investigations into the financing of terrorism (e.g. the
police, the customs authority, financial intelligence services, and other competent bodies)?

During 2003, this cooperation took place in the scope of three working groups specializing in specific
aspects of the fight against terrorism funding, tasks established in the text of the National Action Plan
to Combat Terrorism, and evaluations of foreign-policy commitments of the Czech Republic in the
fight against terrorism.

The International Group was set the task of drawing up an overview of the requirements of the EU
and other international entities whose decisions, recommendations, and/or regulations are binding on
the Czech Republic, whereby these requirements relate to the issue of combating terrorism, including
the financing of terrorism. The Ministry of Foreign Affairs was responsible for leading the group.
This task was fulfilled and the first document was produced in February 2003; other documents on the
same theme have followed up on this initial material.

The Law Group was set the task of conducting an analysis of defects in the Czech Republic’s
criminal law which could prevent or hinder the punishment of those who commit crimes connected
with terrorism. Special emphasis was placed on penalizing all forms and methods of committing
terrorism-related crime, on identifying, seizing, and confiscating property, financial assets, and other
values used or planned for the purpose of committing terrorism-related crime or acquired through
terrorism-related crime, and on the duty to report or supply information in cases related to the
tracking-down of such assets. Representatives of the Ministry of Justice, the General Prosecutor’s
Office, and the Ministry of the Interior worked together in this group.

The Administrative Law Group was set the task of seeking out a new legal framework for the
optimal means of transformation and practical enforceability of sanction lists related to the combating
of terrorism, with a special emphasis on the financing of terrorism. Group members were
representatives of the Ministry of the Interior, the Ministry of Finance, the Ministry of Industry and
Trade, the Ministry of Transport and Communications (subsequently the Ministry of Transport), the
Ministry of Culture, the Czech Securities Commission, and the Czech Banking Association.
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At the end of 2003, the activities of these groups were terminated. Tasks which were not
accomplished will be reformulated in the text of the National Action Plan to Combat Terrorism for
2004, which the government is expected to approve at the end of April or the beginning of May 2004.
In order to increase the superior standard of cooperation between the entities involved, these entities
agreed on a more specific procedure for setting individual tasks, enabling an unequivocal
interpretation to be reached in such a complex issue.

Besides the groups mentioned above, there is also an informal group called the Clearing House, which
was set up in autumn 2002 at the instigation of the Ministry of Finance (Financial Analytical Unit).
The aim of this group is to contribute to the coordination and exchange of information between the
individual bodies active in the fight against money laundering and terrorism funding, and to ensure
the uniformity of their output in an international context. Meetings of this group are attended by
representatives of the Ministry of Finance, the Ministry of the Interior (including the Police of the
Czech Republic), the Czech National Bank, the Czech Banking Association, the Ministry of Justice,
and the Ministry of Foreign Affairs. All the members of this group meet about three times a year.
Between meetings, individual members cooperate on specific tasks as required.

In addition, several other working groups (their outputs are one of a not openly published) have
existed for temporary periods to cover specific aspects of reducing security risks.

1.3. If paragraph 1(d) of the Resolution is to be implemented successfully, an effective
mechanism must be available to ensure that the funds gathered by organizations which pursue
(or claim to pursue) charity, social, or cultural goals are not used for purposes other than
declared purposes, in particular to ensure that they are not used to fund terrorism. In this
respect, CTC would welcome information about the body tasked with this activity in the Czech
Republic. CTC would also welcome information about the procedures and working methods of
this body and about the method used to coordinate its work with the work of investigative,
prosecuting, and adjudicating bodies. Are there procedures to respond to requests from the
governments of other countries to investigate specific organizations suspected of having
terrorist links? Has a nongovernmental organization been prosecuted in the Czech Republic on
suspicion of contributing to the financing of terrorism? If yes, please specify the procedures
applied and the result of these proceedings.

On 6 August 2003, the Czech government adopted Resolution No 829, on the establishment of the
Financial Police, with effect as of 1 July 2004. Under this resolution, the government decided to set
up a specialized unit of the Police of the Czech Republic to combat the most serious cases of tax
crime, customs delicts, and any of the related most serious forms of economic crime, including the
financing of terrorism. The Financial Police, established within the Ministry of the Interior, will be a
national unit with offices in the regions.
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The International Police Cooperation Department of the Police Presidium of the Czech Republic is
responsible for implementing the procedures applied at the Ministry of the Interior when requests are
received for international cooperation in the field of investigations; as yet there are no special
regulations for terrorism.

Following the Czech Republic’s accession to the EU (1 May 2004), the specialized anti-terrorism
police unit (Unit for the Detention of Organized Crime of the Service of Criminal Service and
Investigation) will be connected to the Bureau de Liaison network, which will link it to counterparts
in EU Member States. Certain requests for immediate cooperation, regarding the provision of
information, will be transmitted via this network.

As for the prosecution of nongovernmental organizations, the financing of terrorism is prosecuted as
complicity. Czech criminal law does not yet acknowledge the liability of legal persons for the
committing of crimes (including the financing of terrorism); therefore offenders must be prosecuted as
natural persons (individuals). This situation should be resolved by a bill on the criminal liability of
legal persons and proceedings against legal persons, which the Czech government is currently
discussing. Under this bill, it will be possible to prosecute legal persons as accomplices in relation to
crimes committed by other legal persons or natural persons. The Czech government is also discussing
the bill of a new Criminal Code, which views the financial, material, or other support of terrorism as a
specific crime subject to the same sanctions as terrorist attacks.

1.4. In connection with the suppression of the financing of terrorism under paragraph 1(a) of
the Resolution, CTC would welcome information about whether the Financial Analytical Unit of
the Ministry of Finance of the Czech Republic has sufficient resources (human, financial, and
technical) to fulfil its mission. Please document your reply with the relevant information.

At present, the Financial Analytical Unit is only authorized to investigate transactions where money
laundering is suspected, because as yet an amendment to Act No 61/1996 has not been passed which
obligates entities to report suspicious transactions related not only to money laundering, but also to
the financing of terrorism (see 1.8).

The Department has been assigned 27 systemized positions (members of staff) and has the technology
required to carry out present tasks.

1.5. In connection with the implementation of paragraph 1(c) of the Resolution, the Czech
Republic is kindly asked to provide statistics reporting the volume of assets frozen, seized, or
confiscated in relation to the financing of terrorism. The Czech Republic is also kindly asked to
provide information about the numbers of natural and legal persons on lists provided:

- by the Security Council;
- by the Czech Republic;
- by other countries or international organizations.
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The statistical methodology applied by the Ministry of Justice does not make it possible to identify the
overall number of various types of property sanctions or assets seized under the Code of Criminal
Procedure. In addition, the Criminal Code provides for the imposition of pecuniary punishments, the
punishment of forfeiting property, and the punishment of forfeiting an item. In 2003, for example,
pecuniary punishments were imposed on 42 offenders for certain crimes under which terrorist
behaviour might be included (see original reply, paragraph 2(a)).

The Ministry of the Interior states that so far no assets have been frozen, seized, or confiscated in
connection with the financing of terrorism in the Czech Republic in any action coordinated by the
Ministry.

1.6. Under paragraph 1(a) of the Resolution and Article 18 of the International Convention for
the Suppression of the Financing of Terrorism, financial institutions and other intermediaries
are obliged to ascertain the identity of their clients and report suspicious financial transactions
to the competent authorities. In this respect, the Czech Republic is asked to provide information
about the number of reports of suspicious transactions received by the Financial Analytical Unit
of the Ministry of Finance, the number of reports analyzed and disseminated, and the number
of reports leading to an investigation, prosecution, or conviction.

Because an amendment to Act No 61/1996 has not yet been passed, reports on transactions where
there is a suspicion of the financing of terrorism are not and cannot be delivered to the Financial
Analytical Unit, nor can this department investigate such reports.

1.7. Please explain the rules for ascertaining the identity of natural and legal persons who hold
bank accounts or on whose behalf bank accounts are kept (i.e. ‘real account holders’); persons
benefiting from transactions concluded by professional intermediaries; and any natural or legal
persons with a link to a certain financial transaction. Is there any obligation for clients
operating entrusted funds to prove their identity for the purpose of ascertaining information
about the administrators, transferors, assignors, and beneficiaries of funds? Please give brief
characteristics of current procedures enabling foreign investigative, prosecuting, and
adjudicating bodies or other anti-terrorism bodies to acquire information of this nature in cases
where there is a suspicion of terrorist activity.

Entities who are obliged to report suspicious transactions identify the parties to the transaction. The
provisions on the discharge of this obligation are proposed as follows in the amendment:
‘Identification’ shall mean:

a) in the case of a natural person, the ascertainment of the person’s first name and surname, or
all first names and surnames, the birth registration number or date of birth, sex, place of
permanent or other residence, validation of such particulars from an identity card if such
particulars are contained therein, validation of the person’s appearance with the photograph
in the identity card, and validation of the number and validity of the identity card and of the
body or state issuing the card; in the case of a natural person who carries on business
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activities, the ascertainment of this person’s business name, the distinguishing addendum or
other similar specification, and registration number;

b) in the case of a legal person, the ascertainment of the business name, including the
distinguishing addendum or other similar specification, the registered office, registration
number or similar number assigned in another country, the name, or all first names and
surnames, birth registration number or date of birth, and place of permanent or other
residence of persons who are the statutory body thereof or a member of the statutory body
thereof, the ascertainment of the majority shareholder or controlling party, and the identity
of the natural person acting in the legal person’s name in a given transaction; if the statutory
body or a member thereof is a legal person, the ascertainment of this legal person’s business
name, including the distinguishing addendum or other similar specification, the registered
office, registration number or similar number assigned in another country, and the
ascertainment of the identification information concerning persons who are the statutory
body or a member of the statutory body of this legal person.

The legislation of the Czech Republic does not regulate the existence and functioning of trusts, which
do not occur in the Czech Republic.

The International Police Cooperation Department of the Police Presidium of the Czech Republic is
responsible for implementing procedures when requests are received for international cooperation in
the field of investigations; as yet there are no special regulations for terrorism.

Following the Czech Republic’s accession to the EU (1 May 2004), the specialized anti-terrorism
police unit (Unit for the Detention of Organized Crime of the Service of Criminal Service and
Investigation) will be connected to the Bureau de Liaison network, which will link it to counterparts
in EU Member States. Certain requests for immediate cooperation, regarding the provision of
information, will be transmitted via this network (see 1.3).

1.8. CTC would also welcome news about the progress achieved in the process of recodifying
criminal law in the Czech Republic. CTC would welcome a report on the progress achieved in
the process of ratifying, and implementing in Czech national law, the 12 international
conventions and protocols connected with terrorism.

Amendment to Act No 61/1996, which will make it possible for transactions suspected of being used
for the financing of terrorism to be investigated by the Financial Analytical Unit, is being discussed
by the Chamber of Deputies of the Parliament of the Czech Republic. It is expected that this
amendment to the Act will enter into effect on 1 May 2004.

The Czech government is discussing a new Criminal Code and an Act on the Criminal Liability of
Legal Persons. These bills should establish new specific bodies of crimes concerning terrorist attacks,
including the financial, material, or other support of such an attack, and the liability of legal persons
for such a crime.
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Because we expect that the discussion of the new Criminal Code and the Act on the Criminal Liability
of Legal Persons, together with significant elements of national law, will require time, the Ministry of
Justice has prepared a partial amendment to the current criminal law which introduces the specific
body of the crime of terrorist attacks, including the financial, material, or other support of such an
attack. The Chamber of Deputies of the Parliament of the Czech Republic is currently discussing this
bill.

The process of ratifying the 12 international conventions and protocols connected with
terrorism

On 7 January 2004, under Government Resolution No 27 the Czech government approved the
proposal for the accession of the Czech Republic to the Convention for the Suppression of Unlawful
Acts Against the Safety of Maritime Navigation and the Protocol for the Suppression of Unlawful
Acts Against the Safety of Fixed Platforms Located on the Continental Shelf. This proposal will be
presented to the Parliament of the Czech Republic and the President of the Republic for approval. The
fulfilment of the national requirements necessary for the ratification of the corresponding contractual
instruments connected with the suppression of terrorism is one of the basic goals of the new Criminal
Code and the Act on the Criminal Liability of Legal Persons (see above).

Effectiveness of counter-terrorism mechanisms

1.9. For the effective implementation of laws connected with all aspects of Resolution 1373,
states must have an effective and coordinated mechanism and create and apply the
corresponding national and international strategies to combat terrorism. In this respect, CTC
would welcome information about whether the Czech Republic’s National Action Plan to
Combat Terrorism covers the following forms and aspects of counter-terrorism activity:

- criminal investigation and prosecution;
- counter-terrorism intelligence operations (persons and technology);
- operations by special units;
- the physical protection of potential targets of terrorist attacks;
- strategic analysis and forecasting of threats;
- analysis of the effectiveness of legal regulations intended to combat terrorism, and the

corresponding amendments;
- border and immigration control: inspections aimed at preventing trafficking in drugs,

arms,
- biological and chemical weapons or the precursors thereof, and unlawful use of

radioactive substances.
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Could the Czech Republic briefly characterize the corresponding provisions and administrative
procedures?

The National Action Plan, at least in the evaluation stage, has covered all the mentioned areas to a
certain degree, and will continue to deal with them in its updates, with the exception of the explicit
mention of drugs.

criminal investigation and prosecution
The completion of the recodifying of the Criminal Code, expected to enter into force on 1 January
2005, is a precondition for the more effective prosecution of terrorism.

counter-terrorism intelligence operations (persons and technology) and operations by special units
In particular, the National Action Plan covers the organizational and technical part of this issue (the
interconnection of the databases of operative units at home and abroad) and the issue of training anti-
terrorism units (including with foreign participation).

the physical protection of potential targets of terrorist attacks
Besides specific plans for the protection of military premises (Ministry of Defence) and airports,
which is mentioned in the document entitled ‘National Action Plan to Combat Terrorism’, with regard
to the specific situation and nature of the potential threat, measures are assessed and implemented to
guard other premises (the embassies of specific countries, locations where there is a high incidence of
persons, infrastructure targets, etc.).

strategic analysis and threat forecasting
The Ministry of the Interior, Ministry of Defence, Ministry of Foreign Affairs, Ministry of Health, and
Ministry of Agriculture are involved in the strategic analysis and forecasting of threats. The aim is to
analyze the internal and external security situation of the Czech Republic, identify risk factors, and
formulate the policy priorities related to internal policy and public safety. Interconnected strategic
governmental and departmental documents are prepared and these strategies are processed into
organizational and legislative measures.

Before the National Action Plan to Combat Terrorism was drawn up, a secret document was produced
in 2000 (called ‘Study of the Preparedness of the Czech Republic to Solve the Threat of Terrorist
Attacks’), which was the first material devoted to the issue of strategic analysis at interdepartmental
level. Other secret documents were produced for the requirements of the Central Emergency Team
and the National Security Council at the time the crises in Afghanistan and Iraq culminated. The
Clearing House working group also handles such conceived analysis to a certain degree.

analysis of the effectiveness of legal regulations intended to combat terrorism, and the corresponding
amendments
At issue here is the recodification process related to the Criminal Code and Act No 61/1996, on
money laundering.



11

S/2004/171

border and immigration control: inspections aimed at preventing trafficking in drugs, arms,
biological and chemical weapons or the precursors thereof, and unlawful use of radioactive
substances
There are a large number of organizational and technical measures in this area responding to current
legislative developments connected with the Czech Republic’s accession to the Schengen System.

In order to ensure the protection of state borders in accordance with Schengen requirements, the
organizational structure of the Service of the Alien and Border Police was changed with effect as of 1
January 2002, and a special unit of the Police of the Czech Republic was created to fulfil tasks
nationwide related to the protection of state borders and the residence of foreigners in the country.
This unit is also the only entity responsible for coordination with the border protection authorities of
neighbouring countries and EU Member States in the sphere of direct activities connected with border
protection.

Service of the Alien and Border Police conducts checks of persons entering and leaving the Czech
Republic, including checks of the authenticity of their travel documents and of requirements for entry
to the Czech Republic. At border crossings, persons and motor vehicles are screened in all police
records. At border crossings, joint measures are conducted with the customs and police authorities of
neighbouring countries. The customs authority checks vehicles as they cross the state borders.

Government Bill No 216/2002, on the protection of the state borders of the Czech Republic and on an
amendment to certain laws, was drawn up and subsequently passed with the aim of creating
legislative conditions to safeguard the protection of state borders in accordance with Schengen
requirements. This Act entered into effect on 1 January 2003 (with the exception of provisions where
effect is tied to the discontinuance of controls at internal borders, i.e. to the accession of the Czech
Republic to the Schengen System).

Since July 2000, the Ministry of the Interior has operated a system for the central personification of
machine-readable documents issued by the Czech Republic. The product of this system is machine-
readable passports and identity cards carrying a printed photograph of the holder and a printed form of
the holder’s signature. According to available information, no counterfeit or adjusted machine-
readable passports of the ‘Specimen 2000’ type have been intercepted. The machine-readability of
both the above-mentioned documents will make the control procedure at border crossings faster and
more reliable.

In connection with the preparations for the Czech Republic’s membership of the EU, preparatory
work has started on organizing the application of the Convention Determining the State Responsible
for Examining Applications for Asylum Lodged in One of the Member States of the European Union
(the Dublin Convention) from 1990 and Regulation (EC) No 2725/2000 concerning the establishment
of ‘Eurodac’, as a means of ascertaining the identity of asylum seekers and persons detained in
connection with unauthorized crossing of the EU’s external borders, or borders between individual
Member States of the EU.
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This issue is handled in the scope of preparations to incorporate the Foreign and Border Police Force
into the international system of Schengen cooperation. The ‘Eurodac CR' centre currently being set up
has become affiliated to the already established AFIS information system (currently being expanded),
which is used by the Police of the Czech Republic for the purposes of criminal proceedings and the
control of legal and illegal migration. This system’s standardized software product meets the
requirement of compatibility with the systems already in use in EU Member States.

Most of the police information systems in the Czech Republic which keep records of items in
accordance with the Implementing Convention to the Schengen Agreement are operated as a national
central police database with access via the Internet and are in either permanent or trial operation.

Detectors of radioactive materials and sources of ionizing radiation are installed at selected road and
railway border crossings (especially where the similar facilities of a neighbouring state cannot be
used).

1.10. CTC would welcome information about the counter-terrorism activities of the Czech
Republic, including the characteristics of specifically targeted programmes, the authorities
which contribute to them, and about any mechanism intended to safeguard interdepartmental
coordination in the individual areas specified in paragraphs 2 and 3 of the Resolution. CTC is
interested in the following areas in particular:

a) recruitment to terrorist groups;
b) links between crime (especially drugs trafficking) and terrorism;
c) prevention of the establishment of safe havens for terrorists and other forms of passive

or active support for terrorists or terrorist groups. This category includes the logistical
support of terrorism (including the use of computer technology), ‘apologies’ for
terrorism and incitement to terrorism, the establishment of mutual contacts between
such organizations, groups, and individuals; the need to prevent terrorists and
terrorist groups, by all necessary means, from having access to chemical, biological,
and nuclear materials.

a) Criminal Code), etc. An attempt at a crime is punishable, and the mere preparation for a
crime is punishable in the case of serious crimes.

b) Individuals involved in drugs trafficking could be connected with various terrorist
movements. The yields from the above-mentioned crime could then be intended and used
for the support of these movements throughout the world. However, more explicitly, there is
a link here to attempts at trafficking in arms or hazardous substances. In November 2003,
approximately 3 kg of radioactive substances were seized and subjected to a detailed
analysis by the State Office for Nuclear Safety; the International Agency for Atomic
Energy, based in Vienna, was informed of this case.

c) Between September 2001 and the present, cases have been recorded in the Czech Republic
of verbal, printed, and Internet-posted apologies for terrorism, which have usually been
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associated with extremist groups (the extreme left wing and extreme right wing, the
extremist views of citizens from Islamic countries who live in the Czech Republic). In some
cases, these incidents have been examined to determine whether a crime has been
committed under Section 164 of the Criminal Code (incitement) or Section 165 (advocating
a crime). In none of these cases has anyone been convicted of a terrorism-related crime.

1.11. The Czech Republic’s first report in response to paragraph 2(b) (on page 8) states that the
fight against terrorism is in the competence of the Police of the Czech Republic and the Security
Information Service. CTC would welcome information about the method used to coordinate the
work of bodies tasked with the implementation of Resolution provisions.

Under the law, the fight against terrorism is in the competence of the Police of the Czech Republic
and the Security Information Service; all departments and certain other central institutions of state
administration, who are set tasks in this respect in the framework of the National Action Plan to
Combat Terrorism, contribute in various ways.

The government is responsible for, and coordinates, the activities of the intelligence services (see Act
153/1994, on intelligence services). The director of the Security Information Service is held
accountable to the government; the director of the Office for Foreign Relations and Information is
responsible to the Minister of the Interior, and the chief of Military Intelligence is liable to the
Minister of Defence. The intelligence services submit an annual report on their activities to the
President and the government. The intelligence services submit urgent information immediately to the
Police of the Czech Republic, and to other state authorities depending on the nature of the report and
the competence of the state authority.

The intelligence services cooperate at a national level and with their foreign counterparts in
accordance with agreements concluded with the approval of the Czech government.

1.12. Paragraph 2(e) of the Resolution requires that each Member State have inter alia effective
police, intelligence, and/or other structures at its disposal and adequate legal regulations for the
purposes of detecting, monitoring, and detaining persons involved in terrorist activities and
persons supporting terrorist activities, and therefore each Member State should be able to
ensure that these persons will be tried in a court of law. Are there any special courses in the
Czech Republic (regular or occasional) for investigators, police officers, state prosecutors, and
other workers specializing in the detection and prosecution of terrorists or terrorist
organizations? If so, please provide CTC with a brief description.

Besides the above-mentioned module currently being prepared (see Question 1.1), from an
international aspect we can mention the participation of experts from the Ministry of the Interior in
the PHARE project, module 08 – consulting, training, and assumption of experiences from units for
the ‘confiscation’ of revenues from crime in Germany (Dresden, Stuttgart).
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Police fast-deployment units (the Rapid Response Unit) regularly attend training in the Czech
Republic, with participation from foreign counterparts.

In this respect, we also note the first and second workshops on the financing of terrorism, held by the
European Union on 27 November 2002 and 7 November 2003 in Brussels, which were attended by
representatives of special units of the Police of the Czech Republic.

In 1999 and 2000, there were also a number of training sessions in the USA, where experts from the
Czech Republic received training in monitoring, handling explosives, and crisis management.

1.13. In connection with the effective implementation of paragraph 2(e), please state what
special techniques can be used in the Czech Republic during investigations into terrorism, (e.g.
checks on communications, electronic surveillance, observance, covert operations; checks of
supplies, ‘pseudo purchases’ and other ‘pseudo crime’; anonymous informers, tracking across
borders, bugging in private or public areas, etc.). Please explain the principle of these
techniques and legal conditions for the use thereof. CTC is interested in whether these
techniques can be applied only in relation to suspects, whether they can be used only with  the
approval of a court, or whether is any time restriction connected to their use, etc. Could the
Czech Republic explain how these techniques can be used in cooperation with another country?

The issue of ‘special techniques of investigation’ during criminal investigations, including terrorism,
is covered by Act No 283/1991, on the Police of the Czech Republic, Section 23 et seq. (Section
23 – authorization to use explosives and explosive devices; Section 23a – authorization to use support
intelligence means and devices; Section 23b – undercover identity; Section 23c – conspiratorial
means; Section 23d – alarm devices; Section 23e – special funds; Section 23f – informers) and the
Code of Criminal Procedure, Section 86 et seq. (Section 86 – seizure of shipment; Section 87 –
opening of shipment; Section 87a – substitution of shipment; Section 87b – controlled delivery).

However, the institutions mentioned above are rarely used in connection with the fight against
potential terrorism (in 2002, for example, the technique of tracing a shipment in the fight against
terrorism was used once, and not at all in 2003); they are used much more frequently in the fright
against drugs-related crime (dozens of cases every year).

In order to obtain facts important for criminal proceedings, the following intelligence means and
devices can be used for the purposes of trials, provided that there was no other means of achieving the
pursued aim or provided that achieving this aim would otherwise be severely hampered:

a) feigned transfer of a thing (Section 158c of the Code of Criminal Procedure) – a purchase,
sale, or other method of transferring a subject of fulfilment may be simulated. The written
permission of the public prosecutor is required for a sham transfer. In urgent cases, the
police authority can apply for permission subsequently; if it does not receive permission
within 48 hours, it terminates the sham transfer and is not allowed to use any information
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thus obtained. A record of each sham transfer must be delivered to the public prosecutor
within 48 hours.

b) surveillance of persons and items (Section 158d of the Code of Criminal Procedure) – this
technique involves the acquisition of observations about persons and items by covert
technological or other means. If audio, visual, or other records are to be made during
surveillance, permission from the public prosecutor is required. In urgent cases, the police
authority can apply for permission subsequently; if it does not receive permission within 48
hours, it terminates the surveillance, destroys records, and is not allowed to use any
information thus obtained. If the inviolability of a private property or mail secrets is affected
by surveillance, or if the content of other written documents and records stored on a private
property is ascertained by technological means, advance permission from a court is
required. The permission of the public prosecutor or a court is granted for a maximum of six
months; this permission may be renewed repeatedly, for a maximum of six months in each
case. In addition, surveillance may also be used if the person whose rights and freedoms are
to be affected by the surveillance agrees to the use of such surveillance. The operators of
telecommunications and their employees, the post office, or the person responsible for
transporting consignments must provide the necessary cooperation to the police authority
and respect the police authority’s instructions during surveillance activities; this cooperation
must be provided free of charge.

c) use of an agent (Section 158e of the Code of Criminal Procedure) – this technique is
restricted to proceedings involving particularly serious crimes, crimes committed for the
benefit of criminal conspiracy, or other crimes that the Czech Republic is bound to
prosecute under an international treaty (including crimes involving terrorism as specified in
the first reply under 2(a)A and B). An agent is a police officer who carries out the tasks
imposed on him by a managing authority, and as a matter of principle acts in a manner
concealing the true purpose of his activities. For the activities of an agent, a different
personal existence can be create, separate economic activities can be carried out, and his
employment as a police officer can be concealed. The use of an agent is permitted by a
judge of the competent high court, based on an application from a public prosecutor from
the General Prosecutor’s Office. The duration for which the permission is granted may be
renewed repeatedly. An agent does not need permission for the surveillance of persons and
items, even if audio, visual, or other records are to be made during this surveillance. The
public prosecutor conducts regular inspections of whether the reasons for the use of an agent
still exist.

In addition, other procedures may be applied in accordance with the terms and conditions laid down in
the Code of Criminal Procedure:

- the surrendering or removal of an item (Sections 78 and 79 of the Code of Criminal
Procedure);

- personal or house searches, and searches of other premises (Sections 82 to 85a of the Code
of Criminal Procedure);
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- the seizure, opening, replacement, and surveillance of consignments (Sections 86 to 87c) of
the Code of Criminal Procedure).

It is also possible to use the bugging and recording of telecommunication operations in accordance
with Sections 88 and 88a of the Code of Criminal Procedure provided that criminal proceedings are
being conducted for a particularly serious premeditated crime or for another premeditated crime that
the Czech Republic is bound to prosecute under an international treaty (including crimes involving
terrorism as specified in the first reply under 2(a)A and B). It is possible to bug and record
telecommunication operations (with the exception of communications between a defendant and his
counsel) and to obtain further information about telecommunication operations used (e.g. personal
and intermediary data). The permission of a court is required, which can be issued for a maximum of
six months and may be renewed repeatedly. If the user of the relevant telecommunication equipment
agrees, the bugging and recording of telecommunication operations and the gathering of data on such
operations can be carried out at any time. If circumstances not significant for criminal proceedings are
discovered during bugging, these records must be destroyed in the prescribed manner.

Cooperation between the investigators of various countries regarding the tracking of a consignment is
carried out directly in accordance with bilateral agreements; if these agreements do not exist,
cooperation is established via the Ministry of Justice based on agreements on legal assistance (e.g. the
weapons section of the Unit for the Detention of Organized Crime of the Service of Criminal Service
and Investigation was involved in the international tracking of a consignment once this year, but not at
all last year; the National Narcotics Headquarters makes use of this technique dozens of times every
year). An amendment to the Code of Criminal Procedure, effective as of 1 January 2002, which
introduced the institution of consignment tracking into the criminal process, has simplified the whole
procedure considerably.

The explicit regulation of international elements is contained in Section 87b(4) (monitored
consignments) and in Section 158e(8) (the use of an agent) of the Code of Criminal Procedure and in
Sections 48b and 48c of Act No 283/1991, on the Police of the Czech Republic.

At present, it is possible to make such requests mainly in accordance with the Convention on
Laundering, Search, Seizure, and Confiscation of the Proceeds from Crime (Strasbourg, 8 November
1990) or in accordance with the general provisions of international agreements on legal assistance in
criminal cases.

The Act on the Police of the Czech Republic (Section 48 et seq.) covers the issue of relations between
the Police of the Czech Republic and other countries.

The international cooperation of the Police of the Czech Republic in the fight against terrorism
focuses on European countries; of the non-European countries, most cooperation is with the USA,
Israel, Canada, and Japan. The international cooperation of the Czech Republic’s central institutions
and the competent intelligence and security units reflects the obligations stemming from international
conventions which are binding on the Czech Republic (including conventions on legal assistance) and
from agreements concluded between individual security and intelligence entities. In the sphere of
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international police cooperation, International Police Cooperation Department of the Police Presidium
(OMPS), which was formed in 1999 and is subordinate to the Deputy Police President for
Coordination and Conceptual Proceedings, plays an important role. The above-mentioned tasks within
the OMPS are carried out by five separate teams: the National Headquarters of INTERPOL, the
Foreign Relations Team, the Organization and Methodology Team, the EUROPOL Team, and the
‘Sirene’ Team.

The Czech Republic is also striving to fulfil the individual principles of the Pre-Accession Pact
between Member States of the EU and candidate countries on the fight against organized crime, which
was approved in 1998.

The Ministry of the Interior is responsible for coordinating the conclusion of agreements on police
cooperation. Although the financing of terrorism is not directly an issue in most of these contractual
documents, they could be applied to this area because they regulate the obligation of the Contracting
Parties to cooperate in preventing, combating, and detecting crime and in the performance of
investigative actions, including terrorism. In more recent contracts which are prepared and concluded,
cooperation in fighting terrorism, including the fight against the financing of terrorism, is explicitly
regulated.

The Financial Analytical Unit enters into Memoranda of Understanding with foreign partner units;
these agreements set out the terms and conditions for the mutual exchange of information. So fare 13
such memoranda have been concluded.

1.14. With regard to the obligation to bring terrorists and their supporters to trial, please state
whether the Czech Republic, in the scope of prosecuting terrorism-related crimes, has adopted
measures to protect vulnerable targets (e.g. protection of victims, persons cooperating in the
interests of justice, witnesses, judges, and public prosecutors). Please characterize the legal and
administrative regulations safeguarding this protection. Could the Czech Republic provide
information about whether these measures can be applied in cooperation with another country
or at the request of another country?

Witness protection in relation to terrorism is not explicitly covered; this scheme is a solution which
does not differentiate between different issues (although there is a distinction based on the seriousness
of the risk for a specific witness).

Act No 137/2001, on the special protection of a witness and other persons in connection with criminal
proceedings and on an amendment to Act No 99/1963, the Code of Civil Procedure, as amended,
regulates the provision of special protection and assistance to at-risk persons in cases where their
safety cannot be ensured by other means (in accordance with points 1 and 2). This law considered an
‘at-risk person’ to be a person who

a) has submitted or is due to submit an explanation or testimony, or who has testified or is due
to testify as a defendant, or who has otherwise assisted or is due to assist in the
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accomplishment of the purpose of criminal proceedings in accordance with the Code of
Criminal Procedure, or

b) is an expert or interpreter or defence counsel, if the defendant whom the counsel represents
has testified or is due to testify in order to help accomplish the purpose of criminal
proceedings, or

c) is a ‘close person’ (relative) of a person specified in paragraph a) or b).

A ‘protected person’ is an at-risk person who is granted special protection and assistance. ‘Special
protection and assistance’ is a set of measures including:

- personal protection,
- the relocation of a protected person, including members of his/her household, and assistance

for a protected person in order to aid his/her social integration in a new environment,
- concealing the true identity of the protected person.

Special protection and assistance may be granted if:

- an at-risk person agrees with the method and conditions for the provision of special
protection and assistance, including the processing and use of his/her personal data, and

- the Minister of the Interior approves a request from the police, a judge, or a public
prosecutor to grant special protection and assistance to an at-risk person; judges and public
prosecutors submit such requests via the Minister of Justice.

If an at-risk or protected person is a minor or a person who has been deprived of legal capacity by a
court order, or whose legal capacity has been restricted by a court order, the above-mentioned consent
is supplied by his/her legal guardian.

At present, the Ministry of the Interior is preparing an amendment to Act No 137/2001; the lack of
legislation on international cooperation in this area also has an influence. Considering the
geographical and demographic conditions of the Czech Republic, a situation can occur where a
protected person needs to be relocated outside the Czech Republic in order to ensure his/her safety. In
this cases, it is naturally essential that immediate protection be supplied by foreign security forces
directly. However, this form of cooperation requires that the Czech Republic also be capable of
offering and ensuring the appropriate special protection of protected persons as a service of the Police
of the Czech Republic at the request of an authority in another country.

1.15. As regards the effective implementation of paragraph 2(e), could the Czech Republic
kindly provide CTC with information about the number of persons prosecuted for:

- terrorist activities;
- the financing of terrorist activities;
- recruitment to terrorist organizations;
- the support of terrorists or terrorist organizations.
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How many of these persons have been prosecuted for obtaining support (including recruitment)
for:

- banned organizations and
- other terrorist groups and organizations?

During the existence of the Czech Republic (i.e. 1993-2003) only two cases have been classified as
fulfilling the body of a terrorism-related crime (in neither case was there an international element); in
the remaining cases, the body of the crime has been different (disseminating false alerts, endangering
the public, blackmail).

1.16. With regard to the effective implementation of Article 5 of the International Convention
for the Suppression of the Financing of Terrorism, please state whether the Czech Republic has
adopted measures aimed at appointing the civil, criminal, and administrative liability of legal
persons in connection with crime, especially terrorism-related crime? Please be specific and
briefly characterize the relevant legal regulations. Is it possible for legal persons to bear
responsibility in cases where no natural person has been ascertained or convicted?

As mentioned in the reply to paragraphs 1.3 and 1.8, the Czech Republic is in the process of
introducing the criminal liability of legal persons. This liability will also relate to crimes punishable as
terrorism, especially the newly prepared crime of ‘terrorist attack’. Legal persons will also be able to
bear liability in cases where the identity of a specific natural person who committed an unlawful act
cannot be established or in cases where no specific natural person can be held criminally liable.

The Ministry of the Interior is coordinating the preparation of a new administrative infractions act
which will harmonize legislation on the administrative offences of natural and legal persons. It is
expected that this law will enter into force as of 1 January 2005. However, in our point of view this is
only an emergency solution to cover cases where it will be impossible to apply provisions containing
the criminal liability of legal persons (which, in accordance with the recodification of the Code of
Criminal Procedure and Criminal Code, is also due to enter into effect on 1 January 2005).

1.17. The Czech Republic’s first report in response to paragraph 3(a) (on page 15) states that ‘in
the field of international technology (in particular the Internet), risk areas have been identified
which will have to be dealt with’. Could the Czech Republic briefly characterize the steps which
have been taken in response to this specific challenge? Could the Czech Republic inform CTC
whether laws have been passed to combat cyber-crime? Does the Czech Republic intend to sign
and ratify the Cyber-Crime Convention and its Additional Protocol on the criminalization of
acts of a racist and xenophobic nature committed through computer systems?

The issue of confidential information is covered legislatively under Act No 148/1998.
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In the framework of the Office for Public Information Systems (UVIS, now part of the Ministry of
Informatics), a preparatory document has been drawn up relating to the creation and inspection of the
observance of the standard of public administration information systems. This document is entitled
‘Public Administration Information System Security Policy’.

As part of the PHARE twinning project ‘Modernization of Central State Administration’, in 2002
UVIS held – in cooperation with its Finnish partners – a seminar called ‘Information Security’, to
which departmental directors of IT/IS divisions were invited. This seminar was preceded by a
questionnaire-based survey on the management of information security at individual central
institutions of state administration. It is expected that a summary study mapping out the situation in
this field in the Czech Republic will be drawn up.

Security measures adopted in the Czech Republic are being compared with security measures adopted
by other countries. The Ministry of Foreign Affairs has asked the Czech Republic’s representations
abroad to supply information about police, military, and political measures in this field, as well as
information about the activation of integrated emergency systems, media strategies, and the
institutional coverage of this agenda (the functioning of crisis teams etc.) in different countries of the
world.

The security of information systems handling classified information is sufficiently secured in relation
to the principal threats stemming from a possible terrorist attack in the Czech Republic. A special
emphasis was placed on ensuring this security when the NATO Summit was held in Prague. Natural
disasters and brute-force terrorist attacks remain risks. It is difficult to provide the corresponding
protection against such a risk because of the high investment costs involved and the structural
restrictions (the protection of listed buildings etc.). The fact that many systems do not have sufficient
security documentation remains a problem.

UVIS prepared a document for the State Security Council called ‘Information on the Preparation of a
Conceptual Solution to Reduce and Eliminate the Consequences of the Information Struggle, and
Foreign Intelligence Penetration of and Criminal Attacks on Information Systems’, which was
discussed in 2002.

Certain more broadly conceived documents, such as the ‘Concept of Informatics at the Ministry of
Labour and Social Affairs in 2001-2003’, also cover these themes.

The National Security Office (in cooperation with individual ministries and other central institutions
of state administration) is responsible for conducting inspections of information systems working with
sensitive data of information systems used to serve vitally important systems; in particular, the
National Security Office implements measures in accordance with Regulation No 56/1999, on the
safeguarding of the security of information systems handling classified information, the certification
thereof, and certificate requirements, which lays down the requirements for the security of
information systems handling classified information, the minimum requirements in the sphere of
computer security, the procedures and methods for the information system certification process, and
the particulars of certificates.
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During 2002, ‘sensitive activities’ were incorporated into Act No 148/1998, on the protection of
classified information; these activities include areas not covered in the list of classified information.
At present, a specific list of these ‘sensitive activities’ (Section 81b) is being drawn up at the
individual departments.

Information systems working with sensitive data and information systems used to serve vitally
important systems have been subject to an inspection of the security parameters implemented in
accordance with Act No 148/1998, and an analysis focusing on the protection of these systems against
terrorist attack, not only based on up-to-date lists of classified information.

The security managers of information systems handling classified information at the individual central
institutions of state administration have run checks to ensure the safety of these information systems
(IS) in terms of the potential threat posed by terrorist attacks. These checks centred on risks in the
following principal areas of security:

- the installation security of the IS of the institution (department, authority) as a whole and of
its individual centres;

- the security of IS infrastructure elements – especially network resources and backup power
supply;

- the staffing of IS with regard to IS availability;
- the safety of backup media.

The handling of personal data within the framework of the Police of the Czech Republic merits
special attention. Binding Instruction of the Police President No 55/2002 has been issued to regulate
the uniform approach of the Police of the Czech Republic in the processing of personal data in
information systems. In the scope of the Department of System Management and Informatics of the
Police Presidium of the Czech Republic, a new unit has been set up with responsibility for the
protection of personal data.

The individual ministries pay constant, ongoing attention to inspections of the security of the
individual public administration information systems. A similar approach is taken towards the
attestation of these information systems in accordance with Act No 365/2000.

The Czech Republic intends to sign the Cyber-crime Convention and the Additional Protocol on the
criminalization of acts of a racist or xenophobic nature committed through computer systems. There is
a special unit within the Police of the Czech Republic which specializes in cyber crime. Other experts
on this type of crime work for other departments at the Ministry of the Interior and other ministries.
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Effectiveness of customs, immigration, and border control

1.18. Efficient customs, immigration, and border control, preventing the movements of
terrorists and the establishment of safe havens, is required for the effective implementation of
paragraphs 2(c) and 2(g) of the Resolution. The Czech Republic’s first report in response to
paragraph 2(b) (on page 9) states that preparations are under way to launch a national
Schengen information system (NSIS) and to integrate the Czech Republic into EUROPOL. The
report also states (on page 15) that there is expected to be an expansion in the current
information system to ‘include information systems in the field of drugs, the perpetrators of
crime and extremism, and in the field of coordination, liaison, and information’. CTC would
welcome news on the progress made in these processes.

Integration of the Czech Republic into Europol

On 5 March 2002, a bilateral agreement was signed between the Czech Republic and Europol. Further
to this agreement, a specialist centre was set up within the Police Presidium of the Czech Republic to
handle tasks required under the agreement. Since 15 September, a liaison officer of the Czech
Republic has been working at Europol headquarters in The Hague.

The most important step required for the full-fledged accession of the Czech Republic to Europol is to
set up a national Europol unit; this unit was created in the format 1 + 5 tabular positions by a decision
of the Police President as at 1 November 2003.

In May 2004, the Czech Republic’s letter of accession to the Convention on Europol and its additional
protocols will be filed with the Secretary General of the Council of the European Union, which will
trigger the beginning of the three-month time limit as of the first day of the month following the filing
of letters of accession. Therefore the Czech Republic will become a full member of Europol on 1
September 2004 at the earliest.

A number of other steps of a staffing and organizational nature are connected with the process of the
Czech Republic’s accession to Europol (selection procedures for positions at Europol, the financing of
the Czech Republic’s Europol contribution).

Developments in the establishment of the NSIS

In accordance with an obligation stemming from the Treaty of Accession, by the date of accession to
the EU (i.e. by 1 May 2004), the Czech Republic will be ready to implement Schengen acquis
Category I and is interested in starting the implementation of the Schengen acquis Category II as soon
as SIS become accessible for candidate countries. In accordance with the Schengen Action Plan
(SAP) of the Czech Republic for 2003, the Czech Republic will be prepared for the full
implementation of the Schengen acquis as at 1 January 2006. the Czech Republic would prefer the
joint launch of Category II implementation with neighbouring acceding countries. However, if a joint
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application were to hamper the Czech Republic once it is ready, the Czech Republic intends to submit
an individual application and assume responsibility for the external Schengen border.

In order to minimize the implementation period required for the Category II acquis, the Czech
Republic is interested in preparing for SIS II concurrently with Schengen Member States and in
launching the evaluation process in advance so that, as at 1 January 2006, controls of persons on the
borders with Germany and Austria can be discontinued (and, if possible, with Poland and Slovakia
too, if they organize preparations in readiness for the same date).

The Czech Republic’s 2003 SAP is feasible provided that the second-generation Schengen
Information System becomes available for new Member States as at 1 January 2006 and provided that
the evaluation procedure is completed sufficiently in advance. Another condition is the cooperation of
neighbouring states in preparations for the discontinuance of controls on their shares borders.

The Schengen Action Plan will be updated regularly further to the conclusions drawn in the
evaluation process, the results of twinning projects in the framework of the Phare programme, and
with regard to any development in the Schengen acquis (especially in the sphere of SIS II).

1.19. With regard to the implementation of paragraphs 2(b) and 2(j), could the Czech Republic
briefly characterize the principal provisions of its National Programme for the Protection of
Civil Aviation, and amendments thereto? Which institution is responsible for the fulfilment of
these provisions? How is coordination between this party’s work and the work of investigative,
prosecuting, and adjudicating bodies and other relevant entities ensured? Does the Czech
Republic apply the standards and recommendations of ICAO (Appendix 17) and ECAC? If yes,
please specify the steps taken in this respect.

The new National Programme for the Protection of the Czech Civil Aviation Against Unlawful
Acts was discussed and approved by the State Security Council at its session held on 6 January 2004
(see State Security Council Resolution No 87). The National Security Programme for the Protection
of the Civil Aviation of the Czech Republic Against Unlawful Acts is based on the National Action
Plan to Combat terrorism, approved by the Czech Republic under Resolution No 361 of 14 April
2003, the documents of the international civil aviation organizations ICAO and ECAC, and
Regulation (EC) No 2320/2002 of the European Parliament and of the Council of 16 December 2002
Establishing Common Rules in the Field of Civil Aviation Security.

The main principles of this document are as follows:
1. The National Security Programme for the Protection of the Civil Aviation of the Czech Republic
Against Unlawful Acts introduces security measures and appoints processes for the protection of civil
aviation applicable to international and internal operations in the Czech Republic.

2. The following entities are obliged to respect the National Security Programme for the Protection of
Civil Aviation:
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2.1. air carriers;

2.2. operators of aviation work, including operators of public exhibitions and public aviation
competitions;

2.3. operators of flight operating services, including airport services;

2.4. operators of services during the check-in process at airports;

2.5. airport operators.

3. Travellers are obliged to respect undergo security measures, including personal searches, and to
heed the guidelines and instructions required for the protection of civil aviation. Travellers who fail to
respect these guidelines and instructions may be prevented from travelling or may be ejected from the
airport.

4. The National Security Programme for the Protection of Civil Aviation also regulates in greater
detail the competence of the individual state units and their cooperation in protecting civil aviation
against unlawful acts.

The Ministry of Transport is responsible for the. coordination and control of the implementation of
the National Security Programme for the Protection of the Civil Aviation of the Czech Republic
Against Unlawful Acts The Civil Aviation Authority is responsible for ongoing and regular checks
of these measures. Airport operators, air carriers, flight operating service providers, and all check-in
service operators are obliged to draw up their own programmes of civil aviation protection before they
can commence operations.

The Interdepartmental Committee for Civil Aviation Security was set up as a special coordinating
body; this Committee discusses fundamental issues of cooperation in the field of protecting civil
aviation against unlawful acts at level of the Ministry of Transport, the Ministry of the Interior
(including the Police of the Czech Republic), the Ministry of Defence, the Ministry of Foreign
Affairs, and the Ministry of Finance (customs authority). At the level of airport operators, the airport
security committee plays the role of the coordinating body; representatives of the area authorities of
the Police of the Czech Republic and customs authority sit on this committee.

Standards and recommendations of ICAO and ECAC

The International Civil Aviation Convention, signed in Chicago on 7 December 1944 (hereinafter
referred to as the ‘Chicago Convention’) has been valid in the Czech Republic since 4 April 1947 and
was promulgated in the Collection of Laws under No 147/1947. The latest (seventh) updated edition
of Annex 17 to the Chicago Convention has been in force since 1 July 2002 and was published as Air
Regulation L 17. The binding nature of this regulation on airport operators and air operations is laid
down in Act No 49/1997, on civil aviation.
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The protection of civil aviation against unlawful acts is regulated in the Civil Aviation Act (which is
currently being revised, and an amendment is being prepared)

Airport operators, air carriers, flight operating service providers, and all check-in service operators are
obliged to draw up their own programmes of civil aviation protection before they can commence
operations; these programmes must comply with:

a) Annex 17 to the Convention on International Civil Aviation, issued by the International
Civil Aviation Organization, Edition Seven – April 2002

b) Recommendation of the European Civil Aviation Conference ECAC Doc. No 30, Part II –
Security, Edition Eleven – July 2003

c) The requirements of Regulation (EC) No 2320/2002 of the European Parliament and of the
Council of 16 December 2002 Establishing Common Rules in the Field of Civil Aviation
Security

Programmes for the protection of civil aviation against unlawful acts are assessed and approved for
the individual airport operators and operators of air activities by the Civil Aviation Authority after
discussion with the Police of the Czech Republic and locally competent customs authority bodies. The
approval of a civil aviation protection programme is one of the conditions for the issue of a licence.

The effectiveness of controls to prevent terrorists’ access to weapons

1.20. Paragraph 2(a) of the Resolution requires that each Member State inter alia have the
relevant mechanism to prevent terrorists from having access to weapons. In connection with
this requirement contained in the Resolution, and in connection with the Convention on the
Marking of Plastic Explosives for the Purpose of Detection and the International Convention for
the Suppression of Bombings, please provide CTV with information on the following issues:

A) Laws, legislative instruments, administrative procedures:

What are the national measures to prevent the production, amassing, transfer, and possession of
unmarked or insufficiently marked:

handheld and light firearms
other firearms, the parts and components thereof, and ammunition therefor
plastic explosives
other explosives and their precursors
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B) Inspections of exports:

Please describe the system for permitting imports and exports and measures concerning the
transit of goods applied in the Czech Republic in cases of the transportation of:

handheld and light firearms
other firearms, the parts and components thereof, and ammunition therefor
plastic explosives
other explosives and their precursors

Please describe the processes for the inspection of exports and current mechanisms for the
exchange of information about the sources, routes, and methods of arms dealing.

Is the submission, recording, and inspection of declarations and related documentation
concerning firearms required prior to the importation or transit of goods; is there an obligation
to ask importers, exporters, or third parties to supply information to customs authorities before
such transportation? Please characterize the relevant mechanism for validating the authenticity
of licences or authorizations for the import, export, or transit of firearms.

Does the Czech Republic’s customs authority apply risk management procedures at borders
based on intelligence information in order to detect high-risk goods? Please specify the
information required by customs authorities in order to detect high-risk consignments prior to
transportation. Are there any special security measures applicable to the import, export, and
transit of firearms, e.g. security inspections of their temporary storage points, warehouses, and
vehicles transporting firearms, and is there any requirement for the security screening of
persons involved in this activity? If yes, please give details.

C) Intermediaries

What national legislative and administrative procedures regulate the activities of persons
involved in the intermediation of firearms and explosives in fields subject to national
jurisdiction and control? Describe the relevant processes for keeping records of intermediaries,
and the licensing and permitting of intermediary transactions.

Do legal regulations in force require that the names and places of businesses of intermediaries
involved in a transaction be specified on import and export licences and permits, or on
documents concerning imports and exports which have been made?

Do legal regulations in force allow for the sharing of relevant information with foreign partners
for the purposes of cooperation during the prevention of illegal supplies of firearms, parts and
components thereof, and ammunition for firearms, and explosives and their precursors?
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D) Exercising the law/trafficking:

What special measures does the Czech Republic use to prevent and suppress trafficking in
firearms, ammunition, and explosives used by terrorists?

Issues concerning weapons, ammunition, and explosives:

The principal provisions regulating weapons and ammunition are:

- Act No 119/2002, on firearms and ammunition and on an amendment to Act No
156/2000, on the validation of firearms, ammunition, and pyrotechnical items and on an
amendment to Act No 288/1995, on firearms and ammunition (the Firearms Act), in the
wording of Act No 13/1998 and Act No 368/1992, on administrative fees, as amended, and
Act No 455/991, the Trade Licensing Act, as amended (the Firearms Act), in the wording of
Act No 320/2002, Act No 227/2003, and Act No 228/2003;

- Act No 156/2000, on the validation of firearms, ammunition, and pyrotechnical items
and on an amendment to Act No 288/1995, on firearms and ammunition (the Firearms Act),
in the wording of Act No 13/1998 and Act No 368/1992, on administrative fees, as
amended;

- Act No 61/1988, on mining activities, explosives, and on the State Mining Authority, as
amended;

- Act No 455/1991, on trade licensing (the Trade Licensing Act), as amended;

- Act No 38/1994, on foreign trade in military materials and on an amendment to Act No
455/1991, on trade licensing (the Trade Licensing Act), as amended, and Act No 140/1961,
the Criminal Code, as amended;

- Act No 42/1980, on economic relations with other countries, as amended;

- Act No 62/2000, on certain measures in the export or import of products and on
licensing proceedings, and on an amendment to certain laws.

The Firearms Act, which entered into effect on 1 January 2003, regulates inter alia the category of
firearms and ammunition, conditions for the ownership, possession, carrying and use of weapons or
ammunition, the rights and duties of the holders of weapons or ammunition, conditions for the export,
import, or transit of weapons or ammunition, and the operation of information systems in the field of
weapons and ammunition. The new legislation has adapted Czech law in the field of firearms and
ammunition to EU legislation.
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The new Firearms Act introduced (in accordance with Directive 91/477/EEC) the following new
categories of weapons in particular: Category A – prohibited firearms, prohibited ammunition, and
prohibited weapon accessories, Category B – firearms subject to authorization, Category C – firearms
subject to declaration, and Category D – other firearms. As the new categorization was introduced,
there was an amendment to the acquisition and possession of weapons and ammunition for each
category. The basic document for the acquisition, possession, and carrying of firearms in Categories A
to C for private individuals is a firearms certificate. The basic document for the acquisition and
possession of firearms in Categories A to C for business or other activities is a firearms licence.

The Firearms Act established the institution of the ‘European weapons passport’, which, after the
accession of the Czech Republic to the European Union, will enable the holder to travel with a
weapon or weapons throughout the European Union. Provisions on the European weapons passport
will enter into effect on the date of the Czech Republic’s accession to the European Union.

Individual imports, exports, or transit of weapons or ammunition are regulated in Sections 44-49 and
Section 51 of the Firearms Act. Under these provisions, weapons shipping certificates are issued
for permanent imports, exports, or transit of Category A-C weapons or the ammunition required for
these weapons; weapons shipping certificates are issued by the Police of the Czech Republic and
Embassies – the conditions of issue are laid down in the individual provisions of the Firearms Act).

Under the new Firearms Act, the embassies of the Czech Republic issue weapons shipping certificates
for the permanent import of weapons or ammunition and weapons shipping certificates for the transit
of weapons or ammunition. The issuance of these documents is regulated by Sections 44, 45, 46, and
51 of the Firearms Act.

The import of weapons and ammunition is regulated by Sections 45 and 51 of the Firearms Act.

According to Section 45, the relevant police department or, in other countries, the relevant embassy of
the Czech Republic is responsible for issuing weapons shipping certificates for the permanent import
of weapons or ammunitions. Embassies of the Czech Republic mainly issue weapons shipping
certificates for the permanent import of weapons or ammunition to foreigners who want to import
weapons or ammunition to the Czech Republic. However, they may also issue weapons shipping
certificates for permanent imports to a natural or legal person who holds a weapons passport or a
weapons licence, although these cases are likely to be isolated. For example, the holder of a weapons
certificate or weapons licence abroad may plan to purchase a weapon or ammunition without having
planned to purchase these items before making a trip abroad, or may receive a weapon or ammunition
as a gift in another country. However, in most cases weapons shipping certificates for the permanent
import of weapons or ammunition will mainly be issued to the holders of weapons certificates or
weapons licences by the competent police department on the territory of the Czech Republic.

The transit of weapons and ammunition is regulated by Sections 46, 50, and 51 of the Firearms Act.

According to the provisions of Section 46 of the Firearms Act, an embassy of the Czech Republic
issues natural or legal persons who wish to transit weapons or ammunition with weapons shipping
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certificates for the transit of weapons or ammunition. In cases laid down by law (for the purposes of
exercising hunting rights, taking part in sports shooting competitions, or for holders of a European
weapons passport), a weapons shipping certificate for the transit of a weapon or ammunition may be
issued by the police department at the border crossing. Weapons shipping certificates for transit are
issued in particular to persons who do not have a place of residence or a registered office on the
territory of the Czech Republic.

Under Section 44 of the Firearms Act, the competent police department issues weapons shipping
certificates for the permanent export of weapons of ammunition to natural persons – holders of a
weapons certificate, legal persons – holders of a weapons licence, or foreigners for the permanent
export of weapons or ammunition.

A specimen of the application for the issue of a weapons shipping certificate is given in Annex No 14
to Regulation No 384/2002, on the implementation of certain provisions of the Firearms Act. A
specimen of a weapons shipping certificate is given in Annex No 5 to Regulation No 384/2002. An
application for the issue of a weapons shipping certificate for the permanent import of weapons or
ammunition and an application for the issue of a weapons shipping certificate for the transit of
weapons or ammunition is regulated by a single form; the same applies to a weapons shipping
certificate for the permanent import of weapons or ammunition and a weapons shipping certificate for
the transit of weapons or ammunition.

A new and very important obligation of embassies prior to the issue of a weapons shipping certificate
is regulated under Section 51(5), requiring them to inspect the conditions under which the transit of
weapons or ammunition is to occur, with consideration for the security of the weapon.

Act No 71/1967, on administrative proceedings (Administrative Rules), as amended, applies to the
proceedings for the issue of a weapons shipping certificate. In this respect, it is possible for an
embassy to require further documentation needed for a decision on an application. In particular, this
documentation might include additional information in the application about the conditions for the
security of weapons on the territory of the Czech Republic. In cases of doubt in specific cases, the
headquarters of the police force’s administrative service division can provide assistance.

The issue of weapons shipping certificates for permanent imports or for the transit of weapons and
ammunition does not relate to permanent imports or the transit of weapons or ammunition carried out
by a natural person or legal person in the scope of their business activities under a separate legal
regulation, i.e. laws regulating foreign trade in military material (Act No 38/1994), economic relations
abroad (Act No 42/1980), and measures for the export and import of products and on licensing
proceedings (Act No 62/2000) – Section 51(4). In these cases, only a permit for the transportation of
weapons or ammunition is required (see Section 50). However, a permit for transportation cannot be
issued to natural persons or legal persons who are not entrepreneurs under the legislation of the Czech
Republic (e.g. they are not authorized to carry on a business in accordance with the Trade Licensing
Act, they do not have a place of residence or a registered office on the territory of the Czech
Republic).
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In connection with the control of movements of weapons and ammunitions across state borders, and
in particular over the Member States of the European Union, the Firearms Act, in accordance with EC
Council Directives, has established the new institution of permitting the transportation of weapons
and ammunition. A permit for the transportation of weapons and ammunition is only issued to
entrepreneurs in the field of weapons and ammunition, either as a one-off permit for a single
transportation or as a long-term permit (of up to three years) for an unlimited number of individual
transportations (Section 50 of the Firearms Act).

An entrepreneur with Category A, B, or C firearms or ammunition for these weapons (Section
2(2)(d)) may transport weapons or ammunition intended for export, import, or transit only in
accordance with a permit for transportation. The competent police department issues a transportation
permit based on an application. An applicant for a transportation permit must present a permit or
licence from the Ministry of Industry and Trade for the export or import thereof together with the
application.

The provisions regulating the permanent import or transit of weapons or ammunition over Czech
territory therefore indicate that natural or legal persons who are not entrepreneurs as set forth in
Section 2(2) of the Weapons Act (i.e. who are not authorized to do business in accordance with the
Trade Licensing Act, or do not have a weapons licence in accordance with the Weapons Act) is
issued, for the permanent import or transit of weapons or ammunition, with a weapons shipping
certificate for the permanent import or transit of weapons or ammunition by an embassy (except in the
cases specified in the law, e.g. for hunting or sports purposes).

Under the law, a permit for the transportation of weapons or ammunition is only issued to
entrepreneurs doing business in weapons and ammunitions in accordance with the Firearms Act (they
are authorized to do business in accordance with the Trade Licensing Act, or have a weapons licence
in accordance with the Firearms Act); however, a weapons shipping certificate is not issued to these
persons if the export, import, or transit of weapons or ammunition is carried out in the scope of
business activities in accordance with a separate legal regulation (e.g. Act No 38/1994, Act No
42/1980, Act No 62/2000). Therefore, a transportation permit for the transit of weapons or
ammunition may be issued to entrepreneurs doing business in weapons and ammunition only if they
carry out the transit of weapons or ammunition across the territory of the Czech Republic in the scope
of their business activities (e.g. from Slovakia to Germany).

Summary regarding the permanent import or transit of weapons or ammunition over the territory of
the Czech Republic:

Natural or legal persons who are not entrepreneurs in the field of weapons and ammunition in
accordance with Section 2(2)(d) of the Firearms Act (these may be inter alia foreign entrepreneurs
who do not carry on business activities on the territory of the Czech Republic in accordance with
Czech regulations) are issued, for the transit of weapons or ammunition across the territory of the
Czech Republic, with a weapons shipping certificate for the transit of weapons or ammunition by an
embassy of the Czech Republic in accordance with Section 46 of the Firearms Act.
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The competent police department issues a transportation permit, in accordance with Section 50 of the
Firearms Act, for the transit of weapons or ammunition over the territory of the Czech Republic to
entrepreneurs doing business with Category A, B, or C weapons or the ammunition for these
weapons, provided that these entrepreneurs do business in the relevant weapons or ammunition in
accordance with the legislation of the Czech Republic.

Under Section 51(2), any person who exports, imports, or arranges the transit of Category A, B, or C
weapons or ammunition for these weapons over state borders of the Czech Republic, is obliged to
notify this fact to the police and the customs authority on the border crossing of the Czech Republic;
this does not apply to exports or imports made via consignments. At the same time, this person is
obliged to present the permits under Sections 44, 45 or Sections 46 and 50, or a European weapons
passport. This person must always have a permit or European weapons passport on his/her person
provided that he/she is carrying a Category A, B, or C weapon or ammunition for such a weapon, this
permit or passport must be presented to the relevant body for inspection.

Under Section 51(3), any person who exports and re-imports a Category A, B, or C weapon or
ammunition for such a weapon is obliged to report to the competent police department, at least five
working days before the date of estimated export,

a) the personal details and number of the travel document of the person conducting the
transportation,

b) the address of the destination to which the Category A, B, or C weapons or ammunition for
such weapons are to be delivered,

c) information about the Category A, B, or C weapons or ammunition for such weapons,
d) the vehicle,
e) the dates of estimated export and re-import, and
f) the border crossing over which the export or re-import is to take place.

Under Section 73, the Ministry of the Interior or Police of the Czech Republic provides data from the
information systems maintained in accordance with this Act in cases prescribed by a separate legal
regulation or an international treaty which is binding on the Czech Republic and which has been
promulgated in the Collection of International Treaties. At present, the Czech Republic provides
information in accordance with the European Convention on the Control of the Acquisition and
Possession of Firearms by Individuals of 28 June 1978.

Under Section 73(4), the Police Presidium of the Czech Republic forwards the necessary information
at its disposal:

a) concerning the transportation of weapons or ammunition to a Member State of the European
Union on whose territory or over whose territory these weapons or ammunition are to be
transported;

b) concerning the transportation of weapons or ammunition by natural persons or legal persons
who are not resident or domiciled in the Czech Republic; information is supplied, no later
than during transportation, on the issue of a permit to acquire or possess a Category B
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weapon to the relevant Member State of the European Union, if the person to whom the
permit has been issued is resident in this Member State, and

c) concerning the acquisition of a Category C weapon to the relevant Member State of the
European Union, if the person to whom the permit has been issued is resident in this
Member State.

This provision will enter into effect on the date of the Czech Republic’s accession to the EU.

Issues related to other hazardous substances

In the field of checks on the non-proliferation of nuclear weapons, the inspection activities are carried
out thoroughly in accordance with provisions under Act No 18/1997, on the peaceful use of nuclear
energy and ionizing radiation (the Atomic Act), in the wording of Act No 13/2002, and under
Regulation No 145/1997, on records and inspections of nuclear material and on a detailed
specification thereof in the wording of Regulation No 316/2002, and under Regulation No 178/2002,
appointing a list of selected items and dual-purpose items in the nuclear sector.

The ratification process for the Additional Protocol to the Agreement between the Czech Republic
and the International Atomic Energy Agency, on the application of guarantees under the Treaty on the
Non-Proliferation of Nuclear Weapons (Parliamentary Press No 1245), has been completed.

In the field of inspecting the non-proliferation of bacteriological (biological) and toxin weapons,
inspection activities are carried out thoroughly in accordance with Act No 281/2002, on certain
measures connected with the prohibition of bacteriological (biological) and toxin weapons and on an
amendment to the Trade Licensing Act (the Act was adopted on 30 May 2002 and entered into effect
on the date of promulgation thereof).

In the scope of inspections of the non-proliferation of chemical weapons, the inspection activities of
the State Office for Nuclear Safety have been consolidated in accordance with Act No 21/1997, on the
inspection of the export and import of goods and technology which are subject to international control
regimes.

In May 2002, Act No 21/1997, on the inspection of the export and import of goods and technology
which are subject to international control regimes, was amended by Act No 204/2002. This Act
entered into effect on 24 May 2002. On 28 June 2002, Act No 281/2002, on certain measures
connected with the prohibition of bacteriological (biological) and toxin weapons and on an
amendment to the Trade Licensing Act, entered into effect. In the framework of the Ministry of
Foreign Affairs, further steps are being considered, including the reinforcement of the department’s
responsibility in relation to international control regimes focusing on the non-proliferation of weapons
of mass destruction or in the field of greater penalties for (i.e. including the criminalization of)
breaches of legislation connected with these inspection regimes.
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From the aspect of international activities, the Czech Republic supported, and in the scope if current
legislation applies, the decisions of the plenary sessions of individual international control regimes for
the reinforcement of measures against international terrorism (the Australia Group, the Nuclear
Suppliers Group, the Zangger Committee, the Missile Technology Control Regime, the Wassengaar
Arrangement). Based on a Resolution of the Government of the Czech Republic of 18 November
2002, the Czech Republic acceded to the International Codex on the Non-Proliferation of Ballistic
Missiles, which was adopted by the conference at the Hague on 25 November 2002. The
implementation of this Codex has not required any legislative changes in the Czech Republic.

Based on provisions in the text of the Convention of the UN Economic Commission on the
Transboundary Effects of Industrial Accidents and Act No 353/1999, on the prevention of serious
accidents caused by selected hazardous chemical substances and chemical products, information has
been gathered on the amount of hazardous substances and technical documentation for the prevention
of the occurrence of serious industrial accidents in undertakings. In accordance with the conclusions
of the Central Emergency Team meeting held on 23 November 2001, restrictions were placed on the
publication of gathered information which could be exploited for terrorism-related activity (The
Central Emergency Team decided to classify this information as ‘special circumstances’ in
accordance with Act No 240/2000, the Crisis Act, until an amendment could be made to Act No
353/1999). The list of information on types and amounts of hazardous substances in specific
undertakings was removed from the Internet.

Ministry of the Environment Regulation No 383/2001, on the details of waste management, which
elaborates on Act No 185/2000, on waste and on an amendment to certain related Acts, entered into
effect on 1 January 2002.

At the end of 2002, an amendment to Act No 353/1999, anticipating a restriction in the publication of
information about the quantity and placement of hazardous substances in buildings and facilities, was
presented to the Czech government. It is also expected that the physical guarding of undertakings and
facilities where the most hazardous substances are located (i.e. substances classified in groups A and
B) will be introduced.

The Weapons, Explosives, and Fissile Materials Unit of the Unit for the Detention of Organized
Crime of the Service of Criminal Service and Investigation cooperates closely in this sphere with
representatives of the State Office for Nuclear Safety:

- in the legislative sphere, the Unit for the Detention of Organized Crime of the Service of
Criminal Service and Investigation makes comments and suggestions regarding individual
normative regulations;

- members of staff from the State Office for Nuclear Safety train members of staff of the Unit
for the Detention of Organized Crime of the Service of Criminal Service and Investigation;

- in specific cases where hazardous or fissile materials are seized, there is direct cooperation
in ascertaining and subsequently storing or destroying these substances;

- in the second half of 2002, negotiations were launched between the Organized Crime
Department and the State Office for Nuclear Safety on the share of both entities in the work
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of mobile monitoring groups for rapid responses intended to neutralize any hazardous
substances discovered.

The intelligence services contribute to the security of relevant information on the observance of
international control regimes in accordance with their legal competence and in accordance with a
decision of the Council for Intelligence Activities of 21 April 1999. In the fulfilment of these tasks,
the intelligence services work on an ongoing basis with other institutions of state administration,
especially the Ministry of Industry and Trade, Ministry of the Interior, Ministry of Foreign Affairs,
Ministry of Defence, and State Office for Nuclear Safety. Close cooperation relates in particular to the
mutual exchange of information.

1.21. With regard to the implementation of paragraph 2(g), can the Czech Republic disclose
which of its institutions is responsible for the enforcement of laws regulating the production,
sale, acquisition, storage, import, export, and transit of weapons, ammunition, and explosives?
Could the Czech Republic kindly characterize its mechanisms and processes for the application
of prohibitions stipulated in laws in connection with the control of exports of goods and
transfers of technology? Could the institutions of the Czech Republic provide similar
information about the technical assistance provided in connection with trading in controlled
goods, especially as regards preventing terrorists from having access to weapons or hazardous
materials? CTC would welcome statistics about the use of legal regulations in the prevention of
terrorists’ access to weapons.

The Ministry of Industry and Trade, Czech Trade Inspectorate, and, in the broader context of other
risky activities regulated in connection with the prohibition of chemical and bacteriological weapons,
the State Office for Nuclear Safety are responsible for the enforcement of laws regulating the
production, sale, acquisition, storage, import, export, and transit of weapons, ammunition, and
explosives.

Explosives and plastic explosives

In accordance with Section 24(2) of Act No 61/1988, on mining activities, explosives, and on the
State Mining Authority, as amended, plastic explosives must contain detectable substances so that
they can be detected and identified. Regulation No 327/1992 lays down the requirements to safeguard
safety and health at work and safety of operations during the manufacture and processing of
explosives, and the professional eligibility of workers for this activity, and Regulation No 340/2001
establishes the requirement of the presence of detectable substances in explosives, including a list of
such detectable substances. With other explosives intended for civil use, marking for the purposes of
detection is neither carried out nor required.

In accordance with Section 23(1) of the above-mentioned Act, only an organization which has
received permission from the Ministry of Industry and Trade of the Czech Republic may manufacture
and process explosives or carry out research, development, or experimental production. Under Section
25(1) of the same Act, explosives may only be acquired pursuant to permission from a body of the
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State Mining Authority. On the date of the Czech Republic’s accession to the EU, it will be possible
to transfer explosives abroad or from abroad, or to transit explosives in accordance with a permit from
the Czech Mining Authority under Section 25(3) of the above-mentioned Act. At present, the import
and export of explosives in the Czech Republic is only possible based on licences granted by the
Ministry of Industry and Trade of the Czech Republic.

Firearms and ammunition

With regard to the manufacture, import, or other placement on the market of small arms and light
weapons (SALW) which are not intended for the Army of the Czech Republic, there is an obligation
to mark or arrange for the marking of each SALW with the year of production, the manufacturer or
the country of origin, and the production number. On fulfilment of this obligation, the Czech
Authority for the Testing of Weapons and Ammunition labels the SALW with the relevant test mark.

SALW which are not marked or have insufficient marking must not be placed on the market or
possessed.

The relevant legislation here is Act No 156/2000, on the validation of firearms, ammunition, and
pyrotechnical items, in the wording of Act No 227/2003 and Act No 119/2002, on firearms and
ammunition.

Weapons and ammunition which are not marked or have insufficient marking must not be placed on
the market or possessed.

Foreign trade in military materials

Foreign trade in military material is regulated by Act No 38/1994, in the wording of Act No 310/2002
(‘Act’).

The central body of state administration responsible for the implementation of a control regime for
foreign trade in military material is the Ministry of Industry and Trade of the Czech Republic, which,
in accordance with Act No 2/1969, as amended, set up the Licensing Authority for this purpose.

The Czech control regime is a two-tier system. In order to implement a business transaction, the
Czech entity must hold a permit for foreign trade in military material, based on which this entity can
carry out marketing and enter into negotiations with foreign partners and seek a licence for the
implementation of a specific business transaction.

The Licensing Authority issues licences for five years. A licence applicant may only be an
undertaking carrying on  business activities with state assets or a commercial company (usually a
limited liability company or a public limited company). Permits are not issued automatically, nor is
there any legal title to them. The applicant must fulfil all the conditions specified in the law which
relate to the origin of registered capital, the personnel in the statutory body (plus further conditions
related to the members of the statutory body), the professional and financial safeguarding of the
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required scope of trade, etc. In the scope of administrative proceedings, the Licensing Authority
requests opinions from the Ministry of Foreign Affairs (foreign-police aspects), the Ministry of
Defence (the issue of defensibility), and the Ministry of the Interior (internal security).

A permit holder is entitled to conclude contracts in the scope specified in the permit.

On conclusion of a contract with a foreign partner, the permit holder requests the Licensing Authority
to grant a licence which will enable the permit holder to implement the business transaction if the
result of proceedings is positive. The Licensing Authority assesses each case independently, placing
an emphasis on the credibility of the foreign contractual partner, especially in relation to the declared
use of the goods, and assesses other aspects of the transaction from the aspect of the control regime.
The opinion of the Ministry of Foreign Affairs, which is required for each application from the aspect
of possible foreign-policy impacts, is also taken into account. In set cases, e.g. where significant
military material is involved, the opinion of the Ministry of Defence is one of the documents required
in the application.

For assessments of a transaction, the weapons embargoes of the UN Security Council, the EU, and the
OSCE are a guiding principle. The rules laid down in the EU Code of Conduct on Arms Sales are
taken into account.

Brokering is included in trade in military materials in accordance with Act No 38/1994 and is subject
to the approval process under this Act.

Export and Import  in firearms, ammunition, and explosives for civil use

These goods may be exported or imported only once a security licence has been granted in
accordance with Act No 62/2000, on certain measures in the export or import of products and on
licensing proceedings, and the associated implementing regulation (Government Regulation No
185/2000), which sets the current scope of commodities.

For the purposes of the above-mentioned Act, a ‘security licence’ is a licence permitting the export or
import of products, the possession and handling of which is restricted by separate regulations in the
Czech Republic with respect for the security or other important interests of the state.

In an application for a security licence, the applicant also supplies information about third countries
through which the transit of goods is to take place, information about the foreign contractual partner,
the final user, and selected information about the transaction. The Ministry may make the issue of a
security licence contingent on the supply of other information or documents by the applicant which
are required to assess the application; these requirements must be respected by the applicant within a
set time limit.
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1.22. CTC is aware that the Czech Republic has already discussed certain issues covered in the
preceding paragraphs in its reports and questionnaires for other organizations which monitor
the observance of international standards. CTC will accept copies of such reports or
questionnaires, together with details about efforts to apply international Best Practice, codes,
and standards concerning the implementation of Resolution 1373, as the Czech Republic’s reply
to these questions.

As is mentioned above (section 1), on 26 May – 6 June 2003, an evaluation was conducted in the
Czech Republic by a mission of experts from the International Monetary Fund and World Bank,
focusing on the fight against money laundering and the financing of terrorism. See Appendix No 1 for
the Mission’s report.


