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l. INTRODUCTION

1 The main chalenge to aNaiond Statistica Indtitute (NSl) regarding Statistica confidentidity
and microdatais to strike a balance between the confidentidity protection and increased use of
microdata. Asincreased use of microdataimplies improved possibility of providing better data to meet
the needs of users, thisbaance lies at the heart of officia Satisticswhich should “... provide an
indispensable element in the information system of a democratic society, serving the

gover nment, the economy and the public with data...”%. Simultaneoudy “Individual data collected
by statistical agencies for statistical compilation, whether they refer to natural or legal persons,
areto be strictly confidential and used exclusively for statistical purposes™. In seeking this
baanceit isinevitable to combine different measures and actions; both legd, technicd, adminidrative
and methodologica dimensions should be covered.

2. This paper amsto present some of the main issues faced when these different dimensons are
addressed. Firgtly, some ideas regarding the prospects of using microdata are presented. The next
section dedls with confidentidity and microdata. The legdl issues are addressed theregfter and findly,
different organisational gpproaches regarding access to microdata are briefly discussed. Thisaso
roughly corresponds to the outline of the seminar.

! Prepared by Matti Niva, with Bo Sundgren and Ingrid Lyberg.
2UN Fundamental Principles of Official Statistics, Article 1, UN Statistical Commission 1994.
®lbid, Article6.
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. USE OF MICRODATA

3. Many smultaneous devel opments have increased the possibility to use microdatafor research
purposes. These include technologica advancesin hardware, software, data documentation and the
Web. Modern PCs now have the processing capacity for advanced and large microdata sets. This
implies that the NSIs can quite easly make their large data sets available to the researchers. This should
be seen as an important part of the mission of an NSI: to assure that the wealth of microdata stored can
be fully utilized by researchers and other legitimate users.

4, Traditiondly, aggregate statistics were published according to what the NS deemed important,
athough the users of course had an influence upon such decisons. The provision of tabular aggregeate
datistics d'so meant a clear limitation regarding how officia satistics could be used in socid and
economic research.

5. The next step in the development of providing value added of the data stored a NSIsto users
was to introduce statistical databases conssting of aggregated data matrixes and alowing the user to a
large extent compile their own Satistics.

6. The access to microdataimplies a mgjor step further as researchers and other users themsalves
can choose the data suitable for their research. This has also had implications to theory developmentsin
socid and economic research. Many researchers can witness the importance of the use of microdatain
anaysing what the consegquences of policy measures may be (e.g. Erikson, p.2). Theoretical
explanations of aggregate conditions can thus be supplemented with analyses of mechanisms a the
individua level with hep of Satistica data of the NSIs.

7. The availability of large amounts of longitudind microdataimplies new andyticd possbilities

For example amatching of different microdetafiles for saverd years opens new possibilities for dynamic
andyss. Thistype of research based on microdata has been increasingly common during the past
decades. This development is dso obviousin economic research. A typica example from labour market
economicsisto link employee to employer data for andys's of both supply and demand side of the
l[abour market (Westergaard-Nielsen, p.2).

8. NSlIs can a0 integrate severa microdata registers and create new databases. Normaly,
however, alot of statistical work must be carried out to make the quality of data acceptable. Statistics
Sweden has compiled some databases of thiskind. Thelongitudina database “Louiss” with
anonymised microdata on individuas and families regarding their education, income and employment
might serve as an example. It should be added that this database includes annud dataon dl adultsin
Sweden from 1990 and is updated each year. Such an integrated database offers rich possibilitiesto
cary out different andyses. An dterndive to an integrated database isto link several microdata
registers to each other on ad hoc bases for specific purposes.

9. The increased avail ability of microdata combined with IT developments has dso led to anew
type of approach: data mining or more broadly spesking knowledge discovery in databases. This
posshbility is especidly interesting given the possihility of multi-database datamining (Torraet d).
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10. For the NSIs, the increased use of microdataimplies value added in form of better use of the
data stored at the NSls, and should aso improve their legitimacy vis-a-vis respondents and the larger
public. It dso implies that the invesments made in officid Satigtics give higher return.

[1I.  CONFIDENTIALITY

11.  Onemajor issue entwined in dl use of al microdatais confidentidity. To put it bluntly, al use of
microdata, even when anonymised, might imply athreet to confidentidity. Although a violation of
confidentidity regarding microdata use has in fact hardly ever occurred in the NSIs data based research
projects, the confidentiality protection is ill and should be amgor issue and concern. The very podtive
track record so far is partly due to the efforts of the NSIs. Another probable reason could be that
researchers dedling with microdata have their own human capitd at stake. It is dso cusomary that the
microdata issue facilitates contacts between the NSI's and the research community.

12.  Theneed for privacy and integrity regarding Setistical datais an old issue. One of the early
perceptions of the need to strike a baance between the right to privacy and the increased need for
information was put forward by Vincent P. Barabbain 1974 when he from the point of view of the US
Census Bureau stated that “...there is an inherent conflict in gathering data fromindividuals. The
conflict is between the individual’ s right of privacy on the one hand, and on the other,
government’ s use of mandatory processes to obtain the information it needs for valid purposes’
(Barabba, p.34).

13.  Theissueof confidentidity has been developed by and reflected in the documents of the
internationd gatistical community. In the ISl declaration on professond ethicsfrom 1985 it is
underlined that "Statistical data are unconcerned with individual identities” which impliesthet
..."1dentities and records of cooperating (or non-cooperating) subjects should ...be kept
confidential, whether or not confidentiality has been explicitly pledged”. (ISl, 4.5 Maintaining
confidentidity of records). Further, statisticians should prevent their datafrom being published “... ina
form that would allow any subject’ s identity to be disclosed or inferred “ (IS, 4.6 Inhibiting
disclosure of identities).

14.  Alsothe UN Fundamentd Principles of Officid Statisticsis very clear on this point: “Individual
data collected by statistical agencies for statistical compilation, whether or not they refer to
natural or legal persons, are to be strictly confidential and used exclusively for statistical
purposes’ (Article 6). In many countries anationa code of practice has been developed for the NSis.
Normally, confidentidity protection is one of the corner stones of such declarations. Thisis aso the case
in the recent UK Nationd Statistics Code of Practice, where the principle of protecting confidentidity
isone of the main commitments of the Nationd Statistics (Nationa Statistics Code of Practice).

15. Confidentidity protection is clearly acrucid commitment of the NSIs. For ethical reasonsthe
NSlIsare of course concerned about the integrity of the citizens as well as business establishments, but
the commitment to confidentidity protection dso has a specific explanaion. The NSIs must be fully
trustworthy in this respect to be able to gather data from respondents.
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16. However, bearing in mind that use of microdata aways might imply that the confidentiaity is at
risk (thereis no such thing as completdy safe microdata), the red issue isto strike a baance between
increased information and confidentidity. NSIs normally estimate the risk of disclosure in different areas
and phases of the gatistical process regarding different types of uses and try to minimise such risks. An
array of different methodological solutions has been put in place by the NSIs.

17.  Some of the other issues regarding confidentidity protection are the specific festures regarding
the provison of microdata on businesses as opposed to individuas Ancther is the timeframe, i.e. should
confidentidity protection apply regardiess of time (that is, forever), or should it lat for alifetime or even
less?

18. In Centrd and Eastern European countries the ingtitutiond and legd Stuation regarding satistics
has changed significantly in the trangition process. Data confidertidity in these countries may have some
sedid features (e.g. legidative situation, implementation of one-way flow principle®, implementation of
confidentidity protection throughout the Satigtical system). In astudy carried out by the ECE secretariat
it was concluded that generic guidelines for satistical confidentidity would be vauable (CES seminar

).

19. Recent devel opments regarding the need for improved nationa security may pose the problem
of undermining gatistical confidentidity by security concerns. If thiswould imply an unlimited access to
microdata that has been reserved for statistica purposes, the credibility of the whole statistical
community could be at stake.

20. So far confidentidity protection has to alarge extent been anationa issue, but in the EU-
context it becomes an issue for the EU indtitutions, such as Eurogtat as well. New possibilities dlong with
new tensions appear.

IV.  LEGAL ISSUES

21.  Thearangementsfor confidentidity protection can be based on legd acts and/or rules and
regulations gpplied by the NSI. The legidative Stuation varies across countries and regions. If thereisa
Satigics Act of rdatively recent datain acountry, it normaly contains regulation of gatistica
information. One centra principle is usudly that data collected for Satistical purposes, regardless
whether it has been collected in accordance with prescribed obligation or is given voluntarily, may in
principle only be used for the production of statistics. However, the data may aso be used for research
purposes under certain preconditions.

22. Normally, other legidation, such as The Persond Data Act, gppliesto the production of
datistics and the release of microdata. In the EU- context, the so-caled Data Protection Directive
of the Council and the European Parliament (No 95/46 of 24 October 1995) isimportant asit
srengthenslegd protection of individuals with regard to automatic procession of persond
information (gpplied to computerised personal data and data held in structured manud files)

* One-way flow principle implies that the NSI has access to administrative records kept by ministries or other
government agencies at the microdatalevel, whereas the possibility for areverse flow of micro-data subject to
statistical confidentiality, whether from statistical surveys or from any other source, is strictly excluded.
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related to the individuas in question. All the Member States should have a corresponding national
Persond Data Act based on the EU Directive. This might dso imply that other authorities such as
the Data Ingpection Agency have afind say regarding use of microdata on individuas.

23.  Whenit comesto purdy datistical confidentidity legidation in the EU, there isthe EU Council
regulation on Community statistics (No 322/97) according to which both nationd authorities and
Eurostat shdl protect confidential data. The main principle is that confidentia data obtained exclusvely
for the production of Community statistics shall be used for statistica production only, unless the
respondents have given their consent to the use for other purposes in an unambiguous way. The recent
implementation regulation under the regulation on Community Statistics concerns access to confidentia
datafor scientific purposes (Commission Regulation 83/2002). This regulation is on rules concerning
conditions to alow access to confidential data from four different EU-surveys. According to this,
scientific researchers might have this access if a contract regulating the terms of accessis sgned with
Eurostat. However it remains to be seen how Member States will meet the implementation of thislegd
arrangement in practice.

24.  Regarding data possessed by public authorities, one point of departure could be quite the
oppogite of confidentiaity protection. It can be clamed that for the sake of democracy dl information
that is crested within the public sector should be public. Accordingly al decisions taken by a public
authority and background documents facilitating these decisions including correspondence of the public
authority should be made public. This principle of transparent public administration gppliesin Sweden.
However, al exceptionsto this principle of publicity due to motivated secrecy etc . must be stated in
specific laws such as Statistics Act.

V. ACCESSTO MICRODATA —DIFFERENT APPROACHES

25.  Oneof the main challenges facing NSIs regarding microdata is to provide accessto usersin
different ways. This access can in principle be organised in a number of ways and normdly the NS
itsdlf should find a suitable and feasible solution consdering the prevailing inditutiona and organisationa
circumstances. At the same time alot of benchmarking has taken place during recent years.

26. One early way of providing controlled access to microdata has been to compile anonymised
Public Use Microdata Files (PUMFs). This solution was introduced by Statistics Canadain the early
1970's (Boyko & Watkins, p. 3). A rigorous processing is carried out before release of PUMF to
reduce the probability of disclosure. Since the outset of this program more than 350 PUMFs have been
crested and severd other countries have chosen smilar solutions. The PUMFs have been vauable for
researchers in universities and government departments. Some of the problems related to their use have
been rdativey high cogts, especidly under the 1980's and early 1990's (use of mainframe, pricing
policy) and the fact that the anonymisation process decreases the vaue of the data (ibid, p. 5).

27.  Inmany countries the ddivery of de-identified microdata to researchers and other
legitimate users outsde the NSl is il the main way to release microdata. There were around
200 such casesin 2002 at Statistics Sweden and the number of releasesisrapidly incressing. If
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the released microdata is detailed register-based data, it is normdly in fact not anonymous. It is
obviousthat the NSl in such cases must base the gpproval of the release of microdataon
prevailing legidation and other rules tipulating the confidentidity rules. In Sweden attemptsto re-
identify data are crimindized.

28. Because of the senshility of microdata and the possbility of re-identification, the NSIsin many
countries do not alow an off-ste use of microdata. Instead the NSI creates an on-Site Research
|aboratory for the researchers. Thisisthe case for example in Denmark (Accessto..., p. 14). This
option aso includes a solution where the NSl puts up and runs a Research Data Centre e.g. & a
Univergity. In both casesit is eeder for the NSl to check that the confidentidity is not violated.

29. A dill more cautious solution isto alow the use of microdata only by the NS staff. In some
cases the researcher becomes a staff member for aperiod of time to be able to carry out the microdata
based research. Also, the NSI might have a policy of incluson of research saff to be able to exploit the
wesdlth of microdatafor externd clients.

30.  However, it is becoming more common to authorise given research indtitutes to be able to have
on-line access to anonymised microdata of the NSl. This solution has been chosen in Audrdia, in
Denmark and in Portugd. The data sets available on-line might be limited due to their sensitivity and
aso0 modified according the specific needs and orientations of research ingtitutes concerned. It is
obvious thet the remote access systems such as Internet based on-line access are highly gppreciated by
researchers. It might aso be attractive to a growing number of NSIs as this solution dlows a certain
control of the use of microdata

31.  Thequedtion of pricing isaso relevant when discussing access to microdata. It is quite common
that the NSl has dready been funded with appropriations for the mgor part of the work to compile and
maintain microdata registers. If so, it would seem reasonable that the price charged corresponds to the
extra costs due to the release of microdata. Such costs can of course be defined in a number of ways,
pending on the calculation principles gpplied. However, the pricing of the release of microdata might
also be based on other principles such as market pricing or even afree of charge basis under certain
conditions.

VI. CONCLUDING REMARKS

32.  Thispaper has underlined that a balance must be struck between the protection of Satistical
confidentiaity and improved access to microdata. It has aso shown that anumber of legd,
adminidrative and technica measures must be combined to reach such agod. Thisaso implies thet
there are many different ways of reaching this baance. The satistica community could also work for a
common policy and agree upon core principles regarding access to microdata. The CES seminar will
hopefully contribute to aricher understanding of the options available.
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