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du Conseil de sécurité par le Président du Comité
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Le Comité contre le terrorisme a regu le rapport ci-joint, présenté par les Pays-
Bas en application du paragraphe 6 de la résolution 1373 (2001) (voir annexe).

Je vous serais obligé de bien vouloir faire distribuer la présente lettre et son
annexe en tant que document du Conseil de sécurité.

Le Président du Comité contre le terrorisme
(Signé) Stewart Eldon
Pour : Jeremy Greenstock
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Annexe

[Original : anglais]

Lettre datée du 27 décembre 2001, adressée au Président
du Comité du Conseil de sécurité créé par la résolution
1373 (2001) concernant la lutte antiterroriste

par le Représentant permanent des Pays-Bas

aupreés de ’Organisation des Nations Unies

J’ai I'honneur de vous faire tenir le rapport établi en application du
paragraphe 6 de la résolution 1373 (2001) du Conseil de sécurité, conformément aux
directives arrétées dans le document SCA/20/01(6), pour rendre compte des mesures
prises par le Royaume des Pays-Bas comme suite a cette résolution.

Ce rapport des Pays-Bas se veut le complément du rapport présenté par
I’Union européenne au nom de ses Etats membres.

Les Pays-Bas sont disposés a fournir au Comité tout complément
d’information qu’il demanderait au sujet de I’application de la résolution 1373
(2001,

L’ Ambassadeur,
Représentant permanent
(Signé) Dirk Jan van den Berg
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Piéce jointe

Rapport daté du 22 décembre 2001,
présenté par le Royaume des Pays-Bas en application
du paragraphe 6 de la résolution 1373 (2001)

On trouvera ci-aprés le rapport, établi en application du paragraphe 6 de la
résolution 1373 (2001), du Conseil de sécurité, en date du 28 septembre 2001,
conformément aux directives arrétées par le Président du Comité créé par la
résolution 1373 (2001) du Conseil de sécurité SCA/20/01(6) pour rendre compte des
mesures prises par le Royaume des Pays-Bas! pour donner effet a cette résolution.

Ce rapport national doit étre rapproché du rapport présenté par I’Union
européenne au nom de ses Etats membres.

Introduction générale

Au lendemain des événements du 11 septembre, les Pays-Bas ont présenté au
Parlement néerlandais un plan d’action comportant 45 nouvelles mesures contre le
terrorisme. Il sera rendu compte périodiquement au Parlement de I’exécution de ce
plan. Le texte du plan d’action est joint en annexe.

A lintérieur du Royaume, un plan d’action général a été mis en place et des
accords ont été conclus entre les territoires, concernant :

— Le durcissement de la législation antiterroriste;

— Le renforcement de la coopération entre les services de police et les autorités
judiciaires des territoires;

—La mise en place d’infrastructures adéquates pour I’information des services
chargés de la sécurité nationale;

— Le renforcement des mécanismes de contrdle du secteur financier.

Ce plan d’action est en outre assorti d’un calendrier précis. Le Conseil des
ministres du Royaume en supervisera 1’exécution et le suivi. Ce document n’a pas
encore été traduit en anglais.

Paragraphe 1

Alinéa a) — Quelles mesures, le cas échéant, ont été prises pour empécher et
réprimer le financement des actes terroristes en plus de celles énumérées dans
vos réponses aux questions sur les alinéas 1 b) a d)?

Le Royaume des Pays-bas est conscient de I’importance qu’il y a a faire échec
au financement du terrorisme dans différents contextes, aux niveaux national et
international.

Le plan d’action national mentionné dans 1’introduction générale prévoit 14
mesures tendant A garantir 1’intégrité du secteur financier et a prévenir le
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Le Royaume des Pays-Bas est constitué de trois territoires autonomes : les Pays-Bas (Europe),
les Antilles néerlandaises et Aruba.
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financement des activités terroristes, mesures dont les Ministres des finances et de la
justice se sont inspirés pour présenter au Parlement une note décrivant dans le détail
nombre de dispositions en vigueur et envisagées en vue de renforcer encore
I’intégrité du secteur financier et de prévenir le financement d’activités terroristes.
Une traduction de cette note est jointe en annexe.

Les huit recommandations spéciales adoptées par le Groupe d’action financiere
sur le blanchiment de capitaux (GAFI) a sa réunion pléniere extraordinaire des 29 et
30 octobre 2001 seront appliquées dans 1’ensemble du Royaume dés que possible,
conformément aux décisions prises par le GAFI, et ce, d’ici a juin 2002 au plus tard.
Le Royaume présentera au GAFI 1’auto-évaluation demandée et le plan d’action
qu’il aura établi pour donner suite aux huit recommandations spéciales avant la fin
de I’année 2001. Au niveau du Royaume, une réunion d’experts sera chargée en
2002 d’examiner le dispositif de lutte contre le blanchiment de [’argent et le
financement du terrorisme, et de recommander, si nécessaire, des aménagements a
ce dispositif. Certaines de ces recommandations devraient trouver application sous
la forme de mesures et de réglementations adoptées au niveau de 1’Union
européenne.

Alinéa b) — Quelles sont les activités énumérées dans cet alinéa qui constituent
des infractions dans votre pays et quelles sont les peines applicables?

Le fait de financer le terrorisme constitue une infraction pénale au regard du
Code pénal néerlandais susceptible de trois chefs de poursuite.

Premiérement, comme la préparation d’un acte criminel, sous ’empire de
I’article 46 du Code pénal, la peine maximum encourue étant fonction de celle
prévue pour le crime de terrorisme que |’auteur a voulu financer. Dans ce cas, il
n’est pas nécessaire que |’acte de terrorisme soit consommé. Deuxiémement, comme
financement d’association de malfaiteurs (sous I’empire de ’article 140 du Code
pénal), passible d’un maximum de six ans d’emprisonnement. Le Parlement sera
saisi sous peu d’un projet de loi tendant a insérer dans le Code pénal une disposition
[art. 140 a)] réprimant spécialement |’appartenance & une organisation terroriste
d’une peine maximum de huit ans d’emprisonnement. Troisiémement, le fait de
financer des actes terroristes peut étre poursuivi du chef de participation a une
infraction, comme entente en vue d’inciter & commettre une infraction de terrorisme
(qu’elle soit consommée ou non), par le jeu des articles 46 a) et 47 du Code pénal.
La peine maximum est, ici encore, fonction de la peine maximum prévue pour
I’infraction de terrorisme que I’auteur a voulu financer.

Aux termes du Code pénal néerlandais, les personnes physiques et morales
encourent une responsabilité pénale du chef de leurs infractions et, par suite,
également a raison de I’infraction de financement du terrorisme (art. 51 du Code
pénal).

Les textes d’application de la Convention internationale pour la répression du
financement du terrorisme viennent d’étre adoptés. La loi entrera en vigueur le
ler janvier 2002.

La législation néerlandaise sur les sanctions intéresse €galement les activités
visées a I’alinéa d) du paragraphe 1. En vertu de cette législation (Sanctiewet 1977),
le Gouvernement peut appliquer des sanctions internationales par voie de décret. Les
infractions 2 la loi sur les sanctions sont passibles de poursuites sous I’emprise de la
loi sur les infractions économiques.
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L’infraction délibérée a la loi sur les sanctions emporte les peines suivantes :
peines d’emprisonnement de deux ans au maximum, ou amende de 25 000 florins au
maximum. Si Dinfraction n’est pas intentionnelle, les peines prévues sont
I’emprisonnement 4 temps de six mois au maximum, ou une amende de 25 000
florins au maximum. Il a été proposé d’élever ces peines a4 une peine
d’emprisonnement de six ans au maximum ou i une amende maximum de 100 000
florins pour les infractions intentionnelles, et 4 une peine d’emprisonnement d’un an
au maximum, ou une amende maximum de 25 000 florins pour les infractions non

intentionnelles2.

Voir également la réponse concernant 1’alinéa c) pour d’autres précisions sur la

loi relative aux sanctions et les modifications qu’il est proposé d’y apporter.

Voir également les réponses au titre des alinéas d) et e) pour d’autres
précisions sur les modifications qu’il est proposé d’apporter au Code pénal.

Alinéa c) — Quelles dispositions législatives ou procédures existant dans votre

pays pour le gel des comptes et avoirs détenus dans les banques et institutions
financiéres? Il serait utile que les Etats donnent des exemples de mesures
pertinentes qu’ils auront prises.

D’une maniére générale, les mesures d’ordre financier prescrites par des

résolutions du Conseil de sécurité de I’'ONU trouvent application par la voie de

réglements de I’Union européenne. Les procédures qui ont été suivies dans le cas
des résolutions 1267 et 1333 sont décrites dans le rapport de ’Union européenne
mentionné plus haut.

Au lendemain du 11 septembre, les Pays-Bas ont pris les trois décrets ci-aprés
en vertu de la loi relative aux sanctions de 1977, en attendant 1’adoption de mesures
au niveau européen :

*Le 8octobre, le Gouvernement néerlandais a pris un décret ministériel
imposant le gel immédiat des avoirs de 27 personnes et organisations cités
dans le décret du Président des Etats-Unis3;

* Le 12 octobre, le Gouvernement néerlandais a pris un autre décret imposant le
gel immédiat des avoirs de 39 personnes et organisations figurant dans la liste
datée du 12 octobre publiée par le Département du Trésor des Etats-Unis?;

0171929f.doc

2 D’autres peines sont prévues, 3 savoir :

* Mise en liquidation d’une activité économique;

« Déchéance des droits personnels;

* Publication du jugement.

D’autres mesures sont envisagées, notamment :

* Mise sous contrdle de I’activité a partir de laquelle I’infraction a été commise, pour une
période maximale de trois ans si I'infraction est intentionnelle, et pour une période maximale
de deux ans si I’infraction ne ’est pas;

« Imposition de certaines obligations (celle de faire ce que [’on a illicitement omis de faire,
annuler tous actes commis illicitement et effectuer toutes les réparations nécessaires, le tout
aux frais de I’auteur de I’infraction, sauf décision contraire du juge compétent).

3 Voir le décret No Il imposant des sanctions aux Taliban d’ Afghanistan (Sanctieregeling Taliban
van Afghanistan IT), daté du 8 octobre 2001, publié au Journal officiel (Staatscourant) du

10 octobre 2001.

4 Voir le décret portant modification du décret No Il imposant des sanctions aux Taliban
d’Afghanistan (Wijziging Sanctieregeling Taliban van Afghanistan II) en date du 12 octobre
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» Derniérement, le 8 novembre, un décret a été pris afin de geler les avoirs de
62 personnes et organisations figurant sur la liste du Département du Trésor
des Etats-Unis datée du 7 novembre5.

Ces trois décrets ont été pris avant que le Comité de sanctions compétent du
Conseil de sécurité de I’ONU n’ait décidé le gel des avoirs en question.

Une fois que les noms des personnes concernées ont €été insérés dans le
réglement (CE) No 467/2001 du Conseil de I’Union européenne en date du 6 mars
2001, les trois décrets susmentionnés ont été rapportés, les réglements de I’Union
européenne étant directement applicables aux Pays-Bas. Depuis 1’abrogation des
décrets, le gel des avoirs détenus aux Pays-Bas par des terroristes est fondé sur les
réglements de I’Union européenne.

La liste de 22 organisations terroristes publiée tout derniérement par les Etats-
Unis le 2 novembre a ¢été portée a I’attention des établissements financiers
néerlandais, qui ont été incités a en vérifier les éventuels recoupements avec leurs
dossiers.

Apres le premier décret pris par le Président Bush, le 27 septembre, la Banque
des Pays-Bas (DNB) en a fusionné la liste avec la liste confidentielle émanant du
FBI (qui avait ét¢ communiquée a la DNB sur sa demande). Ont par la suite été
ajoutés a cette nouvelle liste les noms issus des activités de renseignement national
ou des échanges d’information avec des services de renseignement étrangers. La
DNB a porté cette liste élargie de plus de 500 noms a I’attention des banques privées
qu’elle supervise par la voie d’une circulaire demandant a celles-ci de vérifier les
noms des titulaires de compte dans leur établissement en les comparant avec ceux de
la liste. La DNB a suivi la méme procédure pour les autres listes publiées au cours
des mois d’octobre et de novembre. La Caisse nationale des retraites ET de la
sécurité sociale (PVK) et la Commission des opérations de bourses (STE) ont
également procédé a ces vérifications.

A ce jour, un seul compte bancaire a été officiellement gelé sur la base de la
liste émanant de I’ONU. Il s’agit du compte de la DA Afghanistan Bank, d’un solde
de 495 285,96 dollars des Etats-Unis. Les inspecteurs des services financiers ont
découvert un certain nombre d’autres comptes suspects qui font 1I’objet d’enquétes.

Les informations concernant la découverte de comptes appartenant a des
entités mentionnées dans les listes et dont le nom n’a pas été divulgué au public sont
confidentielles.

Le Conseil de I’Union européenne est parvenu a un accord sur une position
commune et un réglement (évoqué dans le détail dans le rapport de I’'UE) devant
permettre a I’UE d’adapter son action a 1’éventail plus large des mesures prévues par
la résolution 1373 (2001) du Conseil de sécurité de ’ONU et d’étre en mesure
d’atteindre les personnes qui commettent ou tentent de commettre des actes
terroristes, ou participent a de tels actes ou les facilitent, sans étre liées a un Etat
quelconque.

2001, publié au Journal officiel (Staatscourant) du 15 octobre 2001.

Voir le décret No 11l imposant des sanctions aux Taliban d’ Afghanistan (Sanctieregeling Taliban
van Afghanistan I1I) en date du 8 novembre 2001, publié au Journal officiel (Staatscourant) du
8 novembre 2001.
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Sur le plan national, les Pays-Bas envisagent d’apporter des modifications dans
ce sens A4 la loi de sanctions de 1977, outre celles décrites dans la réponse
concernant 1’alinéa 1 b). Ils élaborent ainsi une modification 4 la loi de sanctions
tendant a supprimer la restriction concernant « certains Etats et territoires ». La
nouvelle législation permettra aux autorités de donner effet aux sanctions
internationales (financiéres ou autres) visant des personnes et des entités qui
commettent, tentent de commettre ou facilitent des actes terroristes. L’application de
la loi sera également suivie de plus prés. Les établissements seront ainsi mieux
armés pour geler les comptes de terroristes et faire échec au financement du
terrorisme. Les modifications a la loi relative aux sanctions devraient étre
examinéEs par le Parlement au cours du premier semestre 2002.

A Aruba, la loi permet de geler les comptes bancaires de personnes sous le
coup d’une enquéte criminelle, c’est-a-dire lorsqu’il est suspecté que des infractions
punies par le Code pénal ont été commises. Il peut également étre procédé au gel de
comptes bancaires en cas de demande d’entraide judiciaire en matiére pénale, c’est-
a-dire lorsque le gel d’avoirs détenus & Aruba a été demandé a I"occasion d’une
enquéte criminelle menée dans un pays étranger. On peut également geler des
comptes bancaires et confisquer des capitaux ou avoirs financiers appartenant a des
personnes sous le coup d’une ordonnance de confiscation délivrée dans un pays
étranger.

Aux Antilles néerlandaises, I’ordonnance sur les changes prévoit en ses
articles 4 et 4b) le gel des comptes et avoirs détenus auprés des banques et
institutions financiéres, qui doivent informer la Banque centrale si elles gérent ou
détiennent, des comptes ou avoirs appartenant aux personnes visées par le décret
ministériel.

Alinéa d) — Quelles sont les mesures mises en place pour interdire les activités
énumérées dans cet alinéa?

Voir les réponses au titre des alinéas | a), b) et c).

Paragraphe 2

Alinéa a) - Quelles mesures légisiatives ou autres avez-vous mises en place pour
donner effet a cet alinéa? En particulier, quelles sont les sanctions pénales
prévues dans votre pays pour réprimer : i)le recrutement de membres de
groupes terroristes; et ii) I’approvisionnement en armes des terroristes?
Quelles autres mesures avez-vous prises pour empécher ces activités?

Le recrutement de groupes terroristes est réprimé en droit pénal néerlandais
comme incitation & commettre une infraction pénale ou une action violente contre
les pouvoirs publics (art. 131 et 132 du Code pénal). Il peut également étre
poursuivi du chef d’incitation ou de tentative d’incitation a8 commettre une infraction
(art. 46a et 47 du Code pénal).

Le commerce non autorisé des armes est une infraction aux termes de la loi
relative aux armes et aux munitions. Le permis de port d’armes est refusé toutes les
fois que le demandeur est jugé peu apte 4 détenir des armes, qu’il en fera un
mauvais usage ou qu’un autre motif impérieux d’intérét général justifie le rejet de la
demande.
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La réglementation sur les exportations d’armes qui s’applique 4 I’ensemble du
Royaume sera modifiée ou étendue selon qu’il conviendra pour permettre de
contrdler efficacement 1’importation, le transit et I’exportation de biens stratégiques,
y compris les opérations financiéres liées 4 ces mouvements. En outre, la
réglementation régissant le transit de biens stratégiques sera trés prochainement
durcie (& compter du ler janvier 2002). Ces mesures faciliteront la prévention du
transit d’armes vers des destinations dangereuses.

En ce qui concerne les mesures de contrdle de 1’acquisition d’armes en vigueur
au niveau européen, voir le rapport présenté par 1’Union européenne.

Alinéa b) — Quelles autres mesures prenez-vous pour empécher que des actes de
terrorisme ne soient commis et, en particulier, quels mécanismes d’alerte
rapide avez-vous mis en place pour pouvoir échanger des renseignements avec
d’autres Etats?

Pour ce qui est de la coopération au sein de 1’Union européenne, voir le
rapport présenté par cette dernicre.

Au niveau national : Dans le cadre de la mission qui lui est confiée par la loi,
le Service de la sécurité nationale (BVD) meéne des enquétes sur les personnes et
organisations qui prépareraient des activités terroristes ou fourniraient un appui a
cette fin, agissant par anticipation dans ce domaine. A titre préventif, la loi sur les
services de renseignements et de sécurité fait obligation & quiconque détient des
renseignements concernant des personnes de les mettre & la disposition du BVD.

Aux Pays-Bas, le ministére public est chargé de mener des enquétes sur les
infractions et d’exercer des poursuites, & 1’occasion desquelles il a autorité sur la
police. Le Procureur national chargé de la lutte contre le terrorisme coordonne les
activités de lutte contre le terrorisme (ou plutdt la réaction face aux différentes
menaces terroristes). Le Procureur national et le Service de la sécurité nationale
travaillent en étroite coopération.

Le Ministere de la justice (qui comprend le Service de I’immigration et de la
naturalisation), le ministére public et le BVD échangent des renseignements sur les
personnes dont la participation a des activités terroristes ou a la fourniture d’appui
cette fin serait établie. Le BVD et la Police militaire royale ont instauré entre eux
des relations de coopération et d’échange d’informations dans ce domaine.

Au niveau international : Le BVD coopére étroitement avec les services de
renseignements et de sécurité étrangers, notamment en échangeant constamment des
renseignements avec ces derniers, créant ainsi un systéme d’alerte rapide et en
affectant des officiers de liaison spécialisés & ces questions. Par exemple, le BVD a
chargé des officiers de liaison spécialisés dans la lutte antiterroriste de promouvoir
la coopération au sein de 1’Union européenne et de I’OTAN. Il a également affecté
des officiers de liaison a des questions opérationnelles spéciales et crée, en tant que
de besoin, des réseaux internationaux pour faire face a tel ou tel probléme. Le
service du BVD participant au réseau répond également aux demandes des autres
pays. Il existe également un réseau de bureaux de liaison regroupant les services de
renseignements et de sécurité des pays de I’Union européenne qui permet aux pays
de s’informer les uns les autres en toute sécurité de tout incident terroriste survenu
ou déjoué. Enfin, le BVD vient d’entrer dans le réseau international d’échange
d’informations par le canal d’Europol et a détaché un fonctionnaire 4 Europol a cette
fin.
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Alinéa c) — Existe-t-il des lois ou des procédures interdisant de donner asile aux
terroristes — par exemple, des lois visant & exclure ou A expulser les types de
personnes visés a cet alinéa? Il serait utile que les Etats donnent des exemples
de mesures prises a cet égard.

Le Code pénal néerlandais consacre le principe de la compétence universelle
secondaire vis-a-vis des crimes de terrorisme majeurs, de sorte que, dans les cas ol
ils n’extradent pas I’auteur présumé d’une infraction de terrorisme, les Pays-Bas
doivent le poursuivre devant leurs tribunaux, et ce pour éviter que le pays n’offre de
sanctuaire aux terroristes.

Pour plus de précisions, voir les réponses données au titre des alinéas ¢), f) et
g) du paragraphe 3.

L’Union européenne est parvenue a un accord politique sur une décision-cadre
relative au mandat d’arrét européen et des procédures tendant a simplifier le régime
d’extradition entre ses Etats membres. Les Pays-Bas feront également tout ce qui est
en leur pouvoir pour ratifier I’Accord d’entraide judiciaire de I’Union européenne
d’ici & la fin de I’an 2002.

Pour plus de précisions sur les mesures prises a I’échelle européenne, voir le
rapport présenté par 1’Union européenne.

Alinéa d) —Existe-t-il des lois ou des procédures empéchant que des terroristes
n’utilisent votre territoire pour commettre des actes de terrorisme contre
d’autres Etats ou contre les citoyens de ces Etats? Il serait utile que les Ktats
donnent des exemples de mesures prises a cette fin.

L’article 140 du Code pénal qui incrimine le fait de participer a une association
de malfaiteurs ne vise pas les seules organisations ayant pour but de commettre des
infractions pénales aux Pays-Bas. Autrement dit, commet une infraction pénale au
regard de la loi néerlandaise, quiconque se trouvant aux Pays-Bas, participe a une
organisation ayant pour but de commettre des infractions pénales a 1’étranger.

Dans le but de donner effet a 1a décision-cadre de I’Union européenne relative
a la lutte contre le terrorisme, un projet de modification du Code pénal sous la forme
d’un nouvel article 140 a) tendant & ériger le fait de participer & une organisation
terroriste en infraction distincte passible d’une peine plus séveére que celle prévue
pour la participation a une association de malfaiteurs (art. 140).

Voir également les réponses données au titre des alinéas c), e) et g) du
paragraphe 2 et le rapport présenté par I’Union européenne.

Alinéa e) — Quelles mesures avez-vous prises pour que les actes de terrorisme
soient érigés en infractions graves et pour que la peine infligée soit 2 1a mesure
de 1a gravité de ces actes? Veuillez donner des exemples de condamnations
obtenues et de peines prononcées.

Les Pays-Bas ont ratifié 10 des 12 conventions des Nations Unies consacrées a
la lutte contre le terrorisme et ratifiera en janvier 2002 les deux conventions
restantes (sur les attentats terroristes a ’explosif et le financement du terrorisme).
Ainsi, tous les actes incriminés pour les 12 conventions des Nations Unies en
question sont réprimés aux Pays-Bas.

L’Union européenne a adopté une décision-cadre sur la lutte contre le
terrorisme qui comporte une définition commune de diverses infractions de
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terrorisme emportant des sanctions pénales sévéres, la participation & une
organisation terroriste étant punie d’une peine d’au moins huit ans
d’emprisonnement, le fait de diriger une telle organisation emportant une peine
d’emprisonnement de 15 ans. Pour des précisions sur d’autres mesures prises a
I’échelon européen, voir le rapport présenté par 1’Union européenne.

Le Parlement néerlandais sera saisi, au début de 1’an 2000, d’un projet de loi
d’application de la décision-cadre susmentionnée, comportant plusieurs
modifications au Code pénal et aux autres textes pertinents, qui consistent
notamment dans I’insertion d’un nouvel article 140 a) distinct, punissant la
participation & une organisation terroriste d’une peine plus sévére que celle prévue
pour la participation a une association de malfaiteurs [voir également 1’alinéa 2 d)].

Plusieurs autres infractions graves seront punies de peines plus sévéres dés lors
qu’il est établi que I’infraction a ét¢ commise dans un but de terrorisme.

Alinéa f) — Quels procédures et mécanismes avez-vous mis en place pour aider
les autres Etats? Veuillez donner des détails sur la maniére dont ces procédures
et mécanismes ont été utilisés dans la pratique.

Les Pays-Bas ont déja mis en place tout un ensemble de procédures aux fins de
I’échange d’informations entre services de renseignements et de sécurité tel
qu’indiqué a 1’alinéa 2b). Avant le 11 septembre, la fourniture d’assistance a
I’occasion d’enquétes sur le terrorisme menées par les services d’autres pays
occupait un rang de priorité élevé. Les événements du 11 septembre ont conduit les
Pays-Bas a renforcer la coopération et I’échange de renseignements, y compris aux
fins d’enquétes financiéres.

Autre forme d’entraide, la coopération entre les Etats membres du GAFI aux
fins de la lutte contre le blanchiment de 1’argent et le financement du terrorisme ne
cesse de se renforcer.

Les 12 conventions des Nations Unies consacrées a la lutte contre le terrorisme
pourraient également servir de cadre aux mesures d’extradition et d’entraide
judiciaire en sus des traités bilatéraux et multilatéraux d’extradition et d’entraide
judiciaire [voir également 1’alinéa 3 c)}.

Alinéa g) — Comment les contrdles effectués aux frontiéres de votre pays
empéchent-ils les mouvements de terroristes? Quelles procédures appliquez-
vous A cette fin pour la délivrance de documents d’identité et de documents de
voyage? Quelles mesures avez-vous prises pour en empécher la contrefacon,
etc.?

Les Etats membres de 1’Union européenne réfléchissent a I’idée de renforcer
leur coopération en matiére de contréle des frontiéres extérieures de 1’Union. Le
Conseil européen de Laeken a décidé de resserrer la coopération dans ce domaine. 11
a invité le Conseil et la Commission a faire des propositions en vue de la mise en
place d’un mécanisme ou service commun de contrdle des frontiéres extérieures.

Un titre de séjour uniforme pour les étrangers non ressortissants de 1’Union
européenne est également en cours de conception. Cette derniére porte également un
intérét tout particulier a la coopération consulaire locale, y compris la délivrance de
visas et la lutte contre la fraude.

Sur le plan national, les Pays-Bas ont pris les mesures ci-apres :
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- Ils ont mis au point des techniques d’identification biométrique. Afin de suivre
les déplacements des étrangers résidents aux Pays-Bas, il importe de consigner
certains renseignements avant leur entrée dans le pays. Les renseignements
portant sur les signes particuliers de la personne ajoutés aux dossiers
personnels accompagnant les demandes de visa et d’asile et les fiches
d’embarquement et de débarquement sont un outil précieux d’identification.
Ces étrangers pourront étre identifiés et les renseignements les concernant
pourront €tre extraits des systémes d’information plus facilement par la suite,
méme s’ils venaient & changer d’identité.

— L’Union européenne ayant exhorté ses Etats membres a renforcer les contréles
aux frontiéres extérieures de 1’Union, les Pays-Bas ont axé leur action sur les
postes d’entrée : 1'aéroport de Schiphol et les ports de Rotterdam et
d’ Amsterdam).

- On travaille a améliorer les informations sur la traite des personnes et les
éventuelles infiltrations et activités terroristes. La capacité d’analyse de ces
informations est en train d’étre développée.

— Au niveau national, le BVD coopére et échange systématiquement des
informations avec la Police militaire royale pour pouvoir suivre les
déplacements de personnes susceptibles d’étre impliquées dans des activités
terroristes ou d’y apporter leur appui et les empécher d’entrer dans le pays ou
d’en ressortir. Cette coopération entre en partie dans les attributions du Service
mobile de contrdle de I’immigration de la Police militaire royale.

Paragraphe 3

Alinéa a) - Quelles mesures avez-vous prises pour intensifier et accélérer
Péchange d’informations opérationnelles dans les domaines visés a cet alinéa?

La coopération nationale et internationale en cours dans le cadre de la lutte
contre le terrorisme et son intensification depuis le 11 septembre sont envisagées
sous I’alinéa b) du paragraphe 2.

Au niveau européen, la coopération opérationnelle vient d’étre renforcée a la
faveur de la mise en place d’un cadre de consultations entre les responsables de la
lutte antiterroriste des services de sécurité européens, qui permettra de dégager des
mesures concrétes de nature a renforcer la coopération internationale. Enfin, le BVD
ocuvre étroitement et échange des informations de longue date avec les
organisations et services de renseignements et de sécurité nationaux et
internationaux sur la non-prolifération des armes de destruction massive.

Face a la menace terroriste, I’'Union européenne a lancé un plan d’action visant
a réexaminer et a renforcer les instruments multilatéraux dans les domaines du
désarmement, du contréle des armements et de la non-prolifération des armes. Les
contréles a I’exportation seront renforcés en vue d’empécher des groupes terroristes
d’acquérir des composantes d’armes de destruction massive.

La lutte contre le terrorisme sera inscrite au nombre des objectifs fixés par
I’Accord de Wassenaar. Le terrorisme se verra également accorder un rang de
priorité plus élevé a I’occasion des échanges d’informations.
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Alinéa b) — Quelles mesures avez-vous prises pour échanger des renseignements
et coopérer dans les domaines visés i cet alinéa?

Voir I’alinéa 2 b).

Alinéa c) — Quelles mesures avez-vous prises pour coopérer dans les domaines
visés a cet alinéa?

En ce qui concerne les mesures prises 4 1’échelle européenne, voir le rapport
présenté par I’Union européenne.

Le Royaume des Pays-Bas est également partie a un certain nombre de traités
bilatéraux et multilatéraux dans les domaines visés a cet alinéa, dont les plus
pertinents a cet égard peuvent étre classés comme suit :

— Conventions consacrées expressément a la prévention et & la répression du
terrorisme international (voir également 1’alinéa d) du paragraphe 3). En outre,
les Pays-Bas ont ratifié la Convention européenne de 1977 pour la répression
du terrorisme (pour la seule partie européenne du Royaume);

- Traités d’extradition.

Les Pays-Bas ont conclu des traités bilatéraux avec 20 Etats (certains de ces
traités concernent la seule partie européenne du Royaume, d’autres intéressant
également les Antilles néerlandaises et Aruba). En outre, les Pays-Bas sont
partie a la Convention européenne d’extradition de 1957, au Traité de 1962
entre les Pays-Bas, la Belgique et le Luxembourg sur I’extradition et 1’entraide
en mati¢re pénale et 4 la Convention (1996) de 1I’Union européenne relative a
’extradition entre Etats membres de 1’Union européenne (non encore entrée en
vigueur);

— Traités d’entraide en matiére pénale.

Les Pays-Bas ont conclu des traités bilatéraux avec sept Etats (certains de ces
traités concernent la seule partie européenne du Royaume, d’autres intéressant
également les Antilles néerlandaises et Aruba). En outre, les Pays-Bas sont
partie a la Convention européenne d’entraide judiciaire en matiére pénale de
1959 et au Protocole additionnel a ladite convention de 1978 (partie
européenne du Royaume et Antilles néerlandaises et Aruba). Un second
protocole additionnel & ladite convention signé en novembre 2001 n’est pas
encore entré en vigueur. Les Pays-Bas sont également partie & la Convention
d’extradition et d’entraide en matiére pénale du Benelux de 1962 et au
Protocole additionnel a ladite convention de 1974 (pour la seule partie
européenne du Royaume). Enfin, ils ont signé deux conventions de I’Union
européenne qui ne sont pas encore entrées en vigueur: la Convention
d’entraide en matiére pénale de 2000 et le Protocole a ladite convention
d’octobre 2001.

Alinéa d) — Quelles sont les intentions de votre gouvernement en ce qui
concerne la signature ou la ratification des conventions et protocoles visés a cet
alinéa?

Le Gouvernement néerlandais a signé toutes les 12 conventions internationales
consacrées a la prévention et & la répression du terrorisme international et en a
ratifié 10. La procédure d’approbation des deux conventions restantes par le
Parlement néerlandais (relatives a la répression des attentats terroristes a ’explosif,
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et 2 la répression du financement du terrorisme, 1999) est presque arrivée a son
terme. Les Pays-Bas devraient ratifier ces deux conventions en janvier 2002.

Trois des conventions internationales ( a) sur les infractions survenant a bord
des aéronefs; b) sur la capture illicite d’aéronefs; c) sur les actes dirigés contre la
sécurité des aéronefs) sont déja pleinement appliquées par les Antilles néerlandaises
et Aruba qui préparent des textes d’application des conventions restantes avec le
concours des Pays-Bas en tant que de besoin.

Les textes d’application de toutes les 12 conventions internationales seront mis
au point pour les trois parties du Royaume en 1’an 2002.

Alinéa e) Donner tous renseignements pertinents sur DPapplication des
conventions, protocoles et résolutions visés a cet alinéa.

Voir I’alinéa 3 d).

Alinéas f) et g) — Quels lois, procédures et mécanismes avez-vous mis en place
pour vous assurer que les demandeurs d’asile n’ont pas participé a des activités
terroristes avant de leur octroyer le statut de réfugié? Veuillez citer des
exemples a4 ce sujet. Quelles procédures avez-vous mises en place pour
empécher que les terroristes ne détournent a leur profit le statut de réfugié?
Veuillez donner des détails sur les lois ou les procédures administratives qui
empéchent que la revendication de motivations politiques ne soit considérée
comme pouvant justifier le rejet de demandes d’extradition de terroristes
présumés. Veuillez citer les cas pertinents.

En ce qui concerne les mesures prises au sein de 1’Union européenne, voir le
rapport présenté par cette derniére.

L’article 1F de la Convention relative au statut des réfugiés autorise d’ores et
déja les Pays-Bas [en son alinéa a)] a rejeter les demandes d’asile de personnes dont
ils auraient des raisons sérieuses de penser qu’elles ont commis un crime contre la
paix, un crime de guerre ou un crime contre ’humanité ou [en son alinéa b)]
qu’elles ont commis un crime grave de droit commun en dehors du pays d’accueil.
Les Pays-Bas se sont trouvés en présence de tels cas a plusieurs reprises.

Le Service de P'immigration et de la naturalisation examine toutes les
demandes d’asile au regard de P’article 1F. Le Ministére de la justice envisage de
créer un autre service 1F de sorte que les dossiers relevant de I’article 1F puissent
étre instruits rapidement et minutieusement. Ce service devrait entrer en activité
d’ici a la mi-2003.

Les demandeurs d’asile qui ont épuisé tous les recours et dont la demande a été
rejetée en vertu de I’article 1F peuvent en principe étre refoulés vers leur pays
d’origine. Toutefois, certaines dispositions de la Convention européenne de
sauvegarde des droits de I’homme et des libertés fondamentales (par exemple,
I’article 3) ou les dispositions d’autres conventions (telle que la Convention contre
la torture et autres peines ou traitements cruels, inhumains ou dégradants) peuvent
faire obstacle & une telle mesure. Les demandeurs d’asile qui ont épuisé tous les
recours et qui ne se conformeraient pas a un arrété leur ordonnant de quitter le pays
ne peuvent prétendre & aucun service ni prestation, qui leur sont de ce fait retirés
pour les dissuader de demeurer dans le pays. Le cas échéant, ils peuvent é&tre
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déclarés étrangers indésirables. Le Service de I’immigration et de la naturalisation
fera davantage application de cette solution dans 1’avenir.

La loi néerlandaise sur les étrangers autorise le retrait de la qualité de réfugié.
Si par exemple, une personne ayant la qualité de réfugié est identifiée par sa victime
et dénoncée au Service de I'immigration et de la naturalisation, celui-ci peut lui
retirer cette qualité s’il conclut qu’il y a des raisons sérieuses de penser que le
réfugié en question s’est rendu coupable d’un crime visé a 1’article 1F (peu importe
que le réfugié soit titulaire d’un permis de séjour permanent ou temporaire; voir les
articles 32 3n et 35 de la loi de 2000 sur les étrangers). De telles décisions ont été
prises dans la pratique.

Le BVD et le Service de I'immigration et de la naturalisation coopérent
étroitement en échangeant des renseignements sur les individus soupgonnés de
détournement du régime d’asile et d’immigration ou ne pouvant pas prétendre au
statut de réfugié (appelé statut 1F). L’accent étant mis, en particulier depuis le
11 septembre, sur les informations concernant les personnes suspectées d’avoir
commis ou préparé des activités terroristes. En présence de tels cas, le chef du BVD
soumet ses conclusions au Secrétaire d’Etat a la justice. Les enquétes sur
I’immigration clandestine, le modus operandi des organisations qui se livrent a cette
entreprise (y compris les organisations terroristes) et les réseaux d’appui a ce genre
d’activité aux Pays-Bas ont été renforcées ces derniéres années.

En ce qui concerne les controles aux frontiéres et la délivrance de visas, les
mesures d’ordre général décrites a 1’alinéa 2 g) ont été arrétées au niveau européen.

3.3 — Les Etats peuvent inclure dans leurs rapports d’autres renseignements
pertinents, par exemple sur les questions visées au paragraphe 4 de la
résolution 1373 (2001). Ils peuvent aussi y inclure des observations générales
sur D’application de la résolution et indiquer les problémes qu’ils ont pu
rencontrer.

On trouvera ci-joint :

~Un plan d’action comportant 45 nouvelles mesures de lutte contre le
terrorisme;

— Une note décrivant dans le détail les mesures tendant a renforcer encore
I’intégrité du secteur financier et a prévenir les activités terroristes.
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Plan of action for combating terrorism and
promoting security

1. Introduction

The basis of this action plan is a package of measures to prevent acts of
terrorism. They include, first of all, preventive measures such as intensified
acquisition, analysis, sharing and distribution of information and, in addition,
the surveillance and protection of vulnerable sectors and persons.

After this, measures are set forth the purpose of which is to increase the
chances of detaining and successfully prosecuting suspects for terrorist
crimes that have been committed. This involves investigating offences,
instituting criminal proceedings and terminating the offences. The latter
context refers not only to the actual terrorist acts, but also to offences that are
committed to facilitate terrorist acts. This includes, for example, money
laundering activities, trafficking in drugs and arms trade and the use of
weapons.

2. Prevention

On a national scale, substantial extra efforts will be necessary to be able to
withstand the threat of terrorism more effectively and to prevent terrorist
crimes.

2.1. Information position

During the JHA Council meeting of September 20, 2001, the importance of
the information and security services was emphasized. In line with European
agreements, collaboration with the relevant Europese services will be further
intensified. For this purpose, more detailed agreements have already been
made with representatives of the United States. The guise of the “new”
terrorism is characterized—among other things—by its unprecedented
potential for violence, which is aimed at making many victims, by martyrdom
and by the use of modern technology. The known networks are international
and they exhibit a large degree of ethnic diversity.

To adequately combat the new forms of terrorism as well, extra resources will
be allocated to the information and security services and the regional
information services. Means for information exchange between the police and
these services will be strengthened. On the basis of a strategy document
drawn up by the police (Board of Police Commissioners), a structure will be
set up to ensure that the information position and information exchange take
place as well as possible.

The Netherlands will do its utmost to ensure that the Task Force Police Chiefs
can undertake and carry out the tasks allotted to it quickly, in accordance with
the resolutions of the JHA Council meeting of September 20, 2001.

[ ACTION 1: expand information and security services. ]

ACTION 2: better interaction between information and security services
and police {both Dutch police and Europol)

Appendix to letter of October 5, 2001, reference 5125137/501/RTT
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2.2. Issuing visas and biometrics identification

It is of the utmost importance to obtain certainty about the identity of
travellers. Both nationally and intemnationally, investments will be made for this
purpose in expanding the possibilities of biometrics. The use of physical
characteristics is a potentiaily powerful instrument in identifying individuals.
When physical characteristics are linked to the registration of personal details,
registration is unambiguous and unique. The biometrics characteristics make
it possible to trace persons in systems at a later stage, independent of the
identity that a person chooses to assume at a given moment. Possible
terrorists can be followed better and patterns and networks can become
manifest. The Netherlands is also investing in gaining a better understanding
of the use of documents by potential terrorists. Other countries will be urged
to do so as well.

The implementation in a European context of the uniform visa policy, which
has already been harmonized, is not yet optimal. At a European level, the
Netherlands will urgently request that any hiatuses in this be removed.

The same is true of the fact that information about visas issued is not centrally
available within the Union.

| ACTION 3; develop biometrics identification possibilities

I ACTION 4: harmonize implementation of the visa policy

3. Survelllance, security and public order

The capacity for personal security as well as the capacity for surveillance of
objects will be increased. For obvious reasons, this cannot be discussed in
detail. The services involved are the regional police forces, the Royal
Netherlands Military Constabulary, the Royal and Diplomatic Security Division
of the National Police Agency and, in exceptional cases, the Special
Assistance Units. The material resources available for action against unhoped
targe-scale disruptions of public order will also be expanded.

ACTION 5: expand the capacity for personal security of the National
Police Agency and the Royal Netherlands Military Constabulary

| ACTION 6: expand material resources for surveillance

Extra attention must be paid to countering unwanted entry into this country.
This means strengthening external border controls and strengthening the
Mobile Border Supervision of Aliens for the inner borders. The internal
borders will not be closed.

It is necessary to strengthen the Royal Netherlands Military Constabulary.

ACTION 7: strengthen external border controls and strengthen Mobile
Border Supervision of Aliens.
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in a national context, the existing package of security measures at airports will
be structurally expanded by-among other things—more intensive monitoring
and random re-checking at the gate under the supervision of the Royal
Netherlands Military Constabulary. In addition to the measures that have
already been taken, for the prevention policy at the airport itseif in the near
future measures will be proposed to adjust the system of security
investigations for staff. Use will also be made of biometrics (iris scans) for
controlled access at the airport.

In an intemational context (ICAO), other countries will be urged to adopt as
much as possible the measures taken by the European Civil Aviation
Conference (ECAC). After all, such measures are only truly effective in
aviation if they are used worldwide. This specifically involves:

- Introduction of 100% inspection of all checked luggage;

- Introduction of an audit programme.

In an international context, efforts will also be made to increase safety through
better security of the cockpit.

ACTION 8: extra package of measures for security of civil aviation
including: tightened inspection of ticket and passport, intensification of
access control and intensified inspections of the aircraft itself

ACTION 9: the Netherlands will urge adoption of the security measures
as agreed in the ECAC

in the short term, under the leadership of the Minister of the Interior and
Kingdom Relations, a list will be made of vital divisions of government and
business and industry (including ICT). On the basis of this inventory,
additional measures will be taken if they should prove necessary.

ACTION 10: under the leadership of the Minister of the Interior and
Kingdom Relations, a package of interrelated measures to protect the
infrastructure of government and business and industry (including ICT)
will be developed

4. Investigation and prosecution of terrorist crimes

4.1. Expansion of investigative and prosecuting capacity

Under the authority of the Public Prosecutions Department work is being done
on intensifying the fight against terrorism as a form of serious organized
crime. The core teams as well as the services involved at the National Police
Agency will play a central role in this.

For the near future, this will lead to rearrangements in current investigations.
For the longer term, the core teams and the National Police Agency will be
expanded with extra criminal investigators.

Moreover, the analysis capacity will be strengthened in the regional police
forces, the National Police Agency and the Netherlands National Security
Service, so as to utilize the advantages of collaboration at as early a stage as
possible. This process will put to optimal use the analysis capacity available at
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Europol.
Investments will be made in building up a team at the Netherlands Forensic

Institute that is on call 24 hours a day so that its expertise can be enlisted in
investigations of clues in terrrorist attacks.

ACTION 11: expand criminal investigative and analysis capacity for
combating terrorism (including the chain effect at Public Prosecutions
Department etc. and including capacity allowing for compliance with
international requests for joint actions)

ACTION 12: build up rapid response team at NFI for forensic support in

investigating perpetrators of terrorist attcks

The question whether there is a link between human trafficking and terrorism
is now being investigated. Based on the information sources now available,
the organizations involved in combating human trafficking are being
strengthened.

A number of unilateral measures can be taken to combat illegal immigration
(illegal immigrants include potential terrorists). Other measures can only be
taken in a European context. The exchange of information on human
trafficking of and by terrorist groups (or people who are part of them) is very
much needed. Europol should play a central role in this.

ACTION 13: expand the broadly constituted team in the Human
Trafficking Unit

4.2. Technological measures

Terrorist organizations make intensive use of modern technology. in
preventing and combating terrorism, the police and the information and
security services must pay extra attention to sophisticated technological
possibilities and make good use of them. The Netherlands can definitely not
afford to fall behind in this respect. The following actions are foreseen.

ACTION 14: complete the implemention of regulations concerning
obligations in respect of wiretapping requirements in the
Telecommunications Act

ACTION 1§: accelerate the project on the review of wiretapping rooms
(planned for the end of 2003)

ACTION 16: accelerate decision-making on lawful access by services
and police to cryptographic facilities at Trusted Third Parties and aim for
regulation of powerful cryptography for public use

ACTION 17: investigate the categories of data stored by telecom
suppliers and the obstacles encountered by investigative and
information and security services in the absence of obligations to retain
historic traffic details. Strengthen the possibilities of analysis of
international telephone communications (in concerted action with
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| European member states)

l ACTION 18: expand satellite interception capacity to combat terrorism

|

ACTION 19: rapid implementation of the National Action Plan for Digital
Investigation

S. Integrity of the financial sector and the fight against terrorism

Tracing the relationship between financing flows and terrorist activities is of
manifest importance for combating terrorism. Cutting the funding of terrorist
activities and tracing them via financial channels can only be effective if the
approach is integral.

The first pillar is financial supervisory legislation and its enforcement. This
holds the key to systematic access to the financial flows. The second pillar is
to select and distribute the available information shrewdly, so that it can serve
as input for the investigation and can equip the investigative process with
instruments to expose financial patterns as effectively as possible.

Much action has been undertaken recently to strengthen the integrity of the
financial sector in both respects. This involves both the scope of regulations
and legislation and the quality of their enforcement. Important projects in this
context are:

First pillar (financial supervisory legislation and enforcement)

| ACTION 20: regulate the supervision of money transfer offices.

Terrorists are also in a position to make use of the legal and financial
expertise of trust offices. However, not all trust offices are subject to
supervision.

| ACTION 21: bring trust offices under supervision.

ACTION 22: strengthen the supervision of compiliance with the
Disclosure of Unusual Transactions (Financial Services) Act,
{dentification (Financlal Services) Act and the Sanctions Act.

ACTION 23: further strengthen the enforcement chain (supervision-
investigation-prosecution) in financial supervisory legislation, partly on
the basis of an analysis of the reinforcements that were made pursuant
to the Memorandum on Integrity in the Financial Sector 1997.

ACTION 24: Strengthen the Financial Expertise Centre (FEC)
(participants are De Nederlandse Bank (DNB), Securities Board of the
Netherlands (STE), Pension and Insurance Supervisory Board (PVK),
Public Prosecutions Department (OM), Unusual Transactions Reporting

Bijlage bij brief van 5 oktober 2001, kenmerk 5125137/501/RTT 5

$/2001/1264



$/2001/1264

Office (MOT), National Police Agency (KLPD), Amsterdam Police Force,
Dutch tax authorities, Fiscal Intelligence and Investigation
Service/Economic Surveillance Department (FIOD/ECD) with the
purpose of exchanging information as optimally as possible. Investigate
whether Netherlands National Security Service (BVD) shouid join the
FEC.

Second pillar (investigating suspect money flows)

ACTION 28: financial Investigations as conducted by various
governmental investigative bodies under the auspices of the Public
Prosecutions Department must be strengthened and concentrated, with
a view to the adequate fulfiiment of requests for mutual legal assistance
from abroad (which are expected to Increase) concerning terrorist
activities and to the conduct of more criminal investigations.

ACTION 26: improve information exchange between the partners
Involved in financial investigation

ACTION 27; in order to optimize the information position of the Unusual
Transactions Reporting Office (MOT), information on subjects related to
terrorism (Irrespective of the type of transaction) must come to be
reported in an efficient manner to the Unusual Transactions Reporting
Office by financilal institutions on the basis of details provided by the
Public Prosecutions Department. To accelerate and optimize the
process of reports by financial institutions to the Unusual Transactions
Reporting Office, it will be investigated how, within the limits of the
privacy rules, existing automated detection systems can be used
efficiently by financial institutions.

ACTION 28: investigate whether an obligation to report to the Unusual
Transactions Reporting Office on the part of the Dutch tax authorities
can have practical significance. The expertise centre on money
laundering established by the Fiscal Intelligence and Investigation
Service/Economic Surveillance Department (FIOD/ECD) can be used for
this.

ACTION 29: introduce an obligation to report on the part of the
professions in anticipation of the introduction of European legisiation

ACTION 30: the international information position around financial
transactions must also be strengthened. For this purpose the
Netherlands will do its utmost to achieve a comprehensive system of
FlUs (Financial Intelligence Units, in the Netheriands the Unusual
Transactions Reporting Centre) within the EU. In December, a pilot
project for an FiU network between the Netherlands and 5 other EU
member states will become operational.
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ACTION 31: in May 2001 the OECD issued a report concerning the
misuse of corporate entities. This report is being used to intensify the 40
recommendations in the context of the FATF. On a national scale, it will
have to be investigated in the very short term whether the misuse of
Dutch corporate entities has been adequately addressed in the
Netherlands.

| ACTION 32: the toolkits to freeze suspect accounts will be reinforced. I

ACTION 33; a memorandum entitled Integrity of the financial sector and
combating terrorism will be issued in the near future, giving a more
specific elaboration of this (Iincluding legisiative projects, precise
phases and translation into staff reinforcment at the various
organizations involved).

6. Taking action against terrorism

For an operational answer to terrorism in the Netherlands, the police, the
Royal Netherlands Military Constabulary and other divisions of the Ministry of
Defence can be enlisted. The Special Assistance Units play a crucial role in
this. In addition to the Special Assistance Units, other defence personnel and
resources can be enlisted as well.

ACTION 34: analyze and expand the capacity of the Special Assistance
Units, both at the police and at the Ministry of Defence (Royal
Netherlands Military Constabulary and Royal Netheriands Marine Corps)

7. Ministry of Defence

The terrorist attacks on the US force the Ministry of Defence to draw
conclusions and to make decisions for the country’s defence policy. For this
purpose, the Minister of Defence has founded a task force which will chart the
role of the Ministry of Defence in combating terrorism, propose measures and
make recommendations to intensify policy and to make reallocations in the
current budget year and the coming budget years. The present division of
responsibilities in the field of combating terrorism will act as the starting point.
in carrying out the three main tasks' of the armed forces, the Ministry of
Defence will definitely take account of the terrorist threat.

ACTION 35: the Minister of Defence will investigate which additional
requirements are made of the role of the Ministry of Defence in
connection with the fight against terrorism.

8. Other legislative aspects

In a few places, legislative aspects have been mentioned in the foregoing. In
addition, the following programme will be set in motion or its implementation
accelerated.

' The main tasks are: (1) protecting the integrity of the country's territory and
allied territory, (2) promoting international legal order and stability, and (3)
support to civil authorities for law enforcement, disaster relief and
humanitarian relief.
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The following is in addition to this.

International

With respect to the attacks in the United States, two draft framework decrees
have been submitted by the European Commission, the framework decree on
combating terrorism and the framework decree concerning a single EU arrest
warrant. Both decrees are currently under discussion in Brussels. The
Netherlands has a positive attitude towards the framework decree on
combating terrorism. The Netherlands is also positive towards a single EU
arrest warrant, but this framework decree has a number of bottlenecks. The
Netherlands therefore feels that a basic arrangement should be put in place
by December that can be broadened and expanded at a later stage.

The Netherlands has ratified the EU extradition treaties. In an EU context, the
Netherlands urges the four member states that have not yet done so to ratify
these treaties quickly.

ACTION 36: The Netherlands will continue to press for rapid ratification
of extradition treaties

ACTION 37: The Netherlands will direct its afforts at the rapid
conclusion of the amended directive on money laundering, which
includes obligations to report certain unusual transactions on the part
of the professions. Efforts will subsequentiy be aimed at rapid
implementation of this directive.

ACTION 38: complete negotiations and introduce framework decrees on
terrorism and EU arrest warrant (end of 2001)

National

ACTION 39: rapid realization of the ratification legislation concerning the
UN conventions on terrorist bombings and on financing terrorism.

ACTION 40: The Netherlands will focus all efforts on ratifying the EU
mutual legal assistance agreement by the end of 2002. This will also
make it possible to work in joint teams.

ACTION 41: In November 2001 the Netherlands will sign the Crime in
Cyberspace treaty and subsequently implement it with priority.

ACTION 42; after the conclusion of the protocol to the EU mutual legal
assistance agreement concerning obligations to furnish information on
the part of financial institutions, legisiation will be prepared as a
preliminary step to the implementation of the recommendations of the
Mevis committee. The aim is for the implementation legislation to

become effective by the end of 2002.

The action plan speaks fairly frequently of investigating whether ways of
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collecting and exchanging information can be improved. First it will be
investigated whether (and if so to what extent) existing legislation or
legislation currently in preparation makes this possible. Wherever this should
prove not to be the case, it will be investigated whether a solution to the
observed problem can be found in regulations. A working party of legal
experts from the disciplines involved will draw up a list of possible problems.

ACTION 43: setting up working party to list bottienecks in legislation in
relation to information collection and exchange.

9. Other remarks

An initial rough estimate of the budgetary consequences comes to an amount
in the order of magnitude of 150 to 200 million guilders on a permanent basis.
This amount will be charged to the expenditures reserve. In the coming week
a more detailed elaboration of the budgetary consequences will be made,
about which the Lower Chamber of Dutch Parliament will be informed before
the publication of the Fall Budget Document.
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1. INTRODUCTION

In a letter dated 5 October 2001 from the Dutch cabinet® the action plan on combating terrorism and
promoting safety was presented to the Lower House. Chapter 5 of the action plan relates to the
integrity of the financial sector and the fight against terrorism. This chapter identifies thirteen action
points that contribute to tracing relations between money flows and terrorist activities. The last action
point of this chapter (33) contains the pledge that a paper on ‘Integrity of the Financial Sector and the
Fight Against Terrorism’ will be published. This is the document produced by the Dutch Ministers of
Finance and Justice.

It is imperative to give sufficient attention to the integrity of the financial sector given the money flows involved.
The Netherlands has around 3400 financial institutions and the money flows relating to international financia!
transactions are enormous. In the second quarter of 2001 alone, incoming capital traffic, relating to securities
transactions, derivatives and other financial transactions?, totalled 76 billion Euro while outgoings amounted to

69 billion Euro3.

The theme of fighting terrorism should be placed in a broader context. After all, like other types of
crime, terrorism begins with prevention, supervision, and administrative action and ends with criminal
investigation, prosecution and the implementation of sanctions imposed. This means that fighting
terrorism effectively is only possible if sound legislation is in place and if the organisations responsible
are adequately equipped both in a qualitative and quantitative sense, to tackle crime in a broader
context. Fighting terrorism is thus part of the broader theme of crime control and should be approached
from this perspective. The broader nomenclature and the content of this document express this. With
regard to a number of aspects, this paper thus builds on the 1997 policy paper on the Integrity of the
Financial Sector4.

Stepping up the fight against money laundering works towards combating finances poured into
terrorism. Because the fight against money laundering and against terrorist financing is not a perfect
match, specific action to combat terrorism is required in addition to fighting money laundering.

Tracing the relation between finance flows and terrorist activities is of prime importance in tackling
terrorism. Cutting off terrorism's financial resources and (partly) tracing terrorist activities via financial
channels demands an integrated approach that, given the above-mentioned volumes of money flows
shouid be founded on a number of national and international pillars.

The goal of this paper is therefore not only to discuss actions 20 - 32 from the above-mentioned
chapter in the action plan, but also to place them in a coherent and intensive approach. The key
starting Points are the following.

A first departure point for an effective approach is the systematic opening up of the financial flows in an
economy. This requires sound financial supervisory legislation to enable financial institutions to operate
competitively while simultaneously offering sufficient depth and breadth to cover the financial sector as
a whole.

! Parliamentary documents I1, 2001-2002, 27 925, no.10.

2 The financial flows via company service providers are only partly known (see also par. 2.3); the registered flows for 2000
amounted to some 49 billion Euro incoming and around 39 billion Euro outgoing.

3 Statistical bulletin De Nederlandsche Bank. September 2001,

4 Parliamentary documents I1,1997-1998, 25 830, nos 1-2.
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This starting point is not only aimed at fighting terrorism but also at financial supervision, namely to
protect consumer interests, the operation of financial markets and the integrity of the financial sector.
Terrorism can also be related to other forms of crime, which can be tackled using information from the
financial sector.

A second starting point is the existence of sound legislation to enable using information provided by the
financial flows in investigating and prosecuting terrorists. This starting point should be interpreted
broadly; after all, unusual and suspicious money flows may not always be related to terrorism.

Thirdly, the above-mentioned legislation must be effectively maintained and implemented. Each of the
organisations involved in enforcement should have the requisite expertise and authorities to decisively carry out
the allocated tasks in the field of supervision, investigation and prosecuting arising from the afore-mentioned
legislation. Here, good co-operation and co-ordination are essential.

These three starting points are also the main structure of the paper.

Chapter 2 centres on legislation relating to financial supervision, specifically a number of
current adjustments that have been made to accommodate the fight against terrorism.

Chapter 3 focuses on legislation on unusual and suspicious money transactions, both from the
perspective of financial sanctions and from investigating and prosecuting suspicious transactions.

Chapter 4 treats enforcing the legislation outlined in chapters 2 and 3. With a view to fighting
terrorism, this chapter emphasises the criminal law enforcement chain.

By way of conclusion, chapters 5 and 6 treat the budgetary consequences and present a
number of final considerations. In the light of recent incidents and the dynamic that ensued, this policy
paper partly reflects the current state of play; we have attempted nonetheless to place government
policy in a long-term perspective.

These chapters of the document systematically place the afore-mentioned action points (20 - 32) in a
framework, plus the various related policy and legislative processes.

In addition, the Minister of Finance conducted ten bilateral talks with the organisations that are most
involved: the Securities Board of the Netherlands (Stichting Toezicht Effectenverkeer or STE), the
Central Bank of the Netherlands(De Nederlandsche Bank or DNB), the Pension and Insurance
Chamber (Pensioen- en Verzekeringskamer or PVK), the police, the Dutch Public Prosecutions
Department, the Dutch National Security Service (Binnenlandse Veiligheidsdienst or BVD), the Fiscal
Intelligence and Investigation Service-Economic Monitoring Service (FIOD-ECD), the Judicial Council
(Raad voor de Rechtspraak) (which is currently being set up), the Netherlands Bankers’ Association
(Nederlandse Vereniging van Banken) and the Netherlands Association of Insurers (Verbond van
Verzekeraars).

As well as supporting the intentions outlined in the action plan, these talks also generated new ideas
and lines of thinking. In specific, these concern improving the efficacy of anti-money laundering
legislation, improving the contexts for reciprocal information exchange and reinforcing the criminal taw
enforcement chain. This three-layered approach (action plan, related legislative trajectories, and output
from the rounds of talks) acted as the leitmotif in drawing up this document and the topics it deals with.
Please see annex 1 for a systematic overview of the topics, related follow-up and the reiation with the
points laid down in the action plan to fight terrorism.

Two other conditions underpin the success of the afore-mentioned integrated approach. The first is the
international dimension of the various initiatives and actions. This will be touched on in brief per topic.
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Secondly, the nature of the paper and its embedding in the action plan means that legisiation and
government policy are pivotal. Without further clarification, this would not do justice to the long-term
collaboration between the state and financial institutions in the field of integrity and crime fighting. The
financial institutions themselves also performed outstandingly in the wake of the recent terrorist
attacks. In future, prime responsibility will aiso lie with the financial institutions and their employees on
the basis of the cadre offered by the government in this policy paper. This was the case when the
earlier Integrity Policy Paper was published in 1997, and still applies, unchanged, today.s

One special aspect involves the role of the Dutch National Security Service or BVD. The BVD plays a
separate role within the entire system of fighting terrorism; activities are specifically focused at
preventing terrorist activities. On the basis of the exceptional legal framework of the BVD and
international co-operation, the BVD is able to chart financial transactions that provide insight into
networks and individuals, steering mechanisms and financing in the context of terrorism. The activities
of the BVD are generally located in a phase in which there is no indication of a concrete offence and
police and judicial involvement is not directly implied. To reinforce the efficacy of the BVD, information
exchange between the MOT and the financial supervisory bodies (DNB, STE, and PVK) will be
assessed to see whether improvements can be made. This subject is explored further in paragraphs
4.6 and 4.7.

Finally, a short geographic contextualisation of this document and its contents in terms of the Kingdom
of the Netherlands. The Netherlands, Aruba and the Netherlands Antilles each have their own
responsibility in implementing supervision of the financial sector. European regulations do not apply to
the Netherlands Antilles and Aruba. The Netherlands Antilles and Aruba are bound to implement UN
resolutions, however. Prompted by the incidents of 11 September, the current co-operation between the
Netherlands Antilles and Aruba in fighting international terrorism has been stepped up.

The Minister of the Interior and Kingdom Relations visited the Netherlands Antilles in the second half of
October to discuss the areas in which co-operation can be intensified. The Netherlands Antilles is
presently listing the fields in which Dutch technical assistance is required. The Minister indicated taking
a positive approach to such a request. The government of Aruba has also been asked to name the
fields in which the Netherlands can contribute to the realisation of measures to fight terrorism. The DNB
and the Central Bank of the Antilles are currently in contact with respect to these ‘biack lists’.

In addition, the Netherlands Antilles and Aruba had already entered into a commitment via the OECD to
adjust their tax legislation to international norms and to take action directed at making legislation and
its enforcement more transparent. They will also bring about an effective exchange with OECD
countries. In these fields, the Netherlands similarly indicated its willingness to provide technical
assistance.

Likewise, there is close collaboration between the Netherlands, the Netherlands Antilles and Aruba
regarding implementing the recommendations of the Financial Action Task Force (FATF) concerning
money laundering and tackling terrorism funding.

2. Adjusting financial supervisory legislation

2.1. Introduction

This chapter details key amendments to financial supervisory legislation that (also) serve the goal of
fighting terrorism. As was stated in the general introduction, a necessary condition for a more effective
fight against terrorism and the corresponding transactions is efficient insight into the financial sector via
financial supervision and the supervisory institutions. By virtue of the concise nature of this document,
please see the earlier Integrity Policy Paper and correlating progress reports for a detailed description
of the financial supervisory legislation.s

5 See footnote 4.
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A number of new and current legal trajectories are important in the context of this policy paper, and are
described below. The laws concerned are the bill to Actualise and Harmonise Financial Supervisory
legislation (Actualisering en Harmonisatie Financiéle toezichtswetten) (par. 2.2), supervision of
company service providers and money transfers (par. 2.3. en 2.4.) and supervision of the Identification
(Financial Services) Act (Wet identificatie bij financiéle dienstverlening or WIF 1993), the Disclosure of
Unusua!l Transactions (Financial Services) Act (Wet Melding Ongebruikelijke Transacties or Wet MOT),
(par. 2.5.). Finally, the current status and position of the Netherlands is indicated regarding the directive
on securities manipulation (par. 2.6).

2.2. Integrity as supervision objective

One of the results of the 1997 Policy Paper on the Integrity of the Financial Sector is the embedding of the
integrity theme in exercising supervision by financial supervisory bodies. It has been determined that integrity
should be further elaborated as a separate supervision objective. In this context, the bill to Actualise and
Harmonise Financial Supervisory Legislation was formulated which, among other things, proposes that
supervisory bodies should supervise the integrity of financial institutions. This bill is currently with the Council of
State awaiting advice. In this bill, integrity is taken to mean the following:

a) The personal integrity of directors and staff;

b) The organisational integrity of the financial institution;

c) Relational integrity;

d) Integrity with respect to the financial body’s behaviour on the market.

a) The financial bodies have a liability for maintenance regarding the personal integrity of their
directors and staff. Action points when supervising personal integrity are fraud and corruption. This
may involve unlawful withdrawals from which advantages are derived and the concealment of these
withdrawals by means of manipulation (of data).

Conflicts of interests between the directors and staff of financial bodies are another key attention area.
Conflicts of interests can be taken to include subsidiary functions in business contacts.

b) The organisational integrity of the body involves the internal procedures and measures in the field of
administrative organisation and internal control to combat unlawful behaviour.

¢) Relational integrity relates to the market behaviour of the financial institution in its contacts with
third parties and to the behaviour of third parties demanded by the integrity of the financial body,
such as insurance fraud. The financial bodies may, inter alia:

- apply the "customer due diligence” principle;

- compliance of financial institutions with the duty to disclose and to identify in the context of the
Wet MOT and the WIF 1993;

- follow up warnings as a result of recommendation 21¢ and other relevant recommendations,

such as training courses and information for the staff of financial bodies, provided by the
Financial Action Task Force; and
- compliance with the applicable stipulations of sanctions legislation.

d) Integrity relating to the market behaviour of financial bodies can be considered to mean preventing
securities manipulation and securities stabilisation concerning share issue, ‘steering’ securities to
influence other related transactions (such as forcing securities indices on expiry dates) and things
like “front running”.

Current supervisory legislation already includes a number of integrity aspects. The reliability of
directors and (co) policy makers is thus included as a licensing requirement.

On the basis of current supervisory legislation, the supervisory bodies can give guidelines for the
administrative organisation and internal control and attempt to prevent conflicts of interests. They have

6 Recommendation 21 provides for heightening guardedness of financial institutions when performing transactions for their
clients. If these transactions seem suspicious they should be investigated to aid supervisory bodies and investigative agencies.
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also made use of these guidelines (for instance the guideline of supervisory bodies for private
investment transactions and the administrative credit guideline).

The bill explicitly states that supervision partly includes evaluating proper administration of the supervised
institutions. Proper administration will be included as a constant licensing condition in the financial supervision
laws. The institution is required to permanently meet this condition, not only when initially applying for a license.

With regard to the various aspects of integrity as outlined above, a separate basis provides a supplement to the
current grounds for rules concerning administrative organisation (AO) and internal control (IC). The new
stipulation relating to integrity aspects shall be complementary to the stipulation on AO/IC. The new integrity
stipulation shall have a broader effect than the current stipulation on which the guidelines relating to integrity
aspects are based.

it is anticipated that through or pursuant to Order in Councilhthe supervisory body will be able to prescribe rules
regarding a number of aspects of integrity.

The current guidelines relating to aspects of integrity remain in force but hereby gain a different legal basis.

The above adjustments partly interrelate with initiatives relating to the FATF and are partly national proposals.
Where the latter is the case, in the light of current developments, this approach will also be reinforced by efforts
undertaken in the framework of the EU and OECD with the aim of placing these aspects of integrity on the
agenda in a broader context.

2.3. Supervision of company service providers and financing companies

Company service providers? are entrusted by other companies with the management of legal entities
generally based in the Netherlands but whose economic activities lie largely outside the Netherlands.
This management includes taking care of the administration and organising shareholders meetings.
Besides these managerial activities, company service providers also undertake other activities such as
managerial and administrative services for securities transactions and real estate investments. For
international companies on whose behalf company service providers work, it is often cheaper to
contract out management activities to company service providers than to employ staff in the
Netherlands for that purpose. In these activities, the company service provider acts as in a confidential
capacity for the company whereby the company service provider is often contractually bound to a duty
of secrecy.

Company service providers can administer different types of legal entities including financial
institutions. These are bodies (not supervised credit institutions) that, in brief, receive funds repayable
on demand , which they loan to third parties. The most common types of financing companies are the
group companies of large international groups that manage financing flows within a concern context. In
monetary jargon they are often referred to as special financial institutions or SFIs8. A considerable

proportion of these finance companies are referred to for tax purposes as conduit entities. In the
Netherlands, the transfer bodies are companies that are legally domiciled in the Netherlands and are
part of a foreign concern. The conduit entities transfer money flows originating internationally and that
are — directly or indirectly — channelled back overseas. Their location in the Netherlands is often aimed
at using tax benefits. A rough estimate places the number of company service providers in the
Netherlands at several hundred and finance companies at some 10,000, including a few thousand
conduit entities.

7 The term ‘company service providers’ does not refer to the Anglo-American legal entity ‘trust’ that is unfamiliar in the
Netherlands.

# The terms EFI, and company service provider are not used uniformly in the literature. This document only uses the umbrella
term “finance company™. which includes EFls and money transfer companics.
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Company service providers are not supervised. However, a variety of credit institutions carry out trust
activities. These activities are included by the DNB in the corporate economic supervision based on the
Credit System (Supervision) Act (Wet toezicht kredietwezen 1992 or WTK 1992). To some extent, this
also applies if the trust activities of a credit institution are placed in a subsidiary company. The WTK
1992 then gives the DNB resources to supervise the credit institution and investigate these activities.
On the basis of article 57 of the WTK 1992, information can be obtained from the subsidiary and the
certificate of no objection enables checking various elements of the subsidiary company with an eye to
the position of the credit institution (such as directors and activities). Trust activities are also conducted
by companies that are not affiliated to credit institutions such as financial, tax or legal advisers (these
are not covered by the WTK supervision of the DNB).

Finance companies, like company service providers, are not supervised. Because they receive funds
repayable on demand , then lend or invest these sums, they are covered by the definition of credit
institutions included in article 1, first paragraph (a), WTK 1992. They are excempted from the definition
— and thus the effect — of the WTK 1992 because of a Ministerial regulation if they, in brief, do not
obtain public monies or if the credit extended or investments are almost solely situated within the
concern and the company heading the concern has issued an unconditional guarantee for the debts
entered into by the financing company®.

The fact that company service providers and finance companies are in principle not supervised,
combined with the often large flows of money with which these companies are involved, may make
them vulnerable to use by criminals, particularly when it concerns money laundering, terrorist financing
and tax evasion. This is particularly the case if the transactions, with or without the aid of the company
service provider, run from or to offshore centres. The legislation in these offshore centres often
obstructs obtaining detailed information because, for instance, it is covered by stringent banking
secrecy or because the offshore centre took insufficient action against money laundering or terrorist
financing.

Because of this vulnerability to being used by criminals, the national action plan to fight terrorism and
promote security announced that company service providers would be placed under supervision. This
supervision will not only focus on the company service providers but will also include the similarly
vulnerable financing companies such as the conduit entities. The goals of this supervision are two-fold.
Firstly, the integrity of managers, commissioners and shareholders of company service providers and
financing companies will be tested. This enables ascertaining whether these companies maintain links
with persons and organisations appearing on the various terrorist lists and — if this is the case — of
taking action against them. The second supervisory goal is the transparency of money flows. The
financing companies in particularly will need to give the supervisory body information on the scale and
type of financial flows acquired then lent or invested by the company. Rules will be issued on the way in
which the administrative organisation and internal control (AO/IC) of the company service providers and
finance companies will need to be structured. As part of this integrity supervision, the Wet MOT and the
WIF will be applied to services carried out by company service providers and financing companies
where active supervision will be exercised on compliance with the duty to provide identification and to
report!0. Comparable to credit companies, the contractual duty of secrecy company service providers

must observe towards their clients will not impede their statutory duty to disclose or to provide the
relevant information to the supervisory body.

Supervision of the finance companies and company service providers will be structured along three
lines.

9 Regulation of 4 February 1993 of the Minister of Finance to implement article 1. third paragraph of the Credit System
(Supervision) Act (Wet toezicht kredietwezen 1992).
10 See also paragraph 2.5.
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Firstly, the DNB will more emphatically include the trust activities of credit institutions in standard
supervision on the basis of the WTK 1992. Existing integrity requirements and rules regarding the
AO/IC of credit bodies will be tightened up where possible to counter financing terrorist activities.
Tightening up integrity requirements also applies to cases in which the credit institutions have placed
trust activities in a separate subsidiary. In that case, the DNB will instruct credit institutions to set up
integrity assurances and adequate rules on AO/IC for subsidiaries carrying out trust activities.
Compliance with these rules will be strictly monitored. On the basis of article 57 of the WTK 1992, the
DNB will ask the subsidiary for the required information.

If the DNB runs into irregularities or if the credit body or subsidiary refuses to co-operate, the DNB has
a range of coercive measures at its disposal. The company can be issued with an instruction or an
administrative penalty or fine can be imposed. With regard to the subsidiaries of credit bodies, the
instrument for a certificate of no objection can be used if necessary if a credit company requires such to
participate in the subsidiary (article 23 WTK 1992).

If, for instance, a trust subsidiary of a credit body refuses to co-operate, the certificate of no objection
required for the participation will be withdrawn. A new certificate can be issued with the provision that
the requisite information must be provided to the DNB. If the DNB is becomes aware of an offence on
the basis of article 161 of the Code of Criminal Procedure during its supervisory duties, it must report it.
The DNB has indicated its intention to make use of this right, especially if it involves an offence that
could be terrorism-related.

The second key measure included in the Ministerial rule on the basis of which finance companies!! are

excepted from the WTK 1992, are the extra conditions to be met by the financing companies if they are
to be considered credit institutions in the sense of the WTK 1992. Every finance company must report
to the DNB, stating the names of the directors, commissioners, policy-makers and the most important
shareholders. These directors, commissioners, policy-makers and shareholders must be trustworthy.
What makes a person trustworthy should be based on the criteria laid down in the Policy Rule on the
trustworthiness of (candidate) (co) policy-makers and holders of qualified participations in supervised
institutions!2. Further, the finance companies must take organisational measures geared to the integrity

of the day-to-day running. The institutions must identify their clients, be aware of where funds acquired
by the company originate and identify and avoid irregular transactions. If an institution does not meet
the conditions, it may not invoke the exemption and violates the prohibition of operating as a credit
body without a license (article 6, WTK 1992). In that case, it can be prosecuted. If circumstances give
cause and commensurate with agreements made in this regard with the Public Prosecutions
department, the DNB can also take administrative action on the basis of the WTK 1992. The
amendment to the Ministerial rule will take effect at the start of December 2001. Given that new criteria
are imposed on the organisations involved that could have significant impact for some, they will be
allowed a period of time to meet the conditions. The period is expected to be 6 weeks, within which
time they should report to the DNB and meet the trustworthiness criteria and 3 months to implement the
organisational measures. To realise broader and more intensive supervision of company service
providers and finance companies, this regulation will be replaced in 2002 by a separate supervision act
(see below).

Thirdly, legal and tax advice, similar to the services provided by company service providers, will also be
placed under the Wet MOT and the WIF; compliance will be actively supervised. This will be done

11 The exact delineation of the finance companies to be placed under supervision is currently being considered in consultation
with the DNB. This way, companies already in possession of a license on the grounds of the Consumer Credit Act could remain
exempted.

'2 Policy rule of De Nederlandsche Bank N.V., the Stichting Toezicht Effectenverkeer. the Stichting Verzekeringskamer and the
Minister of Finance, Netherlands Government Gazette 2000, 78.
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through Order in Council based on the Wet MOT and the WIF and is possible after the entering into
force of the bill concerning those trading in high value items!3, which is expected at the end of this year.

This way, company service providers and finance companies are obliged to identify their clients when
providing legal and tax advice, and irregular transactions must be reported. The finance companies will
also be placed under the Wet MOT and the WIF.

The raft of measures will ultimately be integrated and perfected in a single act on the supervision of company
service providers and finance companies. This legal basis is required to supervise company service providers
and financing companies that are not allied to credit bodies. Given the urgency of completing the supervision in
a short period, this bill has been assigned special priority. The bill is expected to come into effect in 2002.
Pursuant to this supervision act, company service providers and finance companies must be admitted by the
supervisory if they wish to offer their services. This supervisor will be given extensive powers to conduct an
antecedent survey into the managers of company service providers and finance companies. If the
trustworthiness of the (intended) directors, policy-makers, commissioners or shareholders is such that the
integrity of the financial system could be impaired, the company service provider or finance company will not be
admitted and will not be able to carry out its activities.

Company service providers and finance companies will also be obliged to report, which will provide insight into
the money flows passing through the finance companies. The supervisor will formulate rules relating to the
(proper) running of a business and to the administrative organisation. These requirements help the supervisory
body to monitor the money flows and prevents criminals and terrorists making use of the services of company
service providers.

Because companies in other countries will carry out similar activities to the company service providers
in the Netherlands, it is desirable to stimulate the same kind of supervision in and by other countries.
Within the EU, the Netherlands has already taken the initiative. Working with the FATF, company
service providers are an integral part of the future FATF recommendations (which are currently being
revised). This brings about more efficient international terrorism prevention and also ensures that a
particular country’s appeal as location for financial activities is not influenced by quality differences of
supervision.

On 3 Octaber 2001, the Country Ordinance on supervision of fiduciary companies entered into force in
the Netherlands Antilles4. This regulation introduced supervision of company service providers.
Company service providers are monitored for professionalism, integrity and solidity. The Supervisory
Board for fiduciary companies issues licenses and supervises activities.

Aruba is also working on a statutory regulation to introduce the supervision of company service
providers, to which end a draft bill has been presented to the IMF for consultation. This act is expected
to come into force in the start of 2002.

2.4. Reinforcing the supervision of money transfer systems

A money transfer is a financial product whereby a client can send, in a matter of minutes, money to a
beneficiary (generally overseas) via a money transfer office. The money itself is not transferred. The
system is based on the client’s faith in the money transfer office that ensures that the money reaches
the beneficiary and on the reciprocal confidence of money transfer offices that settle the debts between
themselves.

13 Parliamentary documents I, 2001-2001, 28 018.
14 Country Ordinance of 3 August 2001 laying rules on the supervision of fiduciary companies (publication page number 81).
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The money transfer means that money can be transferred rapidly and cheaply without involving a
physical financial transfer. Because the money transfer offices don't settle their mutual debt straight
away and because the beneficiary often receives his money by way of a code word and without
adequate identification — unlike standard money transfers at a bank — the paper trail and administrative
process cannot be tracked.

For criminals and terrorists the lack of a paper trail and the anonymity of the principal or the beneficiary are
reasons for using money transfers to transfer the proceeds of criminal activities or money to finance terrorist
activities.

Investigation also show that money transfers are prevalent in underground banking. Money transfers were
brought under the duty to report unusual transactions (Wet MOT) as early as August 1998. Like bureaux de
change and credit companies, money transfer offices are not supervised to see that they comply with the Wet
MOT duty to report. However, there is a degree of general supervision of money transfer offices. They shouid
be eligible for dismissal on the basis of article 82 Wet toezicht kredietwezen 1992 (WTK).

This discharge is provided, among other things, on condition that, each year, the policy-makers conduct a
trustworthiness test, a bank guarantee is made available and the DNB is forwarded an audit report. Granting
discharges in the context of article 82 of the WTK and imposing fines and penalties was mandated to the DNB
on 14 October 20015, prior to the planned supervision based on the Wet inzake de geldtransactiekantoren
(Act on Money Transfer Offices).

Moreover, violations of the Wet MOT and the WTK are economic offences, which can be reported to the
Public Prosecutions Department.

For broader and more intensive supervision of all money transfer offices, a supervision act (Act on
Money Transfer Offices) is being drafted, comparable to the supervision of money exchange offices.
Supervision of money transfer offices is expected to have a preventive effect.

In accordance with this supervisory act, money transfer offices will need to register with the supervisory
body. This supervisory body will be given extensive powers to carry out research into the antecedents
of the directors of money transfer offices. If, on the grounds of the trustworthiness of the (intended)
directors, the integrity of the finance system could be violated, the money transfer office will not be
registered and they will not be able to carry out their activities. The money transfer offices will also be
obliged to draw up reports. The supervisory body will be given extensive powers of acquiring
information and will be able to formulate rules regarding the (proper) operation and administrative
organisation. These requirements facilitate the supervisory body’s control of money flows, and prevents
criminal and terrorists from abusing the services of money transfer offices.

To assure the integrity of the financial sector and to tackle underground banking, co-operation between
supervisory bodies and investigative agencies is essential. This collaboration will work to counter underground
banking and ensure taking effective measures against criminal and terrorists attempting to misuse money
transfers.

2.5. Reinforcing the supervision of the duty to identify clients, and the duty to disclose
unusual transactions

At present there is no statutorily regulated supervision of compliance with the duty to report of the Wet MOT
and WIF 1993. However, based on the Wet op de Economische Delicten (Economic Offences Act), the FIOD-
ECD can instigate a criminal investigation if there are indications that these duties are not being fulfilled. To

!5 Netherlands Government Gazette, 12 October 2001, 198.
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promote the proper effect of the Wet MOT and the WIF, and to act in concurrence with criterion 1€ of the Non
Co-operative Countries and Territories (NCCT) exercise of the FATF, thorough supervision of compliance with
the Wet MOT and WIF is imperative. To facilitate this, the Wet MOT and WIF will be expanded with a
paragraph on supervision.

This takes place through the bill on dealers in high value goods'?. Once this bill has entered into force, the aim
is to incorporate supervision of disclosing and identifying institutions in standard supervision.

The FIOD-ECD is responsible for dealers in high value goods, the three financial supervisory bodies (DNB,
PVK and STE) for WTK, WTE, WTV and WTB bodies, money transfer offices, intermediaries, advisers,
casinos, credit card companies and company service providers.

Further allocation will also take into account the findings of the consultation process on the supervision of
intermediaries and financial services. A consultation process of this sort is also being held for the other
independent professionals.

To avoid misunderstandings, it is noted that the FIOD-ECD will remain the investigative body for
violations of the duty to disclose information and identify clients.

The bill to Actualise and Harmonise Financial Supervisory Legislation proposes making integrity an
explicit goal of the supervision, which is taken to include supervision of the duty to disclose unusual
transactions arising from the Wet MOT and the duty to identify clients based on the WIF.

The act on money transfers offices regulates the same for bureaux de change and money transfers
offices. This aims in due course to base supervision of the duty to disclose based on the Wet MOT and
the duty to identify clients arising from the WIF for financial institutions, on the articles concerning
proper business operations contained in the supervisory legislation.

This gives the advantage of a broader range of supervisory tools that includes penalties and fines.
Finally, the aim is to expand supervisory instruments, through new legislation, with regard to credit card
companies, assurance intermediaries, casinos, dealers in high value goods and the independent
professions with regard to compliance with the duty to disclose arising from the Wet MOT and the WIF
so that — where relevant — the same scope that applies to financial institutions currently under
supervision, will be created. By way of clarification, the foliowing is noted. Where the supervisory tools
include penailties and fines in the context of financial supervisory legislation, this option does not yet
exist for supervision based on the Wet MOT and the WIF 1993. Furthermore, financial supervisory
legislation will provide for the supervision of integrity and customer due diligence. Partly depending on
the revision of the recommendations of the FATF (see par. 3.2), this will also need to be taken into
account.

2.6. Insider dealing and market manipulation

The raft of measures of the EU financial services action plan includes the proposal published on 30
May 2001 for a directive 'on insider dealing and market manipulation (market abuse)’.18 In brief, the
directive aims to harmonise current legislation in the European Union and to arrive at an integrated and
efficient internal market for financial services.

16 Criterion 1 of the NCCT exercise contains insufficient legislation and insufficient supervision of financial institutions.

17 Amending the Disclosure of Unusual Transactions (Financial Services) Act and the Identification (Financial Services) Act
aimed at obligating those dealing in high value items obligated to identify their clients and to disclose usual transactions.

18 COM (2001) 281 final, hereafter referred to as the market abuse guideline.
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The market abuse directive builds on the current directive on insider dealing.'® The difference is that in

the market abuse directive is provided with a tighter and stricter prohibition stipulation of insider dealing
and that, in addition, ‘tips’ from insider dealing and market manipulation is banned.

For the rest, the market abuse directive contains a duty to make public, a uniform supervision regime
under the aegis of a single supervisory body and intensive co-operation between supervisory bodies.
By providing one supervisory body per Member State that reinforces the co-operation between the
supervisory bodies in the various Member States, enforcing the prohibition prescriptions regulating the
use of insider dealing and market manipulation are taken to a higher level.

The EcoFin of 21 September formulated the action point that, in the context of this guideline, attention
should be given to measures to prevent (financing) terrorism. In the meeting of 16 October, the
importance of this action point was underlined. The Belgian chair has since increased the frequency of
the meetings to reach a speedy realisation of the directive and has placed the theme of preventive
measures on the agenda. The EcoFin meeting of 14 December 2001 is expected to focus on an initial
discussion of the market abuse directive. At present, the Commission and the Member States are
assessing which ways in which the directive can be reinforced given other assurances in the securities
legislation/supervision to prevent using insider dealing/market manipulation. In this context, the CESR20
asked whether, if the source of the insider dealing is elsewhere - as was the case in the attacks in the
US - it was still covered by the prohibition stipulation.

3. Legislation on money flows

3.1. Introduction

National and international initiatives on unusual and suspect transactions originally focused on combating
money laundering, specifically the proceeds of drug trafficking and organised crime. This was later expanded to
include other types of money laundering and to investigating other suspect money flows. The initiatives were
also extended to other sectors because the more stringent monitoring in the financial sector prompted money
laundering activities to shift towards such areas as the property sector and the trade in high value items. The
goal of this chapter is to place legislation and policy in the field of unusual and suspect money flows in a
systematic framework. To this end, paragraph 3.2 first outlines a survey of the work of the Financial Action
Task Force (FATF) in this area. Paragraphs 3.3. up to and including 3.8 deal with the national and international
context surrounding unusual and suspect transactions; this is partly interlinked with FATF initiatives.

3.2. International co-ordination of efforts to combat money laundering

3.2.1. Description of the task of the FATF

At international level, the co-ordination of combating money laundering and tracing suspect money flows takes
place in various fora. The most important forum in this context is the Financial Action Task Force on money
laundering (FATF), set up in 1989, that aims to organise the fight against money laundering and terrorist
financing.

At the end of October 2001, during the extra plenary meeting of the FATF in Washington, it was decided to
expand the mandate of the FATF to include terrorist financing.

The participating countries have given their support to 40 recommendations and the 25 NCCT criteria2? relating

12 Guideline of the Council dated 13 November 1989 to coordinate insider transactions (89/592/EEC). OJ £C 1989, L 334/30.

20 Committee of European Securities Regulators.

21 NCCT: Non Cooperative Countries and Territories. Using 25 criteria, a specific area or country is assessed for shortfalls in the
field of worldwide anti-money laundering efforts.
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to combating money laundering and 8 supplementary recommendations regarding tackling terrorist financing
and have undertaken a commitment to implement them. The FATF is not an official organisation and has no
official powers. The co-operation is based on peer pressure, which has proven effective.

The core of the recommendations and the NCCT criteria of the FATF consist of the following elements.

» Adequate criminalisation of money laundering and terrorist financing.

+ Adequate disclosure systems for unusual/suspect transactions.

e Assurance of an adequate paper trail and client knowledge (customer identification/record
keeping/no negotiable papers etc.).

» Effective supervision of the financial sector (integrity/trustworthiness, business
running/administrative organisation, solvability/liquidity, customer due diligence etc.).

+ Effective enforcement of suspect/unusual transactions (including asset freezing and confiscation).

o Effective (inter)national collaboration/information exchange {administrative and legal).

29 countries currently belong to the FATF (Argentina, Austria, Australia, Belgium, Brazil, Canada,
Denmark, Finland, France, Germany, Greece, Hong Kong, Iceland, Ireland, ltaly, Japan, the Kingdom
of the Netherlands, Luxembourg, Mexico, New Zealand, Norway, Portugal, Singapore, Sweden,
Switzerland, Spain, Turkey, the United Kingdom and the United States and two regional organisations
(EU Commission and the Gulf Co-operation Council) which means that all developed financial centres
are currently part of the FATF.

in the FATF meetings, the Netherlands is represented by the Ministry of Finance (delegation leader),
the Ministry of Justice, a representative of the Netherlands Antilles and a representative of Aruba.

3.2.2. Key attention points of the FATF

The attention of the FATF is currently directed at the following main points

1. Improving compliance with the 40 recommendations by the FATF members.

2. Taking action against non-cooperative countries and territories (NCCTs).

3. Following trends and techniques in the field of money laundering and terrorist financing.
4. Fighting terrorist financing.

Ad.1 Improving compliance by FATF members.

To monitor the implementation of the 40 FATF recommendations and the 25 NCCT Criteria relating to
fighting money laundering, two monitoring instruments are used — the mutual evaluations and the self-
assessment exercise.

The mutuali evaluations involve sending a team of three experts (financial, legal and law enforcement),
from different countries, plus a member of the FATF secretariat, to a country. Based on their findings,
the evaluators write a confidential report that is discussed in the FATF. The public annual report of the
FATF only presents the conclusions of such an evaluation; the Netherlands is one of the few countries
to have published its evaluation (1998).

The second monitoring instrument for the FATF is the "self assessment exercise”. For this, the FATF
has drawn up a detailed questionnaire, which asks specific questions about how the 40
recommendations are being implemented. The FATF will apply the same system to the 8
supplementary recommendations on tackling the terrorism financing.

Ad.2 Taking measures against non-cooperative countries and territories (NCCTs).

The NCCT exercise carried out by the FATF is a key and successful initiative. In the context of this
exercise, the FATF uses the 25 NCCT criteria (see the annex to annex A of the FATF annual report
1999/2000) to ascertain whether countries are taking sufficient action against money laundering. When
countries show serious systematic shortfalls, they are placed on the NCCT list; this list is public.
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The following countries are on the present NCCT list: the Cook Islands, Dominica, Egypt, Grenada,
Guatemala, Hungary, Indonesia, Israel, Lebanon, the Marshall Islands, Myanmar, Nauru, Nigeria, Niue,
the Philippines, Russia, St. Kitts and Nevis, St. Vincent and the Grenadines and the Ukraine.

When a country is on the FATF black list, the members of the FATF must give extra attention to transactions
with the NCCT countries as a counter measure. The lack of an anti-money laundering system is a contra
indication for carrying out financial transactions with a country. The FATF considers taking additional counter
measures against the Philippines and Nauru should it emerge that legislation recently implemented by the
Philippines in the area of money laundering is inadequate and should Nauru appear to have failed to impiement
sound laws by the end of November 2001. The supplementary counter measure involved: increased attention
for identification and for disclosing unusual/suspect transactions; not issuing licenses to financial
institutions/individuals from an NCCT country, alerting public law notaries, advocates, accountants and other
relevant independent professionals.

Ad.3 Following trends and techniques re. money laundering and terrorist financing

An important annual exercise involves revising new trends and techniques in the field of money
laundering and related issue of which other professions and services should be covered by the anti-
money laundering provisions.

In the context of this exercise, the FATF focused on the following matters during the typology meeting
in Wellington on 19 and 20 November 2001

Correspondent banking.

Private banking and money laundering
Bearer documents.

Co-operation between criminal organisations.
The introduction of the Euro.

Terrorist financing.

Ad 4. Terrorist financing

During the FATF extra plenary of 29 and 30 October 2001 it was decided to expand the activities of the FATF
to include combating finance flows for terrorism (see annex 3). The aim of the expansion is to deny terrorists
and those who support them, access to the financial system.

To combat terrorist financing, the FATF adopted 8 specific recommendations. In combination with the current
40 recommendations and the 25 NCCT criteria to combat money laundering, a context for effectively tackling
terrorist financing has thus been created. The following recommendations have been adopted.

1. Ratification/implementation the conventions and UN resolutions on terrorist financing

2. Criminal action against terrorist financing, terrorist acts and terrorist organisations.

3. Scope for freezing and confiscating possessions relating to terrorist financing terrorist acts and terrorist
organisations

4. Prompt disclosure to the Office for the Disclosure of Unusual Transactions/Financial Intelligence Unit of
transactions possibly relating to terrorist financing, terrorist acts and terrorist organisations.

5. The greatest possible international co-operation in administrative and criminal prosecution contexts to tackle
terrorism. Furthermore, countries take every possible precaution to ensure they cannot serve as a safe haven
for terrorist financing, terrorist acts and terrorist organisations.

6. Placement of money transfer systems/institutions under supervision (including licensing/registration,
sanctions).

7. Wire-transfers transactions (cashless payments) and transactions performed by money transfer
organisations with respect to the sender and the beneficiary.

8. Finally, countries take steps where necessary, given the vulnerability of non-profit organisations for terrorist
financing, to prevent these organisations being abused by terrorist organisations.



$/2001/1264

To assure speedy implementation of the recommendations (by June 2002 at the latest) the FATF has agreed

the following action plan.

- By the end of 2001 at the latest, the members and non-members of the FATF will carry out a self-
assessment of the 8 new recommendations and draft an action plan for points that are still open.

- In February 2002 the FATF will work on guidelines for financial institutions on the recognition of terrorist

financing

- In June 2002, the FATF will start a specific NCCT exercise including taking counter measures with regard

to countries that have taken insufficient actions to combat terrorist financing.

- Regular publication of frozen assets belonging to terrorists, in accordance with the relevant UN

conventions/resolutions.

- Give technical support to non-members.

With regard to implementing the 8 recommendations to fight terrorism, the situation in the Netherlands is as
follows:

Ad. Recommendation 1: With regard to the current status of enforcing and implementing the various UN
treaties on terrorism, please see paragraph 3.3.

Ad. Recommendation 2. The Ministry of Justice is working on elaborating the specific criminal action to be
taken against terrorist crimes and against taking part in terrorist organisations.

Ad. Recommendation 3: With regard to the scope for asset freezing and confiscation of terrorist financing,
please see paragraph 3.3.

Ad. Recommendation 4 : the disclosure of unusual transactions in the context of terrorist financing should be
arranged via the Wet MOT by expanding the subjective indicators with combating terrorist financing. To this
end, the Wet MOT should be adjusted, taking account of the specific criminal action taken against terrorist
financing. The Ministries of Finance and Justice are currently elaborating this point.

Ad. Recommendation 5 : International collaboration as such is well organised in the Netherlands.

Ad. Recommendation 6 : With regard to money transfer systems, the bill on money transfer offices, which
includes money transfer companies, will shortly be presented to the Council of State for emergency
recommendations (see paragraph 2.4.)

Ad. Recommendation 7 : With regard to the sender of financial transactions, the WIF 1993 is already
applicable. With regard to the beneficiaries, the introduction of the concept of customer due diligence in the
context of the Bill to Actualise and Harmonise Financial Supervisory legislation is key. The Council of State is
currently considering the bill.

Ad. Recommendation 8 : the abuse of non-profit organisations for terrorist purposes is being further
investigated.

Current topics
Revision of the 40 recommendations

In the year 2000 — 2001 under review, the revision of the 40 recommendations commenced. This was
prompted by experience with the effects of the recommendations to date and the differences in
interpretation that have arisen among the members regarding implementing certain recommendations.
Another reason for the revision is current developments in money laundering. Over the last few years,
the focus of money laundering policy was the financial sector. Partly due to this, money laundering has
shifted to other sectors internationally, now focusing on the real estate sector and diamond trade.

In this regard, the 40 FATF recommendations should be supplemented. In this regard, the FATF is
expected to follow the draft European directive on money laundering that sets out a duty to disclose for
real estate agents, tax consultants, accountants, lawyers, public law notaries and dealers in high value
goods. Furthermore, during various meetings the specific dangers for preventing money laundering
posed by the Internet and new forms of payment, were indicated. In addition, the miss-use of
companies in tackling money laundering and fighting crime are also a cause for concern.
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The FATF formed 3 work groups to tighten up the recommendations. The main lines of the increased
stringency are: customer due diligence (specifically a comprehensive approach: acceptance policy,
identification of clients and monitoring transactions using risk profiles) tackling the misuse of companies and
attacking money laundering and financing terrorism via non-financial sectors (dealers in high value goods and
the independent professions).

3.2.3. 3" mutual evaluation of the Netherlands by the FATF.
The third round of mutual evaluations will probably commence in 2003. The Netherlands started
preparations at the end of 2000.

At present there are various initiatives to reinforce the Dutch system to combat money laundering and
terrorist financing. Besides legislation to strengthen the battle against terrorist financing the specific
measures below are also being taken:

- Reinforcing the investigation and prosecution framework to heighten results in the money
laundering system in terms of convictions, confiscations and so on. In this regard, the BLOM
(Bureau to support the National Money Laundering Officer) has already introduced the HARM
provision (Hit And Run Money Laundering). Given the success of the HARM provision in terms of
prosecution and confiscations?2, this tool, introduced in the spring of 2001 and due to expire at the

close of 2003, will be made structural. Further reinforcement of the investigation and prosecution
context is under preparation (see par. 4.7);

- The Upper House is currently considering a bill to introduce separate punishment for the crime of
money laundering. At present, money laundering is still one of the offences covered by the handling
of stolen goods provision in the Criminal Code (see par. 3.6);

- The bill on money transfer offices will shortly be presented to the Council of State. It is intended to
expand supervision of money transfer organisations with reinforced supervision of money
laundering companies (see par. 2.4);

- The Council of State is considering an adjustment to the WIF 1993 aimed at tightening up the
identification of clients wishing to open bank accounts (see par. 3.4);

- The Lower House is considering the bill on dealers in high value goods. The bill is intended to place
dealers in high value goods (vehicles, antiques, art and so on) under the duty to identify clients and
to disclose as laid down in the wet MOT and the WIF 1993 (see par. 3.4)23. In addition, the aim is
that once this bill has entered into force, the independent professions will similarly be subjected to
the same duties in the context of the wet MOT and the wet WIF by means of Order in Council (see
par. 3.4).

- Finally, this bill will tighten up supervision of the Disclosure of Unusual Transactions Act and
Identification of Financial Services Act by making it the responsibility of the supervisors of financial
institutions; this is currently enforced by the FIOD-ECD on the sole basis of the Economic Offences
Act (see par. 2.5).

- The Council of State is considering a bill to actualise and harmonise supervisory legislation. Among
other things, the bill provides for complete supervision of integrity including the ability of
supervisors of financial institutions to formulate guidelines on integrity to stimulate such things as
customer due diligence, the implementation of the sanctions policy and implementation of relevant
recommendations of the FATF (see par. 2.2).

The Council of State is considering a bill on disclosure by customs to the Office for the Disclosure of
Unusual Transactions on the usual transportation of money and equivalent items. To ensure that customs
can report the unusual transportation of money and equivalent items that it discovers, a statutory rule is
required. The current options for customs are too limited to allow this (see par. 3.4.1).

2 Since 1 April 2001, a total of 36 suspects were arrested in 30 of the cases detected, and 7 million guilders was confiscated.

23 Adjusting the Wet melding ongebruikelijke transacties and the wet identificatic bij financiéle dienstverlening 1993 with an eye
to making the duty to identify clients mandatory and to make the duty to disclose unusual transactions compulsory for deals in
high value items, parliamentary documents 11. 2001-2002. 28 018.
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- A work group is anaiysing the vulnerability of bearer securities with regard to money laundering
(see par. 3.5.).

- A bill is being prepared to introduce integrity supervision relating to company service providers that
manage these institutions (see par. 2.3).

- As of 1 January 2001, the FIOD-ECD aiso set up a money laundering knowledge centre (see par.
4.3).

The above measures respond to the process of tightening up the 40 FATF recommendations and the
3" mutual evaluation of the Netherlands by the FATF scheduled for 2003.

3.2.4. Other relevant international fora

Closely related to the FATF NCCT initiative are the efforts of the OECD to counter damaging tax
competition, particularly regarding tax havens. In June 2000 the OECD adopted a report containing a
list of 35 tax havens that must commit to the OECD process. If they fail to do so, the OECD countries
will apply a framework of defensive measures.

The commitment the tax haven must give should include that the tax haven makes its tax system
transparent and will share information effectively. This will provide more insight into the flows of money
to and from tax havens and give a more detailed picture of those who ultimately benefit from these
money flows. To date, 11 tax havens have committed, including the Netherlands Antilles and Aruba.
These committed tax havens work with the OECD to set up a tool for effective information exchange.
The expectation is that, before the end of this year, agreement on the content of a tool of this nature
will have been reached.

Financial supervisory bodies also collaborate internationally, whereby a great deal of attention is given
to fighting money laundering and to tracking suspect money flows. Bank supervisors work together in
the Basle Committee, securities supervisors in the IOSCO?24 while insurers are united in the 1AI1S25.

The Financial Stability Forum (FSF), working in collaboration with the International Monetary Fund (the
IMF) has also taken a number of initiatives to reinforce supervision of the financial sector in offshore
financial centres. De Nederlandsche Bank gave technical assistance to Aruba and the Netherlands
Antilles in carrying out a self-assessment. The IOSCO also set up a special project team on 12 October
2001 to prepare measures taken by securities commissioners against abuse of the financial system by
terrorists.

3.3. Asset freezing
This paragraph provides an overview of steps that have been taken directed at freezing the assets of terrorists
in an international and national context.

3.3.1. International

On 15 October 1999 the UN Security Council adopted Resolution 1267 (1999). In this resolution the
Security Council requests the Taliban to hand over Osama bin Laden to the authorities stated in the
Resolution immediately, and to freeze the Taliban's assets.

Next, the Security Council adopted Resolution 1373 on 28 September 2001. This relates to an
extraordinary resolution set up to tackle peace and safety in the entire world — terrorism as a whole —
not just in a specific geographic territory.

24 |OSCO: International Organisation of Securities Commissions.
25 JAIS: International Association of Insurance Supervisors.
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The European Union carried out the 1267 UN resolution in various regulations that have a direct effect
in all Member States. This happened initially in regulation 337/2000 of 14 February 2000, later
expanded and reinforced (as a result of UN Resolution 1333 of 19 December 2000) in the regulations
of 6 March 2001 (467/2001), 4 July 2001 (1354/2001) and of 11 October 2001 (1996/2001). The
regulations apply, among other things, to the territory of the EU, all EU citizens and all legal persons
and entities or bodies set up according to the law of a Member State.

The financial sanctions based on the UN list added as an annex to the various EU regulations comprise
freezing the assets of any type of persons, entities or bodies on the black list, and a ban on providing
them with finance. This publicly available list contains Osama bin Laden, the members of the Al-Qaida
organisation and persons, entities and bodies of the Taliban regime.

The UN Taliban Sanctions Committee determines who is placed on the black list in the context of the
UN 1333 resolution. The European Commission is authorised to amend the list applicable to the EU on
the basis of recommendations of the UN Sanctions Committee. The latter occurred several times, the
last time on 19 October in regulation 2062/2001 (see also below).

Besides the above mentioned UN list, there are a number of other lists:

* A secret FBI watch list,

e Alist of 27 individuals and organisations of president Bush, included in the Presidential Order of 24
September;

* Alist of 39 names published by the American Minister of Finance on 12 October (the Treasury List);

* Alist of 22 organisations considered as terrorists by the US. This list was published on 2
November. Among other things, the US asked the Netherlands to freeze the assets of these
organisations to ban the provision of financial resources to them;

* Alist of 62 individuals and organisations related to the Taliban and Al Qaida. This list was published
on 7 November.

The FBI list is a “watch list” and contains confidential information. The list may only be used for the purpose for
which it was provided (investigating possible terrorists and their financial resources). Publication of this list may
jeopardise the investigation.

At the start of October, the UN Sanctions Taliban Committee supplemented its own UN list with the
Bush list and published it on 8 October. The European Commission altered the black list of existing EU
Taliban Regulation (467/2001) on 11 October, partly in the light of the 1373 UN resolution, in regulation
1996/2001 (expanded with the Bush list). On 17 October, the Sanctions Committee again
supplemented the UN list, now by including the names contained on the above-mentioned Treasury
List. The EU also adopted this alteration, this time with regulation 2062/2001.

In addition to the above trajectory, on 2 October 2001, the European Commission presented a new
draft regulation that facilitates taking decisive measures to countering terrorist financing world-wide.
The regulation carries an appended ‘open’ list that can be supplemented, depending on the threat, with
individuals and organisations whose assets should be frozen. As far as Dutch opinion is concerned,
this Regulation to counter financing international terrorism is an essential instrument for implementing a
significant part of the financial measures given in the UN Safety Resolution 1373. This regulation also
enables the EU independently, thus autonomously of the UN, to formulate sanctions. The European
parliament already made positive recommendations on the draft regulation on 4 October through an
accelerated procedure.

3.3.2. National
Shortly after the attacks, the Netherlands Central Bank (DNB) drew up a consolidated list of around 500 names
on the basis of existing lists (of the UN, Bush and the FBI) and acquired through national intelligence. The DNB
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distributed this listed via a circular to all institutions it supervises (banks and investment institutions) and
company service providers. The Pension and Insurance Supervisor (Pensioen- en Verzekeringskamer or PVK)
and the Securities Board of the Netherlands (Stichting Toezicht Effectenverkeer or STE) took similar measures.
Financial institutions were asked to check whether the individuals and organisations on the consolidated list are
featured in the administration in any way and to block any reimbursements and other financial means. The
other lists published during October and November 2001 were also brought to the attention of the financial
institutions by the DNB, PVK and STE.

In as much as financial means were found that belong to individuals or organisations on the UN Bush
and Treasury list, they can be frozen immediately on the basis of the currently valid EU regulations
mentioned above. However, assets for the Bush and Treasury list were only frozen recently on the
grounds of the Dutch Ministerial Sanctions Rule on the Taliban of Afghanistan 2001 |l dated 8 October
2001 (with Bush list), last altered on 12 October (with the Treasury list). For the list of 62 Taliban-
related persons and organisations a ministerial sanction rule is still in force at present (the Afghanistan
Taliban Sanction Rule Iil of 8 November). With these national rules, the Netherlands anticipated
international decisions made by the UN and EU. The reason for this is two-fold. Firstly, there is always
an amount of time between the publishing of a new list and addition of pertinent names to the UN
Taliban Sanction Committee’s black list. Secondly, there is a similar delay between when the Sanction
Committee adopts the new list and when the EU includes the added names in an regulation.

After the Bush list and Treasury list were taken on consecutively by the UN Sanctions Committee and the EU,
there was no longer any need for national legislation and the Netherlands withdrew its Taliban of Afghanistan
Sanction Rule 2001 Il on 25 October.

If monies belonging to persons or organisations on the confidential FBI list are found, on the basis of a request
for legal assistance that meets the requirements of the Dutch criminal system, the Public Prosecutions
Department can confiscate the funds.

The list of 22 organisations dated 2 November essentially differs from former US lists for two reasons.
Firstly, the organisations do not appear to be directly linked to the Al Qaida/Taliban-network. The
organisations are based in Europe, the Middle East, South America and Asia and include the PKK,
MKO, Hezbollah, Hamas, ETA and Real IRA. Freezing the assets of a number of these organisations is
politically more sensitive than earlier decisions to freeze assets (belonging to Bin Laden, Al Qaida,
Islamic Jihad and so on). Secondly, the list of 22 can not, given its composition, be added to the black
list that accompanies the UN Security Council Resolution 1333 by the UN Taliban Sanctions
Committee.

It looks as though many of the organisations have no ties to the Taliban/Bin Laden. For this reason the
Netherlands cannot — as happened earlier with US lists — issue a Ministerial Rule; in these rules, the
Netherlands anticipated adding the names/organisations to the UN black list.

In accordance with the approach indicated by the FBI list, this list of 22 will be presented to the
institutions by the financial supervisors with the request of checking to see whether the organisations
on the list feature in the administration in any way. If monies belonging to these organisations are
detected, follow-up action will be decided in consultation with the Dutch bodies involved.

3.3.3. Future measures

To tackle terrorist financing, the Netherlands argues for a two-pronged approach: the measures that must be
taken in a European context and measures that are nationally desirable.

In the context of the first track ~ the European one - the Netheriands pleads for realising an effective
community instrument to freeze assets of terrorists and organisations with no fixed location. The Netherlands
feels that the above 'Regulation to tackle international financing' is the best way of doing this. This regulation
seems an appropriate and flexible instrument for implementing resolution 1373. With this, the EU is not longer
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entirely depending on decisions taken by the UN Taliban Sanctions Committee for a community approach. The
Netherlands supports the speedy adoption of this regulation.

The second approach - the national line — should include expanding the statutory options to set up
more restrictive financial measures against individuals and organisations. This can be realised through
adapting the 1977 Sanctions Act. After all, the Sanctions Act came into being at a time when measures
against states or territories were taken and does not explicitly provide for action against persons and
organisations.

In addition, it is desirable that the Sanctions Act offers better safeguards for effective supervision of
compliance with financial sanctions. Supervision of compliance with the Sanctions Act (currently the
responsibility of the FIOD-ECD) could be placed with the financial supervisory bodies and the FIOD-
ECD, analogue to the institutional partitioning when reinforcing supervision of compliance with the Wet
MOT and the WIF 1993 (see par. 2.5.).

In this context, the supervisory bodies should, among other things, be authorised to request information
and to set requirements governing the administrative organisation of institutions. Institutions should
also be required by law to report. A bill to this effect will be submitted as soon as possible.

3.4. Expanding the duty to identify clients and to disclose information
Since 1991, the anti-money laundering directive has been in force in the European Union.26 Partly on

the basis of this, a central Office for the Disclosure of Unusual Transactions (also referred to as the
MOT) has been set up to which suspicious or unusual transactions should be reported, and that
requires companies performing financial services to identify their clients. This directive has recently
been revised, among other things by expanding the offence of money laundering to include non-drug
related offences such as the activities of criminal organisations, and all offences to which a lengthy
prison sentence applies, and serious instances of fraud.

The revised directive also includes, as mentioned, an expansion of the duty to report, to include
independent professionals such as accountants, notaries, lawyers , real-estate agents and tax
consultants as well as dealers in high value goods.

At national level, the Wet MOT and the WIF are to important anchors in combating money laundering
and terrorist financing. Based on these laws, financial service providers should identify their clients and
disclose unusual transactions to the MOT. At present, the activities that should be reported including
banking activities, concluding life insurance contracts, money exchanges, money transfers, securities
transactions, transactions carried out at casinos and credit card transactions. The bill on dealers in high
value goods expands the scope of the Wet MOT and the WIF to include in general non-financial
services, so that independent professionals and dealers in high value goods are placed under the Wet
MOT.

In MOT Monitoring Committee headed by a Procurator General, the parties concerned meet for
periodic consultations. This committee aims to guide and advise the Office for the Disclosure of
Unusual Transactions and to make expertise and know-how available. In this paragraph, the current
expansion of the scope of the Wet MOT and WIF will be discussed, together with a series of policy
initiatives to increase the efficacy of this range of tools.

26 The directive to prevent using the financial system for money laundering, 10 June 1991, 91/308/EC. OJ EU 1991, 1. 166/77.
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3.4.1.Expanding the duty to identify clients (WIF 1993) and to disclose information (Wet MOT)
Expanding the duty of the independent professions and company service providers to identify clients and
disclose information

The EcoFin Council /JJHA Council of 16 October 2001 has adopted the amendment of the EU money
laundering directive. The directive proposal provides for expanding the effect of the directive on money
laundering dated 10 June 1991 on the following points: (i) the definition of money laundering is
expanded to include more than the current drug-related crimes; (ii) independent professionals such as
real estate agents, tax consultants, lawyers , notaries, accountants and dealers in high value goods are
covered by the directive.

The Lower House is currently considering a bill to amend the WIF 1993 and the Wet MOT on dealers in
high value goods (ships, vehicles, art, antiques, precious gems, precious metals, jewellery and
gems).2?

This bill enables using an Order in Council to indicate other services for the WIF 1993 and the Wet
MOT. The duty to identify and to disclose for lawyers, notaries, accountants, tax consultants and real
estate agents can rapidly take effect through an Order in Council when the above-mentioned bill is
adopted. Through this Order in Council, whereby legal and tax advice given by the stated professions is
placed under the disclosure obligation of the Wet MOT, company service providers are also covered by
the duty to identify and to disclose [see above comment on the duty of company service providers to
disclose].

In addition, the above-mentioned bill enables supervisory bodies to designate dealers in high value
goods, and certain professionals, in compliance with company service providers’ duty to identify and
disclose.

Disclosure by customs of the suspect conveyance of money and similar items

A field that required more attention recently involves money laundering activities through the cross-
border transportation of money and similar items between countries, and the transportation of money
and similar items within a country. Due to this, the FATF and the World Customs Organisation asked
their members to focus on this class of money laundering activities. This topic has also been placed on
the agenda of the European Union.

In the Netherlands, the customs authorities are obliged to report large amounts of money discovered
during standard checks, so that Dutch taxes can be levied. This duty to disclose is limited to those
cases in which a duty to pay Dutch taxes is assumed. Such instances will often involve a Dutch citizen.
At the end of 2000, the Dutch tax authorities/customs (hereafter referred to as customs) was given the
option of reporting disclosures to the Office for the Disclosure of Unusual Transactions (Wet MOT) as
well (hereafter referred to as the office).

Suspicious shipments of money are also immediately referred to the Bureau providing police support to
the National Public Prosecutor for the Wet MOT so that, if required, money or monetary instruments
can be confiscated and other investigative action can be taken.

To ensure that customs can report the unusual transportation of money and similar to the Office for
Disclosure of Unusual Transactions based on specific indicators, a bill has been submitted to the
Council of State for advice. The current options for customs are too limited. The bill provides a grounds
for disclosure by customs of unusual cross-border shipments of money and monetary instruments
between the Netherlands and other countries and the transportation of money and similar items within

27 Parliamentary Documents 11, 2001-2002, 28 018.
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the Netherlands. The bill proposes that individuals and entities who transport money and the like
should be subject to a duty to identify their clients and to co-operate so that customs can determine the
identity and other matters required for reporting the unusual transportation of money and similar items.
For this authority, a statutory rule is required. The bill referred to realises a disclosure rule for customs
as monitoring service without the afore-mentioned restrictions that apply in the system described in the
introduction.

Co-operation with the Dutch tax authorities - MOT/BLOM

In addition, work must be done to investigate whether the co-operation between the tax authorities and the
MOT and BLOM can be reinforced to realise a more structural information exchange (as in Australia) and to
consider whether a duty to disclose could have practical use for other sections of the tax authorities in the
context of the MOT. Here, the following can be noted.

The behaviour of criminals in the placement and layering phase of money laundering and in tax offences
demonstrates considerable parallels in practice. Those intending to commit tax offences are just as inclined to
kick over their traces as criminals in the placement and layering phase of money laundering. He or she
attempts to accomplish this by not leaving a paper trail, thus using cash money or bearer instruments, opaque
constructions and off shore constructions without the supervision of financial institutions, banking secrecy and
other elements that impede the efficient working of the financial system. Against this background, increasingly
far-reaching co-operation is manifest between tax authorities and bodies involved in fighting money laundering.
This trend can also be seen in the Netherlands. For instance in the co-operation between the MOT and the tax
authorities via the secondment of one of the FIOD-ECD staff to the MOT, the setting up of the money
laundering knowledge centre at the FIOD-ECD at the end of 2000 and the afore-mentioned bill on the
disclosure by customs of the suspicious transportation of money and monetary instruments.

Pension funds and non-life insurers and the duty to disclose

At present, pension funds and non-life insurers are not obligated to disclose suspicious transactions.
Such a duty is known to exist in some other countries. The MOT monitoring committee shall, in
consultation with the parties involved assess whether pension funds and non-life insurers in the
Netherlands are vulnerable (and if so in what way) to being used for money laundering and terrorist
financing. If necessary these bodies will be subject to a duty to disclose unusual transactions and
specific indicators will be developed for reporting such transactions.

In this context it is also desirable for the MOT monitoring committee to assess the origin of the low number of
reports of unusual transactions by life insurance companies, and to advise on action to be taken in this regard.
During the second mutual evaluation of the Netherlands by the FATF in 1998, the FATF was critical of the low
number of reports from life insurers; the situation has not altered since then. As is known, money laundering is
currently already a grounds for duty to disclose unusual transactions on the ground of the Wet MOT, in line with
the recommendations of the FATF and the EU directive.

3.4.2 Amending the WIF 1993

The WIF 1993 obliges the financial institutions indicated in the act the obligation to identify their clients
when providing the financial services specified in the act. This identification is done with a view to
reporting any unusual transactions on the basis of the Wet MOT. A number of relevant amendments are
given below.
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Grandfathering

At present, a proposal to alter the WIF 1993 is pending with the Council of State, to tighten up the
identification system. The bill reverses grandfathering. in the context of the WIF 1993, grandfathering
means that, when contracting a financial service, the financial institution can deduce the mandatory
identification from the data recorded earlier when previous services were provided. These data should
stem in principle from a period after 18 January 1989 given that from that date, the requirements
binding the identification conform to the current statutory criteria. At present, a formulation has been
added to the act specifying that if the financial service provided earlier involved opening an account on
which a balance of securities, precious metals or other items of value can be deposited, data from
before 18 January 1989 may also be used.

This was added at the time (by an amendment) so as not to burden existing account holders
unnecessarily. However, this means of identification involves the risk of using data that are not
(completely) accurate. To cover this risk, it was decided to drop the option from the act of using data
recorded prior to 18 January 1989. Using these data is still possible if it is established that the
information registered then was done in a way that tallies with the current rules on determining identity.

This applies both to identification where the client was present, and to deduced identification where
identification takes place through the first payment relating to the financial service provided to the
beneficiary or charged from a client’s current account (the ‘contra account’).

Money transfers and the WIF 1993.

The Decree of 22 April 1998 places money transfers under the Wet MOT. They are designated financial
services as specified in article 1, (a) of the Wet MOT. At present, it can be demonstrated that, because a
money transfer has been placed under the scope of the Wet MOT, identification should be based on article 2,
WIF 1993. This logic is not exhaustive because money transfers are not referred to as financial services in the
sense of the WIF 1993. Consequently, the money transfers will be specifically placed under the WIF 1993.

The current orders in council based on the Wet MOT and the WIF 1993 will therefore be integrated in a
single coherent decree. This decree will regulate the duty to identify with regard to money transfers in
the sense that money transfers are referred to as a 'service subject to the WIF' (see also par. 2.4.).

Identification criteria in the perspective of the incidents in the US

The current Dutch anti-money laundering legislation is partly based on the recommendations made in
the context of the FATF. In the European anti-money laundering directive, explicit reference is made to
the recommendations of the FATF.

All members of the FATF and the members of the EEA have, in principle, the same quality criteria
applying to legislation in the field of anti-money laundering. For these reasons, there are more relaxed
rules in the field of identification in these countries for financial services provided in the Netherlands.
The underlying thought here is that ‘in their own country’ clients are already sufficiently identified.
These rules relate to the situation that a bank from one of the specified countries can act as
representative for its client in a ‘deduced identification’. The latter is only possible if the ‘contra account’
is opened with a bank in one of the EEA countries or in one of the states designated equal by the
Minister of Finance.

The countries specified by the Netherlands also include the countries of the Gulf co-operation: Oman,
Bahrain, Kuwait, Saudi Arabia and the United Arab Emirates. At present, research is being carried out
to see whether there are reasons for removing these countries form the list. Such reasons could involve
the fact that the legislation of these countries is not fully in line with the criteria of the FATF, with which
terrorists could carry out financial transactions in the Netherlands under a false name.
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3.5. Bearer securities

In fighting money laundering, the FATF has pointed out that bearer securities can be open to abuse.
This relates to the possibility of remaining anonymous as the bearer of such securities. A recent OECD
report i.a. on the misuse of corporate entities for illegal ends also gives attention to this point.

Like many other countries, the Netherlands provides for an option for issuing bearer securities (for
companies limited by shares). The recommendations of the FATF and the OECD prompted setting up a
working group to examine bearer securities. As explained in the letter to the Lower House of 14 June
200128, bearer securities were examined from a number of perspectives. The working group is charged

with making recommendations directed at realising sufficient transparency regarding the identity of
bearers of securities. Measures regarding bearer securities should also fit wherever possible in the
striving towards dematerialization: documentation-free securities traffic.

Finally, they should contribute towards effective and efficient communication between the company and
its shareholders and between the shareholders. Fighting terrorism underlines the need for effective
measures to combat the risk of money laundering and other forms of using-using bearer securities.
There, eliminating the anonymity of holders of these instruments has priority.

The measures shall, from this perspective, need to be in line with the situation in which bearer
securities circulate outside the financial sector in physical form. Efficient forms of identification and
registration must be found. The working group referred to earlier shall present detailed
recommendations before the end of the year, including recommendations regarding the necessary
legisiation.

3.6. The penalisation of money laundering

To enhance the criminal prosecution of money laundering, in 1999 the Minister of Justice submitted a
bill that, among other things, aims to make money laundering a separate punishable offence. At
present, money laundering is punishable through the stipulation on handling stolen goods contained in
the Dutch Criminal Code. The advantage of separate penalisation is that an individual/entity suspected
of money laundering can also be prosecuted if he/it is suspected of committing the underlying crime or
has already been sentenced (the ‘fence-thief rule’ thus no longer applies). This separate penalisation
will facilitate international co-operation in particular. This bill is now with the Upper House for
consideration.2? paragraph 3.2.2 already outlined that the Ministry of Justice is elaborating a separate

penalisation for terrorist crimes and for taking part in a terrorist organisation.

Regarding the powers of Europol on money laundering, the following is observed. In the JHA Council of
September 2001, political consensus was reached on expanding the Europol mandate in the fight
against serious international crime as laid down in annex Ii of the Europol Convention. This expansion
also includes money laundering in as much as this relates to the attention points given in annex Il. In
the same council, political consensus was reached on a number of proposals to amend the Europol
Convention. One of these amendments involves expanding Europol’s powers to include money
taundering without a relation to an underlying offence. Amending this convention depends on a
ratification procedure. Prime responsibility for this lies with the Ministry of Justice.

3.7. The misuse of corporate entities

One theme that has gained increasing attention over the last few years is the misuse of corporate
entities for all manner of illegal activities. With globalisation, corporations are increasingly falling prey to
misuse to launder money, terrorist activities, fraud, illegal tax practices and corruption.

2% Parliamentary documents 11 2000-2001, 17 050, no. 218.
29 Parliamentary documents 27 159.
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In May this year, the OECD published a report with the goal of gaining insight into the way in which
corporations are abused for illegal practices, and providing options for countering these practices.
The FATF uses this report as a key element to arrive at tightening up its recommendations to fight
money laundering and terrorist financing (see par. 3.2.). The European Union is also investigating the
issue of these kinds of use-use.

In this regard, an Italian university was recently requested by the European Commission to publish a
report. The report basically parallels the findings of the report of the OECD. In the Netherlands, this
material is used pro-actively in fighting money laundering and terrorism. Please see paragraph 2.3 of
this document on introducing supervision of company service providers in the Netheriands and
paragraph 3.5 which deals with the vulnerability of bearer securities.

With regard to other elements of this problem, headed by the Ministry of Justice, a bill is being prepared to
properly address any vulnerabilities. Given the commonalties of this bill with fighting money laundering and
terrorist financing, it is obvious that the bill should hold account with the revision of the FATF recommendations
on this point and invoive, among others, the financial supervisory bodies, the FIOD-ECD and the Public
Prosecutions Department in realising this bill.

3.8. Central Account Register

in the agreement of 2000 on mutual legal assistance in criminal cases, concluded between the member states
of the EU, a protocol was recently set up. This protocol provides for such things as an obligation for member
states to provide a list of bank accounts based on the data of suspect individual or (legal) entities and to
provide details on transactions on bank accounts. This means that mutual legal assistance entails a duty to
provide lists of bank accounts of suspect individuals/bodies in investigations, at the request of another member
state. The protocol does not oblige the settling up of a Central Account Register.

in the Netherlands, there is no system where all bank accounts are registered centrally. Interpay is familiar with
all bank account numbers (with the exception of Postbank accounts) but that system cannot be searched by
name. The details of account holders are generally registered centrally with a financial body. To gain a
complete picture of the accounts someone keeps, the Public Prosecutions Department will have to consulit
about 130 banks in a request for legal assistance. However, because it is important to have information that
includes the name of the account holder in a criminal investigation, whether and how a central account register
can be set up will need to be assessed.

Such a register will not only be open to perusal during requests for legal assistance (which the protocol
proposes) but will of course be open to use by Dutch investigative bodies. By setting up a central account
register, banks will be less involved with answering general questions from investigative bodies about whether
or not the subjects of their investigations keep bank accounts with a banking institution. If an account number
and a bank are identified in the system, specific questions can be asked that will be of greater value to the
investigation.

In fighting crime, it is currently possible for the Public Prosecutions Department/police to ask the banks for
concrete information. However, this entails requesting highly specific information (for instance a ‘name’) always
on the basis of an account number. In a central account register, the Public Prosecutions Department/police
can commence a financial investigation faster and better or proceed with an investigation. Now, financial
information can only be asked of a financial institution if a bank account number is known in an investigation. A
central account register enables an investigative team to check the register at the start of a financial
investigation, and discover where a suspect holds accounts, subsequently enabling the team to ask the bank
for pertinent information.

A central accounf register will complement the proposed new MOT indicator with names of terrorist subjects if,
after research, the decision to implement it is taken. On the one hand, the MOT indicator with terrorist subjects
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that will be applicable for the banks regarding transactions carried out by subjects on the list, will also apply to
transactions involving these subjects in which they are not account holders (such as money exchange
transactions). On the other hand, a central account register does not only apply to terrorists but can be used for
any investigative purpose and will, in due course, have structural added value. The register could therefore
have a clearly added value in tackling crime in general and in the fight against money laundering and terrorist
financing. ‘

To arrive at a central account register, the legal situation must be assessed. At present, providing information
on bank accounts on the grounds of the Code of Criminal Procedure and an instruction from the board of
procurators general is only possible if the request is concrete with regard to the person and financial data
requested. Between banks and the board of procurators general it has been agreed that no information needs
to be provided in response to a request containing only a name. The Ministry of Justice is now working on a bill
to amend the Code of Criminal Procedure to implement the previously mentioned protocol (partly based on the
report of the Mevis Committee). This amendment gives the Public Prosecutions Department/police more scope
for requesting automated data. If, after research, it is decided to introduce a central account register, it is
possible that statutory stipulations will need to be adapted to the requirements demanded by the Data
Protection Act (Wet Bescherming Persoonsgegevens). The latter is however dependent on the scope of the
central account register to be set up.

By way of conclusion, it seems valuable in the short term to investigate the pros and cons of instituting a central
account register. Although setting up such a system involves adapting legislation to some extent, and cannot
be done without budgetary consequences, the end result could be advantageous.

4. Enforcement, implementation and information exchange

4.1. Introduction

The legislation of the previous chapters will need to be enforced and implemented effectively if they are to
contribute to fighting terrorism. In addition, an effective approach requires the parties involved to have sufficient
opportunities to share information. This chapter focuses on these two lines. First, it deals with an analysis of the
enforcement chain and the scope that exists for further improvements (par. 4.2 — 4.5). This is followed by
discussing the potential for further improvements to information exchange (par. 4.6 — 4.8). In all cases, the
accent lies on the enforcement chain. In the context of fighting terrorism this is after all considered the most
obvious channel. This paragraph is also based on an analysis by the Ministry of Finance made in the summer
of 2001, that (therefore) has a broader scope than simply fighting terrorism.

In this policy paper, enforcement is understood to mean action intended to put legislation into effect. This
contains both supervision — the first step in enforcement and — further on in the chain, the response to a breach
by means of reparative or punitive measures.

The following play an executive role in the enforcement chain: the supervisory bodies (DNB, PVK, STE and to
some extent the FIOD-ECD), the MOT, the investigative bodies (the police, the BLOM, FIOD/FIOD-ECD) and
the prosecution (Public Prosecutions Department). The legislature and the judiciary (Judicial power) also play a
role. Below, we specifically focus on the tasks and powers of the executive actors in question and the way in
which these powers are implemented. Next, a brief survey is given of existing collaborations. Given the specific
nature of the investigation and prosecution under anti-money laundering legislation, this part of the
enforcement chain is contained in the thematic paragraph 4.7.

Finally it is important to understand that the contribution of the police and the Public Prosecutions Department
is broader than described in this chapter. In this paper, that essentially attempts to cover chapter 5 of the
terrorist measures action plan, the emphasis is the enforcement chain in the financial sector and the elements
and actors contained therein. In addition, chapter 4 of the action plan against terrorism of the cabinet places
the role of the police and Public Prosecutions Department in a broader perspective.
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4.2. Financial supervisory bodies

The Minister can not give the supervisory bodies special instructions on the grounds of his position. In general,
this means that issuing instructions on how to act in an individual case is ruled out. The DNB, STE, and PVK
are charged with supervising compliance with acts in the field of financial markets. The legislation in which their
tasks are allocated is largely aimed at protecting account holders, insured parties and investors and keeping
intact the healthy, efficient operation of the financial sector. This means that the supervisory bodies are
authorised to monitor financial institutions with no apparent breach of a legal proscription being in evidence.

This form of supervision is referred to as supervising enforcement and should be separate from investigation.
Exercising supervision will generally comprise actual transactions but could also involve written legal acts
(claiming information or inspection of business data or documents).

A detected violation can prompt the imposition of a sanction although this does not always have to be the case.
Such a conclusion can also lead to intensive consultations with the parties involved to decide on the measures
to be taken and to ensure that the involved party meets the requirements.

Another type of supervisory task charged to the DNB, PVK and STE concerns the issuing of licenses and the
power to formulate further rules to implement an act.

Powers of supervisory bodies

The supervisory bodies have, in brief, the following types of powers: powers in the context of supervising
enforcement, imposing sanctions, issuing and withdrawing licenses, granting dismissals, formulating legal rules
and issuing guidelines and general recommendations and intervention powers such as the power to designate
and submit suspicions. In general, the supervisory bodies concerned have the same powers.

The starting point of the law enforcement policy is that primacy for enforcement is with the
administration. This means that where the DNB, PVK and STE are responsible for implementing and
ensuring compliance with specific rules, and thereby identify breaches, the supervisory body is also
charged with taking action against such cases, using reparative and, if necessary, punitive sanctions.?’
Criminal law plays a role in conjunction with and supplementary to other instruments: it should only be
called upon when administrative law enforcement instruments are inadequate or when the breach is so
serious that the serious tool of criminal law must be resorted to. Based on the primacy of administrative
enforcement, the administrative law enforcement of financial supervisory legislation will be
strengthened (introduction of penalties and fines, IDBB). In the evaluation of the IDBB in 2003,
attention will also be given to seeing whether the deployment of administrative enforcement
instruments is optimal and is used correctly. In the context of this paper, the accent lies on the criminal
law enforcement chain.

Attention points
In the current constellation, three points are specifically noted.

Although it can be said that enforcement awareness has definitely increased over the last few years,
the way in which powers are exercised differed per supervisory body. One supervisory body is less
inclined to reach for the administration arsenal of sanctions and expects more from an intense meeting
with the institution under supervision. Another supervisory body is more inclined to impose reparative
sanctions while yet another places great emphasis on the enforcement priority within a certain period
(comparable to the more intensive attention for certain areas announced in advance by the tax
administration). Further uniformity of the treatment of bodies under supervision looks likely, whereby
unjustified or differences that are solely historical should vanish in the interests of transparency and
legal equality.
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In second place, the capacity input of the supervisory bodies is sufficient although in some cases it is
impossible to indicate the number of cases dealt with administratively or criminally, the phase in which
they are at present and the possible criminal outcome.

This places pressure on a balanced and uniform repressive enforcement. It also causes problems for a
systematic feedback on enforcement issues and jurisprudence into policy and legislation. Therefore in
this context there is a need to streamline existing co-operative agreements in the enforcement chain,
with adequate attention for transparency and accountability for all parties.

Thirdly, when exercising supervision, the supervisory bodies traditionally focus on institutions that have
placed themselves under the supervision of the body in question. A field that is under development, but
currently covered less systematically at present, are the individuals or institutions that exercise
activities covered by supervisory legisiation, but that do not seek the consent of the supervisory bodies,
either consciously or unconsciously. This part of ‘the market' is currently covered incidentally, for
instance by Internet sweeps, by following up complaints, through advertisements and so on. From the
perspective of fighting terrorism, it is also important that this ‘intelligence’ function is better embedded
in the working methods of financial supervisory bodies than it has been in the past.

The Ministry of Finance shall place all three themes on the agenda in the standard consultation with the
financial supervisory bodies; connection points for a more equal-oriented approach can be found in the
legislation that correlates with the bill to provide stipulations for the introduction of a non-sector specific
supervisory dimension in the various financial supervisory laws.26

4.3 Reinforcing the FIOD-ECD financial investigations

Definitions of terms

Before detailing concrete steps in the direction of reinforcing and concentrating financial investigation, there
first follows an exploration of the substance of the terms financial-economic crime and financial investigation as
a tool in tackling it. Both concepts will first be delineated. Based on this, working from existing situations and
the current status, a context is outlined for initiatives that have been taken and that have been planned.

Financial investigation

Financial investigation can be defined as a form of investigation where financial expertise is used to
enforce the law. In tactical investigations, financial investigation contributes to:

- Gathering evidence

- Determining the scale and deprivation of illegal gains

- Investigating assets and/or criminal organisations

Financial investigation will be a particularly key instrument in tacking financial-economic crime. Over
the last few years a great deal has been invested in familiarising investigative authorities with financial
investigation and integrating it as a tool in investigative activities.

Various levels of expertise exist within the field of financial investigation (from basic to academic level).
These various levels are present within both the police and special investigative services (including the FIOD-
ECD). The starting point is that every investigative officer should at least be trained to basic level. At regional
level, the regional forces have entered into collaborations to tackle relatively serious and serious fraud
offences. These teams (inter-regional fraud teams) work under the immediate direction of the Public
Prosecutions Department and each have been allocated a separate action area in which they are developing

26 This bill was adopted by the Lower House and is currently with the Upper House (Parliamentary Documents 1, 2000-2001,
27290, no. 399)
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national expertise (insurance fraud, bankruptcy fraud and so on). The core teams charged with tackling
organised crime, are equipped with high quality expertise in the field of financial investigation. The top layer
can be deemed the knowledge and expertise present in both the regional crime squads of the National Police
Services (KLPD) and the special investigative services. The KLPD has such expertise because of its
involvement in money laundering and fighting international fraud. The special investigative services have a long
tradition in applying financial investigation methods. The specific duty areas assigned to these services
demand a high level of knowledge and expertise in the field of finance.

The FIOD-ECD is responsible for investigating and prosecuting tax and customs fraud. Traditionally,
part of the capacity of the FIOD-ECD was intended to contribute to enforcing the quality of society in a
broad sense. This is why it co-operates on tackling community and organised crime. Expertise in the
field of financial investigation and information in this field is provided by the tax administration.

In the enforcement arrangement with the Public Prosecutions Department, agreements are made on
the way in which these places are filled. Concrete decisions on input are taken in the Central Tripartite
Consultation (or CTPO), comprising the tax administration, FIOD-ECD and the Public Prosecutions
Department. In this context capacity is mobilised for the KLPD, the Core Teams and the Synthetic
Drugs Unit (consisting of the police, tax administration, FIOD-ECD and the Public Prosecutions
Department).

Efficient input of high quality know-how of financial investigation

As outlined in the previous paragraph, it should be realised that all investigate services, including the police,
require a degree of expertise in this field. This should be borne in mind with regard to the aim of reinforcing and
concentrating expertise in the area of financial investigation. In the context of fighting terrorism, activities
relating to financial matters solely require quality expertise in the field. This type of expertise is principally
concentrated in the FIOD-ECD and KLPD. These organisations take the lead in fighting terrorism in matters
relating to finance.

Consideration should also be given to the fact that thorough knowledge of financial investigation is also
required to fight organised crime. Such expertise is mainly found among the core teams and the KLPD in
particular. Where the FIOD-ECD encounter serious basic offences committed by criminals, financial
investigations bring the police into contact with the same criminals as those involved in organised crime.
Financial investigation can provide the link between criminal behaviour and how it is financed. This is why it is
crucial to forge this link. The efficacy of applying this instrument for counter-terrorist activities is enhanced
through exchanging data, analysing them and through intensive reciprocal co-operation. The watering down of
scarce expertise in this field must be countered and prevented.

Co-operation between the FIOD-ECD and KLPD

The events of 11 September 2001 prompted the FIOD-ECD and KLPD to consider the extent to which

both investigative services can jointly stimulate combating crime, including terrorism. In concrete terms,

this led to the following agreements:

* joint criminal law investigations
The KLPD is the co-ordination point in the Netherlands for terrorist-based requests for legal
assistance and criminal investigations into terrorism and political activism in additional to crime
fighting from a financial-economic perspective. The FIOD-ECD is responsible for duties in the field
of physical goods and financial integrity. In both areas, the enforcement efforts will be stepped up.
In the field of financial integrity, there will be close collaboration with a supervisory body. Co-
operation can be desired if there is a need for specific expertise, with respect to information
position and to acquisition and technical investigative areas. The FIOD-ECD and KLPD have since
decided to form a taskforce to carry out joint investigations into credit balances, cash flows and so
forth that are related to terrorism. This co-operation has initially been entered into for one year and
will comprise of 15 to 20 full time posts. These investigations will entail a clustering of financial and
criminal information on the one hand and financial expertise and investigative know-how on the
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other. In this regard, we also refer to the “Hit and Run Money Laundering-Tactic" (HARM), that has
been in operation since 1999. A HARM investigation is started when there is information on suspect
financial transactions or suspect possession of assets. These investigations are aimed at the arrest
those immediately involved and confiscation of suspect money.

The HARM does not suffice for tackling suspicious financial transactions taking place in a more complex
environment and more intensive investigation is required. This is why the KLPD and FIOD-ECD will
combine financial and criminal information and financial expertise in a joint project preparation aimed at
more far-reaching follow-up investigation. In the meantime it has been agreed to split up HARM
investigations more than was usually the case in order to gain (more) insight into the individuals and
entities that play a background role and that could be involved in terrorist activities. The HARM provision,
which ends in December 2003, is intended to be continued on a structural basis given the success in terms
of sentences and confiscations. The KLPD and the FIOD-ECD will merge their expertise where more in-
depth follow-up investigations are required.

+ Reinforcing mutual information positions
Where possible, the KLPD and the FIOD-ECD will share relevant available information. The KLPD
has a wealth of offender-centred information while the FIOD-ECD can add information of a
financial-economic nature. It is expected that clustering this data and using each other’s expertise
in enriching it will lead to sound analyses on the basis of which there will be more chance of gaining
insight into cash flows related to terrorism. Studying and enriching such types of information can
offer connection points for subject-centred investigations and provide input for the afore-mentioned
taskforce.

¢ Co-ordinating activities
To harmonise the activities of both organisations better, the FIOD-ECD will station two liaison
officers with the KLPD. One is added to the co-ordinating centre of the KLPD in Driebergen, the
other will be stationed with the MOT/BLOM.
Driebergen is the co-ordination centre for all regional forces and is also the address for legal
assistance requests regarding terrorism received from overseas By placing a liaison officer in
Driebergen, the FIOD-ECD is more likely to be able to send information directly. Moreover, it allows
a rapid assessment of, and the extent to which, a muiti-disciplinary investigation (FIOD-ECD and
KLPD) is justified in the light of requests for legal assistance received.

Financial-economic crime

The cabinet policy paper on combating fraud and fighting financial-economic crime (1998-2002
understands financial-economic crime as all types of fraud in the area of tax, social insurance,
subsidies, regulation legislation of ministerial departments and what is referred to as ‘horizontal fraud’
(fraud which affects companies and consumers in the first instance, not the state, by means of
forgeries, assurance fraud, credit card fraud and so on).

Money laundering is also part of financial-economic crime. Money laundering is hiding or concealing
the real nature, origins, place of finding, alienation or transfer of money or items or ownership thereof,
while people realise that crime is involved. Money laundering practices are often the consequence of
underlying criminal practices. These practices include (mainly) drug trafficking, trafficking in human
beings, trafficking in arms and terrorism, along with the afore-mentioned fraud.

Financial-economic crime generally occurs in all areas of social intercourse as indicated above. Fighting it is
thus a task for all police and investigative services. Combating terrorism-related financial-economic crime is
largely charged to the KLPD and FIOD-ECD, given their specialist knowledge and, as far as the FIOD-ECD is
concerned, specific responsibilities for investigating offences in the field of financial supervisory legislation
among others. An outline of the tasks of the FIOD-ECD follows below by way of clarification.
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Tasks of the FIOD-ECD

Investigating tax and customs fraud forms the principal task of the FIOD-ECD. With this, the FIOD-ECD
contributes to the integral client processing of the tax administration. In implementing this task, the
FIOD-ECD is under the aegis of the Public Prosecutions Department. This investigative task is laid
down annually in an enforcement arrangement between the tax administration and the Public
Prosecutions Department.

Customs carries out a number of non-tax-related supervisory duties. They include such matters as
narcotics, weapons, animal species facing extinction, environmentally hazardous substances and so
on. The FIOD-ECD also carries out investigations regarding these non-tax-related supervisory duties,
taking on those investigative elements involving NFD fraud and tax fraud.

If customs come across narcotics, the FIOD-ECD will take responsibility for dealing with the find except
when these narcotics have been searched for (and found) at the request of the police in a current
police investigation. Covenants with other agencies are concluded for investigations into narcotics.

The most important task of the FIOD-ECD in the context of financial-economic crime within the ECD
area is to supervise compliance with and the investigation of violations of the Sanctions Act and the
Import and Export Act and the investigation of breaches of financial supervisory legislation and the anti-
money laundering legislation (Wet MOT and WIF). Supervision of compliance with financial supervision
is the responsibility of the DNB, STE and PVK. As regards the Credit System Supervision Act (Wet
Toezicht Kredietwezen), the Securities Transactions Supervision Act (Wet toezicht effectenverkeer), the
Investment Institutions Supervision Act (Wet toezicht beleggingsinstellingen), the Insurance Industry
Supervision Act (Wet toezicht verzekeringsbedrijf), the funeral in-kind insurers supervision Act (wet
toezicht natura-uitvaartverzekeraars) and the Foreign Exchange Office Act (Wet inzake de
wisselkantoren) the principal task of the FIOD-ECD is to investigate companies operating without
registration or license, and book them. Investigating the offence of insider dealing in securities
transactions is also one of the FIOD-ECD’s investigative tasks. The sole fact that a company pulls back
from the supervision of the financial supervisory body does not mean that the company is involved in
criminal activities. If there are indications that this is the case, the criminal investigation will be
expanded. In such a situation, money laundering could also be involved.

With regard to the anti-money laundering legislation (Wet MOT and WIF 1993 financial services), the FIOD-
ECD is charged with investigating breaches of the laws. As remarked above, supervision of compliance of the
Import and Export Act and the Sanctions Act is aiso partly charged to the FIOD-ECD. Primarily, the supervision
is geared to assessing whether actions are conducted in conflict with the sanction stipulations or whether
exports have been made without a license. If that is found to be the case, criminal action will be taken and
terrorist activities surrounding the illegal practices may manifest themselves.

Initiatives for reinforcement

In the context of the further reinforcement of the investigative tasks of the FIOD-ECD in the area of financial-
economic crime (including fighting terrorism), three action points are currently being pursued:

1. Completion of the integration of the FIOD-ECD organisation;

2. Intensification of the enforcement;

3. Approaching money laundering

Ad 1. FIOD-ECD - a special investigative service

The fusion of the FIOD and ECD into a single special investigative service, the FIOD-ECD, is more or
less complete. {n the Cabinet standpoint on specia!l investigative services (TK 1999/2000, 26955, 1)
and in anticipation of legisiation on the matter, the investigative tasks will be placed with investigative
teams and the supervision tasks to supervisory teams. Management, policy, planning and control will
be located within one organisation. In policy, design and implementation, the infrastructure developed
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by the tax administration on enforcement will be used in general to reinforce enforcement within the
FIOD-ECD (including recruitment and selection, training, knowledge, risk analysis, automation).

Mandatory results are included in the integrated enforcement arrangement between the principal
ministries, the Public Prosecutions Department, the tax administration and the FIOD-ECD, regarding
the investigative tasks of the FIOD-ECD. This arrangement determines, among other things, that each
year the FIOD-ECD will supply a total of 56565 completed official reports to the Public Prosecutions
Department: 450 for the tax and customs field and 105 for the former ECD domain. In addition,
agreements have been made on the number of supervisory investigations. Law enforcement models
are currently being developed for all sub-areas within the FIOD-ECD in consultation with all chain
partners (ministries, the Public Prosecutions Department and other supervisory bodies). This approach
to enforcement through prevention, services, supervision and investigation will lead to reinforcing
enforcement. The actual implementation of supervision and investigative tasks contained in the Cabinet
paper on fighting terrorism and on security involves using offices from the integrated FIOD-ECD.

In the context of completing the integration of FIOD-ECD, streamlining the internal exchange of
information is currently undergoing a re-think. Here, a distinction should be made between information
that originates from investigation and information that originates from supervision and the legislation
applicable to both areas of duties (the General National Tax Act or Algemene wet rijksbelastingen, the
Economic Offences Act or Wet op de Economische delicten, and the General Administrative Law Act or
Algemene wet bestuursrecht). This will be reconsidered in its entirety, and in correlation with the
comparable initiatives in the context of the Financial Expertise Centre (par. 4.6).

Ad 2. Intensifying the enforcement activities of the FIOD-ECD

Because of its geographic location, the open structure of its society and high quality financial sector,
the Netherlands could be an attractive country for persons and organisations involved in (financing)
terrorist activities. With this in mind, immediately after 11 September 2001 the FIOD-ECD decided to
mobilise considerable extra capacity, largely structural, in fields that could be vulnerabie to terrorist-
related activities. In the financial area, this involves money laundering activities by terrorist and
extremist organisations and related fund-raising, underground banking, cash transportation and insider
dealing. In the area of items, extra efforts are invested in enforcing legislation related to strategic
goods, chemicals, chemical and biological weapons and sanction measures.

This reinforced input is manifest in the following concrete activities:

* Reinforcing the criminal intelligence unit and investigative information department;

e The alertness of the central office (accessible 24 hours a day) for reports that could be related to terrorism;

¢ More attention for the Internet (digital investigation) in coherence with the police digital investigation plan of
action,

e An extremely intensive information and monitoring programme geared to the relevant corporate sectors;

s Extra capacity for requests for mutual legal assistance and for international legal assistance.

Extra capacity is reserved for the above: see also chapter 5 on this point.

Ad 3 Tackling money laundering by the FIOD-ECD

If the FIOD-ECD is confronted with money laundering practices it will, after consultation with the
national Public Prosecutor of the Ministry of Justice MOT, instigate criminal proceedings. The FIOD-
ECD does this because of its task as special investigative service of the Ministry of Finance that, given
the cabinet policy on financial integrity has special responsibility in this regard.

This task can be completed even more effectively once money laundering is included in the Dutch

Criminal Code as a separate offence. Another important element in fighting money laundering is the
Office for Disclosing Unusual Transactions. At present, suspect transactions are largely reported to
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regional forces. The specialist expertise of the FIOD-ECD and its position as concentration point for
specialist financial investigations however could be used to increase the benefits of the Wet MOT but
also assessing the output of the MOT by the FIOD-ECD. In addition (e.g. in Australia) it has appeared
that the synergy between information on suspect transactions and tax information leads to good results
regarding combating money laundering constructions. In this context, the co-operation between the
FIOD-ECD and the MOT/BLOM is being intensified: see also par. 4.7.

Summary of action points

Below follows a summary of the concrete action points:

+ Reinforcement of the FIOD-ECD co-operation with the KLPD, geared to exchanging information,
the joint carrying out of criminal investigations (including structural continuance of the HARM
provision) and co-ordination of activities.

* Intensification of enforcement duties of the FIOD-ECD on financial areas and goods areas, focusing
on risks relating to terrorism;

+ Intensification of combating money laundering practices both with the package of duties of the
FIOD-ECD (including assessing the output of the MOT by the FIOD-ECD ) and in the context of the
HARM investigations that will be structurally carried out.

+ Further streamiining of information exchanges within the FIOD-ECD.

4.4. Public Prosecutions Department

The Public Prosecutions Department supervises investigations. This includes both providing special
instructions in investigations into concrete cases and giving general instructions regarding the direction the
investigation could take. The task of the Public Prosecutions Department applies to both police investigations
and those carried out by special investigation services, of which the FIOD-ECD is one. With a view to improving
the approach taken to financial-economic crime, the following advances are relevant.

To strengthen the efficacy of the investigation-prosecution enforcement chain in the relation with
special investigation services, as of 1 April 2002, the Public Prosecutions Department will dispose over
a national organisational unit that concentrates on the enforcement areas in which these special
investigation services operate. On behalf of the Public Prosecutions Department, this unit will maintain
relations with these special investigation services.

The chief public prosecutor who will head the unit in question (the functional Public Prosecutions
Department, hereafter referred to as the FOM) will thus exercise (general) supervision over
investigating the services whereby he will maintain a direct relationship with the management of the
special investigation services. In that context, he will also advise the board of procurators general on
the formal context that applies when dealing with offences that come to the attention of the special
investigation services. In this field there are already indications — such as those relating to dealing with
tax cases and social insurance cases. The starting point will be that the special investigation services
will deal with one public prosecutor’s office, namely the FOM. The FOM will be able to act under its
own authority on a national scale; it will, if required, also be able to provide the requested assistance at
case level. The FOM will also give special attention to the coherence between special investigation
services and co-operation between special investigation services with the standard police force and in
particular the national investigation team. A headquarters group was set up on 1 September 2001 to
put the FOM into operation.

The above-mentioned new organisational facility clusters expertise in the special enforcement areas.
This facilitates providing reinforced support if the Public Prosecutions Department is faced with gases
calling for the expertise concerned. The specialised public prosecutors working at the FOM will thus
play a leading role in dealing with complex cases. This places the quality of enforcement on a higher
level. To tackle financial-economic crime, the starting point is that the personnel capacity that already
existed and which was reinforced in the Integrity Policy Paper of 1997 to a total of 4 public prosecutors
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and a number of support officials, will remain available in full for this policy area (as will the National
Money Laundering Officer).

Anchoring this capacity and the National Money Laundering Officer in the FOM better equips the Public
Prosecutions Department to actually deploy the allocated personnel capacity in these areas; in
addition, greater recognition is also expected to attract more recruits which will help swell personnel
ranks. Both aspects were not dealt with in the period after the Integrity Policy Paper. In total, 40 to 50
people will be working at the FOM.

When exercising authority over the investigations carried out by the special investigation services two parties
play a role: the ministerial department that works from the perspective of how the investigation can serve the
ministry’s policy goals and, secondly, the Public Prosecutions Department that has authority over the
investigation whereby the legal legitimacy of investigative actions and prioritisation of the underlying legal
interests (such as the integrity of financial traffic or ecological values) will be considered.

The convergence of both perspectives outlined and the interests of all involved in an efficient enforcement
chain led, and again now, to agreements on the direction in which the investigation and prosecution is going as
well as on the nature and volume of cases offered to the Public Prosecutions Department.

The creation of the FOM will in this case also be used to streamline the various agreements and arrangements
that already exist in the area of financial legislation. At present there are numerous consultations (including
formalised agreements) between the three financial supervisory bodies, the FIOD-ECD and the Public
Prosecutions Department on investigations under financial supervision legislation. The numerous consultations
ilustrate both the willingness to collaborate and the need to arrive at a more integrated approach. As already
signalled, there is presently no reliable and uniform information on the efficacy of criminal law enforcement in
the area of financial-economic crime, despite intensive forms of co-operation.

For these reasons, the Ministries of Finance and Justice, in consultation with the parties involved, will
streamline the working alliances. Here, the starting point is to make optimal use of the centralisation with the
FOM described above, aimed at strengthening the enforcement chain by means of mandatory resuits and
increasing the transparency and accountability for the results achieved for all parties involved.

4.5. The judiciary

In the field of the judicial organisation, separate to the theme of combating terrorism, a number of
change processes are under way that mainly relate to the organisation and financing of the judiciary.
These include: the bill on the organisation and administration of law courts30, the bill on the Judicial

Council (currently being set up)®i and the required legislative amendments32,

In the context of this policy paper, NLG 2 million will be made structurally available for the judiciary. The
criminal cases arising from the intensified measures in the context of this paper are expected to be
broader than average criminal cases. These cases will generally be treated as ‘'mega cases’. The court
in Rotterdam, following the lead of the national office of the Public Prosecutions- Department, fulfils a
nation-wide co-ordinating task in the field of dealing with mega cases. (The court in Rotterdam has a
court specifically for dealing with such cases). In this regard, some of the financial resources (NLG 1
million on a structural basis) will be allocated to the court of Rotterdam so that the nation-wide co-
ordinating task can be intensified and the capacity of the criminal sector of the court can be expanded.
The remaining monies (a structural NLG 1 million) will be invested in increasing the expertise of judges
and court staff in the area of financial fraud in relation to terrorist activities. Before the resources are

30 Parliamentary documents 1 2001-2002, 27 181 no. 55.
31 Parliamentary documents I 2000-2001, 27 182, no. 324.
32 Aanpassingswet modernisering rechterlijke organisatie, Parliamentary documents I1 2001-2002, 27 878.
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made available, the Judicial Council will consult with the board of procurators general in the context of
harmonising the criminal law chain.

4.6. Centre to Reinforce Financial Expertise (FEC)

The FEC was set up on 31 December 1998 as a co-operation between the Public Prosecutions
Department/Court of Amsterdam, the STE, the DNB, the PVK, the FIOD, the ECD, the tax
administration/large corporations Amsterdam area, the Amsterdam/Amstelland Police, the
KLPD/Investigation Department and the MOT?33. The goal of the FEC is to stimulate the integrity of the

financial sector. It has been designated three tasks: a) the mutual exchange of information on
investigative methods, fraud profiles, trends and market developments to reinforce the execution of
duties by the organisations concerned,; b) to encourage better identification of possible offences that
are now less distinctly identified by each separate body; c) to develop expertise to implement and
support investigations.

To realise these tasks, an Information Consultation (10) and a Selection Consultation (SO) have been
introduced. The O sets up work groups to focus on sharing information that is not related subjects. The
work groups list and describe possible risks for integrity. These work groups form a key instrument in
stimulating the expertise of the participants.

Taking into account the duties and legal powers of each body, in the SO subject-related information is
exchanged and, with regard to concrete cases, choices are made to take measures of a criminal law
nature. The secrecy stipulations in the supervisory legislation, the tax laws and legisiation relating to
investigation and prosecution means it is not always possible to exchange subject-related information
at the disposal of the participants. In most case, subject-related information can oniy be exchanged if
there is a reasonable suspicion of guilt of an offence in line with article 27 of the Dutch Code of
Criminal Procedure.

If there are cases in which there are reasonable grounds for suspecting an offence based on article 27
of the Code of Criminal Procedure, the Public Prosecutions Department can, in opportune instances,
introduce these cases at as early a stage as possible so that all parties can contribute information at
that initial stage.

Over the last few years, the FEC participants investigated and developed other possibilities to arrive at
a more effective co-operation. At the start of 2002, an evaluation of the activities and results of the FEC
will take place.

In 2001, prior to the evaluation, the Ministries of Finance and Justice commissioned a study into
obstacles to exchanging information so these impediments could be resolved. The goal is to optimise
information exchange, taking account of the options offered by the relevant EU directives. The following
possibilities are being explored. The ‘most simple’ recommendations highlighted by the study concern
adjusting the secrecy stipulations of the various acts. The participants in the FEC would then be able to
exchange information, each from the basis of their own organisation, without statutory secrecy
restrictions.

Here, a distinction can be made between the entry points at which information can be exchanged. This
enables following article 27 of the Code of Criminal Procedure mentioned earlier, but an earlier point
could aiso be chosen, for instance the moment at which there was a concrete indication that one of the
provisions sanctioned by criminal law is not being met. This solution would probably be possible based
on an interpretation of article 12 of the Second Co-ordination Directive on Credit Institutions34 which

33 Institution Decree of 31 December 1998, Netherlands Government Gazette 1999, no. 32.
34 89/646/EEG, amendment of Directive 77/780/EEC, currently article 30 of Directive 2000/12/EEC.
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regulates the secrecy duty of the supervisory authorities. The first paragraph of this article does not
permit supervisory bodies to pass on confidential information which they have learned in the course of
their professional capacity to third parties in that form, notwithstanding cases covered by criminal law.
What can be revised is ‘whether the case is covered by criminal law” which can be interpreted to mean
that it “[concerns] cases in which there is a concrete indication that one of the provisions sanctioned by
criminal law is not being met.”

A second possibility is to consider if a ‘FEC ACT" is an option to increase the power of the FEC. More than the
adjustment of the secrecy conditions above mentioned, such an act would meet the existing problems on
information exchange. An act of this sort could help the FEC to become a forum within which the participants,
perhaps not including ali FEC participants, would be able to exchange information without conflicting with their
secrecy regimes as individual institutions and of course taking into considerations the restrictions of the EU
directives. The starting point for all parties should be that, in an FEC context, a jointly co-ordinated and
harmonised policy would have to be reached, including assurances about whether or not the FEC would make
information known. In addition, an act of this sort would enable formalising consultations between the parties
concerned and co-ordinating parties’ responses. This could optimise the efficacy, transparency and legal
equality of dealing with cases.

In meetings heid by the Minister of Finance in the context of preparing this policy paper, many of those
involved, including participants in the FEC commented that in its current structure the FEC may have
an added value but that in order to strengthen co-operation, information exchanges must be improved,
whereby an FEC act would seem the most appropriate method. In line with the scope offered by the EU
directives, setting up an act of this sort is being considered.

The FEC currently has an intermediary character. Besides a head of the FEC, there are two secretaries
who co-ordinate the 10 and SO. The expertise and input of information originates from the participants
in the FEC. The FEC acts as a catalyst with regard to the information position of the various institutions
taking part in the FEC.

To make the FEC a more dynamic expertise centre, it will be expanded to include a number of co-
ordinators. The FEC will retain its intermediary character whereby the input of the separate participants
will continue to remain the key factor. The FEC will serve as a platform in which collaborations can also
take place on a smaller scale depending on what is being investigated.

The co-ordinators will each have their own area which will include “combating terrorism financing” to
improve and expand the steering of the collaborative parties. Through risk analysis, it will be possible
to ascertain ways in which terrorist cash flows can be exposed and how the financial system is used in
this regard. In addition, based on subject-linked information, such as the consolidated list drawn up by
the DNB, the FEC participants can combine information and list networks to combat terrorist financing
more efficiently. Within this specific working arena, as already indicated in this policy paper, the Dutch
National Security Service (BVD) will need to be assigned a role. The catalyst function of the FEC will
be more effective with this than has been the case so far, making it possible to set up a larger number
of work groups and investigations.

The role of the FEC regarding the integrity of the financial sector is directed at the situation in the
Netherlands. The issue of the integrity of the financial sector is thus not limited to Amsterdam. To
enhance the efficacy of the FEC in future, more support is needed and the FEC partners will also be
required to provide their specific contribution from a national perspective. This could include a national
profile and nation-wide cover. Because the public prosecutor’s office in Amsterdam and the Amsterdam
police do not have either national cover or national competency, replacing this by the KLPD and the
FOM will be considered with a view to central management; this will also heighten coherence of other
activities aimed to reinforcing the enforcement chain (see par. 4.4).
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The modalities of the participation of the BVD will be worked out in greater detail. The fact that the BVD
deals with sensitive information means that the exchange of information may not always be reciprocal,
and will primarily fiow from the FEC to the BVD. For both parties, exchanging information in
investigating terrorist financing will be crucial. The BVD will be able to contribute to drawing up typical
financial-economic and tax behaviour profiles of terrorist groups. If the FEC is confronted with criminal
and/or terrorist subjects of groups during an investigation, it could be fruitful if the BVD could indicate
whether the subjects or groups are known (and preferably how), based on its knowiedge and
experience. Given the (information) position of the BVD, this will not be very detailed. However, an
indication of the group and violent history could yield crucial information for cautious and proportional
state action. Collaboration could be advantageous to both the FEC and the BVD in their own
information position. As participants in the FEC will also work together in smaller collaborations, the
exceptional position of the BVD could be especially useful here.

Finally, the FEC could also play an active role internationally. The FEC will make contacts with
comparable organisations in other countries and work towards setting up international collaborations.

The FEC monitoring committee, chaired by the Ministry of Finance and with the. participation of the
Ministry of Justice and participants of the FEC will discuss the action points outlined above in the
coming period.

To reinforce the current FEC staff, six to eight full time equivalent posts will be added to facilitate
intensifying the centre’s activities.

4.7 Increasing the efficacy of the enforcement chain in fighting money laundering and tackling
terrorist financing
Institutions under the Wet MOT are obligated to immediately disclose unusual transactions that meet
the criteria on the list of indicators to the Office for the Disclosure of Unusual Transactions (Meldpunt
Ongebruikelijke Transacties or MOT). The indicators fall into two categories, the objective indicators
(currency exchanges in excess of 10,000 euro for instance) and subjective indicators (such as a
presumption of money laundering). The MOT is an administrative unit that reports to the Directorate
General of Law Enforcement of the Ministry of Justice.

The MOT processes and analyses all disclosures of unusual transactions received based on which the
MOT determines whether the disclosure should be considered a suspect transaction. All unusual
reports are filed for a maximum of 5 years in the MOT register. Computer systems scan all the unusual
transactions, matching them with data from police registers from which suspect transactions are
selected. In addition, MOT staff analyses unusual transactions manually.

When there is a “hit” it is simultaneously passed on via the intra-net on suspect transactions to the
police regions and, separately, to the police bureau that supports the public prosecutor in the context of
the Wet MOT (BLOM). Suspect transactions are then available to be fed into the investigation. The
BLOM centralises knowledge and information used to tackle money laundering. It is also a junction of
information flows on financial criminal activities in contacts between the BLOM and MOT and with
(inter) national investigation teams. The BLOM is part of the Financial Crime Unit of the KLPD and is
also part of the National Investigation Information service.

The actual investigation/prosecution of money laundering activities is generally in the hands of regional
investigation/prosecuting authorities; the BLOM provides assistance.

There is a great number of reports of unusual transactions; the same applies to the number of
suspicious cases that are referred on, but the number of convictions with regard to money laundering—
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which is the ultimate goal — is limited. This is precisely one of the criticisms that the FATF has of the
Dutch system.

Paragraph 2.5 already stated that this system will be completed with supervision of the duty to disclose
unusual transactions. A consequence of introducing supervision of this duty will also mean that
supervisory bodies can inspect the reports, which will be advantageous to the information position of
the supervisory bodies. For the sake of clarity it is noted that the financial supervisory bodies are
already able to mutually exchange information on the grounds of current legislation.

Furthermore, paragraph 2.2 states that introducing integrity supervision increases the options of
imposing stipulations on reporting institutions with regard to training personnel to recognise unusual
transactions. Finally it should be remarked that expanding the number of reporting institutions (see
paragraph 3.4) will benefit the results of the Wet MOT. Naturally, the capacity of the MOT, BLOM and
the investigation services should be similarly supplemented.

Now, the question is how to further strengthen the system, which is dealt with below.

1. Enhancing the results to be accomplished in terms of, for instance, convictions and
confiscations.
In addition to a criminalisation of money laundering as a separate offence (see paragraph 3.6), the
investigation/prosecution results should be reinforced as soon as possible. Here, the following
elements are key:
- Further centralisation of the direction of activities aimed at fighting money laundering and
terrorist financing
- Drawing up resuit-centred working agreements with investigation and prosecuting authorities in
terms of, for instance, prosecutions and confiscations.
These agreements should be adopted and/or further elaborated by the board of procurators
general once they have been subjected to political testing
- Reinforcement of the anti-money laundering chain in the field of investigation and prosecution
where the BLOM must ensure (1) to place projects with investigation and prosecution services
and (2) for the necessary support and (3) for the monitoring of working agreements made by the
board of procurators general.

At present there is too little central steering in investigating/prosecuting money laundering and
financing terrorism. This centralisation will gain form (as far as prosecutions are concerned) by
directing the prosecution of money laundering and terrorist financing through the centralised public
prosecutors office (FOM) where the BLOM will continue to act as the pivotal agency in investigations.

There is also a lack of insufficient realistic, hard and fast working agreements with investigation and
prosecuting authorities in terms of convictions and confiscations for instance. Investigating/prosecuting
has no concrete goal that can be used to control and measure accountability. Here, a basic principle
should be that investigating and prosecuting cases relating to the bill being considered by the Upper
House containing sanctions specifically for money laundering, is a logical sequel to the main offence.

The BLOM, set up in 1999, will need to place projects with the investigating/prosecuting services and
ensure the required support if the desired goal is to be accomplished. In addition, the BLOM should
monitor the implementation of the work agreements and, if necessary, bring undesirable developments
to the attention of the board of procurators general. This model is in line with the knowledge and
information on fighting money laundering that has already been centralised at the BLOM, with the fact
that the BLOM is already a meeting point for information flows on financial criminal activities and in
contacts of the BLOM with the MOT and with (inter) national investigation teams in the field of fighting
money laundering.
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2. Reinforcing feedback to reporting institutions.

A second attention point with regard to the efficacy of the enforcement chain on money
laundering/terrorist financing is formed by feedback to reporting institutions on the resuits achieved
regarding the reported suspect transactions in terms of convictions and so on. Where feedback is given
on passing on suspect transactions, there is no feedback in the follow-up trajectory, which may or may
not culminate in a conviction. This is crucial for reporting institutions. It helps to accelerate the
investigation/prosecution of the transactions in question.

For the sake of clarity it is noted that the feedback problem naturally relates to achieving results in

terms of convictions and the like. This issue has been presented to the MOT Monitoring Committee,
which will advise. Feedback (.confirming the receipt of a report and stating that the transaction has
been passed on as suspect) is running smoothly through the MOT.

3. Reinforcing co-operation between the MOT and the BLOM.

Reconsidering the separate positions of the MOT and the BLOM could strengthen the co-operation
between the MOT and the BLOM. Besides efficiency advantages, such a co-operation would restrict
carrying out double analyses and would assure better co-ordination of activities and databases. Further
integration of the MOT and BLOM activities — taking into consideration the buffer for unusual
transactions — requires further research. Given that the MOT and the BLOM are so close in the chain,
this could be minimised in future through integrating them more fully.

4. More attention for the quality of reports by the reporting institutions to the MOT.

The quality of the reports to the MOT, including the speed with which reporters report, could be improved. This
point deserves further attention, partly in correlation with reinforcing supervision as laid down in par. 2.5. By
introducing supervision of the duty to disclose it may be assumed that, in general, the quality of the reports will
increase.

5. Simplifying the indicators.

Consideration should be given to seeing whether more transactions could be referred on as unusual or
whether unnecessary reports could be omitted by simplifying the indicators (for example objective
indicators for cash transactions, 1 subjective indicator for unusual transactions and 1 subjective
indicator for situations that could be related to money laundering and/or terrorist financing). Here,
working with a risk-based system rather than a rule-based system should also be explored to see if the
number of unnecessary reports could be reduced and the number of useful reports increased. The
conditions for moving towards a more risk-based system have now been created with the introduction
of supervision of the duty to report. The integrity supervision also offers scope for formulating
guidelines on reporting and to set rules relating to training. Training courses are especially important in
a risk-based system because responses are no longer automatic as is the case with a rule-based
system. The guidelines could for instance relate to areas that can be considered extra sensitive to
money laundering or terrorist financing. The FEC, the Public Prosecutions Department, the BVD, the
EU or the FATF could be earmarked by, for instance, the supervisory body or these risk areas. This
point needs further clarification.

6. Unusual transactions: the Wet MOT and fighting terrorism.
in the context of fighting terrorism, the goal is to expand the subjective indicators based on the Wet Mot
in addition to expanding the fight against money laundering with fighting terrorism.

With regard to lists of terrorist organisations and individuals, the most sensible way of taking action with
respect to integrity supervision is offered by the bill to actualise and harmonise supervisory legisiation.
After all, based on customer due diligence, part of integrity supervision includes bodies under
supervision that are obliged to monitor their clients in accordance with the instructions of the
supervisory bodies.
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7. More attention for indicators in the layering and integration phase.

In the second mutual evaluation of the Netherlands by the FATF, the FATF criticised the fact that, in the
Dutch indicators system, emphasis is on the placement phase, which is primarily expressed, in greater
attention for cash transactions. This must change. Greater stress on the risk-based approach could
underpin this because the layering phase (concealing the origin by setting up all kinds of transactions
in different countries) and the integration phase (ptacement in the legal circuit) are difficult to capture in
objective indicators.

8. Promoting data base comparisons between the MOT and police registers.

A comparison between police registers and the MOT files is an effective and efficient way of assessing
whether unusual transactions should be reported to the police. The comparisons should then be
intensified.

9. Improving questions put by the Public Prosecutions Department to the MOT register.
Excess, double administrative work will be avoided when, in future, the staff of the FIU desk carry out
the intake and processing of questions put to the MOT register by the National Wet MOT Officer.

10. Setting up an intelligence unit at the MOT to reinforce the reporting system.

Setting up an intelligence unit at the MOT would mean giving more attention (among other things) to HARM
cases, responding more rapidly to reports that hold a risk for other reporters and better advising and informing
reporters on the reporting system and, in particular, the effect of the indicators.

11. Information exchange between the MOT, BLOM, supervisory bodies, tax administration
and BVD.

To strengthen the fight against money laundering and terrorism, it is crucial to reconsider the

importance of the possibility of exchanging information between the MOT, the BLOM, the financial

supervisory bodies, the tax administration and the BVD.

The registers of the MOT and the BLOM are police registers. In article 12 of the Decree on police
registers it states that MOT and BLOM can provide information on the basis of article 15, first
paragraph of the Police Registers Act, when the data could be important in preventing and investigating
crimes.

in article 15, second paragraph of the Police Registers Act, however, it also states that in future data
can be provided from a police register in as much as this arises from the Intelligence and Security
Services Act (Wet op de inlichtingen- en veiligheidsdiensten). Consideration shall also be given to
instructing the MOT and BLOM to provide information to the BVD as well in future.

As paragraph 4.3 already indicated, tackling money laundering and tax offences highlights numerous
similar criminal working methods. In Australia, the national version of the BLOM (AUSTRAC) and of the
FIOD-ECD (Australian Taxation Office) has set up a working alliance based on a memorandum of
understanding which enables the regular provision of information from AUSTRAC to the Australian
Taxation Office. The results of this co-operation prove highly effective. A collaboration has also been in
operation between the MOT and the Tax administration/FIOD-ECD for a number of years. Via the
National Public Prosecutor, the tax administration/FIOD-ECD has access to the database of the MOT to
declare unusual transactions as suspicious, with the aid of tax information. In that context, an official of
the FIOD-ECD was posted to the MOT. Furthermore, the FIOD-ECD and the KLPD also work together
(see par. 4.3.). Further strengthening these relations, comparable to the Australian mode!, could be
considered.
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Under the influence of the planned introduction of supervision of the duty to report, the supervisory
bodies could request data from the MOT on the report behaviour of the reporting institutions. This is an
improvement on the current situation.

When the financial supervisory bodies research developments in the field of money laundering, the
MOT will also provide them with data that contribute to such investigations. Consideration will also be
given to instructing the BLOM to give data to the financial supervisory bodies in future.

The reverse approach (the provision of supervisory information to MOT and BLOM) will be
reconsidered in correlation with EU legislation on the point (see par. 4.6.).

4.8. Comprehensive FIU system

In the fight against money laundering, the offices to which unusual transactions are reported play a key role
world-wide. At the centre of the anti-money laundering chain are the Financial Intelligence Units (FIUs) that are
exceliently placed to serve a pivotal role — information is received by them and processed further. In the
Netherlands, the unit responsible for this is the Office for the Disclosure of Unusual Transactions. Here, the
emphasis lies both on gathering intelligence and providing information to the police for use in investigations.
Financial intelligence focuses on discovering possible money laundering movements or criminal or terrorist
financing in payment flows. Here the primary goal is to prevent use-use of the financial institution to launder
money. In co-operation with the financial sector, the government can, based on the findings of financial
intelligence, create an ever-increasing and more powerful supervisory framework to protect the freedom of
capital.

However, even on the side of enforcement, the FIUs play a key role. Trends, patterns and shames can
be identified and provided to the financial investigation services. Concrete indications can, after
intensive research, lead to cases for the Public Prosecutions Department and the police.

Both the preventive and enforcement efforts of the FIUs play at national and international level. Co-
operation and exchange of data are essential preconditions here.

Advanced telematics networks that enable data exchange are the best instrument for this.

The FIU-Net can provide for this. At present, five countries within the European Union are setting up a
pilot network. In addition to, and headed by the Netherlands, the United Kingdom, France, Italy and
Luxembourg are taking part. The pilot network is expected to be ready in December 2001.

Expansion to other member states within the EU based on the CRIMORG council decision 134 is
crucial in the further intensification of the co-operation between the FlUs.

With a functioning FIU-Net, countries have a system with which rapid, safe and systematic information on
subjects and transactions can be compared and exchanged. Subjects can be monitored along these lines in
the area of finance.

By providing results to financial institutions, an early warning system can be created whereby institutions can
report the transactions of certain legal subjects contained on a watch list on the basis of an objective terror
indicator.

5. Budget aspects

in a letter of 26 October 2001, the Lower House was informed of the financial consequences of the
action plan to fight terrorism and promote security. in this letter, the budget consequences of action
points 20 through 33 of the action plan were described at aggregated level. In the extension of the
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elaboration given in this paper further budgetary impact follows. Not all the policy plans contained in
this policy paper are financed through the budget. Specifically, the costs of financial supervision will be
claimed by the financial supervisory bodies from the institutions under their supervision, or (in
instances of supervision based on the Credit System Supervision Act) indirectly charged to the state
via the profit payments of the DNB. Where costs are passed on to other institutions under supervision,
this will be done via the budgets and expenses schemes of the financial supervisory bodies in

questions.

The table below shows, per area, as expressed in the above-mentioned letter of 26 October 2001, the
budget that is allocated and the estimated number of full time equivalent posts (thd = to be
determined).35

2002 2003 2004 2005 2006
FTEP | NLG | FTEP | NLG | FTEP { NLG | FTEP | NLG | FTEP | NLG
mill mill mill mill mill
Expanding 40 9 50 10 60 12 60 12 60 12
task of FIOD-
ECD
Expanding Tbd 6 tbd 6 tbd 5 tbd 5 Tbd 5
control of
compliance
with
supervisory
integrity
legislation
Total in NLG mill. 15 16 17 17 17
Total in € 6.81 7.26 7.71 7.71 7.71
These full time equivalent posts are broken down as follows:
Expansion of the task FIOD-ECD FTEPs 2002 FTEPs 2006
Two extra teams fin-econ. investigation 21 35
Expansion of investigation information 6 10
Expansion of Criminal Intelligence Unit 3 5
Financial expertise 5 10
Extra activities as a result of requests for iegal assistance 10
Total 40 60

Expanded supervisory and integrity legislation including monitoring compliance

The expansions relate to reinforcing the Financial Expertise Centre (6/8 full time equivalent posts) and to
countering underground banking and intensifying financial supervision (20 - 25 full time equivalent posts).
Further detailing will take place in the coming period.

The above explanation covers the initiatives described in this policy paper with the exception of the
extra resources for the judiciary (paragraph 4.5), structuralizing the HARM provision (paragraph 4.3)
and reinforcing the Wet MOT (paragraph 4.7).

35 In addition to the below, this letter also contains an intensification for the material supervision of airports by means of an extra
mobile goods scanned estimated at € 7 million.
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The extra resources for the judiciary are dealt with in this paper but have been classed under action
point 11 of the counter-terrorist action plan in a formal sense (see letter of 26 October 2001).

To structuralize the HARM provision, expansion of the duty to report under the Wet MOT and the planned
improvement trajectory, a plan of approach will be prepared. The resulting formative expansions will be fleshed
out in correlation with the expansion of the tax administration with regard to underground banking {see above).
This will prevent the watering down of scarce expertise. Here, the starting point is that the total budgetary
impact remains within the framework determined above.

6. Final considerations

The dramatic events in the United States on 11 September 2001 created enormous support for
intensifying the fight against terrorism. In the Dutch context, this resulted in such measures as the anti-
terrorism and security action plan and the current policy paper that responds to this.

In the domain of the financial sector, policy to reinforce supervision and the enforcement of financial
supervisory and anti-money laundering legislation was embarked upon some time ago. The recent
incidents do not just point out the need and timeliness of this policy but also prompted a number of
additional initiatives and policy impulses. These measures contribute to further reinforcing integrity in
the financial sector and with this to the fight against terrorism.

To organise the co-ordination of current and new measures in this document in a clear manner, both
categories are comprehensively shown in annex 1, including the initial action points 20 up to and
including 32 of the action plan to fight terrorism and promote security.

Finally, as signalled in the introduction, the success of many of the measures rests on a co-ordinated
approach, at national and international level. Where this was specifically dealt with per section, is
indicated in the policy paper. To encourage such an approach in an international context, the Minister of
Finance sent a letter in October to fellow ministers in the EU and to the President of the European
Commission to promote these aspects. Copies of this letter are contained in annex 2.

Of course, in Dutch relations emphasis is also on a co-ordinated approach, both within the government
and in reciprocal co-operation between the government, market parties, supervisory bodies and
investigation services. A number of the policy intentions of this paper were thus formulated as bodies of
thought: they will need to be further elaborated in consultation with the parties concerned.

The Lower House will of course be informed of all progress as the occasion arises.

THE MINISTER OF FINANCE THE MINISTER OF JUSTICE
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Annex 2: Letter from the Minister of Finance to the EcoFin and the European
Commission

To EcoFin ministers

Date Your letter (Reference) Our reference
26 October 2001 FM 2001-01762 M
Subject

Terrorist financing

In line with our discussion in the last EcoFin-Council on combating terrorism, | have formulated some
action-points for the EcoFin-Council in enclosed paper. | should like to point out that not all action-
points are new,; in fact, some of them have been on the agenda for some time. However, it might be
useful to focus our attention on a broad number of issues to be addressed in relation to combating
terrorism. The possible action-points should certainly be supplemented with decisions to be made by
the Justice Council. | am not sure whether the Commission is preparing a joint action programme. The
enclosed paper could be a useful input into a possible EU action program on terrorism.

| have sent a similar letter to all members of the EcoFin-Council, the President of the European
Commission, EU Commissioner Vitorino and EU Commissioner Bolkestein.

The Minister of Finance of the Netherlands,
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Mr. R. Prodi

President of the European Commission
Rue de la Loi

B- 1049 Bruxelles

Date Your letter (Reference) Our reference
26 October 2001 FM 2001-01762 M
Subject

Terrorist financing

Please find attached a copy of the letter concerning measures against terrorist financing, which | have sent to

all members of the EcoFin-Council.

As you will notice, | have formulated some possible action-points for the EcoFin-Council in the fight against the
financing of terrorism. At this moment, | do not know whether your Commission has already formulated draft
proposals on the specific issues highlighted in my non-paper, but | am sure that our ideas on this very
important topic will match to a high degree.

The Minister of Finance of the Netherlands,

Copy to Commissioner Vitorino

Copy to Commissioner Bolkesteinvp
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MINISTRY OF FINANCE OF THE NETHERLANDS
Financial Markets Policy Directorate
Integrity of the financial sector and the fight against terrorism

Tracing the relation between financial transactions and terrorism is of utmost importance for the fight against
terrorism. Strengthening the combat against money laundering will contribute to the fight against terrorist
financing. However, because the combat against money laundering and terrorist financing is not a perfect match,
specific action on terrorist financing is also needed. This can only be effectively organised in an integrated
approach encompassing the following key elements:

Criminalisation;

Reporting and customer due diligence;
Supervision;

Effective law enforcement and prosecution; and
(Inter)national co-operation.

Although the fight against terrorism asks for prompt action, a lot of follow up actions will be necessary too. From
that perspective some thoughts will be put forward below.

FATF

¢ Broaden the mandate and, as a consequence, the recommendations and guidelines of the FATF and the Non
Co-operative Countries and Territories (NCCT) exercise in order that they cover terrorism.
- Action: Implement through EU regulation the broadened FATF and NCCT recommendations

¢ Speed up the process of review of the recommendations of the FATF. Key elements in this process are the
implementation of customer due diligence, the fight against the misuse of corporate entities for money
laundering and terrorism through i.a. trusts, and obligatory reporting and identification for relevant non-
financial entities like dealers in high value goods, notaries and lawyers.
- Action: the review of the recommendations of the FATF should be finalised no later than June 2002.

¢  Comply no later than the end of 2002 with the 40 recommendations of the FATF and the 25 FATF NCCT
criteria.
- Action: countries and especially members of the FATF and the FATF regional style bodies should take the
necessary action.

e Help through technical assistance countries to comply with the recommendations and the NCCT criteria of
the FATF.
- Action: organisations such as the regional development banks, IBRD and IMF should be encouraged to
Sfacilitate systems combating money laundering and terrorist financing.

o Continue vigorously the successful Non Co-operative Countries and Territories exercise. The FATF
recommendations must be effectively observed world-wide. Otherwise loopholes in the system will prevail
through which the recommendations and NCCT criteria can be circumvented.

- Action: the members and the secretariat of the FATF should allocate more capacity to the NCCT-exercise. Apart
Jrom the consequences of the broadening of the mandate, a lot of countries in Asia, Africa and the Balkan have
not yet been reviewed, while jurisdictions which have been reviewed but not identified as NCCT'’s have hardly
been monitored.
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* Enhance compliance of NCCT-countries with the recommendations of the FATF by applying other
countermeasures in addition to peer pressure, such as financial measures.
- Action: the FATF and the EU should evaluate in the short run the possibilities to take countermeasures
that go beyond peer pressure and, if necessary, initiate regulation which would make prompt
countermeasures possible. :

* Incorporate in the Article 4 consultations of the IMF the observance of the recommendations of the FATF.,
- dction: the IMF is framing a ROSC standard (Report on the Observance of Standards and Codes) in order to
effectively monitor compliance with the recommendations and the NCCT criteria in the future.

European Union

* Reinforce the effective co-operation between financial supervisors, public prosecutors and law enforcement
authorities in the field of the financial sector.
- dction: remove through EU regulation obstacles for the exchange of information; the separation between
administrative and criminal exchange of information is too rigid.

* Improve the exchange of information between financial intelligence units (FIU’s) in EU countries.
- Action: facilitate through a pilot project the creation of structures contributing to a quick exchange of
information between FIUs in the EU.

*  Strengthen the outcome of the money laundering systems in terms of convictions, seizures and assets freezing
etc.
- dction: in the short run a framework should be developed to assess the effectiveness of anti-money
laundering systems. To facilitate this process adequate statistics are a prerequisite.

* Secure regulation with regard to money transfer institutions, which are very sensitive to money laundering
activities and terrorist financing.
- Action: evaluate the effectiveness of existing money transfer systems and, if necessary, strengthen EU
regulation.

¢ Broaden the concept of fitness and properness of management and shareholders of financial institutions to
include integrity of (the activities of) financial institutions.
- dction: introduce through EU regulation supervision on the integrity of (the activities of) financial
institutions.

* Secure EU regulation on the misuse of corporate entities for money laundering activities and terrorist

financing.
- Action: combat through EU regulation the misuse of corporate entities such as trusts and bearer instruments.

*  Secure EU regulation on the reporting by customs of suspicious/unusual cross-border cash flows and other

similar items.
- Action: initiate to that end EU regulation.

* Organise between government authorities responsible for the functioning of financial markets in EU-member
states and the Commission a teleconference facility in order to promote communication and action capability
whenever critical situations appear. At present such facilities are already in place between supervisors and in
the monetary and economic sphere.

- dction: to that end the EU Commission could take an initiative.

The Hague, 26.10.2001
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Annex 3: FATF press release in response to expanding the mandate to fight terrorist
financing

Financial Action Task Force on Money Laundering
Groupe d'action financiére sur le blanchiment de capitaux

Washington, 31 October 2001
FATF Cracks Down On Terrorist Financing

At an extraordinary Plenary1 on the Financing of Terrorism held in Washington, D.C. on 28 and 30
October 2001, the Financial Action Task Force (FATF) expanded its mission beyond money laundering.
It will now also focus its energy and expertise on the world-wide effort to combat terrorist financing.
Today the FATF has issued new international standards to combat terrorist financing, which we call on
all countries in the world to adopt and implement, said FATF President Clarie Lo. Implementation of
these Special Recommendations will deny terrorists and their supporters access to the international
financial system..

During the extraordinary Plenary, the FATF agreed to a set of Special Recommendations on Terrorist
Financing® which commit members to:

Take immediate steps to ratify and implement the relevant United Nations instruments.
Criminalise the financing of terrorism, terrorist acts and terrorist organisations.

Freeze and confiscate terrorist assets.

Report suspicious transactions linked to terrorism.

Provide the widest possible range of assistance to other countries. law enforcement and
regulatory authorities for terrorist financing investigations.

Impose anti-money faundering requirements on aiternative remittance systems.

+ Strengthen customer identification measures in international and domestic wire transfers.

« Ensure that entities, in particular non-profit organisations, cannot be misused to finance
terrorism.

in order to secure the swift and effective implementation of these new standards, FATF agreed to the
following comprehensive Plan of Action:

+ By 31 December 2001, self-assessment by all FATF members against the Special
Recommendations. This will include a commitment to come into compliance with the Special
Recommendations by June 2002 and action plans addressing the implementation of
Recommendations not already in place. All countries around the world will be invited to participate
on the same terms as FATF members.

» By February 2002, the development of additional guidance for financial institutions on the
techniques and mechanisms used in the financing of terrorism.

« In June 2002, the initiation of a process to identify jurisdictions that lack appropriate measures to
combat terrorist financing and discussion of next steps, including the possibility of counter-
measures, for jurisdictions that do not counter terrorist financing.

+ Regular publication by its members of the amount of suspected terrorist assets frozen, in
accordance with the appropriate United Nations Security Council Resolutions.
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* The provision by FATF members of technical assistance to non-members, as necessary, to assist
them in complying with the Special Recommendations.

In taking forward its Plan of Action against terrorist financing, the FATF will intensify its co-operation
with the FATF.style regional bodies and international organisations and bodies, such as the United
Nations, the Egmont Group of Financial Intelligence Units, the G-20, and International Financial
Institutions, that support and contribute to the international effort against money laundering and terrorist
financing.

FATF also agreed to take into account the Special Recommendations as it revises the FATF 40
Recommendations on Money Laundering and to intensify its work with respect to corporate vehicles,
correspondent banking, identification of beneficial owners of accounts, and regulation of non-bank
financial institutions.

The FATF is an independent international body whose Secretariat is housed at the OECD.

The twenty nine member countries and governments of the FATF are: Argentina; Australia; Austria;
Belgium; Brazil, Canada; Denmark; Finland; France: Germany; Greece; Hong Kong, China; Iceland;
Ireland; ltaly; Japan; Luxembourg; Mexico; the Kingdom of the Netherlands; New Zealand: Norway;
Portugal; Singapore; Spain; Sweden; Switzerland; Turkey, United Kingdom and the United States. Two
international organisations are also members of the FATF: the European Commission and the Gulf Co-
operation Council.

For further information, please contact Helen Fisher, OECD Media Relations Division (tel: 33 1 45 24
80 94 or helen fisher@oecd.org) or the FATF Secretariat (tel: 331 45 24 79 45 or contact@fatf-gafi.org)

1 Attended by representatives of the 31 FATF members and 18 FATF-style regional bodies and observer organisations.
Regional bodies and observer organisations included the Asia/Pacific Group on Money taundering, the Caribbean Financial
Action Task Force, the Eastern and Southern Africa Anti-Money Laundering Group, the Select Committee of Experts on the
Evaluation of Anti-Money Laundering Measures of the Council of Europe, the Asian Development Bank, the

Commonwealth Secretariat, the European Central Bank, Europol, the Inter-American Development Bank, the International
Monetary Fund, the International Organisation of Securities Commissions, Interpol, the Offshore Group of Banking Supervisors,
OAS/CICAD, the United Nations Office on Drug Contral and Crime Prevention, the World Bank, and the World Customs
Organisation.

2 See the text of the Special Recommendations in Annex.
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ANNEX

FATF Special Recommendations on Terrorist Financing

Recognising the vital importance of taking action to combat the financing of terrorism, the FATF has
agreed these Recommendations, which, when combined with the FATF Forty Recommendations on
money laundering, set out the basic framework to detect, prevent and suppress the financing of
terrorism and terrorist acts.

1. Ratification and implementation of UN instruments

Each country should take immediate steps to ratify and to implement fully the 1999 United Nations
International Convention for the Suppression of the Financing of Terrorism.

Countries should also immediately implement the United Nations resolutions relating to the prevention
and suppression of the financing of terrorist acts, particularly United Nations Security Council
Resolution 1373.

Il. Criminalising the financing of terrorism and associated money laundering

Each country should criminalise the financing of terrorism, terrorist acts and terrorist organisations.
Countries should ensure that such offences are designated as money laundering predicate offences.

Il. Freezing and confiscating terrorist assets

Each country should implement measures to freeze without delay funds or other assets of terrorists,
those who finance terrorism and terrorist organisations in accordance with the United Nations
resolutions relating to the prevention and suppression of the financing of terrorist acts.

Each country should also adopt and implement measures, including legislative ones, which would
enable the competent authorities to seize and confiscate property that is the proceeds of, or used in, or
intended or allocated for use in, the financing of terrorism, terrorist acts or terrorist organisations.

IV. Reporting suspicious transactions related to terrorism

If financial institutions, or other businesses or entities subject to anti-money laundering obligations,
suspect or have reasonable grounds to suspect that funds are linked or related to, or are to be used for
terrorism, terrorist acts or by terrorist organisations, they should be required to report promptly their
suspicions to the competent authorities.

V. International Co-operation

Each country should afford another country, on the basis of a treaty, arrangement or other mechanism
for mutual legal assistance or information exchange, the greatest possible measure of assistance in
connection with criminal, civil enforcement, and administrative investigations, inquiries and proceedings
relating to the financing of terrorism, terrorist acts and terrorist organisations.

Countries should also take all possible measures to ensure that they do not provide safe havens for

individuals charged with the financing of terrorism, terrorist acts or terrorist organisations, and should
have procedures in place to extradite, where possible, such individuals.
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VI. Alternative Remittance

Each country should take measures to ensure that persons or legal entities, including agents, that
provide a service for the transmission of money or value, including transmission through an informal
money or value transfer system or network, should be licensed or registered and subject to all the FATF
Recommendations that apply to banks and non-bank financial institutions. Each country should ensure
that persons or legal entities that carry out this service illegally are subject to administrative, civil or
criminal sanctions.

VIl. Wire transfers

Countries should take measures to require financial institutions, including money remitters, to include
accurate and meaningful originator information (name, address and account number) on funds
transfers and related messages that are sent, and the information should remain with the transfer or
related message through the payment chain.

Countries should take measures to ensure that financial institutions, including money remitters, conduct
enhanced scrutiny of and monitor for suspicious activity funds transfers which do not contain complete
originator information (name, address and account number).

VIIl. Non-profit organisations

Countries should review the adequacy of laws and regulations that relate to entities that can be abused
for the financing of terrorism. Non-profit organisations are particularly vulnerable, and countries should
ensure that they cannot be misused:

(i) by terrorist organisations posing as legitimate entities:

(ii) to exploit legitimate entities as conduits for terrorist financing, including for the purpose of escaping
asset freezing measures; and

(iii) to conceal or obscure the clandestine diversion of funds intended for legitimate purposes to terrorist
organisations.
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