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Propaganda

1. Propaganda output by ISIL (Da’esh) and Al-Qaida remained high. It continued to be
used as a recruitment and fund-raising tool, but also to communicate strategic priorities.

2. ISIL (Da’esh), through its various media outlets, regularly communicated in
multiple languages. It put considerable effort into its weekly publication, al-Naba. It
used al-Naba to discuss a range of issues, from foreign affairs to Sharia law. It
regularly exhorted readers to carry out lone actor attacks and provided practical
guidance on how to do so. During the reporting period, every edition of al-Naba
focused on operations in Africa and regularly appealed to fighters to travel there
(e.g. to Somalia, Sahel, Sudan). Its propaganda during Eid al-Adha focused
exclusively on its African branches.

3.  Propaganda disseminated by ISIL (Da’esh) and Al-Qaida was promoted through
their ‘official’ media channels. Their output was often co-ordinated around major
attacks or ideological messaging campaigns. The outlets include:

« ISIL (Da’esh) and its affiliates: Al-Naba’ newspaper (produced by ISIL Core),
Amaq News Agency (ISIL outlet for claims of attacks and battlefield updates),
Al-A‘zaim Media Foundation (affiliated with ISIL-Khorasan Province), Voice
of Khorasan magazine (ISIL-K propaganda in South and Central Asia)

* Al-Qaida and its affiliates: As-Sahab Media Foundation (Al-Qaida’s central
media wing), Al-Malahem Media (affiliated with Al-Qaida in the Arabian
Peninsula - AQAP), Al-Kataib Media Foundation (affiliated with Al-Shabaab in
East Africa), Al-Andalus Media (linked to Jama'at Nusrat al-Islam
wal-Muslimin - INIM).

4.  ‘Official’ media were amplified and enhanced by a growing ecosystem of
sympathisers and supporters. Member States underscored the significant role played
by these unofficial yet sympathetic outlets to amplify extremist narratives and
facilitate recruitment. Supporters of ISIL (Da’esh) and Al-Qaida actively contributed
to the spread and amplification of content released by the groups’ official media wings,
thereby expanding its reach and influence beyond core networks.

5. Both Al-Qaida and ISIL (Da’esh) continued to experiment with different
communication platforms to glorify violence and promote an idealized life under their
rule. ISIL (Da’esh) tried to exploit TikTok’s reach and algorithmic power for
radicalization and recruitment, focusing on youth. AQAP continued to try to exploit
gaming platforms for recruitment, also focusing on youth. Once an initial contact had
been made, potential recruits were directed to encrypted apps (such as Telegram,
Element, Discord, Threema, or Zangi), for further indoctrination and tasking.

6.  Groups also continued to experiment with artificial intelligence (AI), mostly for
radicalization and recruitment, and to amplify or enhance propaganda. For example,
Al-Shabaab released a series of messages that were translated into various languages
using Al tools. ISIL (Da’esh) previously released guidance on how to use Generative
Al tools, including ChatGPT, whilst avoiding detection. There was some reporting to
suggest that ISIL (Da’esh) was targeting recruitment of cyber experts to bolster its
capabilities in this area.
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7. AQ and ISIL continued to distort and misrepresent Member State actions, in
particular counter terrorism operations, to support their narratives. It is important to
ensure that MS CT activity is seen to adhere to international law, and is sensitive to
local concerns, in order not to feed perceived grievances and inadvertently provide
fodder for terrorist propaganda.
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Twenty-five years of counter-terrorism sanctions

Background

1. On 15 October 1999, the UN Security Council adopted resolution 1267 (1999)
under Chapter VII of the UN Charter. It was the first UN-mandated sanctions regime
specifically directed against a non-state actor, legally binding on all UN member
states.

2. The initial sanctions measures were related to aviation and finance. An arms
embargo was added in December 2000 under resolution 1333 (2000). This resolution
also created a Committee of Experts to oversee and support implementation; this was
the forerunner of the current Analytical Support and Sanctions Monitoring Team,
which was formally established under resolution 1526 (2004) in 2004.

3. As such, this is the 25th year of the counter-terrorism sanctions oversight

mechanism, and the 21st year of operation of the Monitoring Team .

4.  The Monitoring Team’s mandate is fully described in paragraphs 51-52 and the
annex of resolution 2255 (2015), and in paragraphs 101-108 and Annex I of resolution
2734 (2024).

5.  The counter-terrorism sanctions regime has continued to evolve to meet the
changing threat, and it now encompasses a wide range of issues, including ISIL
(Da’esh) and its affiliates, foreign terrorist fighters, cryptocurrency, abuse of social
media for recruitment, trade in cultural property, kidnapping for ransom, and proceeds
of crime including trafficking in persons. There are now over 40 UN Security Council
Resolutions that relate to counter-terrorism and, directly or indirectly, to the work of
the Monitoring Team.

6. An Ombudsperson mechanism? was established by resolution 1904 (2009). Its
mandate has been extended by subsequent resolutions, most recently by resolution
2734 (2024). It provides independent review of requests from listed individuals and
entities seeking removal of their name from the sanctions list. The Ombudsperson is
mandated to gather information and to interact with petitioners, relevant States, the
Monitoring Team and other interlocutors. Within an established time frame, the
Ombudsperson presents to the 1267 Committee® a Comprehensive Report on the
petition, including a recommendation as to whether the individual or entity should be
retained or delisted; the Committee then decides, in line with the relevant provisions

in Annex II to resolution 2734 (2024) which includes a “reverse consensus” procedure.

By ensuring respect for due process, the Ombudsperson mechanism enhances the
legitimacy and credibility of the 1267 sanctions regime.

7. A humanitarian exemption to the asset freeze provision was established by
resolution 2664 (2022), including for an initial period of 2 years for the 1267
sanctions regime. This was extended indefinitely by resolution 2761 (2024).

Implementation

8.  The regime aims, broadly, to constrain and complicate the activities of those
who are believed to be involved in terrorism related to ISIL (Da’esh), Al-Qaida and
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Analytical Support and Sanctions Monitoring Team, established in 2004.

Further details can be found at https://main.un.org/securitycouncil/en/ombudsperson.

The Security Council Committee pursuant to resolutions 1267 (1999) 1989 (2011) and 2253 (2015)
concerning Islamic State in Iraq and the Levant (Da’esh), Al-Qaida and associated individuals, groups,
undertakings and entities.
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their affiliates. It also aims to assess and communicate widely the threat posed by
these groups, and the evolution in their tactics*. Member States are required to subject
listed individuals to a travel ban; and listed individuals and entities are also subject
to an asset freeze and an arms embargo.

9. Those individuals and entities that are listed under the counter-terrorism
sanctions regime are automatically subject to an INTERPOL Special Notice. These
contain information that helps identify listed individuals or entities and supports law
enforcement in taking appropriate action in line with their national laws. Special
Notices are circulated to all INTERPOL member countries through a secure global
communications system, and extracts of them are published online.

10. Currently, 254 individuals and 89 entities have been determined to meet the
listing criteria (including participation in the financing, planning, preparing or
carrying out activities on behalf of Al-Qaida or ISIL (Da’esh)). Around one-quarter
of those listed are terrorist facilitators or played a facilitation role for groups linked
to Al-Qaida or ISIL. The following graph shows the trends in listings and delisting
since the regime was established:

Listings and delistings under the 1267 regime, 2001-2025
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Source: Data provided by the 1267 Secretariat

11. Since the inception of the Ombudsperson mechanism, 112 cases have been
accepted by the Ombudsperson (as of 1 May 2025). In the 105 cases fully completed
through the Ombudsperson process, 72 requests for delisting have been granted, one
entity has been removed as an alias of a listed entity and 33 requests have been denied.

12. The Monitoring Team’s 6-monthly reports regularly identify individuals and
entities that Member States have assessed to be involved in terrorism, but who are not
currently listed. Nearly half of non-listed individuals are linked with South and
Central Asia; around one-third are associated with Africa.

13. In the 35th report, 19 entities and 25 individuals of concern were identified but
not listed. This included the senior leadership of ISIL (Da’esh), and the heads of ISIL
(Da’esh) regional offices. Since the 30th report in 2022, 123 non-listed individuals
and entities have been mentioned at least once. Ten non-listed individuals and entities
have been referred to in the last five reports.
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An archive of Monitoring Team reporting is at https://main.un.org/securitycouncil/en/sanctions/
1267/monitoring-team/reports
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Number of "not listed” individuals or entities mentioned in MT
reports since July 2022

H Entities Individuals

. oo o o B

30th report  31streport 32ndreport 33rd report  34th report  35th report
(July 2022)  (Feb.2023)  (July2023)  (Jan. 2024)  (July 2024)  (Feb. 2025)

Source: Annual reports by the Analytical Support and Sanctions Monitoring Team

14. The Monitoring Team engages broadly with various stakeholders to gather
information, raise awareness, and to help build capacity. It works closely with parts
of the UN counter-terrorism machinery, notably UNOCT and CTED. In particular, the
Monitoring Team has drawn on UNODC and its field presence to support Member
States to designate persons and entities under the 1267 sanctions regime, implement
domestic asset freezing regimes and deliver long-term operational, institutional and
legislative changes. This has included supporting countries’ effective implementation
of the recommendations of the Financial Action Task Force (FATF).

15. Engagement was disrupted by Covid-19. However, since January 2020, working
across its full mandate, the Monitoring Team has made over 100 international visits to
consult bilaterally with national authorities, in virtually every region of the world. Around
60% of meetings with national authorities have been with countries in the Asia-Pacific or
Europe. Nearly 16% of meetings with national authorities have been with countries in the
Middle East, and less than 13% have been with countries in Africa. The Monitoring Team
has also taken part in around 100 international conferences and workshops.

16. Since the Monitoring Team was established in 2004, it has produced over one
thousand pages of reporting and assessment on counter-terrorism issues related to its
mandate, mapping the evolution of the threat. It has made at least 250 recommendations:

* 40% relate to Committee working methods (including the listing/de-listing
processes).

* Just over 20% relate to improving the functioning of core elements of the regime,
i.e. asset freeze, arms embargo, travel ban.

* Just under 13% relate to enhancing international co-operation.

17. The remaining 27% cover a wide range of issues. For example, nine
recommendations relate to foreign terrorist fighters, six to internet/social media, and
one to trafficking of women and children.

18. As we look to the future, the Monitoring Team will consider previous
recommendations, and the issues that they aim to address, and assess how effectively
they have been implemented. The Monitoring Team will also look to develop more
accurate measures of its performance, and the impact of the counter-terrorism
sanctions regime, in addressing the threat from Al-Qaida, ISIL, and affiliated groups.
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