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I https://www.ohchr.org/en/calls-for-input/2022/call-inputs-report-right-privacy-digital-age-2022.

W OLEBFIAL) BNk (RPITARHE LA LT ER AR E R AZT) 5 14 5%:;
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UL AIHRC/27/37. A/HRC/39/29. A/HRC/44/24 1 AIHRC/48/31.

I https://www.washingtonpost.com/investigations/2021/07/24/whatsapp-pegasus-spyware/.
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DL https://forbiddenstories.org/about-the-pegasus-project/; https://citizenlab.ca/2016/08/million-
dollar-dissident-iphone-zero-day-nso-group-uae/; https://citizenlab.ca/2018/09/hide-and-seek-
tracking-nso-groups-pegasus-spyware-to-operations-in-45-countries/.

2022 46 H 21 H, VT QI [ A5 A 1 4 A P AR 00 R R R DR S AE KR 2 A
IE, VERTTER: https://multimedia.europarl.europa.eu/en/webstreaming/pega-committee-
meeting_20220621-1500-COMMITTEE-PEGA.

DL https://freedomhouse.org/sites/default/files/2022-
05/Complete_TransnationalRepressionReport2022_ NEW _0.pdf, % 29 i,

DL https://carnegieendowment.org/2021/07/21/governments-are-using-spyware-on-citizens.-can-they-
be-stopped-pub-85019.

I https://citizenlab.ca/2021/07/hooking-candiru-another-mercenary-spyware-vendor-comes-into-
focusl/.

0. https://about.fb.com/news/2021/12/taking-action-against-surveillance-for-hire/. H A {57 I,
https://citizenlab.ca/2020/06/dark-basin-uncovering-a-massive-hack-for-hire-operation/;
https://www.eff.org/press/releases/saudi-human-rights-activist-represented-eff-sues-spyware-maker-
darkmatter-violating; A1 https://blogs.microsoft.com/on-the-issues/2020/12/21/cyber-immunity-nso/.

A/HRC/41/35, %5 6 Bt; wiMbIAIRPIF 4 2R T 25 -
https://data.mendeley.com/datasets/csvhpkt8tm/2.

[iiZfg . Pegasus BAFIF AR RAIZLE D RERIME— T A, XA T HKBCRAE .
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A/HRC/29/32, %5 20 Bt * T RME B4, W A/76/380.

DL https://theintercept.com/2016/12/08/phone-cracking-cellebrite-software-used-to-prosecute-
tortured-dissident/.

A/HRC/41/35, 55 1 Bt; 3 WA ab k. BIVE BRI R BT 550 Ak ke i RV S04 75 B PR 23 A 3 LA
N R4 B2 26T Jamal Khashoggi S A AEVEFE TSR E R S WM 447 . AT & B
https://www.timesofisrael.com/nsos-pegasus-used-to-target-khashoggis-wife-before-his-murder-
washington-post/.

ENFE f ke, Manohar Lal Sharma i ¥F B B4 3R %, 2021 4F 10 H 27 HIK#H4, 55 39 K.
A/HRC/23/40, 3 62 Ek.
A/HRC/39/29, 3 19 Ek.

IXZEF5 T 51T I https://www.wired.com/story/modified-elephant-planted-evidence-hacking-
police/.

I https://edps.europa.eu/system/files/2022-02/22-02-
15_edps_preliminary_remarks_on_modern_spyware_en_0.pdf, %% 8 i,

A/HRC/39/29, % 19 B,
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REHE 75/176 SR VU AN ZE 225 48/4 ‘5 F1ZE 45/18 5 i,

A/HRC/17/27 ; A/HRC/20/17 ; A/HRC/23/40, %5 62 B ; A/HRC/41/35; A/HRC/41/41 ;
AI73/438; 73 WL https://www.ohchr.org/en/press-releases/2021/08/spyware-scandal-un-experts-call-
moratorium-sale-life-threatening.

DI CCPR/C/DEU/CO/7; CCPR/C/INLD/CO/5; CCPR/C/ITAICO/6.
DL https://www.oas.org/en/iachr/expression/showarticle.asp?artiD=998&IID=1.

DL https://www.oas.org/en/iachr/expression/showarticle.asp?artiD=1207&I1D=1;
https://www.oas.org/en/IACHR/jsForm/?File=/en/iachr/media_center/PReleases/2022/022.asp;
https://www.theguardian.com/world/2022/mar/17/pegasus-spyware-ban-el-salvador-iachr-hearing;
https://www.ohchr.org/en/statements/2021/09/committee-legal-affairs-and-human-rights-
parliamentary-assembly-council-europe; https://tvn24.pl/tvn24-news-in-english/polands-senate-
lunches-special-committee-to-examine-use-of-pegasus-software-5557023; [l iz ii% 56, Manohar
Lal Sharma #F £p B BEFT %, 2021 4 10 A 27 HIH 4.

DL https://www.euronews.com/next/2021/07/20/paris-prosecutor-to-investigate-alleged-pegasus-
hacking-after-complaint-by-french-journali; https://www.aljazeera.com/news/2021/7/22/hungary-
prosecutors-open-investigation-into-pegasus-spying-claims.

https://www.glanlaw.org/nso-spyware-hacking;
https://privacyinternational.org/examples/2605/lawsuits-target-nso-group-selling-spyware-
governments-targeting-activists-and; https://www.washingtonpost.com/technology/2021/11/23/apple-
pegasus-lawsuit-spyware-nso/; and https://cdn.ca9.uscourts.gov/datastore/opinions/2021/11/08/20-
16408.pdf. FT SR EX A ¥E 3 1T sh ME iR UL https://citizenlab.ca/2018/12/litigation-and-other-formal-
complaints-concerning-targeted-digital-surveillance-and-the-digital-surveillance-industry/.

. AIHRC/27/37; AIHRC/39/29; A/HRC/23/40 F1 A/HRC/23/40/Corr.1; CCPR/C/UKR/CO/8;
CCPR/C/DEU/CO/7; CCPR/C/ARM/CO/3; CCPR/C/BWA/CO/2; CCPR/C/FIN/CO/7.
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http://undocs.org/ch/A/HRC/41/41
http://undocs.org/ch/A/73/438
http://undocs.org/ch/CCPR/C/DEU/CO/7
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http://undocs.org/ch/CCPR/C/ITA/CO/6
https://www.glanlaw.org/nso-spyware-hacking
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https://privacyinternational.org/examples/2605/lawsuits-target-nso-group-selling-spyware-governments-targeting-activists-and
https://www.washingtonpost.com/technology/2021/11/23/apple-pegasus-lawsuit-spyware-nso/
https://www.washingtonpost.com/technology/2021/11/23/apple-pegasus-lawsuit-spyware-nso/
https://cdn.ca9.uscourts.gov/datastore/opinions/2021/11/08/20-16408.pdf
https://cdn.ca9.uscourts.gov/datastore/opinions/2021/11/08/20-16408.pdf
http://undocs.org/ch/A/HRC/27/37
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http://undocs.org/ch/CCPR/C/DEU/CO/7
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32 R B R A HLM, W https://edps.europa.eu/system/files/2022-02/22-02-
15_edps_preliminary_remarks_on_modern_spyware_en_0.pdf, 55 8 7.

33 I, https://privacyinternational.org/sites/default/files/2018-

08/2018.01.17%20Government%20Hacking%20and%20Surveillance.pdf.
84 Sz Rlh e M M P B A R, W, AVHRC/39/29.

35 AJHRC/39/29, %525 Bt AMHRC/44/24, %5 40 Bt AIHRC/48/31, 45 46 Et; A/HRC/41/35, %
34 166 Bto BN GOm @t 7 08 m &5, SETELEE AT HEE 5.

I https://www.ohchr.org/en/statements/2021/09/committee-legal-affairs-and-human-rights-
parliamentary-assembly-council-europe; https://www.ohchr.org/en/press-releases/2021/08/spyware-
scandal-un-experts-call-moratorium-sale-life-threatening;
https://www.amnesty.org/en/documents/doc10/4516/2021/en/;
https://cyberpeaceinstitute.org/news/renewed-call-moratorium-spyware/.
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http://undocs.org/ch/A/HRC/39/29
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http://undocs.org/ch/A/HRC/48/31
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https://www.ohchr.org/en/press-releases/2021/08/spyware-scandal-un-experts-call-moratorium-sale-life-threatening
https://www.ohchr.org/en/press-releases/2021/08/spyware-scandal-un-experts-call-moratorium-sale-life-threatening
https://www.amnesty.org/en/documents/doc10/4516/2021/en/
https://cyberpeaceinstitute.org/news/renewed-call-moratorium-spyware/
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A/HRC/35/9, 18 Bt.
DL https://sensortower.com/blog/signal-telegram-ukraine-russia-2022.

DL https://www.ohchr.org/en/press-releases/2016/03/apple-fhi-case-could-have-serious-global-
ramifications-human-rights-zeid.

K25 751176 Sl DL AR S 256 39/6 5. 2B 44/12 5. 2B 45/18 SAIEE 48/4 5 1hil.
K25 75176 5 PSR AR 455 48/4 59l o

DL AJHRC/29/32;
https://www.ohchr.org/sites/default/files/Documents/Issues/Opinion/EncryptionAnonymityFollowUp
Report.pdf; A/IHRC/41/41,
https://www.ohchr.org/sites/default/files/Documents/Issues/Opinion/JointDeclaration10July2019_Eng
lish.pdf; https://www.osce.org/representative-on-freedom-of-media/379351;
https://www.0as.org/en/iachr/expression/reports/ENGIA2020.pdf.

JLERMZE R 2, KT S5E T RELERRM R 25 5—BPEE (2021 £F), %5 70 Bt.

A S 255 45/18 S ¥il; A/HRC/29/32; https://www.osce.org/representative-on-freedom-of-
media/379351.

0. https://en.unesco.org/internet-universality-indicators, ¥§#5 D.5.

W, PSE 2/2017 Fl LBY 3/2022. A4 4@ 2R piAT A=, A&k
https://spcommreports.ohchr.org/Tmsearch/TMDocuments.

I https://hrsly.com/wp-content/uploads/2022/06/OL-LBY-3.2022-
DownLoadPublicCommunicationFile.pdf (LBY 3/2022).

L GBR 4/2015. MYS 2/2018. AUS 5/2018 Fl1 AUS 6/2018.
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https://www.ohchr.org/sites/default/files/Documents/Issues/Opinion/EncryptionAnonymityFollowUpReport.pdf
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https://www.ohchr.org/sites/default/files/Documents/Issues/Opinion/JointDeclaration10July2019_English.pdf
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