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r.org/en/statements/2021/09/committee-legal-affairs-and-human-rights-parliamentary-assembly-co
uncil-europe; https://tvn24.pl/tvn24-news-in-english/polands-senate-lunches-special-committee-to-
examine-use-of-pegasus-software-5557023; and Supreme Court of India, Manohar Lal Sharma v.

.Union of India, order of 27 October 2021
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.ry-prosecutors-open-investigation-into-pegasus-spying-claims
https://www.glanlaw.org/nso-spyware-hacking; https://privacyinternational.org/examples/2605/la
wsuits-target-nso-group-selling-spyware-governments-targeting-activists-and; https://www.washin
gtonpost.com/technology/2021/11/23/apple-pegasus-lawsuit-spyware-nso/; and https://cdn.ca9.usc
Aleha¥l Ao dll & dale sl e Js—aall ourts.gov/datastore/opinions/2021/11/08/20-16408.pdf
https://citizenlab.ca/2018/12/litigation-and-other-formal-complaints-concerning- kil «saanall 4. g3\l
.targeted-digital-surveillance-and-the-digital-surveillance-industry/

«CCPR/C/UKR/CO/8 «A/HRC/23/40/Corr.1 3 AIHRC/23/40 <A/HRC/39/29 ¢A/HRC/27/37 1z
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European Data Protection Supervisor, see https://edps.europa.eu/system/files/2022-02/22-02-
.15 edps_preliminary_remarks_on_modern_spyware_en_0.pdf, p. 8

https://privacyinternational.org/sites/default/files/2018-08/2018.01.17%20Government%20Ha ki
.cking%?20and%?20Surveillance.pdf

Syl Al il Wl cllecal) las A/HRC/39/29 ki

34 oyl A/HRC/A1/35 5 446 55l SAHRC/48/31 40 sl LA/HRC/44/24 25 syl LA/HRC/39/29
ccahabiall A sans a8 slael gladY) Geial gl chlic) sas ssha Dage Lé.gwii\ Alany) Aa) 284 .66
https://www.ohchr.org/en/statements/2021/09/committee-legal-affairs-and-human-rights- Ll
parliamentary-assembly-council-europe; https://www.ohchr.org/en/press-releases/2021/08/spyware

-scandal-un-experts-call-moratorium-sale-life-threatening; https://www.amnesty.org/en/documents
./doc10/4516/2021/en/; and https://cyberpeaceinstitute.org/news/renewed-call-moratorium-spyware/
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https://www.ohchr.org/en/press-releases/2016/03/apple-fbi-case-could-have-serious-global- sl
.ramifications-human-rights-zeid
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A/HRC/29/32; https://www.ohchr.org/sites/default/files/Documents/Issues/Opinion/Encrypti -
onAnonymityFollowUpReport.pdf; A/HRC/41/41; https://www.ohchr.org/sites/default/files/Docu
ments/Issues/Opinion/JointDeclaration10July2019_English.pdf; https://www.osce.org/representati

ve-on-freedom-of-media/379351; and https://www.oas.org/en/iachr/expression/reports/ENGIA202
.0.pdf
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. https://en.unesco.org/internet-universality-indicators, indicator D.5 ki

LBY 3/2022. All communications mentioned in the present report are available s PSE 2/2017 ksl
.from https://spcommreports.ohchr.org/Tmsearch/TMDocuments
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https://hrsly.com/wp-content/uploads/2022/06/0OL-LBY-3.2022-DownLoadPublicCommu
-(nicationFile.pdf (LBY 3/2022

.AUS 6/2018 5 AUS 5/2018 s MYS 2/2018 s GBR 4/2015 ki
.RUS 7/2016 and RUS 7/2018 L
.BRA 7/2020 s BRA 6/2020 5 IND 3/2019 5 IND 31/2018 kil

the “EARN IT” Act adopted in the United States of America in 2020 (see USA «Jtdll Jo—us e
4/2020); the draft Online Safety Bill in the United Kingdom (see GBR 5/2022); the European
Commission proposal for a regulation of the European Parliament and of the Council laying down
rules to prevent and combat child sexual abuse, 11 May 2022 (COM(2022) 209); and Government
of India, Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,

.2021 (see IND 8/2021)
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European Court of Human Rights, Rotaruv. Romania, para. 43, judgment of 4 May 2000; Peck L
v. the United Kingdom, judgment of 28 January 2003, para. 59; Perry v. the United Kingdom,
judgment of 17 July 2003, para. 38; and Vukota-Bojic¢ v. Switzerland, judgment of 18 January 2017,
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CERD/C/CHN/CO/14-17; and https://www.brookings.edu/techstream/how-to-reform-police- ki (92)
.monitoring-of-social-media

the conference room paper of the High Commissioner on the promotion and protection of the ki (93)
human rights and fundamental freedoms of Africans and of people of African descent against
excessive use of force and other human rights violations by law enforcement officers, paras. 93 and
.94. Available from https://www.ohchr.org/en/hr-bodies/hrc/regular-sessions/session47/list-reports

-39 syl cand A/THRC/44/57 12 sl <LA/HRC/41/35  (94)
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conference room paper of the High ¢43 s_all (A/HRC/44/57 34-33 iyl «ouleall il (<l
Commissioner on the promotion and protection of the human rights and fundamental freedoms of
Africans and of people of African descent against excessive use of force and other human rights
https://www.nyulawre ¢24 3,221l <violations by law enforcement officers, para. 93; A/HRC/48/31
view.org/online-features/dirty-data-bad-predictions-how-civil-rights-violations-impact-police-data
-predictive-policing-systems-and-justice/; https://www.fairtrials.org/app/uploads/2021/11/Automat
ing_Injustice.pdf; and https://themarkup.org/prediction-bias/2021/12/02/crime-prediction-software
.-promised-to-be-free-of-biases-new-data-shows-it-perpetuates-them

European ¢52 5 35 5 29 <l A/HRC/44/24 :clalaiaVls Gl Lad ol €20 580 A/HRC/27/37  (96)
Court of Human Rights, Big Brother Watch and Others v. the United Kingdom, judgment of 25 May
2021 (58170/13, 62322/14 and 24960/15), para. 495; http://dx.doi.org/10.15779/Z38SS13;
https://www.pewresearch.org/wp-content/uploads/sites/9/2015/03/P1_AmericansPrivacyStrategies
._0316151.pdf; and https://pen.org/research-resources/global-chilling/

https://www.pewresearch.org/wp-content/uploads/sites/9/2015/03/P1_AmericansPrivacyStr sl (97)
.ategies_0316151.pdf

.https://pen.org/research-resources/global-chilling/ ki (98)
.https://teknologiradet.no/wp-content/uploads/sites/105/2018/05/Online-with-the-public.pdf kit (99)
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the proposed European Union Artificial Intelligence Act; the European Data Protection Board ki
Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement,
Version 1.0, available at https://edpb.europa.eu/our-work-tools/documents/public-consultations/20
22/guidelines-052022-use-facial-recognition_en; see also law in Washington State, United States of
America, relating to the wuse of facial recognition, available at https://www.secur
ityindustry.org/report/washington-facial-recognition-law-fag/; and bans and moratoriums adopted

.by local and regional legislatures
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https://academicworks.cuny.edu/jj_pubs/256/; and https://doi.org/10.1080/01924036.2021. ,tal
.1879885

.https:/lwww.comparitech.com/vpn-privacy/the-worlds-most-surveilled-cities/ ksl

https://www.macarthurjustice.org/blog/shotspotter-is-a-failure-whats-next/; and https://igchic
ago.org/2021/08/24/oig-finds-that-shotspotter-alerts-rarely-lead-to-evidence-of-a-gun-related-crim
.e-and-that-presence-of-the-technology-changes-police-behavior/

https://themarkup.org/prediction-bias/2021/12/02/crime-prediction-software-promised-to-be- 1l
.free-of-biases-new-data-shows-it-perpetuates-them
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