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Nota de la Presidencia del Consejo de Seguridad

En el parrafo 2 de la resolucion 2515 (2020), el Consejo de Seguridad solicitd
al Grupo de Expertos establecido en virtud de la resolucion 1874 (2009) que le
presentara un informe final con sus conclusiones y recomendaciones.

Por consiguiente, la Presidencia remite adjunto el informe que le envid el Grupo
de Expertos (véase el anexo).
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Carta de fecha 2 de marzo de 2021 dirigida a la Presidencia
del Consejo de Seguridad por el Grupo de Expertos
establecido en virtud de la resolucion 1874 (2009)

El Grupo de Expertos establecido en virtud de la resolucion 1874 (2009) del
Consejo de Seguridad tiene el honor de transmitir por la presente, de conformidad
con lo dispuesto en el parrafo 2 de la resolucion 2515 (2020), el informe final sobre
su labor.

El informe se presentd el 5 de febrero de 2021 al Comité del Consejo de
Seguridad establecido en virtud de la resolucion 1718 (2006), que lo examind el 24
de febrero de 2021.

El Grupo agradeceria que la presente carta y el informe se sefialaran a la
atencion de los miembros del Consejo de Seguridad y se publicaran como documento
del Consejo.

Grupo de Expertos establecido en virtud de la
resolucion 1874 (2009) del Consejo de Seguridad
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Carta de fecha 5 de febrero de 2021 dirigida a la Presidencia
del Comité del Consejo de Seguridad establecido en virtud de
la resolucion 1718 (2006) por el Grupo de Expertos establecido
en virtud de la resolucion 1874 (2009)

El Grupo de Expertos establecido en virtud de la resolucion 1874 (2009) del
Consejo de Seguridad tiene el honor de transmitir por la presente, de conformidad
con lo dispuesto en el parrafo 2 de la resolucion 2515 (2020), el informe final sobre
su labor.

El Grupo agradeceria que la presente carta y el informe se sefialaran a la
atencion de los miembros del Comité del Consejo de Seguridad establecido en virtud
de la resolucion 1718 (2006).

Grupo de Expertos establecido en virtud de la
resolucion 1874 (2009) del Consejo de Seguridad
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Resumen

Durante el periodo sobre el que se informa, la Reptblica Popular Democratica
de Corea mantuvo y desarrolld sus programas nuclear y de misiles balisticos, en
violacion de las resoluciones del Consejo de Seguridad. Mostro en desfiles militares
nuevos sistemas de misiles balisticos de corto y medio alcance y de misiles balisticos
submarinos e intercontinentales. Anunci6 preparativos para probar y fabricar nuevas
cabezas de misiles balisticos y desarrollar armas nucleares tacticas. Ademas, produjo
material fisible, mantuvo instalaciones nucleares y mejord su infraestructura de misiles
balisticos. El pais siguié buscando en el extranjero material y tecnologia para esos
programas. No hay constancia de ensayos con armas nucleares o misiles balisticos.

En respuesta a la pandemia de enfermedad por coronavirus (COVID-19), la
Republica Popular Democratica de Corea impuso controles fronterizos que limitaron
drasticamente las transferencias licitas e ilicitas de bienes y la circulacion de personas.
El Grupo de Expertos investigé los sofisticados subterfugios que utilizaba el pais para
sus actividades constantes de importacion ilicita de petrdleo refinado mediante
entregas directas y transbordos de carga entre buques. De las iméagenes, los datos y
céalculos facilitados por un Estado Miembro se desprende que, entre el 1 de enero y el
30 de septiembre de 2020, los envios ilicitos superaron varias veces el maximo anual
agregado de 500.000 barriles.

El Grupo investigd casos de adquisicion de buques y de venta de derechos de
pesca por parte de la Republica Popular Democratica de Corea, asi como el
mantenimiento de sus actividades de exportacion de carbon en violacion del régimen
de sanciones. El Grupo observa que los envios de carbdn parecen en gran medida
suspendidos desde finales de julio de 2020.

El Grupo investigd transferencias, por distintos canales, de otros productos y
bienes sujetos a sanciones. Siguid investigando el acceso de la Republica Popular
Democratica de Corea a circuitos bancarios internacionales a través de representantes
bancarios propios en el extranjero, empresas conjuntas, empresas ficticias y activos
extraterritoriales y virtuales, entre otros medios. Investigd los casos de las empresas
Mansudae Overseas Project Group of Companies y Korea Packho Trading
Corporation, de trabajadores de la Republica Popular Democratica de Corea que
habian obtenido ingresos en paises de Africa Subsahariana y de los que seguian
obteniendo ingresos en el extranjero, como los profesionales de la tecnologia de la
informacion desplegados por el Departamento de la Industria de las Municiones.

El Grupo investig6 las ciberactividades malignas de la Republica Popular
Democratica de Corea en violacion de las sanciones, en su mayoria dirigidas por la
Oficina General de Reconocimiento, en particular el pirateo de activos virtuales y de
proveedores de servicios de activos virtuales y los ataques a empresas de defensa.

El Grupo actualiz6 la informacién sobre presuntas relaciones de cooperacion
militar, intentos de eludir el embargo de armas, actividades ilicitas de entidades
designadas, como Korea Mining Development Trading Corporation, y el uso comercial
de sedes diplomaticas de la Republica Popular Democratica de Corea en el extranjero.

El Grupo analizé la informacion sobre los efectos no deseados de las sanciones
de las Naciones Unidas que presentaron Estados Miembros y organizaciones no
gubernamentales. También presenta los resultados de su encuesta a organizaciones
internacionales y no gubernamentales sobre los efectos de la pandemia de COVID-19
y las sanciones en las operaciones de ayuda.

En el informe se formulan recomendaciones al Consejo de Seguridad, al Comité
y a los Estados Miembros.
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I.

I1.

Introduccion

1.  En el parrafo 2 de su resolucion 2515 (2020), el Consejo de Seguridad solicitd
al Grupo de Expertos establecido en virtud de la resolucién 1874 (2009) que
presentara al Comité del Consejo de Seguridad establecido en virtud de la resolucion
1718 (2006) un informe final con sus conclusiones y recomendaciones. El presente
informe del Grupo de Expertos abarca el periodo comprendido entre el 4 de agosto
de 2020 y el 5 de febrero de 2021, que se vio afectado por la pandemia de enfermedad
por coronavirus (COVID-19) (para las medidas adoptadas al respecto por la
Republica Popular Democratica de Corea, véase el anexo 1).

Actividades recientes relacionadas con el programa
nuclear y el programa de misiles balisticos

Programa nuclear

2. La Republica Popular Democratica de Corea siguié adelante con su programa
nuclear, que comprende la produccion de uranio altamente enriquecido, la
construccion de un reactor de agua ligera y el mantenimiento de instalaciones
nucleares. En 2020 se repararon dafios causados por tifones en varias instalaciones.

3. El Grupo de Expertos observo penachos de vapor en el Edificio de Produccion
de didxido de uranio (UO>) de la planta de enriquecimiento de uranio de Yongbyon.
Uno de los dispositivos de refrigeracion seguia retirado (véase el anexo 2)®. Un Estado
Miembro indicéd que la instalacion de enriquecimiento de uranio de Yongbyon estaba
en funcionamiento.

4. El Grupo de Expertos observd que se estaban construyendo nuevas
infraestructuras y modernizando edificios existentes en el complejo de la mina de
uranio de Pyongsan (véase el anexo 3). Segun el Estado Miembro, esas actividades y
la variacion de volumen de los residuos acumulados apuntaban a que la explotacion
minera y las plantas de procesamiento seguian operativas.

5. Esta en marcha la construccion del reactor de agua ligera de Yongbyon. El
Estado Miembro informé al Grupo de Expertos de que en octubre y noviembre de
2020 se habian observado signos de posibles ensayos eléctricos relacionados con la
construccion interna del reactor, pero no habia indicios de descarga de agua, lo que
podria significar que durante el periodo sobre el que se informa no se habia puesto a
prueba el dispositivo de enfriamiento.

6. No se han observado indicios de funcionamiento del reactor 5 MW(e) desde
finales de 2018, pero si un trafico constante a su alrededor, lo que hace pensar que se
estan realizando actividades de mantenimiento. El Estado Miembro estima que la
capacidad de produccion de ese reactor es de unos 7 kg de plutonio al afio y que la
Republica Popular Democratica de Corea podria tener ya 60 kg. Las imagenes
satelitales muestran dafios de tifones en la presa del rio Kuryong, que controla el nivel
de agua y esta siendo reconstruida (véase el anexo 4).

7. En las imagenes de satélite, el Grupo pudo observar los dafios causados por
tifones y la posterior reconstruccion de carreteras y puentes en el emplazamiento de
Punggye-ri donde se realizan ensayos nucleares. Para el Estado Miembro, la presencia
de personal en ese emplazamiento ponia de manifiesto que no ha sido abandonado.

! §/2020/840 y S/2020/840/Corr.1, parr. 3.
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8.  El Grupo ha estado vigilando la posible relacion de las instalaciones de Kangson
con el programa nuclear. EI Estado Miembro afirm6 que, tras analizar las imagenes,
no podia confirmar que Kangson fuera una instalacion de enriquecimiento (véase el
anexo 5).

9. Ajuzgar por el tamafio de los misiles norcoreanos, el Estado Miembro considero
muy probable que pudieran instalarse dispositivos nucleares en los misiles balisticos
intercontinentales y también en los de mediano y corto alcance, pero no estaba seguro
de que el pais hubiera desarrollado misiles balisticos resistentes al calor generado en
la reentrada (véase el parr. 18).

10. Segln se informd, en varios actos nacionales del Partido de los Trabajadores de
Corea se hicieron declaraciones oficiales sobre el desarrollo futuro del programa
nuclear del pais (véase el anexo 6, parr. 17).

11. El Grupo de Expertos sigue buscando productos esenciales. En cooperacion con
un segundo Estado Miembro, el Grupo ha seflalado una serie de articulos que no
constan expresamente como articulos prohibidos en las resoluciones pertinentes,
como los equipos de vacio? y los sistemas de control informatico (véase el anexo 7).

12.  En publicaciones recientes de la Universidad Kim Il Sung y la Universidad
Politécnica Kim Chaek se recogen estudios relacionados con programas nucleares
(véase el anexo 8), lo que indica que las universidades del pais siguen investigando en
especialidades que podrian utilizarse en los programas de armas de destrucciéon masiva.

Transferencia intangible de tecnologia y actividades de las universidades
de la Republica Popular Democratica de Corea

13. En seguimiento de su investigacion anterior sobre la transferencia intangible de
tecnologia®, el Grupo de Expertos esta analizando la informacién aportada por un
Estado Miembro sobre 161 investigaciones o estudios conjuntos o documentos
publicados conjuntamente con académicos de la Republica Popular Democratica de
Corea desde 2017 sobre temas que pueden incluir tecnologias cuya transferencia esta
prohibida en virtud de las resoluciones pertinentes del Consejo de Seguridad.

14. El Grupo de Expertos ha solicitado informacion a 37 universidades que la
Universidad Kim Il Sung ha calificado de “hermanas” y con las que tiene o ha tenido
intercambios académicos. Hasta la fecha, nueve universidades le han informado de
que no tienen programas de intercambio o cooperacion académicos con dicha
universidad (véase el anexo 9) y de que no habian observado ninguna infraccion en
relacion con las investigaciones del Grupo de Expertos.

Recomendaciones

15. El Grupo de Expertos recomienda que el Comité considere la posibilidad
de publicar una nueva lista de elementos relacionados con las armas de
destruccion masiva y los misiles balisticos sujetos a las medidas impuestas en los
apartados 8 a), b) y ¢) de la resolucion 1718 (2006).

16. El Grupo de Expertos recomienda que los Estados Miembros se mantengan
vigilantes al seleccionar programas internacionales de intercambios
universitarios en los que participen académicos de la Republica Popular
Democratica de Corea, cuidando de que tanto ellos como sus patrocinadores
cumplan con las disposiciones de los parrafos 10y 11 de la resoluciéon 2321 (2016),

2 Por lo que respecta a los transductores de presion, véase S/2019/691, parr. 43,y S/2019/171y
S/2019/171/Corr.1, parr. 65.
3 Véase S/2020/151, parrs. 201 a 203.
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el parrafo 17 de la resolucion 2270 (2016) y los apartados 8 a), b) y ¢) de la
resolucion 1718 (2006).

Programa de misiles balisticos

17. En el desfile militar celebrado en Pyongyang el 10 de octubre de 2020 con
motivo del 75° aniversario del Partido de los Trabajadores de Corea (véanse las
figuras 1 a 4), el pais presentd sus ultimos y mas avanzados sistemas de misiles
balisticos operativos y dio a conocer un nuevo modelo intercontinental (véase el
anexo 10) y un nuevo misil submarino de mediano alcance (véase el anexo 11). Como
ya se ha sefalado, el pais no solo ha seguido desarrollando y modernizando su
programa de misiles balisticos, sino que también ha aumentado su capacidad de
realizar ataques nucleares y sortear los sistemas extranjeros de defensa antimisiles
(véase el anexo 12), y de protegerse con un nuevo sistema de defensa antiaérea.
Asimismo, en el informe del octavo congreso del Partido de los Trabajadores de
Corea, que se celebro en enero de 2021, se afirma que las armas nucleares de caracter
tactico y estratégico y sus sistemas vectores son los principales medios de disuasion
del pais®.

18. El desfile militar posterior, celebrado el 14 de enero de 2021, confirm6 que la
Republica Popular Democratica de Corea tenia mayor capacidad de desarrollar armas
nucleares de caracter tactico y estratégico. Se dieron a conocer otro modelo de misil
balistico submarino® y un nuevo misil balistico de corto alcance’ (véanse la figura 5
y los anexos 11 y 12).

19. Ademas de las mejoras del sistema de misiles balisticos desveladas en los
desfiles, la Republica Popular Democratica de Corea siguid6 mejorando la
infraestructura industrial de su programa de misiles balisticos y sus bases de misiles
balisticos. El pais ha puesto empefio en establecer relaciones de colaboracion con
entidades extranjeras para el intercambio de tecnologias especificas y el suministro
de componentes.

20. Los desfiles (véanse las figuras 1 a 5) pusieron de manifiesto la diversidad, las
innovaciones® y la renovacion de un arsenal en el que los misiles de combustible
solido estaban sustituyendo a los misiles balisticos de mediano y corto alcance de
propulsion liquida. Se mostraron diferentes sistemas de desplazamiento®, como los
vehiculos transportadores-erectores-lanzadores y un submarino en construccion
capaz de lanzar misiles balisticos Pukguksong-3 y probablemente también los nuevos
misiles Pukguksong-4 y Pukguksong-5 (véanse los anexos 11 y 15).

21. El Grupo de Expertos ha observado que la Republica Popular Democratica de
Corea ha seguido renovando la infraestructura de produccion de la fabrica de
tanques de Kusong, que participa en la fabricacion de vehiculos oruga
transportadores-erectores-lanzadores para el Pukguksong-2 y otros sistemas de
misiles balisticos (véase el anexo 13).

4 Véase S/2017/742, parr. 7 y nota 3.

5 Segtin el informe del Comité Central del Partido de enero de 2021: “Tras los buenos resultados
del ensayo del misil balistico intercontinental ‘Hwasong-15’ realizado el 29 de noviembre de
2017, el Comité Central del Partido declaré con orgullo al mundo que se habia superado el reto
histdrico de constituir una fuerza nuclear estatal y una potencia de cohetes”.

6 La Agencia Central de Noticias de Corea describié el nuevo misil balistico submarino
Pukguksong-5 como el arma més potente del mundo en su género.

" El nuevo misil balistico de corto alcance parecia una versién mejorada del KN-23 sobre un
transportador-erector-lanzador de 5 ejes.

8 Véase S/2020/151, parrs. 194 y 195.

® Véase S/2020/840, parrs. 10y 13.

10 véase también S/2020/151, parr. 196; S/2017/150, parr. 40; y S/2016/157, pags. 41 a 44.
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22. Prosiguio la actividad de la Fabrica 16 de Marzo, la planta automotriz de la zona
de Pyongsong™ en la que se ensamblé y presenté el Hwasong-15 en 2017. Se hicieron
obras de terraplenado para mejorar las vias de comunicacion del lugar (véase el
anexo 14).

23. La actividad que lleva realizandose desde julio de 2020 en la darsena de
seguridad del astillero naval de Sinpo Sur !> podria estar relacionada con la
manipulacion de misiles balisticos submarinos. Se han hecho obras de reparacion o
mejora en el muelle situado frente a la entrada de la instalacion en la que se cree que
se esta construyendo el submarino de clase Romeo que podria equiparse con misiles
de ese tipo®3, lo que podria indicar que su botadura estd proxima y por eso estin
preparando el muelle. Se detectd una actividad similar en el astillero naval de Nampo
(véase el anexo 15).

24. El Grupo de Expertos sigui6 utilizando imagenes de satélite para vigilar las obras
en la infraestructura de las bases de operaciones de misiles balisticos, incluidas las
actividades de construccion y logistica en las bases de operaciones de misiles de Yusang-
ri** y Kal-gol®® y la base de misiles de Hoejung-ri*® (véanse los anexos 16 a 18).

25. El Grupo de Expertos sigui6 investigando denuncias relativas a la cooperacion
de la Republica Popular Democratica de Corea y la Republica Islamica del Iran en
materia de misiles balisticos. En informes anteriores!’ el Grupo ya habia informado
de la colaboracion continuada de representantes de la empresa Korea Mining
Development Trading Corporation en la Republica Islamica del Iran y de la
cooperacion técnica de ambos paises en este ambito. Segiin un Estado Miembro,
ambos paises han retomado la cooperacion en proyectos de desarrollo de misiles de
largo alcance (véase el anexo 19). Segln parece, en el marco de esa cooperacion se
hicieron envios de piezas esenciales, el ultimo de ellos en 2020 (véase el anexo 19-1).
En una carta de respuesta provisional de fecha 21 de diciembre de 2020, la Republica
Islamica del Iran afirmé que, segun su examen preliminar de la informacion que le
habia sido presentada, en las investigaciones y analisis del Grupo de Expertos tal vez
se hubieran utilizado datos falsos o manipulados (véase el anexo 19-2).

26. La Republica Popular Democratica de Corea ha seguido adquiriendo de forma
ilicita componentes especificos en el extranjero (véanse el anexo 20 y el documento
S/2020/840 y S/2020/840/Corr.1, parrs. 8 y 18 y anexo 6) e intentando vender sus
propios productos a sus socios (véase el anexo 19-1). Ademas, estaba tratando de
establecer relaciones de cooperacion cientifica y técnica con universidades y
laboratorios extranjeros (véase el parr. 13).

11 véase S/2020/840 y S/2020/840/Corr.1, parr. 15.

12 Ibid., parr. 12.

13 Véase S/2020/151, anexo 60.

14 También denominado Milchon-ri (39° 27 017 N 126° 15° 35” E).

15 (38° 40’ 09” N 126° 44’ 14” E).

16 (41°22° 44.93” N 126° 54° 38.16” E).

17 Véase S/2020/840 y S/2020/840/Corr.1, parr. 101, e informes anteriores, como S/2019/691,
anexo 32, parr. 6, y S/2010/571, parr. 50.
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Figura 1

Entre los 11 nuevos sistemas de misiles balisticos exhibidos en el desfile militar
del 10 de octubre de 2020, con los que el pais ha ampliado su capacidad de
fabricacién de misiles tacticos y estratégicos'®, destacan dos misiles balisticos
intercontinentales, el nuevo modelo extragrande®® (véase el anexo 10) y el
Hwasong-15 y el misil balistico de alcance intermedio Hwasong-12

e New ICBM
o 4 ICBM systems
e 11 axle wheeled TEL

¢ ICBM
Hwasong-15

o 4 ICBM systems
(possible five see
footnote below)

® 9 axle wheeled TEL

e See $/2020/840 annex
11, Fig. 11-1,

o See $/2020/151 para.194,
annex 65-66,

e See $/2019/171 para.173,
annex 4,

o See S$/2018/171 para.1, 7-
10, Tab.1, Fig. II

¢ IRBM
Hwasong-12

e 6 IRBM systems

e 6 axle wheeled TEL

e See $/2020/840 annex 12
Fig 12-11

e See S$/2019/171 para.174.
annex 84, para 1 fig. 1.2,
sect.4

e See S$/2018/171 para.7
Tab.1, Fig.1, para. 12,

e See $/2017/742 para. 7-8
Tab.1, Fig.3, para.11-13

Fuente: Television Central de Corea (imagenes), Estados Miembros y Grupo de Expertos
(texto).

18 En cuanto al nimero exacto, puede que en el desfile no se hayan mostrado uno o varios
vehiculos de repuesto para casos de averia, una practica habitual en los desfiles militares (véase
el anexo 10). En las cifras presentadas por el Grupo de Expertos se denomina “carga” al nimero
de misiles que puede transportar un transportador-erector-lanzador y “sistema” al conjunto
formado por los misiles y el vehiculo transportador-erector-lanzador.

19 para referirse al nuevo misil balistico intercontinental extragrande, los observadores utilizan la
denominacioén oficiosa “Hwasong-16".
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Figura 2

Desfile militar del 10 de octubre de 2020, exhibicion de dos misiles balisticos de

corto alcance, el KN-24 y el KN-23% (véase el anexo 12)

KN-24

9 SRBM systems
caterpillar track TEL

2 rounds

See $/2020/840 para.11,
Tab.1, annex 7

See S/2020/151 para.194,
Tab.3, annex 59

KN-23

8 SRBM systems
caterpillar track TEL

2 rounds

See S/2020/151 para.194,

Tab.3, annex 58.1, annex
59

KN-23

8 SRBM systems

4 axle wheeled TEL

2 rounds

See S/2020/151 para.194.
Tab.3, annex 58.1, annex
59

Fuente: Television Central de Corea (imagenes), Estados Miembros y Grupo de Expertos

(texto).

2 La Agencia Central de Noticias de Corea se habia referido previamente a los tres modelos de
misil balistico de corto alcance como “un nuevo tipo de arma guiada de caracter tactico”

(KN23), “un arma guiada de caracter tactico” (KN24) y “un lanzacohetes multiple para misiles

de largo alcance” (KN25).
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Figura 3

Desfile militar del 10 de octubre de 2020, exhibicion del nuevo misil balistico
submarino de mediano alcance Pukguksong-4, el misil balistico de mediano
alcance Pukguksong-2 y el misil balistico de corto alcance KN-25 (véanse los
anexos 11y 12)

¢ New Pukguksong-4

e 4 SLBM systems

® 6 axle wheeled semi-
trailer

Pukguksong-2

6 MRBM systems

caterpillar track TEL

See $/2020/151 para.194

annex 58.7

e See $/2019/691 annex 32
sect. 4

e See $/2019/171 annex 84
sect. 4-5

e See $/2017/742 para.7-10

o KN-25

Super-large multiple

rocket launcher

9 SRBM systems

4 axle wheeled TEL

5 rounds

See $/2020/840 para.11,

Tab.1. annex 7

e See $/2020/151 para.194,
Tab.3. annex 59

Fuente: Television Central de Corea (imagenes), Estados Miembros y Grupo de Expertos
(texto).
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Figura 4

Desfile militar del 10 de octubre de 2020, exhibicion del misil balistico de corto

alcance KN-25 (véase el anexo 12)

» f'/ ';‘

<

KN-25

Super-large multiple
rocket launcher

9 SRBM systems
caterpillar track TEL

6 rounds

see S/2020/840 para.ll,
Tab.1, annex 7

see S/2020/151 para.194,
Tab.3, annex 59

= Ll 4 ]

KN-25

Super-large multiple
rocket launcher

9 SRBM systems

4 axle wheeled TEL

4 rounds

see S/2020/840 para.l1,
Tab.l, annex 7

see S/2020/151 para.194,
Tab.3, annex 59

Fuente: Television Central de Corea (imagenes), Estados Miembros y Grupo de Expertos

(texto).
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Figura 5

Entre los nuevos sistemas de misiles balisticos exhibidos en el desfile militar del
14 de enero de 2021, sin contar los intercontinentales e incluyendo todos los de
corto alcance exhibidos en el desfile del 10 de octubre de 2020, cabe destacar un
nuevo tipo de misil balistico de corto alcance parecido al KN-23 y un nuevo misil
balistico submarino, el Pukguksong-5 (véanse los anexos 11 y 12)

¢ New Pukguksong-5

¢ 4 SLBM systems

e 6 axle wheeled semi-
trailer

¢ New SRBM
resembles KN-23
6 SRBM systems
5 axle wheeled TEL
2 rounds

Fuente: Television Central de Corea (imagenes), Estados Miembros y Grupo de Expertos
(texto).

III. Sanciones sectoriales y maritimas

27. LaRepublica Popular Democratica de Corea sigue burlando con sus actividades
las prohibiciones de diversas resoluciones del Consejo de Seguridad. Segtn un Estado
Miembro, durante los primeros nueve meses de 2020 el pais recibio al menos 121
entregas de productos petroliferos refinados transportados por buques cisterna
nacionales y extranjeros?. E1 Comité no recibi6, conforme a lo dispuesto en el parrafo
5 de la resoluciéon 2397 (2017), ninguna notificacién al respecto?’. En el cuadro del
anexo 21 se recogen los siguientes datos: nombre del buque, nimero de identificacion
asignado por la Organizaciéon Maritima Internacional (OMI), fecha y puerto de
llegada, tltimo Estado de abanderamiento conocido y tonelaje.

28. El Estado Miembro estima que el volumen de petrdleo refinado suministrado a
la Republica Popular Democratica de Corea mediante esos envios ilicitos (véase la

2.
2.

=

La mayor parte de las entregas entrafiaron transbordos de mercancias entre buques.

Respecto de los envios de petréleo refinado a la Republica Popular Democratica de Corea, en
2020 el Comité recibié notificaciones de China por un total de 5.043,33 toneladas y de la
Federacion de Rusia por un total de 12.833,976 toneladas, con lo que el total general asciende a
17.877,306 toneladas.

IN]
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figura 6 a)) supero varias veces el maximo de 500.000 barriles en total establecido en

dicho parrafo? 24,

Figura 6 a)

Total de importaciones de petrdleo refinado no declaradas desde enero de 2020

Cumulative Refined Petroleum Imports Since lanuary 2020

January February March Apr May Jure luly

Cumulative Total at 33% Laden (BBL) Cumulstive Totalat 50% Laden (BBL)

August

September

Cumulative Total at 90% Laden (BEL)

Fuente: Estado Miembro.

29. Varios Estados Miembros estimaban que la Republica Popular Democratica de
Corea podia haber aumentado sus importaciones de productos petroliferos en 2020 en
parte gracias a la adquisicion de buques nuevos y mas grandes con pabellon de
terceros paises. Para los calculos de las importaciones mensuales y su desglose por

tipo de buque, véanse respectivamente las figura 6 b) y 6 ¢).

23 En enero de 2021, el Comité acord6 férmulas de conversion de toneladas a barriles que utilizara
para registrar en su sitio web, a su debido tiempo, los volimenes de las entregas notificadas
calculados en barriles, ademas de las cifras ya expresadas en barriles en las notificaciones que

se vayan recibiendo en el futuro.

2 Respecto de la metodologia, véanse S/2020/840 y S/2020/840/Corr.1, nota 14, e informes
anteriores. El Estado Miembro calculd, segln la capacidad de carga de los buques utilizada, que
las entregas superarian en méas de ocho veces el maximo con una carga del 90 %, en casi cinco
veces con una carga del 50 % y en mas de tres veces con una carga de solo el 33 %.

21-01647
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Figura 6 b)
Importaciones mensuales estimadas
Monthly Refined Petroleum
Imports Since January 2020
BO0000
700000
600000
500000
% 400000
300000
200000
100000
[1]
January February Warch April May June July August September
m Delivery Volume if 33% Laden (BBL)  Delivery Volume if 50% Laden (BBL) m Delivery Volume if 303 Laden (BBL)
Figura 6 c)

Estimacion de las importaciones mensuales de petréleo no refinado
por tipo de buque

450000
400000
350000

300000

250000
200000
150000
100000
= 1 |
. il 1
Jan Feb Mar Bpr May Jun Jul Aug Sep

® Mon-0PRK TankersBBL ® DPF RE Tankers BEL

Fuente: Estado Miembro.

Recomendaciones

30. El Grupo reitera su recomendacion de que, en escrupuloso cumplimiento
de la resolucién 2397 (2017), los Estados Miembros informen de todos los envios
de productos petroliferos refinados a la Republica Popular Democratica de

Corea que lleguen a su conocimiento.
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Practicas fraudulentas de expedicion y diligencia debida
Intercambio de identidades entre buques: el New Konk y el Mouson 328

31. Una de las novedades que al Grupo de Expertos le parecen mas destacables es
que, para realizar actividades prohibidas, los buques utilizan identidades falsas y a
veces las intercambian entre ellos con ayuda de perfiles fraudulentos, cambios de
apariencia y la transmision de datos manipulados al sistema de identificacion
automatica. A diferencia de los casos de falsificacion de identidad anteriormente
investigados por el Grupo?, en los recientes se utilizan métodos mds sofisticados de
intercambio de perfiles del sistema de identificacion automatica y de falsificacion de
la identidad. E1 Grupo de Expertos considera que el ilustrativo ejemplo del Mouson
328 y el New Konk puede servir para dar a conocer las técnicas de intercambio de
identidad y facilitar asi el ejercicio de la diligencia debida y el cumplimiento de las
sanciones.

32. El New Konk (nim. OMI 9036387) era un buque de pabelldon desconocido que
el Grupo de Expertos habia detectado por servir en multiples ocasiones de enlace para
el transbordo de petrdleo refinado entre un buque suministrador y el buque encargado
de entregar directamente el cargamento en Nampo?. Analizando los datos de diversas
lineas de investigacion, el Grupo observo que un dia de 2020 en el que navegaba con
el nombre MOuson [sic], el New Konk habia transmitido el indicador del servicio
movil maritimo con el que anteriormente habia estado registrado, con pabellon de
Palau, el buque Mouson 328 (nimero OMI 9021198), lo que ponia al descubierto el
caracter fraudulento de la sefial (véase la figura 7)?’. Panama confirmé que el buque
habia sido dado de baja de su registro el 29 de agosto de 2020%.

Figura 7
Cambio de indicador del Mouson 328 en marzo de 2020

”—. —— — e A —

v 2 e
Wdg—] V Ot crenges voms w00
@ i [Jrmme ramgos wom MouSON 328 10 M SO

° <

°

°

Fuente: Windward, con anotaciones del Grupo de Expertos.

% Véase, por ejemplo, el caso del Yuk Tung (nGm. OMI 9030591) (S/2019/171 y
S/2019/171/Corr.1, parrs. 5a 9).

% \/éase S/2020/151, parr. 32, y S/2020/840 y S/2020/840/Corr.1, parrs. 27, 28 'y 62.

2" Todas las horas y fechas del informe tomadas de la plataforma Windward corresponden a la
Hora Estandar del Este.

28 El Mouson 328 naveg6 con pabelldn panamefio de mayo de 2019 a agosto de 2020.

17/421


https://undocs.org/es/S/2019/171
https://undocs.org/es/S/2019/171/Corr.1
https://undocs.org/es/S/2020/151
https://undocs.org/es/S/2020/840
https://undocs.org/es/S/2020/840/Corr.1

S/2021/211

33. Hay imagenes satelitales de alta resolucion captadas el 26 de agosto de 2020, en
las que se ve al buque, cerca de la isla de Dongyin (China), con un identificador del
servicio movil maritimo histéricamente asociado a Palau (511444000). El analisis de
las imagenes muestra que las dimensiones del buque coinciden globalmente con las
del New Konk? (véase la figura 8). La tltima vez que se registraron sefiales del New
Konk con su nimero OMI y el identificador del servicio mévil maritimo fue en
octubre de 2019.

Figura 8
Comparacion de las dimensiones y el aspecto de los buques mediante imagenes satelitales,
26 de agosto de 2020%

26 August 2020 ;. . M/V NEW KONK Delivering Refined Petroleum

Nampo, North Korea

Coordinates: 26.30855, 120-42624 : 38:42:56 N 125:22:02E

N X ,
- t‘{', | W oy B 4 '+ .

) e ! - -

(&N i\’,\‘. L) SN RN CEEIRY W ol g GW747955

Fuente: Maxar Technologies (izquierda) y Estado Miembro (derecha).

34. El Grupo de Expertos también considerd que habia de hacerse un seguimiento
del Mouson 328 al constatar que en mayo y junio de 2019 estaba navegando con
pabellén panamefio en aguas de la Republica Popular Democratica de Corea hasta
que dejaron de recibirse sefiales de su sistema de identificacion automatica.

35. Al hacer nuevas investigaciones se descubrio que el Mouson 328 ya habia
intentado a finales de 2019 falsear su identidad registrandose con un nuevo nimero
OMI como un buque recién construido con pabellén de Dominica bajo el nombre de
Cherry 193, Las autoridades maritimas le retiraron dicho namero al constatar que lo
habia obtenido con documentos falsos. Se inform6 de que en octubre de 2020 volvid
a registrarse con pabelldn tailandés bajo el nombre de Smooth Sea 29, para lo que
presentd los documentos del Cherry 19, aunque eliminando esencialmente las
referencias historicas al Mouson 328. El Grupo notificé por escrito a las autoridades
tailandesas la ubicacidon del buque en el pais, sefialando que estaba registrado con
documentos falsos seguramente para encubrir que se trataba del Mouson 328. Las

29 El New Konk mide 112 metros de largo y 18,5 de ancho y el Mouson 328 tiene 107,5 de largo y
16,5 de ancho.

% Salvo indicacidn en contrario, todas las fechas se expresan en tiempo universal coordinado
(UTC).

31 A cada buque se le asigna un Gnico nimero OMI que conservara durante toda su vida atil.

18/421 21-01647



S/2021/211

21-01647

autoridades tailandesas respondieron que estaban examinando la solicitud de
informacion del Grupo.

36. Elhecho de que el Mouson 328 empezara a navegar con su nueva identidad falsa
(Cherry 19) también permitié que sus indicadores fueran utilizados por el New Konk
sin generar grandes anomalias en el sistema de identificacion automatica que pudieran
revelar el cambio de identidad. El Grupo sigue investigando otros posibles casos de
intercambio de identidad de buques cisterna vinculados a la Republica Popular
Democratica de Corea. Los datos de las investigaciones y los comentarios del Grupo
de Expertos pueden consultarse en los anexos 22 a) a c).

Camuflaje de buques
El New Regent navegando como Hang Yu 11

37. Los buques de la Republica Popular Democratica de Corea y otros buques
designados siguen ocultando su procedencia, por lo que navieros, armadores y
comerciantes de productos basicos deben reforzar las medidas de diligencia debida.

38. El New Regent (nim. OMI 8312497)*, un buque designado del que el Grupo
de Expertos ya habia hablado en informes anteriores, utiliz6 medidas de camuflaje y
documentos falsos en un intento de recibir una carga de petroleo refinado
transbordada desde un buque con pabelldén de la Republica de Corea. En respuesta a
las preguntas del Grupo, el armador de este Gltimo buque declard que en el encuentro
con la embarcacion de pabellon panamefio Hang Yu 11 (nim. OMI 8694194) se habia
actuado con la debida diligencia para comprobar que el buque contaba con todos los
documentos y se considerd que su funcionamiento era normal. El Grupo constato por
su cuenta que no se habia producido ningtn transbordo de buque a buque.

39. Al ejercer la diligencia debida con el Hang Yu 11 (que en realidad era el New
Regent) hechos como los que se indican a continuacion deberian haber despertado
sospechas: la transmision de identificadores incompletos e invalidos; las diferencias
de aspecto entre el Hang Yu 11 y el New Regent, que habrian saltado a la vista al
comparar sus fotografias; la documentacion obsoleta del buque; y la falta de
diligencia al tramitar la solicitud de compra del cargamento de petrdleo. En otras
fotografias del buque obtenidas por el Grupo puede verse un numero OMI pintado
sobre una inscripcioén anterior en relieve correspondiente al New Regent (véase la
figura 9). El armador del verdadero Hang Yu 11, que navegaba con pabellon del Togo
bajo el nombre de Xin Sheng, confirmé de manera independiente la informacién de
dominio publico de que el buque habia sufrido un incidente de salvamento en febrero
de 2019%. En los anexos 23 a) y b) se presentan datos y comentarios a este respecto.

% Designado el 16 de octubre de 2018.

33 Segun quedo registrado en una plataforma privada de gestion de datos maritimos, el sistema de
identificacién automatica dejo de recibir sefiales del Hang Yu 11 entre febrero de 2018 y abril
de 2020.
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Figura 9
Identificadores falsos pintados sobre el relieve de las letras New Regent
y el nimero OMI correspondiente, 30 de junio de 2019

T Ny T m—— -

HANGYU 't

PANAIMA

IMO 8694194

Fuente: Estado Miembro.

El Infinite Luck y el Myong Ryu 1

40. Después de que el Grupo de Expertos denunciara un trasvase de petrdleo entre
el buque Infinite Luck (naim. OMI 9063811), de pabellon panamefio, y el petrolero de
la Republica Popular Democratica de Corea Myong Ryu 1 (nim. OMI 8532413)3%,
Uniform Shipping, armador registrado del Infinite Luck, respondié por conducto de
sus abogados con presuntas pruebas (véase el anexo 24) de que el buque en cuestion
habia sido llevado con engafios a hacer un transvase prohibido de combustible al
Myong Ryu 1, que se habia camuflado para hacerse pasar por el petrolero chino
Mingbo No. 5 (véase la figura 10).

41. Como medidas de control en ejercicio de la diligencia debida, Uniform Shipping
solia pedir fotos con las que confirmar la identidad del buque receptor. Como medida
adicional, el armador present6é también un justificante de entrega del cargamento de
combustible firmado por el buque receptor que a su parecer demostraba que el Infinite
Luck no tenia intencion de incurrir en practicas ilicitas de transporte maritimo con
buques norcoreanos.

42. El Grupo de Expertos ha documentado multiples casos de buques de la
Reptublica Popular Democratica de Corea y otros paises que falsean su identidad
mediante camuflaje y otras tacticas engafiosas para adquirir ilicitamente petroleo
refinado. Habida cuenta de la intencion deliberada de engafiar, el Grupo considera
que la documentacion firmada por los buques receptores no basta para eximir de
responsabilidad a los buques proveedores. Es preciso que los armadores y las
contrapartes pertinentes apliquen un conjunto de medidas y controles eficaces de
diligencia debida para evitar verse involucrados en actividades prohibidas.

3 Véase S/2020/840 y S/2020/840/Corr.1, parr. 33 y anexo 20.
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Figura 10
Fotografia facilitada por el armador del Infinite Luck

Mingbo No.5

Fuente: Grupo de Expertos.

Buques de pabellon extranjero o desconocido que hacen entregas a la Repiblica
Popular Democratica de Corea

43. Elrecurso cada vez mayor a buques cisterna que operaban o habian operado en
el pasado con pabellon extranjero facilité las actividades de importacion ilicita de
productos petroliferos refinados que la Republica Popular Democratica de Corea
realizaba constantemente. Esos buques tienen mayor capacidad de transporte y
entregan los cargamentos de petroleo refinado directamente en los puertos de la
Republica Popular Democratica de Corea, lo que los hace mas eficientes que los
transbordos de carga entre buques que suelen realizarse en el mar con embarcaciones
de menor tamafio. Aunque en el pasado las descargas de petroleo se concentraban en
el puerto de Nampo, durante el periodo considerado (enero a septiembre de 2020) se
hicieron descargas directas en otros puertos de la Republica Popular Democratica
de Corea.

44, En un intento de conciliar las medidas de precaucion contra la enfermedad por
coronavirus (COVID-19) y la necesidad de importar productos petroliferos refinados,
la Republica Popular Democratica de Corea estd utilizando buques propios para
recoger frente a la esclusa de Nampo, mediante transbordos entre buques, los
cargamentos de petrdleo transportados por cargueros extranjeros. Segun un Estado
Miembro, es probable que desde finales de julio de 2020 no se haya dejado entrar a
ningin buque extranjero en el puerto de Nampo como medida contra la COVID-19.
En la figura 11 se presenta una representacion estadistica de la concentracion de
buques frente a la esclusa de Nampo que el Grupo de Expertos ha elaborado a partir
de imégenes satelitales.
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Figura 11
Representacion grafica de los buques localizados frente a la esclusa de Nampo
de mayo a septiembre de 2020
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Chart showing vessels outside Nampo lock gate from May to September 2020
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@ Daily number of vessels located at less than 20 km from the West Sea Barrage (without counting coastal barges)
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Number with a length smaller than 150 m
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The vessels outside Nampo lock gate were counted only on days when satellite images were available. Taking this into account, the

Number of coastal bargesin area 38° 42' 44" N 124° 59’ 08” E, One 190 m length barge almost continuously anchored in the area 38° 42’ 19" N 124°58'28"E

2020-10-16

Fuente: Grupo de Expertos.

45. La Republica Popular Democratica de Corea también ha incrementado sus
importaciones de petroleo utilizando otros buques de pabellén extranjero de los que
no hay constancia en informes anteriores del Grupo. Esos buques se suman a la lista
de antiguos buques cisterna de pabellon extranjero sefialados por el Grupo que siguen
suministrando petroleo refinado al pais. El sistema de identificacion automatica
registro interrupciones de sefial de todos ellos durante los periodos investigados.

Otros buques de pabellon extranjero que transportaron petroleo refinado
a la Republica Popular Democratica de Corea

46. En 2020 aumento el nimero de buques de pabelldn extranjero que transportaron
petrdleo refinado a la Republica Popular Democratica de Corea® %, En el anexo 25,
secciones i) a vi) y a) a d), se presentan algunas de las imagenes satelitales tomadas
por un Estado Miembro entre mayo y octubre de 2020, otros casos en los que esos
buques entregaron petroleo refinado a la Republica Popular Democratica de Corea,
datos sobre las investigaciones del Grupo hasta la fecha y respuestas que ha recibido.
Esos buques son:

35

36

A menos que se indique lo contrario, la informacion relativa al abanderamiento y a las entidades
registradas como armadoras, responsables y explotadoras de los buques que figura en el
presente informe procede del sitio web de la OMI y de IHS Markit.

A diciembre de 2020 o enero de 2021.
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a) El An Ping (num. OMI 7903366), que antes enarbolaba pabellon de Sierra
Leona¥, se ve amarrado en Nampo en imagenes del 8 de julio de 2020 (véase la
figura 12). El Grupo solicité informacion a Samoa y a la entidad propietaria o
administradora pasada o presente del buque, domiciliada en la ciudad de Kaohsiung
(Provincia China de Taiwan) (véanse las respuestas correspondientes en el anexo 25);

Figura 12
El An Ping descargando petrodleo refinado en Nampo, 8 de julio de 2020

M/V AN PING Delivering Refined Petroleum
Nampo, North Korea
38:42:56 N 125:22:07E

Petroleum
delivery line

SB693481

Fuente: Estado Miembro.

b) El Heng Rong (nam. OMI 7913098)% fue captado el 6 de agosto de 2020
y el 23 de agosto de 2020 con cargamento ante la esclusa de Nampo (véase la
figura 13). También realizé un transbordo de carga entre buques el 15 de agosto
de 2020 en el mar Amarillo (véanse las respuestas correspondientes en el anexo 25);

57 El buque fue dado de baja en el registro de pabellén de Sierra Leona el 2 de julio de 2020 por
venta y traspaso.
% EIl buque fue dado de baja en el registro de pabelldn de Sierra Leona el 7 de octubre de 2018.
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Figura 13
El Heng Rong frente a la esclusa de Nampo, agosto de 2020

il T HENC RONG Lagen Outskie
Nampo Lockgate

6 AUG 2020 ¥ ‘ : 3 AUG 2020
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Fuente: Estado Miembro.

c¢)  El Rich United (nim. OMI 9129213) no tenia pabellén conocido cuando
fue grabado descargando petroleo refinado en Songnim el 13 de junio de 2020 (véase
la figura 14). El Grupo solicité informacion a las Islas Cook, Mongolia, Seychelles,
China y a la entidad o entidades propietarias o administradoras pasadas o presentes
del buque, con domicilio en Singapur (véanse las respuestas correspondientes en el
anexo 25);

Figura 14
El Rich United descargando petroéleo refinado en Songnim, 13 de junio de 2020

MV RICH UNITED Delivering Refined Petroleum
Songnim, North Korea
38:44:21 N 125:36:48 E

Fuente: Estado Miembro.
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d) El Run Da (nim. OMI 8511172) se ve atracado en el muelle de entrega de
petroleo de Nampo en imagenes del 1 de mayo de 2020, en ese momento enarbolaba
pabellon de Mongolia (véase la figura 15). E1 Grupo solicité informacion a Mongolia
y Filipinas, asi como a la entidad o entidades propietarias o administradoras pasadas
o presentes del buque, con domicilio en Hong Kong (China). Mongolia lo dio de baja
de su registro de pabelldon en septiembre de 2020 por penetrar en zonas comerciales
no autorizadas y vulnerar el embargo de las Naciones Unidas. Posteriormente se
inform6 de que el buque habia sido vendido en abril de 2020 a una empresa
domiciliada en Fuzhou (China), hecho que no se notificé al registro del pabelldn ni a
la sociedad de clasificacion y por el que no se solicit6 alta o baja alguna (véanse las
respuestas correspondientes en el anexo 25);

Figura 15
Imagenes satelitales del Run Da en el puerto de Nampo, 1 de mayo de 2020

1 MAY 2020

) M/V RUN DA Delivering Refined Petroleum
. Nampo, North Korea
38:42:54 N 125:21:59 E

Fuente: Estado Miembro (mapa facilitado por el Grupo).

e) El Xin Hai (num. OMI 7636638) no tenia pabellon conocido cuando fue
grabado descargando petréleo refinado en Nampo el 1 de septiembre de 2020%. Sigue
investigandose;

f)  El Xing Ming Yang 888 (num. OMI 8410847) fue grabado el 3 de junio de
2020 en Songnim y el 28 de junio en Nampo. El Grupo recomend¢ la designacion del
buque, que navega con pabellon desconocido desde noviembre de 2018, por realizar
un trasbordo de carga con el Mu Bong 1 (nam. OMI 8610461) en 2018%. Estuvo
utilizando de manera fraudulenta un ntimero de identificacion del servicio movil
maritimo asociado a la Republica Unida de Tanzania cuando se encontraba cerca de
la bahia de Luoyuan (China) (véase la figura 16). El Grupo solicit6 asistencia a China
y la Republica Unida de Tanzania (véanse las respuestas correspondientes en el
anexo 25).

3% El buque enarbold pabellén de Sierra Leona hasta noviembre de 2019.
40 Véase S/2019/171 y S/2019/171/Corr.1, parrs. 15 a 17 y figura VII.
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Figura 16
El Xing Ming Yang 888 transmitiendo identificadores falsos en mayo de 2020
y descargando petrdleo refinado en el puerto de Songnim en junio de 2020
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Fuente: Windward, con anotaciones del Grupo de Expertos (imagen superior); Estado Miembro
(imagen inferior).

47. Los buques seflalados comparten varias caracteristicas. Todos ellos registraron
interrupciones en el envio de sefiales al sistema de identificaciéon automatica que
duraron entre varios dias y varios meses y coincidieron con las fechas en las que se
encontraban en la Republica Popular Democratica de Corea. También dejaron de
emitir sefiales fuera de esas fechas, lo que apunta a otras posibles entregas ilicitas.
Aunque, en la mayoria de los casos, ya no tenian pabellon y en las bases de datos
maritimos no constaba informaciéon actualizada sobre sus armadores, esos buques
siguieron comerciando en aguas internacionales con el transporte de cargamentos de
petroleo refinado hasta la Republica Popular Democratica de Corea.
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48. El Grupo de Expertos ya sefial6 en investigaciones anteriores sobre buques que
hacian entregas directas de petroleo refinado a la Republica Popular Democratica de
Corea que los datos sobre los armadores estaban obsoletos o desactualizados®.

Bugques de pabellon extranjero que siguieron transportando petroleo refinado
a la Republica Popular Democratica de Corea

49. Los siguientes buques, que (anteriormente) enarbolaban pabellén extranjero,
siguieron entregando petrdleo refinado a la Republica Popular Democratica de Corea
entre enero y septiembre de 2020 (véase el anexo 21). La mayoria de ellos han sido
dados de baja en los ultimos registros de buques en los que consta su inscripcion
(véanse los anexos 26 y 27):

a) Bonvoy 3 (nim. OMI 8714085), anteriormente bajo pabellén de Sierra
Leona;

b) Diamond 8 (nim. OMI 9132612)*, anteriormente bajo pabellén de Sierra
Leona;

c¢) Hokong (num. OMI 9006758), de pabellon desconocido;
d) New Konk (num. OMI 9036387), de pabellon desconocido;
e)  Subblic (nam. OMI 8126082), de pabellon desconocido;
f)  Unica (num. OMI 8514306), de pabellon desconocido; y

¢)  Yun Hong 8 (nim. de identidad del servicio movil maritimo 413459380),
con pabelldon de China.

50. La presencia en aguas costeras chinas* de varios de esos buques, que el Comité
recomienda designar, quedo registrada en bases de datos maritimos privadas. Un
Estado Miembro facilité al Grupo, por separado, fechas y ubicaciones adicionales de
algunos de ellos (véase el anexo 28). También se informo de la persistencia de una
practica que el Grupo ya habia denunciado anteriormente®, a saber, la entrada de
buques sospechosos en aguas territoriales chinas, donde no podian ser seguidos por
buques de vigilancia extranjeros*®. El Grupo solicité por escrito a China, entre otras
cosas, que lo informara de toda medida de inmovilizacion de esos buques en sus
puertos o aguas territoriales*’. En cuanto a los buques sefialados en el anexo 28, China
respondié que no podia investigar sus actividades a partir de la escasa informacion

41 VVéase S/2020/151.

42 Segun el Estado Miembro, el buque al que se le atribuyen entregas directas de petréleo es el
Bonvoy 3 que antes navegaba bajo pabellon de Sierra Leona y nimero OMI 8714085, no el
buque registrado bajo el mismo nombre con nimero OMI 8978784. La Administracién Maritima
de Sierra Leona lo dio de baja de sus registros el 12 de noviembre de 2019. Al no haber datos de
rastreo o informacion comercial sobre el Bonvoy 3 con nimero OMI 8978784, el Grupo
extendio la investigacion al bugue de namero OMI 8714085 y observo que sus rutas de
navegacion y su informacién de red apuntaban a que ese era el buque en cuestion. Prosiguen las
investigaciones sobre ambos buques.

43 La Administracion Maritima de Sierra Leona confirmo que lo habia dado de baja de sus
registros el 7 de agosto de 2020 por incumplir el régimen de sanciones contra la Republica
Popular Democratica de Corea.

4 Por “aguas costeras” se entienden las 12 millas marinas de aguas territoriales o las aguas de la
zona contigua de 24 millas marinas.

4% V/éase S/2020/151, anexo 8.

46 Dos expertos consideran que la informacidon de las tres primeras oraciones del parrafo 50 podria
comprobarse més a fondo y que en las resoluciones pertinentes del Consejo de Seguridad no se
concede a ningin Estado Miembro el derecho de seguimiento y vigilancia.

47 Véase la resolucion 2397 (2017), parr. 9.
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que le habia comunicado el Grupo de Expertos, solo confirmar que no habian entrado
en puertos chinos.

Bugques de la Republica Popular Democratica de Corea que hicieron entregas
de petroleo refinado

51. Siguieron entregando cargamentos de petréleo refinado en varios puertos del
pais buques cisterna que antes tenian pabellon extranjero y lo cambiaron por el de la
Repuiblica Popular Democratica de Corea® y buques designados de pabellén
norcoreano (véase el anexo 29 para mas detalles).

Facilitacion de entregas ilicitas de petrdleo refinado a la Republica Popular
Democratica de Corea

52. El Grupo continué investigando las redes que facilitan entregas ilicitas de
petroleo refinado a la Republica Popular Democratica de Corea mediante el analisis
de los vinculos entre buques y entidades. T Energy International Co., Ltd. (T Energy),
una entidad con sendas direcciones en los distritos de Zhongzheng y de Taoyuan*® de
la Provincia China de Taiwan, participd6 como consignataria del cargamento de
petréleo refinado a bordo del Viet Tin 01 (nim. OMI 8508838), que recald en el puerto
de Nampo el 26 de febrero de 2019 o en torno a esa fecha® (en el anexo 30 hay
informacion actualizada de Viet Nam sobre el buque). Desde entonces, el Grupo ha
empezado a investigar otros casos de presunta colaboracion de T Energy en
actividades de suministro o posibles entregas, mediante trasvases de carga entre
buques, con petroleros de la Republica Popular Democratica de Corea. Gracias a la
informacion y los documentos facilitados por varios Estados Miembros, entidades y
particulares, el Grupo esta investigando la implicacién de dicha empresa en una red
de asistencia al suministro ilicito de petroleo refinado a la Republica Popular
Democratica de Corea, en particular sus presuntas actividades de facilitacion e
intermediacion en numerosos trasvases de carga a buques con pabellon de la
Republica Popular Democratica de Corea durante los ultimos afios. El Grupo ha
intentado ponerse en contacto con T Energy, pero ain no ha recibido respuesta; los
faxes y correos electronicos enviados a la empresa han sido devueltos tras entregas
fallidas.

53. En los anexos 31 a) a d), se presenta una lista de buques que, segin un Estado
Miembro, realizaron con la colaboracion de T Energy trasvases de carga con
petroleros de pabellon norcoreano, asi como los datos de las investigaciones del
Grupo y las respuestas obtenidas.

Transferencia de derechos de pesca

54. A raiz de una noticia publicada en medios de comunicacion, el Grupo solicitd
informacion a Choe Un Bok, Presidenta de la Asociaciéon General de Coreanos de
China®, que al parecer estaba organizando la transferencia de derechos de pesca de
la Republica Popular Democratica de Corea. El Grupo no ha recibido respuesta de la
Sra. Choe ni de la organizacidn (véase el anexo 32 a)).

55. Se informé al Grupo de Expertos de que Weihai Peninsula Vessel Fuel Co. Ltd.%?
estaba implicada en la concepcion de una empresa pesquera conjunta con una entidad

48 Véase S/2020/840 y S/2020/840/Corr.1, parr. 26.

49 Direcciones tomadas de fuentes publicas o facilitadas por un Estado Miembro.
%0 Véase S/2020/840 y S/2020/840/Corr.1, parrs. 39 y 40.

5t En chino: iRIERHEE N REX A 2.

52 En chino: BlfiE ¥ B ARARREN BRA F].
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de la Republica Popular Democratica de Corea (véase el anexo 32 b)). El Grupo no
ha recibido respuesta de la empresa.

56. De la informacion facilitada por diversos Estados Miembros se desprendia que
la Republica Popular Democratica de Corea seguia transfiriendo derechos de pesca y
promoviendo medidas de encubrimiento de los buques pesqueros (véanse los
anexos 32 ¢) a f)).

Exportaciones maritimas de la Repiblica Popular Democratica de Corea

57. La Republica Popular Democratica de Corea sigui6é exportando carbon y otros
articulos prohibidos, en vulneracion de las resoluciones pertinentes (véanse el parr. 84
y los anexos 34, 35, 36, 38 a) y b) y 39).

Formas de eludir las sanciones maritimas

58. Para mantener sus actividades de exportacion, la Republica Popular
Democratica de Corea ha seguido enviando cargamentos de carbon a la zona de
Ningbo-Zhoushan (China), ha utilizado grandes barcazas costeras de pabellon chino
que realizan directamente ese tipo de operaciones y ha adquirido nuevas
embarcaciones. En varios puertos chinos, los buques de la Republica Popular
Democratica de Corea recogian cargamentos humanitarios tras descargar el carbon
exportado, lo que indicaba que en ellos se permitia operar a buques presuntamente
involucrados en actividades prohibidas con anterioridad®.

59. Los buques de la Republica Popular Democratica de Corea también utilizaron
diversas técnicas para no dejar rastro en las bases de datos maritimos, como cambiar
de bandera, manipular el nimero de identificacion del servicio movil maritimo o
hacerse pasar por buques de pesca o remolcadores. Para manipular los indicadores
del servicio mévil maritimo a veces utilizaban nimeros de embarcaciones legitimas,
lo que generaba incongruencias en los datos de rastreo del sistema de identificacion
automatica. El1 Grupo observo ademas que algunos buques de la Republica Popular
Democratica de Corea utilizaban niimeros de identidad desechables® del servicio
movil maritimo que dificultaban su rastreo (véase también el anexo 33 sobre la
elusion del sistema de identificacion automatica).

Buques de la Republica Popular Democratica de Corea que exportan carbon

60. Segin el Estado Miembro, la Republica Popular Democratica de Corea exportd
al menos 2,5 millones de toneladas de carbon de enero a septiembre de 2020 en un
minimo de 400 envios a aguas territoriales chinas®®. La mayoria se despacharon a la
zona china de Ningbo-Zhoushan, donde los buques de la Republica Popular
Democratica de Corea siguieron descargando carbon mediante trasvases de carga
entre buques. El Estado Miembro también observd que el trafico de buques por las
islas Zhoushan habia aumentado a lo largo de 2020.

61. EIl Grupo sigui6 pidiendo asistencia a China en relacion con la concentracion de
buques de la Republica Popular Democratica de Corea en un punto concreto del mar
frente a Ningbo-Zhoushan®®. El 17 de junio de 2020 se captaron imagenes satelitales

53 Véase la resolucion 2397 (2017), parr. 9.

54 El Grupo ha documentado casos de bugues con nimeros de identificacion provisionales del
servicio movil maritimo de escasos meses de antigiiedad o con identificadores no validos que,
tras manifestarse en aguas de Ningbo-Zhoushan, vuelven a emitir sefiales desde la Republica
Popular Democratica de Corea o sus cercanias; la informacién correspondiente se ha
comunicado a China.

% Dos de los expertos opinan que esta informacion debe confirmarse.

% \éase S/2020/840 y S/2020/840/Corr.1, parr. 46; S/2020/151, parr. 69; y S/2019/691, parr. 19.
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de mas de 40 buques de la Republica Popular Democratica de Corea y buques
asociados en Ningbo-Zhoushan (véase la figura 17; para los datos de los buques de la
Republica Popular Democratica de Corea que exportan carbon a la zona de
Ningbo-Zhoushan, véase también el anexo 34).

Figura 17
Representacion grafica de la concentracion de buques de la Republica Popular
Democratica de Corea el 17 de junio de 2020 frente a Ningbo-Zhoushan (China)®’
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Fuente: Estado Miembro.
Nota: El Estado Miembro ha presentado imagenes por satélite de cada uno de los buques
sefialados.

62. Respecto de todos los buques mencionados, incluidos los sefialados en la
figura 17, el Grupo de Expertos solicitdo a China informacidn sobre los cargamentos
de carbon notificados, los transbordos de carga realizados con ellos en aguas chinas
y los identificadores de los buques receptores y sus armadores. China respondié que
no le constaban salidas o entradas de puertos chinos de los diez buques de la
Republica Popular Democratica de Corea, a saber, el Asia Honor, el Myong Sin, el
Paek Hak San, el Kum San Pho 3, el Flourishing, el Sam Jin 8, el Jang Jin Gang, el
Su Song, el Enterprise y el Xing Ming Yang 888, y que, no siendo el Estado de
abanderamiento de ninguno de ellos, tampoco disponia de méas datos al respecto.

Exportacion de carbon e importacion de articulos humanitarios por la Republica
Popular Democritica de Corea

63. El Grupo de Expertos sigui6 investigando las infracciones del régimen de
sanciones cometidas en aguas chinas por el Tae P(h)yong (nam. OMI 9018751, antes

5 Dos de los expertos opinan que esta informacion debe confirmarse.

21-01647



S/2021/211

Figura 18 a)

conocido como Great Wenshan)®®. Siguiendo la ruta de navegacion del buque, se
constato que habia estado en la Republica Popular Democratica de Corea el 8 de junio
de 2020 y habia vuelto el 12 de junio a pasar unos dias en la zona de
Ningbo-Zhoushan, donde ya habia estado en mayo, para después recalar en Longkou
(China) y regresar a Nampo el 1 de julio de 2020. Gracias a las imagenes de satélite
obtenidas con posterioridad por un Estado Miembro llegé a saberse que el buque
habia cargado carbon en Nampo para exportarlo en aguas de Ningbo-Zhoushan y que
después habia recibido en Longkou un cargamento de articulos importados de ayuda
humanitaria con el que regres6 a Nampo. El Tae Pyong viajo de nuevo a
Ningbo-Zhoushan a mediados de agosto y retorné a Nampo ese mismo mes (véanse
las figuras 18 a) y b)). El Tae Pyong exportd carbon norcoreano en diversas ocasiones
y, en el caso anterior, llegd a puerto para recoger un cargamento humanitario,
actividades lo hacen pasible de las sanciones pertinentes®®.

64. Segun el Estado Miembro, por lo menos otros 11 buques con pabellon
norcoreano hicieron viajes similares para exportar carbon e importar articulos
humanitarios en la misma travesia. En respuesta a las cartas en las que el Grupo de
Expertos solicitdé informacion sobre las actividades, los cargamentos y el Gltimo
armador chino conocido del Tae Pyong y sobre otros buques con pabelldn norcoreano
que pudieran realizar viajes similares, China respondi6é que el Tae Pyong no habia
hecho ninguna escala en el puerto de Zhoushan en 2020.

El Tae Pyong en aguas de Ningbo-Zhoushan, junio y agosto de 2020

pr—— ” B
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%8 Véase S/2020/840 y S/2020/840/Corr.1, parrs. 52 a 56.
%9 Véanse las resoluciones 2375 (2017), parr. 11, y 2397 (2017), parr. 9.
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Figura 18 b)
El Tae Pyong exportando carbén a la ida e importando articulos humanitarios
a la vuelta del mismo viaje

DPRE-Magoed MV TAE PYONG (MO 9018751) Exported Coaland iImported Mumanitarian ‘

Cargoin Single Voyage: Overview |
ANL ARY 20

.
Al

On % Jorw ad V7 2ae 1A
PYONG mooted ¢ wast %
(T & P P
B

e Tonl anport Becn e MBS
£ vgry veaaw Vack g AIS

- TAATE GRPC TN D S

= N LOW exoon ¥

NOATIM arn Ty e e

Fuente: Estado Miembro.

Cargueros que hicieron entregas de carbon procedente de la Republica Popular
Democritica de Corea

65. Grandes cargueros de pabellon chino hicieron transbordos de carga con buques
de la Republica Popular Democratica de Corea en la zona de Ningbo-Zhoushan vy,
posteriormente, entregas de carbon norcoreano en puertos o aguas portuarias chinos,
seglin un Estado Miembro®. Esos buques tienen mayor capacidad de carga que las
embarcaciones mas pequeias y ligeras utilizadas anteriormente para ese tipo de
transbordos y permiten recoger los cargamentos de carbon de otros buques en la
misma ubicaciéon. Algunos de ellos son el Shun Jin Bao (nimero de identificacion del
servicio movil maritimo 413704010), que entregd carbon en Bayuquan (véase la
figura 19), el Huadel6 (nimero de identificacion del servicio movil maritimo
413249920), que entregd carbon en Guangzhou, y el Xinjinyue (numero de
identificacion del servicio moévil maritimo 412501560), que entregd carbon en
Caofeidian. Para mas datos e imagenes, véase el anexo 35. El Grupo de Expertos
solicito informacion sobre los transbordos de carga que esos barcos habian realizado
con buques norcoreanos y sobre el origen y el destino del carbon descargado.

66. China respondido que los buques en cuestion habian navegado entre puertos
chinos durante el periodo indicado en las cartas del Grupo de Expertos y habian
cumplido los procedimientos ordinarios de notificacion y admision. Las aduanas
chinas habian examinado escrupulosamente los certificados de origen de los
cargamentos y no habian encontrado indicios de actividades que infringieran las

60 Véase también S/2020/151, parr. 72.
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resoluciones. Tras examinar con detenimiento sus cuadernos de bitacora, también se
descartd que los buques hubieran hecho escalas en puertos de la Republica Popular
Democratica de Corea durante sus viajes nacionales. China esperaba que el Grupo
pudiera aportar otras pruebas, si las hubiera.

Figura 19
El Shun Jin Bao entregando carbén procedente de la Republica Popular
Democritica de Corea en Bayuquan (China)
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Fuente: Estado Miembro.

Barcazas costeras entregando carbon procedente de la Repiblica Popular
Democratica de Corea y otros articulos

Carbon procedente de la Republica Popular Democratica de Corea

67. Un Estado Miembro observo un gran numero de barcazas costeras de pabellon
chino operando en la Republica Popular Democratica de Corea a finales de mayo de
2020; solo en el rio Taedong y en el fondeadero situado ante la esclusa de Nampo se
observaron 52. En la figura 20 se muestran algunas de las barcazas frente a la esclusa
de Nampo en junio de 2020. Segtin el mismo Estado Miembro, esas barcazas®® hicieron
al menos 155 entregas a China en las que se exportaron aproximadamente 1,63 millones
de toneladas de carbon de la Republica Popular Democratica de Corea®

6!

=

62
63

Se trata del mismo tipo de barcazas autopropulsadas que, segun se indica en el informe del
Grupo de Expertos de marzo de 2020 (S/2020/151), entregaron productos basicos prohibidos a
China.

Dos de los expertos opinan que esta informacion debe confirmarse.

El Grupo comunic6 una lista de 65 barcazas costeras de pabellén chino que, segln el Estado
Miembro, habian realizado probables exportaciones de carbdn de la Republica Popular
Democratica de Corea entre mayo y septiembre de 2020.
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Figura 20
Grupo de barcazas costeras de bandera china frente a la esclusa de Nampo, junio
de 2020 (grupo principal “38°42°42” N 124°59°04” E)
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Fuente: Estado Miembro (imagen superior); Planet Labs, Inc. (demas imagenes). 1 de junio de
2020, 02.08 UTC; 5 de julio de 2020, 01.40.35 UTC; 22 de julio de 2020, 02.36 UTC (las
imagenes de Planet Labs tienen orientacién norte). Anotaciones del Grupo.

68. Como ocurria con las barcazas autopropulsadas chinas que transportan carbon
de la Republica Popular Democratica de Corea y lo descargan en diversos puertos de
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China ® de las que se hablé en informes anteriores del Grupo, este tipo de
embarcaciones no siempre emite seflales al sistema de identificacion automatica ni
lleva numeros OMI, lo que indica que se destinan principalmente al comercio costero.
El Grupo observo que el Chenggong 66 (ntimero de identificacion del servicio movil
maritimo 413663365) habia emitido sefales en las que se identificaba como carguero
saliendo de Nantong (China) en junio de 2020. Segtn los registros, este buque habia
viajado al menos una vez hasta Nampo antes de regresar a aguas chinas, siguiendo
una ruta similar a la utilizada por las barcazas autopropulsadas en 2019. El Grupo
solicitd por escrito a China informacion sobre el tipo de buque, su origen y la clase
de carga que transportaba. Posteriormente, el Grupo examind imagenes satelitales
obtenidas por un Estado Miembro en las que se veia al Chenggong 66 (véase la figura
21) y a otras barcazas costeras con pabellon chino transportando carbon de la
Republica Popular Democratica de Corea a China. China respondié que no habia
ninguna informacion valida de buques identificados con los numeros de identidad del
servicio movil maritimo sefialados que correspondiera a las 65 barcazas de pabellon
chino de la lista (para mas detalles véase el anexo 36).

Figura 21
Itinerario del Chenggong 66, junio y julio de 2020
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Fuente: Windward (imagenes superiores), con anotaciones del Grupo de Expertos; Estado Miembro (imagen

inferior).

64 Véase S/2020/151, parrs. 59 a 66.
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Equipos y articulos

69. Segun el Estado Miembro, las barcazas costeras de pabellén chino también
exportaron a la Republica Popular Democratica de Corea vehiculos, maquinaria
pesada y equipos cuyo suministro, venta y transferencia estan prohibidos en virtud
del parrafo 7 de la resolucion 2397 (2017). En imagenes satelitales tomadas entre
mayo y julio de 2020 pueden verse siete de esas barcazas en la zona portuaria de
Nampo (véase el anexo 37). Una de ellas, denominada Cheng Hong 28/Changhong28
(numero de identidad del servicio movil maritimo 413180911), que probablemente
descargd depdsitos de petroleo, carburante y lubricantes en un muelle de Nampo en
mayo de 2020, también cargo en junio carbon norcoreano en Nampo que deposito el
21 de julio de 2020 cerca de Yangjiaogou (China). El Grupo pidi6 a China que lo
ayudara a recabar informacion sobre las actividades de esas barcazas y los resultados
de cualquier investigacion que se hubiera hecho al respecto (véase la figura 22). China
respondid que prestaba gran atencion a las actividades de contrabando mediante
transbordos de carga entre buques en las que estuviera implicada la Republica Popular
Democratica de Corea y que las autoridades competentes del pais habian trabajado
mucho en la cuestién. China ya habia afirmado reiterada y abiertamente que se oponia
oficialmente a esas actividades y que estaba decidida a combatirlas con arreglo a la
ley, lo que de por si era un factor disuasorio.

Figura 22
Actividades prohibidas de exportacion de vagones cisterna e importacion de carbén
del Cheng Hong 28
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Fuente: Estado Miembro.

Adquisicion ilicita de buques en 2019 y 2020

70. El Grupo inform6 de los siguientes cargueros que enarbolaban pabellon de la
Republica Popular Democratica de Corea en 2019 y a principios de 2020: el Su Ri
Bong (también denominado Fu Xing 12/Pu Zhou) (nim. OMI 8605727), el Tae
P(h)yong (nam. OMI 9018751) y el Sam Jin 8 (nim. OMI 8810578)%. Un Estado
Miembro estimé que el pais habia adquirido varios buques adicionales® pero no pudo
confirmarse que navegasen oficialmente bajo el pabellon nacional®. Ese es el caso

& Véanse S/2020/151 y S/2020/840.
 EI Grupo sigue investigando otros buques probablemente adquiridos de forma ilicita.
67 Con registro en la OMI.
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del Enterprise (num. OMI 9153331), que antes enarbolaba pabellon del Togo, el Ming
Zhou 6 (num. OMI 8602763), anteriormente con pabellon chino, y el Ri Hong (nam.
OMI 9162318), buque de pabelldon desconocido del que ya se ha informado .

71. Las investigaciones del Grupo de Expertos apuntan a que esos buques, cuyos
ultimos armadores conocidos estaban domiciliados en China®, también estaban cerca
de puertos chinos cuando dejaron de emitir sefiales al sistema de identificacion
automatica, segun los registros mas recientes que constan en bases privadas de datos
maritimos. Reaparecieron en la Republica Popular Democratica de Corea (el
Enterprise, el Ming Zhou 6, el Tae Pyong y el Su Ri Bong) o, junto con otras
embarcaciones del pais, en aguas de Ningbo-Zhoushan (el Ri Hong y el Sam Jin 8).
Segliin las imagenes satelitales y las transmisiones del sistema de identificacion
automatica, todos ellos realizaron exportaciones de carbon procedente de la
Republica Popular Democratica de Corea en aguas chinas.

72. Segin un Estado Miembro, el Ming Zhou 6 fue adquirido por una empresa
conjunta de China y la Republica Popular Democratica de Corea constituida para
transferirlo a este Gltimo pais. Como ocurrié con el Fu Xing 12 (nim. OMI 8605727),
la empresa que lo vendi6 para desguace en mayo de 2019 era china’. China respondi6
que el Ming Zhou 6 y el Fu Xing 12 se habian dado de baja en los registros de
propiedad y pabellon en mayo y junio de 2019 respectivamente y desde entonces no
constaban entradas o salidas de esos buques en puertos chinos. El Grupo sigue
investigando la presunta empresa naviera conjunta del Ming Zhou 6. En los anexos
38 a) y b), se presentan datos sobre el Entreprise ¢ informacion actualizada sobre el
Ri Hong.

Redes de la cadena de suministro

73. El Grupo sigue investigando a las personas y entidades que facilitan la
exportacion de carbon de la Republica Popular Democratica de Corea. Segin
documentos en su poder, el 12 de agosto de 2017 el Glory Taizhou (nim. OMI
9641015)™ cargd en Nakhodka (Federacion de Rusia) 17.415 toneladas de antracita
que entregé en Changxingdao (China) en septiembre de 2017. K.W.B Resources
Limited’?, empresa registrada en las Islas Virgenes Britanicas cuyo director, Wang
Jianbo, asentado en Yantai, utilizé el Jian Fu (niim. OMI 8306890)7%, que entonces
tenia pabellon de Palau, para el transporte inicial del carbon de Nampo a Nakhodka,
y también particip6é en la entrega posterior en Changxingdao (véase la figura 23).
China respondio que el Glory Taizhou habia declarado en la aduana de Dalian que el
carbon procedia de la Federacion de Rusia y solicitdé pruebas de que el pais de
procedencia era la Republica Popular Democratica de Corea. La Federacion de Rusia
todavia no ha contestado.
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Este buque fue dado de alta en el registro de pabellén de Sierra Leona en abril y volvi6 a darse
de baja el 17 de noviembre de 2020, cuando expird su certificado provisional de registro.

Con domicilio social en China continental y Hong Kong.
http://nbmc.com.cn/download.jsp?id=832.

Panama aporté informacién sobre el itinerario del Glory Taizhou que coincide con la recabada
por el Grupo.

En chino: SLIK{E & JiA BRA .

Palau informdé de una interrupcion de las comunicaciones del Jian Fu (ahora desguazado) con el
sistema de identificacion automatica que coincide con el periodo sefialado en las
investigaciones.
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Figura 23
Documentos que prueban el transbordo de un cargamento de carbon
procedente de la Republica Popular Democratica de Corea en Nakhodka

COMMERCIAL INVOICE

Fuente: Estado Miembro.

74. Segun informé un Estado Miembro, las entidades chinas XinXin Green Work
Research & Development Co. Ltd. y Taizhou Yifeng Transportation Co. Ltd. también
estaban implicadas en la adquisicion ilicita de carbon procedente de la Republica
Popular Democratica de Corea. En el anexo 39 se presenta informacion detallada al
respecto.

Transferencias de petréleo no notificadas

75. Enreferencia a un registro de operaciones de transporte que obraba en su poder,
el Grupo de Expertos pregunto6 a la Federacion de Rusia por las 617.742 toneladas de
productos petroliferos presuntamente enviadas a la Republica Popular Democratica
de Corea entre 2018 y 2019 sin notificarlo al Comité™.

Recomendaciones

Al Comité

76. El Grupo de Expertos recomienda la designacion de los siguientes buques
por infringir lo dispuesto en el parrafo 5 de la resolucion 2397 (2017) del Consejo
de Seguridad:

— An Ping (nam. OMI 7903366), anteriormente bajo pabellén de Sierra Leona
— Heng Rong (nim. OMI 7913098), de pabellén desconocido

74

Entre los datos facilitados al Grupo de Expertos habia registros de 10 empresas de la Federacién
de Rusia que habian transportado entre 2018 y 2019 unas 32.982,625 toneladas de petréleo a la
Republica Popular Democrética de Corea, esto es, el 52,5 % del total correspondiente a ese
perfodo (62.709,116 toneladas) segun las cifras notificadas oficialmente al Comité. El Grupo
confirmé que, en la mayoria de los casos, habia una clara coincidencia entre las dos series de
datos y observa que Korea Ungum (Yngum) Corporation, que segin un Estado Miembro es una
empresa pantalla del Banco de Comercio Exterior del pais, estaba importando productos
petroliferos durante el periodo. En el parrafo 141 se tratan otras actividades de la misma
empresa.

21-01647


https://undocs.org/es/S/RES/2397(2017)

S/2021/211

21-01647

— Rich United (nim. OMI 9129213), de pabellon desconocido
— Run Da (nim. OMI 8511172), anteriormente bajo pabellon de Mongolia

77. El Grupo de Expertos recomienda la designacion del siguiente buque por
infringir lo dispuesto en el parrafo S de la resolucion 2397 (2017) y reitera su
recomendacion de designarlo por infringir lo dispuesto en el parrafo 11 de la
resolucion 2375 (2017):

— Xing Ming Yang 888 (nim. OMI 8410847), de pabelléon desconocido

78. El Grupo de Expertos recomienda la designacion de los siguientes buques
por otras infracciones de lo dispuesto en el parrafo 5 de la resolucion 2397 (2017):

— Diamond 8 (nim. OMI 9132612), anteriormente bajo pabellon de Sierra
Leona

— Hokong (num. OMI 9006758), de pabellon desconocido

— New Konk (nim. OMI 9036387), de pabellon desconocido
— Subblic (nim. OMI 8126082), de pabellon desconocido

— Unica (nim. OMI 8514306), de pabellon desconocido

— Yun Hong 8 (nium. de identidad del servicio mévil maritimo 413459380),
bajo pabellén de China

79. El Grupo de Expertos recomienda la designacion de los siguientes buques
por infringir lo dispuesto en el parrafo 11 de la resolucién 2375 (2017):

— Enterprise (nim. OMI 9153331), anteriormente bajo pabellon del Togo

— Ri Hong (también Klausen) (nim. OMI 9162318), anteriormente bajo
pabellon de Sierra Leona

— Tae P(h)yong (nim. OMI 9018751), bajo pabellén de la Republica Popular
Democratica de Corea

A los Estados Miembros, sobre las mejores practicas en lo que respecta
a las actividades de la Republica Popular Democratica de Corea

Respecto de las medidas de diligencia debida contra la elusion de sanciones

80. El Grupo de Expertos recomienda que los Estados Miembros sigan dando
a conocer estos problemas en todo el sector, en particular las nuevas tacticas que
utilizan los infractores para eludir las sanciones y las medidas con las que pueden
mitigarse los riesgos correspondientes. A tal fin pueden enviarse avisos y
circulares para su difusion en todo el sector.

Respecto de las medidas de diligencia debida en casos de transbordos de carga
entre buques

81. El Grupo recomienda a quienes participen en transvases de cargamentos
de petrodleo refinado entre buques situados en zonas conocidas por actos ilicitos
de ese tipo, que autoricen al capitin del barco u otro miembro designado de la
tripulacion a enviar al registro del pabellon correspondiente un correo
electrénico en el que se dé parte del suceso y se indiquen los siguientes datos: los
identificadores del buque en cuestion (el nombre, el nimero OMI y el nimero de
identificacion del servicio movil maritimo), la naturaleza y el volumen de la
carga transbordada, la fecha y la hora de inicio y fin de la operacion y el lugar
en el que se produjo.
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82. El Grupo recomienda a las partes competentes de la cadena de suministro
maritimo que consideren la posibilidad de imponer controles para verificar
debidamente la procedencia de los buques que realizan transbordos de carga,
sobre todo en las zonas conocidas por ese tipo de operaciones ilicitas. Uno de ellos
podria ser exigir la presentacion de documentos de expedicion completos y fieles,
por ejemplo conocimientos de embarque en los que se indiquen la procedencia y
el destino de la carga o certificados de exportacion, segin proceda.

83. El Grupo de Expertos recomienda que los Estados Miembros mantengan la
vigilancia a fin de detectar y prevenir operaciones ilicitas de buques con permisos
de pesca de la Republica Popular Democratica de Corea, que pueden utilizar
diversos métodos para disimular sus actividades e identidades.

Estadisticas comerciales de la Republica Popular Democratica de Corea

84. Segun los registros, el comercio exterior de la Republica Popular Democratica
de Corea se desplom6 en 2020 debido a los cierres de fronteras decretados contra la
COVID-197. El nivel de exportaciones en los nueve primeros meses de ese afio solo
llegaba al 9,2 % del total de exportaciones de 2019 (véase el cuadro).

Cuadro
Datos comerciales registrados de la Republica Popular Democraitica de Corea,
2019 y 2020 (enero a septiembre)

(En miles de dolares de los Estados Unidos)

2019 2020 (enero a septiembre)
Exportaciones 447 351 41115
Importaciones 2725 394 310 452
Balanza comercial (2 354 508) (269 337)

Fuente: Trade Map del Centro de Comercio Internacional (consultado el 15 de diciembre de 2020).

85. El Grupo de Expertos siguid analizando los datos de las estadisticas comerciales
publicadas de la Republica Popular Democratica de Corea para averiguar si se habian
infringido las resoluciones pertinentes’. A pesar de los cierres de fronteras, segtn las
estadisticas la Republica Popular Democratica de Corea cometié en 2020 numerosas
infracciones de ese tipo al comerciar con maquinaria, equipos eléctricos y hierro,
entre otros articulos”.

86. La Republica Popular Democratica de Corea también comercid con articulos
prohibidos que no figuran en las bases de datos estadisticos sobre comercio
internacionales o nacionales’. Segtin un Estado Miembro, el pais exporté a China al

7!

o

Segun cifras del Trade Map del Centro de Comercio Internacional, que recoge datos aduaneros
declarados por los Estados Miembros.

Véase la lista completa de cédigos del Sistema Armonizado que el Grupo utiliza para controlar
la aplicacion de las prohibiciones sectoriales en el anexo 40, que sustituye al anexo 4 del
documento S/2018/171y S/2018/171/Corr.1.

En el anexo 41 se ofrece informacion detallada sobre la metodologia del Grupo de Expertos y
sobre las consultas a Estados Miembros y las respuestas correspondientes. EI Grupo de Expertos
observa que, en sus respuestas, los Estados Miembros no siempre le aportaron la informacion
gue necesitaba para concluir que los intercambios comerciales en cuestion no se habian hecho
con la Republica Popular Democratica de Corea.

8 Para los casos a los que se refiere este parrafo, el Grupo consulto los sitios web del Trade Map
del Centro de Comercio Internacional y de la Administracién General de Aduanas de la
Republica Popular China.
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menos 4,1 millones de toneladas de carbon y posiblemente otros minerales prohibidos
entre enero y septiembre de 2020 (véanse los anexos 34, 35, 36,38 a) yb)y 39) y
durante el afio también importd articulos prohibidos, como maquinaria, mediante
barcazas procedentes de China (véanse el parr. 69 y el anexo 37)7°. Estos intercambios

no figuran en las bases de datos estadisticos sobre comercio.

Posible comercio en linea de productos prohibidos

87. El Grupo de Expertos investigd las actividades de la empresa china Dandong
China-DPRK Information Co., Ltd.®, que administraba una plataforma de comercio
electronico (www.hcein.com). En el sitio web de esa empresa (véase la figura 24) se
indica que su mision es fomentar el comercio y la inversion entre China y la Republica
Popular Democratica de Corea y se presentan productos con los que trabaja, entre los
que hay maquinaria, equipos eléctricos, embarcaciones y otros articulos prohibidos®.
La empresa aun no ha respondido al Grupo, que le solicitd informacion sobre sus
clientes, el funcionamiento del sitio web y las operaciones de comercio o inversion

que hubiera generado. Sigue investigandose.

Figura 24

Sitio web de la empresa Dandong China-DPRK Information Co., Ltd.
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Fuente: www.hcein.com, con anotaciones del Grupo de Expertos.

 Dos de los expertos opinan que esta informacién debe confirmarse.
8 En chino: PHARIERIME EA FRAF].
8L El sitio web seguia funcionando el 5 de enero de 2021. En los cuadros rojos se sefialan articulos

prohibidos.
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IV.

Aplicacion de la prohibicion de importar y exportar

88. El Grupo solicito a las autoridades aduaneras de 35 Estados Miembros
informacion sobre el cumplimiento, entre 2018 y 2020, de las obligaciones derivadas
de las resoluciones pertinentes, entre ellas las obligaciones de inspeccionar todos los
cargueros que tuvieran a la Republica Popular Democratica de Corea por destino o
procedencia y de incautar y eliminar los articulos prohibidos que encontraran con
arreglo a lo dispuesto en el parrafo 18 de la resolucion 2270 (2016) y el parrafo 20 de
la resolucion 2397 (2017).

89. El Grupo constatdé que los Estados Miembros habian respetado las
prohibiciones 8, aunque en ocasiones hubieron de determinar si el intercambio
comercial de determinados articulos estaba o no prohibido con la Republica Popular
Democratica de Corea. En un caso en el que se incautaron medicamentos que podian
exportarse a la Republica Popular Democratica de Corea, se rechazé el despacho de
aduanas sin motivos suficientes. Asimismo, un Estado Miembro mostr6 que no habia
entendido bien las resoluciones pertinentes al sostener que sus importaciones de la
Republica Popular Democratica de Corea estaban permitidas porque entre ellas no
habia ninguno de los materiales quimicos, nucleares o bioldgicos indicados en la
resolucion 2270.

Embargos, entidades y personas designadas y trabajadores
en el extranjero

Embargos
Camboya

90. El Grupo de Expertos observo que en el documental The Mole: Undercover in
North Korea, estrenado en octubre de 2020, se indica que un grupo de traficantes
internacionales de armas de la Republica Popular Democratica de Corea y ciudadanos
de un pais europeo se reunieron en Phnom Penh en 2017 para examinar el coste de un
contrato de armas y la manera de cerrarlo, y se da a entender que esa venta no llegd a
concretarse. En respuesta a la consulta del Grupo, Camboya respondié que el
documental en cuestion tenia por objetivo atacar a Corea del Norte; que no se habian
encontrado indicios de comercio de armas en Camboya; que en el video no se
presentaban motivos y pruebas claros para sustentar la hipotesis del comercio de
armas porque en su realizacion se recurria a la imaginacion y la ficcion y porque con
su presentacion publica se pretendia ganar dinero o se perseguian otros fines (véase
el anexo 43; véanse también el parrafo 151 y el anexo 88). En el anexo 88 se informa
sobre una escena del documental en la que esta implicada Uganda.

Nigeria

91. El Grupo continu6 investigando el desmantelamiento de una trama de
contrabando de armas urdida por un nacional de la Republica Popular Democratica
de Corea en Chequia, otro Estado miembro de la Unién Europea y Nigeria®. Un
Estado Miembro informé de la presencia en Nigeria en enero de 2020 de un ciudadano
norcoreano llamado Hong Yong Su, que segun se sospechaba era o habia sido
miembro de la inteligencia militar y de la Oficina General de Reconocimiento de
dicho pais (KPe.031). El Estado Miembro también sospechaba que el Sr. Hong

8

N

Un Estado Miembro informé de 12 registros de exportaciones en las que la Republica Popular
Democréatica de Corea figuraba como pais de destino, que posteriormente se retiraron y dieron
lugar a la devolucion de las mercancias.

83 Véase S/2020/840 y S/2020/840/Corr.1, parrs. 74 a 77.
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actuaba en nombre de Hackumgang Trading Co., que se consideraba una empresa
instrumental de las fuerzas armadas de la Republica Popular Democratica de Corea
para el comercio de armas en Africa, y de Korea Hyoksin Trading Corporation
(KPe.006). Nigeria respondi6 que en la base de datos de su Servicio de Inmigracion
no habia constancia del Sr. Hong Yong Su y que, segun las investigaciones, la empresa
Haekungaan Trading Corporation no estaba domiciliada ni operaba en Nigeria (véase
el anexo 44).

Federacion de Rusia y Hungria

92. Segln un articulo de la agencia Kommersant publicado el 8 de agosto de 2020,
el Servicio Federal de Seguridad de la Federacion de Rusia habia frustrado la
operacion de contrabando de material militar que Vladimir Lyubishin intent6 realizar
en agosto de 2016. Konstantin Moskal, su ayudante Denis Fedosov y el Sr. Lyubishin
planeaban pasar de contrabando a la Republica Popular Democratica de Corea cinco
estabilizadores horizontales y verticales disefiados para los sistemas de informacion
vertical, longitudinal y horizontal principales y de reserva de los sistemas de
navegacion de aviones de combate, asi como otros accesorios para aeronaves
militares. El Sr. Lyubishin y su hijo fueron detenidos en Hungria en noviembre de
2016 a instancias de los Estados Unidos de América y luego extraditados a la
Federacion de Rusia en agosto de 2018. Los tribunales rusos condenaron al Sr.
Lyubishin a un afio y cinco meses de prision, y al Sr. Moskal a tres afios y seis meses
y a una multa de 500.000 rublos. En respuesta a la consulta del Grupo, la Federacion
de Rusia respondio (véase el anexo 45) que en septiembre de 2016, el Sr. Pak Zen Un,
representante de la empresa norcoreana de comercio exterior Sonkwang, habia
comprado ilegalmente un lote de piezas de repuesto para aviones MIG-29 a los
ciudadanos rusos Vladimir Vyacheslavovich Lyubishin y Konstantin Viktorovich
Moskal, con la intencidn de pasarlos de contrabando a Corea del Norte con ayuda del
Sr. Lyubishin; en junio de 2017, el Departamento de Investigacion del Servicio
Federal de Seguridad de la Federacion de Rusia habia iniciado un proceso penal
contra el Sr. Lyubishin por intento de contrabando de equipo militar a la Republica
Popular Democratica de Corea; el Sr. Lyubishin se declaré culpable y prestd
testimonio incriminando al Sr. Pak Zen Un de la organizacion del envio ilegal de
equipo militar de fabricacion rusa al extranjero. Hungria también respondid a la
consulta del Grupo (véase el anexo 46).

Somalia

93. Segun el informe final del Grupo de Expertos sobre Somalia de 28 de septiembre
de 2020 (S/2020/949), el 17 de febrero de 2020 Al-Shabaab dispard cuatro proyectiles
de mortero de 60 mm contra el recinto de las Naciones Unidas en el Aeropuerto
Internacional Aden Adde. Al analizar las aletas de la cola, el Grupo observo que se
habian utilizado morteros de multiples fabricantes y que las caracteristicas de uno de
los proyectiles coincidian con las de las municiones de mortero de 60 mm HE tipo 63
fabricadas en la Republica Popular Democratica de Corea. El Grupo, que sigue
pidiendo aclaraciones a Somalia, aun no ha recibido respuesta.

Republica Bolivariana de Venezuela

94. El Grupo de Expertos establecido en virtud de la resolucion 1874 (2009) siguid
investigando posibles medidas de cooperacién militar y tecnologica entre la
Republica Bolivariana de Venezuela y la Republica Popular Democratica de Corea.
Segliin una informacién publicada en medios de comunicacion, durante la visita a la
Republica Popular Democratica de Corea que hizo en septiembre de 2019, el
Presidente de la Asamblea Nacional Constituyente de la Republica Bolivariana de
Venezuela firmo varios acuerdos para el establecimiento de relaciones de cooperacion
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militar y tecnolégica®®. En respuesta a la consulta del Grupo, la Republica Bolivariana
de Venezuela expresdé suma preocupacion por que el Grupo de Expertos hubiera
decidido iniciar una investigacion oficial a partir de una informacion publicada en
medios de comunicacidn, es decir, de una sola fuente, sobre todo teniendo en cuenta
que no habia ni un solo acuerdo de cooperacion militar y tecnoldgica entre la
Republica Bolivariana de Venezuela y la Republica Popular Democratica de Corea
(véase el anexo 47). El Grupo de Expertos sigue pidiendo aclaraciones a la Republica
Bolivariana de Venezuela, pero ain no ha recibido respuesta.

Yemen

95. El Grupo siguid investigando dos casos relativos al Yemen. El primero tiene que
ver con un proyecto de cooperacion yemeni con el sector de la defensa de la Republica
Popular Democratica de Corea y el segundo con un proyecto de suministro de equipo
militar de la Reptblica Popular Democratica de Corea®. Respecto del primer caso, el
Yemen respondié que Zakaria Yahya Al-Shami era un miembro de la milicia huzi y
no representaba al Gobierno del Yemen en ninguna capacidad, por lo que sus acciones
e intentos de establecer relaciones de cooperacion militar con la Republica Popular
Democratica de Corea infringian de forma evidente las resoluciones pertinentes del
Consejo de Seguridad. Respecto del segundo caso, el Yemen respondiéo que la
embajada de la milicia huzi en Damasco y el Sr. al-Qanis no representaban al
Gobierno de la Republica del Yemen. Ademas, las acciones del Sr. al-Qanis, en
particular la firma de un protocolo con un traficante de armas sirio llamado Hussein
al-Ali para importar equipo militar al Yemen, infringian de forma evidente las
resoluciones pertinentes del Consejo de Seguridad (véase el anexo 48).

96. El Grupo siguid investigando varios casos denunciados anteriormente relativos
a la Republica Democratica del Congo, Eritrea y Myanmar (véase el anexo 49).

Contrabando de dinero en efectivo y oro

97. En cuanto a los iranies presuntamente implicados en actividades de contrabando
de oro y dinero en efectivo organizadas por la Republica Popular Democratica de
Corea®, los Emiratos Arabes Unidos declararon en 2020 que esas personas residian
en Dubai (Emiratos Arabes Unidos). Un Estado Miembro sefialé que los ciudadanos
de la Republica Popular Democratica de Corea implicados en esas actividades de
contrabando viajaban a menudo con Emirates Airlines. EI Grupo ha solicitado
informacion a dicha aerolinea, pero atn no ha recibido una respuesta sustantiva (véase
el anexo 51).

Textiles y obras de arte

98. EIl Grupo investigd posibles incumplimientos de las medidas de embargo y
congelacion de activos dispuestas en las resoluciones pertinentes. Habia agencias de
viajes que anunciaban visitas al estudio de arte Mansudae y productos prohibidos. Se
denunciaron transferencias de obras de arte para exponerlas en dicho estudio. El
estudio de arte Paekho particip6 en la construccion de estatuas en el extranjero (véase
el anexo 52).

84 Véase S/2020/151, parr. 112.
8 1bid., parr. 113.
86 5/2020/840 y S/2020/840/Corr.1, parr. 78 y anexo 30.
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Textiles

99. La empresa Chugai Travel Co. Ltd.¥, que anunciaba prendas de vestir coreanas
para turistas extranjeros en Pyongyang, declaré que era la agencia general japonesa
de Air Koryo® y la Korean International Travel Company. El Grupo ain no ha
recibido una respuesta sustantiva de Chugai (véase el anexo 53).

Obras de arte y un artista que trabaja en el extranjero

100. Young Pioneer Tours, que anunciaba visitas al estudio de arte Mansudae,
indicaba en su sitio web que en ellas los turistas podian comprar obras de arte y
enviarlas al extranjero. En respuesta a las preguntas del Grupo de Expertos, dijo que
los responsables de la empresa no habian reparado en el contenido publicado en la
web en 2020 y que habia organizado las visitas por conducto de la Korean
International Travel Company (véase el parr. 99)%. También sefialé que, aunque se
habian organizado unas 40 visitas entre 2017 y enero de 2020, no le constaba ninguna
compra de obras de arte (véase el anexo 54).

101. Koryo Studio, que en su sitio web vende obras de arte encargadas a artistas de la
Republica Popular Democratica de Corea y obras de un artista de Mansudae, respondio
al Grupo que los o6leos vendidos habian sido pintados antes de 2009 y que habia
trabajado con el artista de animacion que vivia en la Republica Popular China (un
empleado de uno de los estudios de animacion de Pyongyang sin ninguna relacion con
el estudio de arte Mansudae). El Grupo de Expertos solicitdé més informaciéon sobre
ese ciudadano norcoreano que percibia ingresos en el extranjero (véase el anexo 55).

Obras del estudio de arte de Mansudae

102. Se informa de que en 2019 y 2020 el Instituto de Educacién para la Unificacion,
un Organo subsidiario del Ministerio de Unificacion, y K Mecenat Network
organizaron en la Republica de Corea exposiciones en las que se mostraron obras de
artistas del estudio de arte Mansudae®.El Grupo recibié respuestas a sus consultas
(véase el anexo 56).

103. Al parecer, en una exposicion celebrada en 2019 en la Asamblea Nacional de la
Republica de Corea que copatrocinaron el Comité de Cultura, Deportes y Turismo de
la Asamblea, el comité organizador de One Korea Global Campaign® y la Asociacion
Coreana de Bellas Artes®, se exhibieron obras de Kim Cheong Hee, directora de la
division de artesania del estudio de arte Mansudae. La obra de esta artista también
habia sido exhibida en una exposicion organizada en 2018 en la Republica de Corea
con el patrocinio de, entre otros, la Asociacion Coreana de Bellas Artes y el comité
organizador de One Korea Global Campaign. La respuesta de esa asociacion se
reproduce en el anexo 56.

Estatuas

104. De 2018 hasta finales de 2019 como minimo, la empresa Congo Aconde SARL
particip6 en proyectos de construccidn de varias estatuas en las provincias de Lualaba
y Alto Lomami (Republica Democratica del Congo). El Grupo dedujo de la
informacion recibida que se trataba de una empresa pantalla de la compaiia estatal
Korea Paekho Trading Corporation, que exporta obras de arte como las estatuas

En japonés: F1 4 FRTT AL

Véase S/2017/150, parrs. 148 a 151.

En la respuesta se facilit6 el siguiente nimero de teléfono: +850-218-111, ext. 8375.
En coreano: K-H AU E 9] 4.,

En coreano: YAl 2 ZH A Q] 229 3.

En coreano: 1] 3],
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creadas por el estudio artistico Paekho (véanse los parrs. 133, 147 y 149 y el
anexo 57).

Recomendaciones

105. E1 Grupo de Expertos recomienda a los Estados Miembros que
inspeccionen meticulosamente los cargamentos, incluidos los equipajes de
personas que viajen desde la Republica Popular Democratica de Corea o con
destino a ella, conforme a lo dispuesto en el parrafo 13 de la resolucion
2321 (2016) y en el parrafo 18 de la resolucion 2270 (2016).

106. E1 Grupo recomienda a los Estados Miembros que controlen la
transferencia de obras de arte de las entidades designadas para cumplir las
disposiciones de congelacion de activos contempladas en las resoluciones
pertinentes.

107. El Grupo recomienda la designacion de la empresa Korea Paekho Trading
Corporation y el estudio de arte Paekho.

Aeronaves pilotadas a distancia

108. El Grupo investigd el envio de aeronaves pilotadas a distancia®® a la Republica
Popular Democratica de Corea, que se exhibieron en el desfile militar realizado en
Pyongyang el 10 de octubre de 2020, por vulneracion de la resolucion 2397 (2017).
Se constatod que se trataba de dispositivos del tipo Mavic 2 Pro, fabricados por SZ DJI
Technology Co. Ltd.% en 2018 o con posterioridad. La empresa atun no ha respondido
a la consulta del Grupo.

Figura 25
Aeronaves pilotadas a distancia Mavic 2 Pro observadas durante el desfile
militar del 10 de octubre de 2020

Fuente: Rodong Sinmun y YouTube, con anotaciones del Grupo de Expertos.

Uso indebido de propiedades de la embajada
Rumania

109. El Grupo solicit6 a Rumania informaciéon actualizada adicional sobre el
arrendamiento de la propiedad de la Embajada de la Republica Popular Democratica
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9 EIl cddigo del Sistema Armonizado para las aeronaves pilotadas a distancia es el 85. Véase
S/2020/151.

% www.nknews.org/pro/north-korea-likely-violated-sanctions-with-military-parade-drone-from-
china.
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de Corea a IMA Partners SRL%. Rumania respondié que uno de los dos edificios sitos
en el 28-36 de Sosecaua Nordului, primer distrito de Bucarest, en el recinto de la
Embajada de la Republica Popular Democratica de Corea, seguia siendo utilizado por
IMA Partners SRL, aunque el contrato de arrendamiento entre ambas entidades habia
expirado el 10 de noviembre de 2017. Por otra parte, 44 personas juridicas o fisicas
celebraron un contrato de subarrendamiento con IMA Partners SRL, que entre el 1 de
enero de 2018 y el 30 de junio de 2020 IMA cobrd alquileres por el equivalente de
653.700 dolares (véase el anexo 58). Sin embargo, Rumania aseguré al Grupo que no
se habia registrado ninguna transaccion, ni en efectivo ni por transferencia bancaria,
entre IMA y la Embajada de la Republica Popular Democratica de Corea durante el
periodo sefialado.

Bulgaria

110. El Grupo de Expertos preguntd a Bulgaria por los datos que apuntaban a que la
empresa bulgara Terra Group seguia anunciando el alquiler de Terra Residence, que
al parecer era la antigua residencia del Embajador de la Republica Popular
Democratica de Corea (sita en la calle Andrei Sakharov 56, barrio de Mladost 1, 1784
Sofia), y a que en esa direccion se anunciaba el alquiler de una empresa llamada Lora
Catering®®. Bulgaria solicitdé mas tiempo para investigar el asunto® debido a la
pandemia de COVID-19. No se ha recibido mas informacion al respecto.

Aplicacion de la prohibicion relativa a los articulos de lujo

111. Las autoridades restringieron la compra de bienes de consumo en el extranjero %,
por lo que en 2020 la importacion de articulos de lujo (prohibidos en virtud de lo
dispuesto en el apartado 8 a) iii) de la resolucion 1718 (2006)) se redujo a casos
esporadicos. También el contrabando de particulares desaparecio practicamente.

112. El Grupo sigui6 investigando casos anteriores de importacion de automoviles
de lujo y también recibié informacion de intentos recientes de entregar nuevos
vehiculos de lujo de fabricacion alemana o japonesa en el pais.

Mercedes-Benz

113. El Grupo de Expertos siguid investigando la importacion ilegal a la Republica
Popular Democratica de Corea de dos vehiculos Mercedes-Benz Clase S 600 Sedan
Long Guard VR9% que habian sido vendidos en Hong Kong a la empresa LS Logistica
& Spedizioni SRL por European Cars & More SRL, segiin confirmé un Estado
Miembro, y habian sido transportados de Italia a los Paises Bajos, donde dos empresas
locales se encargaron de las cuestiones logisticas para su posterior exportacion desde
Rotterdam. European Cars & More SRL cooperd con el Grupo de Expertos y, en su
respuesta del 20 de octubre de 2020 y correspondencia previa, informo con detalle de
que ya antes habia vendido a la misma empresa otros vehiculos de lujo (Mercedes
S600 Guard, S650 Maybach y S600 Pullman) (véase el anexo 60).

% El Grupo de Expertos ya habia investigado el caso (véase S/2020/840 y S/2020/840/Corr.1,
péarr. 85).

% \éase www.terraresidence.com y www.evepla.com/BG/Sofia/100084117957/Lora-Catering
(paginas consultadas el 30 de diciembre de 2020).

9 El Grupo de Expertos ya habia investigado el caso (véase S/2020/840 y S/2020/840/Corr.1,
parr. 86).

% Segun parece, las autoridades de la Republica Popular Democréatica de Corea decidieron en abril
de 2020 limitar las importaciones de “bienes no esenciales”, entre ellos muchos productos
alimenticios, textiles y electronicos (Jeong Tae Joo, “N. Korea announces all ‘trivial’ imports
restricted until end of the year”, Daily NK, 23 de abril de 2020).

9 Véase S/2020/840 y S/2020/840/Corr.1, parr. 92.
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114. Como se ignora quienes son los usuarios finales, al Grupo le preocupa que los
vehiculos mencionados en el anexo 60 hayan ido a parar a la Republica Popular
Democratica de Corea, donde muchos dirigentes han sido vistos recientemente con
vehiculos similares (véase, por ejemplo, el anexo 61). EI Grupo ha seguido intentando
ponerse en contacto con LS Logistica & Spedizioni SRL para recabar informacion,
pero no ha recibido respuesta, y también ha solicitado mas informacion y
documentacion a European Cars & More SRL. La investigacion continua.

Toyota

115. El Grupo de Expertos consiguié nuevas pruebas de que en la Republica Popular
Democratica de Corea se utilizaban vehiculos Lexus!®; asi hacia, entre otros, el
dirigente del pais, que habia sido visto en agosto de 2020 con uno de ellos durante
una inspeccion in situ en la provincia de Hwanghae del Norte (véase el anexo 62). El
fabricante informé al Grupo de que el vehiculo en cuestion era un Lexus LX 570 con
motor de gasolina y volante a la izquierda, un modelo que Toyota llevaba fabricando
desde julio de 2017 en su planta de Yoshiwara (Japdén) y que se exportaba
principalmente a los Estados Unidos, China y el Canada. Con todo, Toyota no pudo
indicar en qué mercado se habia vendido el Lexus LX 570 en cuestion.

Alcohol y otros articulos de lujo

116. Segtn la informacién de que dispone el Grupo de Expertos, los envios de
bebidas alcohdlicas a la Republica Popular Democratica de Corea fueron irregulares
y disminuyeron debido a las restricciones asociadas a la COVID-19.

117. Singapur informé al Grupo de Expertos de que el 31 de enero de 2020 sus
autoridades se habian incautado de un cargamento de vino que estaba siendo
transbordado. Segin constaba en la documentacion, la empresa proveedora era
Sangmyong General Trading Corporation, que el Grupo ya habia sefialado (en 2012-
2013) por infringir la prohibicién de importar articulos de lujo desde el Japoni®. El
25 de agosto, amparandose en una ley nacional, un tribunal de Singapur dictdé una
orden de confiscacion para que el cargamento se pusiera a disposicion de las
autoridades aduaneras (véase la figura 26).
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10 Respecto de los resultados de la investigacion anterior, véase S/2020/840 y S/2020/840/Corr.1,

parr. 93.

101 véase S/2012/422, parr. 79.
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Figura 26
Orden de un tribunal de Singapur

To the Officer of Singapore Customs:

Order in Terms

The Sciz.cd Goods be dealt with as the Director-General of Singapore Customs thinks
fit, and in such a case the Director-General may direct that the Seized Goods be
destroyed or otherwise dealt with. }

The Seized Goods are:

(a) 1158 cases x 4 boxes x 3 litres of Dry Red Wine;
(b) 50 cases x 12 packets x 1 litre of Orange Juice;
(c) 25 cases x 12 packets x 1 litre of Summer Pine Juice;
(d) 25 cases x 12 packets x 1 litre of Medly of Fruit Juice;
(e) 49 cases x 12 packets x 1 litre of Mango Juice; and
[ (f) 25 cases x 12 packets x 1 litre of Secrets of the Valley Juice.

Fuente: Grupo de Expertos.

118. Singapur informd al Grupo de Expertos de que Lim Cheng Hwee, Director de
SINSMS Pte Ltd. (empresa ya investigada por el Grupo), habia sido condenado a dos
meses de prision por suministrar ilicitamente bebidas alcoholicas a la Republica
Popular Democratica de Corea entre 2013 y 2018% por un total de 562.082 délares;
también se impuso una multa a su esposa, Leng Ooi, y la empresa fue sancionada con
el pago de 30.000 ddlares singapurenses (véase el anexo 64).

119. El Grupo de Expertos tuvo conocimiento de un problema relativo a la
admisibilidad de las exportaciones de material deportivo, concretamente la
posibilidad de establecer codigos del Sistema Armonizado para lo que se considera
“material deportivo de recreo”. El Grupo estima que, en general, corresponde a la
legislacion nacional determinar los “articulos de lujo” no especificamente recogidos
en la lista de sanciones.

120. A este respecto, el Grupo recuerda que el Comité, en el parrafo 4 iv) de su nota
orientativa nim. 3 para la aplicacion de resoluciones, publicada en 2011 y actualizada
el 20 de enero de 2017, sefiala que “deberian tomarse precauciones para no restringir
el suministro de articulos de uso civil corrientes a la poblacion en general de la
Republica Popular Democratica de Corea ni causar problemas humanitarios en el
pais”.

Recomendacion

121. El Grupo recomienda a los Estados Miembros que mejoren sus listas de
control de las exportaciones especificando los bienes de lujo prohibidos conforme
a los objetivos de las resoluciones 1718 (2006), 1874 (2009), 2094 (2013), 2270
(2016) y 2321 (2016), pero sin caer en ampliaciones innecesarias y cuidando de
no restringir el suministro de bienes ordinarios de uso civil a la poblacién ni
provocar efectos humanitarios negativos.

102 Chad O’Carroll, “Singaporean company director jailed for selling alcohol to North Korea”,

NK News, 14 de diciembre de 2020. Puede consultarse en la pagina
www.nknews.org/2020/12/singaporean-company-director-jailed-for-selling-alcohol-to-north-
korea.
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122. El Grupo reitera su recomendacion de que los Estados Miembros alienten
a las entidades y los ciudadanos de su territorio que exporten articulos de lujo a
incorporar en los contratos clausulas que impidan la reventa de esos articulos a
la Republica Popular Democriatica de Corea.

123. El Grupo reitera su recomendacion de que los Estados Miembros y las
organizaciones competentes alienten a las empresas de expedicion y transporte
maritimo a establecer un sistema de control riguroso de los consignatarios que
tenga en cuenta el riesgo de transbordo.

Departamento de la Industria de las Municiones (Munitions Industry
Department, KPe.028)

124. El Grupo sigui6 investigando las actividades de Ma Tong Hyok!%, ciudadano y

presunto alto responsable informatico de la Republica Popular Democratica de Corea
asentado en Dalian que participa directamente en el envio a China de informaticos
norcoreanos adscritos al Departamento de la Industria de las Municiones, que es una
entidad designada'®. El1 Grupo de Expertos solicitdé informacioén a Dalian Runguang
Science and Technology Co., Ltd.!%, empresa que con pleno conocimiento de causa,
segun informaciéon de un Estado Miembro, colaboraba con Ma y otros informaticos
norcoreanos y blanqueaba dinero en nombre del pais. El Grupo atn no ha recibido
respuesta de la empresa.

Oficina General de Reconocimiento (Reconnaisance General
Bureau, KPe.031)

125. El Grupo siguid investigando los ciberataques perpetrados por agentes de la
Republica Popular Democratica de Corea adscritos a la Oficina General de
Reconocimiento, como Lazarus y Kimsuky. En 2020 se hizo patente que los agentes
informaticos norcoreanos estaban llevando a cabo ataques contra los sectores de
defensa de distintos paises'®.

126. El Grupo buscé mas informacidén de dominio publico sobre ciberataques contra
el sector de la defensa de Israel. Una empresa de ciberseguridad consideraba que ese
tipo de ataque habia sido la principal campafia ofensiva del grupo Lazarus en 2020 y
que Lazarus colaboraba con decenas de investigadores y profesionales de la
inteligencia para que la campafia tuviera alcance mundial”’. Al parecer, los atacantes
no solo trataban de acceder ilegalmente a la tecnologia militar'® sino también de
extraer informacion que pudiera utilizarse para obtener beneficios economicos. Los
atacantes abordaban primero a determinados empleados en un popular medio social
orientado a los negocios'® utilizando cuentas falsas en las que se hacian pasar por
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Segun el Estado Miembro, el Sr. Ma se encontraba en China a finales de enero de 2020 con los
equipos de informaticos de la Republica Popular Democréatica de Corea a su cargo.

Véase S/2020/840 y S/2020/840/Corr.1, pérr. 110.

En chino: JOEESLRHE A FRAFE].

Tres Estados Miembros expresaron opiniones similares en publico o ante el Grupo. El Panel ya
informo de ataques similares en el documento S/2020/840 y S/2020/840/Corr.1, parr. 117.
Véase www.clearskysec.com/wp-content/uploads/2020/08/Dream-Job-Campaign.pdf. EI Grupo
observa que los medios de comunicacion han informado de ciberataques similares contra
empresas de defensa europeas.

Los Estados Unidos también analizaron los programas maliciosos utilizados por ciberagentes de la
Republica Popular Democratica de Corea y sefialaron que con ellos se pretendia obtener informacién
sobre tecnologias militares y energéticas clave. VVéase https://us-cert.cisa.gov/ncas/analysis-
reports/ar20-232a.

Otras empresas de ciberseguridad también informaron de actividades similares de ciberagentes de la
Republica Popular Democréatica de Corea a lo largo de 2020. VVéase www.mcafee.com/blogs/other-
blogs/mcafee-labs/operation-north-star-a-job-offer-thats-too-good-to-be-true.
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responsables de recursos humanos de importantes empresas de defensa y el sector
aeroespacial, y después se comunicaban con ellos por teléfono o mensajes directos de
texto a fin de reforzar su credibilidad y poder enviarles archivos adjuntos de correo
electronico con programas informaticos maliciosos. La empresa de ciberseguridad
estimaba que los ataques habian infectado a decenas de empresas y organizaciones y
permitido acceder ilegalmente a datos clasificados, aunque no se habia informado
publicamente de la magnitud exacta de los dafios. El Grupo solicité mas informacion
a Israel'®, Sigue investigandose.

127. En agosto de 2020, los Estados Unidos detectaron un nuevo grupo de
ciberdelincuentes denominado BeagleBoyz, adscrito a la Oficina General de
Reconocimiento y probablemente activo desde 2014, al que en una alerta publica
sobre amenazas de ciberseguridad le atribuyeron el atraco al Banco de Bangladesh en
20161, Al parecer, BeagleBoyz habia intentado robar cerca de 2.000 millones de
doélares desde al menos 2015 mediante el plan “FASTCash” de retirada de efectivo en
cajeros automaticos y ataques contra terminales de la Sociedad para las
Telecomunicaciones Financieras Interbancarias Internacionales (SWIFT) y los
servidores que alojan los sistemas de pago de entidades financieras. Este grupo
también ataco plataformas de cambio de criptomonedas a las que accedid a distancia
por medios ilicitos como el envio de correos electronicos de suplantacion de identidad
solicitando empleo. El Grupo observa que los ciberataques contra instituciones
financieras y bolsas de criptomonedas expuestos en el documento S/2019/691
(parrs. 57 a 68 y anexo 21) se corresponden con las actividades de los BeagleBoyz y
sefiala asimismo que el presunto cabecilla de las retiradas ilegales de cajeros
automaticos en 2016 mediante credenciales pirateadas de un banco sudafricano huy6
del Japon a la Republica Popular Democratica de Corea inmediatamente después del
ataque. La respuesta del Japon se reproduce en el anexo 66.

128. Siguieron registrandose ciberataques contra miembros del Grupo y el Comité**?,

En octubre de 2020, un experto del Grupo recibié un correo electronico de un falso
remitente de las Naciones Unidas con un enlace malicioso (véase la figura 27). El
experto detectdé de forma independiente que la direccion IP con la que se habia
enviado el correo electronico habia sido utilizada anteriormente por Kimsuky
(también conocido como Thallium) y Konni, otro grupo de ciberdelincuentes muy
vinculado a la Republica Popular Democrética de Corea®®,
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El Gobierno declar6 publicamente que habia frustrado ataques de Lazarus. Véase
https://mfa.gov.il/MFA/ForeignPolicy/Pages/Defense-Establishment-thwarts-cyber-attack-
targeting-defense-industries-12-August-2020.aspx.

Véase https://us-cert.cisa.gov/ncas/alerts/aa20-239a.

El Grupo confirm6 que un delegado de un Estado miembro del Consejo de Seguridad habia
recibido el mismo correo electrénico de phishing que los expertos del Grupo en 2020 (véase
S/2020/840 y S/2020/840/Corr.1, pérr. 120).

Varias empresas de ciberseguridad sefialan el alto grado de similitud entre Konni y otros grupos
de ciberdelincuentes de la Republica Popular Democratica de Corea, como Kimsuky y APT37.
Un Estado Miembro también aport6 al Grupo informacién sobre actividades de Konni como
agente generador de amenazas de la RepUblica Popular Democratica de Corea. En la pagina
siguiente hay informacion puablica al respecto: https://blog.talosintelligence.com/2017/05/konni-
malware-under-radar-for-years.html, https://blog.alyac.co.kr/3390,
https://unit42.paloaltonetworks.com/unit42-new-konni-malware-attacking-eurasia-southeast-
asia y https://unit42.paloaltonetworks.com/unit42-nokki-almost-ties-the-knot-with-dogcall-
reaper-group-uses-new-malware-to-deploy-rat.

51/421


https://undocs.org/es/S/2019/691
https://mfa.gov.il/MFA/ForeignPolicy/Pages/Defense-Establishment-thwarts-cyber-attack-targeting-defense-industries-12-August-2020.aspx
https://mfa.gov.il/MFA/ForeignPolicy/Pages/Defense-Establishment-thwarts-cyber-attack-targeting-defense-industries-12-August-2020.aspx
https://us-cert.cisa.gov/ncas/alerts/aa20-239a
https://undocs.org/es/S/2020/840
https://undocs.org/es/S/2020/840/Corr.1
https://blog.talosintelligence.com/2017/05/konni-malware-under-radar-for-years.html,
https://blog.talosintelligence.com/2017/05/konni-malware-under-radar-for-years.html,
https://blog.alyac.co.kr/3390
https://unit42.paloaltonetworks.com/unit42-new-konni-malware-attacking-eurasia-southeast-asia/
https://unit42.paloaltonetworks.com/unit42-new-konni-malware-attacking-eurasia-southeast-asia/
https://unit42.paloaltonetworks.com/unit42-nokki-almost-ties-the-knot-with-dogcall-reaper-group-uses-new-malware-to-deploy-rat/
https://unit42.paloaltonetworks.com/unit42-nokki-almost-ties-the-knot-with-dogcall-reaper-group-uses-new-malware-to-deploy-rat/

S/2021/211

Figura 27
Correo electronico de phishing enviado a un experto del Grupo en octubre
de 2020
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Fuente: Grupo de Expertos.

129. El Grupo reitera su opinion de que, habida cuenta de su persistencia y su
naturaleza sumamente disruptiva, los ciberataques pasados y presentes contra érganos
encargados de supervisar la aplicacion de las sanciones de las Naciones Unidas, como
el Comité y el Grupo, constituyen un medio de eludir esas sanciones.

Nacionales de la Republica Popular Democratica de Corea que obtienen ingresos
en el extranjero

130. El Grupo de Expertos siguid investigando a nacionales de la Republica Popular
Democratica de Corea que obtenian ingresos en el extranjero. Varios Estados
Miembros le informaron de que muchas de esas personas seguian trabajando en los
sectores de la construccion, el arte, la salud, el deporte, la restauracion y la tecnologia
de la informacioén, y utilizaban, entre otros medios de entrada, visados de turista o
estudiante. Un Estado Miembro indicé al Grupo que los cierres de fronteras
provocados por la COVID-19 habian facilitado la permanencia de ciudadanos de la
Republica Popular Democratica de Corea en terceros paises. El Grupo observa que
las leyes nacionales de varios paises permiten a los ciudadanos norcoreanos obtener
ingresos en determinadas circunstancias. EI Grupo investigd casos nuevos y ya
sefialados!®,

Futbolistas

131. Qatar informo6 al Grupo de Expertos de la rescision del contrato de Han Kwang
Son y de su salida de Qatar en enero de 2021'°. Desde 2017, varios futbolistas
contratados en equipos japoneses han fichado por equipos de la Republica Popular
Democratica de Corea. Uno de ellos fue transferido a un equipo de la Republica de
Corea en 2019. En el anexo 67 se presentan respuestas de los Estados Miembros.
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115 1bid., parr. 126.
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Profesionales sanitarios

132. Nigeria informo sobre un acuerdo bilateral en el ambito de la salud y la medicina
con la Republica Popular Democratica de Corea y sobre los trabajadores norcoreanos,
empleados principalmente en centros médicos, que tenia previsto deportar (véase el
anexo 68).

Trabajadores de la construccion
Republica Democratica del Congo

133. Segln la documentacion en poder del Grupo, Pak Hwa Song, Hwang Kil Su y
los trabajadores de Congo Aconde SARL podrian ser repatriados, ya que obtienen
ingresos en el extranjero (véanse los parrs. 104, 147 y 149).

Senegal

134. El Grupo de Expertos siguié investigando a trabajadores de la construccion
vinculados a Corman Construction & Commerce SUARL 6. Segtin los registros
financieros internos, esa empresa remitia ingresos a la Embajada de la Republica
Popular Democratica de Corea (véase el anexo 69; véanse también los parrs. 143 a
146).

Trabajadores de hosteleria y restauracion

135. Un Estado Miembro indicé6 que en 2020 habia nacionales de la Reptublica
Popular Democratica de Corea trabajando en restaurantes y hoteles en el extranjero .

Salida a un pais tercero

136. Georgia respondi6 al Grupo de Expertos que en el territorio que estaba bajo su
control no habia nacionales de la Republica Popular Democratica de Corea y que no
tenia informacion sobre la salida de trabajadores norcoreanos de la Federacion de
Rusia a Abjasia (véase el anexo 71)%8,

Recomendacion

137. El Grupo recomienda a los Estados Miembros que sigan controlando los
visados y permisos de residencia de los nacionales de la Republica Popular
Democratica de Corea para evitar que se eludan obligaciones establecidas en las
resoluciones.

Finanzas

138. A partir de la informacion facilitada por Estados Miembros, datos recabados por
sus propios medios e informes de fuentes publicas, el Grupo considera que la
Republica Popular Democratica de Corea sigue teniendo acceso a los sistemas
financieros internacionales a través de empresas conjuntas, cuentas en el extranjero,
empresas ficticias, proveedores de servicios de activos virtuales (como las
criptomonedas) y representaciones bancarias en el extranjero. Los ingresos ilicitos
por actividades que eluden las sanciones, que son blanqueados a través de esas redes,
sirven directa e indirectamente para financiar los programas de armas de destruccion

116
117

118

Véase S/2020/151, parr. 144.

El Grupo investigé a ciudadanos de la Republica Popular Democréatica de Corea que trabajaban en
el restaurante del Magnolias Pattaya Boutique (4/6 M.9 Maprachan Reservoir, Tambon Pong,
Amphoe Banglamung, Chonburi, Tailandia). La respuesta de Tailandia figura en el anexo 70.
Véase S/2020/151.
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masiva y misiles balisticos del pais. Los métodos y técnicas de ocultacion de esas
redes siguieron aprovechando el hecho de que algunos Estados Miembros tuvieran
controles, normas y reglamentos financieros laxos o minimos.

139. En consonancia con sus informes anteriores, el Grupo sigue observando e
investigando a personas y empresas vinculadas a la Republica Popular Democratica
de Corea que, para facilitar las actividades que eluden las sanciones por transporte
maritimo, importacion de articulos de lujo, mano de obra ilicita y blanqueo de
ingresos derivados del robo de activos virtuales, recurren principalmente a
instituciones financieras de China '*®. Ademads, hay proveedores de servicios
corporativos que siguen facilitando esas actividades a sabiendas o de manera
involuntaria.

Representaciones bancarias en el extranjero

140. El Grupo siguid investigando las representaciones bancarias en el extranjero.
Seglin acciones judiciales de un Estado Miembro de febrero de 2020, Han Jang Su'?
siguié controlando cuentas bancarias en la Federacion de Rusia después de que este
pais informara al Grupo de Expertos de que habia adoptado todas las medidas
previstas en su legislaciéon nacional para aplicar a esa persona las resoluciones
pertinentes del Consejo de Seguridad (véase el anexo 72). En ese mismo expediente
judicial se indica que los representantes del Banco de Comercio Exterior de la
Republica Popular Democratica de Corea siguieron utilizando o controlando cuentas
domiciliadas en China después de que este pais notificara al Grupo que en 2016, en
aplicacion de las disposiciones correspondientes de las resoluciones, se habian
cerrado todas las oficinas de representacion de instituciones financieras norcoreanas
en China y todas las personas que trabajaban en ellas habian abandonado el pais
(véase el anexo 72). El Grupo sigue investigando esas contradicciones.

141. Por su parte, un Estado Miembro sefialdo que el Banco de Comercio Exterior
facilitaba desde 2017, a través de una empresa pantalla, la venta y exportacion de
instrumentos musicales a una empresa de la Federacion de Rusia!?. Ese mismo
Estado comunicé al Grupo que, en agosto de 2019, Korea Ungum Corporation'?,
presunta empresa pantalla del banco, y Unha Daesong Trading Company, una de sus
filiales, suscribieron contratos de adquisicion de instrumentos musicales y piezas por
valor de 2 millones de dolares a través del representante de la presunta empresa
pantalla del banco, que también habia actuado como representante del Banco en
Jabarovsk (Federacion de Rusia) (véase en el anexo 73 la lista de bancos y numeros
de cuenta de Ungum y Unha Daesong)*%,

Actividades ilicitas de generacion de ingresos y gestion bancaria en paises
de Africa Subsahariana

142. El Grupo constaté una importante actividad financiera relacionada con las redes
de trabajo ilicito que operaban en paises de Africa Subsahariana. Aunque sigue
investigando esos casos, los datos apuntan a que entidades vinculadas a Mansudae
Overseas Project Group of Companies (KPe.050) y Korea Paekho Trading

119 Dos de los expertos opinan que esta informacion debe confirmarse.
120 vvéanse S/2020/151, parr. 177,y S/2019/171, parr. 125.
121 E| Grupo no considera que exportar instrumentos musicales incumpla las sanciones, sino que

investiga el asunto como una posible infraccién de lo dispuesto en el parrafo 33 de la resolucion
2270 (2016) y posiblemente otras resoluciones del Consejo de Seguridad.

122 Seguin el Estado Miembro, la empresa Korea Ungum Corporation también se conoce como TS

Ungum Corporation, Korea Yngum Corporation y Korea Ungum Company.

123 Dos expertos estimaron que no se disponia de pruebas o datos de investigacion de los que se

desprendiera que ambas eran empresas pantalla del Banco de Comercio Exterior.
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Corporation, otra entidad de la Republica Popular Democratica de Corea, han
facilitado el trabajo ilicito y el acceso a los sistemas financieros internacionales?,
En varios casos, esas empresas se centraron especificamente en préstamos y subsidios
para el desarrollo, asi como en inversiones extranjeras directas en proyectos
municipales.

Senegal

143. En septiembre de 2019, el Grupo empezd a investigar noticias de prensa’® sobre
entidades presuntamente vinculadas a Mansudae Overseas Project Group of
Companies que seguian operando en el Senegal. El Grupo considera que Corman
Construction es una empresa pantalla de dicho grupo que sigue generando ingresos a
la Republica Popular Democratica de Corea, lo que infringe lo dispuesto en el parrafo
18 de la resolucion 2375 (2017), el parrafo 8 de la resolucion 2397 (2017) y el parrafo
8 d) de la resolucion 1718 (2006).

144. Ademas, aunque el Senegal presentd el 21 de diciembre de 2017 al Comité un
informe nacional sobre la aplicacién (S/AC.49/2018/1) en el que afirmaba que las
autoridades del pais habian tomado las medidas oportunas contra Mansudae Overseas
Project Architectural Group, empresa domiciliada en su territorio, y se habian negado
a expedir visados de entrada y corta duraciéon o a renovar los que habia concedido
antes a trabajadores norcoreanos, el Grupo observa que los gerentes, directores y
empleados de la empresa seguian operando en el Senegal. El Grupo destaca asimismo
que, en una carta de fecha 29 de octubre de 2019, habia comunicado al Senegal que
la empresa habia pasado a denominarse Corman Construction Commerce'?® y afiade
por ultimo que varias empresas senegalesas que suscribieron contratos con Corman
Construction eran conscientes de su relacion con Mansudae Overseas Project
Architectural Group.

145. El 21 de diciembre de 2017, la Misién Permanente del Senegal informé a la
Presidencia del Comité de que las autoridades nacionales competentes habian tomado
medidas contra dicha empresa norcoreana y de que el Gobierno del Senegal se habia
negado sistematicamente a expedir visados de entrada y de corta duraciéon o a renovar
los visados anteriores de los norcoreanos que trabajaban en ella, por lo que la empresa
no podia seguir desarrollando sus actividades'?.

146. Segtin la documentaciéon de que dispone el Grupo de Expertos, Corman
Construction se registré como empresa senegalesa el 22 de junio de 2017 (véase el
anexo 74), aproximadamente seis meses antes de que el Senegal notificara al Grupo
que habia adoptado medidas contra Mansudae Overseas Project Architectural Group.
Al analizar los contratos y los registros financieros que llegaron a su conocimiento,
el Grupo consider6 evidente que Choe Song Chol e Im Song Sun, ciudadanos
norcoreanos cuyos vinculos con la empresa eran conocidos, seguian gestionando
varios proyectos de construccion en Dakar y percibiendo pagos por contratos
adjudicados tanto a Mansudae Overseas Project Architectural Group como a Corman
Construction. Esos contratos comprendian proyectos de construccién para las
empresas SCI Adja Seneba (véase el anexo 75) y Patisen (véase el anexo 76) y el
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El 5 de agosto de 2017, el Consejo de Seguridad designé a Mansudae Overseas Project Group of
Companies (KPe.050) (véase la resolucién 2371 (2017), anexo I1).

Véase: Ham Ji-ha y Kim Seon-myung, “Despite UN sanctions, North Koreans at work in
Senegal”, Voice of America, 24 de septiembre de 2019, publicado en
www.voanews.com/africa/despite-un-sanctions-north-koreans-work-senegal.

En su informe final de marzo de 2020, el Grupo de Expertos indic6 que se estaba investigando a
Mansudae Overseas Project Group of Companies in Senegal-SUARL vy sefialé a varias personas
relacionadas con la empresa (véase S/2020/151, parr. 144).

Véase S/AC.49/2018/1, anexo.
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proyecto Diamniadio Lake City (véase el anexo 77). El Grupo de Expertos también
observa que Corman Construction tiene y puede seguir manteniendo cuentas
financieras en el Banque Atlantique y el Banque Sahelo-Saharienne (véase el anexo
78). El Grupo ain no ha recibido respuesta del Senegal.

Republica Democrdatica del Congo

147. Hacia febrero de 2018, los ciudadanos norcoreanos Pak Hwa Song y Hwang Kil
Su (véanse los anexos 79 y 80) registraron la empresa Congo Aconde SARL en
Lubumbashi (véase el anexo 81) con el fin de facilitar proyectos de construccion en
las provincias de Lualaba, Alto Lomami y Alto Katanga. Se sospecha que algunos de
esos proyectos infringen el régimen de sanciones de las Naciones Unidas, en
particular lo dispuesto en el parrafo 29 de la resolucién 2321 (2016)*28,

148. Poco después de constituir la sociedad Congo Aconde SARL, el Sr. Pak y el
Sr. Hwang abrieron cuentas denominadas en dolares de los Estados Unidos en la
sucursal de Lubumbashi de un banco con sede en Camertin (véase el anexo 82)'%°
Otras tres personas asociadas a Congo Aconde SARL también abrieron cuentas en el
mismo banco: Han Kyong Ho, Ri Yong Gwang y Rim Chol (véase el anexo 83)%,
Segliin los datos financieros obtenidos por el Grupo, entre febrero de 2018 y
septiembre de 2020, las cuentas de Congo Aconde SARL y sus asociados
habian registrado depdsitos por unos 407.800 dodlares y reintegros por unos
408.145 dolares™.

149. Segtn los documentos obtenidos por el Grupo, en febrero de 2019 la ciudad de
Lubumbashi adjudic6 a Congo Aconde SARL un contrato de servicios de
construccion (véase el anexo 85). El 18 de abril de 2019, el Sr. Pak solicité la
liberacion de un aval bancario para el contrato adjudicado de la cuenta de Congo
Aconde SARL en el Afriland First Bank (véase el anexo 86).

150. Se tiene conocimiento de que el Sr. Hwang Kil Su ha participado en proyectos
de construccion en el Camertn, que el Grupo esta investigando actualmente. EI Grupo
también estd investigando actividades similares de Korea Paekho Trading
Corporation y sus filiales en Rwanda, Nigeria y Ghana.
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En noticias de medios locales se inform6 de que Congo Aconde SARL habia construido
monumentos en Haut Lomami, que se habian inaugurado en enero de 2019 (véase el anexo 84).
En un articulo de prensa se publica la informacidn incorrecta de que esa empresa es surcoreana.
Véanse los articulos “Overt affairs: how North Korean businessmen busted sanctions in the
Democratic Republic of Congo”, The Sentry, agosto de 2020: https://thesentry.org/reports/overt-
affairs; y “Artful dodgers: new findings on North Korean sanctions-busting in the Democratic
Republic of Congo”, The Sentry, enero de 2021: https://cdn.thesentry.org/wp-
content/uploads/2021/01/ArtfulDodgers-TheSentry-January2021.pdf.

En respuesta a la pregunta del Grupo sobre las actividades financieras de Congo Aconde SARL,
una institucion financiera describié sus procedimientos de diligencia debida, que entrafiaban el
cotejo de los nombres y nimeros de pasaporte con los indicados en las listas de designacién de
las Naciones Unidas. La misma institucion explicé que los sefiores Pak Hwa Song y Hwang Kil
Su no habian sido designados. También facilité al Grupo de Expertos documentos que
acreditaban que ambas personas se habian comprometido a no utilizar las cuentas en actividades
prohibidas como la elusién de sanciones.

Un representante del banco sefial6 que en septiembre de 2020, tras la publicacién del citado
informe (véase la nota al pie 129), la entidad clausuré todas las cuentas asociadas a Congo
Aconde SARL.

La entidad financiera declard que las cuentas de la empresa no habian emitido ninguna
transferencia de dinero hacia cuentas extranjeras ni recibido transferencias de fondos desde el
extranjero.
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Empresas conjuntas y entidades cooperativas
Korea Narae Trading Corporation

151. En su informe de mitad de periodo de 2020, el Grupo sefial6 los intentos de
Korea Narae Trading Corporation y sus representantes, entre ellos Alejandro Cao de
Benos, de establecer una empresa conjunta en violacion de las resoluciones
pertinentes de las Naciones Unidas!®. La pelicula The Mole: Undercover in North
Korea retrata a miembros de Korea Friendship Association y Korea Narae Trading
Corporation intentando realizar actividades para eludir las sanciones, entre ellas
posibles operaciones ilicitas de venta de armas y petroleo (véase el anexo 88). El
Grupo sigue investigando las afirmaciones hechas en la pelicula y agradeceria la
cooperacion de su director y sus productores.

Hanne Ulaan LLC

152. En diciembre de 2020, Mongolia aportd al Grupo datos de una investigacion
interna sobre actividades relacionadas con la elusion de sanciones. Choi Chon Gon,
residente y ciudadano de la Federacion de Rusia, viajo a Mongolia en enero de 2019
para constituir la empresa Hanne Ulaan LLC y abrir cuentas bancarias. Los
documentos de registro de la empresa también se remitieron a una direccion de Moscu
que coincide con la de la Embajada de la Republica Popular Democratica de Corea.
Se inform6 de que entre esos documentos estaban un informe de salarios de la
empresa y el recibo de pago de la cuota de afiliacion a la Camara de Comercio e
Industria de Mongolia. Al analizar esas actividades financieras, las autoridades del
pais llegaron a la conclusion provisional de que Hanne Ulaan LLC era una empresa
pantalla de la Republica Popular Democratica de Corea creada para eludir las
sanciones. Las autoridades tomaron ademas medidas contundentes para congelar unos
13.800 dolares de cuentas bancarias vinculadas a Hanne Ulaan LLC y al Sr. Choi
(véase el anexo 89).

Korea Surim Trading Corporation

153. Segtn un Estado Miembro, la Republica Popular Democratica de Corea sigue
estableciendo empresas conjuntas y entidades cooperativas con empresas chinas con
el fin de eludir las sanciones. Se presume que una de ellas, Korea Surim Trading
Corporation, establecié una empresa conjunta de cria de cerdos y extraccion de arena
y grava en Sinuiju, a lo largo del rio Yalu, con la empresa China Zhejiang Province
Qianwan Ecological Environment Co. Ltd. Segiin el mismo Estado, la empresa Korea
Myohyang General Corporation contribuye activamente a facilitar la empresa
conjunta. El Grupo ha solicitado informacion a las entidades implicadas en
transacciones conexas (véase el parr. 55 y el anexo 32 b)), pero aun no ha recibido
respuesta.

Korea Puhung Trading Company

154. En su informe de mitad de periodo de 2020, el Grupo de Expertos describio las
actividades de Kim Su I1, un agente del Departamento de la Industria de las Municiones
que al parecer seguia operando en Viet Nam (véase el anexo 90)'®. En respuesta a la
solicitud de informacion del Grupo, Viet Nam sefiald que el Sr. Kim, que ya no tenia
permiso de trabajo y habia puesto fin a sus actividades, habia abierto una cuenta
bancaria en un banco con sede en Viet Nam en 2017 y la habia cerrado el 8 de enero

13
133

8]

Véase S/2020/840 y S/2020/840/Corr. 1, parr. 151 y anexo 57.

Ibid., parr. 115. Viet Nam ha respondido al Grupo que no ha encontrado vinculos entre el

Sr. Kim y el Departamento de la Industria de las Municiones ni vulneraciones del régimen de
sanciones.
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de 2018. De 2017 a 2018 se registraron tres transacciones en esa cuenta: el ingreso de
una transferencia de 5.000 dolares emitida por la empresa Korea Puhung Trading
Company y dos reintegros de efectivo, el 4 de agosto de 2017 y el 8 de enero de 2018
respectivamente, por un total de 5.000 délares. Viet Nam también informo al Grupo de
que Korea Puhung General Trading Corporation habia abierto cuentas denominadas en
dong vietnamitas y doélares de los Estados Unidos en un banco con sede en Viet Nam
el 10 de abril de 2017 que habian sido clausuradas el 21 de julio de 2020.

MCM International Trading Company Limited

155. Al investigar posibles actividades de elusion del régimen de sanciones, el Grupo
de Expertos descubridé una empresa conjunta o entidad cooperativa que operaba en
Tailandia. Hay constancia de que MCM International Trading Company Limited se
dio de alta en el registro mercantil en noviembre de 2015 y de que sigue activa (véase
el anexo 91)134 Min Myong Chol consta como director de la empresa. El Grupo ha
solicitado informacién adicional a Tailandia.

Ciberactividades contra instituciones financieras
Activos virtuales y proveedores de servicios de activos virtuales

156. El Grupo siguid investigando las ciberactividades de la Republica Popular
Democratica de Corea contra instituciones financieras, activos virtuales y
proveedores de servicios de activos virtuales. Tras analizar informacion de fuentes
publicas y Estados Miembros, el Grupo sigue considerando que en 2020 una serie de
ciberagentes vinculados a la Reptblica Popular Democratica de Corea siguieron
realizando operaciones contra instituciones financieras '* y plataformas de
intercambio de divisas virtuales para generar ingresos con los que financiar los
programas de armas de destruccion masiva y misiles balisticos del pais. Un Estado
Miembro estima que, de 2019 hasta noviembre de 2020, la Republica Popular
Democratica de Corea robd activos virtuales por un total de 316,4 millones de ddlares.

157. En su informe de mitad de periodo, el Grupo observo que la Republica Popular
Democratica de Corea trataba de blanquear activos virtuales robados (es decir,
criptodivisas) por conducto de intermediarios chinos que los canjeaban por moneda
fiduciaria'®. Un analisis de las transacciones de criptodivisas muestra que el pais
sigue utilizando corredores de activos virtuales en el mercado extrabursatil,
principalmente asentados en China. El Grupo también observa que los ciberagentes
norcoreanos utilizan cada vez més servicios de transacciones en red entre particulares
(peer-to-peer) y servicios que no recopilan informacién sobre los clientes, como los
mercados extrabursatiles.

158. En la accién judicial de un Estado Miembro de agosto de 20207 se exponen
otras actividades que esos mismos individuos asentados en China realizaron para

134 Segun la documentacidon reunida por el Grupo, MCM International no ocupa la direccién que
figura en el registro mercantil.

185 A partir de informacion de fuentes publicas, el Grupo esta investigando presuntos intentos de la
Republica Popular Democréatica de Corea de piratear una institucion financiera de Chile. En
respuesta a la solicitud de informacion del Grupo, las autoridades de Chile informaron de que su
Unidad Especializada en Lavado de Dinero, Delitos Econémicos, Delitos Medioambientales y
Crimen Organizado habia indicado que la investigacion penal iniciada a raiz del ciberataque
contra el banco en cuestidn aln no se habia formalizado. EI Grupo sigue investigando el caso.

136 \éase S/2020/840 y S/2020/840/Corr. 1, anexo 56.

137 Segun los expedientes judiciales, las autoridades estadounidenses habian establecido que las
direcciones IP de los corredores estaban asociadas a las que habia utilizado la Republica
Popular Democratica de Corea para facilitar el pirateo de dos operaciones anteriores de cambio
de criptomonedas. Véase www.justice.gov/opa/pr/united-states-files-complaint-forfeit-280-
cryptocurrency-accounts-tied-hacks-two-exchanges.
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blanquear ingresos obtenidos en julio de 2019 y septiembre de 2019 con el robo de
aproximadamente 272.000 délares y 2,5 millones de dolares respectivamente®, Con
esas operaciones de pirateo informatico se robaron criptodivisas alternativas como las
de Proton, PlayGame y IHT Real Estate Protocol. Segin un Estado Miembro, la
Republica Popular Democratica de Corea vendia criptodivisas robadas a precio
reducido por conducto de corredores extrabursatiles radicados en China, que los
convertian en criptodivisas mas estables, como ethereum o bitcoin, un método de
ocultacion conocido como “chain-hopping”.

159. El Grupo esta investigando el pirateo informatico de una operacion de
intercambio de criptodivisas que ocurri6 en septiembre de 2020 y se saldo con el robo
de unos 281 millones de dolares en criptomonedas. Un analisis preliminar de las vias
de ataque y las labores posteriores de blanqueo de las ganancias ilicitas apunta
claramente a la Republica Popular Democratica de Corea. Las transacciones con
tecnologia de cadenas de bloques realizadas en la operacion de pirateo también
parecen estar relacionadas con otra operaciéon del mismo tipo que tuvo lugar en
octubre de 2020 y se saldo con el robo de unos 23 millones de délares. Seglin fuentes
conocedoras de ambas operaciones, los atacantes aprovecharon los protocolos de
finanzas descentralizadas (DeFi), es decir, contratos inteligentes que permiten
transacciones automatizadas.

Plataformas independientes de tecnologia de la informacion

160. Segtin un Estado Miembro, la Republica Popular Democratica de Corea sigue
generando ingresos ilicitos a través de plataformas independientes de tecnologia de
la informacion. Los informaticos del pais pueden eludir los protocolos de diligencia
debida y conocimiento del cliente practicamente con los mismos métodos de
ocultacion que sirven para acceder al sistema financiero mundial: utilizando
identidades falsas y servicios de redes virtuales privadas y domiciliando empresas
pantalla en Hong Kong. Segun la investigacion interna que hizo una empresa a partir
de las pesquisas del Grupo, la mayoria de las cuentas vinculadas a la Republica
Popular Democratica de Corea operan desde ubicaciones en China!®, Para evitar los
controles, esas cuentas suelen migrar a ubicaciones extranjeras una vez que han
establecido con clientes potenciales, es decir, con personas que desean contratar
servicios de tecnologia de la informacion. La empresa también observo que los
usuarios vinculados a la Republica Popular Democratica de Corea tendian a preferir
plataformas independientes de tecnologia de la informacion con niveles de seguridad
mas bajos o procedimientos de diligencia debida menos estrictos.

161. Al investigar las empresas conjuntas, el Grupo de Expertos descubridé que una
de esas redes de trabajo informatico operaba desde Jilin (China). El usuario en
cuestion, que tenia asociadas otras cuatro cuentas mediante un numero de teléfono
chino y varias direcciones IP'%°, mostraba un nimero nacional de identidad chino y
una fotografia, ambos probablemente falsos. En un afio esa cuenta generd
aproximadamente 1.050 dolares (con transacciones de una media de 200 dodlares). El
Grupo, que sigue investigando esa y otras redes, alerta especificamente de los riesgos
de que las plataformas independientes de tecnologia de la informacién no cumplan
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Segun el mismo Estado Miembro y la informacion recabada por el Grupo, una de las personas
asentadas en China acusadas de blanquear las criptodivisas robadas por la Republica Popular
Democratica de Corea habia registrado una cuenta en una plataforma de cambio de
criptomonedas solo unas horas antes de que se produjera el ataque de julio de 2019.

Véase S/2020/840 y S/2020/840/Corr. 1, anexo 47.

El Grupo ha atribuido al menos dos de esos nombres de usuario y direcciones de correo
electronico a sendas plataformas independientes de tecnologia de la informacion.
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sus obligaciones y faciliten inadvertidamente a la Republica Popular Democratica de
Corea acceso a los sistemas de pago internacionales.

Recomendaciones

162. El Grupo de Expertos observa que la Republica Popular Democratica de
Corea recurre a proveedores de servicios corporativos para eludir mas
facilmente las sanciones y alienta a los Estados Miembros a que sigan corrigiendo
las normas y reglamentos poco transparentes de registro de empresas que
permitan utilizar el anonimato para eludir las sanciones.

163. El Grupo recomienda que los Estados Miembros refuercen las medidas de
diligencia debida que aplican a contratistas y subcontratistas de proyectos de
desarrollo, especialmente los que se realizan en paises de Africa Subsahariana
con préstamos municipales, subvenciones o inversiones extranjeras directas.

164. El1 Grupo recomienda que los Estados Miembros colaboren con las
empresas independientes de tecnologia de la informaciéon para potenciar y
ampliar la capacidad de aplicacion de las sanciones.

165. El Grupo recomienda al Comité la designacion de Choe Song Chol e Im
Song Sun.

166. El Grupo recomienda al Comité la designacion de Pak Hwa Song y Hwang
Kil Su.

Efectos no deseados de las sanciones

167. En el parrafo 25 de su resolucion 2397 (2017), el Consejo de Seguridad reafirmoé
que las sanciones de las Naciones Unidas no tenian el propodsito de acarrear
consecuencias humanitarias adversas para la poblacion civil de la Republica Popular
Democratica de Corea ni de perjudicar o restringir la actividad econdmica, la
cooperacion, la ayuda alimentaria, la asistencia humanitaria u otras actividades que
no estuvieran prohibidas en virtud de las resoluciones pertinentes del Consejo, y
destacé también la necesidad y responsabilidad primordial del pais de atender
plenamente las necesidades de subsistencia de su poblacion.

168. Segin varios organismos de las Naciones Unidas, Estados Miembros y
organizaciones no gubernamentales, la evolucion de la situacion humanitaria de la
Republica Popular Democratica de Corea es muy mala y se estd deteriorando
rapidamente. El efecto combinado de la pandemia de COVID-19, las catastrofes
ecologicas, las sanciones y la mala gestion de las politicas sociales y econémicas ha
agudizado la escasez alimentaria'’!, provocado subidas de precios y compras por
pénico y limitado ain mas los suministros y servicios médicos*%.

169. Aunque considera probable que, durante el periodo que abarca el informe, las
sanciones de las Naciones Unidas hayan tenido consecuencias no deseadas® en la
poblacion civil, a causa de los factores indicados y de la falta de datos precisos el
Grupo no puede hacer una evaluacion cuantitativa al respecto.

141 Un Estado miembro comunicé al Grupo que la racion del sistema de distribucion publica se

habia reducido a 545 gramos a partir de octubre de 2020.

142 vvéase en el anexo 98 la declaracion del Relator Especial sobre la situacion de los derechos

humanos en la Republica Popular Democratica de Corea sobre la crisis humanitaria en el pais.

143 Dos expertos tienen opiniones diferentes sobre esta cuestion.
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170. Segtn dos Estados Miembros, las sanciones de las Naciones Unidas tuvieron las
siguientes consecuencias no deseadas:

* Las limitaciones de la importacion de combustible repercutieron negativamente
en la seguridad energética'®, la produccion de electricidad'®®, el transporte civil
y la agricultura, y provocaron problemas ecolégicos como la deforestacion.

Las restricciones en los recursos agricolas, como los servicios de transporte, la
importacion de maquinaria y la produccion de fertilizantes, hicieron que hubiera
menos alimentos disponibles*®,

Las restricciones de la importacion de equipos médicos y articulos
complementarios tuvieron una incidencia negativa en la atencion sanitaria, el
saneamiento y la higiene'#.

Se estima que las sanciones sectoriales causaron la pérdida de al menos 200.000
puestos de trabajo y los ingresos correspondientes y el aumento del desempleo
encubierto.

La repatriacion de trabajadores provocd pérdidas de ingresos y el
empeoramiento de las condiciones socioeconémicas. La mayor parte de esos
trabajadores habian sido enviados a trabajar en obras de construccidon en
regiones montafiosas remotas, practicamente sin remuneracion, y la subita
interrupcion de los ingresos hizo que algunos de ellos tuvieran problemas de
endeudamiento.

171. Segln los analisis que otros dos Estados Miembros comunicaron al Grupo, la
principal causa del declive agricola, la inseguridad alimentaria y los deficientes
servicios sanitarios y médicos de la Republica Popular Democratica de Corea no son
las sanciones, sino la mala gestion econdmica del pais a lo largo del tiempo, en la que
no faltan grandes proyectos intutiles y desvios de recursos. Los Estados Miembros
sefialaron ademas lo siguiente:

» La Republica Popular Democratica de Corea sigue primando la estabilidad y la
continuidad del régimen familiar de los Kim sobre cualquier otra prioridad
nacional, incluidos los servicios sanitarios y médicos y la seguridad alimentaria.

* El grueso de los ingresos que obtienen los nacionales de la Republica Popular
Democratica de Corea en el extranjero se los quedan las empresas estatales
que los emplean, por lo que el régimen es el principal beneficiario de su
trabajo. Ademas, cualquier prestacion social derivada del trabajo en el
extranjero se ve limitada por las estrictas medidas de control y vigilancia de
las condiciones de vida.

* En 2012, cuando Kim Jong Un llevaba solo unos meses en el poder, se
presentaron publicamente diversas reformas agricolas y empresariales que se
retiraron poco después, casi cinco afios antes de que en 2017 el Consejo de

144 Seglin algunas investigaciones (http://nautilus.org/wp-content/uploads/2020/08/Refined-
Products-Balance-Thru-July-22-2020-SR-PDF.pdf), el combustible importado se utiliza sobre
todo en el sector civil (véase el anexo 97).

145 |_os Estados Miembros sefialaron que la creciente escasez de hidrocarburos en el pais habia
provocado la paralizacion de muchas centrales termoeléctricas.

146 |_os Estados Miembros sefialaron que, al no poder utilizar equipos agricolas por falta de
combustible, los agricultores coreanos tenian que recurrir a métodos menos eficaces (incluso
sustituir esos equipos con ganado de tiro y mano de obra).

147 El Estado Miembro observa que los problemas de atencidn sanitaria se deben a las restricciones
a la importacién de equipos médicos y articulos complementarios derivadas de las medidas
coercitivas, asi como a la falta de divisas extranjeras ocasionada por las restricciones a la
exportacion.
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Seguridad decidiera por unanimidad imponer sanciones sectoriales y
prohibiciones del trabajo en el extranjero.

* La Republica Popular Democratica de Corea ha politizado la ayuda humanitaria:
solo la acepta en ambitos que el Partido de los Trabajadores de Corea considera
prioritarios y de paises que no plantean problemas ideologicos al régimen ni
exigen procedimientos que minimicen los desvios. Ademas, se considera casi
seguro que la ayuda se ha desviado para satisfacer necesidades de los dirigentes,
lo que en ultima instancia desincentiva toda reforma econoémica de calado.

* El régimen puso todo su empefio en construir precipitadamente un hospital
escaparate en el corazén de la capital. Las obras se iniciaron, al parecer, sin un
plan exhaustivo que permitiera rematar el edificio y se terminaron a toda prisa
para respetar un plazo politico artificial, que no se cumplio.

172. Para evaluar las repercusiones de la pandemia de COVID-19 en las operaciones
humanitarias realizadas en la Republica Popular Democratica de Corea, el Comité
hizo una encuesta a 38 organizaciones en mayo de 2020 y un estudio de seguimiento
de todas ellas en octubre de 2020. En el grupo habia tanto organizaciones de las
Naciones Unidas como organizaciones no gubernamentales que solicitaron
exenciones directamente al Comité o por conducto de un Estado Miembro o del
Coordinador Residente de las Naciones Unidas en el pais. Hasta enero de 2021, el
Comité habia recibido 11 respuestas'®®, que se resumen en el anexo 99 a).

173. Algunos organismos de las Naciones Unidas y organizaciones no
gubernamentales informaron al Grupo de importantes reducciones de personal y
capacidad operativa debido al cierre de las fronteras y a las restricciones de los viajes
internacionales y nacionales'*°. Varias organizaciones tuvieron que suspender tanto
las actividades de ejecucion como las de supervision. En muchos casos, la ayuda
humanitaria ya no llega a las poblaciones a las que estéd destinada.

174. En varias respuestas se subrayd la importancia de los costes adicionales
asociados a la necesidad de almacenar en la frontera articulos que requerian control
térmico, como los medicamentos, y otros suministros . Algunas organizaciones
indicaron efectos secundarios derivados de la menor fiabilidad de la cadena de
suministro y los canales logisticos, como la ampliacion de los plazos de entrega. Una
organizacion explicd que los plazos de entrega de los articulos que adquiria habian
aumentado considerablemente, hasta superar los ocho meses'®!. Las organizaciones
también tuvieron que competir en mayor medida para encontrar transportistas y
transitarios disponibles, lo que agravdé aun mas el problema. Por ultimo, varios
encuestados sefialaron que la falta persistente de un canal bancario estable, unida al
cierre de fronteras y a la falta de vuelos internacionales, habia provocado graves
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Responder a la encuesta del Grupo era facultativo y sin efecto en los procesos de aprobacién de
exenciones (en el anexo 99 b) se recogen algunas propuestas de organizaciones no
gubernamentales).

En diciembre de 2020, solo quedaban en Pyongyang dos miembros del personal humanitario
internacional de las Naciones Unidas y nueve embajadores.

China sefial6 que sus autoridades aduaneras habian establecido un procedimiento operativo y un
método de trabajo ordinarios y habian resuelto con eficacia problemas surgidos durante el
despacho de aduanas de mercancias humanitarias destinadas a la Republica Popular
Democréatica de Corea, aunque algunas ONG hicieron declaraciones en sentido contrario (véase
el anexo 93).

El Comité ha acortado el proceso de obtencion de exenciones para actividades de ayuda
humanitaria en respuesta a la COVID-19 al aprobar un procedimiento de decision de dos dias
(véase la nota orientativa nUm. 7 para la aplicacion de resoluciones:
https://www.un.org/securitycouncil/sites/www.un.org.securitycouncil/files/implementation_noti
ce_assistance_no._7_-_spanish_0.pdf).
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problemas de liquidez, lo que probablemente se traduciria en una reduccion de las
actividades humanitarias y en una posible reprogramacion fiscal el aflo siguiente.

Recomendaciones

175. El Grupo recomienda que el Comité examine las respuestas de las
organizaciones no gubernamentales a la encuesta del Grupo a fin de enriquecer
sus futuros procesos de decision y evaluar mejor las necesidades y la incidencia
de la ayuda humanitaria (véase el anexo 99).

176. E1 Grupo hace notar la importancia de las disposiciones para el
restablecimiento del canal bancario.

177. El Grupo hace notar la utilidad de las sesiones informativas semestrales de
los organismos competentes de las Naciones Unidas sobre los efectos no deseados
de las sanciones y recomienda que el Comité mantenga esa practica.

178. El Grupo recomienda que el Consejo de Seguridad siga ocupandose de los
problemas y procesos de mitigacion de posibles efectos negativos no deseados de
las sanciones en la poblacién civil norcoreana y las operaciones de ayuda
humanitaria a los sectores vulnerables de esa poblacion y de superacion de los
efectos de la pandemia de COVID-19.

179. El Comité deberia seguir simplificando los procesos y procedimientos de
solicitud de exenciones humanitarias.

Informes nacionales de aplicacion

Estados Miembros que han presentado informes sobre la aplicaciéon
de las resoluciones pertinentes

180. A 5 de febrero de 2021, 66 Estados Miembros habian presentado informes sobre
la aplicacion de lo dispuesto en el parrafo 8 de la resolucion 2397 (2017); 81, sobre
la aplicacion de lo dispuesto en el parrafo 17 de la resolucion 2397 (2017); 95, sobre
la aplicacion de lo dispuesto en la resolucion 2375 (2017); 90, sobre la aplicacion de
lo dispuesto en la resolucion 2371 (2017); 107, sobre la aplicacion de lo dispuesto en
la resolucion 2321 (2016); y 115, sobre la aplicacion de lo dispuesto en la resolucion
2270 (2016). Aunque globalmente se presentaron mas informes, el Grupo observa que
el nimero de Estados que no han presentado informes sobre la resolucion 2397 (2017)
(127, entre ellos un miembro no permanente del Consejo de Seguridad en 2020) sigue
siendo importante.

Recomendaciones

181. El Grupo recomienda a los Estados Miembros que presenten sus informes
ateniéndose plenamente a las resoluciones 2371 (2017), 2375 (2017) y 2397 (2017).

Recomendaciones

182. En el anexo 100 figura una lista consolidada de las recomendaciones.
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Annex 1: COVID-19, Democratic People’s Republic of Korea border measures

The Democratic People’s Republic of Korea responded rapidly to the emergence of the COVID-19
pandemic with border closures, internal controls and quarantine measures (see S/840/2020, Annex
1). All international flights remained suspended throughout the current reporting period. Passenger
rail services also remained suspended. Occasional and limited cross-border deliveries of goods and
cargo by road and rail were recorded. Maritime deliveries to the refined petroleum facility at Nampo
continued. Maritime container shipments were occurring at the start of the reporting period but were
largely suspended shortly afterwards. Outward coal shipments continued at reduced levels. There
was almost no movement of people into or out of the country. Diplomatic missions, UN agencies
and non-government organisations were permitted to repatriate staff but were unable to bring staff
into the DPRK.

Source: The Panel.
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Annex 2: Yongbyon nuclear complex
(1) Plumes of steam observed in uranium enrichment plant complex on 14 July,
18 September, and 22 September 2020.

Source: Planet Labs Inc. 14 Jul. 2020, 02:17 UTC

Source: Planet Labs Inc. 18 Sep. 2020, 02:12 UTC
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Source: Planet Labs Inc. 22 Sep. 2020, 02:54 UTC

(2) A cooling device at the uranium enrichment facility remained removed (see para. 3, S/2020/840)

iy

I —— >
12 December 2019~ = 20:December 208

Source: Planet Labs Inc. 12 Dec. 2019, 02:47 UTC, and 20 Dec. 2020, 02:45 UTC
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Annex 3: Uranium mine and processing plant in Pyongsan

Pyongsan uranium mine and plant were damaged by typhoons in the summer of 2020. However,
satellite imagery suggests its operation was continuing as of late 2020. Furthermore, satellite
imagery suggests the leakage of a waste pipeline over the Ryesong River. The waste tailings contain
heavy metal and acid and are highly toxic, which could cause local adverse environmental impact.

(1) Construction and modernization of the building

27 November 2020

14 Apnil 2020

Source: Planet Labs Inc. 27 Nov. 2020, 04:54 UTC and 14 Apr. 2020, 02:21 UTC

21-01647 67/421



S/2021/211

(2) Leak of waste pipeline

Pyongsan
uranium
concentrate
plant

Accumulation of waste

Waste Pipeline

Waste pond

27 Nov 2020

Leak of waste
}

N

14 Nov 2020 30 Oct 2020

|
l
%
|
|

20 Sep 2020

Source: Planet Labs Inc. 27 Nov. 2020, 04:54 UTC; 14 Nov. 2020, 01:59 UTC; 30 Oct. 2020, 05:05 UTC;
20 Sep. 2020, 02:19 UTC; Google Earth: 23 Mar. 2019.

68/421 21-01647




S/2021/211

Annex 4: Impact of typhoons at the dam of Kuryong River in

Yongbyon

21-01647

5 September 2020
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20 December 2020

Source: Planet Labs Inc. 8 Jul. 2020, 02:47 UTC; 5 Sep. 2020, 05:10 UTC; 18 Sep. 2020, 02:12 UTC;
9 Oct. 2020, 02:15 UTC; 17 Oct. 2020, 02:18 UTC; 23 Oct. 2020, 02:15 UTC; 20 Dec. 2020, 02:45 UTC
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Annex 5: Suspected uranium enrichment facility in Kangson

The Panel is continuing monitoring the facility for its possible connection with the nuclear program
in Kangson (figure). Several assessments have been stated. The IAEA has stated that “if the Kangson
complex is a centrifuge enrichment facility, this would be consistent with the Agency’s assessed
chronology of the development of the DPRK’s reported uranium enrichment program”.* An analysis
was published concerning one possibility that the facility is not a uranium enrichment facility but
could be another type of facility related to the uranium enrichment programme, such as a workshop
for production and testing of centrifuge components.?

Figure: Suspected uranium enrichment facility in Kangson

Source: Planet Labs Inc. (Skysat Collect, 4 Dec. 2020, 02:57 UTC)

L 1AEA, 1 September 2020, GOV2020/42-GC(64)/18.
2 38 North, https://www.38north.org/2020/12/kangson201217/
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Annex 6: Statement by Chairman Kim Jong Un concerning DPRK’s nuclear weapon
program

On 11 October DPRK’s state media reported “Congratulatory note to Supreme Leader of Party,
Nation and Armed Forces, Kim Jong Un” by several committees of Workers Party of Korea, State
Affairs Commission, Presidium of the Supreme People's Assembly and Cabinet of the Democratic
People’s Republic of Korea dated on 10 October 2020. In the note they expressed the commitment
to “...building strong military power by strengthening the political ideological and military technical
power of the revolutionary force in all directions, and brighten the country as a world class military
power, by massively strengthening defence capability centred around nuclear force in both quality
and quantity.”

On 9 January 2021, DPRK’s state media reported in Mr. Kim Jong Un’s report on the work of the
Central Committee of the Party presented at Eighth Congress of the Workers Party of Korea in
January 2021, Mr. Kim Jong Un stated the Central Committee “carried out the great cause of build-
ing a state nuclear force”, and a plan to develop tactical nuclear weapons are presented. It was also
reported that in the closing remarks of this Eighth Congress, Mr. Kim Jong Un stated that “[the
country] must further strengthen the nuclear war deterrent while doing our best to build up the most
powerful military strength.”
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Annex 7: A Member State’s information on dual use choke-point items used for nuclear
fuel cycle which are not listed as items to which measures imposed in paragraph 8(a),
8(b) and 8(c) of resolution 1718 (2006) should apply

(1) Insulated gate bipolar transistors (IGBTS)

Fast-switching electrical components are necessary in several power applications, including
frequency changers. Four or more IGBTSs are critical components in modern multi-phase
frequency changers (inverters, converters, motor drives).

(2) Programmable logic controllers (PLSs)

Modern process control systems incorporate industrial computer technology for control
rooms. PLCs contain the programmed software that operates instrumentation such as
frequency changers and valves.

(3) Roots vacuum pumps, rotary vane vacuum pumps

Vacuum equipment is required in many nuclear fuel cycle facilities. Roots pumps are
commonly employed as a booster pump for several types of forepumps (such as rotary vane

pumps).
(4) Pressure transducers, micromanometers

Many nuclear fuel cycle processes require precise pressure measurement. Corrosion resistant
pressure transducers are used for centrifuge enrichment cascade instrumentation.
Micromanometers are also used as ancillary instruments to monitor operations.

(5) Epoxy resin and associated hardeners, monel welding rods

Epoxy resins and associated hardeners are used to form composite structures and protect
centrifuge rotors from exposure to corrosive uranium components. Monel welding rods are
used to weld corrosion resistant nickel-alloy materials.

Source: Member State and the Panel

21-01647
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Annex 8: Examples of research topics on two DPRK university websites

1. Kim Il Sung University academic journal Vol. 66, No. 2, 2020
(1) Study on Neutron Detector with Lithium-6 Sensor

Pak Su Il ,Ko Myong Son and Kim Song Jin

(abstract)

In this paper we manufactured a thermal neutron sensor with compound contained Lithium-
6, constructed a thermal neutron detector with this sensor and ZnS(Ag) scintillator, and
evaluated its detection efficiency. The thermal neutron detection efficiency of Lithium-6 sensor
is 14%.

Keywords: neutron detector, scintillator, radiation detector

(2) Improvement of Some Characteristics in Nuclear Reactor Internal Vibration Measuring
Instrument

Ri Kum San, Ro Kwang Chol
(abstract)

In order to realize normalization of analysis results for various type of accelerators sensors
with sensitivity 10 ~1000mV within acceleration range of 1 ~50g, we have enabled gain of
the charge amplifier to be regulated 0 ~ 60dB.

Applying on-line USB communication and microprocessor PIC18F4550 and converting
measuring device into NI-VISA device, we have increased communication rate up to 12Mbps
and normalized nuclear reactor internal vibration measuring.

In addition, by using powerful digital signal processing function of LabVIEW, we have
improved reliability and realized multifunction and on-line in measuring and analyzing of
nuclear reactor internal vibration.

Keywords: vibration measuring, nuclear reactor internal vibration

(3) A Method of Discriminating Seismic Wave and Explosive Wave in a Digital Seismic Analysis
Pak Chi Bong, Jong Kyong Su and Kim Yong Il
(abstract)

We suggested a method to determinate seismic wave and explosive wave, which were based
on the power spectra mean frequency ratio and the linear discriminant analyze.

Keywords: seismic wave, explosive wave

Source: Kim Il Sung University website, www.ryongnamsan.edu.kp/univ/ko/research/journals
(accessed 4 January 2021)
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2. Publication by experts affiliated with Kim Chaek University of Technology

(1) Determination of geological strength index of jointed rock mass based on image processing

Kunui Hong (Faculty of Mining Engineering, Kim Chaek University of Technology),
Eunchol Han (School of Engineering and Science, Kim Chaek University of Technology),
Kwangsong Kang (Faculty of Mining Engineering, Kim Chaek University of Technology)

(abstract)

The geological strength index (GSI) system, widely used for the design and practice of mining
process, is a unique rock mass classification system related to the rock mass strength and
deformation parameters based on the generalized Hoek-Brown and Mohr-Coulomb failure cri-
teria. The GSI can be estimated using standard chart and field observations of rock mass block-
iness and discontinuity surface conditions. The GSI value gives a numerical representation of
the overall geotechnical quality of the rock mass. In this study, we propose a method to deter -
mine the GSI quantitatively using photographic images of in situ jointed rock mass with image
processing technology, fractal theory and artificial neural network (ANN). We employ the GSI
system to characterize the jointed rock mass around the working in a coal mine. The relative
error between the proposed value and the given value in the GSI chart is less than 3.6%.

Keywords: Jointed rock mass, Geological strength index (GSI), Image processing Fractal di-
mension, Artificial neural network (ANN)

Source: Kim Chaek University of Technology website,
http://lwww.kut.edu.kp/index.php/page/index?si=25http (accessed 4 January 2021)

(2) Papers published in KUT International Conference for the 70th foundation anniversary
1) The Stability Estimation of Rock Mass Surrounding Tunnel by Strength Reduction FEM
Jong Tok Yong, Jang Ui Jun
2) 3D Numerical Modeling for Tunnel in Anisotropic Rock by FEM
Hwang Ryong Hyonl, Ri Yong Il

3) Intelligent Back Analysis of Geotechnical Parameters for Soft Rock Mass Surrounding Tun-
nel using Grey Verhulst Model

Han Un Chol, Hong Kun Ui

Source: Kim Chaek University of Technology website,
http://www.kut.edu.kp/index.php/page/index?si=54 (accessed 4 January 2021)
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Annex 9: “Sister University” listed on the website of Kim Il Sung University

1) Kim Il Sung University website

Z2E LI E %P7

KIM IL SUNG UNIVERSITY

Education Research

Education

Undergraduate Education

Graduate Education

Distance Education

In-service Training

International Education

Sister University

Guest Lectures

Sister University

# Home / Education

Kim Il Sung University has many sister universities of the world such as Beijing University of China, with which it is conducting

academic exchanges.

The universities which were in the past and are at present sister universities of Kim Il Sung University are as follows.

Asia

Yanbian University (c

Beijing University (cr Nanjing University (China)

Jilin University (China) Haerbin Industrial University (cu Liaoning University (China)

Qingdao University of Science and Technology (China) Renmin University (China)

Fudan University (China) Shanghai University (Chinz) Hunan University of Education (China)

Tianjin University (China) Damascus University (syria) Hanoi State University (Vietnam)

State University of Mongolia (Mongelia) State University of Indonesia (indonesia)

Europe

Moscow State University (Russiz) Far Eastern Federal University (Russia)

Novosibirsk State University (Russia) Sakhalin State University (Russia)

Tirana University (Albania)

Far Eastern State University of Marine Technology (Russia)

Humboldt-University Berlin (Germany) Free University of Berlin (Germany)

Sofia University (Bulgaria) National University of Oriental Language and Culture (France)

Belgrade University (the then Yugoslavia) Komenskiy University (the then Czechoslovakia)

Karel University (the then Czechoslovakia)

America

Havana University (Cuba) San Marco University (Peru) Panama University (Panama)

Honduras State Autonomous University (Honduras) Santo Domingo Autonomous University (Dominica)

Africa
Algiers First University (Algeria)

Cairo University (Egypt) Somalia National University (somalia)

Source: Kim Il Sung University website, “Sister University”
www.ryongnamsan.edu.kp/univ/en/education/sister_university. (accessed 11 December 2020)
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2) Panel’s enquiry (a letter sent to a university)

21-01647

United Nations @;} Nations Unies

HEADGQGUARTERE ~ SIEGE NEW YORK, KY 10007
TEL.Z +1 212 D&% 1035 » FAK® +1 212 R&3 2013

UNITED NATIONS SECURITY COUNCIL PANEL

F ExF
PUREUANT TOoO RESoLUTION 13 {20

T4

ERTS ESTABLISHED
a9])

REFERENCE

YOUR REFERENCE

Dear Sir/Madam

I am writing to you with regard to ongeing efforts of the Panel of Experts established
pursuant to United Nations Security Council resolution 1874 (2009) to gather, exanuine and
analyze mformation regarding the implementation of the measures imposed on the Democratic
People’s Bepublic of Korea (DPEK) by Security Council resolutions 1718 (2006), 1874 (2009),
2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017), 2371 (2017), 2375 (2017)
and 2397 (2017}, in particular incidents of non-compliance.

The Panel would like to request information on academic exchanges bem-'eeu_
I oiversity and the DPRE s Kim I Sung University. The website of Kim Tl Sung University,
as of 11 December 2020, Lists Tniversity as a sister nmversity with which Kim Il
Sung University had previously conducted academic exchanges or is currently doing so (Annex).

The Panel makes enquiries concerning scientific and technical partnerships with DPEK
scientists in the academic fields covered by the relevant provisions of United Nations Security
Council Resclutions (below). The Panel seeks information to assess whether these partnerships
have involved joint studies which may have contributed. or comtine to contribute, to the
development by the DPRE of technologies related to its WMD programme.

Paragraph 17 of resolution 2270 (2016), which reinforces paragraph 28 of resolotion 1874
(2009} which called for Member State vigilance, states that “all Member States shall prevent
specialized teaching or traming of DPRK nationals within their territories or by their nationals of
disciplines which could contribute to the DPRK s proliferation sensitive muclear activities or the
development of nuelear weapon delivery systems. including teaching or training in advanced
physics, advanced computer simmlation and related comyputer sciences, geospatial navigation
nuclear engineering. aefospace engineering. asronautical engineering and related disciplines™.
Furthermore, paragraph 10 of resolution 2321 (2016) clarifies that for the purposes of
mplementing paragraph 17 of reschution 2270 (2016) specialized teaching and traiming which
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could contnbute to the DPRK's proliferation senstive suclear activities or the development of
suclear weapons delivery systems mcludes, but 15 not houted to, advanced matenals science,
advanced chenucal engmeenng advanced mechamcal enmneenng advanced electncal

engmeenag and advanced industnal engineenng

Moreover, paragraph 11 of resolution 2321 (2016) decades that all Member States shall
suspend scientific and technucal cooperation mvolving persons or groups ofically spoascred by

or representing the DPRK except for medical exchanges unless i specified cases exempted by the
1718 Comauttee or 1 all other cases notified m advance 10 the Comuuttee

Furthermore, the Panel has concerns that of DPRK scholars have access 10 the wmternet,
Ebranes, and exchange with other scholars, they may use thus to collect proliferation sensstive
mformation which could contnbute 1o the DPRK s WMD and ballistic nussile development or the
eshancement of its nulitary operaticnal capabality. The Panel also bas concerns that networks
developed durmng overseas exchange programs may be used to facilstate the transfer of wtangible
technology applicable to the DPRK's WMD program.

In addsticn, paragraph 8 of resolution 2397 (2017) requares all Member States to repatnate
to the DPRK all DPRK nationals eamung mcome m thew junsdiction and all DPRK government
safety oversight attachés withun 24 months from 22 December 2017 and to subnut audterm and
final reports on repatnation. The Panel notes that paragraph 8 of resolution 2397 (2017) covers all
DPRK citizens who are eamung mcome. regardiess of work authonzation, visa category, and how
the payment 13 labelled

In connection with the above, and m its effort to gather relable and venfiable wformation,
the Panel would be grateful for your asssstance 1 providng the followng:

1 Information o the current status of [ = versty s acadenuc exchange

with Kam [l Sung Unsversuty
2. The total sumber of DPRK students who have studied at Umsverssty
unce 2017, as well as the oumber of curvent DPRK students specify theu

degree programs (whether Masters, PhD, post-doctorate researchers etc), fields of
study and subject of thew scientific collaboraticns, if apphcable. Please provide
mformation on any scholarshaps or spoasorshup they have recerved / are recening

3. Coufirmation if any DPRK scholars have been affilisted wits NN
Unsveruty smce 2017 If so, please provide the Panel with the followmng wformation:

3-1) A lsst of the DPRK scholars (name, afibation, area of research, penod of
affiliation) as well as copses of documents showing thew sowce(s) of mcome

whule inchudmg sponsorshups (1f applicable).
3.2) on whether any Snancial such as scholarsbups, for the
mm.opw\\hdwﬁ;\m.d

3.3) Informaticn regarding any non-

[ versty. inchuding the use of facilities and access to databases and IT

resowrces provided Uy

80/421
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Paragraph 5 of Secunity Council resolution 2515 (2020) urges all Member States and other
interested parties to cooperate fully with the Panel of Experts. in particular by supplying any
information at their disposal The Panel would welcome any other information that you might
consider relevant to this 1ssue

Given the importance the Panel attaches to this investigation. we would be grateful for any
information to be supplied within four weeks of the date of this letter. As the Panel intends to
report on these matters in its next report to the Secunty Council we would be grateful to receive
a tumely response to ensure that your reply can be taken into consideration. Please reply to the
Panel at

Coordinator of the Panel of I::xpens established
pursuant to Secunity Council Resolution 1874 (2009)

Annex: Website of Kim Il Sung University

Source: The Panel

21-01647 81/421



S/2021/211

(3) Replies from universities received by by 4 February 2021
University of Belgrade

UNIVERSITY OF BELGRADE

Address: Studentsk trg 1, 11000 Belgrade, Republic of Sortea
Tel:+38111 320740 1; Fax: 38111 2638818 E-mail: officebu drect by ac 15

Coordinator of the Pancl of Experts
established pursuant 1o Security Council Resolution 1874 (2009)

Belgrade, January |3, 2021

4

| am addressing you with reference 10 the letter sent to the University of Belgrade on
January 04, 2021, on behalf of United Nations Security Council Panel of Experts
(Reference S'AC 492021/PE/OC.12), with a request that the University of Belgrade
provide information on academic exchanges between University of Belgrade and the
DPRK’s Kim 1l Sung University.

As mentioned in the letter, the DPRK's Kim Il Sung University's website lists a
Belgrade University from the then Yugoslavia as a partner university

Please note that the University of Belgrade is a university from the Republic of Serbia
and that since 2017, the year of reference mentioned in the letter, the Rector, as the
University’s only legal representative as defined by the Statute of the University of
Belgrade, has not signed any agreements on cooperation or academic exchange with the
DPRK’s Kim Il Sung University. Consequently, there could not have been any student
or staff exchanges subject to such agreements. Therefore, with respect 0 questions |
through 3 of the Letter, the University of Belgrade has no information or records 1o
provide in this regard.

In addition, please let us stress that the University of Belgrade has not had any type of
cooperation, scientific, rescarch or other with the DPRK's Kim |l Sung University since

2017 until the present date

Please do not hesitate to contact us if the University of Belgrade may be of additional
assistance.

Sincerely Yours,

Rector

82/421
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Freie Universitat Berlin

In re: 5 AC.49/ 202 L/'PE/OC.4

D P bkl of et
A gy D s el L il i

Free Lintssmibit B, SEL 1V - | it e e Aefea i B
Fadvsrwasriter Sinalles 10- 18, 141585 Befin

Caordinator af the Panel of Experts established pursuant T“""F“" -

o Security Coundcil Resolutian 1874 | 3039

14395 Barlis

rln.dhi

United Mations
e fork, HY 10017

Bairb-Techen W E

Bairbeiar I

kLT

Thank you very much for your better from 4 Janwary 2021, PFl=ase find the answers
to your guestions below:

1. The listing of FLYF as a sister university on the website of the Kim Il Sung

Uniwersity iz misleading, sincz no formal agresment b=twsen both univer-
sities has been signed. So far, only Letters of Intent regarding cooperstion
in the fislds of hurnanities snd social sciences have been exchangad.
From 3 to 24 January 2020, 3 group of 12 students from Kim 1| sung Uni-
wversity sttended a Germian languags course within the framewaork of the
Freis Universitdt Berlin Intzrnational Summer and Wintsr University (Fi)=
Bigl program at FLUS, They wers accompanied by two professors from
their home university (pleass s=e the attached list for details). The visit
wias pregared in close cooperation with the German Foreign Office after
detziled consultation with the Gerrman ambassador to the DPRE, His Ex-
cellency [ 2! costs were borne by institutions from the Re-
|:+.|I:-Iii:-::-f Korea. During the whole tims, the students had no scosss o
FLE s WLAN or Intranet, no electronic devices were provided. Homework
and other assignments were all hand-written.

3. No DPRE scholars have been affilisted with FLIE since 2017,

wours sincerely,

Kl serimart®mr Sir. 16-18

Ml

ribar it wmw fu-beardisde

Beirfin, 31.1. 2001

21-01647
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Institut national des langues et civilisations orientales (Inalco)

Imnalco

Reference : SAC 49202 1/PEOCH

Secretanat sreuderce Oraks fr

Panis, I8 January 2021

Dear MadamvDear Sir

In response to your letter regarding collaboration between Inalco and North Korean Kim 11
Sung University, we inform you that our collaboration ended in 2017. Since then, we did not
have any type of academic cxchange or colloboration concerning rescarch, technical
partnership or education matter. We suspect a lack of updating in the Kim Il Sung website and
we will ask them to delete incomect information

We assure the Panel of Experts that we respect the measures imposed on the Democratic
People’s Republic of Korea (DPRK) by the Security Council resolutions and we do not intend
(o resctivate colloborstion will North Kores universities in the future.

Yours Faithfully

84/421
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Comenius University in Bratislava

From:
Sent: Thursday, 21 January, 2021 5:04 AM

Subject: Kim Il Sung University

Dear,

| am writing you regarding the letter demanding information about students and scientists from Kim Il Sung
University who were or are at Comenius University in Bratislava. However, Comenius University in Bratislava
has no bilateral agreement with any North Korean University. Neither there exist faculty agreements.

So, the information about bilateral agreement with Comenius University in Bratislava published at the website
of Kim Il Sung University IS FALSE. We do not have any cooperation with them and do not host any of their
students or scholars.

Sincerely Yours,
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University of Tirana

-

-

REPFUBLIC OF ALBANIA
UNIVERSITY OF TIRANA
DIRECTORATE OF INTERNATIONAL RELATIONS AND STUDENTS

No. /00 Prot lrana, ondy 01.2021

!

oordinator of the Panel of Experts established pursuant to Security Council

Resolution 1874 (2009)

Following the request send by the “Panel”, where Kim 1l Sung University has listed University
of Tirana as a sister university and has conducted academic exchanges since 2017, 1 would
kindly infom you that

I-University of Tirana does not have any institutional agreement with Kim 1l Sung University;

2~ University of Tirana has not done any academic exchange with Kim [l Sung University;

3- No student from DPRK has studied at Universaty of Tirana including current penod;

4 No DPRK student scholars has been affilisted with University of Timna since 2017 and
current penod;

Yours Fasthlully

Address: “Mother Teresa™ Square, Rectorate UT, Tirana, Tel: +355 4 2250066/ Fax + 554 2 %8

86/421
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Sofia University St. Kliment Ohridski

COPMMCKMN YHUBEPCHTET SOFIA UNIVERSITY
OB KAMMEHT OXPMACKM® ST KLIMENT OHRIDSKI
FEXTOP RECTOR
Sofia, 27 Jansary 2021

COORDINATOR OF THE PANEL OF EXPERTS

Subject Yowr reference SACI92021/PEOC 1]

In reference 10 your letier dated from 4° January 2021 and based on the internal
investigation conducted on the issues you ralsed, we would like 1o provide you with the
following clarifications:

1. Information on the current status of Sofia University's academic exchange with

Kim Il Sung University:
During the period considered (since 2017 until now ) Sofia University St. Kliment Ohridski
has not maintained any bilatcral relations with Kim [ Sung University. There is no evidence
in our archives for cither existing cooperation agreements or similar documents, or for any
form of academic exchange betwoen both institutions.

2. The total number of DPRK students who have studied at Sofia University since

2017, as well as the number of current DPRK students.
Information regarding students, citizems of the Democratic People’s Republic of Korea
(DPRK) that have been enrolled in bachelor programmes &t Soffa University St Kliment
Ohridski. Since 2017 until now Sofia University has provided education to 11 students under

consideration in your letter:
SRATAFMA CODMA 1904 AVA LIAF OCBOSOMM TIA 15 BULGARIA 1504 SOFIA, 1S TRAR OSVOROMNTEL MYD
TIA I % YN 0T QAL I I MM N PONE I N0 S SO R0 AN % I sam
W UND SOFARG RLCTORGUNY SON LA M WWW UNESORA MG BRCTORGUNE SOTIA M
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e

COPMMCKM YHUBEPCHTET
LB KAMMEHT OXPMACKM®

PEKTOP

SOFIA UNIVERSITY
ST KLIMENT OHRIDSKI

RECTOR

No  Studest's  Programme Year of Curreat
degree | enrolment status
| Fulltime | European Unionand | chidofa | 20162017 Study
BA Stedent | European Integration diplomat suspended in
| (BA) N February 2017
2 Fulltime | European Unionand |  child of a 20162017 Study
BA Student | European Integration diplomat n
' (BA) October 2017
3  Full time European Union and child of a 20162017 Study
o ' zm-
BA Student ;E-up-m diplomat suspended in
| | (BA) July 2018
s [th | European Union and child of a 20162017 Study
BA Studert | European Integration diplomat suspended in
pa 2018
6  Full ime European Union and | child of a 201672017 Study
BA Student European Integration diplomat suspended in
(BA) July 2019
7 | Full time European Union and |  Program for 201672017 Compicted
BA Student European Integration | cooperation in program
| (BA) the field of requirements
cducation and in Junc 2020
culture before
between the graduation
Government of
the Republic of
| Bulgaria and
| the
‘ Government of
' 1 the DPRK
8 Fulltime  European Union and child of a 20182019 | Ongoing study
BA Student E-”TBAM diplomat
9  Full ime Ewropean Union and child of a 20192020 | Ongoing study
10 time | Ewopean Unionand | chiofa | 20192020 | Ongoing study |
BA Student ]Em)”du diplomat
11 Full time Psychology Program for | 2017/2018 Study
BA Student cooperation in suspended n

SRAIARMA CODMA 1304 BVA. LIAF OCROROWNM TIA 13
TEA 9% 2907 00 % %30 207 GARLC 199 2 e 0
WWW UNT SOFIASC RICTORGUNT SOFIAMG

BULGARIA 1504 SOFLA. 13 TSAR OSVORODITEL MLVD
PRONE 9% 2 %7 3% % Y0 K200 FAX <199 2 8ea s 0
WWW UNT SOFIA BG RECTORGUNT SOTIA M
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PMHCKM YHUBEPCHTET SOFIA UNIVERSITY
KAMMEHT OXPMACKM ST ALIMENT OHRIDSK

the field of October 2019

cducation and
Culture

between the
Government of
the Rt‘publh. of

Bulgana and

the

Government of

the DPRK

All bachelor students listed above have not received funding in the form of scholarships,
grants or other financial aid provided by Sofia University St Kliment Ohridski. Master or
doctoral students, citizens of DPRK. have not been enrolled at Sofia | niversity since 2017
3. Confirmation if any scholars have been affiliated with Sofia | niversity since
2017
We confirm that during the period under review there is no evidence of any scholars, citizens
of the Democratic People’s Republic of Korea, who have been affilisted with Sofia

Universaty

Yours faithfully

21-01647
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Universidad Autonoma de Santo Domingo (UASD)

dintversidad Autonoma be
I ~
A\é Sante Domingo Rectoria
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-
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-
M
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Cairo University (Egypt)

[Translation from Arabic]
3 February 2021
Sir,

| write in reference to your letter dated 5 January 2021 (S/AC.49/2021/PE/OC.14). | have the honour to note
that the relevant Egyptian agencies have reported the following:

I. With regard to the cooperation agreement between Cairo University and Kim Il Sung University:

1. The agreement in question was signed in July 2011. It has not been implemented since it was signed. No
student or research exchange has been carried out under it (please find annexed the text of the agreement in
the three languages).

2. Article 8 of the agreement states that it shall be valid for three years and automatically renewable for an-
other three years only. The agreement would therefore have expired in July 2017.

I1. With regard to faculty members or academic researchers from the Democratic People’s Republic of Ko-
rea affiliated with Cairo University since 2017:

There are no faculty members or academic researchers who are nationals of the Democratic People’s Re -
public of Korea currently affiliated with Cairo University, nor have there been any affiliated since 2017.

Accept, Sir, the assurances of my highest consideration.

Mohamed Edrees

Ambassador

Permanent Representative of Egypt to the United Nations
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(Original)
Permanent Mission of the Arab Republic "“l q“ ;="'Jd| b i--I“..).,!vﬁ-ﬂ-"-ll daflal) Al
" = . N
Of Egypt to the United Nations ! i Baaid) aadl gl
304 East 44 Street / New York, NY 10017
Tel: (212) S03-0300 / Fax: (212) 949-5999
CHANA2021/068BH
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(annex: English text only)

o e s L,

—

T ey, s, N i g, e T, s e, M, i i Oy ey,

Agreement on Friendship, Exchange and
Cooperation in Fields of
Education and Scientific Research Between
Kim IT Sung University of the Democratic People s Republic of
Korea and
Cairo University of the Arab Republic of Egypt

HHANAWELRR LGS

Kim II Sung University of the Democratic People s Republic
of Korea and Cairo University of the Arab Republic of Egypt
(herzinafter referred to as both Parties) desirous to develop friendly
relations and promote exchange and cooperation in the fields of
education, scientific research and training of mutual concern
between the two Parties in accordance with the " Agreement on
Cultural cooperation between the Government of the Democratic
People s Republic of Korea and the Government of the Arab
Republic of Egypt" have agreed as follows:

Article 1 -

Both Parties, in order to strengthen friendship and cooperation
between the two universities, shall establish friendly relations.

Article 2 :-

Both Parties shall exchange congratulatory letters and orgamize
various activities according to their given situations on the occasion
of the other s national holidays, and other commemoeative days of

the universities.

Article 3 :-
Both Parties shall exchange achievements and experiences gained in
the fields of education and scientific research,

Article 4 :-

Both Parties shall undertake joint research relative to the
issues of mutual concern and, if necessary, jointly organize
workshops and training course and exchange visits of experts.

e e e s e e e e 5 . . e e 6 e i i e i s e 8 e 8 Y e e e e e i e 7
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e e e « e e e e

Article S :-

Both Parties shall encourage the students of Kim II Sung
University to study i Cairo University upon mutual agreement

Article 6:-

Both Parties shall exchange deleg
experiences and joint research, and the sending Party shall be

responsible for round-trip expenses and the receiving Party shall be

responsible for boarding and lodging, local transport and first aid

Article 7 :-

This Agreement may be altered by mutual written consent
of both Parties

Article 8 :-

The Present Agreement shall enter into force for a period of three
years on the day of signature by both Parties. It shall be renewed
for another three years unless written notice is given six months
before the termination by one of the Parties

Done in two copies each in Korean, Arabic and English
languages, all the texts being equally authentic.

President of President of

Cairo University

ations for the Purpose of sharing

Kim Il Sung University

N Y s T Virn Ve Vi W e W V™ - v P P

A R R — T —

T T ——

94/421

21-01647



S/2021/211

The University of Algiers | (Algeria)

) Adal jiagall A i) jad) Ay ) ggandl
REPUBLIQUE ALGERIENNE DEMOCRATIQUE ET POPULAIRE

INFORMATION PROVIDED BY THE GOVERNMENT OF ALGERIA ON
ACADEMIC EXCHANGES BETWEEN UNIVERSITY OF ALGIERS AND THE
DPRK’S KIM II SUNG UNIVERSITY

Further to the request of the Panel of Experts established pursuant to the
United Nations Security Council Resolution 1874 (2009) to gather and
analyse information regarding the implementation of the measures imposed
on the Democratic People’s Republic of Korea (DPRK) by the Security Council
resolution 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270
(2016), 2321 (2016), 2356 (2017, 2356 (2017), 2371 (2017), 2375 (2017)
and 2397 (2017), with regard to academic exchanges between University of
Algiers and the DPRK’s Kim II Sung University, the Government of Algeria
would like to convey the following:

1- The University of “Algiers I” does not conduct any action of cooperation
or exchange with DPRK'’s Kim II Sung University.

2- The information reported on the website of DPRK'’s Kim II University are
unfounded and seems to refer to the minutes (PV) of the meetings held
between the delegations of the two countries, signed in Pyongyang on
August 6, 2014, under which it was envisaged to encourage cooperation
between the two countries through inter-university twinning operations, in
particular between the University of Algiers II and DPRK’s Kim II Sung
University.

3- It is worth mentioning that this proposal remained a simple declaration
of intent and the twining operation was not implemented.

Source: The Panel
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Annex 10: A new ICBM system?® was revealed in the military parade of 10 October
2020 in Pyongyang, televised by KCTV

In the wake of the Hwasong-15 ICBM (KN-22)*, the four new ICBMs® presented on their new Transporter
Erector Launcher (TEL) were probably genuine missiles not mockups according to a Member State, though
the new ICBM has never been tested in flight. They are longer and have a larger diameter® than the Hwa-
song-15, which is 20.5m in length and 2.5m in diameter, and is theoretically capable of flying over 13,000
km (see S/2018/171 para.10). All of the new ICBMs were transported on eleven axle TELs (see figure 10-
1).

According to several Member States, the new ICBM’s warhead capacity appears to have increased, either
for accommodating a larger payload or for deploying multiple reentry vehicles (MRV or MIRV)’, although
this remains to be confirmed.

The new ICBM has two liquid fuel propulsion stages. According to a Member State, its mass at takeoff will
be around 105 tons. It is likely to be able to deliver a 1,700 kg payload mass (estim.) at a range of approx-
imately 14,000 kilometers eastward and 10,500 km westward. Following the example of Hwasong-15, this
new missile can reach the whole of Europe and the United States, but with a more threatening payload.

Concerning the 1st stage motorization, four nozzles under protection cover are recognizable, against two
mobile nozzles of the Hwasong-15. These four nozzles may indicate the use of two DPRK versions of the
twin-combustion chamber RD-250 engine, which would imply the use of two turbo pumps. (see S/2018/171
para.14-15)

According to a Member State’s assessment, the TEL with 11 axles (the greatest number of axles for a
transporter of this kind) is manufactured in the DPRK, providing greater carrying capacity than the 9 axle
TEL for the Hwasong-15, which was derived from the six WS51200 off-road trucks imported by DPRK
in 2011 as vehicles for transporting timber (see S/2013/337 paras. 52-58).

8 Using the term "system", the Panel describes the system consisting of the missile and its TEL;

4 Regarding the exact number of the entities one spare or more systems may have been kept out of the parade to be available to replace
a possible breakdown of a vehicle. This practice is common in military parades. According to a rigorous photo-analysis by NK-
NEWS/NK-PRO website on the 26 November 2020, there was a fifth Hwasong-15 intercontinental ballistic missile (ICBM) that was
not seen in initial state media coverage of the parade. This practice of bringing an extra vehicle for each group, meant to fall in line
in case of a problem, is common at North Korean military parades (https://www.nknews.org/pro/new -photo-reveals-extra-standby-
icbm-at-north-koreas-military-parade/?t=1610062338850)

5 The new super large ICBM (so far unnamed by the DPRK) is temporarily dubbed “Hwasong-16” by observers.

& The measurement assessment of the ICBM-TEL system was calculated from the KCTV pictures by various experts:

- see “North Korea showcases world’s largest mobile ICBM” Jane’s Intelligence Review, 03 Dec 2020 available from
https://customer.janes.com/Janes/Display/FG_3805327-JIRThe measurements of the new ICBM are a length of 25.2 m
and a diameter of 2.73m within plus or minus 5%

- The measurements of the eleven axle TEL are a length of around 29.5m and a width of around 4m.

- sece “Does Size Matter? North Korea’s Newest ICBM”,38 North, 21 October 2020, available from
https://www.38north.org/2020/10/melleman102120/ The measurements of the new ICBM are a length between 24 and
25m and a diameter between 2.4 and 2.5m.

- Its mass, fully fueled, is somewhere between 80,000 and 110,000 kg.

" MRV: multiple reentry vehicle; MIRV: multiple independent reentry vehicle,
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Figure 10-1: The new ICBM revealed in the military parade of 10 October 2020 in Pyongyang

N

Source: KCTV
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Annex 11: a new MRBM/SLBM Pukguksong-4 was revealed in the military parade of 10
October 2020 in Pyongyang broadcast by KCTV as well as a new SLBM Pukguksong-5 in the
military parade of the 14 January 2021

The four Pukguksong-4 were introduced as “underwater strategic ballistic missiles” and thus probably a
new type of SLBMS. It is assumed to be a modified type of which the size has been enlarged (diameter
close to 2m) compared to the Pukguksong-1 and Pukguksong-3 (diameter between 1.5m and 1.7m) (see
S/2020/151 para.197 annex 58.7; S/2017/742 annex 4).

Due to the shroud dimension, the Pukguksong-4 may contain several reentry vehicles such as MIRV though
this remains to be confirmed. According to a Member State, its maximal range is estimated to be between
3,500 and 5,400 km for payloads of 1,300 kg and 650 kg respectively. This is an improvement in compar-
ison with the Pukguksong-3 (max. range close to 2,500km). Moreover, to reduce the weight of the casing
from the first Pukguksong missiles, composite fibre may have been used in the structure of the outer coating
as the filament patterns are visible on the black cylinder surface shown by KCTV images. (see figure 11-1
and S/2019/171 para. 5)

Currently, no operational North-Korean submarine appears to be able to launch the Pukguksong-4 although ,
on 23 July 2019, the Democratic People’s Republic of Korea presented a submarine under construction in
the building of the Sinpo south shipyard potentially capable of carrying ballistic missiles (see S/2020/151
para. 196, annex 60)

The four Pukguksong-5 in the 14 January 2021 military parade were introduced by KCNA as “The world's
most powerful weapon, submarine-launch ballistic missile...”® The design of the Pukguksong-5 seems
longer than the Pukguksong-4. The cone of its shroud seems more elongated. This new SLBM is expected
to have a greater range and warhead carrying capacity than the Pukguksong-4 (See figure 11-2)

8 DPRK printed “PKS-4 A” and “PKS-5 A”
® KCNA: “The submarine strategic ballistic missile, the world’s strongest weapon, entered the square in succession powerfully
demonstrating the might of the strong revolutionary army with military and technological upperhand of the world,”
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Figure 11-1: A new MRBM/SLBM Pukguksong-4 was revealed in the military parade of 10 Octo-
ber 2020 in Pyongyang

Filament-wound patterns are visible
on the black cylinder surface

Source: KCTV (Image), The Panel (Text)
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Figure 11-2: New MRBM/SLBM Pukguksong-5, larger than Pukguksong-4, was revealed in the
military parade of the 14 January 2021 in Pyongyang (yellow dotted line marks the shroud of

Pukguksong-4)

Pukkuksong-5 (15 Jan 2021)

Source: KCTV (Image), The Panel (Text)
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Annex 12: Three types of SRBM missile were exhibited during the military parade of 10 Oc-
tober 2020 in Pyongyang broadcast by KCTV

These missiles were identified as the short-range ballistic missiles KN-23, KN-24 and KN-25 (see
S/2020/151, annex 59) which are solid fuel propelled, that the DPRK test-launched on numerous occa-
sions from 2019. Moreover, with their solid fuel propulsion, a distinctive feature of these new missiles is
their use of depressed trajectory and irregular trajectory, which is the result of terminal phase manoeu-
vring, according to a Member State. (see S/2020/151, para 194; S/2020/840 para.11, annex 7).

According to a Member State, all these missiles will eventually replace the liquid fuel Scud family ballis-
tic missiles such as so-called Rodong, Scud, Musudan types that appeared in past DPRK military parades
but not in this last one on 10 October 2020 (see Parade of April 2017, S/2017/742 Para.8). They symbol-
ize the renewal of the DPRK ballistic threat through the ongoing modernization of its BM capability. (see
S/2019/171 annex 84)

Except for the new super large ICBM, all BMs presented in this parade have been test-launched including
“Pukguksong-2”, “Hwasong-12"" and “Hwasong-15" in 2017 ( see S/2018/171 para.7, 9) as well as three
different types of SRBM after May 2019.

The military parade showed that, as previously reported by the Panel, the SRBM could be launched from
wheeled and or caterpillar track TELS.

¢ Nine KN-25 Super large multiple rocket launcher wheeled and 4 rounds®® systems

Nine KN-25 Super large multiple rocket launcher caterpillar track and 6 rounds systems

Nine KN-25 Super large multiple rocket launcher wheeled and 5 rounds systems

Eight SRBM KN-23 wheeled and 2 rounds systems

Eight SRBM KN-23 caterpillar track and 2 rounds systems
e Nine SRBM KN-24 caterpillar track and 4 rounds systems

According to a Member State, the DPRK appears to be enhancing operational employment efficiency by
diversifying types of TEL and the number of rounds of the super-large multiple rocket launcher such as 4,
5 (new) and 6 rounds (see figure xx3-1) following a trend confirmed in 2019 (see S/2020/151 para.194
and S/2020/840 annex 7)

Six new SRBM sytems (2 missiles mounted on 5 axle wheeled TEL) in the second military parade on 14
January 2021 have a design close to the KN-23 (see above). But the SRBM seems to be longer and possi-
bly wider. If it is confirmed, this new SRBM is expected to have a greater range and warhead carrying
capacity than the KN-23 (See figure xx3-2)

10 Using the term 'rounds' the Panel describes how many missiles are mounted on one TEL for launch from that TEL
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Figure 12-1: Three types SRBM KN-25, KN-23, KN-24 were exhibited during the military parade of

10 October 2020 in Pyongyang, broadcast by KCTV
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caterpillar track TEL
6 rounds system

KN-25
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Source: KCTV (Image), Member States and Panel (Text)
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Figure 12-2: A new SRBM (resembles KN-23) was revealed in the military parade of 14 January 2021 in Pyong-
yang, broadcast by KCTV (new SRBM seems to be larger than KN-23 and its TEL has 5 axles)

KN-23 SRBM - 10 Oct 2020

Source: KCTV (Image), Member States and the Panel (Text)
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Annex 13: The overall modernization of the Kusong factory handling BM TEL
production demonstrates the development trend of BM programme infrastructure

The “Kusong Tank Factory” (aka “Kusong-Taegwan”, “Tank Plant - 95 Factory”, “No 95 Factory” in North
Pyongan), whose main facilities are located in the northeast oriented valley (from the location 40° 03’ 13"
N 125° 13" 08" E) is currently undergoing overall modernization. This factory is involved in the production
of TELs such as the Pukguksong-2 TEL and could potentially produce other TELs for BM (see figure 13-
1) the area delimited by dotted red lines). Through this overall improvement, DPRK could increase its
production of caterpillar tracked TELS.

A massive plan of building demolition and new construction has been underway since August 2020: at the
southwest of the complex (40° 03’ 23" N 125° 13’ 20" E) and at the northeast (40° 03’ 50” N 125° 13’ 57"
E) (see figure 13-1 the two areas delimited by dotted yellow lines).
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Figure 13-1: The “Kusong tank factory” (North Pyongan) huge renovation

“Kusong Factory No 112" (possible)

: “Kusong Tank
Hwasong-12 launch site on 14 May 2017 in Kusong area ' Factory”
(407 03" 57" N 125° 12' 34" E) ,

Source: Planet Labs Inc. 5 Dec. 2020, 02 58 UTC; 4 Dec. 2020, 02 56 UTC
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Demolition and new construction in the south-west zone (SW) of the factory:

Two parallel large buildings and three smaller ones, oriented SW-NE were demolished between 6 August
and October 2020, as well as two groups of factory buildings located at the southern part of the area (see
Figure 13-2 dotted yellow lines) in the Kusong-Taegwan / Tank factory or Plant - 95 Factory (south-west
corner 40° 03’ 12" N 125° 13" 06" E; north-east corner limit 40° 04’ 17" N 125° 14’ 37" E). Subsequently,
new constructions have started in this area. In particular, construction of a new factory building with a
trapezoidal shape surface (see SW1 at 40° 03' 27" N 125° 13’ 22" E, see Figure 13-2,3) (longest base 85m,
smallest base 55m, depth 60m) was well advanced in September.

The demolition of the five buildings at the north section was in progress during August 2020. A new
factory building (SW1) whose surface shape is like a parallelogram was roofed.

On 18 Sept 2020, the demolition of the five buildings at the north section was almost finished. The dem-
olition of the two groups at the south section was in progress and a large, new factory building, rectangular
in shape, is under construction(150x140m). (see SW2 at 40° 03’ 23" N 125° 13' 21" E, see Figure 13-2,3).

On Oct 13, the demolition of the five buildings was completed as was that of the two groups in the south
section. The new factory building (SW1 parallelogram shape) is still in progress as is the large new rectan-
gular structure (SW2, see Figure 13-2) (150x140m)

On Nov 2, all demolitions were finished. Construction of the new factory building (SW1 parallelogram
shape) is still in progress as well as the new structures SW2. The construction of two new buildings (SW3
at 40° 03’ 20" N 125° 13" 19" E and SW4 at 40° 03’ 18" N 125° 13’ 18" E) is in progress (see Figure 13-
2,3).

In early December the construction of the three new building was in progress (SW2, SW3, SW4) and SW1
appears almost finished. (see Figure 13-3).
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Figure 13-2: Demolition and new construction in the south-west zone of the Factory
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Source: Google Earth, 23 May 2019; Planet Labs Inc. 6 Aug. 2020, 02 39 UTC; Planet Labs Inc. 30 Aug. 2020,
01 40 UTC,; Planet Labs Inc. 18 Sep. 2020, 01 46 UTC; Planet Labs Inc. 13 Oct. 2020, 02 39 UTC; Planet Labs Inc.
2 Nov. 2020, 02 39 UTC; Google Earth, 18 Oct. 2020; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC
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Figure 13-3: Focus on the demolition of several buildings and new constructions on the site SW (South-
west corner: 40° 03’ 17" N 125° 13’ 16" E; Northeast corner: 40° 03’ 26" N 125° 13’ 29" EE) from Aug
2020

Google Earth

23 May 2019

:

4

.

4 Dec 2020

Source: Google Earth, 23 May 2019; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC
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Demolition and new construction in the north-east (NE) zone of the Factory:

Several buildings oriented southwest-northeast have been demolished from August 6th to October 2020
along the valley (see figure 13-4 dotted yellow lines) in the Kusong-Taegwan - Tank factory or Plant - 95
Factory. (south-western corner 40° 03' 45" N 125° 13’ 45" E; north-eastern corner limit 40° 03’ 57" N 125°
14’ 09" E) Subsequently new constructions have started in this area (figure 13-5).

Figure 13-4: Demolition of several buildings and new construction on the site NE (southwest corner:
40° 03’ 47" N 125° 13’ 47"; northeast corner: 40° 03’ 56" N 125° 14’ 08" E) from Aug 2020

18 Oct 2020

Google Earth

Source: Google Earth, 23 May 2019; Planet Labs. Inc. 30 Aug. 2020, 02 08 UTC; 19 Sep. 2020, 02 38 UTC; Google
Earth, 18 Oct. 2020; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC
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Figure 13-5: Focus on Demolition of several buildings and new construction on the site NE (southwest
corner: 40° 03’ 47" N 125° 13’ 47" ; northeast corner: 40° 03’ 56" N 125° 14’ 08" E) from Aug. 2020

Gooale Earth
.

4 Dec 2020

NE1: 40°03'56" N 125° 14' 07" E; NE2: 40° 03' 53" N 125° 14' 04" E ; NE3: 40° 03' 54"
N 125° 13" 58" E ; NE4: 40° 03" 51" N 125° 13' 57" E; NE5: 40° 03' 47" N 125° 13" 47" E;
NE6: 40° 03" 47" N 125 13° 52" E; NE7:40°03' 47" N 125°13'47"E

Source: Google Earth, 23 May 2019; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC
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Annex 14: Developments at the Pyongsong March 16 factory automotive plant (South
Pyongan)

The transformation of the site continues with a new track dug through the southwest hill located at the edge
of the factory site, treatment of the concrete slab surface and general cleaning of the factory. Various activ-
ities have been detected in front of the building where the Hwasong-15 was assembled in 2017 before the
ICBM test launch on 29 November 2017 that could be related to TEL preparation.
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Figure 14-1: The surroundings of the new adjacent building (39°16'52.08"'N 125°52'12.76""E) are

clean (see area 1); the renovation of the western building (39° 16’ 52" N 125° 51’ 57" E) seems to be
finished (see area 2). A new track (a possible future road or a wider track for TEL testing) that has been
dug through the southwest hill located at the edge of the factory site is under construction from the south-

east point 39° 16’ 49" N 125° 51’ 54" E to a northwest point 39° 16" 53" N 125° 51’ 48" E (sea are 4). (see
S/2020/840 para. 15, Annex.11)
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Source: Planet Labs Inc. 13 Nov. 2020, 05 12 UTC; 26 Jun. 2020, 05 16 UTC; Google Earth, 2 May 2020
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Figure 14-2: The activity of large vehicles continued to be detected between July and 8 October 2020
with tracks from tires possibly left by wheels mounted on around 4 m long axles in front of the building
(area 3). This new larger tire tracks could correspond to tracks left by a larger TEL than the Hwasong-15’s
TEL movements up to October 2020 because the measurement of the width is in range from 3 m to 4 m.
They could be related to the new ICBM revealed during the 10 October Military Parade in Pyongyang
whose TEL width is around 4 m. On 8 October workers seemed to be gathered in front of the building along
an ellipse resembling the pattern of possible tracks let by the tires of the large axels. They appeared to be
cleaning the tire tracks from the surface.
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Source: Google Earth, 8 Oct. 2020; 24 Jul. 2020
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Figure 14-3: Activity related to several vehicles and containers (up to 18 m) was detected from 13 Novem-
ber 2020 to 20 November 2020 in front of the building (see area 3) where the Hwasong-15 was assembled in
2017 before the ICBM test launch on 29 November 2017. At the same time, the concrete slab surface appeared
to have been treated in some way.

13 Nov 2020

Source: Planet Labs Inc. 13 Nov. 2020, 05 12 UTC
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Annex 15: Activity observed at the Sinpo south shipyard since July 2020 (see Figure
15-1) and at the Nampo naval shipyard

At the Sinpo south shipyard, activity observed at the secure boat basin (40° 01’ 31” N 128° 09’
55" E) since July 2020 could be related to the handling of submarine-launched ballistic missiles or
preparations for a further submarine-launched ballistic missile launch test.

- The midget submarine which looks like a narrow container was removed after 15 September
from its position on the dock. However, 3 to 4 new containers were positioned on Nov 4 at
the south west corner of the dock of the secure basin (40° 01’ 31” N 128° 09’ 55" E) (See
Figure 15-2)and on 7 November a white container (length around 12m) appeared on the
dock ten meters from the North-eastern corner of the canopy (See Figure 15-4).

- The support vessel and submersible test barge had moved from their positions inside the
basin as of Nov 5 and Nov 29 (See Figure 15-3), while a side of the Sinpo-class SSB pre-
sumably berthed under the canopy was more visible from 3 December. (See Figure 15-4)

An activity probably related to the reparation or to the upgrading of the dock was detected on Nov
4 in front of the entrance of the construction hall (40° 1'20.76"N 128° 9'46.55"E) where presumably
the Romeo-class submarine, potentially to be equipped with SLBM, is currently being built (see
S/2020/151 annex. 60). (See Figure 15-5)

At the Nampo naval shipyard, a new twin-building for the construction or maintenance of vessels
(125m length, 38° 43" 14" N 125° 23’ 52" E) has been under construction since 2018, replacing a
shorter old twin-building (90 m). The launch dock (38° 43’ 12” N 125° 23’ 52" E) in front of the
twin-building was renovated and its length was extended up to around 40 m from building doors.
Because of the comparison with the Sinpo construction Hall (see Figure 15-5) this building could
be used for the support or construction of the submarines.

Since December 2020, logistics activities appeared between this site and the secure basin boat
where the submersible test stand barge is located. During the observed period between April and
December 2020, the submersible test stand barge moved within the basin (see $/2020/151 annex
58-7.3). A possible support vessel related to the submersible test barge moved from the basin in
November 2020. After 22 November 2020, the submersible barge did not clearly appear but a new
larger drydock or barge (around 30m x 15m) appeared in December 2020 (see Figure 15-6).
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Figure 15-1: Sinpo south shipyard and Mayang-do island shipyard and submarine base overview.

Renovation of the concrete slab of the static
test stand in September 2020

New submarine Training
centre construction seems
finished

Dry-dock used for maintenance of
submarine such as one Romeo-class
overhaul on 26 Oct 2015

Source: Planst Labs Inc. Jan &,
2021, 04 52 UTC

Activity at the submarine’s fabrication hall and its
dock (see figure hereafter)

Activity in Mayang-do submarine shipyard:
-Work on the roof of the maintenance submarine hall;

The construction -Romeo-class submarines have regularly berthed for Activity in Mayang-do submarine base:
of the buried maintenance or logistic since summer 2020; Romeo-class submarines have regularly
submarine shelter -One submersible dry dock (45m length) has berthed since berthed since summer 2020.

has slowed down 24 December 2020 carrying white containers. .

Source: Planet Labs Inc.
1an7,2021,02 22 UTC

Source: Planet Labs Inc. Jan 7. 2021 02 22 UTC Source: Planet Labs Inc. Dec. 20. 2020. 04 54 UTC

Source: Planet Labs. Inc. 7 Jan. 2021, 02 22 UTC; 4 Jan. 2021, 04 52 UTC; Google Earth, 26 Oct. 2015
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Figure 15-2: Secure boat basin: The possible midget submarine or narrow container which was on
the dock since May 2020 was removed from 15 September. 3-4 containers (length around 11-12 m)
were visible until Nov 4 on the dock (40° 01’ 31" N 128° 09’ 55" E)

9 Sep 2020

possible midget submarine
or a narrow container
(length around 17-18m)

15 Sep 2020

3-4 containers (length
around 11-12 m) stayed
until 4 Nov 2020

4 Nov 2020

Source: Planet Labs Inc. 9 Sep. 2020, 04 57 UTC ; 15 Sep. 2020, 04 54 UTC ; 4 Nov. 2020, 04 58 UTC
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Figure 15-3: A support vessel (length around 50m) moved from the north corner of the secure boat
basin to the south west corner between Nov 5 and Nov 29. The submersible test barge moved from

the dock side to berth along the north East side of the basin.

support vessel

&/ 4

25 Nov 2020

Source: Planet Labs. Inc Nov 5, 2020 02 25 UTC ; Nov 29, 02 47 00 2020 UTC
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Figure 15-4: On 7 November a white container (length around 12m) appears on the dock. The side
of the Sinpo-class SSB presumably berthed under the canopy is visible on the Dec 3

-
N

a white container (length
around 12m) appears on the
on 7 November

The side of the Sinpo-class SSB
presumably berthed under the
canopy appears on the Dec 3

Source: Planet Labs Inc. 7 Nov. 2020, 05 03 UTC; 3 Dec. 2020, 01 51 UTC
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Figure 15-5: On the dock in front of the entrance of new Hall (40° 1'20.76"N 128° 9'46.55"E) where
presumably the Romeo-class submarine equipped with SLBM is currently under construction (see
S/2020/151 annex. 60), a high crane (visible from apparent long shadow or that of the lifted load,at 14h00
local time) has been used on Nov 4 and Dec 20, on a site probably devoted to change or repair the railway
or the concrete surface which are used by the cradle for the launch of the new submarine.

The hall and berth in Sinpo
south shipyards related to
construction site of the new
submarine

Shadow of the crane

Rails of the dock
4 Nov 2020

Crane and other equipment

Source: Planet Labs Inc, Nov 4, 2020 04 58 UTC
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Figure 15-6: Nampo naval shipyard: renovation of the construction/maintenance hall (, 38°
43’ 14" N 125° 23' 52" E) and activity inside secure boat basin (38° 43' 06" N 125° 23" 40" E)

12 Dec 2020

New hall and new dock

-Barge (30m x 15m) appeared in basin
- No sub. test stand barge on water

7 Jun 2020 - 10 Apr 2020

Submersible test stand barge

Source: Planet Labs Inc. 19 Dec. 2020, 02 12 UTC; 12 Dec. 2020, 04 28 UTC; Planet Labs Inc. 7 Jun. 2020,
02 21 UTC; Planet Labs Inc. 10 Apr. 2020, 05 04 UTC; Google Earth, 8 Nov. 2019; Google Earth, 7 Oct.
2018; Google Earth, 13 Mar. 2018
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Annex 16: Ballistic missile bases activity

The Panel continued to monitor the activity of various ballistic missile bases such as the “Yusang-ri missile
operating base” (aka “Milchon-ri”, 39° 27 01” N 126° 15’ 35" E; South Pyongan), the “Kal-gol missile
operating base” (38° 40' 09" N 126° 44' 14" E; North Hwanghae) and among those cited in S/2020/840

Para.13 Annex 9 the “Hoejung-ri missile base” (41°22'44.93"N 126°54'38.16"E; Chagang) where various
construction sites and logistic activities were observed since summer 2020.

“Yusang-ri missile operating base” (Figure 16-1)

- Two new typical main buildings (50 m length, a wide central roof flanked by two symmetrical side
roofs) located in the HQ area of the base at 39° 26" 58” N 126° 15’ 37" E and 39°27' 02" N 126°
15" 39" E, were built from 2018 to 2020 as well as another support facility at 39° 27 08" N 126°
15" 23" E. (see Figure 16-2)

- Since the beginning of the excavation of the tunnel in 2014 usable by heavy TEL, site-evolution
and upgrading has been continuous. The site is oriented SE-NW from southeast entrance
39°27'27.66"N 126°15'6.01"E to northwest entrance 39°27'29.70"N 126°15'2.56"E (see Figure 16-
3)

- From 8 October to 15 October 2020, a dozen white containers with non-standard size of around
7m x 1.5m were placed and removed from a location between the south underground gallery
entrance (39° 26’ 33" N 126° 15’ 41" E) and the west side of the series of drive-through and possibly
UGF entrances (red dotted lines, west : 39°26'29.39"N 126°15'48.91"E, centre: 39°26'29.28"N
126°15'50.36"E, East: 39°26'29.37"N 126°15'53.50"E). As they were located close to the drive-
through and UGFs entrances, they were possibly related either to BM systems, or to agricultural
equipment (see Figure 16-4).
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Figure 16-1: Yusang-ri missile operating base

Some of the
underground
galleries and drive
through entrances

+ Google Earth

Tunnel under
construction and
new buildings

Probable
underground
gallery

Source: Google Earth, 12 Oct. 2020; Planet Labs Inc. 29 Nov. 2020, 02 29 UTC
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Figure 16-2: “Yusang-ri missile operating base” new building and facility constructions

29 Nov 2020

B 2> Nov 2018
= . -
.

18 May 2017

One of the

gallery
entrances

Google Earth

@

Source: Planet Labs Inc. 29 Nov. 2020, 02 29 UTC; Google Earth, 12 Oct. 2020; Planet Labs Inc. 3 Jul. 2019, 02 15
UTC; Planet Labs Inc. 22 Nov. 2018, 01 26 UTC; Google Earth, 18 May 2017
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Figure 16-3: “Yusang-ri missile operating base” the site-evolution of the excavation of the tunnel usa-

ble by heavy TEL (NW tunnel entrance 39°27'29.70"N 126°15'2.56"E — SE entrance : 39°27'27.66"N

126°15'6.01"E)

29 Nov 2020

18 May 2017

13 Apr 2014

#

Tunnel entrances

Tunnel entrances

Google Earth

~

Source: Planet Labs Inc. 29 Nov. 2020, 02 29 UTC; Google Earth, 12 Oct. 2020; Planet Labs Inc. 3 Jul. 2019, UTC;

Google Earth, 18 May 2017; April 13, 2014
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Figure 16-4: “Yusang-ri missile operating base”: movement of containers in the area of several un-der-
ground gallery entrances.

From 8 October to 15 October 2020, a dozen white containers of a non-standard size around 7m x 1.5m
were placed and removed from a location between the south underground gallery entrance ( B1-39° 26’ 33"
N 126° 15" 41" E) and the west side of the series of drive through and possibly UGF entrances (red dots,
B2 west : 39°26'29.39"N 126°15'48.91"E, B3 centre: 39°26'29.28"N 126°15'50.36"E, B4 East:
39°26'29.37"N 126°15'53.50"E). As they were located close to the driving-through and UGFs entrances,
they were possibly related either to BM system, or to agricultural equipment.

29 Nov 2020

Some of the

underground

galleries and drive
B through entrances

12 Oct 2020

From 8 October to 15 October
2020, dozen white containers

Google Earth

Source: Planet Labs Inc. 29 Nov. 2020, 02 29 UTC; Google Earth, 12 Oct. 2020
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Annex 17: Kal-gol Missile Operating Base

The undeclared “Kal-gol missile operating base”, located around 100 km southeast of Pyongyang and 13
km south of Koksan (see figure 17-1), was precisely described by a CSIS report on 24 December 2020** as
a base operating SRBM and MRBM.

Through recent Planet Labs satellite imagery analysis, the panel has confirmed that this base located in an
area delimited at the NW 38° 41' 07" N 126° 43" 10" E and at the SE 38° 40’ 26" N 126° 45' 59" E, is well-

maintained and regularly improved (see figure 17-1). It resembles other BM operating bases (see
S/2020/840 para.13). In addition to numerous underground gallery entrances protected by berms (see figure
17-2), a specific building used for TEL handling and training has been identified. Its roof incorporates a
superstructure whose shape is a semi-arc to allow the erection of the TEL launching table for maintenance
or training. (see figure 17-3) This kind of superstructure is visible in Jonchon-Mupyong-ni No 65 factory
(see S/2020/840 annex 12, figure 12-9).

Figure 17-1: Kal-gol missile operating base overview, the new building typical of a BM base in the
HQ area since 2019. (38°40'8.30"N 126°44'13.09"E)

Building with roof superstructure HQ area with typical infrastructure
used for TEL handling improved since 2018

-
¥
- = -

—
-
-
-

-
-
-

Source: Planet Labs Inc. 16 Nov. 2020, 05 13 UTC ; Google Earth, 9 May 2019 and 6 May 2019

11 A Center for Strategic and International Studies-Beyond Parallel report on 24 December 2020 provided analysis that characterized
the site of the “Kal-gol Missile Operating Base” as an SRBM and MRBM missiles base (see “Undeclared North Korea: The Kal-gol
Missile Operating Base”, 24 December 2020, available at https://beyondparallel.csis.org/undeclared-north-korea-the-kal-gol-
missile-operating-base/)
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Figure 17-2: Kal-gol missile operating base two underground gallery entrances and their protective
berms (location 38°40'10.93"N 126°45'23.57"E and 38°40'11.43"N 126°45'28.65"E).

underground gallery
entrances protected by berms

Source: Google Earth Apr 14, 2005

Source: Planet Labs Inc. 16 Nov. 2020, 05 13 UTC; Google Earth 14 Apr. 2005
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Figure 17-3: Kal-gol missile operating base, building of the type used for TEL handling and train-
ing (location: 38°41'4.39"N 126°43'14.38"E)

‘/ Building with roof
o | superstructure

Source: Google Earth Nov 28, 2017

Source: Planet Labs Inc. 5 Jan. 2021, 05 13 UTC
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Annex 18: Activity at the “Hoejung-ri missile base” (41°22'44.93"N 126°54'38.16"E)

and the construction of a massive underground facility (41°21'56.37"N 126°55'41.91"E)
(see S/2020/840, para.13 and Annex 9)

Figure 18-1: the access way to the underground entrance, oriented Southewest-northeast, was con-
solidated from 31 Aug 2020

Underground

gallery entrance

and access way

Source: Planet Labs Inc. 29 May 2020, 02 12 UTC; 25 Jul. 2020, 01 59 UTC; 31 Aug. 2020, 01 37 UTC; 27 Sep.
2020, 02 04 UTC; 11 Nov. 2020, 02 01 UTC
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Annex 19: DPRK-Iran ballistic missile cooperation

The Panel requested information from Iran concerning information received by the Panel that the
SHIG’s Shahid Haj Ali Movahed Research Center received support and assistance from DPRK mis-
sile specialists for a space launch vehicle (SLV) (see annex 19-1), and that KOMID and SHIG were
involved in shipments to Iran, using vessels belonging to the Islamic Republic of Iran Shipping
Lines (IRISL). (see annex 19-1)

In an interim reply of 21 December 2020 (see annex 19-2) Iran stated that “widespread national
restrictions imposed to contain the COVID-19 pandemic continue to pose serious challenges for a
timely and proper investigation of such sensitive cases. Preliminary review of the information pro-
vided to us by the Panel indicates that false information and fabricated data may have been used in
investigations and analyses of the Panel...”
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Annex 19-1: Regarding technical and logictics cooperation

According to a Member State, within the past several years, Iranian missile technicians from SHIG
traveled to North Korea regarding an 80-ton rocket booster under development by the North Korean
government.

According to the Member State, 13 DPRK specialists may have travelled to Iran to support KOMID's
work there, based on their experience with liquid propellant ballistic missiles systems (see table
19-1).

The partnership between KOMID and SHIG is also alleged by the Member State to have developed
in the area of logistics through shipments to Iran, using vessels belonging to the Islamic Republic
of Iran Shipping Lines (IRISL), and routinely operating non-stop voyages from one third country
ports to Iran. According to the Member State, these shipments included valves, electronics, and
measuring equipment suitable for use in ground testing of liquid propellant ballistic missiles and
space launch vehicles.

Table 19-1: According to the Member State, thirteen DPRK specialists who are suspected of
travelling to Iran to support KOMID's work:

Name (last name Date of Birth Passport Number
given first)

Kim Chang Rok 27 September 1962 N/A

Ri Song Chol 22 August 1968 654431555
Chae Hyok Mu 30 January 1985 654431556
Cho Myong Ho 8 May 1961 654431552
Choe Song Hyok 25 September 1968 654431553
Ryu Yon Chol 5 May 1965 654431554
Pak Chae Song 1 January 1966 654431551
Choe Pyong Wan 22 December 1960 N/A

Ha Chong Kuk 15 February 1970 381320313
Hong Hak Chol 21 January 1968 N/A

Kim Ho Chol 12 May 1962 290120514
Kim Won Il 19 January 1973 381134942
Ma Chol Won 28 March 1964 290120507

According to the Member State, the following Iranian SHIG officials are alleged to be involved
in the KOMID-SHIG cooperation.

Asghar Esma’ilpur and Mohammad Gholami, who participated in Iran and supported the launch of an SLV
that was launched with support and assistance from North Korean missile specialists.
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- Asghar Esma’ilpur has served as the Director of the SHIG Shahid Haj Ali Movahed Re-
search Center, also known as SHIG Department 7500, and is currently a senior official in
Iran’s Aerospace Industries Organization (AlO).

- Mohammad Gholami was a long-time SHIG Haj Ali Movahed Research Center senior offi-
cial until his recent promotion to a role within the AlO.

- Seid Mir Ahmad Nooshin has been a key player in negotiations with the DPRK on long-range
missile development projects. He was previously the Director of SHIG and now serves as the
Director of AlO.
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Annex 19-2: Trans’s reply to the Panel

)

In the name of God, the most Compassionate, the most Merciful

No. 120588 21 December 2020

Dear Sir,

I am writing in response to your letter dated 16 November 2020
(S/AC.49/2020/PE/OC.322) with regard to Security Council resolutions 1718 (2006),
1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017), 2371
(2017), 2375 (2017) and 2397 (2017) on the situation in the Democratic People’s
Republic of Korea (DPRK).

Your request for specific information contained in the above-mentioned letter has
been sent to the relevant Iranian authorities. Meanwhile, widespread national restrictions
imposed to contain the COVID-19 pandemic continue to pose serious challenges for a
timely and proper investigation of such sensitive cases.

Preliminary review of the information provided to us by the Panel indicates that
false information and fabricated data may have been used in investigations and analyses
of the Panel. The relevant authorities of the Islamic Republic of Iran would review any
viable “evidence™ with regard to alleged actions in violation of the relevant Security
Council sanctions. Meanwhile, the Panel is expected to exercise maximum caution with
regard to unsubstantiated claims received from countries with a clear political agenda
towards Iran.

We respect our international commitments including under relevant Security
Council resolutions on DPRK and wish to continue constructive engagement and

cooperation with the Panel of Experts established pursuant to United Nations Security
Council resolution 1874 (2009).

Please accept, Sir, the assurances of my highest consideration.

7O

/n /—_? @ e
Majid Takht Ravanchi
Ambassador

Permanent Representative

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Permanent Mission of the Islamic Republic of Iran to the United Nations

622 Third Ave New York, NY 10017 ny.mfa.gov.ir Tel+1(212)687-2020 Fax:+1(212)867-7086 E-mail: Iran@un.int

Source: The Panel
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Annex 20: Key items, including materials and equipment, used in the DPRK ballistic
missile program.

According to a Member State, among the items identified in the annex of “North Korea Ballistic
Missile Procurement Advisory”, 1 September 2020 (available from
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20200901), that DPRK
has sought for its ballistic missile development efforts were items such as multi-axle heavy
vehicles, specialty steel and aluminum, filament winding equipment, carbon fiber for
composite motor cases; and aluminum powder and ammonium perchlorate.

The Member State reaffirmed that DPRK’s ability to procure the types of technologies identified

in the advisory from foreign suppliers is critical to its ongoing efforts to advance and expand its
missile capabilities.
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Annex 21: Tanker arrivals to the DPRK, January to September 2020

Fanker Arrivals to DPRK

January - September 2020

Delivery Metric

Delivery Metric

Delivery Metric

; X Last Known Dead Weight ) y s
Ship Name Arrival Date Tonnage if 33% Tonnage if 50% Tonnage if 50%
Flag Tonnage
Laden Laden Laden
1{East  |Wonsan Kum Un San 1-Jan-20 8720436 PRK 2070 6331 10350 1863.0
Kwang Chon [Yu ’
S603020 PRK 19606 G4E.8 383.0 17084
2|West |[Nampo Fhyong 5) 1-Jan-20
3jwest [Nampo An San 1 4-Jan-20 7303803 PRX 3002 991.0 15015 2702.7
4{West |Nampo Hokong 5-1an-20 9006758 SLE 3995 131684 1997.5 35955
5|West |Nampo Unica 8-1an-20 8514306 SLE 4865 16055 24325 4378 .5
ojwest [Nampo Naw Konk 10-Jan-20 SO20387 SLE 2057 2058 .8 4028 .5 72513
ALy £910278 PRK 1159 3825 579.5 1043 1
7|West |Nampo Chon 2) 10-Jan-20
BlWest [Nampo Subblic 10-13n-20 8126082 TGO 5989 1976 4 2994 5 53901
Kwang Chon [Yu
003020 PRK 1966 G48.8 983.0 17684
S|wast [Nampo vhyong 5) 13-Jan-20
10|west [Nampo SamJong 2 17-Jan-20 7408873 PRK 2507 827.3 253.5 22563
11| West |Nampo uUnica 21-Jan-20 8514306 SLE 40865 1605 .5 24325 43785
12|West [Nampo Hokong 22-Jan-20 9006758 SLE 3995 13164 1997 5 35955
13|West |Nampo Kurn Jin Gang 3 23-Jan-20 | 8791667 PRK 4983 1644 4 24915 44847
14| West |Haej Myong Ryu 1 23-Jan-20 8532413 PRK 817 203,0 408.5 7353
15{West [Nampo Sam Jeng 1 29-)an-20 £405311 PRK 1665 549.5 832.5 1496 5
16|West |Nampo Subblic 30-Jan-20 8126082 TGO 5989 1976 4 2994 5 53901
17|East  [MurchonUp [ChilBo San 31-Jan-20 §711021 PRK 1995 659.7 999.5 17591
18/East  |Chongiin Chon Ma San 4-Feb-20 660313 PRY 3565 1176.5 17825 32083
19|East  [Hungnam Sin Pyong 2 4-Feb-20 8817007 PRK 2105 694,7 1052.5 1894 .5
20|West |Nampa New Konk 7-Feb-20 9026387 SLE 8057 2658 .8 40285 72513
21| West |Songnim Hokong 9-Fep-20 9006758 SLE 3995 13184 1997 5 35595.5
22|West [Nampo Unica 3-Feb-20 8514306 LE 4865 1605.5 2432.5 4376.5
23|East  |Chongin SamMa2 13.Fab-20 2100490 PRK 1721 5371.2 20655 15579
24|East  [Chongjin Yulong 2 15-Feb-20 8604917 PRX 1180 3894 590.0 10620
25(West |Nampo Fu Ryong 20-Feb-20 8705539 PRK 3279 10821 16395 29511
26|West |Nampo Subklic 23-Feb-20 §126082 TGO 5989 1976 4 2994.5 53901
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s Delivery Metri Delivery Metric Delivery Metri
Coast Port Ship Name Arrival Date Mo . Ehact Mgt Tonnage if 23% Tonnage if 50% Tonnage if 00%
Flag Tonnage

Laden Laden Laden
27|West |[Nampo Chil Bo San 26-Feb-20 28711021 PRK 1999 659.7 999.5 17591
28| West |[Nampo Diamond 8 26-Feb-20 9132612 SLE 9273 3060.1 4636.5 8§345.7
23|West |Songnim Hokong 27-Feb-20 0067538 SLE 3993 13184 19973 3595.3
30|West (Nampo Unica a-piar-20 3514306 SLE 4865 1605.5 24325 4378.5
31|West |Nampo Borwoy 3 5-Mar-20 2714085 SLE 31518 11609 17590 2166.2
32|West |Nampo New Konk 15-Mar-20 036387 SLE 8057 2658.8 4028 .5 7251.3
33| West |Nampo Yun Hong & 17-Mar-20 0 CHN 2900 957.0 14500 2610.0
3d4|West [Nampo Diamond 8 22-Mar-20 9132612 SLE 9273 3060.1 46365 8345.7
35|West |Nampo Hokong 22-Mar-20 3006758 SLE 3995 13184 19975 3585.5
36|/West |[Nampo Subblic 22-Mar-20 8126082 TGO 5969 1976 A4 2954 .5 5350.1
37|West [Nampo Unica 25-Mar-20 4514306 SLE 4865 16055 24325 43785
38|West | Nampo Borwvoy 3 31-Mar-20 8714085 SLE 3i518 110605 17580 21066.2
39/West |[Nampo New Konk 8-Apr-20 9036387 SLE 8057 26586.8 4028.5 72513
40|West (Nampo Subblic 12-Apr-20 8126082 TGO 59869 19764 2954 .5 5390.1
41|West |Sangnim Urnica 20-A0r-20 5514306 SLE 4865 1605.5 24325 4378.5
42|West |INampo Hokong 21-Apr-20 S00G758 SLE 3993 12184 19975 33853
43|\West [Nampo New Konk 24-A0r-20 S036387 SLE 8057 26588 4028.5 72513
44| West |[Nampo RunDa 29-Apr-20 8511172 MNG 4999 1649.7 24995 44591
45 /West | Nampo Sam Jong 2 1-May-20 T408873 PRK 2507 827.3 12535 2256.3
46|West |[Nampo Myong Ryu 1 1-May-20 85324113 PRK 817 269.6 408.5 7353
47|East  |Chonglin Nam San 8 7-May-20 8122347 PRK 3150 1039.5 15750 2835.0
48|East  |Chongjin Sin Pyong 2 7-May-20 2817007 PRK 2105 694.7 10525 18945
49(East |Hungnam Pu Ryong 7-May-20 8705535 PRK 3279 1082.1 1639.5 2931.1
S0[West [INampo Hokong 10-May-20 2006758 SLE 3995 13164 19975 35955
51|East |Chong|in 5in Pyong 2 10-May-20 a817007 PHK 2105 634.7 1052.5 1894.5
52|West |Nampo Mu Bong 1 14-May-20 2610461 PRK 1998 659.3 999.0 1798.2
53|{West |(INampo Kum Jin Garg 2 15-May-20 0 PRK 2114 6976 1057.0 1902.6
54| West |Nampo New Konk 15-May-20 9036387 SLE 8057 26588 4028 .5 72513
33 |West | Nampo Rich United 13-May-20 $129213 UNK 7459 240615 37295 G6713.1
56|East  [Najin sSong \Wwon 18-May-20 8613360 PRK 2101 693.3 10505 1890.9
57|West |Nampo Sam Jong 2 24-May-20 74088713 PRK 2507 8273 12535 2256.3
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Delivery Metric

Delivery Metric

Delivery Metric

’ ' Last Known  Dead Weight ’ ¥ y -
Coast Ship Name Arrival Date Flag Tornage Tonnage if 33% fonnage it 50% Tonnage if 0%
Laden Laden Ladon
S56(East  [Wonsan Sin Pyong 2 24-May-20 6817007 PRK 2105 694.7 1052.5 16945
58{East  |Chongjin Subblic 24-May-20 8120082 TG0 5988 18764 29943 5390.1
60|East  [Wonsan Chon Myong 1 25-May-20 | 8712362 PRK 2750 907.5 13750 2475 0
01 /West |Songnim Ji S0Ng 6 25-May-20 BES8740 PRK 1250 412.5 625.0 11250
62|East  [Wonsan Yulong 2 25-May-20 8604917 PRK 1180 i89.4 590.0 10620
63|East |Chongjin Yu Son 26-May-20 | Bo91702 PRK 3298 1121.3 1699.0 3058.2
64|East  |Kimchask Nam San 8 26-May-20 6122347 PRK 3150 103%.5 15750 28350
65|Wast [Nampo Sam Jong 1 2E8-May-20 B405311 PRK 1665 549.5 832.5 1498 5
00| West [Nampo JI Song O 29-May-20 6398740 PRK 1250 412,5 6525.0 11250
67 /Wast |[INampo Chon Ma San 1-3un-20 2660313 PRK 3565 1176.5 17823 32085
Ser Lin 01 (Kwang

68| west |Nampo Chon 2) 2-R4n-20 63103738 PRK 1159 3825 5379.5 1043.1
69| West |Songnim Hokong - Jun-20 9006758 SLE 31995 13184 1957.5 15955
70| West [Songnim Ji Song 6 3-Jun-20 £893740 PRK 1250 4125 625.0 11250
71|West [Songnim Pu Ryong 3-Jun-20 8705519 PRK 3279 10321 1639.5 2951.1
Xing Ming Yang 8410847 UNK 7203 24100 36315 03727

72| West |Songnim 888 3-Jun-20
73 |Wast [Songnim Saabyoal 4.)un-20 8910253 PRK 1150 379.3 375.0 10350
74| West |Songnim Run Da 5-Jun-20 8511172 MNG 4999 1649.7 24595 44991
75|West |Nampo Borwoy 3 B-Jun-20 8714083 SLE 35138 11608 173%.0 3166.2
76{West |Songnim New Konk 8-3n-20 9036387 SLE 8057 2658.8 4a0328.5 72513
77|West [Nampo Rich United 11-Jun-20 9129213 UNK 7459 2461.5 3723.5 6713.1
78|Wast |Songnim Nam San 8 15-Jun-20 8122347 PRK 2150 1039.5 15750 28350
79|Wast [Songnim Sam Jong 1 15-Jun-20 B405311 PRK 1665 548.5 B832.5 14985
80|West |[Nampo Chon Ma San 10-Jun-20 8060313 PRK 565 117065 17825 32085
81|Wast |[Nampo Kum Jin Garg 2 18-Jun-20 0 PRK 2114 697.6 1057.0 190256
82|East  [Wonzan Sin Pyong 2 18-Jun-20 8817007 PRK 2105 694.7 1052.5 18945
a3 |west |Nampo Kum Jin Garng 3 19-Jun-20 8791667 PRK 4983 1644 4 24915 4484.7
84| West [Nampo An Ping 20-Jun-20 7903366 SLE 4950 1633.5 24750 44550
85 West [Nampo uUnica 20-Jun-20 6514306 SUE 4565 1605.5 2432.5 43785
&6|Wast |Songnim Hokong 21-Jun-20 9006758 SLE 31995 13184 1997.5 15955
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- Delivery Metric Delivery Metric Delivery Metric
Ship Name Arrival Date T, N Tonnage if 33% lonnage if 50% Tonnage if 90%
Flag fonnage
Laden Laden Laden
87|East  |Wonsan 5in Pyong 2 24-Jun-20 8817007 PRK 2105 694.7 1052.5 18945
48|East  |Wonsan Chan Myong 1 25-jun-20 8712362 PRK 2750 907.5 13750 24750
49|East  |Wonsan Yu long 2 25-un=20 8604317 PRK 1180 3894 5900 1062.0
Xing Mirg Yang
30|wast |Nampo gas 28U 20 8410847 UNK 7303 24100 36515 6572.7
1|West |[Nampo Sam Jong 2 28-jun-20 7408873 PRK 2507 827.3 12535 22563
92| West |Nampo AnSanl 1-Jul-20 7303803 PRK 3003 991.0 15015 2702.7
93| West |Nampo Chong Ryong San 1-Jul-20 0 e
34{West |Songnim New Konk 2-Jul-20 9036337 SLE 8057 2658 4 4028.5 72513
35| West |Songnim Saelyol 5-)ul-20 8916293 PRK 1150 379.5 575.0 10350
S0/\Wast |Songném Diamond B 4-3ul-20 9132612 SLE 9273 2060.1 40365 8345.7
S7|Weast |Nampo An Ping 8.5ul-20 79033006 SLE 4950 16339 24750 44550
98|/ Wast |Songnim Subblic S-Jl-20 S$126082 TGO 5989 18764 2854 5 5390.1
99| West [Nampo Chon Ma San 26-Jul-20 8660313 PRK 3565 11765 17825 32085
100|West | Nampo Saebyol 26-Jul-20 89162913 PRK 1150 379.5 575.0 10350
101 West |[Nampo Pu Ryong 28-Jul-20 8705539 PRK 3279 10821 16395 2951.1
102 West |Nampo AnSanl 28-Jul-20 7303803 PRK 3003 991.0 1501.5 2702.7
103|West | Nampo Mu Bong 1 2B-Jul-20 8610461 PRK 1998 659.3 999.0 1798.2
104/ West |[Nampo Paek Ma 6-Au-20 9006378 PRK 2250 742.5 11250 20250
103 | West |Nampo Kum Jin Gang 2 O-Aug-20 0 PRK 2114 697.6 1037.0 1902.6
106 West |Nampo Chong Myong 1 8-aug-20 | 8712362 PRK 2750 907.5 1375.0 24750
107|West |Nampo Heng Rong 10-Aug-20 7913098 SLE 4890 1613.7 24450 44010
108/ West | Nampo AnSanl 11-Aug-20 73033803 PRK 3003 991.0 15015 2702.7
109{West | Nampo Chil Bo San 11-Aug-20 8711021 PRK 1999 659.7 999.5 1799.1
110{East  |Wonsan Yu JOngZ 18.Aug-20 8604517 PRK 1180 3894 590.0 10620
111 West |Nampo Mu Bong 1 27-Aug-20 8610461 PRK 1998 659.3 993.0 1798.2
0 PRK
112/ West |Nampo Chong Ryong San | 30-Aug-20
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Ship Name

Arrival Date

IMO

Last Known
Flag

Dead Weight
Tonnage

Delivery Metric A Delivery Metric

lonnage if 33%
Laden

Tonnage if 50%
Laden

Delivery Metric
lonnage if 90%
Laden

113(west Nampo KumJinGang2 | 30-Aug-20 0 PRK 2114 697.6 10570 15026
114|West [Nampo Chil Bo San 30-Aug-20 | 8711021 PRK 1998 659.7 999.5 1799.1
115West [Nampo RO Chon (zetwa) | 30-4ug20 8848276 PRK 3538 11675 17690 A2
116{West [Nampo Yun Hong 8 30-Aug-20 0 CHN 2500 957.0 14500 26100
117\West [Nampo XinHai 1-5ep-20 | 7636638 UNK 4369 16393 24843 4721
118|{West [Nampo Nam San 8 4-Sep-20 | 8122347 PRK 3150 10393 15750 28350
115|West [Nampo Yu Phyong 5 4-Sep20 | B605026 PAK 1566 648.8 983.0 17694
120|/West |Nampo PaekMa 9:5¢0-20 | 9066978 PRK 2250 742.5 11250 20250
121|West [Songnim Nam $an § 14-Sep-20 | B122347 PRK 3150 10393 15750 28350

Source: Member State
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Annex 22 (a): Vessel Identity Swap

The Panel investigated the then Panama-flagged Mouson 328 (IMO: 9021198) in light of numerous
indicators of suspect activity that included: a suspicious May / June 2019 voyage to DPRK waters
(see figure 1); four months of unexplained dark activity from November 2019 to March 2020 at a
shipyard in Fujian Province, and the vessel changing out its identifiers after re-appearing in March
2020 and sailing as the MOuson in the direction of the Yellow Sea (see figure 2). Panama confirmed
the vessel was deleted from its registry on 29 August 2020. The vessel also conducted other voy-
ages with AIS transmission gaps outside of these periods.

Figure 1: Mouson 328’s voyage, May/June 2019
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Source: Windward, annotated by the Panel
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Figure 2: ‘Mouson 328’ changing its identifiers, March 2020
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Source: Windward, annotated by the Panel

In the course of its investigations, the Panel noted an attempt in late 2019 to register the Mouson
328 under a new IMO number as the newly built Dominica-flagged Cherry 19. After the Mouson
328’s suspicious voyages to DPRK waters between May and June 2019, the vessel sailed to a ship-
yard in Fujian Province, China. Imagery of the Mouson 328 from July to November 2019 shows
that the vessel was likely modified at the shipyard (see figure 3). The next AlS transmission of the
Mouson 328 sailing as a Dominica-flagged vessel named Cherry 19 was as the vessel entered the
waters of Bangkok port, Thailand, in late November 2019. Photographs taken of the vessel show
the initial assigned IMO number of the Cherry 19 painted on the vessel’s bridge but the IMO num-
ber belonging to that of the Mouson 328 painted on its stern (see figure 4). The vessel was also
photographed with two white containers located at the vessel’s stern, similar in location to the
containers captured on satellite imagery at the shipyard in late 2019. Maritime authorities withdrew
the IMO number initially assigned to the Cherry 19 following evidentiary inconsistencies.
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Figure 3: Mouson 328 re-painted, September / October 2019

Imagery Date: 9/16/2019 3 Imagery Date: 10/20/2019

Deck after possible
repainting

Source: Google Earth, annotated by the Panel. Coordinates: 26°50'28"N, 119°41'20"E

Figure 4: IMO number inconsistencies, with the Cherry 19’s initial issued IMO number at the
bridge (top) and the Mouson 328’s IMO number at the stern (bottom)
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CHERRY 19
PORTSMOUTH

0 3021198

Source: The Panel

The same maritime database registered the vessel’s last AIS capture on 7 November 2020 at a port
at Samut Songkhram, (see figure 5) transmitting under its new identity as the Thai-flagged Smooth
Sea 29, essentially removing the historical data of the vessel as the Mouson 328. The Panel wrote
to inform Thailand of the Smooth Sea 29’s location and the vessel’s use of fraudulent documenta-
tion as a likely cover for the Mouson 328. Thailand responded that the Panel’s requests for infor-
mation “have been duly conveyed to our relevant authorities in capital and are pending their con-
sideration”.

Figure 5: Smooth Sea 29 at Samut Songkhram, 7 November 2020 (EST)

SWOOTH SEA 20
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@ tost vansens: @ ‘Found tansmision

05 Nowmow 2030 2044

SMOOTH SEA 29
31 Ockebar 2020 0613

[Jca son changed srom J7av2 1o HsBT3%2
[Jeams chaeges from CHERRY 1610 SMOOTH SEA 28
) MS: crangea: trom 325109100 to 567002160

«f Destination, ETA change
BANKOK TAILAND -

22 Samut
SRIRACHA
27/11720 12:00 \
05/11/20 08:00
0@ (© Lost \

2 days, Thailand

CHERRY 19

LosT
Postional data not recewed for 123d Oh 03m

@ ‘Lost transmission @ Found transmission
30 June 2020 06:00 31 October 20200613
Speed 0.2 kn Spesd 0 hn
Heading 194 Heacng 000

Source: Windward, annotated by the Panel; Google Earth (insert image of Samut Songkhram dated 19 April
2020), with a pinned location of 13°22'24"N,99°59'32"E where the vessel was last located on 7 November
2020 EST, based on AIS signal transmission
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High-resolution satellite imagery obtained by the Panel showed a vessel on 26 August 2020
transmitting as the MOuson with a Palau-associated MMSI 511444000 matching the dimensions
and features of the New Konk (IMO: 9036387), a vessel that had been previously proposed by the
Panel for designation for delivering refined petroleum on multiple occasions to the DPRK and for
conducting ship-to-ship transfers with another vessel that delivered its petroleum cargo to the
DPRK!2,

Current investigations suggest that the Mouson 328, in registering itself first as the Cherry 19 and
then as the Smooth Sea 29, based on fraudulent documentation, appeared to allow another vessel,
the New Konk, to assume the Mouson 328’s identity while also creating fusion issues resulting in
the New Konk appearing as the Mouson 328 on commercial maritime databases.

The Panel wrote to Star Emperor Ventures Limited (hereafter “Star Emperor”), the vessel’s regis-
tered owner since May 2019 and its management company, Pacific Expert Global Ltd (hereafter
“Pacific Expert”). Both entities are listed as incorporated in the British Virgin Islands, with Star
Emperor listing Pacific Expert, the vessel’s manager and operator based in Kaohsiung, Taiwan Pro-
vince of China3, as its care-of address.

According to Mr. Yang, who stated he was the Director of both Star Emperor and Pacific Expert,
Star Emperor purchased the Mouson 328 on 10 May 2019 and sold it a few months later on 26 July
2019 to Rui He (HK) Marine Co, Limited, given various technical issues with the vessel. The vessel
was for delivery to a buyer in Fu’an, Fujian Province, China. According to Mr Yang, the vessel was
to be sold for scrap following delivery. Mr Yang stated he acquired the vessel “for high sea bun-
kering to Chinese fish vessel operating in east coastal of North Korea” (see annexes 22 (b) to (c)).
During the time of his possession of the vessel, “There were no business connection with DPRK
and also vessel never entry to any DPRK port”. The Panel notes that as AIS transmission was not
captured between 29 May and 5 June 2019.

According to information provided by the Panamanian authorities, the vessel was registered under
its flag from 4 October 2018 to 20 February 2019 sailing as the Angel 126 and flagged again on 17
May 2019 until 29 August 2020 sailing as the Mouson 328. Panama provided vessel positioning as
well as other information to the Panel, including the periods where AIS was not transmitting.
Panama confirmed it deleted the Mouson 328 from its ship registry on 29 August 2020, in line with
its responsibility “to suspend or delete any document related to the ships registered in the merchant
navy of Panama, whenever their owners have failed to meet their obligations under Panamanian
law and the relevant international treaties ratified by Panama”.

Source: The Panel

12 paragraphs 27, 28 and 62, S/2020/691.
13 While Star Emperor was no longer listed as an active company based on information from the International Maritime
Organization, Pacific Expert was still listed as active.
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Annex 22 (b): Letter from Pacific Expert Global Limited

From: Mr Yang-The owner of Mouson 328, Pacific Expert global Limited
To:1718 Secretariat United Nations New York, USA DPPA 19173671525
Subject: outgoing communicatior #444 from the POE DPRK to Pacific Expert
Date : 14™ Dec 2020

Statement of fact

To whom it may concern

I, Mr Yang - Chinese nationality, was the director of both Star Emperor
Ventures Ltd and Pacific Expert global Ltd. Star Emperor Ventures Ltd purchased
Mouson 328 with IMO 9021198 dated on 10" May 2019 for high sea bunkering to
Chinese fish vessel operating in east coastal of North Korea. This is a seasonal fish
heaven for squeezers from moth of May to September each year. To support fish
vessel operation, | have decided to engage a tanker and delivery bunker to fish
ground for Chinese fish vessels.

Mouson 328 delivered to Star Emperor on 13 May 2019 at 12:00It at Kaohsiung and
commenced the mentioned business on 25" of May 2019,

After sailing out from Kaohsiung, we have noted various technical problem on this

tanker as an aged vessel. After two shipments in fish ground, due to technical issues,

vessel was sold to Rui He(HK) Marine Co, Limited and delivered to buyer at Fuan

Fujian China on 26™ July 2019.

As statement above, | confirmed during the period possession of the vessel, the sole b
business nature was bunker delivery for Chinese fish vessels. There were no business "
connection with DPRK and also vessel never entry to any DPRK port.

1. Confirmation of the vessel as being under your ownership, management and/or
operation
I confirmed Mouson 328 was owned by Star Emperor Ventures Ltd and managed
by Pacific Expert global Ltd.

2. Copies of AlS information and log books conforming the vessels location from
April 2019 onwards.
AlS tracking printout attached for your reference. Vessel has no entry to any port
in DPRK. Log books was retained onboard at time of sale.

3. Current status of the vessel:
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After delivery to Rui He(HK) Marine Co, limited, we have no update information
on vessel status. In our agreement, vessel was supposed to be scrapped after
delivery to buyer.

All shipping documentation including but not limited to customs documentation
1). Voyage memo attached with cargo quantity discharge, name of fish vessel,
voyage number, and date of discharge.

As the nature of business out of territory water, there were no custom clearance
required.

5. Information and full contact details of counterparties involved in any shipment of
petroleum cargo to DPRK

We confirmed again there were no any parties involved in DPRK.

Copy of all correspondence - Not applicable as no relation to DPRK

Copy of crew list ---- Attached with crew list

Method of payment for any petroleum cargo delivery to DPRK --- No applicable
Pacific Expert is co-located with Gold Advance Corp

Pacific Expert Global Limited has rented a table from Gold Advance Corp in
Taiwan for DOC purpose. Thereof the operation office for Pacific Expert Global
limited had same address as Gold Advance Corp.

10. Nature of pacific Experts commercial relationship with Gold Advance

As mentioned above, Pacific Experts rent a table from Gold Advance in Taiwan for
DOC(document compliance) purpose.

BN

List of document:

Document of compliance for Star Emperor Venture limited
Protocol of Delivery

Bill of Sale

AIS tracking printout

Voyage memo for voy no.1 and voy no.2

Crew List for Mouson 328

Office rental agreement between Pacific Experts and Gold Advance
Bill of Sale for Mouson 328

9. Protocol of delivery for Mouson 328

& wNp

® N oW

Source: The Panel
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Annex 22 (c): Documentation relating to the sale of the Mouson 328 (IMO: 9021198)
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Annex 23 (a): Sanctioned tanker New Regent (IMO: 8312497) masquerading as the
‘Hang Yu 11°

On or around 29 June 2019, a vessel masquerading as ‘Hang Yu 11’ sailed from the Luoyuan Bay
area in China to meet with a ROK-flagged tanker (“Tanker A”) in a failed attempt at ship-to-ship
transfer of refined petroleum. A few days earlier, Tanker A had engaged in a ship-to-ship transfer
with the Yun Hong 8 (MMSI: 413459380), a vessel which delivered refined petroleum to the DPRK.
The following lists several indicators the Panel notes that should inform the process of due dili-
gence in verifying the identity of the ‘Hang Yu 11’. Relevant extracts of the vessel owner’s response
are at Annex 23 (b).

Q) Identifier concerns and suspicious AlS track

AIS tracking on a specialized maritime database website shows a suspect vessel (MMSI: 356393000) with
incomplete / invalid identifiers sailing up to Tanker A on and around the date, 30 June 2019 (figure 1).

Figure 1: A vessel with invalid identifiers sailing to meet Tanker

[ < x =

A, 29 June 2019 (EST)
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Source: Windward, annotated by the Panel

(i) Photographs

Independent satellite imagery analysis indicates that the dimensions of the ‘Hang Yu 11’ match the New
Regent.

Various photographic comparisons of the ‘Hang Yu 11’ and the New Regent indicate they are the same
vessel'.

4 The Panel analyzed several images from various sources in making its determination.
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Additional photographs subsequently obtained by the Panel show the ‘Hang Yu 11’ painted over the ves-
sel’s embossed name, the New Kopex (figure 2). The New Kopex is the name the vessel used until 2011,
before the vessel was re-named the New Regent. A wide variety of commercial maritime databases provide
historical names of vessels that assist due diligence in vessel searches. Additionally, the vessel’s painted
over IMO number is that of the New Regent.

Figure 2: Painted over identifiers of the New Regent

Source: Member State
Q) Documentation checks

Ship documents of the ‘Hang Yu 11’ used as proof that it was the Panama-flagged vessel with IMO
number 8694194 (Document 5-1-3) are clearly outdated documentation. The ‘Hang Yu 11° (IMO: 8694194)
has since March 2018 changed its flag and ship name as can be found on the International Maritime Organ-
ization’s website.

Togo-flagged Xin Sheng (formerly Hang Yu 11)

The actual Hang Yu 11, sailing as the Togo-flagged Xin Sheng (IMO: 8694194) registered an AIS
transmission gap between February 2018 and April 2020 on a commercial database platform. The
Chinese manager and operator of the Xin Sheng confirmed that following a salvage incident the
vessel was laid up for repairs between March 2018 and May 2020 at a shipyard in Zhoushan, China
(figure 3). This confirmation is consistent with publicly available information on the vessel having
drifted aground in February 2019 and of its subsequent auction in China in September 2020 foll ow-
ing repairs.
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Figure 3: Class Society’s Statement of the Xin Sheng (formerly Hang Yu 11)) (IMO: 8694194)

ClassIBS -

STATEMENT

From: IBSCHINA December 16, 2020

To: Whom maybe concerned to

This 1s to certify that MV XIN SHENG flying with Togo flag. IMO No.8694194,
keel laid on 19-Jan-2012, previous name 1s MV HANG YU 11 with Panama flag,
the history of ship as follow:

. Registered under Panama flag and named MV HANG YU 11 from 01-Jun-2016.
Entered into Zhoushan Haizhou Shipyard on 11-Mar-2018

. Registered under Togo flag on 21-Mar-2018.

, Canceled from Panama flag on 06-Apr-2018.

. Ship still repaired and laid up at Zhoushan Haizhou Shipyard from 11-Mar-2018
to 14-May-2020.

6, ClassIBS carried out re-activate survey from 14-May-2020 to 24-May-2020, and
1ssued certificates for ship on 24-May-2020.

LN L [ e

ISTHMUS BUREAU OF SHIPPING

Room102, 34-2 Huale Street, Zhongshan District, Dalian, China
Phone: (36) 411-8277 2350 Fa (3E411-82772393
daligniclassibs.ory  htipfww ibschina org hito:lfwww ciassibs org

Source: The Panel
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Annex 23 (b): Excerpts on response on due diligence measures and documentation as

provided by the owner of the ROK-flagged vessel

arrived around 0100LT on 30 Jun 2019. Thus, the suspicious vessel would be Hang yu 11

yu 11 and if such transfer(s) of occurred on other occasions.

B) Notified by the buyer that Z4NG YU 11 departed from Ningde port in China on 29 Jun 2019, would be

3) Confirmation of ship-to-ship transfer(s) (amount, type and description) benreen_m:d Hang

On the 30% of June 2019._u1e1 Hang yu 11 that departed from Ningde, China. We investigated
this vessel with all information we received beforehand through the best available sources we could access. We found
that it appeared not listed on the sanction and not related to any suspicious activities is involved. We much more carefully
looked mnto this vessel since the type of vessel was a tanker and the bigger amount of product it requested. When 1t
approached our vessel, our captain and other responsible crews thoroughly conducted with our manual and calls to check
with our office many tunes.

The external appearance when we looked was appropriate as the information given. It has its name engraved
on the hull. When communicated with their crews, we did not notice decent accents of related countries on the
sanction.

We requested other supplementary information such as seafarer’s book, ID card, certificate of registration, and
pledge. The certificate of registration was the same as we recerved before. This was to make sure this vessel
was equipped with all documents and we regarded this vessel to be a normal operation vessel.

mi.  However, they spent a lot of time passing on their ID which brought attention to have our doubts. The condition
of the sea was getting worse and possibly caused to have damages on our vessel.
.  We mstructed our captain to unberth and cancel the operation, ended up forcedly unberthing the vessel by

cutting the rope while they kept denying to unberth.

4) Copies of all documentation and information collected on board the Hang yu 11;

2 report oy [N
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B) Copies of all documentation

i

Certificate of vessel’s nationality

! B PP —M.I-mml— T Wy
’ e ——— - — | e

iL = . =>Republic of Panama
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T, =

:
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co02 32199 m-' [=1=]

?

*Panel comment: The above documentation does not belong to the vessel in question as featured at Annex 23

(a).
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1. Handwritten Letter of pledge

. 4, ;
iy O /1 Letter of Pledge

= The discharging destination of our vessel, Hang Yu 11, will
: ‘ s be in Jiangsu province and ensure that we are not providing
1 & J ~ ¥ & &
the fuel to any vessels related with North Korea

- \ “...will be off the coast of Jiangsu province ..~

2019.06.30
0N e Master, Jang Hwa

*Boxed comment annotated by the Panel as reflected in the Chinese text

iii. Photograph of Hang Yu 11
<Vessel’s Hull> <Vessel’s name : Hang Yu 11>

Source: ROK-flagged tanker owner
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5) A full description with supporting documentation ( including from social media such as WeChat)( on the
timelines on the request for bunkering il 20/06/2019, the record of vessel searching

A) We confirmed that this vessel is not included in the UN & OFAC Sanction list when we checked the
vessel.

1 28/06/2019. the communication logs for venification of the vessel =

Ve
Paticalars

oomares

e WANG T 11

1100

O PEODUCTS AMKER

A 3
2| AEL} K| ZIAE 248 $p60 M G BAso T . !
L|ct " nw
A5 AL 2[RI S . Flug. pAsAMA
s s
o 2A UE Recy .
B momn e . il 29/06/2019, checked the certificate of registration before meeting Hang yu 11
e . 10:35 -l -

W R7egive
Wl e <
. 2 disHME Hetiec] HEUR

1

i ® @®
01H AUEOR p@als
@ @® — 2 20 oM &
=9
o e

HANG YU 11 EEHH¥
W rar

L L LEUE R

. ~ 2|2:0128

Source: The Panel
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Annex 24: Response from Ming-Fa Attorneys at Law on behalf of Uniform Shipping
Co Ltd®

MING-FA ATTORNEYS AT LAW

Received by the Panel
via emailon 17 Nov 16, 2020
December 2020

To Panel of Experts of UN Security Council Sanctions Committee on Democratic
People’s Republic of Korea (DPRK)

Dear Panel of Experts,

As entrusted by Panama-flagged tanker Infinite Luck (IMO : 9063811) shipowner,
-Wang, also known as registered owner of Uniform Shipping Co.
Ltd.(hereafter Uniform Shipping), we Ming Fa Law firm are here to clarify the issue
addressed in the midterm report established by Panels of Experts pursuant to
Security Council resolution 1874 (2009) on 28 August 2020, affirming a ship-to-ship
oil transfer between vessel Infinite Luck owned by Uniform Shipping, and a North
Korea vessel Myong Ryu 1 (IMO: 8532413) in the East China Sea on 10 January 2020.
The incident of involving vessel Infinite Luck in a ship-to-ship transfer was with the
Chinese "Mingbo No. 5" tanker. In early Oct 2020, Uniform Shipping acquired the
acknowledgement that DPRK-flagged tanker Myong Ryu 1 was disguised as Chinese
Mingbo No. 5 tanker only after the midterm report of the resolution 1874 (2009) was
published on 28 August 2020.  As per our earlier discussion, Uniform Shipping
hereby entrusted our firm to provide the following evidence in proving how Infinite
Luck was deceived to conduct a prohibited fuel transfer for further committee
investigation.

Uniform Shipping is a private company registered in Hong Kong represented by
Hong Kong Secretary Service Company - "Standard Business Ltd.” working as the
designated agent. The owner of the corporation is|llVang, who lives in
Taiwan. The address registered in Hong Kong belongs to the Secretary Service
Company, not the actual operating office. The headquarter of Uniform Shipping is
located at 11F.--5, No. 12, Fuxing 4th Rd., Qianzhen Dist., Kaohsiung City 806, Taiwan

in Kaohsiung Software Technology Park. The above information can be
confirmed by the company’s annual declaration form issued by Hong Kong
Government (see annex 1).

15 According to the legal firm, Mr Wang of Uniform Shipping, the Infinite Luck’s owner, was only made aware of the incident following
publication of the Panel’s report in October 2020. The Panel notes that no contact details on Uniform Shipping / Mr Wang were
easily available. The Panel sent a letter to Uniform Shipping through two email addresses obtained by the Panel that Mr Wang had
used in his past business correspondences. Uniform Shipping’s listed address was obtained from the Uniform Shipping’s 2019 Annual
Returns records from the Hong Kong corporate registry, which typically list the contact details of the company providing corporate
registration services and not that of the owner. The Panel notes there was no Qianzhen District, Kaohsiung City address on the
attached form provided by the legal firm.
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On 2 December 2019, Uniform Shipping signed a short-term diesel freight
forwarding service contract, stipulating that from 10 December 2019 to 10 February
2020 (two-month period), Infinite Luck was appointed solely to transport diesel for
Hyuen Trade Ltd. (hereafter Hyuen Trade). The total freight expense is 0.98 million
in RMB dollars (see annex 2). Based on the agreement, Uniform Shipping started
shipping diesel to Chinese Mingbo No. 5 tanker on 10 January 2020. Mingbo No.5
tanker had not been designated by UNSC Sanctions Committee, and only until the
midterm report established by Panels of Experts pursuant to Security Council
resolution 1874 (2009) on 28 August 2020 was it identified as DPRK-flagged tanker
Myong Ryu 1.

Hyuen Trade assigned Infinite Luck to conduct ship-to-ship transfers to
designated vessels, are all Chinese fishing auxiliary vessels. Before allowing each
freight forwarding delivery to take place JJJWane. the person in charge of
Uniform Shipping, would ask for a photos of the receiving ship to be sent back to
office (headquarter),andpassed these photos through company’s operation staff to
Hyuen Trade staff, in order to confirm the ship. Therefore, Uniform Shipping still
kept this these photos which clearly showed that the vessel was in disguise as
Chinese Mingbo No. 5 tanker (see annex 3). In addition, after the delivery was
completed on 10 January 2020, Infinite Luck, in compliance with Uniform Shipping
standard operation procedure, would require Mingbo No.5 Master to sign “Bunker
Delivery Receipt” and verify that diesel oil entrusted by Hyuen Trade to be carried by
Infinite Luck had been delivered to Mingbo No.5 (see annex 4). This Bunker
Delivery Receipy can also prove that Infinite Luck had no intention of engaging illicit
shipping practices with North Korea vessels and always took appropriate due
diligence measures.

In 20189, Infinite Luck tanker had some maintenance and repairing at Shenyin
Shipping Engineering Co., LTD (hereafter Shenyin Shipping) in Fulian, China, and a
total fee of 1.05 million RMB dollars was incurred.  Since Hyuen Trade had to pay
0.98 million RMB to Uniform Shipping, Uniform Shipping instructed Hyuen Trade to
pay on its behalf. The fact that Shenyin Shipping receiving the payment from
Hyuen Trade can be proved by the receipt (see annex 5), which also indicates the
fact that Infinite Luck was working in accordance with Hyuen Trade's instructions to
transport diesel, and at that time Infinite Luck crew and Uniform Shipping shipowner

Wang didn’t know Mingbo No. 5's concealed identity as DPRK-flagged
tanker Myong Ryu 1.
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Based on the above information, it is explicitly clear that Infinite Luck would not
have known the true identity of Chinese Mingbo No. 5 tanker prior to the delivery
taken on 10 January 2020, and the crew of Uniform Shipping and Infinite Luck had no
subjective intention to transport diesel to North Korea vessels. If there are any
doubts that need to be clarified, please contact us anytime and we will fully assist
Uniform Shipping to cooperate with further investigation.

Sincerely yours,

MingFaLaw Firm 4% 33 1 4 F B5 T

Annex 1: Uniform Shipping Co. Ltd.s annual declaration form

Annex 2: The short-term diesel freight forwarding service contract signed between
Uniform Shipping Co. Ltd. and Hyuen Trade Ltd.

Annex 3: Myong Ryu 1 in disguise as Chinese Mingbo No.5 on 10 January 2020
Annex 4: Shipping order signed by Mingbo No.5 shipowner

Annex 5: Receipt from Shenyin Shipping Engineering Co., Ltd. to Hyuen Trade Ltd.

Nov 16, 2020
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Excerpts of Relevant Annexes of Photographs and Documentation provided relating to the com -
pany’s due diligence measures

Annex 3

Mingbo No.5

Mingbo No.5
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ANNEX 4

-
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Source: The Panel, boxed comments are annotated by the Panel.
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Annex 25: Additional non-DPRK vessels delivering refined petroleum products to the
DPRK from May 2020 to October 2020

Despite the majority of the vessels listed below no longer registering a flag and having no updated ownership
information on maritime databases, the vessels continued to trade in international waters, obtaining their
refined petroleum supplies for delivery to the DPRK.

The An Ping, Rich United, Heng Rong, Xin Hai and Xing Ming Yang 888 were not flagged when they were
reported delivering refined petroleum in the DPRK, with the last three tankers sailing without a flag for over
a year while continuing to trade.

The Heng Rong, Xin Hai and Xing Ming Yang 888 had their management companies dissolved or struck off
on the Hong Kong company registry at least a year before these vessels engaged in sanctionable deliveries
of unreported refined petroleum. None of these entities had updated ownership information on maritime data-
bases. The An Ping and Run Da were sold around the time they were recorded delivering refined petroleum
at Nampo, with the An Ping sold to an undisclosed buyer and the Run Da not reporting its sale.

(i) An Ping (IMO: 7903366)
The An Ping, formerly Sierra Leone-flagged, delivered unreported refined petroleum to the DPRK and was
recorded on satellite imagery berthed at Nampo on 8 July 2020 (see figure 1). The vessel also delivered
refined petroleum on at least two other occasions in June 20201, The Sierra Leone Maritime Authority con-
firmed the vessel was de-registered on 2 July 2020 on the grounds of the vessel’s sale, shortly before it
conducted a port call at Nampo.

Figure 1: An Ping delivering refined petroleum at Nampo, 8 July 2020

M/V AN PING Delivering Refined Petroleum
Nampo, North Korea
38:42:56 N 125:22:07 E

Petroleum
delivery line

$SB693481

Source: Member State

6 Annex-21.
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The An Ping was recorded on a maritime database as sold to an undisclosed buyer'” in July 2020. The vessel
has since been sailing as flagged unknown. Over the period the An Ping was reported to have delivered
refined petroleum to the DPRK, it recorded a month long AIS transmission gap between June and July 2020,
with no further transmissions since August 20208, The vessel also conducted other suspect voyages with
AIS transmission gaps outside of the above-mentioned occasions. Lack of AIS transmission while carrying
re-stricted or banned commodities in affected waters has been recorded in the Panel’s reports as a regular
feature in vessels that have conducted illicit activities.

The An Ping’s registered owner, ship manager and operator, Spring Gain International Ltd, incorporated in
the British Virgin Islands, was recorded on the same maritime database as no longer active. The Panel wrote
to the Document of Compliance (DOC) company holder, Gold Advance Corp (hereafter “Gold Advance”),
registered in Samoa and based in Kaohsiung City, Taiwan Province of China. Gold Advance responded that
there was a change in ownership of the company and that the present owner “On the day of cancellation ship
management contract ... did not work as DOC holder for An Ping”. A Bill of Sale provided to the Panel
showed the vessel was sold in May 2020 by Spring Gain International to a Ms Gong with an address at Shishi
City, Fujian Province, China. According to the current management, “While previous management team
planned to close the Gold Advance Corp., to avoid direct cost impact to shipowner by closing Gold Advance
Corp., the current management was invited to take over .... Instead of asking owner to change to other DOC
company ... and this can save amount of expense for shipowners...”. Elsewhere in its letter, Gold Advance
stated, “As far as we know, and the information from previous management team “... this DOC work service
is that they provide ship’s safety management manual and procedure to ship for safety management quality
implementation and meets ISM Code”. See Annex 5(a) for relevant attachments.

(i) Heng Rong (IMO: 7913098)
The Heng Rong, unknown-flagged since October 2018%°, delivered unreported refined petroleum to the
DPRK and was recorded on satellite imagery on 6 August 2020 and on 23 August 2020 laden at Nampo Lock
Gate (see figure 2).

Figure 2: Satellite Imagery of the Heng Rong (IMO: 7913098) in August 2020 outside Nampo, DPRK Lock

Gate, DPRK

ECITETE A T HENG RONG Lacen Outakie
p Nampo Lockgate

AUG 2020
IB:41:87N 124:87.50E

N WT HENG RONG Laden
23 AUG 2020
SEAZIMAN 12483078

Source: Member State

7 1HS Markit.
18 All records unless otherwise stated in the report are as on December 2020.
19 De-registered from Sierra Leone flag registry due to outstanding dues.
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The Heng Rong recorded an unaccounted 3-month gap in AlIS transmission between July and October 2020,
covering the above-mentioned dates when the vessel was reported to have been in the DPRK.

A Member State reported to the Panel that during this period, and between port calls to the DPRK, the vessel
conducted a ship-to-ship transfer on or around 15 August 2020. In September 2020, the vessel was photo-
graphed by the Member State during its hail and query with a changed name “Aoshen 777" displayed on its
superstructure (see figure 3). Maritime databases have not recorded a change in the vessel’s name.

Figure 3: Heng Rong changing out its name to Aoshen 777 while being hailed and queried, 14 September
2020

superstructure displaying name AOSHEN 777

B 11T g Al ie:

(U) M/T HENG RONG prior to changing displayed name

Source: Member State

Outside of this period, the Panel notes that the vessel had displayed a previous extended period of unac-
counted for gap in AIS transmission , from March to June 2020 (see figure 4), suggesting the possibility of

other illicit activities.

Figure 4 Unaccounted AIS transmission gaps

= Sierra Leone

7913098 2
= T TETET . HENG RONG
Mt 667001462 ! .
call w2265 | | e
sign Shangha Transmission were notrecewed for 93d 20n 01m
Class Tanker Jing . | |
“Dark actviy start “Dark activity end®
Subclass il Products Tanker 7 ¢ A e A e
Tangth 0 s 2 1 Speed 5940 Speed 7.1 kn
/7 X \ Headng 028 Heading 208
Commercial  Sansda Shippins Colid / Ningbo'
Manager (Hong Kong) wA ¥
DwWT 4890 tons | 2
oo o ) %
Destination KAQ HSILNG ilee hsiiaatidor) / &
S
17 16 [ — F v &
TAGR AR e ummE. Amn At [0 ) s
; ™ St Soewa 25 ]
Draft 00 e - st i &
Navigation Status Unknown, >
As of: 07 Jun 2020 23:32 ng Dongy s !
Hengy. /
@@ s o e
/ Naha
) Fuzhody
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ongyan

Source: Windward, annotated b‘y‘the Panel
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In January 2021, Sierra Leone noted in an official letter notifying that the Heng Rong was reportedly using
fraudulent certificates supposedly issued by the Sierra Leone Maritime Administration to continue to operate
(see Annex 5(b).

The Heng Rong’s registered owner, ship manager and operator, Bansda Shipping Co Ltd recorded on the
International Maritime Organization’s website was dissolved on the Hong Kong company registry’s database
on 2 February 2018, indicating a likely transfer of ownership that was not updated.

(iii)  Rich United (IMO: 9129213)

The Rich United (IMO: 9129213) was recorded on satellite imagery at Songnim on 13 June 2020 (see figure
5). The vessel also delivered refined petroleum on at least one other occasion in May 20202°. A commercial
maritime database platform showed the Rich United with several days of unaccounted gaps in AIS transmis-
sion during the dates of the suspected port calls at Nampo, DPRK. The vessel had also exhibited other periods
of unaccounted AIS gaps outside of this period.

Figure 5: Rich United delivering refined petroleum at Songnim, 13 June 2020

MIV RICH UNITED Delivering Refined Petroleum
Songnim, North Korea

38:44:21 N 125:36:48 E

Source: Member State

The Rich United was unknown flagged during these times of reported delivery. The vessel was recorded
flagged under the Cook Islands for a year and de-registered on 4 May 2020. The International Maritime
Organization listed the vessel as Mongolian-flagged on August 2020, sailing as the Xin Hai?. In response to
the Panel’s enquiry, Mongolia confirmed the vessel was not registered under its ship registry during the time
indicated by the Panel of Experts report. Mongolia registered the vessel on 5 August 2020 and “... started
using radio-communication number MMSI 457 206 000. Before registering the vessel , the Maritime Admin-
istration has run through all the necessary procedures and found no facts or information on violation of the
UNSC relevant resolutions and sanctions. As the former owner (Rich United Trading Limited) of the vessel

20 Annex 21.
21 International Maritime Organization, December 2020.
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“XIN HAI” has been changed and upon the request of the new owner the vessel “XIN HAI” de-registered
from the Mongolian ship registry on 15 December 2020”. See also Annex-M5(c) and 5 (d).

In the course of its investigations, the Panel noted several inconsistencies in AIS data transmissions on a
maritime database platform. In December 2019, a vessel began transmitting positional information as the
Taian under a Mongolia-associated MMSI number: 457206000. The Taian was initially transmitting without
an IMO number. The Taian also transmitted on several occasions on the said MMSI at the same time as when
the then Cook Islands’-flagged Rich United, was transmitting its then-issued MMSI number 518100674 (see
figure 6), indicating these were two separate vessels.

Figure 6: Taian and Rich United MMSI’s transmitting at the same time on various occasions

Flag
Mo . [me WA
-
Call sign E5U358S Call sign wves
Class Tanker Class Tanker har
Subclass Oil Products Tanker Subclass Oil Products Tanker

| Length 99 meters Length 99 meters

| Commercial  fastasiaShippogAMarine  Commercial  Eastasia Shipping & Marine /
Manager Pre(Singanore) Manager Bre (Singapore)
owr 7433 tons owr 7433 tons / .
Pestiantion WA W rath activities \
ETAN/A
Draft A Risky? S
Navigation Status Underway Using Engine \
= Ninghai A

= . Path activities <a £ A

Source: Windward

A vessel transmitting the Taian’s Mongolia-associated MMSI number and call sign JVYB5 sailed to Quan-
zhou port area on 25 or around August 2020 (EST), where it began transmitting the Rich United’s IMO
number. The vessel had changed its name from Taian to Xin Hai a week earlier prior to entering the port area
(see figure 7). The Panel sought Mongolia and China’s assistance into the AIS transmission discrepancies.

166/421 21-01647



S/2021/211

Identifier changes to the Xin Hai, August 2020.

Figure 7:

XINHAI
18 August 2020 2026
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Source: Windward, annotated by the Panel
Mongolia replied that the “TAI AN” (IMO 8676324) was registered with its ship registry from 17 March to 17 Sep-
tember 2015, using the MMSI: 457 206 000. “Upon the registry’s expiration, the same radio-communication equip-
ment/number is being used by the newly registered vessel. Accordingly, the radio communication number formerly

used by “TAI AN” has been transferred to the vessel “XIN HAI” registered in 2020, thus may be caused a similar

situation for both vessels”.
China replied that the ““Rich United” is a wrong name, which should be “Swift” according to its MMSI

number. There is no record of this vessels entering or leaving Chinese ports.”

The Panel’s prior investigations into the Rich United listed the vessel as registered under Mongolia’s ship

registry before, between June 2017 and May 2019, sailing as the Swift. Panel research, also corroborated by
Mongolia’s reply, listed the Swift with MMSI number: 457451000. It would appear, based on Chinese re-
sponse, that the vessel was transmitting its historical MMSI number associated with the Swift when it was at

Quanzhou port area in late August 2020.
The Rich United’s registered owner is the Seychelles incorporated Rich United Trading Ltd (hereafter “Rich

United Trading”), listed under the care of address of EastAsia Shipping & Marine Service Pte Ltd (hereafter
“ EastAsia Shipping’), a Singapore-registered company which has also served as the Rich United’s ship
manager and operator since May 2019. Seychelles responded to the Panel. EastAsia Shipping has yet to

respond to the Panel. Investigations continue.

(iv) Run Da (IMO: 8511172)
The then-Mongolia-flagged Run Da delivered unreported refined petroleum to the DPRK and was recorded

on satellite imagery berthed at Nampo petroleum delivery pier on 29 April 2020 (see figure 8). The vessel
also delivered refined petroleum at Songnim on 5 June 2020. The Run Da exhibited unaccounted AIS gaps

on several occasions over a sample four month observed period (see figure 9), indicating the vessel may have
conducted illicit activities outside of the above-mentioned dates. From 15 June to 15 August (EST), when the
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vessel reappeared after two months without AIS signal, the vessel recorded a length change back to its orig-
inal?? dimension, suggesting possible obfuscation of the vessel’s identity during the two months.

Figure 8: Satellite imagery of the Run Da at Nampo port

1 MAY 2020

M/V RUN DA Delivering Refined Petroleum
Nampo, North Korea
38:42:54 N 125:21:59E

Petroleum
delivery line

Source : Member State

22 The Run Da’s reported length change was from 114 meters to 98 meters. The vessel’s length is 98 meters.
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Figure 9: Sample four months of the Run Da’s voyage route, April to August 2020
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The Panel wrote to Mongolia and to the vessel’s Class Society. SingClass International Pte Ltd (hereafter
“SingClass”)?® informed the Panel that “Based on your complaint and report, our findings showed the owner had
contravened our classification safety requirement and also breached the Mongolia Ship Registration Regulations by
going out of the A1 trading region plus the breached of the UN Sanction Resolution. We have informed the Mongolia
Ship Registry, which they had closed the ship registry with immediate effect. With Mongolia Registry closed,
SingClass’s Statutory certificates for the vessel are now null and invalid and the vessel is out of our class at this point
in time”. Mongolia reverted with additional documentation that the Panel is studying.

Singclass subsequently informed the Panel that it obtained information the Run Da was sold on to Long River
Shipping Limited based in Fuzhou, China, on 10 April 2020 and the month prior to the vessel’s port call in
the DPRK. As the transfer of ownership was not reported with the requsite de/re-registration of flag and
certificate that typically accompany an ownership change, SingClass considered the non-reporting a
deliberate attempt to falsely use the vessel’s old registry and its associated statutory trading certificates,
which would be nullified with such a sale (see figure 10).

2 According to the Mongolian Ship Registry website, SingClass serves as the registry’s in-house technical arm.
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Figure 10: Bill of Sale of the Run Da

5% p -
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Source: The Panel

Shun Fa Marine Limited (hereafter “Shun Fa Marine”), a Hong Kong incorporated company, is listed as the
Run Da’s group and registered owner, ship manger and operator since November 201924, The vessel had
transferred ownership five months prior to its recorded delivery of refined petroleum at Nampo port in May
2020 from Golden Sun Ocean Co Ltd to Shun Fa Marine Ltd, entities incorporated in Hong Kong, China.
The Run Da’s Document of Compliance company holder and Technical Manager, Golden Lamp Stand Ship-
ping Safety Management Consultant Co Ltd, a Kaohsiung-based company, has been with the vessel since
2011.

Publicly available sources list a Philippines’ national (hereafter “Person P17) is registered on the Hong Kong
company registry as Director of Shun Fa Marine. Person P1 had also previously registered a company, Bay-
abas Shipping Co Limited, with the Hong Kong company registry and provided the same national identifi-
cation number. In November 2019, Shun Fa Marine’s shares were transferred to another Philippines’ national
(hereafter “Person P2”). Person P2 shares the same family name with person P1 and the Panel is in the
process of determining the nature of commercial and / or family relationship between these individuals.

The Philippines authorities provided the Panel with its interim investigation results. Its authorities confirmed
there were no existing records in its national Business Name Registry and the Supply Chain database on
Person P1 and his two companies. The Business Name Registry limits data to sole proprietors registered with
the Department of Trade and Industry and the Supply Chain database limits data to logistics service provid-
ers. The Philippines Department of Justice and its National Bureau of Investigation have returned three
derogatory records on Person P1 but have yet to ascertain whether the records pertain to the actual Person
P1 in question. Further investigations remain on-going on the subject. On 22 October 2020, a subpoena was
issued to the subject at the listed address as contained in the Hong Kong Company Database records” pro-
vided by Person P1. The Philippines stated it would convey additional information it could provide to the
Panel as they are made available.

24 |HS Markit as on December 2020.
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Xin Hai (IMO: 7636638)

The Xin Hai was unknown flagged during the time the vessel delivered refined petroleum to Nampo on 1
September 2020. The vessel was flagged under Sierra Leone until November 2019. The vessel’s manager
and operator Baili Shipping and Trading Limited was dissolved by de-registration on the Hong Kong corpo-
rate registry in March 2018. Investigations continue.

(V) Xing Ming Yang 888 (IMO: 8410847)

The unknown-flagged Xing Ming Yang 888 (IMO: 8410847) delivered illicit unreported refined petroleum
products to the DPRK on at least two occasions, on 3 June 2020 (see figure 11) and 28 June 2020. The vessel,
sailing as flagged unknown since November 2018, was recommended by the Panel for designation for having
engaged in a ship-to-ship transfer with the Mu Bong 1 (IMO: 8610461) in 2018%.

Figure 11: Satellite imagery of the Xing Ming Yang 888 at Songnim port

MV XING MING YANG 888 Delivering Refined Petroleum
Songnim, North Korea
38:44:13 N 125:37:05

1P448974

Source: Member State

A commercial maritime database platform recorded the vessel as sailing under false identifiers and transmit-
ting a Tanzanian associated MMSI: 677001712 at some point in May 2020 while in Chinese territorial waters
near Luoyuan Bay area (see figure 12). The Panel has observed vessels conducting sanctionable and illicit
activities often transmit false flags and other identifiers, including MMSIs, in an attempt to obscure their
identity. While the vessel was in Chinese waters in December 2020, the Panel sought China’s assistance on
information on the vessel including whether it entered port, whether the vessel was being detained and docu -
mentation from the vessel including verification of the vessel’s identifiers. China responded that there was
no record of the vessel entering or leaving Chinese ports.

% paragraphs 15 to 17 and figure VII, S/2019/171.
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Figure 12: Excerpts from a commercial maritime database platform showing the Xing Ming Yang 888’s
(IMO: 8410847) MMSI transmission.

Indicated various draft changes occurred in
October and November 2020

XING MING YANG 882
S TRETIEEY

Mo 2410847
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Destination
FTA29 020201130
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As ot 04 Nov 2020 0233 XING MING YANG 338

» DARKACTIVITY START
E . e

L L] Transmessions were not receved for 175d 3h 03m

A Dk starr @ ‘Dark actty snd

“Dark activity.
06 May 202022158 29 October 2020 02.02

e Spesd 0.9 kn Spred 4240 i
aho Heading 256 Heading 314 o ko3

Source: Windward, annotated by the Panel

During the time of the vessel’s reported delivery of refined petroleum to the DPRK, the Xing Ming Yang
888’s recorded registered owner, Xing Ming Yang (HK) Shipping Co. Ltd was already listed as a dissolved
entity since June 2019 on the Hong Kong company registry, as was the vessel’s listed operator, manager
and Document of Compliance company holder, HK Qihang International Shipping Management Ltd. Inves-
tigations continue.

Source: The Panel
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Annex 25 (a): Letter from Gold Advance Corp, dated 10 January 2021 and extracts of
its attachments

21-01647

To DPPA, United National, USA
From Gold Advance Corp.
Date 10 January 2021

Subject: Reply on Outgoing Communication #443 from the POE DPRK to Gold Advance
Corp (An Ping)

Dear Sirs,

We received a facsimile message from DPPA of United Nations New York, USA dated
on 11 December 2020 stating the motor tanker An Ping suspectedly involving in DPRK
incident. This message was received recently by forwarding from previous personnel
of the company.

First, we would like to advise that there was a management change of this company
Gold Advance Corp. around 7 May 2020, including director position. We would like to
express our concerns to you about this matter, and we hope to clarify by explaining
below that the Gold Advance Corp. did not involve in DPRK operation.

The previous Gold Advance Corp management decided to close their business and laid
off their staffs due to bad shipping market in recent year it is said some of shipowner
closed their business due to the impact of COVID 19. As far as we know, and the
information from previous management team, the company Gold Advance Corp
provides ship management consultant for ships with Document of Compliance
(hereunder called as DOC) issued by relevant registry flag. Basically, this DOC work
service is that they provide ship's safety management manual and procedure to ship
for safety management quality implementation and meets ISM Code. For the case of
inspection in Taiwan, Gold Advance Corp also assist to rectifying
the deficiencies in order to comply ISM requirement and port requirement. Currently
Gold Advance Corp works as DOC company. The seafarer recruitment and technical
repairing/supplying are done by owner or its appointed agent. It was understood that
previous management team of Gold Advance Corp worked as DOC company only.

While previous management team planned to close the Gold Advance Corp., to avoid
direct cost impact to shipowner by closing Gold Advance Corp., the current
management was invited to take over the Gold Advance Corp, instead of asking owner
to change to other DOC company, so by this, DOC company won't be changed from the
aspect of ISM Code requirement, and this can save amount of expense for shipowners

Page 1
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that already put their ships under Gold Advance Corp DOC. For information, the
example of change DOC, the estimated cost including other certification would be
reached to USD 10,000 to USD 16,000 for a ship to shipowner.

While during Gold Advance Corp. change management, An Ping shipowner did not
continue to work with us as they plan to change to other ship management (DOC) or
sale the ship due to their various concern, however we did not know their final
intention after that. There was a cancellation of ship management agreement made
between Gold Advance Corp and An Ping shipowner Spring Gain to avoid future
dispute. The Spring Gain International Limited are required to change ship
management as earlier as possible after this cancellation letter signed.

It was the time about in June that we heard the ship is going to delete from Sierra
Leone. We have got Bill of Sale through owner after receiving your letter that the sale
was made on 20 May 2020. It appeared that owner sold this ship on May 2020 after
management cancellation.

In addition, we did not know this company was inactive because in registry certificate,
the shipowner still named Spring Gain International Limited, we thought this
company does not have problem.

As far as the reference we had in hand, we know this company director is named Gong

We would also like to reply your question mentioned in your message as below:

In page 2

1) Confirmation that Gold Advance Corp served as the Document of Compliance (DOC)
company holder for the An Ping (IMO: 7903366). Please confirm the dates and
exact vessel services provided by your company and its associates. Please provide
all supporting documentation; Copies of contracts and agreement between your
company and the An Ping’s owner and / or representatives for services rendered
to the Vessel; Please also provide information and full contact information for the
owner
On the day of cancellation ship management contract, Gold Advance Corp did not
work as DOC holder of An Ping. Cancellation of ship management agreement is
attached for reference. Owner reference available in our hand attached as well

Page 2
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21-01647

2]

Information on the entity / individual the An Ping was sold to in July 2020 along
with all decuments related to this sale

Az per Bill of Sale provided from owner side, please see attached.

Information and documentation of your company’s involvement in the ship's
sailing operation in 2020 and on any other occasion where the An Ping visited the
DFRK

Gold Advance Corp does not involve in DPRK operation as this company work on
professional ship management for providing service of marine industry shipping
standard.

Copy of all communications (including through messaging platforms such as
WeChat related to the instruction on the voyage routes and any port calls or visits
to the DPRK?

We did not have such communications as there is ne invelvement of DFRK operation

Any other information that you might consider relevant to the Panel's work as
mandated by the Security Council in connection with the above or other similar
trade and / or facilitation activities in potential wviolation of the applicable
resolutions?

Na.

With regard to assisting your investigation on below questions:

Nature of Gold Advance’s relationship with Pacific Expert?
We do not know this company or any relevant to our ship management. This is our

first time hearing this company.

Nature of Gold Advance’'s relation with Winson Shipping Taiwan Co. Ltd. the
vessel's previous DOC company holder?

As perthe reference we had in hand while took over Gold Advance Corp. this company
has no relationship with Winson Shipping Taiwan Co., Ltd.

Information on whether Gold Advance Corp has in commeon with Pacific Expert

any beneficial owner office bearer. shareholder or employee, with full details if sa?

Gold Advance Corp has no relation with Pacific Expert of above.

Page 3
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4. Any other information that you might consider relevant to the Panel's work as
mandated by the Security Council in connection with the above or other similar
trade and [ or facilitation in potential violation of the applying resclutions.

No, however, if you have any further question, we would like to cooperate to answer.

In final, we would like to stress that Gold Advance Corp. does not get involve in DPRE
or participate anything related to DPRE. We provide this letter to you to support our
statement with attachment.

Attachment

Change of director/shareholder of Gold Advance Corp
Termination of contract with An Ping shipowner

Gold Advance Corp DOC

Owmer reference [Spring Gain)

Bill of 5ale

An Ping Deletion Certificate

S

Gold Advance Corp.

Page 4
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Attachment No.1 change of director/shareholder of Gold Advance Corp

21-01647

Gold Advance Corp. £ RFHTRAT
Director's Resolutions Entered on the 7™ day of Aty 2020
Congert is given by the andersigned to the adoption of the follewing resolutions
Appointment of IT WAS RESOLVED
Director: That M. I.lm appointed a5 Director of the Company
with effect | y following the signing of ese rescivtions
sod It had noted that Mr, (hnHﬂpﬂﬂd o resign
immedistely following the sppointment of the new Dircctor.
Resignation of RESOLVED
Director: That the resigration of Mr, Chang, -s Digcctor of
the Company be accepled with effect lmmedinely following
pinsing of the resolutions
Appoiatmect of RESOLVED
Secretny That Ms. l.h-b: sppointed a3 Scoretary of the Company
with effect immediately following the signiag of @x9e resolutions
snd it had noted that Mr, Chang, resigned
immediately following the appentment ¢! new ary.
Resignation of RESOLVED
Secretary Thet dhe resignation of Mr. Choaoy JEE ) S corcary of

Transfer of Shares :

lawao of Share
Certificadeqsy

the Company b accepied with effect immeditely following
passing of the resolutions.

NOTED

That the Companty had received advice of the following proposed
transfor of shares in the capital of the Company:-

ML" Shaces
wr e I o o e

RESOLVED

That the sforcanid share trandfor b approved and st upon recelpt
try e Director of the duly executed instruments of trans fer, details
of O pew mombdear be entered In the Register of Members and tha
Shawe Cerdficate No. 1 be cancelled

RESOLVED
That Shure Centificate be fsvwed signed by a Director of the
Compeery and under the common scal 21 follows

Cert No.  Sharcholder o _of Shares
3 Mo, Lio R 400400 Ordinary Shares
FURTHER RESOLVED
That the Dircctor be awborisd to witness the affixing of the
common seal to the new Share Cartifionte

Ditector

1771421
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Attachment No.2 Termination of contract with An Ping shipowner

s i A 38 5 ) 6 L B0 IR

FAMMELRIE | Goud Advance Cop

Lo (e 4 L) | Spring Gain International Limited

FOLEN®2020 4-5 11 8 8RB AEEFI(MT. An Ping)s
BN R RRST  ARAT o HRK D LHF ARSI
AR Y Rk

1A S MR AR A RN R

2. LHFRAFHOLM AL AR IR « A BMFRXNF0
HARXA LML MR XA T+ L4245 649(0D0C)-

3 ARKBRAGEMN  LAEAREPRET 4 ARBLEAR
- BRRFRNY .

A LTRBRAES RPN AP RAEN » FERLERER
MR BoMAARLSONN< LN ALy Rkw e

,‘ 4 =
i ).a‘(lu‘!h -!m 1 2 3F)

I L% (A IR R AIR).
Gold Advanco Corp Spring Gain International Limited
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Attachment number 5: Bill of sale

y-—-.: L L) (LT
:":;'E.: BILL OF SALE (Body Corporate)
il
‘ ——
Official pumber | Naome of ship . IMO Number, year nd port of registry Whether a siling, | Hoese power of engines |
| stoam or moke (fay) |
SLI00sS AN PING I 7991366, 1979, FREETOWN Motor Ship LA0KW
Namber of Tons
| Meter | Contimcter | (Where dual tonnages are asigned the higher of |
| tese should be sated)
lagh 9 W | Gew e |
freadt 5 | @ 6 .
lepth 1 | » 1
| And a8 described in mare detal i the Register Book.
P— e e e ———

[
We, (a) SPRING GAIN INTERNATIONAL LIMITED (bercinafier called “the Transferons”) having our principal place of business ¢ P.0, BOX 957,
p vt

OFFSHORE INCORPORATIONS CENTRE, ROAD TOWN, TORTOLA, BRITISH VIRGIN ISLANDS in considestion 1000 (Renminhi Two
| Milloe Only ) pud 1o s by (b) MS. g o3 procgal phce of busoss ¥ SHISHI CITY, FUIIAN
PROVINCE, CHINA (heresafer called " 11°) e et whereol s berehy oz v petiuiarh desrived

and i boats and apperienances, © the said Transforee(s)

Further, we, the said Truasfercry for outselves and our successens covensnt with the said Traasforce(s) and (2) its msigns, that we have power & traaster ia
ey dforesad the prem s erembefore expressed o be traesferred, and that the same are free froen (4) ol charter, cocumbeances, mrtgagen, ey 2 mantione liens
and any other debs of claims whatsoever,

In wimess whereof we have executed this Bill of Sale ca 20 May
Signod, Sealed and Delivernd by Mr ’

(N ooy Comont 0) Tl i ) o adiens . of vl wih e S tm 1 e e of i, g “w ot wners” whon s 4 O oo

o W oYy mlq“‘mu“\u'—hm‘thun‘)mﬂm:{vmuaum-utmqm
NOTT - A vt of hegieed etnd v oo w0 000 4 g S o e B0 of Suie e e el e P of g of g, 0 g 0 O een ray - ma nener
NITT - gt Ovam 3 Momgagen on ot of S onpatn 2 g e Regrtor (/e S kemd o ) S o ndi o0 fer e

O R e AR e PO g 1y

M

Source: The Panel
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Annex 25 (b): Letter from Sierra Leone Maritime Administration on the Heng Rong
(IMO: 7913098) on its reported use of fraudulent certificates

Moce ond Date of meurce DOMMWYYYY)

&
REPUBLIC OF SIERRA LEONE %4}

o
o

Tt Messrs. Tokyo Memorandum of Understanding - Tokyo Mol
Messrs. Paris Memorandum of Understanding - Paris WMol
Messrs. Mediterranean Memorandum of Understanding — Med Mol
Messrs. Indian Ocean Wemorandum of Understanding ~ Indian Ocean Mol
Messrs. Riyadh WMemorandum of Understanding - Riyadh Mol
Messrs. Black Sea Momorandum of Understanding - Black Sea Mol
Messrs, Caribbean Memorandum of Understanding ~ Caribbean Mol
Mesars. Abuja Memorandum of Understanding -~ Abuja Mol

ce: SIERRA LEONE MARITIME ADMINISTRATION

Date: 29" of January 2021
Trarsmittal No.: SL-0219-21

Official Letter

Dear Sirs,

Ref:  MVHENG RONG (IMO: 7913098)

Wae would like %o hereby communicale and inform that tha above - menSoned vossel s not registered undar this Adminisrafion
dug to suspicions on violation of sanclions, Wo have been informed that the above-mentioned vessel Is using fraudulenty
Contficatos supposadly issund by Sorra Leone Marifrme Administration in order b call Ports and move freely,

We would appeeciate any assiiance in combating such llogal activities

We direcd all parties ko verify any Corfificate ssuad by Siera Leone Flag through cur website: waw slmaiad com and

download/ view the verificalion copy of the Cartificats, In case tha Ceriicale cannot be verified, please contact SLMARAD
through: infofsimarad com

Yours Faithfully
Tha Undersigned

Freetown, Sierra Leone, 2900172021

RECER-2 Sworra Lacne Martime Adminstration « SLMARAD sson 01
2 anz infofisimocnd com  www sianad com Page 1of 4

Source: The Panel
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Annex 25 (c): Note verbale and unofficial translation from the Permanent Mission of
Mongolia to the United Nations in New York

MONGOLIA

I PERMANENT MISSION TO THE UNITED NATIONS

6 East 77th Street, New York, N.Y. 10075
Tel: (212) 861-9460, Fax: (212) 861-9464

T
R@=

NUBH#/2021

The Permanent Mission of Mongolia to the United Nations presents its
compliments to the Panel of Experts established pursuant to Security Council
Resolution 1874 (2009) and has the honour to transmit information requested by
the respective Panel via Note Verbale S/AC.49/2020/PE/OC.420.

Taking this opportunity, the Permanent Mission of Mongolia to the United
Nations would like to inform that the Note Verbale NUB/32/2020 regarding the
vessel Subblic (IMO:8126082) and registration documents have been transmitted
to the respective Panel on 27 May 2020.

The information and documentation on the Rich United aka Xin Hai
(IMO:9129213) are attached herewith.

The Permanent Mission of Mongolia avails itself of this opportunity to renew
to the Panel of Experts established pursuant to Security Council Resolution 1874
(2009) the assurances of its highest consideration.

United Nations Security Council
Panel of Experts established pursuant to the resolution 1874 (2009)

!)Igw York

21-01647 181/421
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Non official franslation

Additional information

The vessel “TAI AN" (IMO 8676324) has been registered to the Mongolian
ship registry from 17 March 2015 to 17 September 2015. The vessel "TAl AN" de-
registered from the registry as the vessel agent did not communicate to extend the
registry. During its activities under the Mongolian ship registry, the vessel “TAI AN"
was using radio-communication (MMSI 457 206 000) provided by the Mongolian
Maritime Administration. Upon the registry's expiration, the same radio-
communication equipment/number is being used by the newly registered vessel.
Accordingly, the radio-communication number formerly used by “TAl AN" has been
transferred to the vessel “XIN HAI" registered in 2020, thus may be caused a
similar situation for both vessels.

The vessel "XIN HAI" (IMO 9129213) have registered to the Mongolian ship
registry on 5 August 2020 and started using radio-communication number MMSI
457 206 000. Before registering the vessel, the Maritime Administration has run
through all the necessary procedures and found no facts or information on
violation of the UNSC relevant resolutions and sanctions. As the former owner
(Rich United Trading Limited) of the vessel “XIN HAI" has been changed and upon
the request of the new owner the vessel “XIN HAI" de-registered from the
Mongolian ship registry on 15 December 2020.

Also, the vessel “XIN HAI" under the name “SWIFT” owned by “Frontlines
Trading Co.Ltd" has been registered to the Mongolian ship registry on 3 August
2017. Upon the request for the change of its affiliation the vessel has been de-
registered on 24 May 2019. During that time the vessel “SWIFT” was using radio-
communication number MMSI 457 451 000.

Mongolian Maritime Administration has registered vessel “XIN HAI" on 2020
as there were no records on vessel “XIN HAI" violating the UNSC relevant
resolutions and sunctions during its registration period of the 2017 under Mongolia

ship registry.

The vessel “XIN HAI" was not in the Mongolian ship registry during the time
indicated by the Panel of Experts report.

Source: Member State

The Panel notes the following:

* Due to transmission issues, the Note of 27 May 2020 referenced on the Subblic was not received.

** Documentation referenced in the Note Verbale on the Xin Hai are retained by the Panel.

182/421
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Annex 25 (d): Deletion certificate of the Xin Hai (IMO: 9129213), 15 December 2020

MONGOLIA
MONGOLIA MARITIME ADMINISTRATION
. DELETION CERTIFICATE
lasued under e provsons
Chapter 3 of e Ragusations fr Fingews w of Shios 2009
Official Number —CalrSign [0 ST Nambar ]
bseadiod VM7 9129213
~Name of Vessal
XIN HAI
| Name and Address of Owner WO Reglstarsd Ownar Namber T Shares TXT]
RICH UNITED TRADING LIMITED
306 Victoria House, Victoria, Mahe, Seychelles 6073139 100

Description of Vessel
Type of Vessel Year of Bullt Hull material Previous Reglstry | Name
Oll Tanker 1996 Steel Cook Islands / RICH UNITED
Gross Tonnage Cength{Metres) Name of Bulider
4903 LOA - 89.20 Atlantis Shipyard Pte Ltd., Singapore
ITC -~ 93.83
~Net Tonnage [Breadth(Metres)|— Number of Engines Type of Engine T Yotal Power (RW) |
24717 18.00 1 Diesel / 2672
[ Deatwalght | Depth(Mistres) | Speed of Vessel [Rnots] ~Engine Make THodel
4999 10.30 10.00 Wartsilla Diesel
Bate oTTeghaty — Tor ol Reghsty —Dte of Closure STReglsty
05 August 2020 Ulaanbaatar 15 December 2020

Issued at Singapore on 15 Decamber 2020,

demwm by the powers vested mwnwmwa
Jheredy cortifies that the above-named vessel is free of registered enc

Mongolia Ship Registry as on the date of dosure

Source: Member State
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Annex 26: Letter from the Sierra Leone Maritime Administration on the de-registered
status of vessels previously registered under Sierra Leone’s ship registry and of their
reported fraudulent use of documentation

- )]

y REPUBLIC OF SIERRA LEONE‘

To: Messrs. Tokyo Memorandum of Understanding — Tokyo Mol
Messrs. Paris Memorandum of Understanding — Paris Mol
Messes. Mediterranean Memorandum of Understanding - Med Mol
Messrs, Indian Ocean Memorandum of Understanding - Indian Ocean Mol
Messrs. Riyadh Memorandum of Understanding - Riyadh Mol
Messrs. Black Sea Memorandum of Understanding — Black Sea MoU
Massrs. Caribboan Momorandum of Understanding ~ Caribbean Mol
Messrs. Abuja Memorandum of Understanding ~ Abuja MoU

CC: SIERRA LEONE MARITIME ADMINISTRATION

Date: 26" of January 2021
Transmittal No.: SL-0154.21

Official Letter

Dear Sies,

Ref: MUV AN PING (IMO: 7903366) / M/V BONVOY 3 (IMO: 8714085) / MV DIAMOND 8 (IMO: 9132612) /
MWV HOKONG (IMO: 9006758) | WV NEW KONK (IMO: 9036387) / MIV UNICA (IMO: 8514306)

We would like %o heredy communicate and inform that the above - mentioned vessels are not registered under this
Administration due to suspicions on violation of sanctions, We have been informed that the above-mentioned vessels are using
fraudulently Cerlificates supposedly issued by Sierra Leone Maritime Admmistration in order fo call Ports and move freely

We would appreciae any assistanca in combiating such dlegal activities.
We direct all parties to verify any Cerifficate issued by Sera Leone Flag theough our website: www simarad com and

download view the verification copy of the Certificate. In case the Certificale cannot be verified, please conlact SLMARAD
through: infof@simarad com

Yours Faithfully,
The Undersigned

Flace and Dole of lssusnce (DDBMYYYY)
Freetown, Sierra Leone, 26/01/2021

RECER26 Steres Laons Nartime Adminisiraton - SLIMARAD ST
2010 nigleimared com _ www Sinersd.com Page1of1

Source: The Panel
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Annex 27: Satellite imagery samples of unknown flagged non-DPRK vessels delivering
refined petroleum at DPRK ports

Bonvoy 3 (IMO: 8714085)

The unknown flagged Bonvoy 3 was captured on satellite imagery at a petroleum delivery pier in
Nampo, DPRK, on 10 April 2020. The vessel was also reported by a Member State to have delivered
refined petroleum on two other occasions during the period from January to September 2020. The
Sierra Leone Maritime Authority confirmed that the vessel was cancelled from its registry on 12
November 2019 (see also Annex 6). The Bonvoy 3 has the capacity to offload up to 22,557 barrels
of refined petroleum products per delivery. The vessel was registered in November 2020 sailing
under a new flag, a new name Fu Shun 3 and under new ownership and management with an address
in Hong Kong, China. The flag state, Mongolia, under which the Fun Shun 3 was sailing, cancelled
the vessel’s registration and all related certification issued to the vessel on 24 December 2020, with
the stated reason as due to illegal activities involving the DPRK (see figure 1).

M/V BONVOY 3 Delivering Refined Petroleum
Nampo, North Korea
38:42:56 N 125:22:02 E

M/ BONVOY 3
-

/|

] Petroleum
Delivery Line

KG464172

Source: Member State
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Figure 1: Cancellation form issue by the Mongolian Maritime Administration for the Fu Shun 3
(formerly known as Bonvoy 3), IMO: 8714085

ia Maritime A

MONGOLIA w60t Govrnner Bk 11

SHIP REGISTRY 1 oraimts Sron- 0
MONGOLIA MARITIME ADMINISTRATION (oot o6 7 Hhoree

181 976-11310642
MONGOLIA MARITIME Fax: 976-11310642
ADMINISTRATION Cancellation Form Email: info@monmarad gov.mn

Waebsite: wanw monamarad gov mn

By this means we inform that all certificates from MONGOLIA SHIP REGISTRY related to

Namo of Ship IMO No. dal Nomber
FUSHUN 3 8714085 49112088
Have been cancelled by Administration ; due: illegal activities involving DPRK.
other reasons:
INVALIDATED CERTIFICATES:
PROVISIONAL CERTIFI ISTRY 49112088
PROVISIONAL MINIMUM SAFE MANNING CERTIFICATE 49112088
PROVISIONAL SHIP RADIO STATION LICENCE N 49112088
CARVING AND MARKING NOTE 49112088
[ CONTINUOUS SYNOPSIS RECORD CSR -8/49112088
DECLARATION OF MARITIME LABOUR COMPUANCE PART | MLC - 45112083

REGISTRAR

Approved by Reovised by. .. Ouie of Revnion |

Source: Member State
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Hokong (IMQO: 9006758)

The unknown flagged Hokong was captured on satellite imagery at a petroleum delivery pier in Songnim,
DPRK, on 5 June 2020. The formerly Sierra Leone-flagged vessel was recorded as unknown-flagged from
October 201926, The vessel was also reported by a Member State to have delivered refined petroleum on
eight other occasions during the period from January to September 2020. The Hokong has the capacity to
offload up to 27,000 barrels of refined petroleum products per delivery.

See also Annex 26.

5 JUNE 2020 M/V HOKONG Delivering Refined Petroleum D | v u
. 1". Songnim, North Korea —

g 38:44:21 N 125:36:48 E
P o B g

SU921783

Source: Member State

26 |HS Markit.
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New Konk (IMQO: 9036387)

The unknown flagged New Konk was captured on satellite imagery at a petroleum delivery pier in Songnim,
DPRK, on 2 July 2020. The formerly Sierra Leone-flagged vessel was recorded as unknown-flagged from
October 201927, The vessel was also reported by a Member State to have delivered refined petroleum on
seven other occasions during the period from January to September 2020. The New Konk has the capacity to
offload up to 54,400 barrels of refined petroleum products per delivery.

See also Annex 26.

M/V NEW KONK Delivering Refined Petroleum
Songnim, North Korea
38:44:50 N 125:35:23 €

Source: Member State

Source: The Panel

27 |HS Markit.
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Annex 28: Vessels of interest recommended by the Panel for designation within China’s
Coastal Waters, March to September 2020

Mo. Date Vessel of Interest General Location (from AIS)
1 15-Mar-20 UMICA 24-33N 119-01E
2 25-Mar-20 HOKONG 24-55M 113-17E
3 26-Mar-20 MNEW KOMNEK 24-48N 120-00E
4 26-Mar-20 SUBBLIC 24-45M 118-54E
5 26-Mar-20 HOKONG 24-58N 119-24E
7] 26-Mar-20 MNEW KOMNE 24-15M 113-02E
7 01-Apr-20 NEW KOMNEK 24-40M 1159-51E
8 30-Apr-20 DIAMOND 8 24-58N 119-25E
9 03-Apr-20 MNEW KOME 22-19M 114-06E
10 07-Apr-20 UMICA 24-46M 118-45E
11 20-May-20 UMICA 24-46M 118-45E
12 27-May-20 UMICA 24-46M 118-45E
13 04-Jun-20 UMICA 24-46M 118-45E
14 17-Jun-20 UMICA 24-46M 118-45E
15 17-Jul-20 UMICA 24-46M 118-45E
16 03-Aug-20 UMICA 24-46M 118-45E
17 11-Aug-20 UMICA 24-46M 118-45E
18 26-Aug-20 UMICA 24-46M 118-45E
19 27-Aug-20 UMICA 24-46M 118-45E
20 28-Aug-20 UMICA 24-46M 118-45E
21 29-Aug-20 UMICA 24-46M 118-45E
22 30-Aug-20 UMICA 24-46M 118-45E
23 04-Sep-20 DIAMOND 8 37-35N 122-30E
24 04-5ep-20 DIAMOMND 8 36-44M 122-33E
25 06-Sep-20 DIAMOND 8 36-34N 122-39E
26 08-5ep-20 DIAMOND 8 37-36N 122-40E
27 08-5ep-20 DIAMOND 8 37-39N 122-41E
28 08-5ep-20 DIAMOND 8 37-01N 122-42E
29 09-5ep-20 DIAMOND 8 37-05M 122-45E
30 13-5ep-20 DIAMOMND 8 37-26M 122-46E
31 14-5ep-20 DIAMOND 8 37-28N 122-50E
32 15-5ep-20 DIAMOND 8 37-17M 122-51E

Source: Member State

21-01647

189/421



S/2021/211

Annex 29: Examples of DPRK vessels delivering refined petroleum at DPRK ports

Former foreign-flagged tankers that have transitioned to DPRK tankers?® and designated DPRK tankers con-
tinue to deliver refined petroleum at various DPRK ports. These included the Kwang Chon 2 (former Sen
Lin 01) (IMO: 8910378) and Sin P(h)yong 2 (former Tianyou) (IMO: 8817007) also continued to deliver
refined petroleum to various DPRK ports.

Designated DPRK tankers continue to obtain and deliver refined petroleum to the DPRK. These included the
Chon Ma San (IMO : 8660313), designated in March 2018 for ship-to-ship transfers in mid-Nov 2017 (see
sample satellite imagery at figure 1), and the Pu Ryong (IMO: 8705539) formerly the Kum Un San 3 (see
sample satellite imagery at figure 2), designated in October 2018 for conducting a ship-to-ship transfer with
the New Regent on 7 June 2018.

Figure 1: Satellite imagery of the Chon Ma San at a petroleum deliver pier in Nampo, DPRK, on 1 June
2020

M/V CHON MA SAN Delivering Refined Petroleum
Nampo, North Korea
38:42:54 N 125:21:59 E

Source: Member State

The Chon Ma San was also reported by a Member State to have delivered refined petroleum on three other
occasions during the period from January to September 2020. The vessel has the capacity to offload up to
24,000 barrels of refined petroleum products per delivery.

28 paragraph 26 of S/2020/840
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Figure 2: Satellite imagery of the Pu Ryong (former Kum Un San 3) at a petroleum deliver pier in Songnim,
DPRK, on 3 June 2020

3 JUNE 2020 M/V PU RYONG Delivering Refined Petroleum
Songnim, North Korea
38:44:21 N 125:36:48 E

GR991912

Source: Member State

The Pu Ryong was also reported by a Member State to have delivered refined petroleum on four other occa-
sions during the period from January to September 2020. The Pu Ryong has the capacity to offload up to
22,100 barrels of refined petroleum products per delivery.

Source: The Panel
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Annex 30: Non-Paper updates from Viet Nam on the Viet Tin 01 (IMO: 8508838)

1. Relevant Vietnamese authorities have been thoroughly conducting investigation into the case related
to vessel Viet Tin 01. However, the investigation has been faced with a number of challenges, in-
cluding lack of access to the vessel due partly to the Covid-19 pandemic, and therefore has not yet
found sufficient, conclusive evidence regarding the alleged violation by vessel Viet Tin 01 of related
Security Council resolutions.

2. Up to now, all the vessel crew were returned to Viet Nam. The Department of Maritime Affairs,
Ministry of Transport of Vietnam, requested company Thuan Thien and company Viet Tin to fulfill
their obligations towards the vessel crew. Company Viet Tin is currently steeped in financial diffi-
culties and is unable to repair the vessel to return to Viet Nam or to liquidate it to cover all related
payments to the port authority of Malaysia. The vessel now lies in atrophy in the area for unusable
ships of the Malaysian port and has been unable to operate normally for a long time.

3. Relevant Vietnamese agencies remain committed to resolving this case in a lawful and appropriate
manner. In short term, the agencies, including Ministries of Public Security, Transportation and For-
eign Affairs, will continue to have inter-agency meetings to discuss ways forward to address the
case. We request that the Panel of Experts reflect in its upcoming final report the information pro-
vided by Viet Nam on the implementation of related Security Council resolutions regarding vessel
Viet Tin 01.

Source: The Panel
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Annex 31 (a): T-Energy’s involvement in associated vessels engaged in ship-to-ship
transfers with DPRK tankers

The Panel wrote to relevant parties concerning the vessels’ flag status, ownership, voyage routes, cargo de-
tails, involved counterparties, port and customs information, transaction details and payment records. The
following vessels conducted ship-to-ship transfers with DPRK-flagged tankers or with tankers that have a
DPRK connection, in all cases with the alleged involvement of T-Energy, based on lead information from a
Member State:

(i) Unknown-flagged Sea Prima (aka Courageous) (IMO: 8617524) with Saebyol (IMO: 8916293) and
with Paek Ma (IMO: 9066978 ) on or around 25 September 2019; and with Sam Jong 1 (IMO:
8405311) and Kum Jin Gang 2 (no recorded IMO number) on or around 24 August 2019.

(i) Malaysia-flagged Semua Gembira (aka JM Sutera 7) (IMO: 9494917) with Saebyol on or around 2
February 2019; and with Song Won (IMO: 8613360) and with Kum Un San (IMO: 8720436) on or
around 29 January 2019.

(iif) Panama-flagged Ri Xin (IMO: 9121302) with Sam Jong 2 (IMO: 7408873) on or around 31 March
2018.

(iv) Then Panama-flagged Chan Fong (IMO: 7350260) with Chon Ma San (IMO: 8660313), on or
around 17 March 2018.

(v) Then Panama-flagged Koya (aka Hatch) (IMO: 9396878) with Chon Ma San and with Kum Un San
3 (IMO: 8705539) around 19 November 2017.

The following include the Panel’s investigations conducted to date and replies obtained on these ship -to-
ship transfers:

(i) Sea Prima (aka Courageous) (IMO: 8617524)

The unknown-flagged Sea Prima conducted ship-to-ship transfers with the designated DPRK tankers Saebyol
(IMO: 8916293) and Paek Ma (IMO: 9066978 ) on or around 25 September 2019, according to a Member
State. The Member State also reported that the Sea Prima conducted ship-to-ship transfers a month earlier
on or around 24 August 2019 with the designated DPRK tanker Sam Jong 1 (IMO: 8405311) and with the
DPRK tanker Kum Jin Gang 2 (no recorded IMO number).

The Sea Prima has been documented in previous Panel reports as having engaged with DPRK tankers on
different occasions and the Panel recommended the vessel for designation. Since March 2020, Cambodian
authorities have detained the Sea Prima sailing as the Courageous?®.

During the months of August and September 2019, the Sea Prima was sailing without a registered flag3®
when it conducted the reported ship-to-ship transfers with DPRK tankers. Panel investigations indicated that
Cour-age Maritime SA-BZE (hereafter “Courage Maritime”), the vessel’s Operator and its Document of
Compli-ance company holder, was registered in Belize in August 2019. Courage Maritime subsequently
served as the vessel’s operator upon receiving flag status from Cameroon. Courage Maritime listed an address
that is alleg-edly co-located with T-Energy in Taoyuan District, Taiwan Province of China. According to the
individual that registered Courage Maritime, the owners of the Courageous, New Eastern Shipping Co., Ltd
(hereafter “New Eastern”) with an address in Xiamen, China, had requested the company be registered with
the Taoyuan District address as its operational address. The individual stated, “I wish to place on record that
my role with regards to New Eastern Shipping [NES] / Courageous / Sea Prima [SP] are that of a Sale &
Purchase (S & P) of vessel as a ship broker, and a Marine Consultant”. After the completion of the S & P
Transaction, | was asked by owner of New Eastern Shipping to be their Marine Technical Consultant ..”.
New Eastern requested the individual to use his name on “a temporary basis” to register the company in
order to expedite registration,

29 paragraph 34 to 38, S/2020/640.
%0 The Sea Prima was previously flagged under Saint Kitts and Nevis and from November 2019 to till its detention by Cambodian
authorities in March 2020 was Cameroon-flagged.

21-01647 193/421



S/2021/211

with the intention by New Eastern to transfer the company registration under a Mr Fang Xian-Sen. New
Eastern provided identification of Mr Fang to the individual. According to the individual, the transfer to Mr
Fang was unsuccessful “... because NES [New Eastern] failed to provide me with the correct residential
address of Mr Fang Xian Sen. It was pending till now”. Belize has yet to respond to the Panel. Investigations
continue.

Semua Gembira (aka JM Sutera 7) (IMO: 9494917)

The Malaysia-flagged Semua Gembira conducted ship-to-ship transfers on a number of occasions with DPRK
tankers, according to a Member State. These included transfers with the designated Saebyol on or around 2
February 2019, with the Song Won (IMO: 8613360) and with the Kum Un San (IMO: 8720436) on or around
29 January 2019.

The International Maritime Organization’s (IMO) website lists the Semua Gembira as flagged under Malay-
sia’s registry since February 2009. Panel investigations show the vessel with several days of unaccounted
gaps in AIS transmission around the respective referenced January and February dates, during which illicit
ship-to-ship transfers could have taken place (see figure 1). The Song Won and Kum Un San had not been
transmitting AIS signals for over a week, while the Saebyol recorded an extended AIS transmission gap, over
the respective dates in question.

Figure 1: Semua Gembira’s recorded AlS transmission gaps between 28 and 31 January 2019

Wi
SEMUA GEMBIRA
haowt DARK ACTIVITY END
: Transmission were not received for 3d 10h 43m
M7 |91
Mverss and sk | isenciey n, A ‘Dark activity start’ A ‘Dark activity end’
3 N 28 January 2019 08:09 31 January 2019 18:53
Q247 |El777 | ©231 e Speed 8.7 kn Speed 8.9 kn
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Source: Windward, annotated by the Panel

The Panel wrote to Malaysia as flag registry and the vessel’s listed registered owner, TKH Marine (L) Ltd?!
(hereafter “TKH Labuan™). Malaysia responded it was undertaking the necessary consultations with relevant
agencies and would provide its feedback to the Panel in due course. While serving as the sole registered owner
during the period of interest of January and Feb 2019 (hereafter “the material time”), TKH Labuan’s shares

31 IHS Markit. IHS Markit is the originating source for the International Maritime Organization (IMO) Ship Identification
Number Scheme and is the sole authority with responsibility for assigning and validating these numbers. It is also the

originating source for the IMO Unique Company and Registered Owner Identification Number Scheme, which it manages

on behalf of IMO.
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have since been beneficially acquired in full by another company as of July 2020, which in turn is an indirect
subsidiary of the present group owner of the vessel (hereafter “Group Company”). TKH Labuan, as part of
the Group Company, cooperated with the Panel’s requests and is assisting the Panel with its investigations.

Based on current information available to the Panel, the Malaysia-flagged Semua Gembira was sold in 2017,
as a result of the liquidation process, to a company incorporated in Samoa with a business address in Taiwan
Province of China (hereafter “Company SG-TW). Company SG-TW appointed a Malaysian-registered com-
pany, Apacmarine Sdn Bhd (hereafter “Apacmarine”) as the ship manager. Due to insufficient funds to pur-
chase the vessel, Company SG-TW assigned TKH Labuan the rights of the Semua Gembira on 28 February
2018, with TKH Labuan paying the balance of the purchase price. TKH Labuan was wholly owned by Person
1, who also co-owns and holds a senior position at Apacmarine®2. TKH Labuan / Person 1 also entered into
an agreement the same date on 28 February 2018 with a Malaysian incorporated company, Jasa Merin (La-
buan) Plc (hereafter “Jasa Marin”), the latter taking on a majority stake in TKH Labuan to provide the addi-
tional funds to complete the vessel’s purchase, which was finalized in March 2018%. According to the Group
Company, Jasa Marin, an entirely separate legal entity from TKH Labuan, has a role “limited to that acquired
as a shareholder in or around 2018 following its subscription of shares in TKH Labuan”, and has limited
knowledge of the vessel’s activities. TKH Labuan retains a contractual relationship with Apacmarine as the
vessel’s appointed ship manager pursuant to another agreement dated April 2019.

During the material time, TKH Labuan had bareboat chartered the vessel to Company SG-TW34, the original
purchaser of the Semua Gembira back in 2017, with the latter possessing full control of the vessel for the
duration of the charter period. Company SG-TW’s corporate details show it was incorporated on 20 January
2015 in Samoa with a sole shareholder. Under this charter, Apacmarine served as the ship manager for the
vessel, pursuant to an agreement between Company SG-TW and Apacmarine. “Therefore, TKH Labuan had
no knowledge of the Vessel’s location during the Material Time.”

On 20 December 2018, the bareboat charterer SG-TW entered into a time charter agreement with a United
Arab Emirates company in Dubai (hereafter “Company TC-D), via T Energy, on 20 December 2018 (see
Annex 31 (b)). The memorandum by SG-TW was attention to Company TC-D’s office in Singapore.

Email communication on discharge orders made available to the Panel covering the material time show the
Time Charter Company TC-D issuing discharge orders to Apacmarine, the ship manager. The discharge
orders showed the estimated time of arrival of the receiving vessels that were identified via digits rather than
vessel identifiers - the digits do not conform with IMO numbers or MMSIs. Receiving vessels were not
identified by name during January to mid-February 2019, the material time . No discharge email entries were
entered on and around 29 January and 2 February 2019, with the next closest discharge orders entered on 31
January and 1 February 2019, local time (see Annex 31 (c)).

A Bill of Lading showed a shipment of around 6,500 metric tonnes of “GASOIL 50 PPM S” loaded at Yangpu
port, China, on 7 January 2019, with Vanphong Bay, Viet Nam, as its port of discharge (see Annex 31 (d)).
The operational instructions were communicated by the Dubai company to Apacmarine. According to
Apacmarine, the time charter was terminated on 7 March 2019 “after all the cargo were discharged off at
Kaohsiung”. According to Apacmarine, it was “not unusual for vessels to divert from the port of discharge
named in the bill of lading based on instructions from the charterer, and that the decision to discharge the

2

cargo at various locations during the voyage, and finally at Kaohsiung, was made by the charterer ....”.

The vessel’s voyage, daily reports and discharge orders under the material time was provided by the Group
Company from information obtained from Apacmarine. According to Apacmarine, all ship-to-ship transfers
conducted during the material time were carried out under verbal instructions by Company SG-TW’s repre-

32 As on December 2020.

33 Jasa Merin held 70% and Person 1 held 30% of the shares.

34 TKH Labuan then entered into a bareboat charter agreement with Company SG-TW for a 5-year period beginning 1 April 2018, upon
finalization of the vessel’s purchase. The agreement was terminated in April 2019.
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sentative onboard the vessel, a Chinese national, Mr Zhang. As such, “ no further documentation of the discharges
was made. According to APAC[marine], this is in line with their typical bunkering operations for other charterers.”

The Panel separately notes that Apacmarine also served as the previous registered owner, manager, operator and
Document of Compliance company holder of the then Panama-flagged Koya (IMO: 9396878) when it was previ-
ously sailing as the Semua Berjaya®. The Panel is investigating a suspected case of ship-to-ship transfer between
the Koya (IMO: 9396878) and a DPRK tanker that occurred in November 2017 (see iv below). Apacmarine has
owned and / or managed at various points: the Koya (aka Hatch) the Semua Gembira, and the designated Koti
(IMO: 9417115).

Other entities copied in some of the ship’s discharge order communication included the Bareboat Charter Company
SG-TW and T Energy. Investigations continue.

(i) RiXin (IMO: 9121302)

The Panama-flagged Ri Xin conducted a ship-to-ship transfer with the designated DPRK tanker Sam Jong 2 (IMO:
7408873) on or around 31 March 2018, according to a Member State. Panel investigations show the Ri Xin with
an unaccounted five-day AIS transmission gap around the date of the suspected ship-to-ship transfer (see figure
2). The Ri Xin also recorded AIS transmission gaps outside of these dates. The vessel has been flagged under
Panama’s registry since August 2014. The Panel has yet to receive a response from Panama.

Figure 2: Excerpts from a specialized commercial maritime database platform showing a segment of the Ri Xin'’s
(IMO: 9121302) voyage from March to April 2018

Flag " Panama
Mo 9121302
MMs! 371901000

call sign HP2998 RS

Class. Tanker 1 /

subclass Oil Produces Tanker 5, Hefe i Nante /
Mache by hanghal
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Commercial  Sing Da Sheng Co Lid

Manager (Samoa) Wi
owr 4990 tons.
Destination HONG KONG 31 MT RIXIN
A Ao 2015 00 dezher ) & DARK ACTIVITY START
£ Transmissions were not received for 4d 20h 06m
tus navStatus. undefined & A\ Darkactivity start 4\ ‘Dark activity end’
/ 5 20March 201804:37 03 Apri 2018 00:43

Speed 8.7 kn Speed 10 kn
Heading 227 Heading 216

Source: Windward, annotated by the Panel

The Ri Xin made a port call at Ulsan port, Republic of Korea, on or around 27 March 2018, with a reported
destination of Hong Kong before dropping its AIS transmission between 29 March and 3 April 2018, during
which the Ri Xin met with the Sam Jong 2. According to Ulsan port records, a Bill of Lading dated 29 March
2018 showed 3,770 tons of Gasoil 10PPM was loaded onto the Ri Xin for the purpose of transshipment. The

35 |HS Markit.
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vessel’s registered owner, Sing Da Sheng Co Ltd (hereafter “Sing Da Sheng Co”), was the notify party, with
two Singapore-based companies listed as the consignor and consignee. T Energy was listed as the consignor
on other Bills of Lading based on Ulsan port records in the same month and the following month of April
2018. Investigations continue.

Sing Da Sheng Co Ltd (hereafter “Sing Da Sheng Co”) is listed as the Ri Xin's registered owner since August
2014, as well as the ship manager and operator a year later. The entity is registered in Samoa with an address
in Kaohsiung, Taiwan Province of China. A media report® indicated that Sing Da Sheng Co may be the
owner the Chan Fong (IMO: 7350260)%, another vessel the Panel is investigating for conducting ship-to-
ship trans-fer with a DPRK tanker in March 2018 (see item iv below). Open source information including
the Panel’s analysis of tracking data of the vessels as well as information relating to a report on the aban-
donment of seafarers corroborates the media reporting of the abandonment of the Chan Fong. The Panel
wrote to Sing Da Sheng Co. enquiring into the Ri Xin as well as requesting information on the Chan Fong,
including whether the vessel was directly or indirectly under its ownership and management. The company
has yet to respond to the Panel’s enquiry. The Panel continues to await a response from Samoa.

(i) Chan Fong (IMO: 7350260)

The then Panama-flagged Chan Fong conducted a ship-to ship transfer with the designated DPRK tanker
Chon Ma San (IMO: 8660313) on or around 17 March 2018, according to a Member State. Panel investiga-
tions show the Chan Fong with an unaccounted week of AIS transmission gap coinciding with the date of
the suspected ship-to-ship transfer (see figure 3), with the Chon Ma San also having a long period no AIS
trans-mission from September 2017 to October 2019. The Chan Fong was flagged under Panama’s registry
between June 2014 to October 2018. The vessel is recorded in casualty / repair status3® (see also above
paragraph on the Ri Xin). The Panel has yet to receive a response from Panama.

Figure 3: Excerpt showing a segment of the Chan Fong’s (IMO: 7350260) voyage, March 2018

/,
/
I ¢

Source: Windward, annotated by the Panel

36 http://tw.appledaily.com/local/20201120/4Q7AKWN7YRE6VLUBSOGBSIARWY/
37 Maritime databases and the International Maritime Organization list a different entity as the registered owner of the Chan Fong.
38 International Maritime Organization (IMO), as on December 2020.
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Celestial Sail Group Ltd (hereafter “Celestial Sail”) is listed as the Chan Fong'’s registered owner since July 2017.
The entity is registered in the Seychelles with a care of address of the vessel’s ship manager and operator based in
Kaohsiung, Taiwan Province of China®®. Seychelles responded to the Panel. The company has yet to respond to
the Panel’s enquiry.

(iv) Koya (aka Hatch) (IMO: 9396878)

Then Panama-flagged Koya (aka Hatch) (IMO: 9396878) conducted ship-to-ship transfers with the designated
DPRK tankers Chon Ma San (IMO: 8660313) and with the Kum Un San 3 (IMO: 8705539) on or around 19
November 2017, according to a Member State. The Koya also recorded AIS transmission gaps outside of these
dates and recorded as last AIS transmission (sailing as Hatch) in August 2018.

The Koya made a port call at Yeosu port, Republic of Korea, on and around 15 to 16 November 2017 (EST), with
a reported destination of Taichung before dropping its AIS transmission and conducting its ship-to-ship transfers
(see figure 4). According to Yeosu port records, a Bill of Lading dated 16 November 2017 showed 5,999.151 tons
of Gasoil was loaded onto the Koya for the purpose of transshipment. A Republic of Korea-incorporated company
was listed as the consignor with its consignee as the company’s Singapore office. The Panel has yet to receive a
response from Panama.

Figure 4: Excerpts from a specialized commercial maritime database platform showing a segment of the Koya'’s

(IMO: 9396878) voyage in November 2017
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Source: Windward, annotated by the Panel

During the time of the reported ship-to-ship transfer, the Koya’s registered owner, ship manager and operator was
Koya Corp. The Panel notes that the Panama-registered Koya Corp appeared to have shared the same directors as
Koti Corp, the registered owner of the designated Koti (IMO: 9417115) that was engaged in a ship-to-ship transfer
with the DPRK tanker Kum Un San 3 (IMO: 8705539) on 9 December 2017. The Koti was impounded by the
Republic of Korea in 2017 and scrapped in 2020.

The China-registered Dalian Grand Ocean Shipping Management Co Ltd (hereafter “Dalian Grand Ocean”) served
as the vessel’s Document of Compliance (DOC) company holder between July 2017 to March 2018. Dalian Grand
Ocean also served as the Koti’s DOC company holder from July 2017. The Panel has yet to receive a response
from the company.

Source: The Panel

% Ibid..
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Annex 31 (b): Excerpts of the Time Charter Memorandum for the Semua Gembira

o : I

attn: MR JJshn

VIA: TEMNERGY /[ MH.-CHIU

Re : MT SEMUA GEMBIRA / || .7 oo 20", DEC. 2018

=== (LEAN FIXTURE ===
Dear Sir,

With reference to our various correspondences, we are pleased to confirm this fixture with
all subjects lifted and here recap clean fixture concluded as follows:

TIME CHARTER PARTY DATED : 20™ , DEC. 2018.

CHARTERERS

DISPONENT OWNERS :

1. VESSEL ;o MT SEMUA GEMBERA

imo type : product oil tanker

flag . PORT KELANG

call sign : 9MIEA

imo number ;94943917

year built ;2009

class bureau veritas

length overall ;10583 meters

beam : 1B.60 METRES

gt - 5,182 00 metric tons

nt : 2,554.00 metric tons

sdwt ;8,008 metric tons

|

21-01647
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draft {summer] + 7800 meters

tpe at summer draft ;16,54 METRIC TONS
keel to mast ;3202 metres

bow to centre manifold ;53475 metres

HULL type ¢ DOUBLE HUILL

cargo 98% capacity . B740.417 cubic metres
slop tanks 98 % capacity . 287,832 cubic metres
no. of cargo tanks . 5x port+ 5% starboard

CCIME QE8 ATTACHED AS APPENDIX A
WESSEL LAST THREE CARGOES : 1ST LAST : ADD

2ND LAST - MGOD

3RO LAZT : ADD

2, SPEED AND BEUNKER COMNSUMPTIOMNS:

AT SEA — IFQ 3B0C5T FOR MAIM ENGINE AND MGO FOR AUXILIARY ENGINES.

IN PORT — MGC FOR ALXILIARY ENGINES

A sea Laden at speed 10 knots Main Engine cansumption 8.00 MT per day.

Af sea ballast speed 10 knots Main Engine consumption 7.50 MT per day.

At sea auxiliary Engine consumption 1 MT per day.

Consumption based on Wind scale up to Beaufort 4.

In port loading Auxiliary Engine consumption LO0 MT per day.

in port Discharging Auxiliary Engines consumption 2.00 per day.

In port idling Auxiliary Engine 0.9 MT per day.

3. CHARTER PERIOD : 1IMONTHS + 3MONTHS AT CHARTERERS OPTION WITH OWNERS
AGREEMENT BUT CHARTERER SHALL DECLARE THEIR OPTION AT LEAST 30 DAYS PRIOR TO
THE ESTIMATED EXPIRY DATE OF CHARTER PERIOD TO THE OWNERS, ALSD IN THE FINAL
MOMTH OF CHARTER PERIOD, CHARTERER SHALL USE THE WESSEL PLUS/MINUS 7 DAYS
PERIOD UNDER THIS CHARTER PARTY

4. DELIVERY DATE : 20™ DEC. 2018

TRADING AREA - S0OUTH EAST ASIA (SINGAPORE, MALAYSIA, INDOMESIA, PHILIFFINES,
THAILAND, VIETNAM, MYANMAR, BRUNE], CAMBODIA), SOUTH CHINA TAIWAN, HONG

KONG, SOUTH KOREA, ALWAYS WITHIN SAFE PORT/BERTH, ALWAYS AFLOAT, ALWAYS
ACCESS|BLE AND SAFE ANCHORAGE. TRADING AREA ALWAYS TO EXCLUDE WAR RISKS

1-4

XXXXXXX
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CHARTER

MR [Jl-su / ceo.

For and an beha

f—f_.--"' * Aurhoriped Sigmarsrefs)

Source: The Panel
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Annex 31 (c): Excerpts of email communication of discharge order transmitted via
email between the Dubai-based Time Charter company and Apacmarine as ship

manager for the Bareboat Charter Company

Discharge order: SEMUA GEMEIRA / YANGPU, CHINA / SAILED REPORT / 07TH JAN

Thu, Jan 31, 2019 at 451 PM

Dear Captain,

Flease see below the details of DO

SERIAL NO 5

RECEIVING VSL 5045

RECEIVING VSLETA 20:00 315T JAN.. 2019 (UTC+8)
PRODUCT DESCRIPTION IGASOIL S0PPM

QUANTITY 1450MT

QUANTITY DESCRIPTION M T /US BBLS AT 60F
DISCHARGE LOCATION 122° 2000°E2r 10°0°N

RE: Discharge order: SEMUA GEMBIRA / YANGPU, CHINA / SAILED REPORT / 07TH
JAN- parcel 5

Z messages

Fn, Feb 1, 2019 at 5:36 PM

Please release the next parcel as per the below.

SERIAL NO 05

RECEIVING VSL 8a72

RECEIVING VSL ETA REVERTING
PRODUCT DESCRIPTION IGASOIL S0PPM
QUANTITY 1800MT

QUANTITY DESCRIPTION - .MT /US BBLS AT 60F
DISCHARGE LOCATION . .1 22° 200°E2r 10°0°N

Source: The Panel
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Annex 31 (d): Bill of Lading for the Semua Gembira

YK 1900]
SEMUA GEMBIRA YANGPU, CHINA
VANPHONG BAY,VIETNAM THREE
NM GASOIL S50 PPM S NET WEIGHT:

6789.576 M

6682,503 LT

8040.408 KLITRES AT OBSERVED

8091.703 KLIFRES AT 30 DEG(

7990.557 KLITRES AT 15 DEG(
50285.000 US HBLS AT 60 DEG |

"CLEAN ON BOARD"

FREIGHT PAYABLE AS PER CHARTER PARTY YANGPU,CHINA JAN, 7TH, 2019

(RGE o |
b h) AW —
AW, ), S

2 N [N
a7, | /] ¥/
\& /

Source: The Panel
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Annex 32: Fishing rights transfer

Annex 32 (a) Trading of DPRK fishing rights transfer and involvement of Chairperson
of General Association of Koreans in China

A media report broadcast in May 2020 showed an agent who promoted fishing rights to operate in the
waters of the Democratic People’s Republic of Korea. The agent explained that every year about 800 -
1000 fishing permits were sold. In the program, the agent further explained that the contracts were
signed in China and upon arrival to the waters of the Democratic People’s Republic of Korea, official
fishing permits would be passed to the fishing vessels.

The same report purportedly showed Ms. Choe Un Bok, Chairperson of the General Association of
Koreans in China, as a person who was tasked by the Democratic People’s Republic of Korea to sell
fishing rights. In the report this individual stated that although the amount of payment for fishing rights
changed, at the time of the recording the payment amount was 300,000 RMB“°, and for entry to certain
profitable area of water there was an extra charge. The Panel has not received reply from Ms. Choe or
the organization.

40 Approx.46,000USD (rate of 15 January 2021).
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Annex 32 (b): Fishing related joint venture and activity of DPRK’s Korea Surim
Trading Corporation

According to information obtained by the Panel, Weihai Peninsula Vessel Fuel Co., Ltd.** was in late
2019 involved in plans to establish with Korea Surim Trading Corporation a joint venture, concerning fishing,
that would primarily operate in DPRK waters. The information obtained by the Panel suggests that the joint
venture would be located in Sinuiju, DPRK.

According to the Member State, Korea Surim Trading Corporation was in 2019 and 2020 involved in
directing numerous activities prohibited by relevant Security Council resolutions. These activities included ship-
to-ship transfers with DPRK-flagged vessels. The Panel has not received a reply to its enquiry from Weihai
Peninsula Vessel Fuel Co., Ltd.

According to the same Member State, Korea Surim Cooperation also engaged in trade on behalf
of designated Korea Taeryonggang Trading Cooperation in 2016. The DPRK’s Korea Myohyang Gen-
eral Corporation was directly involved in facilitating this relationship. For the more information on
Korea Surim, see finance section.

41 address: 12 Huayuan South Road, Weihai City, Shandong province, China
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Annex 32 (c) : Fishing vessels observed by Member States

Fishing vessels observed by Member States

The Panel obtained information which suggests transfer of fishing rights continues. Multiple Member States
provided information on Chinese vessels operating in, or intending to operate in, waters of the Democratic
People’s Republic of Korea. The Panel investigated and submitted enquiries to the relevant countries.
Information provided by Member States suggested that these vessels adopted measures to obfuscate their
activities and identities, such as receiving licenses in the waters of the Democratic People’s Republic of
Korea, concealing their names, and flying two country’s flags. In this reporting period, a Member State

informed the Panel of two vessels flying the flag of DPRK and Chinese flags (IT A& 15181 (Liao Da
Zhong Yu 15181) and #Ziz 28 (FUYUAN 28) ), and a vessel flying the flag of the Republic of Korea and

Chinese flag (IlIfFiiz= 0002(Lin Yu Yun 0002) (figures 1 and 2). The Republic of Korea replied to the Panel

(Annex 32 (d)). For the Member States’ information and the Panel’s analysis see Annex 32 (e¢). China replied
to the Panel (Annex 32 (f)).

Figure 1: Photo and interview result of fishing vessel 17 K98 15181
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Interview result

Date and time 05-Oct-20
Location 38°26.0'N 132°25.T'E
Mame of the boat 17X HiE 15181 (Liao da zhong yu 15181)
Nationalit China (as answered).
HOnETY Morth Korean flag was displayed on the bow.
Tonnage of the boat about 500 tonnes (as answerad)
Home port unknown
Port of departure unknown
Date of departure unknown
Date of returm The vessel was heading to DPRK waters but had
been instructed to go back home due to engine
Destination trouble.
AlS information MMSI 1 \yy151. 412280000, NAME : Liao da zhong yu
number
Type of fishing cover net
Fishing grounds Waters of the DPRK

Duration of fishing -

Number of the crew 13 (all Chinese)

Company name unknown

Mumber of consorts -

*The company is applying for a fishing permit in the
DPRK. The vessel was heading to DPRK waters
following the instruction from the company. It did not

Other answers from provide detail about the purchase of a permit.

the boat

Source: Member State
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Iz 0002

Figure 2: Photo and interview result of fishing vessel |
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Interview result

Date and time

19-Oct-20

Location

387°26.9'N 132°45.2°E

Mame of the boat

IR = 0002 (Lin Yu Yun 0002)

Nationality

China (as answered)
Chinese and ROK flag was displayed on the bow.

Tonnage of the boat

1800 tonnes (as answered)

Home port £ 5(Shi Dao) (hull indication if§##(Diao Lou))
Port of departure £ 55(Shi Dao)
Date of departure 14-0ct-20

Date of return

Scheduled to go back after receiving a permit and
operating in DPRK waters for from 7 to 10 days

Destination

Waters of the DPRK

AlS information /MMSI
number

412000000 (AlS ship name 0)

Type of fishing

Refrigerated Carrier

Fishing grounds

38°37'N 131°11°E (waters of the DPRK)

Duration of operation

7 to 10 days

Mumber of the crew

18 (all Chinese)

Company name

unknown

Mumber of consorts

Source: Member State

21-01647
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Annex 32 (d): Reply from the Republic of Korea to the Panel

To the Panel, the Republic of Korea replied “the Republic of Korea confirms that the vessel Lin Yu
Yun 0002 is not registered as a ship of the Republic of Korea.” noting “no information concerning
the vessel Lin Yu Yun 0002, including its flag status, MMSI numbers, and port entry, was found”.

The ROK further informed that (1) Article 5 (Hoisting of National Flag) of the Ship Act states non-
ROK ships shall not hoist the national flag of the Republic of Korea; (2) Article 8 (Registry and
Registration) of the Ship Act states each owner of an ROK ship shall apply for the registration of
the ship to the administrator of a regional office of oceans and fisheries having jurisdiction over the
port of registry within 60 days from the date of acquiring the ship, as prescribed by the Ordinance
of the Ministry of Oceans and Fisheries; (3) Article 17 (Indication of the Ship) of its Enforcement
Regulations of the Ship Act states each ROK ship shall visibly display the name of the ship in Korean,
including Arabic numerals, on the outside of the ship.
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1S

d the Panel’s analys

10n an

Member States’ informat

(1) First Member State information: Chinese Fishing Vessels in DPRK Waters

Annex 32 (e)

Chinese Fishing Vessels in DPRK Waters

v LC gitude ] 3
1|China DNOJW‘.DD?HHNHM null 11216]|412011216|20-Fishing |15-NotDefined 38.508802 124.20424|456d10h [2019-06-07702:49:05.000Z
2|{China [Dongtingl 1566 null AMBO 412111566 Wﬂ|m.w3-£ 15-Not efined 2RV.66511| 122.937727|177d11h |2020-04-21T02:02:40 000Z
3|China |Liaoyingyu25638 null 25638| 412200592|30-Fishing |15-NotDefined 38.695772| 123.942695|275d14h |2020-01-13T723:17:54.000Z2
4|China |Liaowayu55035 null 55035| 412202853|30-Fishing |S-Moored 37.338428| 125.000992|122d20h [2020-06-14T16:49:57.0002
S5|China [Zhong Tang 2 null 412205279|30-Fishing |15-NotDefined 40.400347 131.76396|380d22h |2019-09-30714:45:31.000Z
6 [China 412205931 |null 0| 412205931|30-Fishing |15-NotDefined 38.48482| 124.103897|426d04h [2019-08-16T09:34:40.000Z
7|China [Liaozhuangyu65135 null 65135| 412206082|30-Fishing |15-NotDefined 38.542297| 124.150327|426d07h (2019-08-16105:44:07.000Z
8|China |Llaodanyu23817 null 0| 412210072|30-Fishing |15-NotwDefined 38.472047| 123.956825(387d038h |2019-09-24T05:37:34.000Z
9[China [Liaodanyu25423 null 412210192|30-Fishing |15-NotDefined 39.357703| 124.642733|471d07h |2019-07-02T06:16:04.000Z
10 |China |LIaodanyu26488 null 412210225|30-Fishing 15-Nowefined 38.699107 124 80616 |416d06h [2019-08-26T07:37:27.000Z
11 [China |Liaodanyu 25509 null 412210538|30-Fishing [15-NotDefined 38.849587| 124.053545|8d18h 2020-10-06T18:45:38.000Z
12[China_|Liaodanyu25448 null 412210921|30 Fishing |15 NotDefined | 38.48989| 123.835147|601d02h [2019-02 22T11:04:06.000Z
13|China |L1Iaodanyuyun2s5139 null 412211386|30-Fishing 15-NotDefined 39.168513| 124.478667|384d18h [2019-09-26T 18:59:00.0007
14 |China |Liaodanyu23848 null 412211674|30-Fishing |15-NotDefined 39.344227| 124.763493|348d05h [2019-11-02T08:26:29.000Z
15|China |Liaodanyu 25968 null 412211839|30-Fishing [15-NotDefined 38.662248| 125.037083|417d11h [2019-08-25T02:22:38.0002Z
16|China |L1aodanyu25721 null 412211887|30-Fishing 15-NotDefined 39.828675 124.30629|444002h [2019-07-29110:49:29.0007
17|China |Liao _dan yu26685 null 123456| 412215394|30-Fishing |15-NotDefined 38.479397 123.55728|875d00h |2018-05-24T712:38:55.000Z
18 |China |Liaodanyu26441 null 26441 412215418|30-Fishing |15-NotDefined 39.340282| 124.297502|30d00h 2020-09-15713:14:21 0002
19 |China |Liaodanyuyun25097 null 25097|412215422|30-Fishing |15-NotDefined 37.643918| 125.488477|414d00h |2019-08-28T13:14:07.000Z
20|China [Liaodanyu26098 null 26098| 412215438|30-Fishing [15-NotDefined 38.426343| 124.178418|525d09h |2019-05-09T04:25:10.000Z
21 |China |[Liaodanyu2 6096 null 412215491 30-Fishing 15-NotD efined 38.064347| 124.595225|358d22h |2019-10-22T14:37:59.000Z
22 |China |Liao_dan_yu26687 null 123457|412215967|30-Fishing [15-NotDefined 38.342285| 124.036583|876d12h |2018-05-23T01:02:56.000Z
23 |China [Liaodanyu01317 null 1317|412220972|30-Fishing |15-NotDefined 39.822415| 124.297245|390d02h |2019-09-21T709:44:59.0002
24 |China |Liaodanyuyunzs043 null 25043| 412221339|30-Fishing |15-Nowmefined 39.699745| 124.243717|573d16h |2019-03-21T20:38:59.0007
25 |China |Danyubu5083 null 5083| 412223844|30-Fishing [15-NotDefined 39.303835| 124.150568(28m>52s |2020-10-15T713:08:55.000Z
26 |China |Danyubu6152 null 6152| 4122223883 30-Fishing |15-NotDefined 29.14507| 124.212195(400d00h |2019-09-11T712:10:01.000Z
27|China |L1aodanyu23581 null 23581|412224015|30-Fishing |15-NotDefined 38.608325| 123.972905|18m51s |2020-10-15T13:19:00.0007
28|China |Liaodanyu25145 null 25145| 412224406|30-Fishing |15-NotDefined 38.636238| 123.938813|42m28s |2020-10-15T712:55:23.000Z
29|China |Liaodanyu25267 null 25267| 412224457|30-Fishing [15-NotDefined | 38.633567| 123.913202|5h37m  [2020-10-15708:00:05.0002
30|China |Liaodanyu25406 null 25406| 412224516|30-Fishing |15-NotDefined 38.665275| 123.964578|6mM05s 2020-10-15T13:31:46.000Z
31|China |Liaodanyu25968 null 25968| 412224786|30-Fishing |15-NotDefined 38.583367| 123.982702(16d17h 2020-09-28T19:43:08.000Z
32|China |Liaodanyu25989 null 25989| 412224802|30-Fishing |15-NotDefined 28.664872| 123 964862 |9m26s 2020-10-15T13:28:25 0002
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vesse

Dazhuangbu4427

ng_

atitude
3.~§8

124.251753

454d11h

ime Of Fix

2019-07-19T702:22:12.000Z

34 |China [Sss666638383 null 6666| 412268838|30-Fishing |15-NotDefined 38.250903| 123.945235|36d1Sh 2020-09-087T18:08:16.000Z
35 |China 1818 |null 412281818|30-Fishing |15-NotDefined 38.81584 124.21908|502d08h |2019-06-01T04:47:39.000Z
36 |China [Jihuanggangyu 02040 null 412286786|30-Fishing |15-NotDefined 38.685807| 124.804322|898d17h [2018-04-30T20:08:09.000Z
37|China |Jinhanyu04883 null _ 4883[412301027|30 Fishing |15 NotDefined | 38.503658 124.155753|523d17h |2019-05-10720:24:13.0002 |
38|China |Jinhanyu043916 null 4916/ 412301051|30-Fishing |15-NotDefined 39.279743| 127.770693|437d04h [2015-08-05709:20:42.000Z
39 |China |Lurongyu55139 null 55139| 412320049|30-Fishing |15-NotDefined 38.422968| 124.172348|523d07h |2019-05-11T705:59:34.000Z
40 |China |Lurongyu52836 null 52836|412321643|30-Fishing |[15-NotDefined 39.578798| 130.722793|4395d00h [2015-08-03T13:14:10.000Z
41[China_|Lu Laizhouyu 66023 null 412323636[30 Fiching [15-NotDefined | 40.32558| 131.591377(380d16h [2015-05-30721:25:10.0002
42 |China |Lurongyu53295 null 58295| 412324168|30-Fishing |15-NotDefined 39.787442| 130.204445|438d14h [2015-08-03T722:46:39.000Z
43 |China LurongyuS5685 null 55685| 41232782630 ﬂWIS@ 15-NotD efined 38.217172| 123.634667|542d21h [2019-04-21T16:20:05.000Z
44 |China |LurongyuS8137 null 58137|412329155|30-Fishing |[15-NotDeflined 40.692862| 132.214668|380d14h |2015-09-30T723:02:17.000Z
a5[China_|Liacdanyu21008 null 8[ 41233511130 Fishing |15-NotDefined | 38.462283| 123.903017[152d03h [2020-05-16T09:59:42.000Z
46 |China |Liao Dan Yu 23387 null 8 24 412335121 wO.ﬂ-ﬁ?.a 15-NotDefined 39.953592| 131.843672|499d23h |2019-06-03T13:

47|China |Liao Dan Yu 232388 null 8 24 412335122|30-Fishing |15-NotDefined 39.955403 131.83443|499d23h |2019-06-03T13:

48 |China null 412367878|30-Fishing 15-Not efined 38.495117| 124.038085|8700400n |2018-05-29T13:19:58.000Z
39[China_[Jifengyu00188 null___|BCNO733 | 212432568[30Fishing |15-NotDefined | 20.67724| 132.124498[380d05h [2019-10-01708:32:31.0002
S50|China [Jirenyu00126 null 126| 412563212|30-Fishing |15-NotDefined 38.286043| 123.681992|135d18h (2020-06-01T18:53:17.000Z
51|China [350-3 null 412767878|30-Fishing |15-NotD efined 38.139168| 124.281678|384d14h [2019-09-26T23:25:21.000Z
52|China |Liaodahuayul5016 null 15016| 412785692|30-Fishing |15-NotDefined 38.312383| 123.909515|136d18h |2020-05-31T19:22:16.000Z
52 |China null 412798709 wO,ﬂWImﬂm 15 -NotDefined 37.702368| 125.524507|524d00h |2019-05-10T12:04:03.0002
54 |China |201-2-89% null 100200| 412804151 |30-Fishing 15-Notmefined 38.562637| 123.871795|830d09h 2020-10-07703:41:31.0007
55 [China |Xing Hai 668 null 412866988|30-Fishing |15-NotD efined 39.442917 130.15955|490d03h |2019-06-13T710:33:23.000Z
56|China |65170-5 null 413534567|30-Fishing |15-NotDefined 38.306255| 124.230147|384d03h |2019-09-27T09:38:21.000Z
| 57|China |Y Ongzhengs nuil 141376420130 Fishing |15-NotDefined | 39.86398| 124.276588|770d03h [2018-09-06T10:11:52.0002Z _

==*All vessels were broadcasting no IMO number, did not indicate any destination, and did not indicate any estimated time of arrival (ETA)**

Source: Member State
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(2) List of ships observed and individuals reported by the third Member State in September and October 2020

59295 (Lu Rong Yu 59295)
59296 (Lu Rong Yu 59296)

&3z 27 (FUYUAN 27)

ff@iE 28 (FUYUAN 28)

I Ke’8 15181 (Liao da zhong yu 15181)
38358 0002(Lin Yu Yun 0002)

1712 3607 (Lian Dan Yu 3607)

17 12 3608 (Lian Dan Yu 3608)

F 1% (owner of I FHE 3607)

A A

i
i

=]
=
==
=

(3) Panel’s methodology

The Panel checked the data with various sources including through Member States.

A Member State stated that among these 57 vessels on the list of Annex 2 (1) above provided by another
Member State, “no information is available to confirm the existence of vessels in No. 6, 9, 33, 48, 53 and 55.
The other 51 vessels on the list are said to be ‘Active’ in relevant [maritime database] website, but there is
no information about their IMO registration, owner and operator.” The Member State also provided recent
geographical positions of the vessels on the list, with names matching with MMSI recorded in publicly
available maritime databases (Table). The Member State stated that “these positions were received in 2019
and they were around maritime areas around North Korea, including the east side of the Korean Peninsula”.

Table: Member State information on the location of vessels

No. Vessel Name MMSI Date Time (UTC) Latitute Longtitude
5 ZHONG TANG 2 412205279 2019.9.26 14:57 41.90457N 130.3961E
13 | Liao Dan Yu Yun 25139 412211386 2019.11.8 14:20 39.34904N 124.7636E
15 | Liao Dan Yu 25968 412211839 2019.8.19 12:12 38.67237N 125.0151E
19 | Liao Dan Yu Yun 25097 412215422 2019.8.22 0:37 37.64317N 125.4855E
20 | Liao Dan Yu 26098 412215438 2019.5.8 15:33 38.4271N 124.1801E
21 | Liao Dan Yu 26096 412215491 2019.10.22 14:37 38.06435N 124.5952E
38 | Jin Han Yu 04916 412301051 2019.8.5 9:34 39.27627N 127.7595E
40 | Lu RongYu 2836 * 412321643 2019.8.3 12:25 39.52571N 130.8495E
42 | Lu Rong Yu 58295 412324168 2019.8.5 5:08 39.68707N 130.403E
46 | Liao DanYu 23387 412335121 2019.6.13 10:33 39.37794N 130.2695E
47 | Liao Dan Yu 23388 412335122 2019.6.13 10:59 39.36693N 130.2393E

* The vessel with MMSI No.412321643 is currently registered as Lu Rong Yu 2836.

The Panel also analysed satellite imagery of the vicinity to examine the information provided by the first
Member State (Figure).

21-01647
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Figure: Example of satellite imagery of vicinity of the fishing vessels’ location on the list (1)

No. & observation Satellite image! Source

11.

Liaodanyu25509;

38.849587° N,

124.053545°;

20201006: 18 45 Source:

38 UTC Planet Labs

— several vessels Inc. Oct 06,

observed at 5600 2020: 02 13

m 16hours before UTC -

listed time 38.84881° N,
124.05348° E

15.

Liaodanyu25968;

38.662248° N,

125.037083° E:

20190825 02 22

38 UTC

— several vessels

observed in the

area at the same

time of the listed Source:

time Planet Labs
Inc. Aug 25,
2019 02 06
UTC -
38.66153° N.
125.03699° E

17.

Liaodanyu26685;

38.479397° N,

123.95728° E:

20180524: 12 38

55 UTC Source:

— several vessels Planet Labe

observed at 6700 Inc. May 24,

m, 7 hours before 2018: 05 12

the listed time UTC -
38.47886° N.
123.95943° E
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20.
Liaodanyu26098;
38.426343° N,
124.178418°E;
20190509; 04 25
10 UTC
- several vessels
observed at 1200
m, 2 hours before
the listed time

21.
Liaodanyyu2609;
6; 38.064347° N,
124.595225°E;
20191022: 14 37
59 UTC

- no vessel
observed within
2500m. 12 hours
earlier of the listed
time

23.
Liaodanyul317;
39.822415°N,
124.297345°E;
20190921: 09 44
59 UTC

- vessel observed
at 600 m, 7 hours
before the listed

time

21-01647

Initial localization

2500 m

Source:

Planet Labs
Inc. May 9,
2019: 02 08

UTC -

38.42543° N,
124.17828° E

Source:

Planet Labs
Inc. Oct 22,
2019: 02 06

UTC -

38.06316° N,
124.59523° E

Source:

Planet Labs
Inc. Sept 21,
2019; 02 29

UTC -

39.82142° N,
124.29723° E
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33.

Dazhuangbu4427 gt

: 38.260867° N,

124.251753°E:

20190719: 02 22 Source:

12UTC Planet Labs

— one vessel Inc. Jul 19,

observed within 2019: 02 10

50mat 10 UTC -

minutes before the Q) 38.26069° N,

listed time 124.25176° E

43,

LurongyuS5685;

38.217172° N,

123.634667° E:

20190421: 16 20

05 UTC

— several vessels

observed at 2300 Source:

m. 10 hours after Planet Labs

the listed time Inc. Apr 22,
2019: 02 09
UTC -
38.21640° N,

v 123.63465°E

44,

LurongyuS8137;

40.692862° N,

132.214668° E:

20190930: 23 02

17 UTC

— several vessels

observed at 2500

m, one hour after

the listed time
Source:
Planet Labs
Inc. Oct 1,
2019:00 15
UTC -
40.69258° N,
132.21462° E
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49,
Jifengyu00188;
40.67724 N
132.124498 E:
20191001 08 32
31 UTC

— several vessels
observed at 400
m, 7 hours before
listed time

Initial localization

Source:
Planet Labs
Inc. Oct 1,
2019: 01 38
UTC-
40.67608° N,
132.12439°E

53. ..
37.70368° N.
125.524507° E:
20190510: 13 04

A
x Initial localization

Source:
03 UTC Planet Labs
— several vessels Inc. May 11
observed at 1470 9 303"
2019: 02 03
m, 11 hours after
the listed t1 R
he listed time 37.70053° N,

125.52427° E

Source: Planet Labs Inc., the Panel
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Annex 32 (f): Reply from China to the Panel
3. Fishing rights (OC.459)

Chma always faithfully fulfills its mntemational obligations and
implements Secunty Council resolutions. China’s fishing authonity and
relevant coastal provinces have taken measures, strengthened management.
and demanded the fishing companies and fishermen to follow the Secunty
Council resolutions. If the cases mentioned in the Panel’s letter do exist.
they must be 1illegal fishing activities. China’s position on such illegal
activities 1s consistent and clear that, once venified, we will deal with the
cases 1 accordance with laws and regulations. However, since the
information n the Panel’s letter 1s lack of accuracy and short of substantial
evidence. China 1s unable to conduct in-depth mvestigation accordingly.
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Annex 33: DPRK vessels sailing without AIS transmissions

DPRK vessels that transit to Chinese waters typically do not maintain AIS transmission for
significant periods or retain intermittent transmissions with false identifiers to avoid and obfuscate
AIS tracking of where they conduct their illicit trade. While AIS non-transmission is a well-
documented technique to evade sanctions, maintaining AIS transmission is also key to avoiding
accidents at sea. Two DPRK vessels previously featured in Panel reports, Jang Jin Gang (IMO:
8914075) and Su Song (IMO: 9024889)*? met with accidents around 15 October 2019 and 1 October
2019 respectively off Zhoushan waters when they were sailing without AIS tracks on maritime
databases. Information obtained through the incident reports indicated the vessels were carrying
anthracite coal / coal*.

Source: The Panel

42 The Jang Jin Gang transmitted sporadically and had not transmitted an AIS signal since June 2019. The Su Song has not transmitted
AIS since Oc-tober 2018.

43 Incident reports from the International Maritime Organization. Documentation including coordinates and summary report of the
incidents held by the Panel.
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Annex 34: Examples of DPRK vessels exporting coal to waters in Ningbo-Zhoushan,
China

Asia Honor (IMO: 8405220)

On 2 August 20204, the DPRK-flagged Asia Honor loaded coal at Chongjin Port, DPRK, based on satellite
imagery information. On 13 August, the vessel transmitting as ‘A H’ briefly reported its AIS positional data
and updated its draft status to laden before dropping transmission a day later. According to a Member State,
the Asia Honor was underway laden with coal at 303524N 1232848E on 16 August as it approached Ningbo-
Zhoushan, China. On 17 August, the vessel anchored in Ningbo-Zhoushan in close proximity to another
DPRK-flagged vessel, Myong Sin (IMO: 9045182) (see figure 1).

Figure 1: Voyage route of Asia-Honor exporting DPRK-origin coal, August 2020

Transitby DPRK-flagged M/V ASIA HONOR (IMO: 8405220) to

Ningbo-Zhoushan Area, China
AUGUST 2020

eOn 17 August, ASIA HONOR was at anchor in Ningbo-Zhoushan,
China, in close proximity to another DPRK-flagged \essel, M/V » | On 2 August, ASIA HONOR loaded
MYONG SIN (IMO: 9045182). ocoa! at Chongjin Port, North Korea.

N. KOR.

*
Pyongyang

QOn 13 August, ASIA HONOR began
reporting positions in AIS and updated its
draught status to laden.

13 AUG 06:20 UTC | 365144N 1330147E

eOn 14 August, ASIA HONOR ceased
reporting positional updates in AIS.
14 AUG 05:14 UTC | 343642N 1301827E

was underway laden at 303000N 1233112E, ®0n 16 August at 05:37 UTC,
approaching Ningbo-Zhoushan, China. ASIA HONOR was underway
- laden at 303524N 1232848E.

0 ° ’ %

Ningbo-ZFoushan area

—- Vessel track per AIS

-«»= Notional vessal track

4 All dates unless otherwise stated are given in Universal Time Coordinates (UTC).
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DPRK-flaggec MIV ASIA HONOR at Anchor
Near Ningbo-Zhoushan, China
30:36:18 N 122:34:38 E

DPRK-flagged M/V MYONG SIN at Anchor

Ningbo-Zhoushan, C!
30:38:47 N 122:31:5¢ E

Source: Member State

The Asia Honor was previously reported by the Panel transferring DPRK-origin coal to a lighter vessel
around 15 February 2019 off the Gulf of Tonkin*®.

The vessel was last managed and operated by HongXiang Marine Hong Kong Ltd“® (hereafter “HongXiang
Marine”) and listed Win Trade Worldwide Ltd (hereafter “Win Trade”) as its registered owner before the
vessel was DPRK-flagged in November 201847, HongXiang Marine additionally managed the following ves-
sels before they transitioned to DPRK vessels in 2018: Horizon Star (9017123), Flourishing (IMO: 8421315)
and Oriental Treasure (IMO: 8421315)*. These vessels continue to export DPRK-origin coal to waters in
Ningbo-Zhoushan in 2020 (see figure 2). The commonality of management company likely indicates associ-
ated entities and individuals involved in facilitating the DPRK’s illicit activities.

Figure 2: Horizon Star and Oriental Treasure at Ningbo-Zhoushan, August 2020

DPRK-flagged MV HORIZON STAR at Anchor VO
- , Near Ningbo-Znoushan, China
o 30:41:04N 122:30:86 €

12 August 2020 DPRK-flagged MV ORIENTAL TREASURE at Anchor
Near Ningbo-Zhoushan, China
30:39:57 N 122:30:23 E

Source: Member State

4 paragraph 20, S/2019/691.

46 Struck off in June 2018 on the Hong Kong company registry.

47T |HS Markit.

48 The Oriental Treasure has been featured in several Panel reports aiding and abetting the DPRK’s illegal coal export
operations.

21-01647 221/421



S/2021/211

Paek Hak San (IMO: 9298076)

The DPRK-flagged Paek Hak San maintained intermittent AIS transmissions that showed at least two voy-
ages made to the Ningbo-Zhoushan area since June 2019. On 19 June 2020 (EST), the vessel began trans-
mitting its AIS outside of DPRK waters, ceasing transmission a day later as it was sailing through the Yellow
Sea. The vessel resumed transmission on 21 June in the Ningbo-Zhoushan area. On its return journey to the
DPRK, the Paek Hak San transmitted AIS positional data from 28 June to 1 July as it departed the Ningbo-
Zhoushan area, and re-transmitted in the Yellow Sea on 3 July for the remainder of its voyage (see figure 3).
The Paek Hak San returned to the Ningbo-Zhoushan area where it transmitted AIS signal on 24 July after
departing DPRK waters two weeks earlier. There has been no further transmission since 26 July 20204°.

Figure 3: Voyage route of Paek Hak San exporting DPRK-origin coal, June / July 2020

June 2020

PAEK HAK SAN

ETA 157252017 1500 o s et s o 16 20 2
Draft 00 A Dot ) D sty e

20 ame 25206728 28 e 2009852
Navigation Status Underwey Using Engne Sovmt 8200
-
21

As of: 19 jun 2020 21,00 ~ ’ ALK WX AN

P ornacoves

Macheng

July 2020

4 As on December 2020.
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Length 3 e - |
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Source: Windward, annotated by the Panel
China replied that there was no record of the Asia Honor and of the Paek Hak San entering or leaving Chinese

ports.

Source: The Panel
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Annex 35: China-flagged cargo vessels delivering DPRK-origin coal to various Chi-
nese ports

In addition to the Shun Jin Bao (MMSI: 413704010) that loaded DPRK-origin coal in the Ningbo-Zhoushan
area in China and offloaded the coal at Bayuquan port in August 2020, the following vessels were also re -
ported to have conducted ship-to-ship transfers with DPRK vessels in the Ningbo-Zhoushan area and then
transshipped and delivered their cargo at other Chinese ports:

China-flagged Huadel6 (MMSI: 413249920) loaded DPRK-origin coal in the Ningbo-Zhoushan area and
offloaded the coal at Guangzhou port in June 2020. The Huadel6 was captured on satellite imagery at a pier
alongside two unidentified barges of approximately 76 meters and 80 meters long.

China-Flagged M/V HUADE16 (IMO: Not Reported, MMSI: 413249920) Offloaded North

Korea-Origin Coal in Guangzhou, China
JUNE - JULY 2020

@On 17 June, HUADE186 anchored empty within 0.6nm of
five North Korean vessels laden with coal near Ningbo-
Zhoushan, China

©

On 30 June, HUADE16 offloaded North Korea-origin

coal to unidentified barges in Guangzhou, China. On 1
July, HUADE 16 reported a draught change from 9.4m
back to 5.2m, indicating offload of the coal

®On 18 June, the vessel was observed loaded with North
Korea-origin coal. On 20 June, HUADE16 departed the
area, reported as laden, and changed its draught status
from 5.5m to 9.4m, indicating it had loaded cargo.

On 22 June, HUADE 16 anchored near the Haitan
Strait, China, for approximately 24 hours, per AIS.

HUADE16's draught remained at 9.4m, indicating
== Vessel track per AIS cargo remained onboard.

Source: Member State
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China-flagged Xinjinyue (MMSI: 412501560)>° loaded DPRK-origin coal in the Ningbo-Zhoushan area and of-
floaded the coal at Caofeidian’s coal wharf in August 2020.

China-flagged M/V XINJINYUE (IMO: 456789900, MMSI:412501560) Offloaded North

Korea-Origin Coalin Caofeidian, China
AUGUST 2020

== \lessel frack per AlS ®On 15 August, XINJINYUE arrived empty at
Zhoushan Peort's Maji Shan Vessel Trafic Sendce
{WTS) area and anchored in close proximity to DPRK-
flagged JANG UN and MYONG SIN

On 21 August, AMJINY UE amived atthe coal

wharf in Caofeidian, China per AIS. XNJNYUE " N. KOR.

also reported a draught status change from r

7.6m to 4.5m, indicating offioad of it cargo. Cacfeidian FPyongyang

@On 17 August, XIMJINYUE  was obsened laden in close proximity to
DPRK-flagged JANG UN and TAE PYONG, which had both offoaded
carge since 15 August.

‘St Sagpect WY FILIBYUE e Loaing Coul Fors SP fagyed Ve

Pt Mo Ehensstin, Chora
RS W TIN E e @
3 On 16 August, XINJINYUE relocated within the Ningbo-Zhoushan area to
. join up with DPRK-flagged M/ TAE PYONG for approximately 14 hours
per AlS (see table). During this time, XINJINYUE reported a draught status
change from 4.0m to 8.0m, indicating that it loaded cargo.

TAE PYONG
o Ti p Latitude | i Timest: Latitude  Longitude
16 Aug 08:10 304836N 1224713E 16 Aug D8:12 304814 N 1224728 E

NIngbo-Zhoushan | 45,5 00:04 204840N 1224713E | 16.Aug 0B:00 34B0TN 1224724

area
16 Aug 10:48 304814N 1224724E 16 Aug 10:48 304811N 1224728 E
16 Aug 11:58 304822N 1224720E 18 Aug 11:51 304822 N 1224720E
16 Aug 13:10 304832N 1224720E 18 Aug 12:08 304832N 1224717E

16 Aug 14:22 304829N 1224731E 16 Aug 14:15 304832N  1224728E
16 Aug 15:13 304825N 1224731E 16 Aug 15:18 304820N 1224731 E
16 Aug 17:10 304822N 1224731E 16 Aug 17:00 304822N  1224731E

16 Aug 2210 304832N  1224720E 16 Aug 22:06 304832M 1224717E

MNOTE: ¥NJINYUE's broadcasted MO (456789900} is almost certainly spoofed, The use of sequential numbers is consistent
with falsified IMO numbers. The reported IMO also has an incomect number of digits. Legitimate IMOs contain seven numbers.

Source: Member State

17 August 2020

China-flagged M/V XINJINYUE at Anchor
Near Ningbo-Zhoushan, China

17 AUGUST 2020 China-flagged M/V XINJINYUE After Loading North Korea-origin Coal
Near Ningbo-Zhoushan, China
30:48:35 N 122.47:42E

XINJINYLE sitting
low in water

~ Source: Member Stat

50 The Xinjinyue was transmitting an invalid IMO:456789900.
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The Panel sought information on the said cargo-vessels, inter alia, concerning the ship-to-ship
transfers conducted with DPRK vessels in domestic waters and on the offloaded coal cargo’s origin
and destination on these cargo vessels. The Panel provided relevant imagery, vessel identifiers,
domestic voyage routes of the said cargo vessels and related information®*.

China replied that «“ According to the investigation by competent Chinese authorities, Chinese vessels
“Huadel6”, “Shun Jin Bao” and “Xiniinyue” sailed between Chinese domestic ports during the
time frame mentioned in the Panel’s letters, and performed regular reporting and approval proce-
dures. The Chinese Customs strictly examined the certificate of origins of their cargo, and no evi-
dence of any activities violating the resolutions was found. After further examining the logbook of
these vessels, the possibility of making port calls to DPRK ports during domestic voyages was also
excluded. If the Panel has additional evidence, China hopes that the Panel could provide it.”

Source: The Panel

51 The said cargo vessels were not reported to have visited the DPRK.
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Annex 36: China-flagged Coastal Barges delivering DPRK-origin coal to China

Eight China-flagged coastal barges with their names and transmitted MMSIs were reported by a Member State to
have conducted multiple deliveries of DPRK-origin coal to China between May and September 2020. Figure 1 shows
the typical voyage route of these coastal barges:

Figure 1: Typical delivery route of China-flagged coastal barges

Typical Route for China-flagged Coastal Barges Delivering North Korea-Origin

Coalto China
MAY - SEPTEMBER 2020

China-lagged Coastal Barges Assessed to Hawe Made Multiple
Deliveries of North Korea-Origin Coal to China

N. KOR
CHANGFAHAI 413563821
DANGGANDD2 413988985 : *
GUO YONG 37 413254161 ' Pyangyang
MNLONGS9 413534720
HNHAI158 412777058
AN Hal 39 413897784
HANGHAIZE6 413836555
CHANG SHENG 6 413456112

JAPAN

Characteristics of China-flagged Coastal Barges Assessedto
Hawve Delivered Morth Korea-Origin Coal to China

Barges assessed to have made a transit to North Korea

generally adhere to the following criteria:

= Limited reported data in AIS, typically reporting anly
name, length, vessel type, and MMSL

+ Length between 50m — 120m

+ History of transiting exclusively or almost exclusively
between ports along the Chinese coast line.

Ningbe-Zhoushan srea

- ‘Jessel tracs per AIS

Source: Member State
The general characteristics for the coal carrying barges included:

- limited reported data transmitted on AlS;
- barges lengths range between 50 meters and 120 meters; and

- barges have a previous history of transiting exclusively or almost exclusively between ports along the Chi-
nese coastline.

A Member State provided examples of China-flagged barges involved in such activities. The information provided
was overall consistent with the Panel’s research and analysis of AIS tracking information where available and as

indicated in the following images from a commercial maritime database platform. The barges included the following
vessels:
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1. Cheng Hong 28 / Changhong28 (MMSI: 413180911)’s voyage March to August 2020%2.

The Cheng Hong 28 / Changhong28 made port calls at Yingkou and Bayuquan ports in China on 30 March and 6
May 2020 (EST) before sailing towards DPRK waters in June 2020 from its AlS transmissions. The barge arrived at
Jiangjiagou by July 2020 before ceasing AIS transmission on 4 August 202052,

CHANGHONG28

Kuandian V\rrl‘
o ak
®OE Fengcheng /-
« Xiuyan Manchu i
Autonomous
County
w Siguiju &
15 ! *
Kusong ¥+
Qinhuangdac b
8 AR pongghpg, Yomju
{ T :
Flag Zhuanghe. jongiu
Mo ~
Mmst .| cranciionczs
Call sign WA ' DARK ACTIVITY START
ofeidian BLUSBE Chanj Transmessions were not received for 49d 13n 03m
Class Cargo st U 9
e A, Dorkactivity start @ ‘Dark acthity end
Subclase : O May 2020 18:27 26 June 2020 0731 .
Length 65 meters. ) Speed 7.8 kn Speed 47 kn Py
Heading 070 Hoading 249 1
Commercial /A \)
Manager \
P ]
owr NA \
_——
— .
Destination /4 - =
Kwail
ETAN/A
e, / Jangyon
Navigation Status Unknown Vi
4
As of: 26 jun 2020 07:31 N /
— Changdao
/
MEOnw
CHANGHONGZE
. DARK ACTIVITY START oi Weihai
Binzhau / Dongying Tranamesioes waee not received for 11 198 41m
> & A A
) 24 July 2020 0204 04 August 2020 21 45
Linyi e Speed 03%n om Rongchefig
™ f Hesang 355 Headng 123 )

Source: Windward, annotated by the Panel>*

China-flagged Coastal Barges Operating on Taedong River
Nampo Port, North Korea
38:43:19N 125:25:30E

11 JUNE 2020

Source: Member State

52 All dates unless otherwise stated are recorded in Universal Time Coordinate (UTC).

53 As on December 2020.

54 All times and dates reflected on the Windward maritime database platform are in Eastern Standard time (EST).
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2. Chenggong 66 (MMSI: 413663365), Xin Hai 39 (MMSI: 413897784) and two unidentified Chinese coastal
barges, 19 June 2020.

3
China-flagged Coastal Barges Operating on Taedong River
Nampo Port, North Korea
38:43:01N 125:24:51E

Coastal barges loading coal

~
-

igitalGlobe

Source: Member State

3. Unidentified 120-meter Chinese coastal barge laden with coal at Taean port, DPRK, which delivered coal to smaller
vessels at Jingjiang port, China, May and June 2020.

~120m China-flagged Coastal Barge Delivered North Korean-Origin Coalto China
May - JUNE 2020

0 On 29 May, an ~120m Chinaflagged coastal barge was
obsened laden with coal at Taean Port, Noth Korea.

Beijinz

N. KOR.
 Fyongyarg
r
| CHINA
9On 4 June, the same ~120m coastal barge delivered coal to 3
| smatier vesset Port, China, i
[ :
Ningbo-Zhoushan

area

- = Notional coal export track

Source: Member State
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4. Fu Hai 678 (MMSI: 413827610) departed Nanjing on 21 May 2020, sailed to the DPRK, and departed the DPRK by 8
June 2020. The vessel dropped its AIS transmission on its return journey while sailing through the Yellow Sea. Panel
research on a maritime database indicates the vessel subsequently registered an AIS signal in July in the Nantong area,
where the vessel changed its name to the Shun De 678 while making its way up the river towards the port area of Jiangyin,

China.
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Source: Windward, annotated by the Panel

5. Long Yu 1007 (MMSI: 412111000) and_Xin Hai 39 (MMSI: 413897784) loaded coal at a port on the Taedong River and

at Nampo port respectively by 19 June 2020. Both barges departed the DPRK on 19 June and sailed through the Yellow
Sea before they dropped AIS transmission in June 2020. Panel research indicates the Long Yu 1007 subsequently re-trans-
mitted an AIS signal in the Nantong area on or around 1 July and continued in a southern direction towards the Ningbo-

Zhoushan area.

China-flagged Coastal Barges LONG YU 1007 (MMSI: 412111000), XIN HAI 39 (MMSI:

413897784) Delivered North Korea-Origin Coal to China
JUNE 2020

N HAI 38 (MMSL 413897784)
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LONG YU 1007

Time 20 June 2020 05:07
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4| Heading 176
Navigation Status Unknown
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Time 20 June 2020 05:31 \
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\ Heading 185
Navigation Status Unknown
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T

China-flagged Coastal Barges Delivering North Korea-Origin Coal to China Disregard
International Maritime Safety Best Practices

Typical Route for Crina-fagged Coastal Barges
Delivesing Notth Korea-Origin Coal to China

are
ot registersd with the IMO and o ot

‘Source: © 2026, DigitalGlobe

Source: Member State; Windward, annotated by the Panel

6. Changfahai (MMSI: 413563921) transmitted AIS in the Yellow Sea on 30 May 2020 (EST) and arrived in DPRK
waters by 4 July. It departed by 24 July and its AIS signal was recorded in the Ningbo-Zhoushan area three days later
before sailing south, reaching Fuzhou, China by 28 July. Changfahai also recorded an AlS transmission in the Nantong
area where it met another Chinese cargo vessel on 5 August 2020. The barge first registered its MMSI transmission
in the same Nantong area on 5 March 2020.

Lungth Smcxrs CHANGFAHAI
DARK ACTIVITY END
Transmission were not received for 4d 120 31m

‘Dark activity start ‘Dark activity end”
CHANGFAHAI T e
Time 27 July 2020 12:55

S
R\

Speed 8.8 kn ¥ ‘
4

Spead 7840 Speed 106 kn
Heading 337 Heading 144

Heading 187
Navigation Status Unknown

A Domscomy s g Dak st
My 2028 159 16 June 2020 0755
Soees 23k P
Hasang 136 asang 01

CHANGFAHAI

DARKACTIVITY END
Transmasion were nat recened for 150 86m

A Owkactvey sat ) Dank actmity end
2200163 20 Juty 220 08:20

Source: Windward, annotated by the Panel

The Panel also shared a wider list of 65 China-flagged coastal barges (inclusive of the list of coastal barges above)
that contained the ship name and associated MMSI it was transmitting, assessed by the Member State to have con-
ducted probable coal export from the DPRK during the period between May and September 2020.

China replied that “With regard to the 65 Chinese-flagged barges mentioned by the Panel, the Chinese side could
only confirm that there is no record of the vessel “Hua Yuan 0626 entering or leaving Chinese ports. For the other
64 vessels, there is no valid information found based on the provided MMSI number, or obviously unmatched vessel
length information with the information in the letters of the Panel.

China attaches great importance to smuggling activities through ship-to-ship transfers involving the DPRK,
and relevant Chinese authorities have made great efforts in this regard. China has repeatedly and openly
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reaffirmed its its solemn position against smuggling activities through ship-to-ship transfers and its determi-
nation to combat these activities in accordance with law. This in itself is a deterrence to relevant activities.

At the same time, China has concerns on the practice of the Panel of simply transferring information provided
by certain Member States without screening and verification. There are serious problems with the timeliness
and accuracy of such information, based on which no meaningful investigation could be conducted. Inclusion
of such information by the Panel in its report would create a wrong impression that China is not serious in
implementing Security Council resolutions. China hopes that the Panel in performing its mandate, takes a
more prudent and responsible attitude and leaves out information which is against the facts.”

Source: The Panel
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Annex 37: Unidentified China-flagged barges importing items to the DPRK

In addition to the Cheng Hong 28 (MMSI: 413180911), a Member State provided the following information on uni-
dentified China-flagged coastal barges importing sanctioned goods into the DPRK.

Barges “Bravo” and “Charlie”™: On 15 June 2020, a barge with the provided name “Bravo” was observed berthed at
Nampo port’s pier with two dump trucks loaded in its cargo hold. The dump trucks were subsequently observed
parked on the pier by 20 June, when the coastal barge with the provided name “Charlie” was observed offloading
unidentified cargo. Under paragraph 7 of resolution 2397 (2017), the supply, sale or transfer to the DPRK, directly
or indirectly, of transportation vehicles (HS codes 86 through 89) are prohibited. Dump trucks are transportation
vehicles identified under HS code 87.

s.UNE2020 | #4|  China-fagged Coastal Barge “Bravo™ Offioading Dump Trucks
R g Nampo Port, North Korea
; 38:4325 N 1252425 €

20 JUNE 2020

Source: Member State

Barges “Delta” and “Echo”: On 22 June 2020, a barge with the provided name “Delta” and tied to barge “Echo”,
was observed anchored near Nampo port loaded with one cab-over-engine truck in cargo hold one. Such trucks are

transportation vehicles identified under HS code 87. “Echo” was had unidentified miscellaneous cargo in one of its
holds.

China-flagged Coastal Barges “Deka” and “Echo” with Various Cargo
| Nampo Lock Gate, North Korea
38:42:19N 124:59:09E

Source: Member State

Barge “Foxtrot”: On 4 July 2020, a barge with the provided name “Foxtrot” was observed loaded with seven vehicles:
three cab-over-engine trucks with open cargo beds, one front-end loader, one excavator, one prime mover with trailer

% Bravo, Charlie, Delta, Echo, Foxtrot and Golf are used as names to depict the unidentified China-flagged barges.
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(also known as a semi-trailer), and one personal vehicle. In addition, “Foxtrot” was loaded with six storage
tanks. These items were offloaded by 9 July and located on the pier in Nampo port.

- = ——
China-flagged Coastal Barge ‘Foxtrot” with Vehicles, = Vehicles, Constructicn Equipment, and Storage Tanks Offloaded from China-
Construction Equipment, and Storage Tanks flagged Coastal Barge “Foxtrot”
Nampo Pors, Nerth Korea Nampo Port, North Korea
38:42:51 N 128:24:47 E 30:43:29 N 125:24:25 €

. Cab-over-angine uck with open cargo bad
. Froni-end loader
. Excavator
. Prima mover wih trailer
Persora vecle
. Storags anks (6)

. Storage tanks (6)
RS742980

Source: Member State

Barge “Golf”: On 16 and 17 July 2020, a barge with the provided name “Golf” was observed near Nampo Lock Gate
loaded with a total of twelve vehicles split between cargo holds: eight cab-over-engine trucks, three cab-over-engine
trucks with open cargo beds, and one personal vehicle. Cab-over-engine trucks and personal vehicles are transporta-
tion vehicles identified under HS code 87.

China-flagged Coastal Barge “Golf" with Vehicles o China-flagged Coastal Ba with Vehicles
Near Nampo Lock Gate, North Korea Near Nampo Lock Korea
38:41:20 N 124:57:21 E 38:41:29N 1

jine
jerzd

Coastal barge
“Gor" (~100m)

‘"“"
“Golf” (~100m)

A. Cab-over-engine truck with open cargo bed

KP123662 8. -Perscnal vebicie 27457915

Source: Member State

China replied that it “attaches great importance to smuggling activities through ship-to-ship transfers involv-
ing the DPRK, and relevant Chinese authorities have made great efforts in this regard. China has repeatedly
and openly reaffirmed its its solemn position against smuggling activities through ship-to-ship transfers and
its determination to combat these activities in accordance with law. This in itself is a deterrence to relevant
activities”.

Source: The Panel
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Annex 38 (a): Then-Togo-flagged Enterprise (IMO: 9153331) exporting DPRK-origin coal to
Ningbo-Zhoushan waters, China

Enterprise

The then Togo-flagged Enterprise (IMO: 9153331) recorded its last AIS transmission on 2 October 2019
(EST) outside Shidao, China, on maritime databases with a reported next destination as Incheon, Republic
of Korea. A Member State confirmed the vessel departing the Shidao anchorage area by 5 October. The
Republic of Korea confirmed the vessel neither ported at Incheon nor at any of its other ports thereafter. The
Enterprise instead arrived at Nampo port by 11 October and has since, according to a Member State, con-
ducted at least eight coal deliveries, including seven to the Ningbo-Zhoushan area and one to Lianyungang,
China®® (see figure 1). The Enterprise exhibited a similar pattern to the Tae Pyong where the latter departed
a Chinese port in late December 2019, reported a destination to ‘Order’ before dropping AIS signal, and
appeared at Nampo a week later. The vessel proceeded to conduct multiple exports of coal within Chinese
waters in 2020. The Tae Pyong was subsequently reported as DPRK-flagged.

About four months prior to the Enterprise’s arrival at Nampo, the vessel’s ownership and management was trans-
ferred to entities with listed addresses in China. Tai Yuan Shipping Co Ltd (hereafter “Taiyuan Shipping”) is listed
as the group owner of the Enterprise since June 2019, with Blue Sky Shipping Co Ltd (hereafter “Blue Sky”) as the
vessel’s registered owner and Dalian Taiyuan International Shipping Agency Co Ltd (hereafter “Dalian Taiyuan™) as
the ves-sel’s operator and manager®’. The Panel wrote to Togo, China and Chinese entities that own and / or managed
the vessel.

Togo provided the Panel in January 2021 a suspension notification of the Enterprise. The said notification notifies
all parties “... that the below mentioned certificates of the vessel “ENTERPRISE” (IMO: 9153331) have been sus-
pended as of 20" day of June 2020 until further notice” (see figure 2).

China replied that there was no record of the Enterprise entering or leaving Chinese ports.

Figure 1: The Enterprise in Nampo and Ningbo-Zhoushan waters in May/June 2020

27 MAY 2020 W8 Togo-flagged WV ENTERPRISE at Anchor with North Korea-origin Coal WL ¥ 1 JUNE 2020 Togo-flagged WV ENTERPRISE at Anchor
» Near Nampo Lockgate, North Korea . i [ & Near Ningbo-Zhoushan, China
38:40:26 N 125:12:07 £ : 30:45:46 N 122:44:52 E

ATE22010

Source: Member State

56 Information until October 2020.
57 IMO. The listed fax numbers of the Chinese entities had error returns.
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Figure 2: Suspension notification of the Enterprise issued by the Togolese Maritime Authority

REPUBLIQUE TOGOLAISE TOGOLESE MARITIME AUTHORITY
TRAVAIL ~ LIBERTE ~ PATRIE INTERNATIONAL SHIP REGISTRY

Our Ref. : 0091NOS/TG/01/21

NOTIFICATION OF PEN ISTRY
SHIP NAME : ENTERPRISE ex BLUE SKY
OFFICIAL NUMBER : TG-01241L
PORT OF REGISTRY : LOME
CALL SIGN : S5VFX6
IMO NUMBER : 9153331
SHIP TYPE : GENERAL CARGO
GRT/NRT : 474312763
REGISTERED OWNER : BLUE SKY SHIPPING €O LTD (100%)

Dear Sirs,

This is to notify all concerned parties that the below mentioned certificates of the vessel “ENTERPRISE”
(IMO: 9153331) have been suspended as of 20 day of June 2020 until further notice.

Registry certificates are considered suspended as owners did not fulfill their obligations toward the Togo
Maritime Administration since June 2020 and consequently no any certificate issued by our Administration
for the vessel since 20™ day of June 2020.

Therefore, following certificates issued by our Administration for the vessel “ENTERPRISE” (IMO: 9153331)
have been suspended until further notice.

o Permanent certificate of registry with reference No.TG/PR/139-38512/937
* Radio License with reference no. TG/PL/139-38512/2135
*  Minimum safe manning with reference No.TG/PM/139-38512/2035

In light of the above, all certificates on board including the statutory certificates issued on behalf of Togo flag
are considered invalid.

As well, this notification CAN NOT be used in substitution for Deletion Certificate for which owners should
apply to receive same from our Administration.

Please be guided accordingly.

Tel/Fax Numbor: +961-1-883794
E - Mail gdnunistiation @10 oregistiar com

Source: Member State

Source: The Panel
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Annex 38 (b): Unknown flagged Ri Hong (aka Klausen) (IMO: 9162318) exporting
DPRK-origin coal to Ningbo-Zhoushan waters, China

Ri Hong (aka Klausen) (IMO: 9162318)

The Panel reported on the Ri Hong sailing as flag unknown when the vessel was reported by a Member State
to have exported DPRK-origin coal to waters in Ningbo-Zhoushan, China in April 2020%. The vessel was
last recorded transmitting near Shidao, China on or around 18 December 2019 (EST) before it stopped trans-
mission (see figure 1). The vessel was recorded on satellite imagery less than a week later at Songnim port,
DPRK (see figure 2).

The Panel wrote to China and sought its assistance for information on the vessel as it last appeared near the
Shidao port area, its export of DPRK-origin coal to the Ningbo-Zhoushan area, and on the Ri Hong’s last
known Chinese owner and operator before the vessel appeared in the DPRK. China replied “The DPRK -
flagged vessel “Ri Hong” entered the sea arca near Weihai from Inchon, ROK without entering ports, and
left the sea area for an unknown destination.”

The Panel notes that commercial maritime tracking databases show the Ri Hong, then Panama-flagged,
called at Incheon port on and around 10 to 14 December 2019 (EST) prior to its arrival at Shidao on or around
14 December 2019 (EST). Panama confirmed it de-registered the Ri Hong on 20 December 2019%°,

Figure 1: Last recorded AIS transmission of the Ri Hong, December 2019
o~

&, RIHONG
R S

Source: Windward, annotated by the Panel

%8 Paragraphs 57 to 59, $/2020/840.
59 Ibid.
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Figure 2: Ri Hong at Songim port, DPRK, 23 December 2019
Sierra Leone-flagged M/V RI HONG Berthed

Songnim Port, North Korea
38:44:15 N 12537103 E

XES24011

Source: Member State

In May 2020, the Ri Hong was captured on satellite imagery near Nampo Lock Gate, DPRK, and then in
Ningbo-Zhoushan waters June 2020 (figure 3). The vessel was back loading coal at Nampo port in July 2020
(see figure 4).
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Figure 3: Satellite imagery of the Ri Hong exporting DPRK-origin coal, May / June 2020

™ sierra Leone-flagged MV RI HONG Underway with North Korea-origin Coal g - & Sierra Leone-flagged MV RI HONG at Anchor
Near Nampo Lock Gate, North Korea Near Nirgbo-Zhoushan, China
38:41:32 N 125:0633 E 30:14:02 N 122:27:36 £

Source Member State

Figure 4: Satellite imagery of the Ri Hong at Nampo, 4 July 2020

Sierra Le nne-ﬂgngl\lRmoNGLo-uingN lorth Korea-origin Coal
lampo Port, North Korea
354336N12524565

Source: Member State

The Panel notes that there has been no record on commercial maritime databases of any AlS transmission by
the vessel sailing under the name of Klausen since December 2019 in spite of its reported flag and name
change® and in spite of satellite imagery showing the vessel continuing to sail and conduct maritime trade.
The Sierra Leone Maritime Administration confirmed the Klausen’s de-registration on 17 November 2020
with the reason of the vessel’s expiration of its issued provisional registration certificate. A Member State
has assessed the Ri Hong as acquired by the DPRK though it remains unclear if the vessel is officially flagged
under its fleet.

Updated information lists Converse Trading Limited, a Hong Kong-registered entity as the registered owner,
operator and manager of the Klausen since May 2020. The company has no listed telephone, fax or email
contact details. The Panel continues to await a response from the previous Chinese registered owner and
operator of the Ri Hong of the vessel’s status, activities, cargo and onward sale.

Source: The Panel

50 As of December 2020.
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Annex 39: Companies involved in the export of DPRK-origin coal

XinXin Green Work Research & Development Co. Ltd

The Panel investigated the Democratic People’s Republic of Korea’s illegal export from at
least 2019 of coal using barges, based on information from a Member State. In July 2020,
XinXin Green Work Research & Development Co. Ltd in Liaoning Province, China, imported
11,000 metric tons of DPRK-origin coal, using a vessel nhamed Shu Shan 168. According to
the Member State, the designated Munitions Industry Department (KPe.028) was directly in-
volved in this transaction and benefited from it. XinXin Green has yet to reply to the Panel’s
inquiry.

Taizhou Yifeng Transportation Co. Ltd.

Based on information from a Member State, Taizhou Yifeng Transportation Co. Ltd. was in-
volved in the Democratic People’s Republic of Korea’s illegal export of coal using barges.
According to information from a Member State, the Panel requested information from Taizhou
Yifeng Transportation Co. Ltd. on whether the company worked together with Mulgil Trading
Corporation of the Democratic People’s Republic of Korea to import coal into China using a
barge Yi Feng 1 (Vessel ID number: CN20089481469, Vessel Registry number:
2008K2191995) between 2019 and 2020. Taizhou Yifeng has yet to reply to the Panel’s en-

quiry.

Source: Member State
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Annex 40: List of HS Codes the Panel applies for the monitoring of sectoral ban

Below is the list of HS codes assigned for each category of goods under sectoral ban by relevant UN
Security Council resolutions. This list superseds S/2018/171 annex 4 as amended by S/2018/171/Corr.1.
See https://www.un.org/securitycouncil/sanctions/1718/prohibited-items for the complete list of
prohibited goods and Implement Assistance Notes.

a. ltems prohibited from being exported to the DPRK

Item HS Codes Description Resolutions
Conden- 2709 | Oils; petroleum oils and oils obtained from bituminous | Para. 13 of
sates and minerals res. 2375
natural gas 2711 | Petroleum gases and other gaseous hydrocrabons (2017)
liquids
Industrial 84 | Nuclear reactors, boilers, machinery and mechanical ap- | Para. 7 of
machinery pliances; parts thereof res. 2397

85 | Electrical machinery and equipment and parts thereof; | (2017)
sound recorders and reproducers; television image and
sound recorders and reproducers, parts and accessories
of such articles

Transpor- 86 | Railway, tramway locomotives, rolling-stock and parts | Para. 7 of
tation thereof; railway or tramway track fixtures and fittings | res. 2397
vehicles ¢! and parts thereof; mechanical (including electro-me- | (2017)

chanical) traffic signaling equipment of all kinds

87 | Vehicles; other than railway or tramway rolling stock,
and parts and accessories thereof

88 | Aircraft, spacecraft and parts thereof 62

89 | Ships, boats and floating structures

Iron, steel Chapters 72-83 Para. 7 of
and other 72 | lron and steel res. 2397
metals (2017)

73 | Articles of iron or steel

74 | Copper and articles thereof

75 | Nickel and articles thereof

76 | Aluminum and articles thereof

77 | Reserved for possible future use

78 | Lead and articles thereof
79 | Zinc and articles thereof
80 | Tin and articles thereof

81 | Other base metals; cermets; articles thereof

82 | Tools, implements, cutlery, spoons and forks, of base
metal; parts thereof of base metal
83 | Miscellaneous articles of base metal

61 Pursuant to paragraph 30 of resolution 2321 (2016) and paragraph 14 of resolution 2397 (2017), States shall prevent the direct or
indirect supply, sale or transfer to the DPRK, through their territories or by their nationals, or using their flag vessels or aircraft, and
whether or not originating in their territories, of new helicopters, new and used vessels, except as approved in advance by the
Committee on a case-by-case basis.

62 Shall not apply with respect to the provision of spare parts needed to maintain the safe operation of DPRK commercial civilian
passenger aircraft (currently consisting of the following aircraft models and types: An-24R/RV, An-148-1008B, 11-18D, 11-62M, Tu-
134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).
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b. Items prohibited from being imported from the DPRK

Item HS Codes Description Resolutions
Coal 2701 | Coal; briquettes, ovoids and similar solid fuels manu- Para. 8 of
factured from coal resolution
Iron Ore 2601 | Iron ores and concentrates, including roasted iron pyri- | 2371 (2017)
tes
Iron Chapter 72 | Iron and steel products (7201-7229)
Iron and Steel Chapter 73 | Iron and steel products (7301-7326)
products
Gold 261690 | Gold ores and concentrates Para. 30 of
7108 | Gold (incl. put plated), unwrought, semi-manufactured | resolution
forms or powder 2270 (2016)
710811 | Gold Powder, Unwrought
710812 | Gold in Other Unwrought Forms
710813 | Gold in Other Semi-manufactured Forms
710820 | Monetary Gold
Titanium 2614 | Titanium ores and concentrates
Vanadium 2615 | Vanadium ores and concentrates
Rare Earth 2612 | Uranium or thorium ores and concentrates [261210
Minerals and 261220]
2617 | Ores and concentrates, [Nesoi code 261790
- Other Ores and Concentrates]
2805 | Alkali metals etc., rare-earth metals etc., mercury
2844 | Radioactive chemical elements & isotopes etc.
Copper Chapter 74 | Copper and articles thereof (7401-7419) Para. 28 of
2603 | Copper ores and concentrates resolution
Zinc Chapter 79 | Zinc and articles thereof (7901-7907) 2321 (2016)
2608 | Zinc ores and concentrates
Nickel Chapter 75 | Nickel and articles thereof (7501-7508)
2604 | Nickel ores and concentrates
Silver 2616100 | Silver ores and concentrates
7106, 7107 | Silver unwrought or semi manufactured forms, or in
powdered forms; base metals clad with silver, not fur-
ther worked than semi-manufactured
7114 | Articles of goldsmiths or silversmiths’ wares or parts
thereof, of silver, whether or not plated or clad with
other precious metal
Seafood (incl Chapter 3 | Fish and Crustaceans, Molluscs and other Aquatic In- Para. 9 of
fish, crusta- vertebrates (0301-0308) resolution
ceans, mol- 1603 | Extracts and juices of meat, fish or crustaceans, mol- 2371 (2017)
lusks, and luscs or other aquatic invertebrates)
other aquatic 1604 | Prepared or preserved fish; caviar and caviar substitutes
invertebrates prepared from fish eggs
in all forms) 1605 | Crustaceans, molluscs and other aquatic invertebrates,
prepared or preserved
Lead Chapter 78 | Lead and articles thereof (7801-7806) Para. 10 of
Lead ore 2607 | Lead ores and concentrates resolution

2371 (2017)
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Textiles (in-
cluding but
not limited to
fabrics and
partially or
fully com-
pleted apparel
products)

Chapters 50-
63

50

Silk, including yarns and woven fabrics thereof

51

Wool And Fine Or Coarse Animal Hair, Including
Yarns And Woven Fabrics Thereof; Horsehair Yarn
And Woven Fabric

52

Cotton, Including Yarns And Woven Fabrics Thereof

53

Vegetable Textile Fibers Nesoi; Yarns And Woven Fab-
rics Of Vegetable Textile Fibers Nesoi And Paper

54

Manmade Filaments, Including Yarns And Woven Fab-
rics Thereof

55

Manmade Staple Fibers, Including Yarns And Woven
Fabrics Thereof

56

Wadding, Felt And Nonwovens; Special Yarns; Twine,
Cordage, Ropes And Cables And Articles Thereof

57

Carpets And Other Textile Floor Covering

58

Fabrics; special woven fabrics, tufted textile fabrics,
lace, tapestries, trimmings, embroidery

59

Textile fabrics; impregnated, coated, covered or lami-
nated; textile articles of a kind suitable for industrial
use;

61

Apparel and clothing accessories; knitted or crocheted;

62

Apparel and clothing accessories; not knitted or cro-
cheted;

63

Textiles, made up articles; sets; worn clothing and worn
textile articles; rags

Para. 16 of
resolution
2375 (2017)

Agricultural
products

07

Vegetables and certain roots and tubers; edible

08

Fruit and nuts, edible; peel of citrus fruit or melons

12

Oil seeds and oleaginous fruits; miscellaneous grains,
seeds and fruit, industrial or medicinal plants; straw and
fodder

Para. 6 of
resolution
2397 (2017)

Machinery

84

Nuclear reactors, boilers, machinery and mechanical ap-
pliances; parts thereof

Electrical
equipment

85

Electrical machinery and equipment and parts thereof;
sound recorders and reproducers; television image and
sound recorders and reproducers, parts and accessories
of such articles

Earth and
stone includ-
ing magnesite
and magnesia

25

Salt; sulphur; earths, stone; plastering materials, lime
and cement

Wood

44

Wood and articles of wood; wood charcoal

Vessels

89

Ships, boats and floating structures

Para. 6 of
resolution
2397 (2017)

c. For paragraphs 4 and 5 of resolution 2397 (2017), the Panel uses the following HS codes. The Panel notes that
annual caps are placed for the two items below.

e HS 2709 : crude oil [cap: 4 million barrels or 525,000 tons ]
e HS 2710, HS 2712 and HS 2713 : refined petroleum products [ cap: 500,000 barrels ]

21-01647
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Annex 41: Recorded trade between the DPRK and some Member States

1. Methodology

The Panel monitors prohibited exports and imports by the Democratic People’s Republic of
Korea pursuant to paragraph 30 of resolution 2270 (2106), paragraphs 26 and 28 of resolution 2321 (2016),
paragraphs 8, 9 and 10 of resolution 2371 (2017), paragraphs 13, 14 and 15 of resolution 2375 (2017) and
paragraphs 4, 5, 6 and 7 of resolution 2397 (2017).

The Panel analysed Member States’ trade data as reported by them to international trade
statistics database such as the International Trade Centre (ITC) or Global Trade Atlas (GTA) to apply a
uniform standard to all Member States. Where available statistics indicate trade in prohibited items, the Panel
request Member States to provide additional information for verification, preferably with relevant original
documents which can substantiate its explanation. The Panel notes that the DPRK does not release statistics
on its external trade and only mirror statistics are available on DPRK exports and imports. This analysis does
not include any exports and imports of prohibited items by the DPRK that were undetected or unreported by
Member States.

The list of HS codes the Panel used for its analyses are included in annex 40 of this report.®
The Panel reiterates that its enquiry is based on the WCO recommended list (see S/2017/150 para. 257,
S/2018/171 annex 4 as amended by S/2018/171/Corr.1). The Panel further notes that, while discrepancy may
exist between the practice of certain Member States and the Panel in this regard, absence of reference to a
specific HS code within relevant UNSCRs should not be construed in a way that makes the relevant provision
unimplementable or practically ineffective by excluding certain subcategories of a prohibited item without
reasonable grounds.

The Panel’s analysis in this report primarily covers the period between April and September
2020. In 2020, however, the Panel observed that many Member States were unable to share their trade
statistics in a timely manner. Therefore, this report also contains the Panel’s analyses on the recorded trades
of certain Member States which took place before April 2020. Furthermore, sometimes the Panel obtain
hitherto unreported trade data newly made available to the international trade statistics database. In such
cases, the Panel requested the Member State in question to provide clarifications on possible trade with the
DPRK based on the new information.

2. Update on the Panel’s past inquiries in 2020 final report (S/2020/151, annex 19)

Costa Rica replied to the Panel’s inquiry on its recorded trade with the DPRK between April
2018 and September 2019, and provided full documentation which show that the recorded trade the Panel
inquired was not conducted with the DPRK.

Indonesia replied to the Panel’s inquiry on its recorded trade with the DPRK between April
2018 and September 2019. Indonesia stated that it “would like to reiterate that any information between
Indonesia and its trade partners should be based on the information issued by our relevant authorities.”
Indonesia also stated that “There were imports of articles under HS 73, HS 74, HS 79 and HS 54 from DPRK
by Indonesia during the questioned period. However, UNSCR 2371, 2321 and 2375 does not prohibits[sic]
the procurement of the specific abovementioned HS codes. Thus, the imports of HS 73, HS 74, HS 79 and
HS 54 from DPRK during the specified period should not be considered as incompliance against the referred
UNSCR. The Government of the Republic of Indonesia are still conducting internal investigation with regard
to the request related to HS 84 and HS 85, and will provide more information in due course.” %

% For implementation of paragraph 5 of resolution 2397 (2017), see paras. 27 — 53 of this report. For implementation of luxury goods
ban, see paras. 110 — 122.
% On the HS codes and the methodology the Panel uses for the monitoring purpose, see section 1 of this Annex.
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3. Update on the Panel’s past enquiries in 2020 midterm report (S/2020/840, annex 29)

Germany replied to the Panel’s enquiry on its recorded exports of items under HS code 84
worth of 10,000 USD consisted of two categories of items. First, 41 fire extinguishers for the German
Embassy in Pyongyang, which “are exempted from applicable sanctions provisions.” Second, a “small
medical centrifuge with a declared value of EUR 870 was exported, with the recipient being a hospital in
Pyongyang.” As for the second item, Germany stated that it has “brought this to the attention of the competent
export control authorities with a view to ensuring strict compliance with applicable sanctions provisions.”

4. Results of the Panel’s latest enquiries for this report

Below is the result of the Panel’s analyses of Member States’ recorded trade with the DPRK.
Each Member State may have a different covering period based on the availability of trade statistics. The
most recent data the Panel used was September 2020.

The Panel reiterates that this is not a complete list of countries that traded with the DPRK
during the said period, and the Panel is preparing further inquiries concerning other Member States as full
trade data for this period becomes available.

Austria: Austria replied that its November 2019 exports of items under HS Code 84 to the DPRK worth of
USD 26,000 appeared to be linked to the supply of spare parts of an item licensed prior to the adoption of
the relevant resolution. The Panel notes that paragraph 7 of Resolution 2397 (2017) has not stipulated any
transition period.

Bolivia: The Panel has yet to receive a reply.

[ Imports ]
Iron and iron ore %
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
February 2020 Bolivia DPRK 72-73 147,000

Source: Global Trade Atlas

Machinery

DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
September 2019 Bolivia DPRK 84 63,000
July 2020 Bolivia DPRK 84 19,000

Source: Global Trade Atlas

Electrical equipment &7

DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2020 Bolivia DPRK 85 13,000
August 2020 Bolivia DPRK 85 14,000

Source: Global Trade Atlas

Brazil: To the Panel’s enquiry into the recorded imports and exports of machinery with the DPRK be-
tween April and September 2020, Brazil replied with detailed explanation from the Brazilian Internal
Revenue

 Applicable resolution: Resolution 2371 (2017), paragraph 8.
% Applicable resolution: Resolution 2397 (2017), paragraph 6.
87 Applicable resolution: Resolution 2397 (2017), paragraph 6.
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Service that “the reference to alleged commercial transactions with [the DPRK] results from human error
committed by importers or exporters when completing the corresponding customs declaration”, and further
informed the Panel the measures it has taken since 2018 to improve implementation of relevant resolutions.

Burkina Faso: The Panel has yet to receive a reply.

[Imports ]
Machinery
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
December 2019 Burkina Faso DPRK 84 152,000

Source: ITC Trade Map

China: The Panel enquired China of recorded imports of iron and steel products (HS 72-73) worth of
9,549,000 USD from the DPRK, and export of machinery (HS 84) worth of 52,000 USD to the DPRK for
the period between April and September 2020.

China replied that “In 2020, the DPRK commodities exports to China under HS Code 72 and 73 were steel
ingot, steel billet, ferrosilicon, etc., which are not prohibited by the Security Council resolutions. Regarding
DPRK commodities imports from China under HS Code 84 and 85 in 2020, one batch were goods for
diplomatic use, and the other batch were aid from a Swiss humanitarian agency to the DPRK, which had
been exempted by the 1718 committee. The transfer of the two batches of commodities was in full conformity

with the requirements of the Security Council resolutions.” ©°
[ Imports ]
lron 7
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2020 China DPRK 72,73 79,000
June 2020 China DPRK 72,73 1,224,000
July 2020 China DPRK 72,73 4,078,000
August 2020 China DPRK 72,73 2,859,000
September 2020 China DPRK 72,73 1,309,000
Source: ITC Trade Map, Global Trade Atlas
[ Exports ]
Industrial machinery "
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
. 84 1,000
May 2020 China DPRK 85 32.000
September 2020 China DPRK 84, 85 19,000

Source: ITC Trade Map, Global Trade Atlas

Colombia: The Panel received two replies from Colombia for two inquiries into the recorded trade with the
DPRK between October 2019 and September 2020. In two diplomatic notes, Colombia provided full

8 Applicable resolution: Resolution 2397 (2017), paragraph 6.
%9 On the HS codes and the methodology the Panel uses for the monitoring purpose, see section 1 of this Annex .
0 Applicable resolution: resolution 2371 (2017), paragraph 8.

"t Applicable resolution: resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft

models and types: An-24R/RV, An-148-100B, 11-18D, 11-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).

246/421

21-01647



S/2021/211

explanation on its customs clearance risk management system and its own enquiries to confirm whether it
had exported and imported prohibited goods to/from the DPRK.

While the Panel could not independently conclude absence of prohibited trade with the DPRK as original
documents were not provided, the Panel notes Colombia’s efforts to implement relevant resolutions and
assesses that at least a part of past trade records with the DPRK were erroneous.

El Salvador: The Panel has yet to receive a reply.

[ Imports ]
Machinery
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
July 2020 El Salvador DPRK 84 116,000

Source: Global Trade Atlas

Ethiopia: The Panel has yet to receive a reply.

[ Imports ]
Copper ®
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
January 2017 Ethiopia DPRK 74, 2603 31,000
February 2019 Ethiopia DPRK 74, 2603 39,000
Source: Global Trade Atlas
Zinc
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
June 2020 Ethiopia DPRK 79, 2608 100,000
Source: Global Trade Atlas
Textiles ™®
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
July 2019 Ethiopia DPRK 50-63 10,000

Source: Global Trade Atlas

Machinery 78

Date REPORTING PARTNER HS APPROXIMATE

COUNTRY COUNTRY CODE VALUE (USD)
September 2018 Ethiopia DPRK 84 36,000
February 2019 Ethiopia DPRK 84 55,000
April 2019 Ethiopia DPRK 84 24,000
June 2019 Ethiopia DPRK 84 55,000
September 2019 Ethiopia DPRK 84 86,000
October 2019 Ethiopia DPRK 84 80,000

2 Applicable resolution: Resolution 2397 (2017), paragraph 6.
3 Applicable resolution: Resolution 2321 (2016), paragraph 28.
" Applicable resolution: Resolution 2321 (2016), paragraph 28.
S Applicable resolution: Resolution 2375 (2017), paragraph 16.
s Applicable resolution: Resolution 2397 (2017), paragraph 6.
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December 2019 Ethiopia DPRK 84 31,000
April 2020 Ethiopia DPRK 84 30,000
August 2020 Ethiopia DPRK 84 133,000

Source: Global Trade Atlas

Electrical equipment 77

DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
December 2018 Ethiopia DPRK 85 15,000

Source: Global Trade Atlas

[ Exports ]
Industrial machinery
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
May 2019 Ethiopia DPRK 84, 85 10,000

Source: Global Trade Atlas

Eswatini: The Panel enquired Eswatini of its recorded import of textiles from the DPRK worth of 14,000
USD in March 2020. Eswatini responded that it will transmit the requested information

Fiji: Fiji acknowledged the receipt of the Panel’s enquiry.

[ Imports ]
lron
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)

September 2017 Fiji DPRK 72 42,000
October 2017 Fiji DPRK 72 28,000
May 2018 Fiji DPRK 72 80,000
June 2018 Fiji DPRK 72 109,000
July 2018 Fiji DPRK 72 93,000
September 2018 Fiji DPRK 72 158,000
October 2018 Fiji DPRK 72 141,000
December 2018 Fiji DPRK 72 493,000
January 2019 Fiji DPRK 72 28,000
March 2019 Fiji DPRK 72 191,000
April 2019 Fiji DPRK 72 15,000
May 2019 Fiji DPRK 72 226,000
June 2019 Fiji DPRK 72 181,000
August 2019 Fiji DPRK 72 56,000
September 2019 Fiji DPRK 72 43,000
October 2019 Fiji DPRK 72 80,000
November 2019 Fiji DPRK 72 165,000
December 2019 Fiji DPRK 72 119,000

" Applicable resolution: Resolution 2397 (2017), paragraph 6.

8 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft
models and types: An-24R/RV, An-148-100B, 11-18D, 11-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).

9 Applicable resolution: Resolution 2371 (2017), paragraph 9.
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January 2020 Fiji DPRK 72 125,000
February 2020 Fiji DPRK 72 308,000
Source: ITC Trade Map
Textiles &
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
November 2018 Fiji DPRK 55 15,000
January 2019 Fiji DPRK 55 43,000
February 2019 Fiji DPRK 55 99,000
March 2019 Fiji DPRK 55 28,000
April 2019 Fiji DPRK 55 49,000
May 2019 Fiji DPRK 55 38,000
June 2019 Fiji DPRK 55 144,000
July 2019 Fiji DPRK 55 90,000
August 2019 Fiji DPRK 55 74,000
October 2019 Fiji DPRK 55 142,000
Source: ITC Trade Map
Machinery &
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2018 Fiji DPRK 84 32,000
May 2018 Fiji DPRK 84 192,000
June 2018 Fiji DPRK 84 21,000
November 2018 Fiji DPRK 84 13,000
February 2019 Fiji DPRK 84 18,000
April 2019 Fiji DPRK 84 10,000
February 2020 Fiji DPRK 84 13,000
Source: ITC Trade Map
Electrical equipment &
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
October 2019 Fiji DPRK 85 26,000
Source: ITC Trade Map
Vessels 8
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
November 2019 Fiji DPRK 89 3,367,000

Source: ITC Trade Map

[ Exports ]

Industrial machinery 8

80 Applicable resolution:
81 Applicable resolution:
82 Applicable resolution:
8 Applicable resolution:
84 Applicable resolution:

Resolution 2375 (2017), paragraph 16.

Resolution 2397 (2017), paragraph 6.

Resolution 2397 (2017), paragraph 6.

Resolution 2397 (2017), paragraph 6.

Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts

needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft

models and types: An-24R/RV, An-148-100B, 11-18D, 11-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).

21-01647
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DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
August 2019 Fiji DPRK 84 41,000
Source: ITC Trade Map
Metals 8°
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2018 Fiji DPRK 72 54,000
May 2018 Fiji DPRK 72 64,000
June 2018 Fiji DPRK 72 64,000
July 2018 Fiji DPRK 72 25,000
Source: ITC Trade Map
Germany: The Panel has yet to receive a reply.
[ Imports ]
Textiles®®
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
January 2020 Germany DPRK 61 13,000
February 2020 Germany DPRK 61 15,000
March 2020 Germany DPRK 61 39,000
April 2020 Germany DPRK 61 19,000
June 2020 Germany DPRK 61 62,000
September 2020 Germany DPRK 61 37,000

Source: ITC Trade Map

Ghana: The Panel received one reply for two inquiries to Ghana. In its first reply, Ghana shared the result of its
own enquiry which sufficiently showed the absence of prohibited trade with the DPRK. The Panel has yet to
receive a reply for its second inquiry.

[ Imports ]

Iron and iron ore &

DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2020 Ghana DPRK 72-73 43,000
Source: Global Trade Atlas
Seafood 8
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
03,
May 2020 Ghana DPRK 1603- 158,000
1605

Source: Global Trade Atlas

8 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft
models and types: An-24R/RV, An-148-100B, 11-18D, 11-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).

8 Applicable resolution: Resolution 2375 (2017), paragraph 16.

87 Applicable resolution: Resolution 2371 (2017), paragraph 8.

8 Applicable resolution: Resolution 2371 (2017), paragraph 9.
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Textiles &
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
May 2020 Ghana DPRK 50-63 17,000
Source: Global Trade Atlas
Machinery
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2020 Ghana DPRK 84 12,000
May 2020 Ghana DPRK 84 34,000
Source: Global Trade Atlas
Earth and stone
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2020 Ghana DPRK 25 1,519,000
Source: Global Trade Atlas
Guyana: The Panel has yet to receive a reply.
lron %
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
December 2018 Guyana DPRK 73 17,000
January 2019 Guyana DPRK 73 23,000
Source: ITC Trade Map
Machinery®
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
March 2018 Guyana DPRK 84 161,000
April 2018 Guyana DPRK 84 35,000
June 2018 Guyana DPRK 84 103,000
August 2018 Guyana DPRK 84 22,000
December 2018 Guyana DPRK 84 69,000
January 2019 Guyana DPRK 84 154,000
February 2019 Guyana DPRK 84 77,000
March 2019 Guyana DPRK 84 88,000
April 2019 Guyana DPRK 84 29,000
May 2019 Guyana DPRK 84 20,000
June 2019 Guyana DPRK 84 51,000
July 2019 Guyana DPRK 84 26,000
August 2019 Guyana DPRK 84 20,000
September 2019 Guyana DPRK 84 32,000
October 2019 Guyana DPRK 84 30,000

8 Applicable resolution:
9% Applicable resolution:
9 Applicable resolution:
92 Applicable resolution:
9 Applicable resolution:

21-01647

Resolution 2375 (2017), paragraph 16.
Resolution 2397 (2017), paragraph 6.
Resolution 2397 (2017), paragraph 6.
Resolution 2371 (2017), paragraph 8.
Resolution 2397 (2017), paragraph 6.
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December 2019 Guyana DPRK 84 279,000
February 2020 Guyana DPRK 84 31,000
May 2020 Guyana DPRK 84 21,000

Source: ITC Trade Map

Electrical equipment %

DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
December 2018 Guyana DPRK 85 17,000
March 2019 Guyana DPRK 85 14,000

Source: ITC Trade Map

Earth and stone %

DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
March 2019 Guyana DPRK 25 18,000

Source: ITC Trade Map

[ Export ]
Metals °
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
November 2019 Guyana DPRK 72 18,000
December 2019 Guyana DPRK 72 21,000
January 2020 Guyana DPRK 72 27,000

Source: ITC Trade Map

Honduras: The Panel has yet to receive a reply.

[ Imports ]
Machinery ¥
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
October 2019 Honduras DPRK 84 34,000
November 2019 Honduras DPRK 84 41,000
December 2019 Honduras DPRK 84 49,000
January 2020 Honduras DPRK 84 33,000

Source: Global Trade Atlas

Electrical equipment %

Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
November 2019 Honduras DPRK 85 46,000
January 2020 Honduras DPRK 85 38,000

Source: Global Trade Atlas

% Applicable resolution: Resolution 2397 (2017), paragraph 6.

% Applicable resolution: Resolution 2397 (2017), paragraph 6.

% Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft
models and types: An-24R/RV, An-148-100B, 11-18D, 11-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).

97 Applicable resolution: Resolution 2397 (2017), paragraph 6.

% Ibid.
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India: The Panel made two inquires to India, first for the period between May and December 2019, and the
second for the period between January and July 2020. In this period, India recorded imports of zinc, iron
and steel products, textiles, electrical equipment, machinery, and food and agricultural products with total
value of 1,364,000 USD. It also recorded exports of industrial machinery, iron and metals and vehicles with
total value of 339,000 USD.

To both inquiries, India replied without original documents or other pertinent details that “after careful
checks, we have found that there were no exports to or imports from DPRK” of prohibited items for both
periods. %°

Indonesia: Indonesia stated that while it imported 164,000 USD worth of zinc from the DPRK in January
2020, UNSCR 2321 (2016) did not prohibit “the procurement of the specific abovementioned HS codes”,
in this case HS 79 and HS 2608. 1

Zinc 1%
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
January 2020 Indonesia DPRK 79 164,000

Source: ITC Trade Map

Italy: The Panel enquired Italy of its recorded export of metals (HS 72-83) to the DPRK in March 2020.
Italy replied that “following investigations into the databank of the Italian Agency for Customs and
Monopolies, no corresponding export of items, as indicated by the UN Panel of Experts, has emerged” but
will keep the Panel informed of “any new, further details that may emerge.”

Kenya: The Panel has yet to receive a reply.

[ Imports ]
Machinery 102
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
July 2020 Kenya DPRK 84 92,000
August 2020 Kenya DPRK 84 96,000

Source: Global Trade Atlas

Kyrgyzstan: Kyrgyzstan replied that its State Customs Service found the recorded import of machinery from
the DPRK in June 2020 was due to an inaccurate entry of the country of origin code, and this technical error
has been corrected in its Unified Automated System.

Mauritius: Mauritius replied that “no transaction has been effected between Mauritius and the DPRK”
concerning its recorded imports of iron in June 2019 and of machinery in February 2020 from the DPRK.
Mauritius further stated that “[a]n error was made in the Mauritius Customs Management System (CMS)
which has been duly amended.”

9 See part 1 of this Annex.

120 On the HS codes and the methodology the Panel uses for the monitoring purpose, see section 1 of this Annex.
101 Applicable resolution: Resolution 2321 (2016), paragraph 28.

102 Applicable resolution: Resolution 2397 (2017), paragraph 6.
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Mozambigque: The Panel has yet to receive a reply from Mozambique.

[ Imports ]
Zinc 10
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2020 Mozambique DPRK 79 117,000
May 2020 Mozambique DPRK 79 104,000
Source: ITC Trade Map
Seafood 1%
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
September 2020 Mozambique DPRK 03 56,000
Source: ITC Trade Map
Textiles 10°
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2020 Mozambique DPRK 63 25,000
June 2020 Mozambique DPRK 55 42,000
Source: ITC Trade Map
Machinery 106
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
September 2020 Mozambique DPRK 84 10,000
Source: ITC Trade Map
Electrical equipment %7
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
September 2020 Mozambique DPRK 85 10,000
Source: ITC Trade Map
[ Exports ]
Metals®®
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2020 Mozambique DPRK 78 350,000

Source: ITC Trade Map

103 Applicable resolution: Resolution 2321 (2016), paragraph 28..

104 Applicable resolution: Resolution 2371 (2017), paragraph 9.

105 Applicable resolution: Resolution 2375 (2017), paragraph 16.

106 Applicable resolution: Resolution 2397 (2017), paragraph 6.

107 Applicable resolution: Resolution 2397 (2017), paragraph 6.

198 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare
parts needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following
aircraft models and types: An-24R/RV, An-148-100B, 11-18D, I1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).
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Nigeria: The Panel has yet to receive a reply.

[ Imports ]
Iron 1%°
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2018 Nigeria DPRK 72,73 19,000
May 2019 Nigeria DPRK 72,73 21,000
Source: Global Trade Atlas
Textiles 110
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2018 Nigeria DPRK 50-63 28,000
June 2018 Nigeria DPRK 50-63 18,000
August 2018 Nigeria DPRK 50-63 18,000
November 2018 Nigeria DPRK 50-63 10,000
April 2020 Nigeria DPRK 50-63 31,000
June 2020 Nigeria DPRK 50-63 64,000
Source: Global Trade Atlas
Machinery !
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
February 2018 Nigeria DPRK 84 26,000
March 2018 Nigeria DPRK 84 54,000
April 2018 Nigeria DPRK 84 136,000
January 2019 Nigeria DPRK 84 56,000
April 2019 Nigeria DPRK 84 20,000
July 2019 Nigeria DPRK 84 18,000
December 2019 Nigeria DPRK 84 63,000
January 2020 Nigeria DPRK 84 142,000
February 2020 Nigeria DPRK 84 25,000
March 2020 Nigeria DPRK 84 15,000
April 2020 Nigeria DPRK 84 131,000
June 2020 Nigeria DPRK 84 90,000
Source: Global Trade Atlas
Electrical equipment *?
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
July 2018 Nigeria DPRK 85 20,000
August 2018 Nigeria DPRK 85 11,000
October 2018 Nigeria DPRK 85 10,000
December 2018 Nigeria DPRK 85 10,000
April 2019 Nigeria DPRK 85 15,000
April 2020 Nigeria DPRK 85 109,000
June 2020 Nigeria DPRK 85 37,000

Source: Global Trade Atlas

109 Applicable resolution: Resolution 2371 (2017), paragraph 8.
110 Applicable resolution: Resolution 2375 (2017), paragraph 16.
11 Applicable resolution: Resolution 2397 (2017), paragraph 6.
112 Applicable resolution: Resolution 2397 (2017), paragraph 6.
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Agricultural products *3

DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
January 2019 Nigeria DPRK 7,8,12 11,000
Source: Global Trade Atlas
[ Exports ]
Metals'4
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
July 2019 Nigeria DPRK 74 310,000
August 2019 Nigeria DPRK 76 279,000

Source: Global Trade Atlas

North Macedonia: North Macedonia replied that its recorded imports from the DPRK of iron, machinery and

electrical equipment between 2018 and 2020 were “due to the technical error on all Customs declarations”, and
indicated its willingness to provide the digital copies of relevant customs declarations.

Pakistan: The Panel made two inquiries to Pakistan, first for the period between September 2019 and March

2020, and the second for the period between June 2017 and July 2020.

In its first reply, Pakistan shared the result of its own enquiry which unequivocally showed the absence of
prohibited trade with the DPRK using original documentation.

The Panel has yet to receive a reply for its second inquiry.

[ Imports ]
Copper %
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
October 2017 Pakistan DPRK 74, 2603 21,000
January 2018 Pakistan DPRK 74, 2603 10,000
March 2018 Pakistan DPRK 74, 2603 83,000
Source: Global Trade Atlas
Zinc 11
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
June 2017 Pakistan DPRK 79, 2608 13,000
June 2018 Pakistan DPRK 79, 2608 276,000
Source: Global Trade Atlas
Iron 1Y/
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
September 2017 Pakistan DPRK 72,73 2,292,000
October 2017 Pakistan DPRK 72,73 49,000

113 Applicable resolution: Resolution 2397 (2017), paragraph 6.

114 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare
parts needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following
aircraft models and types: An-24R/RV, An-148-100B, 11-18D, I1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).

115 Applicable resolution: Resolution 2321 (2016), paragraph 28.

116 Applicable resolution: Resolution 2321 (2016), paragraph 28.

17 Applicable resolution: Resolution 2371 (2017), paragraph 9.
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November 2017 Pakistan DPRK 72,73 376,000
December 2017 Pakistan DPRK 72,73 21,000
January 2018 Pakistan DPRK 72,73 45,000
February 2018 Pakistan DPRK 72,73 63,000
March 2018 Pakistan DPRK 72,73 412,000
April 2018 Pakistan DPRK 72,73 10,000
May 2018 Pakistan DPRK 72,73 95,000
June 2018 Pakistan DPRK 72,73 56,000
July 2018 Pakistan DPRK 72,73 145,000
August 2018 Pakistan DPRK 72,73 78,000
September 2018 Pakistan DPRK 72,73 59,000
November 2018 Pakistan DPRK 72,73 15,000
July 2019 Pakistan DPRK 72,73 30,000
July 2020 Pakistan DPRK 72,73 27,000
Source: Global Trade Atlas
Textiles 18
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
March 2018 Pakistan DPRK 50-63 20,000
April 2018 Pakistan DPRK 50-63 44,000
June 2018 Pakistan DPRK 50-63 19,000
July 2018 Pakistan DPRK 50-63 83,000
August 2018 Pakistan DPRK 50-63 42,000
September 2018 Pakistan DPRK 50-63 54,000
October 2018 Pakistan DPRK 50-63 287,000
December 2018 Pakistan DPRK 50-63 30,000
May 2019 Pakistan DPRK 50-63 29,000
January 2020 Pakistan DPRK 50-63 21,000
Source: Global Trade Atlas
Machinery
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
February 2018 Pakistan DPRK 84 88,000
March 2018 Pakistan DPRK 84 61,000
April 2018 Pakistan DPRK 84 145,000
May 2018 Pakistan DPRK 84 38,000
June 2018 Pakistan DPRK 84 244,000
July 2018 Pakistan DPRK 84 140,000
August 2018 Pakistan DPRK 84 161,000
September 2018 Pakistan DPRK 84 108,000
October 2018 Pakistan DPRK 84 15,000
November 2018 Pakistan DPRK 84 19,000
February 2019 Pakistan DPRK 84 26,000
Source: Global Trade Atlas
Electrical equipment 12
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
February 2018 Pakistan DPRK 85 34,000

118 Applicable resolution: Resolution 2375 (2017), paragraph 16.
119 Applicable resolution: Resolution 2397 (2017), paragraph 6.
120 Applicable resolution: Resolution 2397 (2017), paragraph 6.

21-01647
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March 2018 Pakistan DPRK 85 32,000
April 2018 Pakistan DPRK 85 12,000
May 2018 Pakistan DPRK 85 130,000
June 2018 Pakistan DPRK 85 25,000
October 2018 Pakistan DPRK 85 16,000
Source: Global Trade Atlas
Agricultural products *?
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
March 2018 Pakistan DPRK 7,8,12 16,000
September 2018 Pakistan DPRK 7,8,12 40,000
October 2018 Pakistan DPRK 7,8,12 16,000

Source: Global Trade Atlas

Russian Federation: The Panel made two inquiries to the Russian Federation, first for the period between
September 2019 and March 2020, and the second for the period between June 2017 and July 2020. The
Russian Federation replied to both.

In its first reply, the Russian Federation stated that all ‘imports’ from the DPRK were delivered from
countries other than the DPRK, and the country of origin was the ROK. All ‘exports’ to the DPRK, are
"covered by the exclusions provided for in paragraph 7 of Security Council resolution 2397 (2017) on the Democratic
People's Republic of Korea (spare parts needed to maintain the safe operation of commercial civilian passenger
aircraft of the Democratic People's Republic of Korea), paragraph 22 of that resolution (goods needed by the Embassy
of the Russian Federation in the Democratic People's Republic of Korea) or paragraph 18 of Council resolution 2375
(2017) (concerning the Russian Federation-Democratic People’s Republic of Korea Rajin-Khasan port and rail
project).”

In its second reply, the Russian Federation provided full details of the exports to the DPRK, stating that all of them
are “covered by exemptions provided for in Security Council resolutions.” It also confirmed the statistical data
provided by the ITC were accurate. (See Annex T3)

Senegal: The Panel has yet to receive a reply.

[ Imports ]
lron 122
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
September 2020 Senegal DPRK 72-73 269,000
Source: Global Trade Atlas
Textiles 23
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
September 2020 Senegal DPRK 50-63 12,000
Source: Global Trade Atlas
Machinery 24
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
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October 2019 Senegal DPRK 84 210,000
March 2020 Senegal DPRK 84 28,000
May 2020 Senegal DPRK 84 11,000
Source: Global Trade Atlas
Electrical equipment 2°
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
December 2019 Senegal DPRK 85 22,000
Source: Global Trade Atlas
Wood %6
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2019 Senegal DPRK 44 10,000

Source: Global Trade Atlas

South Africa: The Panel inquired South Africa of its recorded import of electrical equipment from the DPRK

worth of 480,000 USD in September 2020. South Africa replied that it would respond in due course.

Spain: The Panel has yet to receive a reply.

[ Imports ]

Machinery 1?7

DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
April 2020 Spain DPRK 84 404,000

Source: ITC Trade Map

Sweden: Sweden replied that its competent authorities confirmed that the recorded import of electrical equipment
in September 2020 refers to an import from Japan, not from the DPRK. Sweden informed that it was caused by
the importer’s mistake, and its authorities now rectified the matter.

United Kingdom: The Panel made two inquiries to the UK for recorded import of machinery in November 2019,
and trade of electrical equipment between April and September 2020.

In its first reply, the UK explained in full detail that the trade was with the USA, not the DPRK. In its second
reply, the UK clarified that both imports and exports were conducted with the ROK as a part of routine trade.

Uruguay: The Panel has yet to receive a reply.
[ Imports ]

Electrical equipment 12
REPORTING
DATE COUNTRY

PARTNER HS
COUNTRY CODE

APPROXIMATE
VALUE (USD)

125 pgigblicable resolution: Resolution 2397 (2017), paragraph 6.
128 Applicable resolution: Resolution 2391 (2017), paragraph 8.
123 Applicable resolution: Resolution 239% (2017), paragraph 6.
128 Applicable resolution: Resolution 2397 (2017), paragraph 6.
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May 2020 Uruguay DPRK 85 18,000
June 2020 Uruguay DPRK 85 21,000
July 2020 Uruguay DPRK 85 13,000
Source: Global Trade Atlas
Venezuela: The Panel hast yet to receive a reply.
[ Imports ]
Textiles 12°
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
October 2019 Venezuela DPRK 50-63 54,000
November 2019 Venezuela DPRK 50-63 23,000
Source: Global Trade Atlas
Electrical Equipment 30
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
August 2019 Venezuela DPRK 85 53,000
October 2019 Venezuela DPRK 85 15,000
Source: Global Trade Atlas
Machinery 3!
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
August 2019 Venezuela DPRK 84 57,000
October 2019 Venezuela DPRK 84 189,000
Source: Global Trade Atlas
[ Exports ]
Iron, steel, and other metals (HS 72-83) 32
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
October 2019 Venezuela DPRK 72-83 44,000
Source: Global Trade Atlas
Zambia: The Panel hast yet to receive a reply.
[ Imports ]
Zinc 33
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
September 2019 Zambia DPRK 79 351,000

Source: ITC Trade Map

129 Applicable resolution: Resolution 2375 (2017), paragraph 16.

130 Applicable resolution: Resolution 2397 (2017), paragraph 6.

131 Applicable resolution: Resolution 2397 (2017), paragraph 6.

132 Applicable resolution: Resolution 2397 (2017), paragraph 7. Exemption: shall not apply with respect to the provision of spare
parts needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following
aircraft models and types: An-24R/RV, An-148-100B, 11-18D, 11-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).

133 Applicable resolution: Resolution 2321 (2016), paragraph 28.
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Textiles 134
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
June 2018 Zambia DPRK 63 95,000
July 2018 Zambia DPRK 55 12,000
September 2018 Zambia DPRK 63 28,000
September 2018 Zambia DPRK 55 71,000
December 2018 Zambia DPRK 55 75,000
June 2019 Zambia DPRK 56 16,000
Source: ITC Trade Map
Machinery 35
Date REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
August 2018 Zambia DPRK 84 18,985,000
Source: ITC Trade Map
Electrical equipment 36
DATE REPORTING PARTNER HS APPROXIMATE
COUNTRY COUNTRY CODE VALUE (USD)
December 2019 Zambia DPRK 85 42,000

Source: ITC Trade Map

134 Applicable resolution: Resolution 2375 (2017), paragraph 16.
135 Applicable resolution: Resolution 2397 (2017), paragraph 6.
136 Applicable resolution: Resolution 2397 (2017), paragraph 6.
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Annex 42: Reply from the Russian Federation on the Panel’s inquiry to the recorded
trade with the DPRK, April — September 2020

Translated from Russian

In response to the request for information from the Coordinator of the Panel of Experts on the
Democratic People’s Republic of Korea of the Security Council Committee established pursuant to
resolution 1718 (2006) contained in note OC.326, we should like to transmit the following table
provided by the Federal Customs Service of Russia containing data on the export of goods subject

to sanctions from Russia to the Democratic People’s Republic of Korea in the period from April to
September 2020.

The goods in question were listed in two customs declarations and are covered by the
exemptions provided for in Security Council resolutions. Specifically, paragraph 22 of Security
Council resolution 2397 (2017) provides for deliveries to the Embassy of the Russian Federation in
the Democratic People’s Republic of Korea and paragraph 7 of the same resolution provides for

deliveries of spare parts for civilian passenger aircraft.

The shipments were accompanied by a permit from the Russian Federation Commission on
Export Controls which was provided to the customs authorities. Customs inspections (screenings)
were conducted.

The statistical data provided by the International Trade Centre are accurate in this case.
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Table 1: Industrial machinery (HS 84-85)
cC Value Decl Recipient/ Goods Authoriz | Custom | Note
FEA (in aratio ationof | s
EAEC | thousan n No. the inspecti
gg'i?ym ds of Russian on
dollars) Federatio | (screeni
group
code n | ng
Commiss
ionon
Export
Controls

1 2 3 4 5 6 7 8
April | 84 25 1071605 | Embassy of the Russian Federation/ Concrete mixers Inspecte | Security
2020 o/ for construction mixtures, firefighting handline d Council

170420/ | spray nozzle, firefighting valve, butterfly valve, resolution
00 check valve, mechanical presses, drain pumps, gate 2397 (201
09766 valves, ball valves, sprayers, filters, air vents, 7) of
. . - 22 Decem
thermostatic valves, sets of mechanical hydraulic ber 2017
tools and pneumatic tools, tools with built-in electric para. 22 '
motors, grinders
85 67 1071605 | Embassy of the Russian Federation / Transformers, Inspecte | Security
0/ cables for distribution of electricity, emergency d Council
170420/ | signalling devices, inductors, distribution panels, resolution
00 contactor (soft starter), heat guns, automatic 2397 (201
09766 switches, apparatus for switching or protecting 7) of
electric circuits, plugs and sockets, transformers, 22 Decem
insulating fittings, other switches, incandescent ber 2017,
lamp-holders, wires and cables with insulated para. 22
conductors
Augu | 84 776 1070207 | Air Koryo / TA-12-60 auxiliary power unit (gas | No. Inspecte | Security
st 0/ turbine), used, repaired; hydraulic jacks and hoists; | 271/20- d Council
2020 10820/0 | metered hand pumps, jacks and hoists for servicing | ST20 of resolution
185728 | TU-204-100B and TU-204-300 civilian aircraft 12 March 2397
2020 (2017) of
22
December
2017, para.
7
Table 2: Transportation vehicles (HS 87)

1 2 3 4 5 6 7 8
August | 87 34 10702070 | Air Koryo/ For the maintenance of TU-204- | No. 271/2 | Inspect | Security Council
2020 /1 100B and TU-204-300 civilian aircraft: coupling | 0-ST20 ed resolution 2397

10820/01 | and towing device - tow bar, manual rolling | of (2017) of 22
85728 transportation device - tilt-back tire changer) 12 March December 2017,
2020 para. 7
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Table 3: Metals (HS 73-83)
April 73 13 10716050 | Embassy of the Russian Federation/ Other Inspect | Security Council
2020 / stamped ferrous metal products (couplings, ed resolution
170420/0 | pressure heads, fittings, tees, bends, thermal 2397 (2017) of
009766 clips, elbows and bends, brackets, flanges, 22 December 20
stainless steel pipes, threaded ferrous metal 17, para. 22
products (dowels and nails)
74 6 10716050 | Embassy of the Russian Federation/ Couplings, Inspect | Security Council
/ fittings, air vent, mounting sleeves, adapters, tees ed resolution
170420/0 | and threaded pipe fittings 2397 (2017) of
009766 22 December 20
17, para. 22
76 13 10716050 Embassy of the Russian Federation/ Heating Inspect | Security Council
/ radiators, aluminium foil, aluminium window ed resolution
170420/0 | profiles and aluminium structures 2397 (2017) of
009766 22 December 20
17, para. 22
82 3 10716050 | Embassy of the Russian Federation/ Press jaws, Inspect | Security Council
/ extensions, vises, circular saw blades, putty ed resolution
170420/0 | knives, hand tools for masons, moulders, 2397 (2017) of
009766 | concrete workers, plasterers and painters 22 December 20
17, para. 22
83 2 1071605 | Embassy of the Russian Federation / Electrodes Inspect | Security Council
0/ ed resolution
170420/0 2397 (2017) of
009766 22 December 20
17, para. 22
August | 73 43 1070207 | Air Koryo/ Spare parts for the maintenance of | No. 271/20 | Inspect | Security Council
2020 0/ TU-204-100B and TU-204-300 civilian aircraft | -ST20 of ed resolution 2397
110820/0 | (plugs for wheel bearings and brackets) 12 March (2017) of 22
185728 2020 December 2017,
para. 7
82 10 1070207 | Air Koryo/ Hand tools and spare parts for the | No. 271/20 | Inspect | Security Council
o/ maintenance of TU-204-100B and TU-204-300 | -ST20 of ed resolution 2397
110820/0 | civilian aircraft (handheld non-adjustable | 12 March (2017) of 22
1 wrenches, lug wrenches and interchangeable 2020 December 2017,
85728 wrench heads) para. 7
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Annex 43: Reply from Cambodia to the Panel’s enquiry

KINGDOM OF CAMBODIA

NATION - RELIGION - KING

PERMANENT MISSION
TO THE UNITED NATIONS

No. PMC/UN/021/21

The Permanent Mission of the Kingdom of Cambodia to the United Nations
presents its compliments to the UN Security Council's Panel of Experts and, further to
its Note Verbale No. PMC/UN/015/21 dated 15 [anuary 2021 in response to
communication (No.S/AC49/2020/PE/0C.461) dated 21 December 2020 from Mr.

, Coordinator of the Pane! of Experts established pursuant to UN
Security Council Resolution 1874 (2009), has the honour to convey to the 1718
Committee and to the Panel of Experts the results of the investigations carried out
by the Royal Government of Cambodiainto the dacumentary “The Mole:
Undercover in North Korea".

The Permanent Mission of the Kingdom of Cambodia to the United Nations
avails itself of this opportunity to renew to the UN Security Council’s Panel of Experts
Established Pursuant to Resolution 1874 [2009) the assurances of its highest
consideration

New York, 3 February 2021

il
United Nations Security Council

New York

o toe

-

Coordinator of the Panel of Experts established
pursuant to UN Security Coundl Resolution 1874(2009)

United Nations Security Counct]

21-01647

327 East S8 Street, New York, NY 10022 Pheetes {212) 336 0777 Fax: (212) 759 7672
Emant cambodia®unans  Webster batpo) www cambodiaun org
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Information regarding the documentary “The Meale: Undercover In North Konea®

with reference te the Letter No: 5/aC.482020PEDC.461 of Mr /(D . 1
Coordinator of the Fanel of Experts established pursuant o Securly Council Resalulion
1874 (2003), dated 21 December 2020 regarding the Panals request for assistance on
irvesligations arising from the documentary “The Moke: Undercover in Morth Horea™ which
was broadeasted by the BBC in a senies of 2 episodes, one of which shows what appears
o be an armn deal discussion partally Simed at two locations in Phnom Penn, Camboda,
the Royal Gowemment of Cambodia Fas camied cut a8 thorough inveatigation with the
resulis as follows:

Based on the review of the sbove documentary, Cambodian experts identiisd bwo
locations which were filmad in Phinom Penh, Cambodia, including:
1. The Bale Phmom Penh Resort: The place whers the North Koreans steyed and
negobated the price of weapons,
2. 911 Cyclone Shooling Range: The place where the Morth Korsan group wenl
to test weapons,
Result of Investigation and Location VeriScation
1. The Bale Phnom Penh Resort: Address: Matioral Road 6, Bhdge 8, Sangkal Bak
Fheng, Khan Chroy Changwa, Fhoom Penh.

b According to the manager (GG - Germany | of The Bale
Freom Penh Resort, the discussion shown in the documantany cartainly toox
piace in Tha Bale Phnom Panh Resort.

2. 811 Kamibal Shoofing Range: Addrass: Taphem Yillage, Kambal Distnict, Phnom Peni,
wiech iz contralled by the Farachute Special Brigade Commeand 911,

* Tha 811 Shooting Rangs = apan 1o the public for weapons traming and k& stricthy

przhibited trorn armE fratlicking.
3. Characters in the documentary:

= Jim Mefedi Latracks Cwortrup | Played as James in the Documentarny )

Gender; Male

21-01647
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Date of Birth: 06 / July / 1972
Nationality: Danvsh
» Jim Mehd Latracho Guvortrup entered Cambodia on Apri 21, 2019 {(LGE71
Bangkok-Phnom Penh) and left Cambodia on April 25, 2019 (MI605
Phnom Penh-Singapore ).
* HEINE KAARSBERG ( Accompanying Jim Mehda Latrache Quortiup )
Gender: Male
Date of Birth: 29 / August / 1962
Nationaiity: Danish
» Both paople stayed at The Bale Phnom Penh Resort in Rooms 21 and 22
from Apri 21, 2019 and left on April 25, 2019.

Conclusion:

The production of the above documentary aims to attack North Korea,
Cambodia experts did not identify any sgns related to the amms trace in Camboda,

« The production of the above documentary video does not have clear basis and evidence

that corroborate the arms frade since the production of this documentary s imaginative,
fichional and appaaling o the audience 10 eam Money of 107 other purposes,

Plans:

Continue to cooperate In researching and identifying targets as required.

- Pay attention 1o monitoring activities related 1o the Begal arms trade (inchuding through

21-01647

social media) and take eflecive repressive measures.

Pape 2
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Annex 44: Reply from Nigeria to the Panel’s enquiry

4 5% , PERMANENT MISSION OF NIGERIA TO THE UNITED NATIONS

e 828 SECOND AVENLU
L ) | & V' ') .
fed NEW YORK. N Y. 10017
= | O TELEPHONE: (212 953-9130
s FAX: (212) 697-1970)
Ref No: PMN/DPR/15 November 4, 2020
1.E D

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Your Excellency,

REPORT OF THE FEDERAL REPUBLIC OF NIGERIA ON THE
INFORMATION REQUESTED IN RESPECT OF MR. HONG SUNG SU

We wish to refer to your letter with ref. No: 8/AC.49/2020/PE/OC.76 of May
27, 2020 on the alleged presence of Mr, Hong Yong Su, a national of the
Democratic People’s Republic of Korea (DPRK) in Nigeria, in January 2020,

2. We wish to note that the Nigeria Immigration Service (N1S] has no record
of Mr. Hong Yong Su in its database and that investigations have revealed that

the Hackungean Trading Corporation is neither domiciled nor operational in
Nigeria.

A Pleage sceept, Excellency, the assurances of my highest congideration.

- ../"--.

‘ Y — :_-_,:-)_:_’/7_. - '.;;/'.;--"" 7

- —

Ambassador Samson. S. ltegboje

Deputy Permanent Representative
Permanent Mission of Nigeria to the United Nations.

268/421
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Annex 45: Reply from Russian Federation to the Panel’s enquiry

Translated from Russian

0C.227

In September 2016, Mr. Pak Zen Un, a representative of Sonkwang, the North Korean foreign
trade company, illegally purchased a batch of spare parts for MIG-29 aircraft from citizens of the Russian
Federation, Vladimir Vyacheslavovich Lyubishin and Konstantin Viktorovich Moskal, with the intent of

smuggling them to North Korea with Mr. Lyubishin’s assistance.

However, in November 2016, while they were in Budapest on business, Mr. Lyubishin and his son
Vladimir were detained by the Hungarian authorities, at the request of the Department of Justice of the
United States of America, on charges of smuggling weapons and trafficking drugs to the United States.
The United States was adamant that the Russian nationals should be extradited as quickly as possible to
the United States for judicial inquiry. The Drug Enforcement Agency of the United States had initiated

criminal proceedings.

In June 2017, the Investigative Department of the Federal Security Service of the Russian
Federation initiated criminal proceedings against the elder Mr. Lyubishin for planning to smuggle military

equipment to the Democratic People’s Republic of Korea.

The Investigative Committee of the Russian Federation initiated concurrent criminal proceedings
against the younger Mr. Lyubishin under article 222 of the Russian Criminal Code (illegal acquisition,
transfer, sale, storage, transportation or possession of weapons), which was closed in February 2020 in

view of the absence of corpus delicti in the defendant’s actions.

Having reviewed the documents in these criminal cases, the Prosecutor General’s Office of the
Russian Federation submitted a request to the Ministry of Justice of Hungary seeking the extradition of the

defendants to Russia.

On 10 August 2018, the Minister of Justice of Hungary approved the transfer of both the father

and the son to Russia.

In September 2019, the Nagatinsky district court of Moscow found the elder Mr. Lyubishin guilty

under article 30 (1) and article 226.1 (1) of the Criminal Code of the Russian Federation and sentenced him
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to one year and six months in prison. Mr. Lyubishin pleaded guilty and provided testimony incriminating

Mr. Zen Un Park in the organization of the illegal shipment of Russian-made military equipment abroad.

Mr. Moskal, who together with the elder Mr. Lyubishin participated in illegal activities on behalf
of Mr. Park Zen Un, was not present for the transaction that took place in September 2016; he had been
imprisoned following prosecution by the Federal Security Service in connection with a different incident

involving criminal activity.

Original: Russian

0C.227.

B centsiope 2016 r. nmpeacTaBuTeb CEBEPOKOPEHCKON BHEITHETOPTOBOM KOMITaHUH «SOnkwang»
Ilak 3en YH He3akoHHO mnpuobpen y rpaxman Poccwiickoit ®enepanun JlroOummua Bramnmupa
BsiuecnaBoBrua u Mockanst KoncrantuHa BuktopoBrua napTuro 3amacHbIX yacTen ayia camosieroB MUT -
29, xoropeie ¢ momomipio JlroOummuaa B.B. HamepeBaics KOHTpaOaHAHBIM CIIOCOOOM BBHIBE3TH B
Cegepnytro Kopero.

Opnaxo B HOs10Ope 2016 r. JIrooumua B.B. u ero cbiH Bnagnmup BragumupoBud, BeIEXaBIIHe M0
YacTHOMY Jielly B bynameinr, Obutn 3ajepaHbl BiacTasMu Benrpuu no npencrasienuto Muntocra CLIA
3a OpraHW3aIMI0 KOHTpabaHABl OpYXHs W ydacTue B oOecrieueHun Hapkorpaduka B CLIA. TIpu sTom
aMeprKaHCKasg CTOpOHAa HacTauBala Ha cKopewmied skcrpaauimu poccussH B CLIA mns mpoBeneHus
cyneOHOTo paccieaoBanus. UHUIIMATOPOM yTOJIOBHOTO TipeciieioBaHus BeICTyio ArentctBo CIIA mo
060pb0e ¢ HAPKOTUKAMH.

B urone 2017 r. CriencrennbiM ynpasienuem ©CB Poccun B oTHomennu JIroOuImHa—cTapiero
OBUTO BO30YKIIEHO YTOJIOBHOE JIENO 1O (aKkTy NMPUTOTOBICHHUS K KOHTpaOaHJIHOMY BBIBO3Y MPOIYKIIUU
BoeHHoTo HazHaueHus B KH/IP.

OpnnoBpemenno ClieZIcTBEHHBIM KoMuTeToM Poccuiickoii denepaiiuu B oTHomeHuH JIroOuImaa—
MIIaiero Obulo BO30YXXIEHO yrojoBHoe aeio mo c1.222 YK Poccun (He3akoHHOe mpHOOpeTeHue,
nepezaaya, cObIT, XpaHEeHHE, IEPEBO3Ka WIIM HOLIEHUE OPYXKHUSL...), KoTopoe B ¢eBpaie 2020 r. mpexparieHo
B CBSI3U C OTCYTCTBHEM B JICHCTBUAX (PUTYypaHTa COCTaBa NPECTYIICHHUS.

Ha ocHoBanuM MarepuasnoB yKa3aHHBIX YIOJOBHBIX Aen I'eHnpokypaTypa Poccuu Hampasuia B
Munroct Benrpuu 3anpoc 06 sxcTpanuiuy GUrypasnToB yrojJoBHBIX e B Poccuto.

10 aBrycta 2018 r. MUHUCTp IOCTHUIIMHM BEHIpuu NpUHSIT NOJIO0KHUTEIBHOE PEIIEHNE O Mepefaye
JItoOMIIMHBIX POCCUICKOM CTOpOHE.

B cenrsa6pe 2019 r. npurosopom Haratunckoro paiionHoro cyna r.Mocksbl JIFoOMIIMH—CTapIIunii
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ObUI IPU3HAH BUHOBHBIM B COBEPIICHUH NPECTYIUICHUS, peaycMoTpeHHoro 4.1 ¢1.30 mu.1 c1.226.1 YK
Poccuu 1 mpuroBOpeH K MUIIEHHIO cBOOOIb CpoKoM Ha 1 ron u 6 mecsiues. Coto Buny Jlrooummx B.B.
MPU3HAN U Jall ToKa3aHus, n3oonuuatomue [lak 3eH YHa B oprannsanuy He3aKOHHOM MMOCTaBKU 33 pyOesk
W3/ BOCHHOTO Ha3HAYCHUS! POCCUIICKOTO MMPON3BOJICTBA.

Mockane K.B., koTopblii coBMecTHO ¢ JIFOOMIIMHBIM—CTapIIUM MNpPUHUMAT YYacTHE B
MPOTUBO3aKOHHOW JesTenbHOCTH B HMHTepecax Ilak 3en YHa, B centsiOpe 2016 r. Ha chenke He
MPUCYTCTBOBAN B CBSI3H C ero npusieueHueM opranamu @CB Poccnu k yronoBHON OTBETCTBEHHOCTH 110
JIpyroMy 3TH30Y MPECTYMHON NesITeIbHOCTH, B paMKaxX KOTOPOrO OH U ObLI MIPUTOBOPEH K JIMIICHHUIO

CcBOOOIBI.
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Annex 46: Reply from Hungary to the Panel’s enquiry

Permanent Mission of Humgany to the TUnited Nations

Mo, 122320 XNHUPMMEW

Fef, Mo SOAC 49200 PR 228

Blew Yark, 11 Movembser 3020

Excellency,

The Permanemt Bission of Hungary 0 the Unifed Nations has the homour to submit to ihe
Coordinaior of ihe Panel of Experis established pursuant to Security Council Resolution 1874
(20097 ilse :nﬁ:-rma.l;mn rexquaired by t'he Fanel in il letter -n-l" 18 EEpl-tmbq:r Il'.'[.:.'l'.l Fuﬂlﬁrmm 1|:'r|:

deadlime for &ubnmlum the required information,

H.E. M= Esnalin Annnmd
Ambassador, Permanent Re

His Excellency QD

Coordinator
Panel of Experts established pursuant to Security Council Resolution 1874 {2009}

New York

Attachmenr: HUPM - DPREK Pal - answers

127 Eaan 57 Serowd, Mew Yook, MY L2 T D Q212 TREOR0A Fae: 21237555355 E-mall: ngaryeronsiimds gos
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1. Azyimformation anhbuwﬂoummnm“
bmphwym&nmdcmmm'uum

embargoed equipment;

Hungary possesses neither any mloanaton on the reoent cases that bave not beea publicly
repociod 2o an asessnent of cwtest DPRK efforts to peocure embargoed equipment.

2. The sutheaticicy of che abovementioned media report in rezpect of che referemces
to maatters concerning Hungary and itz competent authorities;

Ihe Prosecutor General's Office of the Russian Foderation subomatiod an extraditson request
for the extraditson of Viediowr LYUBISHIN St 27 Sepocmaber 2017 foe cnimuesal offences
with nubitary steans and servioes acoarding 1o the Humganas Criminal Code.

According %0 the facts of the case, Viadimir LYUBISHIN Sr. was part of a coosparatocy
group, whech plassed o smuggle oubitary nems from the Russan Federatioa 1o the
Democratsc People’s Republic of Kocea.

Ihe Budupest Capital Regional Court has established in its final decision dated 27 June,
2018, that the kgal conditioons foe the extradition of Viadime LYUBISHIN Sr. are met foc
all offences described in the request.

Ihe Minister of Justice has ondered the extradition of Viedimir LYUBISHIN Sr. 10 the
Russaan Federation based upon the fisal decsson of the Budupest Capital Regicoal Court.

Ihe extmadition of Visdimir LYUBISHIN St to the Russian Federation ook place o 10
August 2018,

Viedimir LYUBISHIN Jr. was also extradised to the Russian Federatioa oo the same day
based upon an extradition roguest foc different offences.

and Viia history concerming Alr. Lyubizkin and hiz zom (of the :ame name), the
process and resule of the caze;

Hungary possesses no mfoamation oo e specific circumstances of thes case.

4. Liscof all che itemas chat Alr. Lyubizkiz and Alr. Mozkal intended to :muggle to che
mﬂnwmﬁrm“mm-ﬂ-sum

maceriel;
Hungary possesses no further mfoomation oo the tems that Viadinwr LYUBISHIN Se. and

Mr. MOSKAL imtended to smuggle %0 the DPRK coanpared with the list referred 10 the
sbonvementioned modia ropoct.

S. Isformaton o= suy fimancial tramsacton: (including date, amount and method of

payment) relaced to thiz caze and bank sccousmt mformation asnd tramifer
information of relevant individuals betweea 2015 to 2017;
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. 5
Hungary possesses no mformation oa any financial transacsons, bank account mformation
and transfer information relased 50 both of this case and relevant esdividuals.

6. The content: of any imvestization report, with documentation;
Hungary possesses 0o infoamation oo 9w oontents of any v esti@ation repoet.

7. The legal document:s (judgment, semtence, verdict or court order) and tche
extraditon agreement betwees Hungary and the Ruiiian Federstion relaciag to
Ihe exaditon proceedings of Viedimir LYUBISHIN Sr. oand hes son. Viedonir

LYUBISHIN Jr. to the Russan Fedention was conducted in acoordance with the Euwropean
Coavention oo Extradition and the Humganan satwoaal laws referming 1o extraditaon.

In light of this, the court may decide oa the fulfilment of the conditioas for extradition oc on
the grounds for refusing extradition, and subsequently, oo the basis of the ooet's decssion,
the Minisser of Justioe docades oo the iswae of the extradition.

Ihe kegal coadimon for the extradition ace the followng:

- Article 2 (1) of the European Conveation on Extradition: “Extradition shall be granted
in respect of offences punishable under the iavis of the requesting Party and of the

régueried Party 5y deprivation of lidberty or wurnder o detention cvder for o mazimum
period of at leart one year or by @ move severe penaity. Wherd a comiction and prison
s¢ntence have occwrred or a detention orddr kasr Secn made in the territory of the

réguerting Farty, the punishment awarded must kave Seen for a peried of at least four
months.

< Artcle 14 of S Furopean Coavention oo Extradition:
“I. & periom who has bedn extradited shall not be procceded against, sentenced or
detained with & view Lo the carring cut ¢f a sentence or detention order for amy offemce
comeminted pricr b0 kis surrender other than that for whick ke was extradited, ner shall
ke b¢ for any other reciom rextvicted in his periomal fraedom, excdpt in the follewing
cases.

a) When the Party which rurrendered kim comients. A regquest for consent 2hall be
submutted, accompanied by the documents mentioned in Article 12 and a legal record
of amy snatemant made 5y the extradited person in respect of the offence concerned.

Consent 2hall be given when the offence for whick it is requested is iself rubject to
extradition in accerdance with the provisien of this Comvention,

b} viken that person, having kad an epportunity to léave the territory of the Party o
which he kar deen surrendered, has not done 20 within 42 days of kiz final discharge,
or has returned o that térritory afier leaving it

2. The regqucsting Party may, howdwdr, take any méasurds neccasary fo rdmond the

peraon frem its lerritory, Or &y MeQrurer nécdszary under ity law, including
prececdings by defauls to prevent any legal affects of lapae of tima.
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3. Phen the description of the cffence charged is aliered in the ceurse of proceedings,
the extradited periem shall only be proceeded against or 2enténced in 20 for a3 the
offence wnder its new description is shewin by its constituent elements to be an offence
which would aliew extradition ™

Hunganan Act No XXXV of 1996 ca uternational legal assestance @ criminal
matters:

a) and b) subparagraph of Arucle 5 (1)

Article 11 (1)

Artcle 11 ¢2)

Arntcle 12

Arntcle 14

Anticle 14°A

000 00D

On the basis of the iternatsonal and natonal laws, kgal conditives foc the extradition were
aalyzed by the Budapest Capital Regsonal Cowrt through s investigation. Theretoce, the
Budapest Capital Regiooal Cowet bas not examined the extradiion in substance. and
evidentiary procedure was not been conduciod, as well,

§. Cooperation, if any, between the competent suthorities in Hungary and any other
countries in thiz case.

Ihese was no cooperaton between Hungary and sy other UN Member State in this case.
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Annex 47: Reply from Venezuela to the Panel’s enquiry

(SobderTR it Perrrasse. 2o b Fapibliics
Balrsanarso e i . [izd-nimr =a "V ares am aris
[ =] e e I Ard zecarean Erizsricran hHnricnan Lincan - Rasss Yok

Mo, DDO19E

The Permnanaent Mizgsion of the Bollvanan Republic of Venszuala to the United Matons
presents s compliments o the distinguished Panel of Expers established pursuant o
Councll Resolution 1874 (2009} in the opporunity of refering o the laliers Notes
Varbales Mo, SAC492019PENDC 113 and SAC 492020FPEMDC_ 1486, dated 24 Oclober
2019 and 12 June 2020, respectively.

At the outsst, the Permmamnant Mission of e Bolivaran Republic of Venezuela o the
United Mations would like o siress twes (03] pointa:

1. The Bolivardan Republic of Venaerssla & & responsible mermber of the intematonal
cormimiunity that has abaays meat e intematonal legal obligations, incuding those
deriving from the Charter of the United Mationz, incuding those refemad o matiers
of inemationsl peaca and sacurity, undear Chapier Vil

2. The Bolvarian Republc of Venszusala, as an independant State, has the sosersign
rght to engage In and develop friendly relations and cooperation with amy other
State it so decides, In line with one of the fundemental purposses of the Unitad
Mations.

3. The Bolvaran Republic of Vemnazruela | fully seare and respectiul of the messures
imposad by viree of relevant resclutions of the Secunty Councll of the United
Mations on the Democratic People’s Republic of Korea, which are legally binding
by wirtbue of relevant provigions of the Cherter of the United Mations.

in light of Sw above and in pafticular reference o the communicatons
shovaemantoned, the Permanent Mission of the Bolhvarian Republic of Venszusls o the
United Mations sdvizes hareby et the vsitof membears of e Mationsl Constiiuent Azssmbly
of e Bolivaran Republic of Venemesla and the Uinited Socialist Party of Venezuala (FSUV,
in Spanish) to B Democratic People's Republic of Korea, from 24-27 September 2018, was
of an exchesive poliical nature, at the vwvitation of the Worker's Party of HKorea, and with the
sole purpose of strengthening the ties of flendship bebsesen both nations, iIncduding amongst
itz political parties and parlaments.

Moreower, the Pemmanent Mission of e Bolivarien Republic of Venszuss o the
United Mations transmits s serous concam at e decigion of the Panel of Esxpeds
egtablished pursuant o Security Councll Resclution 1674 [(2009) to initlabe an official
Ivvestigation on the basis of informaton from “a media report”; emely, one single sourcs, as
can be concuded from the communication deted 24 October 2018 and = Annex, paticulardy
taking inbo account e fack that thane = 0o singls sgreameant betwean e Bollvaran Republic
of Veneassis and the Demccratic People’s Republic of Korea on miltary and technological

conperstion.

115 Emndt 48 Stoweat Marw Yo, WY $337 « Tabborer (335 S57-3088 = Fax (213 B5T-E58
Corres Eectrenns - min oy s esmame e gos o8 - [ Flpires e wets vl TS L 0 S SN
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Gobiermo Mo Parrranans 3e s Raputicas
Bolrvanano Mrsadery e Mocke Prascle Dolvntara “e s orwr mn arte
Ga Varnarucda | oo Retaciones Exteriores Naciones Usictas - Nusws Yark

This regretiul course of action, that resembles more an accusation, without any proof
and, Instead, based on mere spuricus and fabricated allegations, has allowed, perhaps
inadvertently, the instrumentalzati on of the Panel of Experts 0 attack a full Member State of
the United Nations, as is the Bolivarian Republic of Venezuela. For instance, this is most
recently demonstrated by the way in which intemational media has reported n recent days
the previous communications from the Panel of Experts to the Permanent Mission of the
Bolivarian Republic of Venezuela to the United Nations and which, despite being of a non-
public nature, were still leaked 1o the press and are being used for palitical purposes, as part
of propaganda campaigns against Venezuela.

In addition, while the Permanent Mission of the Bollvarian Republic of Venezuela to
the United Nations understands the mandate and scope of the work of the Panel of Experts
established pursuant to Security Councl Resolution 1874 (2009), it stresses that the Panel
of Experts must ensure at all imes compliance with due diligence and respect for the equal
protection of nghts. Sources must be rigorously corroborated and allegations must be duly
verified, in order to avoid the Initiation of a state of permanent suspicion and accusations
against any country — including Venezuela -, without actually presenting any proofs. The
contrary would then require constant responses o never ending accusations or media reports
that have no backing, and which shal be an undesired practice.

Furthemmore, the Permanent Mission of the Bolivaran Republic of Venezuela 10 the
United Nations respectfully suggests the Panel of Experts established pursuant to Security
Council Resolution 1874 (2009), for future reference, 10 provide concrete evidence and/or
indication, onus proband, that may certainly lead It to either suspect or concdude that the
Bolivarian Republic of Venezuela has or is incurring in violations of the sanctions regime
imposed by the Security Councll of the United Nations on the Democratic People’'s Republic
of Korea, in order to ensure that it can respond accordingly, insofar as the queries of the
Panel of Experts are duly substantiated and/or from serous sources.

The Permanent Mission of the Bolivarian Republic of Venezuela to the United Nations
presents avalls itself of this opportunity 10 renew o the distinguished Panel of Expents
established pursuant to Security Council Resolution 1874 (2009) the assurances of its highest
esteem and consideration.

Cooranator, Panel of Experts established pursuant to
Security Council Resolution 1874 (2009)
New York.-

205 Cant 40> Shwmat. Now Yok, NY 50017 « Taliiona: (312) 5572008 « Fax (212) 2872220
Carme Cactrince mBorve s Svanarisinon o8 w « PAgINA Nl wew w ez umiscre. g% we
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Annex 48: Reply from Yemen to the Panel’s enquiry

PERMANENT MISSION OF THE R
REPUBLIC OF YEMEN SN 59
TO THE UMITED BATIONS

4135 EAST 511 STREET
HEW TORK, MY, 10022
TEL: £12-165-1730
FEo: H2-Tel-00 3

AW

Eef. ROY f060/820

20 Anpust 2020

Excellency,

In reply to yomr letters dated 22 November 2019 with  reference
(S/AC 49/2019/PE/OC 193), with repard to the Panel of Experts establiched Pursaant to
Secmrity Coundl Resohwion 1874 (2009) to gather, sxamine and amalyse informotion
regarding the implementation of measures fnpossd on Democratic People’s Republic of
Korea (DPRE) by Secnity Coundl Reschtions 1718 (2006), 1874 (2009), 2087 (2013), 2094
{2013}, 2270 (2016), 2321 (2016) and 2356 (2017), 2371 (2017), 2375 (2017), and 2397 (2017,
in partioalar indidents of non-complianice.

And with regard to your letters, the first was concerning the ongoing investipation of
a cooperation project with the DPREK defence industry, for which Major General Zalearia
Yabya Al-Shawni simed 2 letter inviting two delegations from the DFRK to meet in Damasons.
The second was concerning ongoing investisation of a project deal invabving Mr. Naif Abined
Al-Clanis who sipned a protocol with a Jyrian anoc dealer, Mr. Husein Al-AL, 1o Damascns
for the sapply of military equipment. Please be advised that the so-called Zakaria Yalna Al-
Shami is fmpersonating the position of “Chief of Defense staff”. He is an affiliate of the
Houthi militia and does not represent the (zovernment of Yemen in amy capacity, therefore,
kis actions and attemopts to establish military cooperation with The Democatic People's
Republic of Kovea (DPRK) are 2 dear vickxtion of Seourity Council reschations of DPRE, a=
well as reschations on arms embarpo of Yemen, n particalar, resolution 2216 (2015). These
attemapts ave part of a wide array of efforts led by the Houthic and Iran; and are aimed at
sapplying the Honthiz with weapens.

The so-called Maif Al-Oanic was appointed by the Houthi nilitia ac their ambaszador
to Damazcus, Syria, following the Syrian regime's violstion of the Vienna Comvention on
Diplomatic Relations and handing over the Yemeni Embasy in Damosons to the
representative of the Houthi militia in a agrant vioktion of interootional resclations. The
embaszzy m Damnrcons and the so-called Al-Otanic do not represent the Government of the

278/421

21-01647



$/2021/211

Republic of Yemen. Further, the actions of Al-Qanis, including the signing of a protocol with
a Syrian arms dealer called “Hussein Al-Ali" in order to import military equipment into
Yemen, are in clear violation of the Security Council resolutions of DPRK, as well as

resolutions related to the arms embargo on Yemen, in particular resolution 2216 (2015).

The Government of Yemen recommends that the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009) to share with the Panel of Experts
established pursuant to Security Council Resolution 2140 (2014) any information related to
the aforementioned individuals or any other representatives of the Houthi militia in order to
enable the effective tracking of the sources of the weapons used by the Houthis to prolong
the conflict and target civilian objects in Yemen and Saudi Arabia.

Please accept, the assurance of my highest consideration.

]
Coordinator of the Panel of Experts established

Pursuant to Security Council Resolution 1874 (2009)
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Annex 49: Several previously reported cases related to the Democratic Republic of the
Congo (DRC), Eritrea and Myanmar

Democratic Republic of the Congo

The Panel continued its investigation into the involvement of the Democratic People’s Republic of Korea in
gold mining in the Democratic Republic of the Congo, and the provision of military training and arms sales
by the Democratic People’s Republic of Korea to the Presidential Guard of the Democratic Republic of the
Congo (see S/2019/171, para. 68). The Panel wrote to Fouad Dakhlallah, who is suspected of violating Sec-
urity Council resolutions by engaging with nationals of the Democratic People’s Republic of Korea who
were either working on behalf of entities designated by the Security Council or had been previously reported
as being involved in prohibited arms-related activities in Africa and the Middle East (see S/2019/171, para.
67 and S/2020/151, para.104). The Panel has requested information from the Democratic Republic of the
Congo on the above cases. The Panel has not yet received a reply to its enquiry from the DRC.

Eritrea

The Panel continued its investigation into arms-related cooperation between the Democratic People’s Repub-
lic of Korea and Eritrea. Eritech Computer Assembly & Communication Technology PLC (also known as
Eritech or Etech), “operated by the Eritrean Defence Forces” and co-located with “Asha Golgol Military
Technical Centre”, was identified as a recipient of arms and related materiel from Glocom, a company of the
Democratic People’s Republic of Korea supplying military communications equipment (see S/2018/171, para.
91, S/2019/171, para. 70, and S/2020/151, para. 105). The Panel also continued to investigate Kim Kwang
Rim, a national of the Democratic People’s Republic of Korea whom the Panel had previously reported to
be the representative of the Green Pine Associated Corporation in Eritrea. Eritrea has not provided substan-
tive information in its responses to the Panel’s repeated enquiries. The panel continues to ask Eritrea for
further clarifications. To its further clarifications and enquiry, the Panel has not yet received a reply from
Eritrea.

Myanmar

The Panel repeated its earlier request for documentation and other information concerning matters involving
military cooperation between Myanmar and the Democratic People’s Republic of Korea, including ballistic
missile cooperation since October 2006, as well as evidence of the return of technicians from Myanmar and
the Democratic People’s Republic of Korea to their respective home countries (see S/2019/171, para. 78 and
S/2020/151, para.110). The Panel has not received a response on these matters. The Panel has not received
a response on these matters.
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Annex 50: Essentra

Following the announcement on 16 July 2020 of a deferred prosecution agreement between Essen-
tra FZE Company Limited and the US Department of Justice relating to sales to the DPRK of
compo-nents used in the manufacture of cigarettes, the Panel wrote to Essentra who cooperated
with the Panel. The Panel is continuing its enquiries and has written to entities in several Member
States concerning potential violations of UN sanctions.

https://www.justice.gov/opa/pr/essentra-fze-admits-north-korean-sanctions-and-fraud-violations-
agrees-pay-fine
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Annex 51: Cash and Gold Smuggling by DPRK nationals in the Islamic Republic of
Iran between Iran and the United Arab Emirates

Smuggling gold and cash could be in violation of multiple sanctions measures stipulated in relevant
resolutions including:

Paragraph 11 of resolution 2094 (2013) prohibited transfer of financial assets, including bulk cash,
to and from the DPRK, which could contribute to the DPRK’s nuclear and ballistic missile
programmes, or other activities prohibited by relevant resolutions. Paragraph 14 of resolution 2094
(2013) clarifies that all States shall apply the measures set forth in paragraph 11 of this resolution
to transfers of cash, including through cash couriers, transiting to and from the DPRK.

Paragraph 37 of resolution 2270 (2016) clarifies that all States shall apply the measures set forth in
paragraph 11 of resolution 2094 (2013) to transfers of gold, including through gold couriers,
transiting to and from the DPRK.

Furthermore, although the Panel is still investigating the route of the transfer of gold, it notes that
paragraph 30 of resolution 2270 (2016) prohibits the supply, selling or transfer of gold, regardless
of whether it is directly or indirectly, from the DPRK territory or by DPRK nationals.

Concerning the three Iranian individuals who are suspected of involvement in the DPRK gold and
cash smuggling between Tehran and the airport of Dubai'®’, the United Arab Emirates informed the
Panel that as of October 2020, these three Iranians were residing in Dubai. According to a Member
State, the nationals of the Democratic People’s Republic of Korea involved in the smuggling often
travelled using Emirates Airline. Since 2019, the Panel has been requesting information from the
airline but has not yet to receive a substantive response.

The Member State assesses two nationals of the Democratic People’s Republic of Korea, Pak Sin
Hyok and Ri Kuk Myong, both in the Economic and Commercial Section of the Embassy of the
Democratic People’s Republic of Korea in Tehran, as being current participants in this smuggling.
The Member State further informed the Panel of multiple nationals of the Democratic People’s
Republic of Korea, including a former diplomat.%

Source: The Panel

187 Mr. Mohammad Hussain Mehrchian, Mr. Mohsen Hussain Fahad and Mr. Heidar Saheb Faraji Dana.
138 5/2020/151, para. 108, Annex 26.

282/421 21-01647



S/2021/211

Annex 52: On advertisement or display of prohibited items, Mansudae Art Studio and
its artwork

Relevant UN security council resolutions obligate Member States to prevent the DPRK from generating or
acquiring revenue to support its WMD program. To this end, the Committee and Security Council designates
entities and individuals that are engaged in or provide support for DPRK’s nuclear-related, other WMD and
ballistic missile-related programmes. The designated entities are subject to the asset freeze pursuant to para-
graph 8(d) of resolution 1718 (2006).

DPRK’s Mansudae Overseas Project Group of Companies (a.k.a Mansudae Art Studio, hereafter “Man-
sudae”) was designated for the assets freeze pursuant to paragraph 8(d) of resolution 1718 (2006) in 2017
(see annex 11, resolution 2371 (2017)). Mansudae work, to include statues and artwork available from their
studio, are subject to the asset freeze by Member States pursuant to paragraph 8 (d) of resolution 1718 (2016).
Also, the artwork potentially available at Mansudae Art Studio includes statues. The procurement of statues
was prohibited in November 2016, pursuant to the resolution 2321 (2016), prior to the designation of Man-
sudae Art Studio in August 2017.

Paragraph 8(d) of resolution 1718 (2016) further requires Member States to ensure that any funds, financial
assets or economic resources are prevented from being made available by their nationals or any persons or
entities within their territories, to or for the benefit of designated individuals, entities, or persons or entities
acting on behalf of or at their direction. Paragraph 12 of resolution 2270 (2016) affirms that “economic
resources” as referred to in paragraph 8(d) of resolution 1718 and prohibited to be transferred to the desig-
nated entities includes “assets of every kind, whether tangible or intangible, movable and immovable, actual
or potential, which potentially may be used to obtain funds, goods, and services.”

The Panel has previously highlighted the potential risks of showcasing prohibited items. The Democratic
People’s Republic of Korea’s parades that showcase its tanks, ballistic missiles, and conventional arm, for
example, also promote the country’s illicit military sales that generate revenue (see para 203, S/2020/151).
Similarly, the DPRK may directly or indirectly benefit from the advertisement or showcasing of prohibited
artwork or statues, which ultimately support Mansudae’s overseas operations. The Panel is investigating the
activity of Mansudae overseas. It previously investigated the exhibition and advertisement of Mansudae art-
work, as well as purchase and transfer of Mansudae artworks by the visitors to the studio (see S/2020/840,
paras. 102, 103, S/2020/151, paras. 102, 103, S/2019/171 para.95). Furthermore, individuals or organizations
that facilitate the sale of prohibited artwork or statues would be subject to the relevant provisions of the
Security Council resolutions (e.g. asset freeze or seizure).

Source: The Panel
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Annex 53: Website of Chugai Travel Co. Ltd. 1%

(1) Advertisement of tailored Korean ethnic dress during tours in Pyongyang

TOP > MWEX > A—F-FaTU. BIPETO—RE

A-A—F3aTU, BAETO—E%=

_ ;_m;w pit

" D, GETERCEERRTRIASEN TR,
V. EFRMID & D3 WA iR
NWZADERFTREL ZHBBLL.
SACIRDITSOFRMIIZEV D,

Source: Website of Chugai Travel Co. Ltd. (accessed 25 December 2020)

138 Address: 7-2-6, Ueno, Taitoku, Tokyo, Japan. According to the website of the General Association of Korean Residents. in Japan
(TEBAEREE A4E#S<S) | this company is listed as a " business organization” (At 2 H|) of the association. Chugai shares address
with other companies/organizations including the Korean Football Association in Japan.
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(2) Chugai Travel as general agency of Air Koryo!4? and Korean International Travel Company!#
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Welcome to Chugai Travel
Japanese General Agency of Korea International Travel Company and Air Koryo

Source: Website of Chugai Travel Co. Ltd. (accessed 25 December 2020)

140 The Panel continues to investigate links between the DPRK military and Air Koryo, noting the absence of boundaries between the
Korean People’s Army Air Force and Air Koryo as well as the role of Air Koryo in incidents of non-compliance with the relevant

sanctions.

141 KITC is controlled by the National Tourism Administration (in Korean: = 7t2t&& ).
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Annex 54: Article on Mansudae Art Studio (excerpt) on Young Pioneer Tours!#?
Website

Mansudae Art Studio

Mansudae Art Studio

VISITING MANSUDAE ART STUDIO

Guess what? You can totally visit. On a great deal of our tours, so long as it’s arranged beforehand, it’s entirely possible to
visit the studio yourself! Much of it is inaccessible unfortunately, but it’s entirely possible to tour the outsides, see some
magnificent works, buy a few for yourself and if you’'re very lucky, even get to see some of the artists at work and ask a

few questions! You don’t get much closer to the action than this without being a Korean yourself.

For those packing a lot of cash, the studio also offers large ornate pieces that likely won’t fit in a suitcase. Luckily, that’s

no problem because the studio offers an exclusive postal service to help ship it overseas. For a fee, naturally, but if you've

gone so far as to buy one of those huge works, why not go the distance?

IF YOU’D LIKE TO VISIT FOR YOURSELF, CHECK OUT

OUR TOUR LISTINGS AND SEE WHICH ONES OFFER IT!

IF YOU CAN’T FIND ONE THAT SUITS YOU, FEEL FREE
TO TRY AN INDEPENDENT TOUR INSTEAD!

Source: Website of Young Pioneer Tour (accessed 30 December 2020); square was added by the
Panel.

142 Address listed on the reply to the Panel: Leahkena Home, Taphul Road, Siem Reap, Cambodia.
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Annex 55: Website and reply of Koryo Studio*?

(1) Advertisement on Koryo Studio website

@ KORYO STUDIO Artworks for sale Exhibitions Publications Films Blog About Koryo Studio Contact 2

North Korean Art
Koryo Studio commissions with DPRK artists

Our goal is to commission North Korean art rather than buy from the DPRK (North
Korean) Art Studios. As a collaboration with Koryo Studio the artists develop a brief that
differs from repetitive themed works their studios dictate. It frees them from the
limitations of the DPRK art world and gives them more latitude to experiment. Due to
these opportunities, local artists constantly seek us out and pitch theirideas.Ina
system where copy work abounds, we make sure the commission process and artworks

are fully recorded. In certain commissions due to sensitivities not all information on the
artist will be made available. Our aim is to produce a limited selection of artworks to
collectors who want to be a part of North Korea’s contemporary art history.

Koryo Studio projects in collaboration with
international photographers
We work with a limited number of photographers who are prepared to inv&s®time in

photographing the country, and to create unique works not only of artistic value but
which also challenge and inform the viewer.

® KORYO STUDIO Artworks for sale Exhibitions Publications Films Blog About Koryo Studio Contact L

0il Paintings: Commissioned by Koryo Studio to support young artists in Pyongyang
and representing themes from sport, family, military, and more. These pieces are
not created through official channels so the work is signed by the artists’ pen names. A
variety of copy works and original compositions.

Size: 84 x 64 cm Size: 84 x64cm SOLD - Size: 84 x 64 cm Size: small Size: 94 x 64 cm Size: 81x 66 cm
Artist: N/A Artist: N/A Artist: N/A Artist: N/A Artist: N/A Artist: N/A
Price: 36601 140 EUR Price: 366-£0R 140 EUR Price: 366-£4R 140 EUR Price: 366-£4R 140 EUR Price: 486+ 200 EUR Price: 366-£0R 140 EUR
1D: OPOO1 ID: OP0O02 ID: OPO03 1D: OP004 |1D: OPOOS 1D: OPO06
Original composition Original composition student copywork Original composition Original composition Original composition
e se nececibo, o0

Source: Koryo Studio website, https://koryostudio.com/commissions/ (last accessed 17 December 2020).

Poster created in 2020

143 Address: No. 27 Bei San Li Tun Nan East Courtyard, Chaoyang District, Beijing, China. Formerly known as Pyongyang Art
Studio.
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Let's Wash Our Hands!

First commissioned North Korean poster depicting life
during COVID-19

Source: Koryo Studio Website, https://koryostudio.com/commissions/ (last cccessed 17 December 2020)
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Advertisement of the Mansudae artist’s artwork

Limited edition linocuts
depicting the iconic roles
of women in Korean

society

Limited edition linocuts from ‘The Spiritual Core of
Korea’ series

Source: Koryo Studio Website, https://koryostudio.com/commissions/ (last accessed 17 December 2020)

(2) Reply from Koryo Studio founder (excerpt)
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With regard to the artwork ‘Let’s Wash Our Hands’, | would like to inform the Panel that on
the 30™ June 2020 we sent out the following press release to clarify that it was painted by a
North Korean artist who was not affiliated with any North Korean entity and was no longer
living in North Korea:

As Koryo Studio director || o commissioned the piece,
from his North Korean artist contacts) put it, “When we realised that North

Koreans were being instructed on hygiene rules, we imagined that the message
would also be handed out. as it often 1s, through visual notices i the form of
propaganda posters. However, as North Korea was the first country to close
and it still remains inaccessible, we had no way of finding out what visual
imagery they would be using to prepare their citizens™.

Koryo Studio worked with the artist over email and it took a few weeks for us
to get the first sketch. By this time, the health emergency was global. We
asked the artist to add the year and he did so 1 such a way as to make 1t rather
stniking with *2020" looming behind the diligent hand-washing lady.

Again, we worked with the animation artist who is living in PR China (an employee of one of
animation studios in Pyongyang, absolutely no connection with Mansudae Art Studio).

The artists we have commissioned who were connected to Mansudae Art Studio are those
who worked on the Asia Pacific Triennial in 2009, I in 2015 and artist Hwang
In Jae, who died in 2015.

Source: The Panel
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Annex 56: Replies from Republic of Korea, K-Mecenat Network and Korean Fine Arts
(1)Reply from the Republic of Korea

The Republic of Korea provided the Panel with information concerning artwork exhibited at Odusan
Unification Observatory held in 2019 and 2020. According to the reply, “for the Odusan Unification
Observatory South/North Art Exhibition, artworks owned by K Mecenat Network and two ROK art
collectors were rented. In accordance to Article 16 and 17 of the Personal Information Protection
Act, information regarding the ROK art collectors is protected by law. Therefore, the names are
provided in an anonymous format.”

The Republic of Korea further stated “the artworks displayed at the exhibition are owned by the
organizer, K Mecenat Network and ROK collectors. Therefore, no contact, direct or indirect, was
made with DPRK nationals, including the Mansudae Overseas Project of Companies.” The Repub-
lic of Korea provided list of artworks exhibited in 2019 and 2020 at Odusan Unification Observa-
tory, stating “it is extremely difficult to verify the affiliation and job title of the DPRK artists con-
sidering the limitation of information due to the clandestine nature of DPRK.” The list of DPRK
artworks exhibited in 2019 includes the following: Kim Chung Hee, “Tiger in Mt. Baeksu” (uni-
dentified), Son U Yong (Sun Wu Young), “Ripening Autumn” (2006), Jung Chang Mo “Pomegran-
ate” (2007). The list of DPRK artworks exhibited in 2020 includes the following: Jung Chang Mo,
“Magnolia Sieboldii” (2008), Son U Yong (Sun Wu Young), “Mt. Geumgang” (2002), Hong Un
Seok, “Strong Prosperous, Cultural Country” (2019), “Bright Future of Homeland”(2019), and
“Dokdo” (2019).

The Republic of Korea further stated that “Among the artworks displayed at the Odusan Unification
Observatory South/North Art Exhibition, the alleged Mansudae Studio affiliated artists are Kim
Chung Hee, Jung Chang Mo, and Sun Wu Young. Owners of the displayed artworks, including K
Mecenat Network, purchased the artworks in the DPRK from 2010 to 2013.” And “after speculative
media reports named DPRK artist Hong Un Seok as a Mansudae Art Studio affiliate, the relevant
Korean authorities have tried to verify this information through various channels. So far, no such
affiliation has been confirmed.”
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(2) Reply from K-Mecenat Network#4

Response regarding the “Peace, the wind is coming”
South-North Exhibition

Exhibited artworks made in North Korea

o South Morth Exhibition was hosted by the Institute for Unification Education,
and organized by K Mecenat Metwork to promote inter-Korean reconciliation
and peace. Regarding the exhibited artworks made in Morth Korea, arbworks
owned by K Mecenat Metwork and artworks(rented) of 2 South Korean art
collectors were exhibited.

o Unfortunately, we do not have sufficient information to confirm the alleged
affiliation of the Morth Korean artists.

144 The artists reported to be displayed, and enquired regarding affilication to Mansudae include Jeong Chang Mo(& %t &2), Son
U Yong(M 2 &) and Hong Un Seok(Z-24) . Jeong Chang Mo and Son U Yong have been lisetd as Mansudae Art Studio
artits in other exhibitions held prior to the designation of Mansudae Art Studio. "London Korean Links, Mansudae Artists
to visit London from DPRK in November", https://londonkoreanlinks.net/2014/09/08/mansudae-artists-to-visit-london-

from-dprk-in-november/
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<North Korean artworks exhibited in 2019>

Year of
Artist Title
Production
Gil Jin Sub -
2%l Harvest F% 1940s
Lee Kwe Dae
X
213 Flower still life ® S8 1956
Kim Gi Man .
27|01 Yellow magnolia acuminata ®S 2! 1987
Kim Man Hyung People Swelling Melted Iron 1957
kg ] AE RE MBS
Kim Sang Jik A Kite at Cheong-bong 1996
ke gl 2|
Kim Sung Min Jaenggang Dance 2008
g4 28E
Kim Chung Hee Tiger in Mt. Baekdu :
tifi
aye s i B2l D—
Ryu Jung Bong | Sangpaldam Moonlight of Mt. Geumgang 2004
FUE Sd4i 48Ho g
Sunrise from Mt. Baekdu
Moon Hwa Chun Wi G AO| B £0) -
North 28E Yalu River upstream
Korean UEY 45
20 Sun Wu Young Ripening Autumn 2006
pleces) g9 wd2 8
Jung Young Hwa Mt. Geumgang 2010
493 s
Jung On Nyeo Nude
yey s< s
Jung Chang Mo £
P Pomegranate 4§ 2007
Choi Sung Ryong : e
1048 The First Snow R & 2006
Choi Jae Deok
2T Dissection 1% 1961
Choi Chang Sik o
8 A Still life HE 1969
Choi Jae Nam Road to Rungrado May Day Stadium 1997
g soE 513718 7l ¥
Han Sang lk Mt. Baekdu crater lake 1971
otatel WA M|
J Y
s R A pine tree in the winter @& 2017

e
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Regarding ownership information of the exhibited MNorth Korean
artworks

o artworks owned by K Mecenat Network and artworks(rented) of 2 South
Korean art collectors were exhibited.

Regarding alleged communication with Mansudae Art Studio

o We made no such contact with North Koreans nor entities of other countries for
the purpose of Odusan Unification Observatory South-Morth Art Exhibition.

Response to media's allegation

o The artworks of the alleged artists owned by K Mecenat Network and South
Korean art collectors were purchased in 5outh Korea prior to the UNSC North
Korea Sanction designation(2017). Their artworks were purchased in South
Korea between 2010-2013. Therefore, the artworks are not subject to the
UNSC sanctions.

o After the media reports on Hong Un Seck(2&4)s Mansudae Art Studio
affiliation, we have tried to check his affiliation in many ways. But no official

information has been confirmed regarding the alleged Mansudae Art Studio
affiliation.

Source: The Panel

(3) Reply from Korean Fine Arts Association

Concerning the two exhibitions held in 2018 and 2019 in which artwork of Kim Cheong Hee was displayed,
Korean Fine Arts Association (KFAA) replied that according to the staff who worked in 2018, the artworks
displayed in the exhibitions in 2018 and 2019 were leased for free of charge by collectors in the ROK (2018)
and China (2019) and has been returned to ROK collector or will be returned to China. KFAA also provided
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the list of artworks exhibited at the National Assembly in 2019. The list includes two artworks of Kim Chung
Hee. KFAA stated that according to the collector in China the two artworks exhibited in 2019 were both
produced in 2009. The Panel requested relevant document to support the statement.
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Annex: 57: Congo Aconde

Procurement of statues from the Democratic People’s Republic of Korea has been prohibited since 2016
pursuant to paragraph 29 of resolution 2321(2016).

Congo Aconde SARL, headed by Mr. Pak Hwa Song and Mr. Hwang Kil Su was involved in projects to
build several statues in the Lualaba and Haut-Lomami provinces, DRC, from 2018 to at least late 2019.
Based on the information seen by the Panel, the Panel considers Congo Aconde to be a front company for
the state-run Paekho Trading Company, which exports artwork including statues created by Paekho Art
Studio (Figure).

The Panel also notes the passport of Mr. Pak and Mr. Hwang were issued on 14 July 2014, which suggests
that they may have been active overseas since 2014 (Annex 79, 80). The Panel is investigating their overseas
activities before the establishment of the Congo Aconde. The Panel has not yet received reply from the
Democratic Republic of Congo. For detail of the case see finance section.

Figure : Congo Aconde’s letter head (top left), company’s seal (bottom left) appared on Request for
Surety Bond and certificate of Paekho Trading Corporation for artwork

NOMCN ROOADN!

Le Directeur Général
M. Pak Hwa Song

Source: The Panel
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KOREA PAEKHO TRADING CORPORATION
— PRODUCT INSPECTION COMMTTEE

EMRAUFFOLILIBAR BYA BT BWIE  Tel:00850-2-18111
Choogryu Mad dong, Taedonggang District, Pyongyang, DPRK  Fax:00850+2- 3814492

AEE3A

Certificate
A EH YA o
Prodct Name A summer of Hyangsan

A
Artist Name Kim Il Chan
aaE= 2008
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Annex 58: Reply from Romania

21-01647

o i PERMANENT MISSION OF ROMANIA

A TO THE UNITED NATIONS

The Ambassador,
Permanent Representative

No. 7519 New York, 19 November 2020
Dear Mr. Coordinator,

We are writing in reference to your letter no. S/AC.49/2020/PE/OC.20 concerning the
implementation of international sanctions imposed on the Democratic People’s Republic of Korea
(DPRK) in Romania, and in addition to our letter of 4 August 2020, we have the honor of providing
supplementary information.

According to the outcome of the investigations carried out by the Romanian competent authorities, 44
legal/natural persons entered into lease agreements with IMA PARTNERS SRL regarding the
building located at 28 — 36 Soseaua Nordului, 1** District, Bucharest.

Based on the above-mentioned lease agreements, during the period 1 January 2018 and 30 June 2020,
the rent collected by IMA PARTNERS SRL amounted to a total of 2.693.380 RON (approx. 653.700
USD), most of the money being wire transferred.

Further detailed information on the businesses and transactions operated in relation to the premises
are provided in the attached document.

Within the aforementioned reference interval, no transactions - neither cash, nor wire transfers - were
identified between IMA PARTNERS SRL and the DPRK Embassy. Furthermore, as we had
mentioned in our previous letter, according to the statements of the two parties, the lease agreement
concluded between IMA PARTNERS SRL and the DPRK Embassy was terminated as of 10.11.2017.
The company continues the sublease agreements in relation to the building, invoking a retention title
for investments made in the premises. The representative of the company declared in writing that no
payments had been made to the DPRK between 1 January 2018 and 30 June 2020.

Romania will continue to take all necessary measures aimed at ensuring an adequate application of
UNSC Resolutions. Moreover, we would like to express our availability to continue our close and
open cooperation with this Panel.

Please accept, Mr. Coordinator, the assurances of my highest consideration.

. Ion 1. Jinga

Annex: List of parties to lease agreements with IMA PARTNERS SRL

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)
United Nations

573577 3 Averue, New York. NY 10016
Phone: (212) 682-3273, (212)882-3274, Fax: (212) 682-9746
E-mai pewyork-oou@maz (0 hitpdimpnewyork mae.ro
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Annex 59: Excerpts from lease agreement and addendum between the Embassy of DPRK to
Romania and S.C. Ima Partners S.R.L.

This annex is confidential.
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Annex 60: Information on the sales of Mercedes vehicles to LS Logistica & Spedizioni SRL

For what concerns the relationship with LS, European informs the Panel that during 2018 Europ
sold to LS ITALIA three more Mercedes as indicated as follows:

Invoice Invoice

Vehicle Car Chassis Plate  N.Contr.  DateContr. No. Date  Delivery
WDD2221761A35648 | FNO35C | ' 03/04/1 |
| Mercedes S600 Guard s H 12117 | 2771217 | 20 8 | 13/02/18
; WDD2229801A35165 } 07/08/1
| Mercedes 650 MAYBACH | 5 FREIORD | 62/18 25/06/18 | aa 8| 10/12/18
' -
J WDD2229761A33335 | 26/09/1 |
| Mercedes S600 PULLMAN | 7 | FN144YT | 27/18 06/03/18 | a9 | 8 | 12/03/19

For these three Mercedes the Complaint of the Termination of Movement with PRA has been made
January 10, 2020.

Source : The Panel
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Annex 61: Images of Mercedes brand vehicles (Maybach Pullman W221, W221 restyling, S600
Landaulet) used by the DPRK leadership

.

Source : https://www.drve2.ru/c/471173169168777960/

300/421 21-01647


https://autoreview.ru/news/daimler-ne-v-kurse-gde-kim-chen-yn-vzyal-svoi-mersedesy
https://vladnews.ru/2019-04-24/150341/prezidentskiy_kortezh
https://www.drive2.ru/c/471173169168777960/

S/2021/211

Annex 62: Images of Lexus LX 570 vehicle used by Kim Jong Un (Agust 2020)

Source: KCTV
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Annex 63 : Reply Letter from Singapore

302/421

PERMANENT REPRESENTATIVE OF THE REPUBLIC OF SINGAPORE

15 September 2020

Coordinator
United Nations Security Council Panel of Experts established pursuant to
Resolution 1874 (2009)

[ write to inform you of the Singapore Government’s forfeiture of a
shipment of wine allegedly bound for the Democratic People’s Republic of Korea
(DPRK).

Singapore received information from a Member State in January
2020 concerning an allegedly DPRK-bound shipment of alcohol that transhipped
in Singapore from 7 to 10 January 2020. The shipment was held for checks while
in Singapore, and was scized by Singapore authorities on 31 January 2020.

According to the invoice and packing list submitted by the shipping
agent, the shipment of wine was supplied to Sangmyong General Trading
Corporation (“Sangmyong™). The hygiene certificate submitted by the shipping
agent identified Sangmyong as the importer. The Panel would recall that
Sangmyong had previously been identified as an entity that had actively violated
Japan’s ban on luxury goods trade with the DPRK in the Panel’s reports
$/2012/422 (2012) and S/2013/337 (2013). Sangmyong is also listed by the Dow
Jones Risk Center as an “entity fully owned by the OFAC comprehensively
sanctioned government of North Korea via the Korean Worker’s party™.

Under Regulation 5(a) of Singapore’s United Nations (Sanctions —
Democratic People’s Republic of Korea) Regulations 2010, “no person in
Singapore and no citizen of Singapore outside Singapore shall supply, sell or
transfer, directly or indirectly, any designated export item or designated luxury
item to any person in the DPRK, whether or not the item originated in Singapore™,

FUS ket 35t Street, New Vorle NY 10017, United States of America | T« P 2120826 05400 F 1 21250 820 2900 MELG N AE NN Lo
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Our authorities investigated the shipping agent for possible offences
committed under the laws of Singapore in relation to the seized shipment.
Following the completion of investigations, no offence was disclosed against the
shipping agent.

On 25 August 2020, our authorities obtained a court order under
Regulation 17(1) of the United Nations (Sanctions — Democratic People’s
Republic of Korea) Regulations 2010 for the shipment to be forfeited to the
Director-General of the Singapore Customs for disposal. The relevant court
documents related to the proceedings resulting in forfeiture are attached at Annex
for information. The forfeiture also fulfils the obligation of Member States under
Paragraph 20 of United Nations Security Council (UNSC) Resolution 2397
(2017) to seize and dispose of items the supply, sale, transfer, or export of which
is prohibited by the relevant UNSC Resolutions.

Singapore reiterates our commitment to upholding our obligations

under the relevant UNSC resolutions, and will continue to be of assistance to the
Panel where possible.

Yours sincerely,

BURHAN GAFOOR
Ambassador and Permanent Representative

Enc.
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304/421

5 ANNEX

APPLICATION PURSUANT TO REGULATION 17(1) OF THE UNITED
NATIONS (SANCTIONS -~ DEMOCRATIC PEOPLE’S REPUBLIC OF
KOREA) REGULATIONS 2010

Third Report of Deputy Chief Superintendent of Customs [N, nadc in
support of the application of the Attorney-General under Regulation 17(1) of the United
Nations (Sanctions - Democratic People’s Republic of Korea) Regulations 2010 (“UN
DPRK Regulations™), before the undersigned District Judge, State Courts of the
Republic of Singapore, on 25 August 2020.

Items seized vide Report/Case No.: C2003520/1P/01

2. Asstated in the First Report of DCSC [l filed on |1 August 2020 (the “First
Report™), Singapore Customs scized the following goods on 31 January 2020 in
exercise of its powers under Regulation 14A ol the UN DPRK Regulations read with
Sections 34 and 35 of the Criminal Procedure Code (Cap. 68) (“Seized Goods™):

(a) 1158 cases x 4 boxes x 3 litres of Dry Red Wine;

(b) 50 cases x 12 packets x | litre of Orange Juice;

() 25 cases x 12 packets x | litre of Summer Pine Juice;

(d) 25 cases x 12 packets x | litre of Medly of Fruit Juice;

(e) 49 cases x 12 packets x | litre of Mango Juice; and

() 25 cases x 12 packets x | litre of Secrets of the Valley Juice.

Reports in re Customs on 11 August 2020 and 21 August 2020
3. The background facts and outcome of Singapore Customs’ investigations are set
out in detail in the First Report. To ise, shipping dc ts revealed that

Sangmyong General Trading Corp ("SGTC”) was the client / receiver of the Seized
Goods. Koreca Sangmyong General Trading Corporation (also known to Singapore
Customs as SGTC) was flagged by the United Nations Panel of Experts as a “DPRK
end-user” in its 2013 Report' and its 2012 Report? for its involvement in the smuggling
of luxury goods into the DPRK.

4. As stated in the Second Report of DCSC [l filed on 21 August 2020 (the
“Sccond Report™), Singapore Customs gave notice of the application to five parties
that appeared to have an interest in the Seized Goods, pursuant to Regulation 17(3) of
the UN DPRK Regulations. As at 20 August 2020, two parties had indicated that they
would not be contesting the forfeiture of the Scized Goods. As at 25 August 2020, there

' Report of the Panel of Experts (5/2013/337).
? Report of the Panel of Experts (5/2012/422).
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was no response received from the remaining hree parties. Singapore Customs’
correspondence with the five parties are set out in detail in the Second Report.

Mention on 25 August 2020, at 10:00 am, Court 7A of the State Courts, Republic
of Singapore

5. State Counsc! [N - IER. o behall of the Attorney-
General of the Republic of Singapore, applied [or the forfeiture of the Seized Goods
under Regulation 17(1) of the UN DPRK Regulations. The Seized Goods were proved
to be designated export items (i.c. items listed in paragraph 2(a) to 2(1) above)® and
designated luxury items (i.c. items listed in paragraph 2(a) above)'. The Seized Goods
were also proved to be the subject of a contravention of Regulation 5(a) of the UN
DPRK Regulations which reads:

“A person in Singapore and no citizen of Singapore ouiside Singapore shall — (a) supply,
sell or fer, direcily or indircetly, any designated export item or designated luxury
item to any person in the Democratic People’s Republic of Korea, whether or not the item
originated in Singaporc”,

6. Upon the application of the Attorney-Gieneral, and upon reading the First and
Second Reports, the learned District Judge [N v2: satistied that forfeiture of
the Seized Goods under Regulation 17(1) of the UN DPRK Regulation was made out.

7. In view of the above, may 1 seck a court order for the Seized Goods to be forfeiled
to Singapore Customs, and either destroyed or otherwise dealt with.

B (DCSC)

Assistant Head
Trade Investigation Branch
Singapore Customs

Sfor Director-General of Singapore Customs

* Regulation of imports and Exports Regulations, Seventh Schedule [Prohibited imports from and exports to
(including transhipped goods and goods In transit originating from or bound for) country or territory, Third
Column, DPRE, (18] Any goods that are for the purposes of trade with any persan in the Democratic Peaple’s
Republic of Korea.

* Regulation of imports and Exports Regulations, Seventh Schedule (Prohibited imports from and exports to
{including transhipped goods and goods in transit originating from or bound for) country or territory, Third
Column, DPRK, (5)(t) wines and spirits,

Source: Member State
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Annex 64 : Reply from Singapore on SINSIMS

306/421

PERMANENT REPRESENTATIVE OF THE REPUBLIC OF SINGAPORE

20 January 2021

Coordinator
Panel of Experts
Security Council Resolution 1874 (2009)

I refer 1o your letter (S/AC.49/2019/PE/OC.102) dated 30 August 2019,
requesting information on SINSMS Pte Ltd (“SINSMS”) and related entities and
individuals; and Singapore’s reply to the Panel dated 20 September 2019.

SINSMS provided services relating to freight forwarding, packing and
crating. Lim Cheng Hwee (“Lim™) was the director and a sharcholder of SINSMS. Lim
was in-charge of SINSMS’s business and operations. Hong Leng Ooi (“Hong™) is
Lim’s wife. Hong assisted Lim with the administrative operations of SINSMS and took
instructions from him. On seven occasions between December 2013 to July 2018.
SINSMS, on the instructions of Lim, arranged for the freight of wines and spirits from
Singapore to Dalian, China, with the knowledge that the said wines and spirits were
ultimately bound for Nampo, DPRK. Lim knew that supply of the wines and spirits to the
DPRK was in breach of Singapore’s UN (Sanctions — DPRK) Regulations 2010
(“*UN-DPRK Regs™). Lim deliberately concealed the fact that the goods were destined for
the DPRK, by supplying the goods to the DPRK via transhipment through Dalian and failed
to declare the final port of delivery to Singapore Customs. Hong was involved in preparing
the booking confirmations and bills of lading for the shipments. She thus had information
relating to the said shipments but failed to report the same to the relevant authorities. The
total value of the prohibited goods supplied to the DPRK in this manner amounted to
SGD 745,488.87, or approximately USD 562,082.
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Source: Member State
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Lim, Hong, and SINSMS pleaded guilty to the charges against them on
12 December 2020. The charge sheets, which were also provided in our letter to the Panel
on 20 September 2019, are enclosed for the Panel's reference. They were sentenced as
follows:

a) Lim: Two months’ imprisonment for three charges of engaging in a conspiracy to
supply wines and spirits to DPRK, under Regulation 5(a) read with Regulation
16(1) of the UN-DRPK Regs;

b) Hong: Fine of SGD 4.000 for two charges of having information about the supply
of goods to DPRK, and failing to report such information to the relevant authorities,
under Regulation 14(1)(c)(i) read with Regulation 16(1) of the UN-DPRK Regs;
and

¢) SINSMS: Fine of SGD 30,000 for three charges of supplying wines and spirits to
DPRK, under Regulation 5(a) read with Regulation 16(1) of the UN-DRPK Regs.

During court proceedings, the Prosecution emphasized that the legislative
intent of the UN-DPRK Regs is to give effect to the United Nations Security Council's
resolutions against the DPRK and that freight forwarders such as SINSMS and its agents
play a vital role in countering the DPRKs illicit shipping and sanctions evasions efforts.
The Prosecution also highlighted the aggravating features of the case, namely, the
protracted period of offending, the substantial value of the goods involved, and difficulty
of detection given the deliberate concealment of the fact that the goods were destined for
DPRK. The presiding District Judge accepted the Prosecution’s submission and fully
agreed with the sentences as submitted by the Prosecution.

This outcome is testament to our shared commitment in ensuring the full

implementation of the relevant UNSC resolutions. We look forward to continuing our
cooperation and partnership with the Panel.

Yours sincerely,

BURHAN GAFOOR
Ambassador and Permanent Representative

Enc.

307/421



S/2021/211

Annex 65: DPRK cyber threat actors in the Reconnaissance General Bureau (KPe.031)

The United States, in a published document, assessed that most of the country’s cyber operations
take place in the Cyber Warfare Guidance Unit (aka Bureau 121) of the Reconnaissance General
Bureau, which has more than 6,000 members with many of them operating from overseas. Accord-
ing to the document, three cyber threat actors — Lazarus, Andariel and Bluenoroff — belong to the
Cyber Warfare Guidance Unit, and the Andariel group has about 1,600 members and the Bluenoroff
Group has about 1,700 members. The document did not specify the size of the Lazarus group. The
United States considers the Andariel and the Bluenoroff as subgroups of Lazarus.

Source:https://armypubs.army.mil/epubs/DR_pubs/DR_a/ARN30043-ATP_7-100.2-000-WEB-2.pdf
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Annex 66: Reply from Japan on a suspect of DPRK-linked ATM heist

The Panel previously investigated cyberattacks against financial institions and cryptocurrency
exchanges based on information from a Member State (S/2019/691, paras. 57-68 and annex 21),
and the Panel notes that the cases correspond to the activities of BeagleBoyz, a newly identified
cyber threat actor of the DPRK.

The Panel enquired of Japan about a suspected ringleader of an ATM heist using stolen credentials
from a foreign bank who reportedly**® fled from Japan to the DPRK after the attack. Japan replied:
“[T]he Police of Japan and the relevant authorities have been continuing thorough investigation of
this case. With regard to the media article quoted in the Panel’s letter, there is no confirmed
information as of 29 January 2021 that indicates connection between the suspects arrested with the
case, including [ (readacted), (redacted), (redacted), (redacted) ], and North Korea, including their
contacts with any North Korean individuals/entities.”

145 https://english.kyodonews.net/news/2020/04/2b45db5e313b-suspected-ringleader-of-huge-coordinated-atm-scam-entered-n-
korea.html#:~:text=A%20man%?20believed%20t0%20be,incident%2C%?20investigative%20sources%20said%20Saturday.&text=The
%20fake%?20credit%20cards%20used,from%20South%20Africa's%20Standard%20Bank.
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Annex 67: Football players

Several football players of the Democratic People’s Republic of Korea earn income at teams
abroad.'*® The Panel is seeking information on the current situation of the three football players,
Mr. Choe Son Hyok, Mr. Pak Kwang Ryong and Mr. Han Kwang Song. Italy informed that Mr.
Choe was still in Italy due to the suspension of international flights to enter the DPRK. Concerning
Mr. Pak, Austria replied that “there is no further information on this case that we have not shared
with the panel of experts already.” Qatar replied with information about Mr. Han’s deportation in
January 2021 (figure 1). Several media reported that a Russian football team FC-Tambov was
planning to contract with Mr. Han (igure 2), while the Panel has not received a reply from the team.
Concerning several football players who played in Japan and the Republic of Korea,!*’ Japan
replied “the Government of Japan has generally banned the entry of any DPRK nationals into Japan,
and there are no nationals of the DPRK whose repatriation is required pursuant to paragraph 8 of
UNSC Resolution 2397(2017)”. Japan provided information regarding the football players
requesting not to “disclose the information considering that it includes personal information.” The
Republic of Korea replied, “No DPRK worker has been granted work authorization or entered the
Republic of Korea since the adoption of UN Security Council Resolution 2375 on 11 September
2017. Please note that requested information on individuals cannot be provided in accordance with
Articles 16 and 17 of the Personal Information Protection Act of the Republic of Korea.”

The Panel is further collecting information on several cases reported by a media outlet?*® in which
students from the Democratic People’s Republic of Korea in Russian universities were illegally
working at construction sites. It is reported that in one case, such students were arrested and fined
2000 rubles. In another case, students were arrested but released as they had been working under
an internship program (figure 3).

146 5/2020/151, para. 132, S/2020/840, paras.127-128.

147 Information was collected from various sources including websites of football teams and Korean Football Association in Japan(#£ H
HHfE ABEER 155 4). This association is listed as “a centaral level organizations” by the General Associaion of Korean Residents in Japan,
and sharing address with Chugai Travel Co. Ltd. (See embargo section).

148 BBC, https://www.bbc.com/russian/features-55447145.
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Figure 1: Reply from Qatar concerning Mr. Han Kwang Song
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The Permanent Mission of the State of Qatar to the United Nations presents
its compliments to the Coordinator of the Panel of Experts established pursuant to
Security Council resolution 1874 on the Democratic People’s Republic of Korea
and has to honour to refer to its note verbale dated 26 January 2021 (ref.
2021/006564/5) regarding the DPRK football player Mr. Han Kwang Song, which
conveyed that, in keeping with the commitments of the State of Qatar per the
provisions of Security Council resolutions concerning DPRK nationals carning
income abroad. he had been terminated from Al Duhail Sports Club and no longer
has any association with the club, and that he would depart from the State of Qatar.

In that regard, the Permanent Mission of the State of Qatar has the further
honour to inform the Panel of Experts that the relevant authorities of the State of
Qatar have confirmed that Mr. Han Kwang Song has departed Doha on Tuesday 26
January 2021 at 08:05 a.m. on board Qatar Airways flight no. QA131.

The Permanent Mission of the State of Qatar to the United Nations avails

itself of this opportunity to renew to the Panel of Experts established pursuant to
resolution 1874 the assurances of its highest consideration.

¢, 29 January 2021

L
Coordinator
Panel of Experts on the DPRK established pursuant to UNSC resolution 1874
United Nation
New York

Email: dppa-poc1874@ un.org:"

809 U.N. Plaza » 4" Floor « New York, NY 10017 « U.S.A. « Tel: (212) 486-9335 « Fax: (212) 758-4952

Source: Member State
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Figure 2: Media report dated 25 August 2020
«Tam00B» MOKeT apeH/10BaTh ObIBIIEro ceBepokopeiickoro urpoka «lOBenryca»
25 aBrycrta 2020, 12:38aBTop Cepreii PssOxun

Hananaromuit katapckoro «Anb-Jyxaitne» Xan KBan CoH MOXeT MpOJOJIKUTH Kapbepy B
«TamboBe». Uctounuk Betting Insider cooGmiaet, uro kny6 PILJI caenan npemnoxenue o6
apeHJic ceBEepoKopenna.

21-netHuit ¢opmapa panee BwicTynaia 3a «Kanbsipu» M cTam mepBBIM CEBEPOKOPEHCKUM
¢yTd0onUCcTOM, 3a6UBIINM B Cepun A.

Jletom 2019 rony Xan KBan CoHa 3a 5 miaH eBpo npuodpen «tOBentyc» — o mposen 17
MaT4el 3a BTOPYI0 KOMaHy YeMIIMOHOB M Tannuu B TpeTheM IMBU3NOHE U HE 3a0WJI HU OJTHOTO
Ms4a. Yxe B 3uMHee TpaHcpepHoe okHO «OBe» nmpoxan Hanmagatomero B Karap.

Otmetum, yto Transfermarkt onenuBaer ceBepokopeiina B 2,7 MJIH €BpO.

Source: Betting Insider, https://betting.team/ru/blog/tambov-khan

(Summary in English)

The forward of Qatari Al-Duhail Han Kwang Song may continue his career at Tambov. A
Betting Insider source reports that the club has made an offer to lease Mr. Han. In the summer
of 2019, Han Kwan Song was bought by Juventus for 5 million euros. In winter Juventus sold
Han to Al-Dubhail.
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Figure 3: Media report concerning work of DPRK students (excerpt)
(English translation)

North Korean students outside of Russian laws. Why do they come to Russia?
Anastasia Napalkova

BBC

28 December 2020

Because of United Nations sanctions, workers from North Korea have stopped coming to Russia. But North
Korean students who want to learn the Russian language or graduate from a local university do come. The
authorities then find some of these students at construction sites in the Far East. What happens to them after
that?

Several students from the Democratic People’s Republic of Korea (DPRK) were detained at the construc-
tion site of an apartment building in Irkutsk in February 2019. According to Interior Ministry officials, they were

working there as construction workers, without a work permit.

Among the detainees was an assistant brigadier: he received instructions from his superiors and distributed

them among the workers, the court materials say. His name is not in the court documents.

When detained, he explained to the police that he had “arrived in the territory of the Russian Federation for
the purpose of employment™ and that he had obtained a student visa solely for entry into the country. Since early
January 2019, he “along with fellow DPRK nationals” had been “working at the construction site without permits,”

according to court filings.

Once in court, the DPRK citizen retracted his earlier explanation, stating that he and his comrades were at

the construction site not for work, but “on a tour from an educational institution”.

In the courtroom, he was unable to say the name of the institution, its address, programme, cost and period
of study. A construction site guard told Interior Ministry officials that 10 to 15 DPRK citizens were living at the

construction site in the back rooms.
The court fined the student 2 thousand roubles without deportation from Russia.

There are dozens of such cases in the “Justice” State automated data system. Some students are less fortu-
nate. In Bashkortostan, a court ordered the expulsion of student An. G. Ch. from Russia with a fine of 2 thousand

roubles because he was working, although he had come to study.

Hiring unauthorized citizens is also perilous for companies. A court decided to suspend the operations of
“Stroy Alliance” in Vladivostok for 14 days because a worker from DPRK, who had arrived as a student at Pri-

morsky Polytechnic College, was found building a multi-level parking lot.

21-01647 313/421



S/2021/211

Others are luckier. For example, the court cases were dismissed against students Chon Her Cher and Cho

Kym Men from Artem Regional Technical College.

The Migration Service found them assembling fittings at a construction site. The students said that they
were doing internships, which was consistent with the academic schedule, plus there was no evidence that they were

getting paid for their work. The court accepted these arguments.

DPRK citizens have become more frequent visitors to Russia for private, tourist and educational purposes
in recent years (not counting 2020), as shown by data from the border service of Russia’s Federal Security Service.
At the same time, the number of work trips has dwindled to nothing: United Nations sanctions prohibiting new em-
ployment contracts with North Korean nationals were enacted in 2017. The contracts already in place expired in De-
cember 2019. Work trips of DPRK citizens to Russia then stopped.

Bringing in workers disguised as students?

From 5 August 2020, foreign students in Russia can officially work in their free time, and no special per-
mission is required. State Duma deputy Kazbek Taisaev suggested in a conversation with the BBC that this law

could help the situation of DPRK citizens who are forced to leave Russia.

According to court records, there has been at least one attempt to bring North Korean workers to Russia,
first by sending them there to study. True, this was back in 2018, before the law was adopted allowing students to

work, but after the ban on work contracts with DPRK nationals.

The trial took place in September 2020 between two private individuals in Smolensk: Evgeny Pivnyak ap-
proached Inessa Skakova for help — he asked her to arrange for 96 DPRK citizens to study in Russia. This was “nec-

essary for business, so that the citizens could legally work in Russia,” says the case file from the witness testimony.

Skakova testified that Pivnyak planned to employ them after they had learned Russian. The cost of enrol-
ling one student under their agreement was 10 thousand roubles. Pivnyak transferred an advance payment of
500,000 roubles.

Skakova, as an “agent”, was able to arrange for the DPRK citizens to enrol in the “Academy of Additional
Education” to study Russian. But in order to start studying, the State fee had to be paid: the parties argued about who
should pay it.

It is not entirely clear whether the DPRK citizens were required to enter Russia specifically on a student
visa. Another obscure point is that the case file indicates that the DPRK nationals were to work as “highly skilled
labour”, but learning Russian is not mandatory for this category of workers, said lawyer Sofia Batura, deputy gen-

eral director of Confidence Group.

Pivnyak could not be contacted, Skakova did not respond to the letter from the BBC and the educational

institution’s phones were not working.
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The “agent” who found the educational institution for the North Koreans, according to the case file, worked

for “Megalayn” LLC as the project manager for the reconstruction of a military unit in Krasnoye Selo in 2013.

At that time there were only two construction companies with that name registered in St. Petersburg. One
of them is linked to Evgeny Prigozhin and was a contractor for the Ministry of Defence on many projects. There is

no evidence that DPRK nationals have worked on projects for the Department of Defence or for “Megalayn”.
“Defectors”

Some citizens from DPRK who came to Russia do not want to return to their home country even after their
visa expires. These are, first and foremost, migrants workers. They are trying to obtain temporary asylum and refu-

gee status in Russia.

“Such appeals are isolated cases,” says Novosibirsk-based lawyer Anna Gulevich, who assists DPRK citi-
zens in the courts. She says that, following the adoption of United Nations sanctions, lawyers had expected an in-
crease in the number of DPRK nationals seeking asylum. But that did not happen. “They probably didn’t know that

they were leaving Russia for good,” she explains.

Lawyer Tatyana Tyutyunnik from Vladivostok is now defending four DPRK citizens who did not want to
return to their home country. Some took advantage of this opportunity, including against the backdrop of the corona-
virus pandemic. “If there was no coronavirus, they would have gone home, but they stayed and decided to seek

help,” she says.

(Original)

CeBepokopeiickue CTyJeHTH BHE POCCHHCKUX 3aKOHOB. 3a4eM OHHU Npue3kaT B Poccuio?
Amnacracus Hanmankosa

bu-6u-cu

28 nexabpst 2020

N3-3a caukiuit OOH B Poccuio mepectanu npuesxath padboune u3 Ceseproit Kopeun. 3aTo npuesxamT
CEBEPOKOPENCKUE CTYAEHTBI, KOTOPbIE XOTAT U3YUUTh PYCCKUH SI3bIK MJIM 3aKOHYUTbh MECTHBIN By3. Brnactu
HaXOJST IOTOM HEKOTOPBIX U3 3TUX CTYACHTOB Ha cTpolkax Ha [JanbHem BocToke. UTo ¢ HUMU nocie
3TOr0 NMPOUCXOAUT?

Ha ctpoiike xxunoro qoma B Upkytcke B heBpase 2019 roma 6s11m 3a7epxKaHbl HECKOJIBKO CTYJAEHTOB M3
KH/IP. ITo Bepcuu corpyaankoB MBJI, oHu paboTanu TaM CTPOUTENSIMH, HE UMes pa3pelieHusl Ha paboTy.

Cpenn 3aepKaHHBIX OB MTOMOITHUK OpHUTaAupa: OH MOJTydYal YKa3aHHUd OT HA4alIbCTBA M PACIPENeIsul UX
cpenu pabodux, TOBOPHUTCSA B MaTepuanax cyna. Ero mmenn B cy1eOHBIX JOKyMEHTaX HET.

[Ipu 3aaepkaHun OH 00BSICHUI MOJHUIEHCKUM, 4TO "TIpuOBIT Ha TeppuToputo PD c nensto "paboTa mo

nn

Haiimy"", a yueOHYyI0 BH3y 0(OPMUI HCKIIOYNUTEIBHO IS Bhe3aa B cTpaHy. C Havana saBaps 2019 roga on
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"BMecTe ¢ 3emiisikamu - rpaxxaanamu KH/IP paboraer Ha cTpouTenbHOM 00beKTe 0€3 pa3pelnTelbHbIX
JIOKYMEHTOB", - TOBOpPUTCS B MaTepuajax cyna.

Vxe B cyne rpaxknanua KH/IP oTka3ancs oT cBOMX MpeXHUX OOBICHECHHH, 3aSBUB, YTO OH U €T0 TOBAPUIIH
OBLTH Ha CTpoiike He mo paboTe, a "Ha PKCKYPCUH OT y4eOHOTO 3aBeJeHH".

B 3ase cyna oH He cMOT cKa3aTh Ha3BaHHE y4eOHOIO 3aBEICHHS, €ro aIpec, IPorpaMMy, CTOUMOCTD H
nepuo o0ydeHus. OXpaHHUK CTpOWKH cka3an corpyaaukamM MBI, uto 10-15 rpaxgars KH/IP xuByT Ha
CTPOUTENBHOI IUIOIa Ke B MOACOOHBIX TOME IICHHSIX.

Cyn omrpadoBan cTyaeHTa Ha 2 THIC. pyOiei 6e3 BEIIBOpeHHS ¢ Tepputopun Poccun.

Takux nex B 6aze 'AC "[IpaBocyaue" necsatku. HekoTopsIiM cTyaeHTam Be3eT MeHblle. B bamkoprocrane
CyJ MTOCTaHOBUJ BBRIABOPUTH cTyAeHTa AH . U. u3 Poccuu co mrpadom 2 Tric. pyOneid, mOTOMy 94TO OH
paboTam, XOoTs mpuexain I yaeOsl.

[Mpurnamate Ha paboOTy rpakJaH, He UMEIOIIKUX pa3pelIeHus], YpeBaTo u Jis komnanuil. Cya npuHsI
pellieHre NPUOCTAHOBUTH AeATeNbHOCTh KoMnaHuu "Crpoilanesnc" Bo BraguBoctoke Ha 14 cyTok, moToMy
YTO HA CTPOUTEIBCTBE MHOTOYPOBHEBOU MapKOBKU ObLT 0OHapy)keH pabotauk n3 KH/IP, xoTopsiit mpuexan
Kak cTyAeHT IIpuMOpCKOr0 MOIUTEXHUIECKOTO KOJIIESIKA.

Jpyrum Beset Oonpme. Tak, cyaeOHbIE feda IPOTHB CTYIEHTOB PeTHOHATBPHOTO TEXHHYECKOTO KOJUIEIKA
u3 ropona Aptem o uMern Yo Xep Uep u Yo KeiMm MeH ObLTH ITpeKpamieHH.

MurpanuoHHas ciyx0a 00HapyKIIa UX 32 MOHTaXXOM apMaTypbl Ha cTpoiike. CTyACHTHI TOBOPHIIH, YTO
MPOXOIAT NPAKTHKY, YTO COOTBETCTBOBAIO YueOHOMY rpad)uKy, K TOMY K€ He ObLIO 0Ka3aTeIbCTB, YTO
OHU MONYyYaloT ACHBIHU 32 paboTy. Cya IPUHSI STH apTyMEHTHI.

I'paxxnane KHJIP B mociegHue rofsl cTajiy dalle npues3kaTh B PoccHuio ¢ YacTHBIMU, TYPUCTHUECKUMU U
yueOHbIMHU nensimu (He cuutag 2020 rona), cnenyet U3 JaHHBIX norpaHnyHoi ciyx6s1 @Cb Poccun. B To
e BpeMsl, KOJIMIECTBO pabodux moe3nok conuio Ha HeT: B 2017 roxy Obutu npuHATH cankunu OOH,
3anpenarlye 3aKiIoYaTh HOBbIE TPYJ0BBIE J0roBOPHI ¢ rpaxkganamu CesepHoil Kopen. [lelicTBue yxe
3aKJII0YEHHBIX JIOTOBOPOB 3aKOHUYMIIOCH B Jiekabpe 2019 rona. Toraa ke npexpaTwinch pabodne moe3aKu
rpaxxaad KH/IP B Poccuto.

[IpuBe3Tn paboYux 1Mo BUAOM CTYACHTOB?

C 5 aBrycra 2020 roja HHOCTpaHHbIE CTYACHTHI B Poccun MoryT oduumanbHo noapadarsiBaTh B CBOOOIHOE
OT y4eOBl BpeMs, U CIelHalbHOe pa3pelieHne Ha 3To He Tpebyerca. JenmyraTt I'ocnymsl Kazbek Taiicaer
npeanoinaran B 6ecene ¢ bu-6u-cu, 94T0 3TOT 3aKOH MOXKET MOMOYb HoJyioxkeHuto rpaxaan KH/P, kotopsie
BBIHYKJIEHBI TOKnJaTh Poccuio.

CornacHo MaTepuagaM CyA0B, OblJIa KAK MUHMMYM OJHA MOIBITKA NPUBE3TH B Poccuio ceBepokopeiickux
pabounx, cHavana oTipaBuB X Ha yueOy. [IpaBna, aTo 66u10 B 2018 roay, emie 10 NpUHSATHS 3aKOHA,
MO3BOJISIONIEr0 CTYIeHTaM paboTaTh, HO ITOCJIE 3alpeTa Ha 3aKJII0YeHHe pabounuX JOrOBOPOB C rpa)JaHaMu
KH/P.

Cya npoucxoaun B ceHTs10pe 2020 rona Mexay nByMs 9acTHeIMH JuiiamMu B CmoneHcke: EBrennii [TuBHsIK
obparuics k uecce CkakoBoO#i 32 MOMOLIBIO - OH Mpocui e€ ycTpouts 96 rpaxaan KH/IP na yueOy B
Poccun. Oto "HeoOxoauMoO 11 OM3HEca, YTOOB! JaHHBIE TPaXJAaHe MOTIHN 3aKOHHO TPYAMTHCS Ha
Tepputopuu Poccun", rooputcs B MaTepuanax gena co CI0B CBUAECTENS.
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Co cnos CkakoBoli 3anucano, 4To [IMBHSIK MUIAaHUPOBAT UX TPYAOYCTPOUCTBO MOCIE U3YUEHHS PYC CKOTO
s3bika. CTOMMOCTB YCTpOMCTBa Ha yueOy OJIHOTO CTyJEHTa M0 X JIOTOBOPEHHOCTH cocTaBuia 10 ThiC.
pyOuneii. [TuBusk nepesen npegomiary 500 Teicsd pyOnen.

CxaxoBa B KadecTBe "areHTa" cMOrja opraHu30BaTh nmoctymieHue rpaxaad KH/AP nns o0yuenus pycckomy
B "AKa/JeMHIO JOTIOJHUTEIbHOTO 0Opa3oBaHusa". Ho nns Hayana oOy4eHHs HY)KHO OBLIO €llle OIUIaTUTh
TOCIOLUIMHY: CTOPOHBI CIIOPHJIN, KTO JIOJKEH €€ MJIaTUTh.

He no xonmna scHo, nomxkHE 11 0putn Tpaknane KH/IP BrexaTs B Poccuro nmMenHo mo yueOnoi Buse. Eme
OJIUH HESICHBI MOMEHT - B MaTepHaliax Jiesia yKka3aHo, 4To rpaxnane KHJIP nomkHbl ObLIH paboTaTh Kak
"BBICOKOKBanUu(pUIIMpOBaHHas paboyas cuia", HO U3YYCHHE PYCCKOI'0 HE SBJISETCS 0053aTEIbHBIM I 3TOU
KaTeropuu paboTHUKOB, ToBOpUT fopucT Codus Batypa, 3amecturens reHepanbHoro aupekropa Confidence
Group.

Cesasatbes ¢ [IuBHsIKOM He yaanoch, a CkakoBa HE OTBETHIIA HA MUCHhMO bu-0u-cu, TenepoHbl yueOHOTO
3aBECHUS HE paboTaloT.

"AreHT", KOTOpas HallJa JJIsI CEBEpOKOpeHneB yueOHoe 3aBeieHIE, COTIACHO MaTepHuanam aena, paborana
B OO0 "MeranaifH" HagaJIbHUKOM IIPOEKTA [0 PEKOHCTPYKIIMU BOMHCKOM yacTu B KpacHom cene B 2013
rony.

B 1o Bpems B Cankt-IleTepOypre ObL10 3apeTHCTPUPOBAHO TOJIBKO JIBE CTPOUTEIbHBIE KOMIAHUU C TAKUM
Ha3BaHueM. OnHa U3 HUX cBsizaHa ¢ EBrenuem [IpuroxuHeiM U Obl1a TOAPSTYMKOM MUHOOOPOHBI 110
MHOTHM IpoekTaM. JlauHbIX 0 TOM, yTo rpaxaane KH/IP tpyaunuch Ha nmpoekTax MUHOOOPOHBI HIIN
"Meranaiina", HeT.

"Tlepebexunxn"

Hexortopsie rpaxnane us KH/P, npuexasmue B Poccuio, He XOTAT BO3BpaLaThCs Ha POAUHY JaXKe MOCIe
OKOHYaHUS BHU3bl. B mepByto ouepens peub UAET MMEHHO O TPYAOBBIX MUTpaHTax. B Poccun onm merratorcs
MOJIYYUTh BPEMEHHOE yOEKHIIEe U cTaTyc OeXeHna.

"Takxue oOpamieHus - 3TO ENUHUYHBIE CiIydan', - TOBOpUT agBokaT AHHa ['yneBud u3 HoBocubOupcka,
koTopas nomoraeT rpaxaanam KHJIP B cynax. [1o ee cioBam, nocine npunsTus cankiuuit OOH ropuctsl
xpaanu pocta ynucna rpaxiaaHn KH/IP, koropsie nobusatoTcs yoexuma. Ho satoro He nmpousomo. "Ckopee
BCEro, OHM HE 3HaJU, 4TO ye3kawT u3 Poccun HaBcerna", - o0bsACHAET OHA.

AnBokar Tatbsina ToTIOHHUK U3 BnaguBocrtoka ceifuac 3anmumaet yeTBepbix rpaxaadn KH/P, kotopeie He
3aX0TENH BO3BpANIAaThCS HAa poauHy. HekoTopsie BOCIOIB30BaNCh 3TOM BO3MOXKHOCTEIO B TOM YHCJIEC Ha
¢doHe nangemMun koponaBupyca. "Eciu Obl He ObIIIO KOPOHABUPYCA, OHU yeXaliu Obl IOMO#, a TaK OCTAIHCh
U pelnian oOpaTUTHCS 3a MOMOIIBI0", - TOBOPHUT OHA.

Source: BBC website, https://www.bbc.com/russian/features-55447145
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Annex 68: Replies from Nigeria to the Panel concerning bilateral agreement in the field
of health and medical sciences with the DPRK

(1) Letter dated 23 September 2020

318/421

Ref.No. PMN/DPR/15 September 23, 2020

Your Excellency,

REPORT OF THE FEDERAL REPUBLIC OF NIGERIA ON THE
IMPLEMENTATION OF THE MEASURES IMPOSED ON THE
DEMOCRATIC PEOPLES’ REPUBLIC OF KOREA (DPRK) BY

SECURITY COUNCIL RESOLUTION 2397 (2017)

We wish to refer to your letter with ref. No.
S/AC.49/2020/PE/OC.167 of June 29, 2020, requesting for an
update on the current repatriation process for DPRK nationals
earning income in Nigeria and other sundry matters.

2. We wish to note that, even before your aforementioned
inquest, the Nigeria Immigration Service (NIS) had further
discovered that additional Thirty-Seven (37) DPRK nationals were
present in some states of the federation.

3. Following the above discovery, the Minister of Interior
proceeded to grant approval for their subsequent deportation in
March 2020. However, the outbreak of Covid-19 and the ensuing
lockdown, as well as restrictions of international flights have stalled
the deportation process. In addition, the NIS has notified the state
governments of the federation on the need to abide by UNSC
resolutions on the employment of DPRK nationals.

4. With regard to the operation of Haekumgang Trading
Corporation in Nigeria, investigations have revealed that the
company is neither domiciled nor operational in Nigeria.

PERMANENT MISSION OF NIGERIA TO THE UNITED NATIONS
828 SECOND AVENUE

NEW YORK, N.Y. 10017

TELEPHONE (212) 953.9130

FAX (212) 697-1970
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S.  With respect to enquiries made on the implementation of the
Bilateral Agreement in the field of health and medical sciences
between Nigeria and DPRK, it is pertinent to note that based on the
terms of the Agreement, ‘Parties shall bear the cost of its personnel
and where there is a joint project the cost shall be shared between
the parties except otherwise agreed’. Nigeria will continue to
implement Security Council resolutions and fulfill its international
obligations.

6. Please accept, Excellency, the assurances of my highest
consideration. -

AmbasSador Samson S. Itegboje’
Deputy Permanent Representative
Permanent Mission of Nigeria to the United Nations
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(2) Letter dated 4 November 2020

320/421

01"'

L

& ~ PERMANENT MISSION OF NIGERIA TO THE UNITED NATIONS

) 828 SECOND AVENLUS

g ] .

4 i’ 'y )
" TELEPHONE: (212) 953.91 3¢
LU SIS

- —— FAX: (212) 697

NEW YORK. N.Y. 1001

Ref.No: PMN/DPR/15 November 4, 2020

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Your Excellency,

Further to our letter of even reference dated September 23,
2020 on the Implementation of the Measures Imposed on the
Democratic People’s Republic of Korea (DPRK) by Security Council
Resolution 2397 (2007). Kindly find attached herewith, document
(Annex B) containing the names. passport number, company name,
address and location of the thirty-seven (37) DPRK nationals
awaiting deportation, as provided by the Nigeria Immigration
Service (NIS).

2. Kindly also note that the terms of the Bilateral Agreement
between Nigeria and DPRK signed on June 17, 2020, in the field of
health and medical sciences, exist only in the areas of ‘Public health
disease control and prevention, institutional capacity in the field of
health as well as political sensitization and cooperation which
further requires that both parties shall bear the cost of its
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personnel and, where there is a joint project, the cost shall be
shared between the parties except otherwise decided.

3. The following are the main areas of interest jointly agreed
upon by the parties as contained in the Bilateral Agreement:

1. Communicable diseases HIV/AIDS, Tuberculosis and
Malaria, polio and measles eradication;

11. Non-communicable diseases, primary health care and
emerging and re-emerging diseases:

iii. Biotechnical development and Ophthalmology.

4. Please accept, Excellency, the assurances of my highest
consideration.

Ambassador Samson. S. [tegboje
Deputy Permanent Representative
Permanent Mission of Nigeria to the United Nations
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I OPRK NATIONALS 1N NIGERIA AWAITING REPATRIATION
’,/'f PASSPORY =
Mg SEX__(NO NAME OF compANy ADDRESS STATE
/-
l ABURIME-CHANGSU ORIENTAL
17;",“"- YONG HUN 108130169 DIAGNOSTICS HOSPIT AL BENIN CiTY EDO STATE
2
ABURIME-CHANGSU ORIENTAL
l 1'NON OK GYONG 10813170, OIAGNOSTICS HOSPITAL BENIN CiTY EDO STATE
ABURIME-CHANGSU ORIENTAL
, 3]U CHOI SU 836231236 DIAGNOSTICS HOSPITAL BENIN CiTY EDO STATE
]
' ABURIME-CHANGSU ORIENTAL
_4PAKOX Y 836231239, DIAGNOSTICS HOSPITAL BENIN CITY EDO STATE
|
? ABLIRIME-CHANGSU ORIENTAL
PAK CHOP RYONG 109137729 DIAGNOSTICS HOSPITAL BENIN CITY EQQ STATE
ABURIME-CHANGSU ORIENTAL
61U KYON HUA 109137 730/DIAGNOSTICS HOSPITAL BENIN CrTY E0O STATE
EMIRI ORIENTAL CENTRE
7{RiSu G 108232598 imiTep PORT HARCOURT [Rivens STATE
EMIRI ORIENTAL CENTRE
BIRL CHOL Mun 836336632 |LMITED PORT HARCOURT |Rivers STATE
EMIRI ORIENTAL CENTRE
__S9IKIM HYE YonG 836336643|LiniTeD PORT HARCOURY  |RiveRs STATE
01 FRANOSON MANYON INTL | enugo str, ojoto, |ANAMBRA
10/RIM KWANG SIK  [pg 927335870/coOMPANY LMITED idemili soutn STATE
EMIRI DRIENTAL MEDICAL 142 ogula rg, {ANAMERA
HONG YONG CHOY M 9272366874 CENTRE , UmiTep onitsha STATE
EMIRI ORIENTAL MEDICAL 142 oguta rd, ANAMBRA
12[KIL SON jO M 927236883/CENTRE , LUMITED onitsha STATE
EMIRI ORIENTAL MEDICAL 142 oguta rd, ANAMBRA
131SIN RAN Hu f 927236877 (CENTAE , miTep onitsha STATE
EMIRI ORIENTAL MEDICAL 192 oguta rd, ANAMBRA
J4[KIM CHANG UK [ 927236897|CENTRE , UMITED onitsha STATE
EMIRI ORIENTAL MEDICAL 142 oguia rg, ANAMEBRA
1S |JANG XWANG CHOI |1 927236876/CENTRE , LimiTED onitsha STATE
EMIRI ORIENTAL MEDICAL 142 oguta rd, ANAMBRA
16[SON NYO PAK £ 327236884]CENTRE , LiniTED onitsha STATE
EMIRI ORIENTAL MEDICAL 142 oguta rd, ANAMBRA
17{Wi CHOI Nam M 32734025 1/CENTRE , LiMiTeD onitsha STATE
EMIRI ORIENTAL MEDICAL 142 ogutard, ANAMBRA
18/HU NaM ki F 927236899 CENTRE, LIMITED onitsha STATE
EMIRI ORIENTAL MEDICAL 142 oguta rd, ANAMBARA
13RI 51 soNG F 32723687S{CENTRE , UmiTED onitsha STATE f
NIGER OPTICAL SERVICES ANAMBRA ]
_zﬂ KIN SONG YOk [pg ] 109146522|COMPANY (NiG)LMITED onitsha STATE
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NIGER OPTICAL SERVICES ANAMBRR
oacK YONG NAN 1M 327332794|COMPANY (NIGILIMITED onitsha STate
KRISTO ORIENTAL Sbisianigboge  |ANAMBAA
alam KWANG CHOL Im 327237155\ ACUPUNCTURE CENTRE LID.__ [tane, amudo awka |state
8 bisi anigbogu ANAMBARA
13[JONG UN OK F 927236886|(acc HUSBAND) lane, amudo awka [STATE
KRISTO ORIENTAL 8 bisi anigboguy lmmm
14|CHOE CHAN YONG |m 927236894 |ACUPUNCTURE CENTRELTD.  |tane, amudo awka <7 aTf
N
& bisi anigbogu ANAMERA
5 KUM Ju F 927236896|(ACC HUSBAND) [lane, amudo awka |STATE
ROSEBOOM ALTERNATIVE & bisi anigbogu ANAMBRA
261I0N SONG 1\ M 927236902 |MEDICINE LTD, lane, amudo awka |STATE
ROSEBOOM ALTERNATIVE 8 bisi anigbogu  |aNAMBRA
27|KANG HYE SUK H‘ 927236905 MeDICINE 11D, lane, amudo awka |STATE
‘u EMIRI ORIENTAL ME DICAL
28|CHOE CHANG RiN 927236878|CENTRE , LinaiTep owerri IMO STATE
EMIRI ORIENTAL MEDICAL
251KIM PONG HWA  |¢ 927236879(CENTRE , LMITED owersi IMO STATE
JO0JAN CHOL JiN ™ 108448029 |MEMEYS HOSPITAL ENUGU enugu EMIGU STA
311KIM JONG NAM | 109234350|MGER STATE GOVY Minna NIGER STAT
32{Ri NAM CHOG M 109234351 |NIGER STATE GOVT |pinns TCR STAT
331YUN TAL JUNG M 745233311 |NICER STATE GOVT |0inng NIGER STAT
iT- RUNGHRA ACUPUNCTU&
341JONG MiJU 745234815|CENTRE L1D IBADAN OYO SYATE
AKIT- RUNGRA ACUPUNCTURE
35|CHANG YUN Kim 745234804|CENTRE LTD 1BADAN YO STATE
AXIT- RUNGRA ACUPUNCTURE
351N U m 10B330824|CENTRE LTD 18ADAN QYO STATE
AKIT- RUNGRA ACUPUNCTURE
37|MIN OK CHON - 10B330826/CENTRE LTD IBADAN OY0 STATE
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Annex 69: Corman Construction

The Panel has been investigating about 30 nationals of the Democratic People’s Republic of Korea
affiliated with Corman Construction & Commerce Senegal SUARL.*® Corman Construction is for-
merly known as Mansudae Overseas Project Group of Companies in Senegal.

The Panel has obtained internal financial records that indicate Corman Construction was sending
revenue to the Democratic People's Republic of Korea embassy. According to the ledger, these
transactions, which totalled approximately USD 3,500 from September 2019 to August 2020, were

recorded as “TF P/ & O| CHAFEHO| HIA&” (“dedicated to the embassy by the chairman of the

party”). The ledger also listed the consignee for these transactions as the “embassy.” For detail of
the activity of Corman see finance section.

149 5/2020/151, para.144.
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Annex 70: Reply from Thailand to the Panel concerning DPRK workers

Attachment

Information requested by
the Panel of Experts established pursuant to UNSC Resolution 1874 (2009)

as per the Panel of Experts’ Note No. S/AC.49/2021/PE/OC.26 dated 7 January 2021

The Royal Thai Government wishes to provide information related to “Mokran Lake
Restaurant” in the Magnolias Pattaya Boutique Resort, Pattaya, as follows:

1. On 29 November 2019, Thai authorities conducted on-site inspections at Mokran
Korean Restaurant/Mokran Lake Restaurant, located in the Maenolia Pattaya Boutique
Resort, Pattaya, Chonburi province. This on-site inspection of the restaurant was included in
Thailand’s Final Report pursuant to paragraph 8 of UNSC Resolution 2397 (2017), sent to
the Chair of the Security Council Committee established pursuant to resolution 1718
(2016).

2. During the on-site inspection, the authorities found that Mokran Korean
Restaurant/ Mokran Lake Restaurant was already out of business and no North Korean
nationals were found in and around the vicinity. Concerned authorities continue to monitor
the locale as a precaution measure.

3. Concerning the POE’s inquiry into the operations of the Mokran Korean
Restaurant/ Mokran Lake Restaurant, the Thai authorities have reported that the restaurant

remain permanently closed for business.

Source : The Panel
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Annex 71: Reply from Georgia to the Panel’s enqury concerning presence of the DPRK
nationals

1. Georgia replied to the Panel that there were no DPRK nationals on Georgia
Government’s controlled territory.

2. With regards to the Georgian regions of Abkhazia and the Tskinvali
Region/South Ossetia, Georgia replied to the Panel that Georgian Government has
no effective control over these regions, hence it did not have information on the
Panel’s enquiry regarding the travel and/or presence of DPRK workers from Russia
to Abkhazia, Georgia and the Tskinvali Region/South Ossetia, Georgia.
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Annex 72: Overseas banking representatives

According to the February 2020 legal proceedings of a Member State'*°, between December 2015 and
January 2019, Han Jang Su carried out prohibited activities as the Moscow-based representative of FTB.1%
On five occasions, from November 2017 to July 2019, the Panel requested information from the Russian
Federation regarding Mr. Han’s whereabouts, his financial activities, and his status as the Moscow-based
representative of FTB.

e According to the court proceedings, on 10 January 2018, Han Jang Su provided documentation to
a Russian bank that confirmed the status of Ko Chol Man, Han Ung, Ri Jong Nam, and O Song
Hui as members of FTB’s board of directors.

e According to the court proceedings, on 29 January 2018, Han Jang Su provided a signature card to
a Russian bank for FTB’s account, containing the signatures of the previously mentioned board
members, as well as Ri Yong Si, Jo Un Hui, O Song Hui, and Ri Jong Won.*%2

e In April 2018, the Russian Federation submitted a notification to the Chair of the Security Council
Committee established pursuant to resolution 1718 (2006) that Russia would request an exemption
from the asset freeze provisions for Mr. Han to cover basic living expenses.

e InJuly 2018, the Russian Federation submitted to the Panel that “it has taken all measures under
Russian national legislation to implement the relevant resolutions of the Security Council” regard-
ing Mr. Han.

e According to the court proceedings, on 13 August 2018, Han Jang Su aided Ri Chun Song with
information on how to establish a Russian bank account for a foreign company.

e In November 2018, the Panel sent a letter of inquiry to the Russian Federation regarding infor-
mation, provided by another Member State, that indicated that Mr. Ri Jong Won was serving as a
Moscow-based deputy representative of FTB. The Russian Federation replied in December 2018
that Mr. Ri Jong Won “arrived in Russia on 5 February 2018 as an official accredited member of
the Embassy of the Democratic People’s Republic of Korea to the Russian Federation.”

e According to the court proceedings, on 10 January 2019, Han Jang Su received due diligence doc-
uments, which specified Ko Chol Man as the beneficial owner of FTB’s Moscow-based account.

e According to the court proceedings, on 10 January 2019, Han Jang Su received due diligence doc-
uments, which specified Kim Kwang Chol (Korea Ungum Corporation) as the beneficial owner of
Ungum’s bank account.

e According to the court proceedings, on 27 January 2019, Ri Myong Jin and Jo Un Hui—members
of FTB in Pyongyang—received a communication affirming Han Jang Su’s status at FTB Moscow.

e According to the court proceedings, in September 2019, Han Jang Su facilitated a payment on
behalf of Unha Daesong Trading Company to accounts held at two banks located in Russia.

150 See, https://www.washingtonpost.com/context/u-s-indictment-usa-v-ko-chol-man-et-al/e872ed0c-7f79-4122-abc5-
b7ce2bd47e99/.

151 See paragraph 177 of S/2020/151 and paragraph 125 of S/2019/171.

152 This suggests that Mr. Ri was continuing to act as an FTB representative while also acting as an officially accredited member
of embassy personnel.
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e In February 2020, the Russian Federation informed the Panel that Mr Han Jang Su left Russia in
2019.

In response to the Panel’s enquiry regarding these differences, the Russian Federation replied: “With re-
gard to the request of the Panel of Experts concerning citizens of the Democratic People’s Republic
of Korea, Hang Jang Su and Ri Jong Won, we ask the Panel to let itself be guided by the reliable
information already provided, rather than allow itself to be influenced by the idle speculations and
insinuations being fed to it periodically by a certain Member State.”

China

In October 2017, the Panel sent an inquiry to China regarding the status of several DPRK nationals believed
to be working on behalf of FTB in China. Among others, these individuals included Kim Tong Chol
(KPi.068), Ko Chol Man (KPi.069), Ri Chun Hwan (KPi.074), and Ri Chun Song (KPi.075). The Panel
asked for, inter alia, travel records, financial records, diplomatic accreditation records, and any measures
taken by China’s competent authorities to investigate and/or expel the individuals. On 25 January 2018,
China informed the Panel that its competent authorities had listed the designated individuals as being for-
bidden to enter or transit through China and had requested Chinese banks and financial institutions to freeze
their assets.

In May 2018, the Panel once again requested information from China regarding the status of FTB repre-
sentatives operating within China. In its July 2018 reply, China stated that it had “taken corresponding
measures in accordance with the requirement of the resolutions” and that it “...has closed all the representa-
tive offices of the DPRK financial institutions in China in 2016, and all of the relevant representatives in
China have left China”. China indicated that it could not verify whether the individuals have a relationship
with the designated financial institutions.

In November 2019, the Panel once again sent an inquiry to China requesting information about Han Yong
Chol (KPe.047), who was suspected of continuing to operate as an FTB representative in Beijing. China
replied that it “has closed all the representative offices of the DPRK financial institutions in China, and all
the relevant representatives in China have left China.” In response to the Panel’s enquiry, China replied
“There is no transaction involving Ri Chun Hwan in April 2019. There is neither any Ri Chun Song in-
volved transaction record related to the payments from accounts located in China to any Chinese or Russian
companies in 2016 and 2017, or any acceptance of payments in June 2017.” This is different from infor-
mation in the February 2020 court proceedings, namely:

According to the court proceedings, Ri Chun Hwan (KPi.074) acted as FTB’s representative in Zhuhai,
China from October 2013 to at least April 2019.

e According to the court proceedings, in December 2018, Mr. Ri Chun Hwan received a communi-
cation, in his capacity as a China-based FTB representative, from Mr. Ri Myong Jin (FTB Pyong-

yang).

e According to the court proceedings, in April 2019, Mr. Ri Chun Hwan confirmed to FTB Pyong-
yang that he directed a payment from his China-based accounts.

328/421 21-01647



S/2021/211

e According to the court proceedings, Ri Chun Song has acted as FTB’s representative in Beijing,
China from 2015 to 2019.

e According to the court proceedings, in November 2016 Ri Chun Song directed payment to a Chi-
nese company from a China-based account.

e According to the court proceedings, in May 2017, Ri Chun Song directed a payment to a Russian
company from a China-based account.

e According to the court proceedings, in June 2017, Ri Chun Song received payment into a China-
based account.

In response to the

China has closed all representative offices of DPRK financial
institutions in China according to the Security Council resolutions. All the
relevant representatives have left China. Chinese banks have always strictly
implemented the targeted Security Council sanctions, and would not provide
any financial services to individuals or entities designated by the Security
Council. Considering its cooperative relationship with the Panel, China has
overcome great difficulties and has had the commercial banks to carefully
investigate the two individuals mentioned in the Panel’s letter. There is no
transaction involving Ri Chun Hwan in April 2019. There is neither any Ri
Chun Song involved transaction record related to the payments from
accounts located in China to any Chinese or Russian companies in 2016 and
2017, or any acceptance of payments in June 2017.
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Annex 73: Korea Ungum Corporation and Unha Daesong Trading Company account num-
bers and relevant transactions

Agrosoyuz Commercial Bank
Account: 40807810800000000010
Account Owner: Korea Ungum Corporation?®?
Transactions:
e September 2017 payments from [REDACTED]
February 2018 payments from [REDACTED]

Sputnik Bank
Account: 40807810240000000002
Account Owner: Korea Ungum Corporation
Transactions:
e February 2019 payments from [REDACTED]

Asia Pacific Bank
Account: 40807810700580000008
Account Owner: Unha Daesong Trading Company***
Transactions:
e September 2019 payments from [REDACTED]

Russian Financial Society
Account: 40807810300000000599
Account Owner: Unha Daesong Trading Company
Transactions:
e September 2019 payments from [REDACTED]

Sberbank
Account: 40807810250000000032
Account Owner: Unha Daesong Trading Company
Transactions:
September 2019 payments from [REDACTED]

Source: A Member State

153 Korea Ungum Corporation (aka TS Ungum Corporation; Korea Yngum Corporation, Korea Ungum Company) is a suspected front
company for DPRK’s Foreign Trade Bank (designated KPe.047). See, paragraphs 172-173 in the 2020 Final Report (S/2020/151).

1% Unha Daesong Trading Company (aka “Unha Daisong™) is a suspected front company for DPRK’s Foreign Trade Bank (designated
KPe.047).
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Annex 74: Corman Construction & Commerce SUARL Registration Documents

REPUBLIQUE DU SENEGAL Décret N° 2012 - 886 du 27/08/2012
abrogeant et remplagant le décret
MINISTERE DE L'ECONOMIE N° 95 - 364 du 1 el
ET DES FINANCES 41047
~AVIS D'IMMATRICULATION

Le numéro ci-dessous vous est définitivement atiribué a la suite des modifications intervenues dans le no

d'immatricuiation.
N.INEA: 006422422 Z y _40
DATE DIMMATRICULATION : _ 22/06/2017

DENOMINATION CORMAN CONSTRUCTION & COMMERCE - SUARL

| ENSEIGNE / SIGLE CCC - SUARL

| ADRESSE/BP CITé ASSEMBLEE OUAKAM VILLA N° 103/

LOCALITE DAKAR | TELEPHONE | 774638436
| CENTRE FISCAL NGOR-ALMADIES

CONTROLE 1

| FORME JURIDIQUE SOCIETE UNIPERSONNELLE A RESPONSABILITE LIMITEE

| ACTIVITE PRINCIPALE CONSTRUCTION DE BATIMENTS COMPLETS

AUTORISATION MINISTERIELLE (POUR ASSOCIATION)

REGISTRE DE COMMERCE SN DKR 2017 B 16435
DATE DE CREATION 22/06/2017
CAPITAL SOCIAL 1000000 CHIFFRE D'AFFAIRES
|EFFECTIFTOTAL _ 0 | NOMBRE
2 DETABLISSEMENTS
SECONDAIRES

En cas de désaccord sur les renseignements portés sur cet avis, veulllez y apporter les reclifications souhaitées et le retourner & :

SERVICE REGIONAL DE LA STATISTIQUE ET DE LA DEMOGRAPHIE DE DAKAR

Rocade Fann Bel-Air Cerf-Volant BP 116 Dakar

RP - SENEGAL

[Lamik NDIAYE,

21-01647

. DAKAR, le 23/06/2017
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B douverture d'un ETABLISSEMENT SECONDAIRE
3 gouverture d'une SUCCURSALE d'une personne morale élrangére
2" RENSEIGNEMENTS RELATIFS A LA PERSONNE MORALE

DENOMINATION : <<CORMAN CONSTRUCTION & COMMERCE>> SUARL

NOM COMMERCIAL : CORMAN CONSTRUCTION & COMMERCE ENSEIGNE: SIGLE:CCC

ADRESSE DU SIEGE : Cib. wille o 903, N* RCCM DU SIEGE:SN.DKR.2017.B.16435
ADRESSE DE L' ETABLISSEMENT CREE :

FORME JURIDIQUE : SUARL

CAPITAL SOCIAL 1 000 000 Fcfa DONT NUMERAIRES 1 000 000 F CFA DONT EN NATURE O F CFA
DUREE 99 ans

RENSEIGNEMENTS RELATIFS A L'ACTIVITE ET AUX ETABLISSEMENTS

ACTIVITE : Activité Principale(Préciser) Réalisation & construction de bitiments et tous Travaux de magonnerie et de
menuiserie ;

Etudes, Conseils;

Bétiment Travaux Publics (BTP);

Dato de début : 160612017 Nbre de salariés provus : 0
PRINCIPAL ETABLISSEMENT OU SUCCURSALE :<<CORMAN CONSTRUCTION & COMMERCE>>SUARL
" Adresse : e
Origine:  YCréation B Achat E3 Apport E3 prise en location gérance

1 Autre:(Préciser) -
Précédent Exploitant : Nom : Prénom :
Adresse :
Loueur de fonds(Nom,dénomination,adresse) :
ETABLISSEMENTS SECONDAIRES (Autres que celui créé) E oui #iNon
Adresse :
Activité :

ASSOCIES TENUS INDEFINIMENT ET PERSONNELLEMENT (%)

(") La totalité des renseignements relatifs 4 ces associés doit IMPERATIVEMENT figurer sur le formulaire compiémentaire M.O Bis annexé
RESUME DES INFORMATIONS :
NOM ' PRENOM |pATE ET LIEU DE NAISSANCE

RENSEIGNEMENTS RELATIFS AUX DIRIGEANTS (*){(*)

() C les Gé ou associés ayant le pouvoic d'engager la personne morale. AN A
. no ci dessous doivent IMPERATIVEMENT étre rmr__nunw : :
NOM PRENOM DATE ET LIEU DE NAISSANCE | ADRESSE
Chol Choe Song 1GRSSTI & Pyongyang (RPD do
COREE).
(***) Préciser : Associé 2T
MN’X
/
\\fa EETo PRENOM / DATE ET LIEU DE NAISSANCE
TS 3 ‘QA /
</S [ <2
% : S ‘)mmmammm
o ¥ DEMANDE D'IMMATRICULATION AU R.C.C.M
La jic los pléoos justificatives produes en application do Face

nofcifit géndral a 646 veriiée par lo grefiier on Chel soussigné qui a procsdé
finscipion - 9L % |~
Le 22/08/2017 sous le NUMERO SN.DKR.2017.B.16435

332/421

21-01647



$/2021/211

Mo Bis INTERFACE COMPLEMENTAIRE

AP. Porto Novo 23/24 juin AU FORMULAIRE Mo (%)
1999

* Cetto intercalaire doit IMPERATIVEMENT &tre annexé au formulaire Mo lorsque les rubriques 15 et 16 de ce formulaire
n'ont pu étre entiérement renseignées.

ASSOCIES TENUS INDEFINIMENT ET PERSONNELLEMENT (*)

INSCRIRE CI-DESSOUS LES NOMS, PRENOMS, DOMICILE PERSONNEL, DATE ET LIEU DE NAISSANCE, NATIONALITE, DATE ET
LIEU DU OU DES MARIAGES, REGIME MATRIMONIAL, CLAUSES RESTRICTIVES OPPOSABLES AUX TIERS , SEPARATION DE
BIENS, DE TOUS LES ASSOCIES TENUS INDEFINNIMENT ET PERSONNELLEMENT DES DETTES SOCIALES /

RENSEIGNEMENTS RELATIFS AUX DIRIGEANTS (*)*)

* Conceme les Gérants, administrateurs ou associés pouvant engager la personne morale. !

INSCRIRE CI-DESSOUS LES NOMS, PRENOMS, DATE ET LIEU DE NAISSANCE, ADRESSE, QUALITE ( Préciser : Gérant, PDG ,PCA ,
Administrateur ou associés) CONCERNES ET QUI NONT PAS PU ETRE INSCRITS SUR LE FORMULAIRE Mo EN RUBRIQUE 14 ;

La conformilé de la déclaration avec les pidces justificatives produites en application de 'acte uniforme
sur le droit commercial général a 66 verifide par le greffier en Chef soussigné qui a procédé & Mnscription
lo 22/0672017 sous le NUMERO SN.DKR.2017.B.16435

(reporter ici lo numéro de formalité figurant sur le formulaire Mo)
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ENREGISTRE Csf Ngor Alma DIRECTION GENERALE DES IMPOTS ET DOMAINES
Le 21/0672017 12:45:10 TR e R

Ne 28
L
g DECLARATION D' EXISTENCE
De la Société Anonyme ou civile ou commandite simple
ou société en nom collectif:  CORMAN CONSTRUCTION & COMMERCE SUARL
Faite par SCP NDIAYE & NDIAYE Associés , demeurant au 10, Rue Mohamed V BP 22922 DAKAR Ponty
en qualité de Notaire.

Dénomination de la Société: CORMAN CONSTRUCTION & COMMERCE SUARL

Objet de la Société: Réalisation & construction de bitiments et tous Travaux de mag ic et'de iscrie ; X
Etudes, Conseils; > S
Batiment Travaux Publics (BTP); b : sonies '-_l )
,T, o) = .‘ ..- idre et e 1 See ;

La maitrise d’ouvrage; .1_'.;" e v'\./ '/
Travaux publics, Bitiments ; voiries et Réseaux divers ; Terrassement, RO <
Décoration,

Le génie civil,

F i de biens et éqs

AchmaVenledeMalémnxdeCons&udmn.(Enguulmuds,gmeﬁm.mmbllc , ck ions)
hnique dans les procéd ndmmnmumetﬁmnu&e

La ption, la production ou 1" ge, la commercialisation, 1'installation d'équip laires et leur repré ion exclusive

L’mmlwhghmmhmmakdmhmmdcmmﬁ:nlsdéqmmusynppomnt,

La fi i I‘ la et le service aprés-ven!

Toutes activités liées a I'industrie i ‘mh(L‘wquunwu.l-Pmpﬁété,thion,l‘ dmini ion par bail ou etla
disposition des i bles et droits i biliers; ’exploitation et la location-gé de tous i bles et droits i biliers);

Partenariat ¢t Financement de projets,

Investissement dans tous les domai eti

Rwhaﬂndeﬁnlm(aémdcdcﬁmbllné

Soclétédenégocunoneld'mponﬂpoﬂ

Le Négoce; le Négoce i i ; leP: 1

La Représentation; IaDmMmdmmmdemmhhmtl‘lmpomuonﬂlexwm

L'importation, la transformation, I'exportation, la mise en ceuvre, la maintenance de tous biens matéricls et/ou immatéricls relatifs aux
domaines d'intervention de la socné!é

Acci m(‘ \H

Commerce général

Import- Export

Le tout directement ou indi pour leur pte et pour le compte de tiers, soit seuls, soit avec des tiers par voie de création de
sociétés nouvelles, d'apport, de fusion, de sociétés en participation, ou de gérance de tous biens ou de droits ou autrement.
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Annex 75: SCI ADJA Seneba and Corman Construction contracts and transactions

According to documents obtained by the Panel, SCI ADJA Seneba, which is a subsidiary of EMG Universal
Auto Group, entered into at least two contracts with Corman Construction between May 2017 and October
2017. EMG Universal Auto is a group of Senegalese companies owned and operated by Mr. Mbaye Gueye.

In May 2017, MOP Senegal entered into a contract with SCI ADJA Seneba to perform construction services
at a Sengalese hotel. The period of performance for the work was October 2017 to October 2018 (Figure
1). The contract, which does not state a value, is signed by Mr. Mbaye Guye representing SCI ADJA
SENEBA and Mr. Im Song Sun representing MOP Senegal.

In October 2017, Corman Construction entered into a contract with SCI ADJA Seneba to perform construc-
tion services at or near a local airport. The value of the contract was CAF 83,000,000 (approximately USD
150,000) and was to be paid in four installments (Figure 2). On page 2 of the contract, Corman Construction
is listed as “CORMAN GROUP OF COMPANIES.” Both the email address and phone number listed are
the same used by MOP Senegal. The contract names “Monsieur Cholung Choe” as the representative for
Corman Construction.'*®

Figure 3 shows two payments made from Mr. Mbaye Gueye and EMG Automotive, respectively, to Corman
Construction. The first payment is dated 25 February 2017 in the amount of CAF 900,000 (approximately
USD 1,600). The second payment is dated 13 December 2017 in the amount of CAF 24,900,000 (approxi-
mately USD 45,000). Although the Panel is unable to assess the purpose of the first payment, it is likely
that the second payment (dated 14 December 2017) is an installment on the October 2017 contract. Repre-
sentatives from SCI ADJA Seneba have not responded to the Panel’s request for information.

155 The Panel assesses that “Cholung Choe” is likely the same as Mr. Choe Song Chol— a known representative of MOP Senegal.
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Figure 1. May 2017 Mansudae Overseas Project, Senegal, contract with SCI ADJA SENEBA
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Figure 2. October 2017 Corman Construction Contract with SCI ADJA SENEBA
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‘En cas de faillite. de décés. de liquidation des biens ou réglem
I’entreprise, le maitre d’ouvrage peut résilier de plein droit le conts
compensatoires et sans préjudice de tout droit ou recours qu'elle p

Réception des travaux : elle sera faite en présence des deux parties
du maitre d’ouvrage. A cet effet le client adressera en temps utile 1
ept ,1":mpréeiﬁmlndateélaqucllelwtravauxserontacliw&’
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Figure 3. Payments from SCI ADJA Seneba to MOP Senegal and Corman Construction
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Annex 76: Patisen and Corman Construction

Patisen is a Sengal-based food processing company, founded in 1981 and headquartered in Dakar (also
known as Patisserie Senegal). According to documents obtained by the Panel, Patisen signed a contract
with MOP Senegal in September 2016 (Figure 1) to perform construction-related services on a loading
dock. The contract is valued at CAF 750,000,000 (approximately USD 1,353,000) and signed by Mr. Choe
Song Chol.

In January 2018, Patisen signed a contract with Corman Construction for interior construction related ser-
vices at a salt factory— including, demolition, paving, and painting (Figure 2). The contract was valued at
CAF 15,638,228 (approximately USD 28,200). Mr Choe Song Chol is listed on the contract as representing
Corman Construction. Additionally, Corman Construction lists its email address as the same email address
used by MOP Senegal.

Documents obtained by the Panel suggest that Corman Construction and Patisen signed into an additional
contract for supplemental construction services in May 2018 (Figure 3). It is not known to the Panel whether
these services were performed, but media sources indicate the presence of Democratic People's Republic
of Korea labor at the site in September 2019 (Figure 4 and 5). The contract value was CAF 2,327,354
(approximately USD 4,000).

Figure 6 shows three payments from Patisen to Corman Construction. The first payment is dated 13 Febru-
ary 2018 and payable to Mr. Choe Song Chol in the amount of CAF 26,008,638. The second payment was
for CAF 7,500,000 on 2 May 2018 and the third payment was for CAF 2,000,000 on 2 July 2018. The
second payment was payable to Mr. Im Song Sun— a representative of both MOP Senegal and Corman
Construction. Representatives from Patisen have not responded to the Panel’s request for information.
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Figure 1. September 2016 contract between Patisen and MOP Senegal
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Figure 2. January 2018 contract between Patisen and Corman Construction
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Figure 3. May 2018 contract between Patisen and Corman Construction
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Figure 4. Reported DPRK nationals at the Patisen worksite, 16 September 2019
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Source: https://www.voanews.com/africa/despite-un-sanctions-north-koreans-work-senegal

Figure 5. Undated Photo of Patisen Loading Docks

Source: Google Maps
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Figure 6. Payments from Patisen to Corman Construction
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Annex 77: Corman Construction work on the Diamniadio Lake City development

Based on information obtained by the Panel, as well as publicly available information, the Panel made
inquiries into alleged work performed by Corman Construction on the Diamniadio Lake City development
project in Dakar, Senegal. In its response to the Panel’s inquiry, representatives from the company in charge
of the Diamniadio Lake City development project stated that their organization did not have “any partner-
ship or commercial relationship with the company Corman Construction & Commerce SUARL...” The
representative further stated that in July 2019, representatives from Corman Construction visited the project
site to offer their services but those services were declined.

The Panel has obtained additional financial records, however, that indicate at least two payments were made
to Corman Construction and Commerce for work performed on the Diamniadio Lake City development
project. These payments occurred in May and June 2020, in the amount of CAF 15,000,000 and CAF
21,000,000, respectively.
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Annex 78: Corman Construction Financial Accounts
Figure 1. Corman Construction Account Statement at Banque Atlantiqgue
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Figure 2. Corman Construction check from Banque Sahelo-Saharienne, payable to Patisen
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Annex 79: Passport for Pak Hwa Song
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Annex 80: Passport for Hwang Kil Su
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Annex 81: Corporate Registration and related documentation for Congo Aconde SARL

Figure 1. Corporate Registration document, dated 26 February 2018

[ DECLARATION B de CONSTITUTION DE PERSONNE MORALE
o ou CId'OUVERTURE d'un ETABLISSEMENT SECONDAIRE

AP Porto Novo 2324 jun 1999

ou CJd'OUVERTURE d'une SUCCURSALE d'une personne morale ETRANGERE

RENSEIGNEMENTS RELATIFS A LA PERSONNE MORALE

-

DENOMINATION : CONGO ACONDE

NOM COMMERCIAL : ENSEIGNE : SIGLE: C.A
2 |ADRESSE DU SIEGE : 1041 avenue Ulindi,Q/Golf, C/L hi, VL F RD
3 |ADRESSE DE L'ETABLISSEMENT CREE :
FORME JURIDIQUE : S.A.R.L. N* R.C.C.M. du siége : CD/LSH/RCCM/18-B-00029
4 |CAPITAL SOCIAL : 16147271 COF DONT NUMERAIRES : DONT EN NATURE :
5 |DUREE : 99 Années entiéres consécutives

RENSEIGNEMENTS RELATIFS A L'ACTIVITE El' AUX ETABLISSEMENTS

6 [ACTIVITE : ACﬂVﬂ'EPRlNCIPALE anwmmmmm de [

B&hmonls Travaux publics. Et g
P tou arou.u:‘ ouémobm:mamwoovmm
8 Daladodébut 26/02/2018 Nombre de salariés prévus : 6

PRINCIPAL ETABUSSEIENT OU SUCCURSALE :

10 Oﬂgho -(‘Mon[jmtﬁAmmr_\Pmenlou\hongmmﬁ Autres
1" (p ).

12 Précé itant : Nom : Prénoms :

13 Adresse : N*RCCM :

Loueur de fonds (nom/dénomination, adresse) :

14 |ETABLISSEMENTS SECONDAIRES : (autres que celui créé) lll Non [ Oul (préciser) :
Adresse :
Acivité :

ASSOCIES TENUS INDEFINIMENT ET PERSONNELLEMENT (*)

15 | (7) La totalits des ronseignemants rolatifs & ces associés doit figurer sur lo M.o Bis annexé
RESUME DES INFORMATIONS :

NOM PRENOM DATE LIEU DE NAISSANCE ADRESSE

RENSEIGNEMENTS RELATIFS AUX DIRIGEANTS (*)(**)

16| (e les Gérants, Ou assockés gyant le pouvor J'engaogr Iy personne morple
**) Les ronses e pouvant Goivert IMPERATIVEMENT dtro surle MoBis

NOM PRENOM DATE LIEU DE NAISSANCE ADRESSE

FONCTION(***)

M. PAK HWASONG |13101962 APYONGYANG | (013 Sere TindOiSelt Club

* | Gérant

(") Procises : Gerant, PDG, AGMnsirateur, ASSOos

COMMISSAIRES AUX COMPTES

NOM PRENOM DATE LIEU DE NAISSANCE | ADRESSE
!

LE SOUSSIGNE (pr.dul si mandataire) : MAITRE RICK LUMBALA NGOY, MANDATAIRE
acequela BN DEMANDE D‘IHMATR!CULATION AUR.C.C.M.
18 La conformité de la déclaration avec les piéces jusiificati
Droit commercial général a été vérifiée par ncmmumms-mx QU 50
l'inscription o 26/02/2018 sous le NUMERO CD/LSH/RCCM/18-B-00029
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Figure 2. Corporate National Identification record

:Ce numéro annule et remplace tous les numéros d'identification qui vous avaient été attribués vg_._._&a.
moamo.am_mmgsca., surles entétes des lettres, factures, regus, quittances, déclarations, unomamﬁﬁa,!oos%
* de vos relations avec les services et entreprises des secteurs public et privé. R L g
mm_gga@wﬁt&ﬁ«&:&r«»%8&§m8§»ﬁ~§3«53§00§:§§3§.§ ¢
zen avertir le Secrétaire Général a I'Economie Nationale, B.P. 8.500 Kinshasa 1. 4

m<mc_=o~3n_¢=§= lui communiquer le plus tét possible toute modification qui interviendrait dans ces r )

*INFORMA' 7Ol

*Raisons Sociale  STE CONGO ACONDE SARL
:Date de Création ~ 26/02/2018

RCCM : LSH/RCCM/18-B-00029

ilocalté RCCM  LUBUMBASHI

*Numéro B.P. i e . NG s STepe RAEREN
m..bﬂ! BP. A

--------------------------------------------------

Nmigzqu DEOQF»&OSW DU CONGO _ezm:>m>._.m 12/03/2018

i%
STE CONGO >oozum SARL ol o
C.A SARL
mgmmm.ﬁ_a -
* Par application de 'Ordonnance -Loi n°73/236 du 13 aolt 1973 portant institution
+d'un numéro national d'identification, il a été décidé de vous attribuer le numéro . w

INFORMATIONS COMPLEI
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Figure 3. Congo Aconde corporate tax document

Kinshasa, le () 5 WARS 9013

REPUBLIQUE DEMOCRATIQUE DU CONGO
MINISTERE DES FINANCES

féﬁﬂ(@% N°11/11002509M/DGI/DIRAF/DIGR/IM/2018
D)

1
DIRECTION DE L'ASSIETTE FISCA
Objet : Notification du Numéro

A1803944H

A la Société

- : J'ai I'honneuride porter a votre c¢
des dispositions de: ulaire Ministérielle 2/CAB/MIN/FINAI

6 relative a I'exécution’d t n°03/012 du 18 juillet 2003 portant in
ntifiés sous le Numéro Impot: A1803944H

A cet effet, j'appelle votre attenti

on légale d'afficher le| 8ro aussi bien sur toute correisponda

ration Fiscale que s

{ ne yrmément a la répa
ces entre services ge ires, la gestion di dossier fiscal relé\
5 de : Centre d' Impot ' étiques de LUBUMBASHI 5

Veuille:
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Figure 4. Articles of Incorporation signature page

14

. 2 En outre les soussignés donnent mandat a Monsieur PAK
HWA SONG résident au n® 10#f Avenue ULINDI Quartier Golf Commune et
Ville de Lubumbashi a Peffet de prendre les engagements suivant au nom et
pour le compte de la société CONGO ACONDE S.A.R.L

Article 28 : Les frais, droits et honoraires des présents statuts sont a charge de
la société.

Fait a Lubumbashi, le 21/02/2018 en 6
originaux

LES ASSOCIES
1. Monsieur PAK HWA SONG

2. Monsieur HWANG KIL SU

21-01647 363/421
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Figure 5. Capital Declaration

DECLARATION DE SOUSCRIPTION DU CAPITAL SOCIAL

Nous soussignés : PAK HWA SONG et HWANG KIL SU
déclarons par la présente avoir souscrit le montant de 10.000USD (dollars
américains dix mille) comme capital social de la sociét¢ CONGO ACONDE
S.A.R.L en sigle C.A

Fait a Lubumbashi le 21/02/2016
LES ASSOCIES SIGNATAIRES

1. PAK HWA SONG //5/54 78
y. &

=

2. HWANG KIL SU 75

*The Panel is investigating the date discrepancy with the date on the capital declaration.
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Annex 82: Congo Aconde account numbers and domicile statement

Afriland First Bank

Nﬂ

NAMES

ACCOUNT N°

T
DATE OF OPENING

PAK HWA SONG

2 HWANG KIL SU

3 RY YONG GWANG
4 HAN KYONG HO
5 RIM CHOL

b

CONGO ACONDE SARL

|
14/06/2019

13/06/2019

|
12/07/2019

14/06/2019

|
08/07/2019

]
23/02/2018

27/04/2018

21-01647
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366/421

@: . Afriland First Bank CD

Nous soussignés AFRILAND FIRST BANK CD SA, dont le Siége
Social est au n®767 Boulevard du 30 juin, BP 10470 &
Kinshasa/Gombe,

Atlestons que CONGO ACONDE SARL, STE EN FORMATION,
entretient le compte suivant ;

- Nedecompre - |G s

COORDONNEES CORRESPONDANTS / BMCE BANK
SWIFT CODE  : BMCEFRPP

maxusp < <

- COORDONNEES AFRILAND FIRST BANK CD
SWIFT CODE  : AFCDCDKIXXX

Ouvent dans nos livres 4 I'"Agence de Lubumbashi avec un versement
de SUS 10.000,00 pour la constitution du capital social

En foi de quoi, la présente attestation est délivréc pour servir et valoir
ce que de droit,

Fait & Lubumbashi, le 23 Févricr 2018

Pour Afriland First Bank CD SA

Agence de Lubumbashi
! )
,Z»_g’d@d pm‘_igm«, Le Chefd@'A
P ""hl ! l‘
Sy / Lévi's LK
N '\'\ 1
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Annex 83: Passports of Han Kyong Ho, Ri Yong Gwang and Rim Chol

Figure 1. Han Kyong Ho’s passport

.

ke e s 55
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Figure 2. Ri Yong Gwang’s passport
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Figure 3. Rim Chol’s passport
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Annex 84: Congo Aconde and Monuments in Haut Lomami

Haut Lomami : inauguration des monuments Mzee Kabila et llunga Mbidi a Kamina

Agence Congolaise de Presse (French)
Mercredi 23 Janvier 2019

Kamina, 23 janvier 2019 (ACP).- Le gouverneur du Haut Lomami, Kalenga Mwenzemi a procédé mercredi
a Kamina, au dévoilement du monument Mzee Laurent Désiré Kabila construit & la jonction des avenues
Lumumba et de I'Eglise. Peu apres, il a aussi dévoilé celui de I'empereur luba, llunga Mbidi Kiluwe, érigé
au rond-point de la gare au croisement des avenues de la Base et des Manguiers.

Cette cérémonie qui n'a connu aucun mot de circonstance s'est déroulée en présence des députés et des
ministres provinciaux du Haut Lomami ainsi que de nombreux curieux venus admirer ces oeuvres d‘art.
Ces monuments ont été construits I'année derniére par la société sud-coréenne, Congo Akonde qui n'a donné
aucun détail sur ces réalisations. Toutefois, ces travaux ont été entiérement financés par le gouvernement
provincial du Haut Lomami.

Source: Agence Congolaise de Presse
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Annex 85: Contract award letter dated 23 February 2019

Figure 1. Surety Bond Declaration by Congo Aconde’s Bank to the City of Lubumbashi

X

Sidge Social

yrd du 30 juin n*767
Inshasa/Gombe
4390000 11 11
§3) 99 000 22 22
AL ATV D -
e ahiendll rihenbe dsvem
10 impt AGT00212P
N/RCCM/14-B-3330
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@: « Afriland First Bank CD

| CAUTIONDESOUMISSON
~ N°0001-SMS-16-10-2018
Afriland First Bank CD/Agence de Lubumbashi, n® 92, Avenue SENDWE
Lubumbashi/Haut-Katanga, RDC

Bénéficiaire : Ville de LUBUMBASHI
Sis 1041, Avenue ULINDI Q/Golf, Commune et Ville de Lubumbashi.

Date : 10/10/2018

Nous avons été informés que CONGO ACONDE Sarl (ci-aprés dénommée e
Soumissionnaires) a répondu & votre Appel d'Offres AAO N° N° 003/MARIE V. L'SHI/Cel-
Techn-MP/2018 pour réhabilitation et addition d'ouvrage au bassin de la ville,
Commune de Lubumbashi, prés du stade de la Victoire dans la province du Haut -
Katanga. (Ci-aprés dénommée « I'Offre »n)

En vertu des disposifions du dossier d'Appel d'Offres, I'offre doit éfre
accompagnée d'une garantie d'offre.

A la demande du Maitre de I'Ouvrage, nous AFRILAND FIRST BANK CD, nous engageons
par la présente, sans réserve et imévocablement, & vous payer & premiére demande,
toutes sommes d'argent que vous pouniez réclamer dans la limite de $US 108.225 (Dollars
américains cent huit mille deux cents vingt-cinq).

Votre demande en paiement doit étre accompagnée d'une déclaration attestant que le
Soumissionnaire n'a pas exécuté une des obligations auxquelles il est tenu en vertu de
I'Offre, & savoir :

a. s'il refire 'Offre pendant la période de vaidité qu'il a spécifiée dans la letire de
soumission de |'offre ; ou
b. si, s'étant vu nofifier I'acceptation de I'Offre du Maitre de I'Ouvrage pendant la
période de vdidité telle qu'indiquée dans la lettre de soumission de I'offre ou
prorogée par I'Offre ou prorogée par le Maitre de I'Ouvrage avant I'expiration de
cefte période, il :
ne signe pas le Marché ; ou
ne foumit pas la garantie de bonne rédlisation du marché, s'il est tenu de
le fare ainsi qu'il est prévu dans la clause 38 des instructions aux
soumissionnaires.
La présente garantie expire (a) si le marché est octroyé au Soumissionnaire, lorsque nous
recevrons une copie du marché signé et de la garantie de bonne exécution émise en
votre nom, selon les instructions du Soumissionnaire ; ou (b) si le marché n'est pas octroyé
au Soumissionnaire, & la premiére des dates suivantes : (i) lorsque nous recevrons copie de
votre nofification au Soumissionnare du nom du soumissionnaire retenu, ou (ii) vingt huit
(28) jours apreés I'expiration de I'Offre.
Toute demande de paiement au fifre de la présente garantie doit étre reque a cetly
date au plus tard. La présente garantie est régie par les Régles uniformes de la Chamgre
de Commerce Intemationale (CCI) relafives aux garanties sur demande, Publicati
no : 458.

Le Chef de Guiche!

Michael BAZODILA

21-01647
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Figure 2. Notification of Contract Award by the City of Lubumbashi

REPUBLIQUE DEMOCRATIQUE DU CONGO Lubumbashite 3 S0 £ VAL S 4
PROVINCE DU HAUT KATANGA
R=eal
“ N 807 R MAIRENILLEA 'SHI2019
X
VILLE D) i\ BUMBASHI

BUREAU DU MAIRE

TRANSMIS copi pour information 4
- - Madame Je Maire Adjoint ;

- Monsieur le Mandataire du Budget,

- Madame le Comptable Urbain p
Monsieur le Chef de Service Urbain de
la Décentraksation et Réformes
Institutionnelles
(TOUS) & LUBUMBASH|

Objet : Notification d'attribution de A Monsieur le directeur Général de la
marché public des travaux Société CONGO ACONDE
pour la réhabilitation et a LUBUMBASHI
addition d'ouvrages au Bassin
‘de la V]
Monsieur le directeur Général,

Jai l'avantage de porter & votre connaissance
que le marché susmentionné en marge, vous a été attribué

Vous serez invité 4 mon office pour la signature
du contrat aussitot les formalités administratives terminées.

Veudlez agréer, Monsieur le Directeur Général,
l'expression de ma franche collaboration

L —

s ““foff
.y |

T L@éﬁ BULUMA

373/421
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Annex 86: Request by Congo Aconde to lift the Surety Bond

CONGO ACONDE SARL

N. Réf | 009/19/CA Lubumbashi, le 18 Avril 2019

A
Monsieur le Chef de I'Agence
De I'Afriland First Bank CD
A
LUBUMBASHI

Objet - Levée de la caution de soumission

Monsieur le Chef de I'Agence,
J'ai I'honneur de venir auprés de volre haute autorité, solliciter |a levée de la
caution de soumission a l'appel d'Offre N"003/MAIRIEV.L'SHICel-Techn-MP/2018,

En effet, je suis votre client sous le numéro de compte
USD au nom de CONGO ACONDE dont le montant de caution est SUS108 225
(Dollars américains Cent huit mille deux cents vingt-cing)

En attendant une suite favorable, veuillez agréer, M. le Chef, I'expression de nos
considérations distinguées

Le Directeur Général
M. Pak Hwa Song

Adresse: Avenue Ulindl, Lubumbashi/Golf N°RCCM: CD/LSH/RCCM/18-8-00029
TEL: #243 851 217 131 E-maik: congoacondefgmail.com N*Compte AFRI: 000190000302030648501-21
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Annex 87: Hwang Kil Su at a project site in Kolwezi, dated 22 November 2019

€ Tweet

Mairie de Kolwezi v
@MairiedeKolwezi

L'autorité urbaine Madame Véronique UPITE KAMINA
a effectuée une visite d'inspection sur l'avenue
Laurent DESIRE KABILA dans la matinée de ce
vendredi 22 novembre 2019 en fin de s'imprégner de
'évolution des travaux exécutés sur la dite avenue.
et 2 e R AR e,

8:40 AM - Nov 22, 2019 - Twitter Web App

2 Retweets 12 Likes

O () v w
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Annex 88: The Mole: Undercover in North Korea

The Panel has written to several Member States and entities concerning scenes portrayed in The
Mole. The Panel is continuing its investigation.

Cambodia
For the Panel’s enquiry and Cambodia’s response, see para. 90 and annex 43.

Canada
Canada has responded to the Panel concerning a scene in The Mole.

Denmark
Denmark has provided information concerning scenes in The Mole to the Panel.

Jordan
One scene in the film depicts Mr Hisham al-Desouki — a Jordanian national — describing a

scheme to violate UN sanctions through a proposed joint venture between Korea Narae Trading
Corporation and Aktham Trading.!*® In response to the Panel’s inquiry, the Hashemite Kingdom
of Jordan described Mr al-Desouki as an “infamous swindler” who maintains a small office with
no staff and has never shipped any goods to the Democratic People's Republic of Korea. Jordan
also supplied the Panel with the pro-forma invoice and contract (figure below) that was portrayed
in the film and noted that “... the deal was never implemented, and al-Desouki’s goal was to obtain
money without implementing his part of the deal...”

Sweden
Sweden has provided information concerning scenes in The Mole to the Panel.

Uganda

The Panel noted that the documentary suggests that international arms dealers from the
DPRK and nationals from a European country discussed the construction of a facility on an
island in Lake Victoria in Uganda in 2017. The suggested facility, while to be disguised as
a hospital or resort, was potentially for the manufacture of Methamphetamine and arms from
components sourced by or from the DPRK. The documentary also depicted subsequently
negotiating with the representative of the island’s owner and local officials about purchasing
the island and constructing the facility. The documentary suggests that the project was never
realized. The Panel has not yet received a reply to its enquiry from Uganda (see para.150).

156 According to documents obtained by the Panel, Mr Hisham al-Desouki is the owner and operator of Aktham Trading.
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Figure: Copies of invoice and contract

dujlail ror St Qg
AS ) ———— 777 Aktham Trading k<

E PRl performa Invoice //
A'T' /. Np.£X02/2017
" Date; NOV 11. 2017

Government of the DPR of Korea
Mr. Alejandro Cao de Benos
special Delegate,

Government of the DPR of Korea

s " Deseription T Price 1} “aty | TotalPrice

No MTUSD . M/T_ UsD_

1 | Diesel fuel - EN 590 ' 345 | 5000 | 1.725.000.00 '

2 | Gasoline - 95 Octanes 280 | 5000 | 1.400.000.00
Country of Origin; Russia Federation - Physical & !

chemical indicators according to attached specification | { e
: [ 3.125.000.00 |

Doul Price | Three million and one hundred and twenty-five thousand US dollars Only.

IERMS & CONDITIONS:

1-Prices quoted are CIF Prices and valid for 30 days from the date of Performa invoice .

2- Payment terms : In USD to be made by MT 103,

3- Inspection ; from any accredited company at the cost of sellers .

4- Supporting documents for the consignment: invelce Certificate of origin - Transfer

znlifl'icate- Certificate of inspection - Bill of landing & Product Injection Report/ Vessel
talls .

5- Delivery within a period not exceeding forty days at Nampo port from the date of
recelpt of your Payment . :

§- Bank detalls:-

BANK NAME ; ARAB BANK , AMMAN ~ JORDAN
ACCOUNT NAME ; AKTHAM TRADING ESTABLISHMENT
ACCOUNT NO ; 0135 /030979 / 500

1BAN ; JO11 ARAB1350 0000 0013 5030 8795 00

General Manager e o .
* Hisham Aldasouq) R Ce
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PETROLEUM PRODUCTS SUPPLYAGREEMENE -

Sale Contract No . PLEX 02/2017
July 2018
Narea Trading Corporation

Democratic People's Republic of Korea
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Ref: P, No. EX 02/2017 Date:  4{7/2018

PETROLEUM PRODUCTS SUPPLY AGREEMENT
BETWEEN:

Aktham Tradi lish . @ company existing under the laws of the Hashemite ngdpm’uf Jordar
and having its registered office at 481 Prince Hassan Street Amman. e

<1
R |

[Hereinafter referred to as the Seller Party A]
AND

Narea Trading Corporation . 2-1 Ponghwa-dong , Pothonggang District,, Pyongyang , DPR Karea

[Hereinafter referred to as the Buyer Party B)

The Buyer and the Seller are herelnafter collectively referred to as the "Parties and
individually as the *Party”.

Whereas:

(A) The Seller Is engaged in the business of marketing and selling petroleum
products including lubricants and has offered to sell certain Products (as defined below) i
to the Buyer during the term of this Agreement; it
{B) The Buyer is engaged in the business of purchasing and trading petroleum -
products;

{C} The Buyer is desirous of purchasing the Products from the Seller and the Seller

has agreed to supply the Products to the Buyer on the terms and conditions as set out
in this Agreement.

\ r

QUANTITY, Total Purchase Order Is 5000 metric Tons Diesel Fuel & 5000 metric Tons Gasoilne ;

ORIGIN, Russia Federation

THEREFQORE, [T §S AGREED AS FOLLOWS: o
1. DEFINITIONS S i
in this Agreement, unless the context requires otherwise, the following terms shall ha\rp the
meanings ascribed against each:

“Agreement” means this Petroleum Praducts Supply Agreement;
“Bill of Lading” means the Iadlng record made at the time the product is loaded into origlnatipg shtps,
tanks .

“Delivery Location” means Nampo port or Songrim port
“Consignment” means each monthly volume of GASOLINE 5000 metric tons +/- 10% and mssn
FUEL 5000 metric tons +/- 10% delivered in a single consignment monthly , for twelve monﬂ;s P
“tffective Date” means the date on which the Agreement comes into force;

"HSSE” means health, safety, security, and environment;

..‘

SELLE BUYER.
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“Incoterms 2000" shall mean the international commercial terms published by the lnternatiorial
Chamber of Commerce (LCC) and titled Incoterms 2000; i

“Off Spec Fuel” means any fuel supplied or offered to be supplied by the Seller that does not >nform tc
the Specification; i
“Product” or “Products” means Diesel fuel — EN 590 & Gasoline —95 Octanes that conforms to the
Specification in Diesel fuel , EN 590 & Gasoline - 93 to 95 Octane

“Quantity” means 5000 + 5000 metric tons of diesel fuel & gasoline +/- 10% in total;
“Specification” means the technical specification as EN 590 & Gasoline — 95 Octane S
“Surveyors” shall mean SGS or other third party surveyor as Seller and Buyer may mutuatly
agree;

“Working Day" means any day other than a Saturday, Sunday, or any day on which bankmg
institutions in UK / USA & China, are authorized cr required by applicable law to close for businm

\ -

2. SUPPLY OF PRODUCT :‘ L
2.1 The Seller agrees to supply to the Buyer, and the Buyer agrees to purchase from mes.eller,
the Product.

2.2 The Seller shali deliver the first Consignment in thirty days from the Effective Date , i
2.3 All Consignments shall be delivered by the Seller at the tanks, ship,, or tanker trucks at ';hq Delwerv
Location.
2.4 The Parties represent that they shall comply, and shali cause their authorized represeq;atwes
and personnel to comply, with all safety procedures and the HSSE standards and procedunes as
observed In the industry.

3. SPECIFICATIONS, RISK & DEUVERY OF PRODUCT ;

3.1 The Seller shall deliver each Consignment (which shall, unless otherwise !nstructed by the Buyer, be
of equal proportions of the Quantity) CIF to the Delivery Location. L

3.2 The Seller shall abtain at Its own risk and expense any export license and other official : Vi
autharization or other documents and carry out all customs formalities necessary for ;|
export of the Product and for its transit through any country en route to the Deilvery;i.bcatlon
3.3 The Seller shall, at its own expense, provide the Buyer with the delivery order and the app!icahle
transport documents which the Buyer may require in order to take delivery of the Product/ |
3.4 The Seller shall provide the Buyer with all documentation required Within fifteen days o{ p'aceipt of
the advance payment. Documents required are: :

=~ *gill of Lading

™ *Commercial Invoice

™ *Certificate of Quality

™ *RTC numbers and volumes
*Coples of the Refinery consignment note confirming the date and time of Ioading ;:the qus :?ﬂty of Fue
foaded, the location where the Fuel was loaded, and the designated delivery locatlon;™
*Statement and Composite Quality Certificate (C+ test) and the Composite Quantity Certiﬁa t:ewherebv
Surveyors confirms that the Fuel has been found to comply with the Specification for the vnhmaeand
quality shipped from the Supply Point up to the Dellvery Location . H

* All permits, licenses, approvals and other documentation required for the export and transrt of the
Consignment from the Refinery to the Dellvery Location .

*A duplicate of the insurance policy

3.5 The Seller shall at all times adhere to and comply with the Quality Plan.

4. NOTIFICATION OF PROPOSED DELIVERY :
Seller shall notify Buyer in writing no later than Five Working Days prior to the first day of the
proposed delivery of each Consignment at the Delivery Location, (the “Delivery Date"). Bwer

[ 5]

AT Thelen mn TTanane Cémnnt Tl 1 0£A 70 C279004 Temall 2lthac. mmmn Ammani]l fnen A vmenan Tacda-
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shall, no fater than two Warking Days after the date of receipt of such delivery notice, confirm in
writing Its ability to accept the consignment on the Delivery Date and shall ensure ava:babglxty of a

tank, ship, or tanker trucks to download the full Consignment in accordance with Its ahllgatlons in
paragraph 5.

5. BUYER'S OBLIGATIONS ON DEUVERY D13

5.1 The Buyer shall deposit each Consignment into the Buyer's tank, ship, , or tanker at the Pelwery
Location.

5.2 The Buyer shall bear the cost of testing of the Products by the Surveyors in Accordance with
the procedures set forth under the headings “RTC Testing” and “Storage Tank Testing”. ‘-!:‘. :

5.3 The Buyer shall accept the Seller’s Notification of Proposed Delivery, as describedin’
Paragraph 4 of this Agreement. B
S.4 The Buyer shall, subject to compliance by the Seller take all necessary steps to ua e
fuel at the Delivery Locatlon,

6. PRICE 1tf ¢
6.1 The unit price per metric ton CIF to the Delivery Lacation shall be calculated as follows t{:_&hc_
Delivery Location; Bhe
A. Diesel fuel EN 590 Price MT 345 USD - CIF rE
B.Gasoline 95 Octane Price MT 295USD -CIF :

7. PAYMENT OF PRICE

{ 30% of the contract value TT advance payment and 50% of the contract value TT after capy of Bill of

landing Send by email to buyer and 20% of the contract value by MT within § working days aftnr the

consignment Is arrived at the delivery location.)

7.1 Within ten (10) days after the Effective Date of this Agreement, Buyer shall obtaln l;he

issuance of an made { 30% TT advance payment and 50% TT after copy of Bill of landing Send hgemajl to

buyer and 20% by MT within 5 working days after the consignment is arrived at the delivery Hcﬂtlon )

7.2 Payment shall be made for each Consignment amount of the Unit Price multiplied by the i}nount of

fuel in metric tons certified in the Composite Quantity Certificate. Payment shall be made atﬁgh; 3gains

presentation of the following documentation in original or by eiectronically signed email. 5'; g

(i) Commercial invoice stamped by Buyer’s agent, three originals or copies, signed by the §e1[er

indicating the date, the quantity of the fuel in metrictons, and the Specification of the fuel; ‘-'- -

{ii) Duplicate of the bills of lading showing quantity.of fuel in metric tons dispatched; {: ;

{lii) Composite of Quantity Certificate . S

(iv) Composite of Quality Certificate. 1 4 f'

7.3 In the event that the Issuing Bank, Advising Bank, or Confirming Bank fails or refuses to' pa\mhe

:_lght draft presented by Seller, Seller has full rights to sell the Consignment to any other parw atSeller s
iscretion.

7.4 Buyer may only transport a Consignment from the Delivery Location after payment in prI of the

sight draft is received by Seller.

7.5 Ail amounts payable under this Agreement, or any portion of the Price, shall be payabie:by xhe

Buyer in United States Dollars (USD)} by electronic' funds transfer without any offset, deHudIon ot

counterclaim.

8. TERMINATION

8.1 If the Seller shall commit any breach of this Agreement and does not remedy the breach uﬁthm 10

days after the notice of default from the Buyer, the Buyer may terminate this Agreement. lq }tbe event

of such termination by the Buyer, the Buyer shall have no obligation or Hability to the Sellpr other

than to pay the Seller for amounts due in respect of Product delivered at the Delivery Locati@nfw___ :

SELL BUVER -
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8.2 The Buyer shall have the right to terminate this Agreement by givin n hotic
ge::ir. St.:tc: :;tice cannot bg g‘iven within 60 days of tgse Eﬁemvevgate.gsﬁghdzgigii:rmg;: ?h::u
elier w e option to deliver and receive hrdents
the dute of ok ngﬂml ceive payment for three further monthly Cnnslg?ﬁepts_ after
8.3 The Selter may terminate this Agreement with immediate effect and without prior noticé'lfr uyer
breaches any of its obligations and/or violates any of the provisions of this Agreement. B
9. NOTICES i
9.1 Ifthereisa state of emergency was paramount to prevent the entry and exit of ships ta"lﬁef.l(qrean
ports The delivery and discharge of the tank shall be in{free alongside ship) terms in internat’ﬁpga] waters
- Without any modification in the contract and without any additional expenses. tg
9.2 All notices and other communications given under this Agreement must be in wriﬁ"'ﬁé- :
(electronically signed email and fax acceptable), in the English language, and shall be S
deemed to have been properly given and delivered to the other party hereto at its
address listed below, Any such notice given will be deemed to have been given or i
received at the time of delivery, or the next Working Day following the date of sending, if . °
sent by facsimile on a day that is not a Workjng Day. 1

Seller:
Aktham Trading Establishment
Mr. Hisham AL Dasougi  »
General Manager

Buyer:

Narae Trading Corporation

Mr. Alejandro Cao de Benos

On behalf of the President of the Narae Trading Corporation

vl
10. INCOTERMS LS
Incoterms 2000, including the provisions therein under the heading “CIF*, are hereby p}ﬁr@ssw
incorporated Into and form part of this Agreement, In case there Is any Inconslstencyﬂ'r@ﬂreénn
term(s) herein and the applicable term in incoterms 2000,the e

term(s) of this Agreement shall apply.
11. FORCE MAJEURE T
If Buyer or Seller is affected by a Force Majeure Event which prevents, hinders or delaysit f:gnl, gr In

performihg any of its obligations under this Agreement then the affected party-shall agséioh as
reasonably practicable after and In any event after the commencement of the pip'even .
hindering or delay due to the Force Majeure Event, notify the other party in writing givigg Getails of
the nature of the Force Majeure Event, the date on which it began to effect the affected party’s :
obligations and its likely effect on the affected party’s ability to perform its obligations under this
Agreement. Provided that the affected party has notified the other party pursuant to this clause, the
affected party shall be excused from performance of, and shall not be liable for any delay orfallure to
perform under, this Agreement to the extent that the performance Is prevented, hindered of ffplayed by
the Force Majeure Event. S
For the purposes of this Agreement, “Force Majeure Event” means, with respect to any obligatjon of a
party (the "Affected Party”) under this Agreement any event or circumstance that: L

(i) is beyond reasanable control of the Affected Party in performing such obligations and Is! ppt_the
result of the fault or negligence of the Affected Party (including the Affected Party’s A{i!]ligtes and
any of its or their employees, directors, officers, agents, or contractors) and which by the e:pri;isje of

reasonable efforts under the circumstances, the Affected Party could not reasonably be 2xpetted
to avoid,.apd which prevents the Affected Party from perferming such obligation; firs
' BUYER

4
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(if) is not the direct or indirect result of the failure of the Affected Party to perform any

of its obligations under this Agreement; . N
fif} materially or adversely affects the ability of the Affected Party to perform any of e
its obligations under this Agreement; R
(iv) the occurrence of which the Affected Party has provided notice of to the other ;| ¢
party hereto in accordance with this section; rhe i
(v) is not due to the negligent or intentional acts, errors or omissions of, or material or negligent or
intentional failure to comply with any requirement of an applicable governmental authority by
the Affected Party or any affiliates, contractors, agents or employees of the Affected Party; :

{vi) which is of an extraordinary nature; or il 1

{vil} is a direct or indirect result of the action or omission of an applicable governmental atthority
which materially adversely affects the ability of the Affected Party or any of its affiliates to petformar
of its obligations under this Agreement fleg: !
12, GOVERNING LAW HE

This Agreement shall be governed by and construed in accordance with the laws of Epgland and
Wales without regard to its principles of conflicts of law that would require the application oflaws of
another jurisdiction. pEEC
13. DISPUTE RESOLUTION R
{7} Mutual Discussion. If any dispute, controversy or claim arising out of or refatingto this Egﬁeément
or breach thereof arises, including any question regarding its existence, validity, or hernﬁni:lpﬁ"{a

n

',r;u i's

“Dispute”) the parties hereto shall attempt to settle such Dispute, by mutual discussions. | g
(i) Arbitration. In case of any Dispute not resolved by mutual discussion, either party hereto
may, by giving the notice to the other party hereto, refer to the Dispute to binding arbitratign at the
tondon Court of international Arbitration {the “Court”). The arbitration will be conducted: by 2
sole arbitrator chosen in accordance with the Rules. PthE
The arbitration fee shall be borne by the losing party hereto unless otherwise awarded by 1% ©
the Court. The arbitration shall take place In London, United Kingdom. The language to PE S
be used in the arbitral proceedings shall be English, :
(1) Arbitration- Final. An arbitral award shall be final and binding upon both parties heretpjand shall
be immediately enforceable. Judgment on the award may be enteredand execution had in qm!’tpurt

- having jurisdiction or application may be made to such court for a judicial acceptance of th?\i'aj-d and
an order of enforcement and execution, as applicable. Any damages which may be awarde $ the,
arbitrator shall bear interest from the date of any relevant breach or violation to the date off f E i o
satisfaction of such award at a rate equal to the lesser of (i) the ten percent (10%) or {ii) the maximum
rate permitted by applicable law. ijet
14, MUTUAL REPRESENTATION & WARRANTIES : s
Each party hereto represents and warrants to the other party hereto as of the Effective Date;{ - -
(i} itis duly formed, validly existing and in good standing under the laws of the state nd C tﬂtry of its
organization; C oS R A
(ii} 1t has all requisite power and authority to conduct its business, to own or lease its propgmlggf, and to
execute, deliver and perform its obligations under the Agreement; GiEy
(ili} The execution, delivery and performance by it of this Agreement and the consumimation of
the transactions contemplated hereby have been duly authorized by all necessary action on it_‘s'part', and
do not and will not violate any provision of its governing documents, any indenture, contrac} br .
agreement to which it is party, or any applicable law; and Fv,
(iv) The Agreement Is a legal, valid and binding obligation of such party hereto enforceable
against such party hereto in accordance with its terms. Pl
15. SELLER’S REPRESENTATIONS & WARRANTIES
Sefler represents and warrants to Buyer, as of the date of delivery of the Product; :
(1) Seller has good title to the Product, and the Product Is delivered free and clear of all liens,
interests, adverse claims, privileges or encumbrances; B

iﬁe_curlty
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(ii) Selier has the right to sell and deliver the Product to Buyer under the terms of this Agre ent;
{iii) The Preduct conforms to the Specification; and S
(iv) Seller has all necessary licenses and permits to supply the Product pursuant to the tern'is o;‘ fhis
Agreement. e
16. ENTIRE AGREEMENT
This Agreement comprises the full and complete agreement of the parties hereto wlth,
respect to the subject matter hereof, and replaces and supersedes all prior communiqaﬂons,
understandings and agreements between the parties hereto, whether oral or written, exprpssed or
implied, with respect to the matters addressed herein.
17. SUCCESSORS & ASSIGNS P
This Agreement is binding and enforceable on the parties hereto, and their affiliates, i;ué‘ces 5,
assigns, and legal representatives. thE
18. SEVERABIUTY
Should any part of this Agreement be held invalid or unenforceable for any reason, such hold
affect the remaining parts, which will continue in full force and effect.
19. COUNTERPARTS
This Agreement is executed in two (2) originals in the English language, each of which will bq eemed an
original but ali of which will constitute one and the'same instrument, one (1) such original Efpr bach
party hereto, The Parties acknowledge this Agreement may be translated into a Iangqage ‘other
than English. Should any discrepancy arise between the English language version of this p.ghagment
and any such translation, the English language version of this Agreement shall prevail, e £
20. WAIVER & AMENDMENT g
None of the terms and conditions of this Agreement will be deemed waived or amended by ﬂLtber party
hereto unless such walver or amendment s executed in writing by a duly authorized agent b A
representative of each of the'partles hereto. The failure of either party hereto to exergjséapy right
hereunder will not waive or amend any right of such party hereto under this Agreement or pi!!efmse
The right of either party hereto to require strict performance will not be affected by any, _b?&mus
waiver, action or course of dealing.
21, ASSIGNMENT
Neither party hereto may (i) assign this Agreement or (ii) assign Its rights or delegate its obiiga
under this Agreement in whole or in part, without the prior written consent of the other party er o,
excepting that Seller shall have the right to assign lts ﬂghts, but not lts obllgatmns, wathout tthvn..en
consent of the Buyer.
22. CONFIDENTIALITY i ! e
22.1 This Agreement, the information that it contains, and all mtormation exchanged retatu;g k
to it, including without limitation any pricing Information, are confidentia! between thp [ .
Buyer and the Seller. Neither the Buyer nor the Seller shall, without the other's written con em, discaos
such information on any basis to any person other than its directors , officers, employees, a
professional advisers who need to know the same for the purposes of this Agreement and s!zall be
bound by the same obligation of secrecy.
22.2 Notwithstanding the above, If a Party receiving confidential information is required by!aw
or in the course of any judicial, arbitral or administrative proceedings or in the course of any bther
compulsory process to disclose any information which it is obliged to keep confidential; the Party
concerned may to that extent and for those purposes only disclose such Information providqqi glways
that such Party shall {if it is Jawfully so permitted) first give to the other Party a prampt nati(:e Pf::he
requirernent to disclose.
23. UIABILTY AND INDEMNIFICATION
23.1 The Selfer shall protect, defend, indemnify and hold harmless the Buyerand its :
ontractors and agents (the “Buyer’s Indemnified Parties”) from and against any*and all

- .l;{
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claims, demands, losses, damages, costs, actions, suits, labilities, judgments and eprn_ses
(including but not limited to legal fees and court costs), and any fines, penalties and asses:lhents, that
may be asserted agalnst or incurred by the Buyer’s indemnified Parties, arising out of; !rhsuhmg
from, or otherwise connected with the negfigence or intentional wrongful perfarmance or jrion-
performance of this Agreement by the Seller sia

The Buyer shall protect, defend, indemnify and hold harmless the Seller and its empioytlees
contractors and agents (the “Seller’s indemnified Parties*) from and against any and all clajr $
demands, losses, damages, costs, actions, suits, Habllities, judgments, and expenses li C
but not limited to legal fees and court costs), and any fines, penalties, and assessments, it @t may
be asserted against or incurred by the Seller’s Indemnified Parties, arising out of, resuinnﬁ[‘ o]
otherwise connected with the negligence or intentional wrongful performance or ngén<
performance of this Agreement by the Buyer.

23.2 The Seller and Buyer shall take out with reputable insurance companies such insurance

as is reasonably required to satisfy any obligations they may have arising out of this Agreem;ent

23.3 Any cargo insurance obtained by the Seller In respect of this Agreement responsibili n}{ sihaﬂ

(a) Contain a waiver of subrogation by its insurers in favor of the Buyer with respect to Iiabnhues arising
out of this Agreement, I

{b} Name the Buyer as co-insured or additional insured with respect to fiabilities ansmguutm' this

Agreement. n

23.4 The Seller shall, as and when required by the Buyer, produce to it such evidence as may vz
reasonably be required of cargo insurances it is required to take out under this Agreement.
23.5 If the Seller falls to supply, the seller undertakes the following ;
1- Refund of the advance payment to the buyer.

2- (Performance Bond 2% )The seller shall pay 2% of the value of the contract to the buyer as 3

compensation for the expenses .

r

e
IN WITNESS WHEREQF, the parties have met together in person and caused this Agreefnentmbe
executed as of the Effective Date.

Aktham Trading Establishment™

Mr. Hisham AL Dasougi . C.T
General Manager
Date

FOR BUYER:

Narae Trading Corporation

Mr. Alejandro Cao de Benos

On behalf of the President of the Narae Trading Corporation
Date

P——

Alejandro Cao de Benos

— wndon, U.K; Barcelona , Spain )
Special Delegate .

Commiree for Cultural Relations

President
Korean Friendship Association

Tel +33 616,496,994
korean: horea-dprinfo
hip: www haweardprinfu

- - —_— B T . LY - .t . > - A
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Appendix A — Sefler's and Buyer Bank information's

Seller's Bank Co-ordinates to receive LC and T/T

BANK NAME ; ARAB BANK , AMMAN = JORDAN

ACCOUNT NAME ; AKTHAM TRADING ESTABLI ENT

Buvyer Bank

BANK MAME ;
ACCOUNT NAME ;
ACCOUNTNO :
IBAM 3

=i bmbrriisser FEer e T

The shipping address of the buyer ik

.&Tk: T3

Shipping address billing address
Korea Marea Trading Corporation
2-1 Ponghwa-dong

Pothonggang District
Pyongyang,

DPR Korea
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Annex 89: Han Ulaaan LLC

Mongolian authorities noted that Hanne Ulaan and Mr Choi controlled twelve bank accounts but only two
were active. While in Mongolia, Mr Choi deposited USD 200,000 into Hanne Ulaan’s accounts. According
to the Member State, Hanne Ulaan LLC transferred USD 19,665 to Russia in April 2019, USD 69,000 to
Hong Kong in July 2019, and USD 89,300 to Malaysia in August 2019 to purchase “refined sugar and soybean
0il.” Mongolia determined that in at least one case — the transaction to a Malaysian company — the Malay-
sian company’s stated business activity did not match customs records and documentation. Although the
transac-tion was purportedly for the purchase of “soybean oil”, the Malaysian company only manufactures
automotive and industrial types of oil.

Mongolia further noted that Mr Choi requested a funds transfer to a bank in Poland, which was ultimately
blocked because the correspondent bank identified the receiver as a Democratic People's Republic of Korea
national. Further investigation revealed that the receiver's address matched the Democratic People's Republic
of Korea’s embassy address in Poland. Based on these financial activities, Mongolian authorities have pre-
liminarily assessed Mr Choi and Hanne Ulaan LLC to be a Democratic People's Republic of Korea front
company for the purpose of evading sanctions. Furthermore, Mongolian authorities have taken decisive action
to freeze approximately USD 13,800 in bank accounts linked to Hanne Ulaan LLC and Mr Choi.
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Annex 90

: Information about Kim Su-II

. Mr. Kim Su-Il:

Date of Birth: 4 March 1985.
Passport:

+ (i) Official Passport No. 745220480 issued by Ministry of Foreign Affairs of the
Democratic People’s Republic of Korea (DPRK), on 2 June 2015, valid until 2 June 2020;

+ (ii) Passport No. 108220348, valid until 18 May 2023.

Head of the Representative Office of Korea Puhung General Trading Corporation from 15
March 2017, currently has no work permit in Viet Nam.

Residence: Apartment 1213, B2 Chung cu An Loc 2, Vu Tong Phan street, An Phu ward,
District 2, Ho Chi Minh City.

Family:
+ Wife: IS official passport No I
+ Child: S official passport No

. Korea Puhung General Trading Corporation;

Business registration certificate: No. 069, issued on 13 February 1999 by the Ministry of
External Economic Relations of the DPRK.

License for establishment: Expired on 31 December 2019 (No. 79-04842-01 issued by Ho
Chi Minh City Department of Industry and Trade, first-time issued on 15 March 2017,
renewed on 1 March 2018). Ho Chi Minh City Department of Industry and Trade sent the
notice of 26 June 2020 to terminate activities of this Office.

Address: Floor 23, A&B Tower, No. 76A Le Loi street, Ben Thanh ward, District 1, Ho Chi
Minh City.

Scope of business: food, pharmaceuticals, footwear, coffee, dried fruits, textiles, furniture and
equipment from Viet Nam for export.

The total value of export contracts from the Office ranged from $120,000 to $787,827; the
Office had transactions with a number of Vietnamese partners, such as Richy Food Souther
JSC, Baohung Candy Import Production and Trade Co., Ltd., Laiphu Corporation, Annie's
Farm Co., Ltd., Namviet Beverage Manufacturing and Service Co., Ltd., Haviet Investment
Trading and Ex-Import JSC. In 2019, the Office did not have a report on its operation as
required.

3. Travel information of Mr. Kim Su-Il

15 August 2019: Exited Viet Nam.

15 September 2019: Entered Viet Nam (04.10am, flight CA741 from Guangzhou, China to
Noi Bai, Ha Noi, then travelled to Ho Chi Minh City).

1-2 November 2019: Presence noticed in Vung Tau city.

Source: Member State
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Annex 91: MCM International Trading Company Limited

Juristic Person Information
MCM INTERNATIONAL TRADING COMPANY LIMITED

Registered No : | 0105558186070

Registered Type : | MCM INTERNATIONAL TRADING COMPANY LIMITED

Registered Date : | 24/11/2015

Status : | Operating

Registered Capital (Baht) 4,000,000.00

Address : | PHRA KHANONG NUEA VADHANA BANGKOK

Industry group in < e .
registered d . 70209 : Other management consultancy activities, not elsewhere classified

Industrial group In 1atest | 20209 : Other management consultancy activities, not elsewhere diassified

Fiscal Year (submitted

financial statement) : 2559 2558

Board of Directors List : | 1.CHOL MINMYONG

woTy fu oo asaefiada
Authorized director :
uasnlsuanadguacdsv/

Tel. : | 023815204

Fax. :

E-mail address :

Note :

Remark(s)
1. Juristic person information: This information is for general use which is open for the public benefits only. It cannot be used as
legal references.

2.F The is derived from financial statement submitted by juristic persons. The fact shall be
further considered by users.
3. In case the is never the system will display an Yy group g to the reg| record
or the company’s certificate.
4. “Industry group in the latest means the type as in the when the latest financial

statement was submitted to DBD.

Printed Date 29/10/2020 Printed Time :  00:38:03 Page 1
URL: http:/ dbd.go. ¢ 29/10/2020 00:38:02
21-01647

391/421



S/2021/211

Juristic Name : MCM INTERNATIONAL TRADING COMPANY LIMITED

Registered No : 0105558186070

Amount and proportion of Shares by Nationality (For The Year 2016-2020)

= 204w U
Thai 3 parsons 5,000,000
Bl 19Mms
N 2 persons 4,900,000
Korean
3,000,000
w 4.00 M8
Al 5 persons 2,000,000
Natonashes
1,000,000
No Nationality No of Shares (share)
1 Tha 20.400.00
2 N. Korean 19.600.00
At Naronasties 40.000.00
: The capital by is roferred 10 the latest submitted shareholders list

Investment Amount (Babt)

2,040.000.00
1,960.000.00

4,000.000.00

Source: https://datawarehouse.dbd.go.th/company/profile/5/0105558186070
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Annex 92: DPRK cyberattacks against a Chilean bank

Based on an open-source report, the Panel is investigating alleged Democratic People's Republic of
Korea attempts to hack a financial institution in Chile. In response to the Panel’s request for infor-
mation, Chile’s national authorities stated that, “the Office of the Public Ministry in Chile, Special-
ized Unit for Money Laundering, Economic and Organized Crimes (ULDECCO) has indicated that
the criminal investigation initiated in connection to the cyber-attack against [the bank] is still a non-
formalized investigation...” The Panel continues its investigation
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Annex 93: Adverse impact of the Security Council sanctions on the humanitarian situa-
tion in the DPRK and China’s endeavors in facilitating humanitarian assistance to the
DPRK, non-paper by China

1. Sanction measures have caused adverse impact on the humanitarian situation in the DPRK.

As a result of Security Council sanctions, the humanitarian and livelihood situation in the DPRK
has been facing grave challenges. Serious problems exist in the fields of food, health, sanitation, employ-
ment and basic economic industries.

There is a severe shortage of food. The DPRK is beset by poor agricultural production, low-level
mechanization, old seed technology, aged water conservancy facilities and other infrastructure, insufficient
natural disaster preparedness, and low yields of grain. Under the Security Council sanctions, the DPRK
does not have enough foreign currency to procure agricultural material; the import of agricultural machinery
and equipment has almost suspended; the DPRK is less able to fight natural disasters such as drought, flood
and typhoon; and the country’s food production is even more difficult. According to media reports, the
annual food production of the DPRK stood between 4.1 million tons and 4.8 million tons from 2009 to
2019, with an annual food shortage of several hundred thousand tons. According to the OCHA, among the
DPRK’s 25 million population, 10.1 million suffer from food insecurity and are in urgent need of food
assistance. According to the UNICEF, nearly 20% of children of the DPRK show signs of stunting; around
1 million children under the age of five suffer from diarrhea resulted from malnutrition; and about one third
of childbearing-age women suffer from anemia which affects infant health.

The medical condition is poor. Lack of medicine is common among hospitals in the DPRK. Tuber-
culosis, hepatitis, and malaria remain high-incidence diseases, with tuberculosis causing around 16,000
deaths each year. According to the OCHA, more than 8.7 million people have limited access to quality
health service; around 9 million people are at risk of being malaria infected. Nearly all medicines and med-
ical devices in the DPRK are imported. There is a serious shortage of vaccines, antibiotics, nutrients, an-
thelmintics, infusion bottles, injectors, and X-ray films. Import of some medical devices is prohibited as
they fall into the category of electrical products. Rural families mainly rely on herbal medicine in addition
to some basic medicine they get occasionally from doctors. The sanitation and hygiene facilities are back-
ward. Sanction measures prohibit the DPRK from importing water purifying equipment, pipes and valves
made of iron and steel. So far, a sound tap water pipeline network has not been set up in the DPRK. Ac-
cording to the OCHA, about 8.4 million people have no access to safely managed water sources. Due to
insufficient power supply, 24-hour water supply is not available in the DPRK, and families use buckets to
store water, worsening water quality. Waste water and garbage disposal systems are lacking. In rural areas,
the underdeveloped methods of disposing excrement and waste have caused further deterioration of water
and soil pollution.

The industries directly related to people’s livelihood are barely surviving. Affected by Security
Council sanctions, basic industries, including coal, metal, mechanical manufacturing, are unable to import
mechanical equipment and parts, and many factories cannot maintain operation. Chemical industry finds it
difficult to update technology and equipment; chemical industry is making little progress; the supply of
livelihood-related materials such as fertilizers, pesticides and agricultural films cannot be guaranteed.
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Moreover, sectoral sanctions prohibit the DPRK from exporting textiles, mineral ores and seafood, causing
an estimated loss of at least 200,000 jobs.

2. The Chinese government always attaches great importance to humanitarian assistance to the
DPRK.

The Chinese customs authorities have established standard operational procedure and working
method, and actively solved problems during customs clearance of humanitarian goods to the DPRK. Per-
sonnel and posts are designated for the job. With these efforts, the efficiency of customs clearance has
continued to improve. Since the outbreak of COVID-19, the DPRK has carried out strict prevention
measures, and the normal transportation between China and the DPRK has almost suspended. Under such
circumstances and meeting pandemic prevention requirements, the Chinese customs authorities have made
great efforts to overcome difficulties, and provided as much convenience as possible to humanitarian aid
to the DPRK through special arrangements and simplified procedures.

Dalian customs is the main customs dealing with cargo transportation between China and the
DPRK. From January to October this year, Dalian customs has conducted customs clearance for 47 batches
of humanitarian goods, including 27 batches from the UNICEF, 2 batches from the WHO, batches from
the WFP, 3 batches from the ICRC, and 7 batches from other NGOs.

While strictly implementing sectoral embargo measures of the Security Council resolutions, the
Chinese commerce authorities have provided expeditious grant of temporary export permits for humanitar-
ian goods procured in China to ensure their timely arrival in the DPRK. The goods include one refrigerator
vehicle for vaccines transportation procured by the UNICEF, and two aquaculture vans procured by the
French NGO TRIANGLE GENERATION HUMANITAIRE.
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Annex 94: Non-paper from a Member State, “Negative impact of the UNSC sanctions against
the DPRK on the humanitarian situation in the country”

The UNSC sanctions designed to eliminate the DPRK’s nuclear weapons and ballistic missile pro-
grams caused a huge negative effect on the humanitarian situation in the country.

Massive repatriation of working North Korean migrants only aggravated internal socio-eco-
nomic problems, led to the drop of the standard of living of dozens of thousands of people. For many Korean
families income earned by their relatives abroad was the main source of their subsistence. According to
estimates each overseas DPRK worker provided financial support to ten family members at least. Further-
more, the decreased money turnover damaged the market elements of local economy, nullifying the pro-
gress achieved in the recent years.

Due to the discouraging effect of sanctions against Pyongyang the UN OCHA failed to raise suffi-
cient sum for the implementation of humanitarian aid programs in the DPRK (25,1 million USD (23,5%)
out of required 107 million USD were gathered by September 1, 2020). Similar dynamics was in 2018 (29%
raised) and in 2019 (27% raised).

North Korean national healthcare problems grow out of import restrictions on medical equipment
and its supplements related to coercive measures and of a deficit of foreign currency due to export re-
strictions. This led to the closure of the unique high tech dental hospital in the country. Many other hospitals
ceased to perform various medical services, e.g. biochemical blood tests, chemotherapy and radiotherapy
for cancer patients because of the absence of necessary precursors. With breast and womb cancer being
among the most widespread diseases in the country, such scenario makes Korean women especially vul-
nerable.

A difficult situation has developed in the energy sector. Amid growing scarcity of hydrocarbons in
the country many thermoelectric power stations suspended their operation, for example Sonbong county
power plant. Carbon-operated power plants lowered their output as they require certain quantities of liquid
fuel in order to operate efficiently. As a result, Pyongyang and the majority of DPRK cities experience
rolling blackouts on a regular basis (electricity is turned on during 2-3 hours per day). Rural areas are devoid
of electric power almost completely. The locals have to rely heavily on firewood (e.g. to fuel cargo trucks),
the latter leading to even bigger damage to forests in the peninsula.

The agricultural sector suffers from acute fuel shortages as well. Unable to use the fuel-consuming

farming equipment, Korean farmers are forced back to implement less effective methods (up to using draft
cattle and manual labour). This leads to decreasing food security.

Source: Member State
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Annex 95: Statement by a Member State on the economic and humanitarian situation in the
DPRK

Today, sadly, | must report to you that the economic and humanitarian situations in the DPRK have
not improved since our previous meeting, and today we are probably seeing the worst economic conditions
in the Kim Jong-un era, though for reasons we are all aware of, it remains impossible to say precisely how
much ordinary North Koreans are suffering.

Despite the growth of hardship, the DPRK continues to prioritize the stability and continuity of the
Kim family regime over all other national priorities. This policy trajectory requires the KWP, the state, and
the KPA to pursue policies of economic and diplomatic isolation; to prioritize politically directed state-
development over economic/market-driven development; and it requires the DPRK to prioritize WMDs
and repressive internal security controls over higher general living standards and global integration.

The DPRK’s policies have also led the UNSC to unanimously adopt increasingly stronger interna-
tional sanctions resolutions against targeted individuals, organizations, and sectors to halt the DPRK’s ille-
gal WMD programs and preserve a regional security balance that is in the interest of all responsible stake-
holders. These sanctions have probably slowed the development of DPRK’s WMD programs by cutting off
vital sources of foreign currency and raising the costs of illicitly obtaining funds and resources. They may
also have some small cost in terms of affecting the livelihood of the North Korean people, but these effects
pale in comparison with the costs resulting from the North Korean system itself, and in the absence of
credible mechanisms that can assure financial flows and materials can be delivered directly to the North
Korean people, rather than being coopted by the regime for its own illicit purposes, there is simply little we
can do to mitigate these costs, especially if our primary objective is to slow the growth of the DPRK’s
WMD programs.

This year, unfortunately, in addition to the predictable difficulties the North Korean people face,
times have been particularly challenging for additional reasons: First, we assess declines in consumption
and production resulting from the DPRK’s response to the spread of coronavirus in neighboring countries—
policies which have brought unprecedented isolation and control in the KJU era. Second, destruction
wrought by three successive typhoons to agriculture production and infrastructure (which I am happy to
discuss in detail if you are interested). Third, prioritization of the celebrations of the 75th anniversary of
the KWP and the upcoming 8th KW Party congress has led to a number of wasteful “white elephant” pro-
jects and massive labor diversion this year.

These political choices have saddled the North Korean people with economic and social policies
that have made them significantly poorer, more isolated, and more repressed than all other people in the
region. | suspect it is not controversial to assert to this group that the DPRK people on the whole are victims
of their regime, not beneficiaries. However, despite the growing toll that these developments are taking on
the lives of the people of the DPRK, the leadership has shown no sign of changing course, altering its core
policies, or changing its posture towards international assistance and diplomacy—A change which we still
welcome and continue to encourage and seek out despite the DPRK’s disinterest in responding to our mul-
tiple offers.

1. SANCTIONS AND ECONOMIC REFORM/DEVELOPMENT

The burden of domestic economic policies, multiplied this year under the added strain of corona-
virus mitigation, typhoon recovery, and white elephant projects are the clearly costliest short- and long-
term drivers of economic hardship in the DPRK. Under the DPRK’s countless wasteful economic policies,
GNI has fallen behind regional partners for decades, and with each year the gap gets wider. At the end of
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2019, the DPRK’s GNI per capita stood at 1.408 million KRW ($1,200), approximately 1/27 (4%) of that
of South Korea. This gap is so wide now that it should be obvious that no realistic amount of humanitarian
aid or sanctions relief is going to eliminate the economic gap between the DPRK and its neighbors in the
region, particularly the ROK. This can only come from a fundamental transformation of the DPRK’s eco-
nomic system which puts growth and productivity ahead of propaganda and credibly protects a wide range
of decentralized economic activity from political interference—and these policies must be carried out for
decades.

However, the DPRK leadership probably assess that these kinds of policies are not yet in the best
interests of the Kim family system as they would likely undermine the regime’s ideology and legitimacy,
require a devolution of some of Kim’s authority to collective leadership, and weaken Kim’s control over
the fiscal levers he needs to sustain the personalized regime. In other words, the kind of policies that would
increase growth could be destabilizing or even regime-threatening to the Kim family if not implemented
carefully and properly. It is these internal dynamics that are probably the best explanation for why the
DPRK has been so reluctant to boldly implement significant changes, and why instead they fall back onto
policies of general isolation, state-led economic development, and nuclear deterrence.

Some have raised the argument that robust sanctions enforcement and a corresponding loss of hard
currency earnings by the regime has been a significant driver of the DPRK’s recent turn away from eco-
nomic reforms--because a lack of hard currency in official coffers will blunt enthusiasm for reform efforts
among officials, or decreased capital flows will restrict private sector entrepreneurship and mute beneficial
social changes.

In response to these arguments, | would like to say first of all that the economics literature shows
overwhelmingly that dwindling official coffers are a more robust predictive variable of substantive eco-
nomic reforms than growing official coffers. In most cases it is dwindling coffers that force officials to
reinvent their agencies and policies so they are no longer loss-making enterprises. Full coffers tend to delay
structural reforms because they relieve political pressure to fix broken systems. I don’t think there is any
dispute to this among development economists. | think we were seeing this to some degree in the DPRK,
but eventually the public desire to expand decentralized economic incentives was becoming a growing
political problem for the regime, and it halted this trend with traditional repressive mechanisms.

But what about the second argument that sanctions are hurting grass-roots entrepreneurship? To
paraphrase the argument, “what if overseas workers cannot come home with savings and training gained
abroad, won’t it be more difficult for them to start private businesses and promote social change with their
knowledge?” This is an interesting “bottom-up” model of reform, but misses many key facts relevant to
the North Korean case. First, many overseas workers come from “middle-class” and relatively privileged
families in Pyongyang (according to published reports and to my own personal conversations with some of
them), so they are not from among the downtrodden with low “songbun.” They already have capital to pay
bribes and fees required to get sent abroad in the first place, so they are probably already able to start small
businesses if they are so inclined and properly connected (a condition that is probably more important than
obtaining investment capital).

Second, the vast majority of the income that North Koreans earn abroad is retained by the state-
owned enterprises that employ them—so the regime is the primary beneficiary of their labor, not them-
selves. Third, while abroad NKs live highly controlled and monitored lives with little time off, so the little
unauthorized information they do obtain is explained away with propaganda indoctrination or workers are
ordered to keep this information secret when they are debriefed on their arrival back home. Consequently,
the “social loss” to the DPRK of minimizing the number of overseas workers is dramatically smaller than
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advertised by this school of thought. Now would North Koreans prefer to live abroad and earn more money?
Sure. So would I, but in the absence of a credible mechanism to make sure that the funds these workers
earn can be kept away from the DPRK’s WMD programs, we have no other choice other than to restrict
their deployment. The UNSC has already unanimously determined this.

Also, if we look at the trajectory of economic reforms in the Kim Jong-un era, they appear uncor-
related with any sanctions enforcement. Agricultural and enterprise reforms were publicly launched months
after KJU took power (spring 2012) and rolled back almost immediately afterwards—nearly five years
before the UNSC unanimously implemented sectoral sanctions and bans on overseas workers in 2017.
However, after the DPRK rolled back its first attempt at agricultural reform in 2012, it continued to exper-
iment quietly with economic adjustment measures under the slogans of “our style economic management,
plot responsibility system, and socialist enterprise responsibility management system” even as international
sanctions were tightened. Eventually these new economic policies were formally added to the DPRK con-
stitution in April 2019, well after the implementation of sectoral sanctions in 2017. This reinforces that
domestic concerns are the primary drivers of economic reform in the DPRK, not international sanctions.

But we still don’t know many details of the DPRK’s changing economic policies or how much they
boost output. It appears, however, that the regime’s desire to preserve the ideology and legacy of the pre-
vious leaders has probably played a role in constraining reform and protecting poor economic institutions.
For example, the organization of cooperative farms around Kim Il-sung’s “Sub Work Team Units” has
probably hindered the regime’s ability to implement economic incentives in agriculture which could sig-
nificantly increase the amount of food produced domestically.

The third pillar of reform in the North Korean system, apart from agriculture and enterprise man-
agement has been the adoption of Special Economic Zones. North Korea has continued to try and drum up
support for its Special Economic Zones throughout the KJU era, however, the government appears to have
stopped prioritizing the creation of SEZs after the death of Jang song-thaek, who, along with his entire
patronage network and some of their families, was purged and executed for insufficient loyalty to the leader
and mismanaging state resources. Since Jang’s execution, only a handful of SEZs have been announced.
International sanctions may play a role in making the DPRK’s SEZs less economically desirable, but it is
impossible to separate this impact from the effects of poor location, poor infrastructure, corruption, and
North Korean bureaucracy—particularly in light of the fact that investors can shop around for the best SEZs
to fit their needs. But SEZs that did launch in the DPRK also have had a limited impact on the North
Korean population or the DPRK’s economic policies. These SEZs generally import all their inputs and
export all their final goods to another country with few forward or backward linkages to the DPRK. Addi-
tionally, the DPRK retains most earnings of its workers just as if they were deployed overseas.

2. FOOD SECURITY

I don’t think it would be controversial to assert to this group that the primary cause of the DPRK’s
perennial food shortages is its own inefficient domestic agricultural and economic policies. Food shortages
are not a failure of overzealous sanctions enforcement or a failure of international assistance.

If the DPRK implemented meaningful reforms to cooperative farming, like the leadership in Peo-
ple’s Republic of China did in the 1980s, the DPRK probably would not need to import staple grains to
feed its people. It is the DPRK’s stubborn refusal to eliminate agricultural quotas; failure to invest in agri-
cultural equipment and fertilizer production; and inability to offer long-term, tradeable leases in land man-
agement (among other policies); that have resulted in chronic food shortages and frequent need for supple-
mental imports.
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Despite the annual poor performance of DPRK’s agricultural policies, it still does its best to dis-
courage effective humanitarian assistance, even in dire years like this one where the country has been more
thoroughly isolated than at any time in its history (due to the coronavirus lockdown) and while at the same
time suffering unusually harsh weather (three typhoons).

3. The DPRK does not publish reliable or comprehensive data on adverse events with humanitarian
consequences. The data they do release is intended to facilitate their policy goals, not reflect real
observations. Consequently, messages sent domestically and internationally are frequently contra-
dictory and this hinders our ability to assess the reality of the situation.

4. The number of aid workers and diplomatic staff in the DPRK is probably at an all-time low (at least
since the 1990s), and the prospects of increasing their numbers are nil in the current environment.

5. The aid workers that are in the DPRK face increased restrictions on their movement (even more
than usual), so they cannot conduct their programs or independently monitor the true status of hu-
manitarian conditions in the country. This significantly raises the cost of providing humanitarian
assistance and this cost has been a disincentive to providing more assistance.

6. The DPRK has politicized humanitarian assistance. It is only accepting aid in areas that the KWP
considers a priority, and it is only accepting aid from countries that do not pose an ideological
problem for the regime or demand procedures that minimize diversion.

7. That said, the aid that the DPRK has received has almost certainly been diverted to meet the needs
of the leadership, relieving pressure on them to reform their systems or open a door to diplomacy
with other countries that seek to help the North Korean people.

Despite the negative assessment I have given you today, Rodong Sinmun has reported on this year’s
harvests of corn, rice, and potatoes in neutral to mildly-positive terms, which indicates that the KWP is not
yet worried about a severe food shortage this year. They report that harvesting is done and threshing is
underway and that many farms are overfulfilling their requirements under the 80-day battle for production.
In addition, media reports of food prices remain well within observable norms even though there was some
short-term volatility related to coronavirus lockdown. However, neither of these sources address the variety
of foods that are available, and this has almost certainly declined owing to coronavirus mitigation policies
on imports and restrictions on internal movement. But again, since the number of humanitarian and diplo-
matic staff in the country is at a relatively low and their ability to travel, especially out of Pyongyang, is
even more constrained, it is difficult for us to acquire detailed information on the actual status of ordinary
North Koreans, many of whom the regime considers expendable.

8. HEALTH CARE

With regards to the provision of health care assistance, many of the same criticisms apply. The
DPRK'’s approach to improving health care this year is the “white elephant” model. This is exactly the
wrong approach to employ. The regime has focused all its energy on hastily building a showcase hospital
in the heart of the capital city. Construction was started, apparently, without a comprehensive plan for even
completing the building. Construction was rushed to meet an artificial political deadline (which it did not
meet). Also, the regime began construction without securing the equipment and supplies needed to run it.
Staffing the hospital will also be an issue once it is completed. No doubt the doctors will eventually be
pulled from other exclusive hospitals in Pyongyang such as the Ponghwa Clinic, the Pyongyang College of
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Medicine under KISU, or the Red Cross Hospital. The DPRKSs ability to scale up production of highly
skilled doctors still remains severely constrained by their own budget priorities and travel restrictions.

Meanwhile DPRK’s coronavirus mitigation policies and political concerns have made the provision
of health care much more difficult:

1. Import restrictions and have likely reduced the flow of medical supplies from China. International
aid projects that have been approved by this committee have been unable to carry out their projects
on time and most have had to request extensions. In addition, the regime’s quarantine measures
have probably reduced smuggling as well.

2. The DPRK refuses to talk to or negotiate with the ROK on aid projects that this committee has
approved.

3. There are relatively fewer aid workers and NGOs in the country to evaluate conditions and coordi-
nate assistance. The aid workers that are there are restricted to Pyongyang.

4. DPRKs focus on white elephant hospital diverts resources from where they could do more good,
such as the elimination of chronic diseases such as TB, typhoid, cholera, and malaria. It would
probably be more meaningful, from a health perspective. International aid organizations are happy
to help with this work, but the regime remains fearful of foreign intervention.

So in summary I want to reiterate that the DPRK has plenty of “low-hanging fruit” when it comes
to policy options that will improve the livelihoods of its people. These policy options remain unexploited
not because of international sanctions but due to fears of instability among the ruling political coalition.

To blame the enforcement of international sanctions on the status of the DPRK’s economic and
humanitarian situation it to miss the target. If we do actually care about the North Korean people and their
livelihoods, then our policies must rest on the shared knowledge that it is the regime that is to blame for the
plight of its people, and we should focus our policies on the regime to offer it the incentives to give up its
WMD programs and join the global community. If we don’t do this, we will run the risk of subsidizing the
regime’s current policy priorities which means funding the development of the WMD programs we are
trying to curtail and sustaining the isolation of the North Korean people.

Source: Member State
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Annex 96: Information provided by a Member State on the humanitarian consequences of
sanctions

A Member State provided the following points to the Panel:

1. Since the start the COVID-19 outbreak, the North Korean regime has implemented highly restric-
tive and intrusive sanitary measures under the direction of the ad hoc inter-ministerial committee
for the fight against the epidemic led by the Ministry of Health. [the Member State] assesses that
the spread of COVID-19 in North Korea is perceived by its leadership as the most imminent and
acute threat to its survival considering the almost non-existent health infrastructures.

2. Inaddition, [the Member State] assesses that North Korean authorities have seized the opportunity
of the pandemic to further isolate the country from the rest of the world by closing the Sino-Korean
border and emptying the country from all international presence, with the departure over time of
both humanitarians and diplomats.

3. While official data claim that there is no death so far from COVID-19 and the supreme leader has
congratulated the people, the army and the Party for successful victory against the virus, local
newspapers such as the Rodong Sinmun regularly mention the active mobilization of different units
in the fight against the virus. Considering the lack of reliable and transparent data.

4. With regard to the health situation, [the Member State] is not able to provide information on the
actual death toll, which remains, highly uncertain. Nevertheless, in July, Kaesong City underwent
lockdown after the return from a former defector who happened to be COVID-19 positive. In the
following months, other cities and provinces also went under lockdown: the city of Sinuiju in Sep-
tember, the city of Manpo in October and the entire province of Chagang in November. At the
moment, according to open sources, around 54,000 soldiers are said to be quarantined.

5. [the Member State] assesses, that the policy followed by North Korean authorities, in particular the
closure of the border with| China, has consequential impact on its economy. In particular, the
lengthy blocking of imports for quarantine by North Korean customs at the border has resulted in
food shortage and rationing of staple food such as oil and sugar, causing major disruption of supply
chains, even in Pyongyang. Moreover, increased volatility in currency trading has been reported
over the past weeks, probably underpinned by greater economic imbalances.

6. This shutdown greatly impaired the humanitarian work of international NGOs and United Nations
agencies. Due to the complete ban to leave Pyongyang, NGOs were forced to put all of their projects
on hold (projects being carried out outside of the capital city) and got deprived of any kind of
monitoring capacity. Also, several NGOs reported to us that their equipment had been blocked sine
die at the border for the reasons mentioned above. Finally, considering the impossibility to pursue
their mission and the extremely difficult living conditions in Pyongyang, the two [NGOs] had to
suspend their projects and evacuate their international personnel (3 people) last August. For the
same reasons, almost all humanitarians were forced to leave the country in the following months,
only three of them remaining beginning of December.

7. [the Member State] assesses that sanctions adopted by the United Nations Security Council have
had no significant impact on the humanitarian situation in North Korea and that the framework of
the international sanctions regime effectively takes into consideration the humanitarian exception.
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8. UNSCR 1718 (2006) and following are not intended to have adverse humanitarian consequences
for the civilian population of North Korea or to affect negatively or restrict those activities, include-
ing economic activities and cooperation, food aid and humanitarian assistance that are not prohib-
ited by resolutions.

9. [the Member State] recalls that the humanitarian situation in the DPRK results first and foremost
from decisions taken by its leadership. While neither food nor pharmaceutical imports are forbidden
by international sanctions, the population continues to greatly suffer from malnutrition and medi-
cines shortages. North Korean authorities also have yet to provide free, safe and unrestricted access
to humanitarian actors in order assess the situation in North Korea in an independent manner.

10. [the Member State] supports the important work of simplification and transparency undertaken by
the 1718 Committee in the past years to facilitate humanitarian aid as displayed by the recent adop-
tion of the updated version of IAN7 2.0 which is helpful in improving equipment routing proce-
dures. The exemption mechanism created by UNSC 2397 (2017) has been a useful addition to
facilitate the work of humanitarian organizations, including [...] NGOs active in North Korea.
Thanks to the work of successive 1718 Sanctions Committee presidencies, the timeframe for ex-
amining requested exemptions was dramatically reduced, including for COVID-19 related exemp-
tion requests, which have all been approved within a few days.

11. Additionally, [the Member State] supports the ongoing efforts by the 1718 Sanctions Committee
and the Department for Political and Peacebuilding Affairs to reestablish a banking channel in sup-
port of humanitarian activities in North Korea.
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Annex 97: Estimated DPRK petroleum products demand by sector
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Annex 98: Report of the Special Rapporteur on the situation of human rights in the Demo-
cratic People’s Republic of Korea at the 75th session

The following are excerpts from the “Report of the Special Rapporteur on the situation of human rights in
the Democratic People’s Republic of Korea, ” available at: https://undocs.org/A/75/388. The Panel does
not take a position on the statements and has not verified the veracity of any claims made therein.

“The Special Rapporteur regrets that he has not been invited to conduct an official visit to the Democratic
People’s Republic of Korea. Owing to travel restrictions, he has also been unable to undertake any official
missions to the Republic of Korea or neighbouring countries since his visit to Japan from 2 to 4 December
2019 and to Thailand from 28 to 29 November 2019. Limitations on the availability of first-hand
information and the lack of opportunities to hear the voices of people from the Democratic People’s
Republic of Korea bring additional challenges to a comprehensive review of the human rights situation in
the country. The Special Rapporteur held a series of online meetings with victims of human rights
violations, their family members, civil society organizations, United Nations agencies and governments.
Through that engagement, he learned of the worrying human rights situation of people impacted by the
COVID-19 preventative measures, the effects of sanctions on economic and social rights, and human rights
violations relating to the existing labour system in the Democratic People’s Republic of Korea.” [p.3]

“The increased implementation of sanctions has started to seriously affect the entire economy of the
country, which is having adverse consequences on the exercise of the economic and social rights of the
people. The Panel of Experts established pursuant to Security Council resolution 1874 (2009)considered
that the four new sanctions adopted in 2017 “could exacerbate an already difficult situation in the country
for those employed in sectors directly or indirectly affected by sanctions”, including through loss of
employment and increased restrictions on commercial activities (S/2020/151, annex, para. 209). The textile
sector, one of the export-prohibited sectors, and informal commercial activities, for instance, are dominated
by women, and any detrimental consequences on those sectors have a particular impact on women’s rights.
Since the adoption of additional sanctions in 2017,1exports from the Democratic People’s Republic of
Korea have significantly decreased, from $2.63billion in 2016 to $1.65 billion in 2017 and $200 million in
2018.2The country’s exports to China experienced a 90 per cent decrease in 2018 compared to 2017 and
its tradedependence on China increased to 95.2 per cent in 2019. Foreign currency reserves have been
decreasing and ordinary citizens in the country have been suffering from the failing economy and increasing
demand from the Government to provide monetary and labour contributions.” [pp. 3-4]

[...]

“In January 2020, when the global COVID-19 outbreak began, the Democratic People’s Republic of Korea
had to contend with difficulties relating to the pandemic in conjunction with one of the most severe
sanctions regimes imposed on anycountry in the world, as well as systemic economic problems and
unusually bad weather conditions. Since January 2020, the authorities have suspended all travel in and out
of the country, imposed travel restriction between cities and regions and introducedstrict quarantine
measures. In August and September 2020, the country was hit hard by a series of natural disasters resulting
in damage to infrastructure, including roads, railroads and bridges, and houses and crops. Owing to strict
COVID-19 preventative measures, the international staff presence of the United Nations humanitarian
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agencies in the country has fallen below 20 per cent, which will have an impact on their response. Several
Political Bureau meetings of the Central Committee of the Workers’ Party of Korea were held to discuss
issues involving COVID-19 and typhoons.

On 19 August, at the Sixth Plenary Meeting of the Seventh Central Committee of the Workers’ Party of
Korea, Chairman Kim Jong Un reportedly admitted that the authorities had failed to improve the lives of
citizens. The adopted decisions stated that the “economy was not improved in the face of the sustaining
severe internal and external situations and unexpected manifold challenges, thereby planned attainment of
the goals for improving the national economy has been seriously delayed and the people’s living standard
not been improved remarkably”. That realistic assessment of the economic challenges in the country should
be the basis for a new five-year economic plan to be announced in January 2021.” [p.4]

[...]

“Farmers suffered from a lack of necessary agricultural inputs such as fertilizer and gasoline at a critical
time when they were planting seeds, growing seedlings and transplanting rice. In the first half of 2020, the
import of fertilizer totalled $4.38 million, which is one ninth of the import of the previous year. Access to
agricultural supplies, which was already negatively affected by sanctions prior to the implementation of
COVID-19 preventative measures, was further limited owing to the border shutdowns and movement
restrictions. The lack of supplies is likely to impact the harvest in September and October 2020, which
constitutes 90 per cent of the country’s food production. On 19 May 2020, a research institute report
estimated the amount of annual rice production of the Democratic People’s Republic of Korea to be 1.36
million tons,1418,000 tons less than the 2018/2019 production estimate. If the estimate is accurate, that will
be the lowest harvest since 1994 (about 1.5 million tons),which saw the Arduous March and the onset of
famine. Furthermore, flooding caused by heavy rains in August and September 2020 left thousands of
hectares of crops damaged. As a result of the pervasive discrimination in the public distribution system,
ordinary citizens, including farmers, do not receive rations. Prospects of a further deepening of food
shortages and widespread food insecurity is a serious concern, not only owing to the danger of starvation,
but also concerning the health and well-being of large segments of the population due to poor nutrition. The
Special Rapporteur urges the Government to invest the necessary resources to overcome that serious food
insecurity and to break the cycle of isolation. He also calls on the international community to reassess the
implications of the measures being taken, including sanctions, that impact the right to food.” [pp. 7-8]

[...]

“In a briefing paper issued by the Korea Institute for National Unification in August 2020, the author argued
that while China might provide the Democratic People’s Republic of Korea with support to mitigate the
crisis resulting from COVID-19, such support would not be sufficient to offset completely the shocks that
the sanctions cause to the country’s economy. The sanctions imposed on the country make it difficult to
enjoy the basic human right to an adequate standard of living. The negative impact of the sanctions on the
people is particularly worrying when the country is further isolating itself and information received from
within the country is further limited with the reduced presence of the international community and only a
trickle of escapees arriving in the Republic of Korea. Under the unprecedented situation of the COVID-19
pandemic, the need to re-evaluate parts of the sanctions regime is more compelling than ever. The Special
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Rapporteur welcomes the swift response of the Security Council Committee established pursuant to
resolution 1718 (2006) to provide humanitarian exemptions. He recommends that the Security Council
study the policy on a standing exemption for humanitarian organizations. He also urges the Secretary-
General to conduct a study on the humanitarian impact of sanctions, as recommendedby the Panel of
Experts established pursuant to Security Council resolution 1874 (2009)(S/2019/171and Corr.1, annex,
para. 180). The Government of the Democratic People’s Republic of Korea is further isolating the country
from the rest of the world and the authorities are slowing down the acceptance of humanitarian aid. That is
a dangerous trend and the Special Rapporteur encourages the Government to reflect on that policy and
urgently reverse it. The measures to contain the outbreak of COVID-19 must not compromise programmes
aimed at advancing basic human rights such as the rights to health, food, water and sanitation and housing,
which are equally necessary to combat the COVID-19 pandemic in the short and the long term.” [p.9]

[...]
“The Special Rapporteur recommends that the international community:

(a)Urgently reassess the implications of measures being taken, including sanctions, on the right to
food of the people in the Democratic People’s Republic of Korea.” [p.21]
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Annex 99: Survey to NGOs on the effects of COVID on humanitarian operations

In order to assess the impact of COVID-19 on humanitarian organizations operating within the DPRK, the
Panel sent a survey of questions to 38 organizations. Eleven organizations (29%) responded to the Panel’s
inquiry.™®” These included both UN organizations as well as non-governmental organizations that applied
for exemptions either directly to the 1718 Committee, or through a Member State or the UN Resident Co-
ordinator in the DPRK. At the outset, the Panel clarified that responding to the its inquiry was optional and
that it had no bearing on the exemption approval processes within the 1718 Committee. The following
guestions were sent to the organizations.

QUESTION 1: Please provide detailed information and data on whether your organization
experienced delays in shipments or reductions in operational capacity due to issues related to
quarantine measures in the DPRK and/ or (please specify) implementation of UN sanctions. To
what extent have COVID-19 related delays impacted your humanitarian operations, including
monitoring?

QUESTION 2: Do you anticipate further delays or reductions in operations, and if so on
what grounds?

QUESTION 3: What is your assessment of the impact of the COVID-19 pandemic within
the DPRK, and in what way has it influenced the overall humanitarian situation? Please include
details of the evidence on which your assessment is based.

QUESTION 4: If your operations require humanitarian exemption approvals from the
1718 Committee, has the approval process met your needs? What, if anything, could be improved
upon in the exemption process, or in the implementation of UN sanctions, to better meet your op-
erational needs and objectives?

157 Two organizations rescinded their responses due to security concerns.
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Table 1. Humanitarian organizations’ responses to the Panel’s survey

Org. No.

Response Summary

1

The border controls and travel restrictions enacted by the DPRK Government beginning in January 2020 in
response to the COVID-19 pandemic have had a significant impact on the shipment of supplies and movement
of personnel in support of its humanitarian operations.

Essential medicine, nutritional supplements, and water purification tablets, which were cleared for shipment by
the 1718 Committee, were delayed for nearly four months at the border. Climate-controlled storage resulted in
additional costs.

In-country personnel and those returning have experienced difficulties accessing target populations to deliver
humanitarian assistance.

The organization is currently unable to engage directly with the government and fully expect border closures
and travel restrictions to continue through 2020.

Due to COVID-19 related restrictions, the organization assesses that, “...that approximately 440,000 children
and pregnant and lactating women will not receive micronutrients, approximately 95,000 acutely malnourished
children will not receive necessary treatment and approximately 101,000 kindergarten-aged children will not
receive fortified foods. Furthermore, approximately 89,500 people will not have access to safe drinking water.”
The organization further notes that, “The restricted movement of people is a concern especially for those requir-
ing medical treatment be it for chronic conditions, be it for severe acute malnutrition (children) or tuberculosis.
The schools have been closed for extended periods, leading to a lot of missed classes. The shortage of imported
goods in Pyongyang is a clear pointer that other external inputs (for example for agriculture) may be in short
supply as well. The strict border closure will affect the livelihood of small traders and industries relying on cross-
border trade.”

The organization notes that IAN 7 has been an important step in clarifying the procedural processes. Although
the six-month timeframe to ship items has helped, additional flexibility with shipping timeframes is “critical due
to the ongoing delays resulting from the COVID-19 pandemic.”

COVID-19 related travel restrictions “severely restricted work,” which has resulted in the delay of drilling water
wells that provide clean water to vulnerable populations.

Unable to conduct cross-border transfers of needed materials and the travel restrictions have hampered overall
implementation and monitoring efforts.

The ability to continue operations will depend on whether travel restrictions and border closures are relaxed.
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“The exemption process has met our organizational needs. We recently received a one- year exemption extension
instead of the standard six-month. The one-year period is greatly appreciated.” The organization recommends
that the Committee adopt a one-year standard in order to help organizations working in-country to better utilize
resources.

The organization has experienced a temporary suspension of activities due to travel restrictions.

Beginning in March, the organization has withdrawn most of its international staff located in Pyongyang. The
office is currently operating with reduced staffing levels.

Shipment delays are hindering operations. Disinfectant kits, which were approved for delivery in March, were
not delivered until June. The organization has additional shipment in pending status.

Will likely continue to experience delays as long as travel restrictions remain. The domestic travel ban has made
independent monitoring and assurance activities “impossible.”

“... the humanitarian impact of COVID-19 is going to be severe and threatens to undo much of the progress
made in areas such as food security, nutrition and health. However, it has to be noted that any assessment of the
impact of the COVID-19 pandemic within the DPRK is based on assumptions rather than evidence at this point.”
The hardest hit will be those requiring medical treatment for chronic conditions, severe acute malnutrition, or
tuberculosis.

Noted significant improvement over the last 1.5 years in terms of the application process, but would prefer to
have exemption extensions valid up to one year. The organizations also reiterates the need for a stable banking
channel and recommends a “green-list” of items eligible for multi-year extensions (e.g., water pipes, plastic
sheeting for agricultural needs, and personal protective equipment).

COVID-19 has significantly increased procurement lead times and has contributed to delivery delays. Repro-
ductive health kits, for example, were procured in the first quarter of 2020 but were delayed in transit.

Storage of temperature-controlled items have led to increased overall costs.

The continued lack of a banking channel has disrupted the organization’s cash-flow.

Travel restrictions have diminished the ability to conduct field visits and the lack of rotating staff and recupera-
tion since January 2020 has increased fatigue and reduced operational capacity.

Because of limited cash availability, reduced staffing, and in-country restrictions on travel, the organization
anticipates further reductions in implementation activities.

The organization notes the need for “special guidance on customs clearances at the operational level, particularly
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in transit countries” in order to reduce lead times. The organization goes on to suggest that “that the Committee
consider the provision of IT equipment and supplies to the DPRK government, which could strengthen and
enable statistical agencies responsible for data production and analysis.”

The organization explained that applying for sanctions exemptions took, in some cases, more than six month,
but noted that most of the delay was due to local authorities that needed additional time to review requests.
Even after the Democratic People’s Republic of Korea lifted some of the border closures, the organization ex-
perienced challenges and delays with importing goods because of a growing back-log and prioritization for
medical supplies and equipment.

Travel restrictions and restrictions on the movement of in-country personnel has hindered monitoring capability
and capacity, as the organization is unable to bring in new personnel or supplies.

The organization does not expect a change to its circumstances in 2020 and notes that, “...restrictions may have
affected humanitarian results, but the extent cannot be known because of lack in-country personnel and moni-
toring capabilities.”

Recommends that the Committee continues to streamline the application and approval process.

The organization has experienced significant delays due to measures imposed by the Democratic People’s Re-
public of Korea and measures imposed by third-party countries. Shippers and freight-forwarders remain in short
supply and there continues to be a dearth of “feeder-vessels” to carry goods from Dalian, China to Nampo Port,
Democratic People’s Republic of Korea. The lack of sufficient feeder-vessels is due primarily to the closure of
land border crossing and the country’s request that all supplies be sent via sea.

Travel restrictions have negatively impacted both implementation and monitoring efforts.

The lack of a banking channel and international flights have led to cash-flow problems that are now affecting
local implementation activities. “This has hampered [the organization’s] ability to conduct in-country activities
such as technical workshops, cascade training to the provinces, and joint technical monitoring with the Ministry
of Public Health. The absence of international flights has also prevented [...] international experts from training
and coaching government counterparts on different technical areas.”

Sustained border closures and global travel restrictions will continue to hinder operations. The organization notes
that “humanitarian work has literally come to a standstill.”

In terms of recommendations, the organization suggests “extending the approval time from 6 to 12 months,
especially during the pandemic, which would help mitigate procurement and shipping challenges related to the
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redacted shipping/ freight-forwarder options.”

Although the organization’s exemption was approved in April 2020 none of the humanitarian supplies could be
procured in time given the Democratic People’s Republic of Korea’s COVID-19 related border closures and
travel restrictions. These supplies included agricultural equipment, food processing equipment, and “critical ma-
terials” for water supply activities.

Implementation and monitoring activities by the international teams have been restricted since January 2020 and
the majority of the organization’s budget for DPRK activities is suspended. This has impacted the delivery of
food security, agricultural, and water and sanitation activities that would benefit more than 67,000 people.

The organization has had to reduce its financial portfolio for 2020 and has had to make substantive programmatic
changes to DPRK activities. “The technical support required to maintain and sustain previous operations will be
significantly disrupted. The restrictions might also affect future programming activities and normal operations.”
In terms of recommendations, the organization notes that COVID has “increased the complexity of the operating
environment” and that six-month extensions are too short. The organization also advocates for “blanket waivers”
for specific items and highlights the continued need for an operational banking channel

Measures put in place due to COVID-19 have resulted in the schools being closed. Consequently, school-aged
children may not be receiving proper nutritional requirements and meals. Due to COVID-19, the Democratic
People’s Republic of Korea had refused shipments of food items, which the organization was forced to store at
the Chinese border. These food items were damaged or sold off, resulting in a financial loss to the organization.
Due to border closures, shipments of children’s winter clothes (e.g., coats and boots) will not arrive. The organ-
ization is concerned that many children are not prepared to endure a long and cold winter without warm clothes.
Stalled shipments of vinyl sheeting, which is used for greenhouses and subsistence farming, are also stuck at the
border, further jeopardizing food security. Medical supplies, such as dressings, heating equipment, and syringes,
are delayed and the hospitals in need have run out of supplies. Other medicines were held at the border in climate-
controlled containers, which has resulted in increased expenses for the organization.

Due to in-country travel restrictions, the organization is unable to monitor several of its agricultural projects. In
the second half of 2020, the organization had to cease all monitoring activities.

The organization describes difficulties with transferring funds — noting several experiences with banks that
blocked humanitarian-related transactions.
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e The organization makes three relevant recommendations: first, that the 1718 Committee establish a stable bank-

ing channel and second, that the 1718 Committee work with banks to ensure humanitarian-related transactions
are not impeded. Finally, in order to coordinate more effective procurement and delivery, the organization rec-
ommends the 1718 Committee establish and publish a “white list” of goods that can be exported to the DPRK
without first seeking Committee approval.

The organization claims that “the sanctions on North Korea most influence the North Korean civilians. In various
humanitarian sectors, such as health care and agriculture, the sanctions impact the North Korean people directly
or indirectly. As for the health care sector, export bans are imposed on some medical equipment under HS Code
90, including ultrasound machines, respirator, stethoscope, thermometer for pregnant women and under the HS
Code 79 through 89, including medical sterilizer for the prevention of mycobacterium tuberculosis complex and
machine of dental prosthesis, dental scanner, so that they cannot be provided to North Korea without the Com-
mittee exemptions approval.”*%8

The organization “has seen donations sharply reduced and many sponsorships canceled. In 2019, donations de-
creased by 72.9% compared to the previous year (2018), and in 2020 (from January to November), they de-
creased again by 27.7% compared to the previous year (2019). The current situation brings our future projects
to a head with no hope for resumption.”

158 The Panel notes that medical items mentioned are not covered by sectoral sanctions and that member states should ensure their customs clearance processes and
procedures avoid “over enforcement.”
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Annex 99 (a): Statements from NGOs regarding UN sanctions

The following quotes have been compiled from the responses to the Panel’s survey to NGOs. The Panel
does not take a position on the statements and has not verified the veracity of any claims made therein.

NGO 1

“We can arguably say that the sanctions on North Korea most influence the North Korean civilians. In
various humanitarian sectors, such as health care and agriculture, the sanctions impact the North Korean
people directly or indirectly. As for the health care sector, export bans are imposed on some medical
equipment under HS Code 90, including ultrasound machines, respirator, stethoscope, thermometer for
pregnant women and under the HS Code 79 through 89, including medical sterilizer for the prevention
of mycobacterium tuberculosis complex and machine of dental prosthesis, dental scanner, so that they
cannot be provided to North Korea without the Committee exemptions approval. The same goes for the
agricultural sector. Fuels, fertilizers, and agricultural tools and equipment are subject to export limita-
tion, which have severely impacted on food security in the country. Humanitarian assistance to North
Korea is highly influenced by relations between North Korea and the international community and po-
litical conditions. Now North Korea is increasingly challenged by climate change and natural disasters.
The North Korean people are the hardest hit by the challenges. WFP said the sanctions on North Korea
have disrupted the humanitarian supply chain and delayed the delivery of supplies. It takes months for
goods to be delivered to North Korea. Shipping companies are hesitant to carry humanitarian goods to
North Korea, given the strict and complicated inspection, penalty, and possible entry restrictions into
other ports”

NGO 2

“UN Security Council says that UN sanctions are not applied for humanitarian operations but it actually
hinders humanitarian operations. As an international NGO we purchase goods for humanitarian aids in
China and send them to DPRK through NK-China border. We have partners in China who handle from
purchase to delivery of goods to DPRK. We need to send project expenses to them but when we disclose
the purpose of transfer is to help DPRK, banks in [a third country] reject it, and even they accept, inter-
mediary banks [...] reject to handle it. In conclusion, money transfer is very difficult resulting in human-
itarian aids is not available on time. If the sanction is really exempted for humanitarian operations, money
transfer problem must be solved firstly.”

“We appreciate 1718 committee to approve our exemption in a short time, but the application for ap-
proval process was not easy. To find out HS Code, specification, manufacture and manufacturing com-
pany of all goods were really tough. That’s why many NGOs give up send goods to DPRK. Moreover
many NGOs provide same goods to DPRK such as soybean produce equipment and greenhouse build-
ing materials but we usually do not know which organization sends which goods to DPRK because we
do not disclose it in public. So it will be very helpful if 1718 committee makes a list of goods approved
exemption and, disclose it to NGOs, and allow organizations sending them to DPRK without further
approval.”
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NGO 3

“UN Security Council says that UN sanctions are not applied for humanitarian operations but it actually
hinders humanitarian operations. As an international NGO we purchase goods for humanitarian aids in
China and send them to DPRK through NK-China border. We have partners in China who handle from
purchase to delivery of goods to DPRK. We need to send project expenses to them but when we disclose
the purpose of transfer is to help DPRK, banks in [a third country] reject it, and even they accept, inter-
mediary banks(usually US banks) reject to handle it.

NGO 4

“There are other multiple challenges for UN Agencies due to the closure of international banking chan-
nels which has resulted in a disruption of cash flow to continue day-to-day programme and operations;
and the COVID-19 prevention measures that restrict capacity building initiatives and in-country moni-
toring field visits. Only disbursement of essential life-saving medicines through the government chan-
nel could be managed without the presence of international staff and using alternative monitoring mech-
anisms.”
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Annex 99 (b): Summary of suggestions from NGOs

The following list of suggestions has been compiled from the responses to the Panel’s survey to NGOs. The
Panel does not take a position on the suggestions and has not verified the veracity of any claims made therein.

21-01647

In order to prevent the indiscriminately and unreasonable use of sanctions, encourage, at a request from
humanitarian aid actors, their suppliers of food, medicines, children goods to apply for exemptions.

To send information of exemption to the shipping companies, appointed by consigner for delivery of
humanitarian cargos and to recommend a trusted banking channel to the humanitarian aid actors when
granting the exemption.

To consider measures to ensure DPRK civil populations’ access to humanitarian assistance and safe
delivery of humanitarian aid and to prevent obstruction and the delivery of, or access to, or distribution
of humanitarian assistance.

To provide special guidance on custom clearances at the operational level, particularly in transit coun-
tries. This would speed up the process and reduce the lead-time for humanitarian deliveries.

To consider introduction as a condition of granting exemption for a longer than usual period of time
request to the humanitarian organization to report to the UNSC every six months, on its the implemen-
tation, and on any impediment to the delivery of humanitarian aid.

To consider adopting regulations which would make it easier for humanitarian groups to bring laptops,
ambulances, and other aid-related items into the DPRK. Allow the humanitarian programming through
provision of IT related equipment and supplies.

To return to the idea of a “green list” of humanitarian goods for which multi-year exemptions could be
granted at lease for a limited range of general-purpose commodities (for example: water pipes, plastic
sheeting for agriculture, personal protective equipment etc.)

To study the idea of adoption of a “white list” of entities, sort of accredited companies, who were for
more than once approve for exemption for DPRK humanitarian aid and share it with banks worldwide
to facilitate the transfer for the humanitarian aid purposes and to appoint specific banks in the exemption
process so that NGOs can use these banks to transfer money to purchase commodities under exemption.

To study a suggestion on obtaining general clearances from the Committee for commonly procured
medical items and supplies at one time, which would avoid repetitive submissions for the same items.
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Annex 100: Consolidated list of recommendations
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1. The Panel recommends that the Committee to consider issuing a new list
of WMD and ballistic missile-related items to which measures imposed in para-
graph 8 (a), (b) and (c) of resolution 1718 (2006) apply.

2. The Panel recommends that Member States exercise vigilance in screening
international academic exchanges with scholars of the DPRK by verifying both
subjects and sponsors to comply with paragraphs 10 and 11 of resolution 2321
(2016), paragraph 17 of 2270 (2016), and paragraph 8 (a), (b) and (c) of resolu-
tion 1718 (2006).

3. The Panel reiterates its recommendation that Member States report any
known transfers of refined petroleum products to the DPRK in full conformity
with resolution 2397 (2017).

To the Committee

4, The Panel recommends the designation of the following vessels for
violation of paragraph 5 of Security Council resolution 2397 (2017):

- AnPing (IMO No. 7903366), formerly Sierra Leone-flagged
- Heng Rong (IMO No. 7913098), unknown-flagged

- Rich United (IMO No. 9129213), unknown-flagged

- Run Da (IMO No. 8511172), formerly Mongolia-flagged

5. The Panel recommends the designation of the following vessel for violation
of paragraph 5 of resolution 2397 (2017), and reiterates its recommendation for
designation of the vessel for violation of paragraph 11 of resolution 2375 (2017):

- Xing Ming Yang 888 (IMO No. 8410847), unknown-flagged

6. The Panel continues to recommend the following vessels for designation
for further violation of paragraph 5 of resolution 2397 (2017):

- Diamond 8 (IMO No. 9132612), formerly Sierra Leone-flagged
- Hokong (IMO No. 9006758), unknown-flagged

- New Konk (IMO No. 9036387), unknown-flagged

- Subblic (IMO No. 8126082), unknown-flagged

- Unica (IMO No. 8514306), unknown-flagged

- Yun Hong 8 (MMSI No. 413459380), China-flagged

7. The Panel recommends the designation of the following vessels for viola-
tion of paragraph 11 of resolution 2375 (2017):

- Enterprise (IMO No. 9153331), formerly Togo-flagged

- RiHong (aka Klausen) (IMO No. 9162318), formerly Sierra-Leone flagged

- Tae P(h)yong (IMO No. 9018751), DPRK-flagged
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To Member States, on best practices with regard to the activities of the DPRK

On due diligence measures related to the evasion of sanctions

8. The Panel recommends that Member States continue to foster industry-
wide awareness on the challenges posed including new tactics in sanctions eva-
sion by culpable individuals and relevant steps to mitigate these risks. This can
be disseminated in the form of industry-wide advisories and circulars.

On due diligence measures related to ship-to-ship transfers

9. The Panel recommends that parties engaged in ship-to-ship transfers of
refined petroleum in areas where such illicit transfers are known to occur
authorize the ship captain or an assigned crew member to send an email to the
relevant flag registry providing notification of the event, ship identifiers (name,
IMO and MMSI) of the vessel involved, the material and volume of the transfer,
the date and time of the start and stop of the transfer, and the location of the
transfer.

10. The Panel recommends that relevant counterparties in the maritime sup-
ply chain to consider implementing controls that allow for proper verification-
of-origin checks for ships that conduct ship-to-ship transfers, particularly in ar-
eas where illicit transfers are known to occur. Such steps could include require-
ments for complete, accurate shipping documentation, including bills of lading
that identify the origin and destination of cargo and copies of export licenses,
where applicable.

11. The Panel recommends that Member States exercise vigilance to identify
and prevent the illicit operation of vessels obtaining DPRK fishing permits,
which may use various methods to obfuscate their activities and identities.

12. The Panel recommends that Member States exercise vigilance in inspection
of cargo, including luggage of individuals traveling to or from the Democratic
People’s Republic of Korea, as required by paragraph 13 of resolution 2321
(2016) and paragraph 18 of resolution 2270 (2016).

13. The Panel recommends that Member States exercise vigilance concerning
the transfer of artworks of the designated entities to comply with the asset freeze
requirements of relevant resolutions.

14. The Panel recommends designation of the Korea Paekho Trading Corpo-
ration and Paekho Art Studio.

15. The Panel recommends that Member States streamline their export control
lists to reflect the list of prohibited luxury goods in a manner consistent with the
objectives of resolutions 1718 (2006), 1874 (2009), 2094 (2013), 2270 (2016) and
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2321 (2016), avoiding unnecessary broadening of their scope taking care not to
restrict the supply of ordinary civilian-use goods to the wider population nor to
have a negative humanitarian impact.

16. The Panel reiterates its recommendation that Member States encourage
their business entities and nationals exporting luxury goods to include a contrac-
tual provision to prevent resale to the DPRK.

17. The Panel reiterates its recommendation that Member States and relevant
organizations encourage shipping and transportation companies to provide thor-
ough systems for checking consignees, bearing in mind the risk of transshipment.

18. The Panel recommends that Member States continue to exercise vigilance
in screening the visa and residency status of nationals of the DPRK in order to
prevent the circumvention of the obligations contained in the resolutions.

19. The Panel notes the DPRK’s reliance on corporate service providers to fa-
cilitate its sanctions evasion activities and encourages Member States to continue
to address opaque corporate registration rules and regulations that may afford
anonymity to sanctions evasion activities.

20. The Panel recommends that Member States conduct enhanced due dili-
gence on contractors and subcontractors for development projects, especially
those in sub-Saharan Africa that involve municipal loans, grants or foreign di-
rect investment.

21.  The Panel recommends that Member States work with freelance IT com-
panies to promote and enhance sanctions compliance implementation capacity
and capability.

22. The Panel recommends Choe Song Chol and Im Song Sun for designation
by the Committee.

23.  The Panel recommends Pak Hwa Song and Hwang Kil Su for designhation
by the Committee.

24. The Panel recommends that the Committee review the NGO responses to
the Panel’s survey to help inform future decision-making and to better assess
humanitarian aid needs and impact (annex 99).

25.  The Panel notes the importance of the arrangements for re-establishing the
banking channel.
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26. The Panel notes the usefulness of biannual briefings by the relevant United
Nations agencies on the unintended impact of sanctions and recommends that
the Committee continue this practice.

27. The Panel recommends that the Security Council continue to address issues
and processes that mitigate the potential unintended adverse impacts of sanc-tions
on the civilian population of the DPRK and on humanitarian aid operations to
benefit the vulnerable population of the DPRK and overcome the conse-quences
of the COVID-19 pandemic.

28.  The Committee should continue to streamline the processes and proce-
dures for applying for humanitar

ian exemptions.

29. The Panel recommends that Member States submit their reports in full
con-formity with resolutions 2371 (2017), 2375 (2017) and 2397 (2017).
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