A/74/493

o
N | =

=<~
S| =

s
&

Distr.: General
11 October 2019
Chinese
Original: English

Ft+HEESIN

WHETTH 70(b)
{RFEFRIPAM: AR B, SFEGH AA
EXEHYVXEZHEFIZRE

Rim 23 B 5 AR s
MPACHYI R

PSR ) K 2 B A o 24 PR -5 AT R T 3 o S JE A SR MRS

NS5 35/19 SR BRI & .

* ARG AEBUEIIIR 2 R IRAE RN T R B AR -
1|9 311019

19-17564 iCi 1510
NV



https://undocs.org/ch/A/HRC/RES/35/19
https://undocs.org/ch/A/HRC/RES/35/19

Al74/493

Rim e S AR BT AR S AR S

e

Hor A B X A AL, EA LRI D O, FIXEER,
2 PRBEAR Bl 2R GURORE 2 1 52 2R R A BOR ) BR8], X LR A HoR T
BHaitt. Bl B0, I AR, WEE AR T AR AN, BUR BT R
J&, BAARHEERRG] ), B S E X, WHEE H AR AEA O
BRI, RN, KR A RIE LB AR IX G2, 1480 E 1 14E
it R RIS E RO AR A E K I R SRR, SUCER .
WA, ANEYLTIRVE. AL REA TSI BE E L, TR —
TG AUE I R SCEAR TS, i ORI = e 95 A 59 B BRR K A2 05 KT

2/23

19-17564




Al74/493

H =%

19-17564

R
=SOSR 4
FERE K FUIBUT TR oot 6
AL BIPIRIE ot 6
B B T e 9
Co ARFITFEERIZZ AT oo 9
D, FBHFTZEBHHRTE oottt 10
E. BT FITEIRIIZE e 11
Foo ARAI R 522N ZIAIIBET covvvreervesssessssesses s 11
AEBCFAEARIZEE TAE LR oo s 12
A BB BT oo 13
B.  FHRETEVERIB IR oo 15
Co JEHEBT TS oo 15
D. fEHCFARF E K AP RS A RABTFIFTBIABUR] ..o 17
E. TR Am A 5 (8 2 RAUFIFTETA R oo, 18
Foo 3EHIRRTERBCTZAIIIAIRYE oooooeeee e 19
G. VB EBTTHIVEF oo 20
He BT oo 21
B R 21

3/23



Al74/493

——

1

il

=5
~F

L BAAGR B ARHR 2k . AR SR 5K, BB FORIR
N HHEARAE S, AR SRR BT EIER B E S5 . RS R
RGHTAC W ESRASNB R SRR, LR O RS ZRBUR 2 R 7F 2 Hofh e 5
Mg, EAERNER . ERIRAEZ, EREMRR RS NRBI K
JEBL R, FERRAE IR SRR, B “EA]” KRG, 2

2. BCERRAANGEZ IR AGE — N EE AR, M UAEMRZH 22 F A E RS
ARG, HAMGERE—AE K E AN D AN E A A SRS
m HIEER B sk 24, R0 2 BUF RS, Ui, B BIRE RN EEN
BHIR NS BEHIRFRR IR 55 o

3. HARGZEIRVFZHITHIL T “BUrRRAIER 7, 3 EIXEES, H o REEA
15 B 22 GUllR B 2 52 B B0 BUE BRI s), X LB A HR T A 3k
B8/ NV | I 1IN U N o S I S W i 0 2 1/ B o2 = i LM (EB S
N R R ARTE A N 5 VF 2 WSS EHT 2 BUA WAl I S an PERPE R . AP
T, “ARKRBURHUR AT REFIL 88 A R E R 7 4 B8R, Briin 2B sUEsE
L, 3 R x oK B B R RIS 0 K e e A AR, 8 SN
RIS, E B RS, TR AR B XTI B, 2 RAEE
I E AR EMEH, MR, °

4. RHRANHEWG FIVIN G, AMUFAE 5H B K — K5, B
RIS R B EEEA RAVE s HE . B, KASI
e A6 5% IR Z Bk T E R BUF R O B0, B R AR S EF ZERR R,
M R SE 2RI E5 A B X o R SRS B4 (S NL 7 FEENRE, iRy B
B RO ER RS fedtEia. wiE. SRtEEsCE R, . SR
55 BRI

5. ARG, BT AEAEZGE R mr sk, BEMRA RZE T
TR, AR @ AUNBUN, 52 TR SR, AR S A
PEBE BRI U IR R 32 3 AR 4/ . SR S5 IO « #5212

VARG mE T, H5ALREEER SR E %K 5 AR E F4E Christiaan van Veen i#4T 1%
YIPME.

2 @R 18 H 0 S, ABAHE WK 758 3, A4 T 57 T 2H 248 2 (R B S A Am vE (B UORT T bE )7 92
)t R B AR, 2L David Garland, (HEFIEXENAY (FEERF HRE, 2016 4).

8 JEFI « BRMIIAI Christiaan van Veen, ‘How Britain's welfare state has been taken over by
shadowy tech consultants’, The Guardian, 27 June 2019,

4 Cary Coglianese and David Lehr, “Regulating by robot: administrative decision making in the
machine-learning era”, Georgetown Law Journal,vol. 105, No. 5 (July 2017), p. 1147,

5 SeeFoucault’s description of panoptic systems,in which those put under surveillance are “seen, without
ever seeing”(Michel Foucault, Discipline and Punish: The Birth of the Prison (New York, Pantheon
Books, 1977), p. 202).
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For pioneering work on the impact of digital technologies on the welfare state in the United States,
especially on the poorest individuals in the system, see Virginia Eubanks, Automating Inequality: How
High-Tech Tools Profile, Police, and Punish the Poor(New York, St Martin’s Press, 2018). See also
Cathy O’Neil, Weapons of Math Destruction (New York, Crown, 2016); and Khiara Bridges, The
Poverty of Privacy Rights (Stanford, California, Stanford University Press, 2017).
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8 www.ohchr.org/EN/Issues/Poverty/Pages/SubmissionsGADigital Technology.aspx

% https://chrgj.org/people/christiaan-van-veen/o

10 Wendy R. Weiser and Lawrence Norden, Voting Law Changes in 2012 (New York, Brennan Center for

Justice at New York University School of Law, 2011), p. 2.

11 United States Agency for International Development, Identity in a Digital Age: Infrastructure for

Inclusive Development (2017), p. 8-

12 Bronwen Manby, Citizenship in Africa: The Law of Belonging(Oxford, Hart Publishing, 2018), p. 3.

13 [dentity in a Digital Age; and McKinsey Global Institute, “Digital identification: akey to inclusive

growth”(January 2019)..
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14 Identity in a Digital Age .

15 Rahul Tripathi, “National population register to include Aadhaar details”, Economic Times, 5 August
2019,

16 Jeanette Rodrigues, “India ID program wins World Bank praise despite ‘Big Brother’fears”,
Bloomberg, 16 March 2017,

T HRERAT, 2016 £ ERE Y, (Digital Dividends(Washington, D.C., 2016), % 2 T,

18 Amrit Raj and Upasana Jain, “Aadhaar goes global, finds takers in Russia and Africa”, Live Mint, 9
July 2016,

19 Jayadevan PK, “India’s latest export: 20 countries interested in Aadhaar, India Stack”, Factory Daily,
10 January 2018,

20 Rahul Bhatia, “Critics of India’s ID card project say they have been harassed, put under surveillance”,
Reuters, 13 February 2018.

20 7 B[R] AR O AR VA B O B AR AR T SRRSO

22 Supreme Court of India, Justice K.S. Puttaswamyand Another v. Union of India and Others, Writ
Petition (Civil) No. 494 of 2012, p. 341,

2 1d., p. 377.
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2 1d., p. 553,

% Vindu Goel, “India’s top court limits sweep of biometric ID programme”, New York Times, 26

September 2018,

26 OB PR AR A 7t RSO

27 Moses Nyamori, “No healthcare, voting without HudumaNamba, bill proposes™, Standard Digital, 18

July 2019,

28 Mary Jan Mphahlele, “#BUDGET2019:social grants to increase”, Diamond Fields Advertiser, 20

February 2019,

2 Black Sash 242 IR & 52 19 3CAF -

30 Mastercard, “More than 2.5 million Mastercard debit cards issued to social welfare beneficiaries in

South Africa”, press release, 30 July2012.

31 Ray Mahlaka, “Post office set to take over cash payments from CPS”, The Citizen, 4 June 2018
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32 [TAR S BURFAR AT R AR 2 3R 1 S
33 Privacy International, “Bangladesh: biometrics needed to access welfare payment”, 2 May 2017,

3 In Chile, facial recognition technology is used to deliver school meals (submission to the Special
Rapporteur by Privacy International).

¥ RIRZBUR RIS IR SIS

36 See the National Identification System webpage (https://opm.gov.jm/portfolios/national-
identification-system).

37 Alita Sharon, “Malaysia’s digital ID project to be finalized by 2019”, Open Gov, 10 June 2019,
38 See the Philippine Identification System webpage(https:/psa.gov.ph/philsys).

39 For example, the use of digital technologies in the CalWORKs programme in California(submission
to the Special Rapporteur by Human Rights Watch).

O NBORER SRR IR 5 S

41 Canada, Office of the Auditor General of Ontario,Annual Report 2015 (Toronto, Ontario, Queen’s
Printer for Ontario,2015), p. 475.

42 Jennifer Raso, “Displacement as regulation: new regulatory technologies and front-line decision-
making in Ontario works”, Canadian Journal of Law and Society,vol. 32, No. 1 (2017),pp. 75-95.
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43 Terry Carney, “The new digital future for welfare: debts without legal proofs or moral authority?”,
UNSW Law Journal Forum(March 2018);Richard Glenn, Centrelink’s Automated Debt Raising and
Recovery System(2017), pp. 7-8; and submission to the Special Rapporteur by the Castan Centre for
Human Rights Lawat Monash University.

4 Wi 22 PR -5 NI FURS 3 41 5 D3 JE R « BURHTIE 2018 4K 11 A 6 HG KA AL % /K2
B EE L.

45 Submission to the Special Rapporteur byShelley Bielefeld(Griffith University).

46 Submission to the Special Rapporteur by Nijole Naujokas.

4"Melissa Davey, “ ‘Ration days again’: cashless welfare card ignites shame”, Guardian, 8 January 2017
48 Submission to the Special Rapporteur byLouise Humpage (University of Auckland).

49 Andries du Toit, “The real risks behind South Africa’s social grant payment crisis”, The Conversation,
20 February 2017,
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51 For example,the case on system risk indication from the Netherlands (see Philip Alston, Special
Rapporteur on extreme poverty and human rights,brief as amicus curiae before the District Court of
the Hague on the case of NJCM c.s./De Staat der Nederlanden (SyRI), case No. C/09/550982/ HA ZA
18/388, September 2019),
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52 Bubanks, Automating Inequality; Alexandra Chouldechovaand others, “A case study of algorithm-
assisted decision making in child maltreatment hotline screening decisions”, Proceedings of Machine
Learning Research, vol. 81(2018), pp. 1-5; and Dan Hurley, “Can an algorithm tell when kids are in
danger?”, New York Times, 2 January 2018,

53 Philip Gillingham, “Predictive risk modelling to prevent child maltreatment: insights and implications
from Aotearoa/New Zealand”, Journal of Public Child Welfare,vol. 11, No. 2 (2017).

54 Niamh Mclntryre and David Pegg, “Councils use 377,000 people’s data in efforts to predict child
abuse”, Guardian, 16 September 2018; and Alex Turner, “County becomes latest authority to trial
predictive algorithms in children’s social work”, Community Care, 14 June 2019,

%5 Jacob Mchangama and Hin-Yan Liu, “The welfare state is committing suicide by artificial intelligence”,
Foreign Policy, 25 December 2018

% Supreme Court of Poland, case No. K 53/16, 6 June 2018,
57 Submission to the Special Rapporteur byEpicenterWorks.

%8 See, for example, Lina Dencik and others, Data Scores as Governance: Investigating Uses of Citizen
Scoring in Public Services(Data Justice Lab, Cardiff University, and Open Society Foundations, 2018),

%9 Household-level and individual-level data rely on a fundamental personalization of risk, attaching risk
factors to individual characteristics and behaviour that can lead to individualized responses to social
ills being privileged over collective and structural responses, such as issues of inequality, poverty or
racism(submission to the Special Rapporteur bythe Data Justice Lab at Cardiff University); and
submission to the Special Rapporteur by Paul Henman (University of Queensland)..

60 Submission to the Special Rapporteur by JedrzejNiklas and SeetaPefia Gangadharan (London School
of Economics and Political Science)o

61 “Human bias is built in to the predictive risk model.” (Virginia Eubanks, “A child abuse prediction
model fails poor families”, Wired, 15 January 2018.).
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