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RAPPORT DE LA REUNION DE TRAVAIL CEE/EUROSTAT SUR LA
CONFIDENTIALITE DES DONNEES STATISTIQUES

1. La Réunion de travail CEE/Eurostat sur la confidentialité des données
statistiques a eu lieu & Thessalonique (Gréce) du 8 au 10 mars 1999. Y ont
participé les représentants des pays suivants : Allemagne, Belgique,
Bosnie-Herzégovine, Bulgarie, Canada, Chypre, Danemark, Espagne, Estonie,
Etats-Unis, Ex-République yougoslave de Macédoine, Fédération de Russie,
Finlande, France, Gréce, Hongrie, Israél, Italie, Lettonie, Lituanie, Norvége,
Pays-Bas, République tchéque, Roumanie, Royaume-Uni et Suéde. La Commission
européenne était représentée par Eurostat, l'Institut des systémes de
l'informatique et de la slireté (ISPRA) et le Centre européen de formation des
statisticiens économistes des pays en voie de développement (CESD -
Communautaire) . Un représentant de l'Organisation des Nations Unies pour
l'alimentation et l'agriculture était également présent. A l'invitation
d'Eurostat, 14 instituts universitaires et de recherche ont participé en
qualité d'observateurs.

2. L'oxrdre du jour provisoire a été adopté.

3. M. Anco Hundepool (Pays-Bas) a été élu Président. Mme Luisa Franconi
(Italie) et Mme Sarah Giessing (Allemagne) ont été élues Vice-Présidentes.

4. M. Karavitis, Secrétaire général du Service de statistique national de
Gréce, a prononcé une déclaration liminaire.
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5. Les thémes suivants ont été examinés
i) Nouvelles applications des méthodes de contr8le de la divulgation
des données;
ii) Faits nouveaux en matiére de logiciels et d'informatique;

iii) Administration et politique en matiére de confidentialité des
données statistiques.

6. Les participants suivants ont joué le rdle d'animateurs
M. Lawrence Cox (Etats-Unis) pour le théme i); M. Josep Domingo-Ferrer
(Espagne) pour le théme ii); et M. Gordon Sande pour le théme iii).

7. Les participants ont recommandé qu'une autre réunion de travail
CEE/Eurostat sur la confidentialité des données statistiques soit convoquée
en 2000/2001. En conséquence, il est recommandé que le texte ci-aprés soit
inclus dans la présentation intégrée de 2001/2002 du Programme de travail de
la Conférence des statisticiens européens

2.1 Gestion de l'infrastructure de technologie de 1'information

Activités de la CEE

La Réunion de travail CEE/Eurostat sur la confidentialité des données
statistiques sera convoquée en 2000/2001 et examinera :

i) Les applications de méthodologies et de logiciels pour la
confidentialité des statistiques économiques et des statistiques
sociales et démographiques;

ii) Les effets des progrés technologiques en matiére de logiciel, de
télécommunications et d'informatique sur la confidentialité des
données statistiques;

iii) Les progrés accomplis par les pays en transition dans la mise en
oeuvre de méthodes et de techniques destinés i assurer la
confidentialité des données;

iv) L'attitude des utilisateurs et des répondants & l'égard de
la confidentialité des données.

8. La délégation de l'ex-République yougoslave de Macédoine a offert
d'accueillir la Réunion de travail de 2000/2001 sur la confidentialité.

9. Les participants ont exprimé au Service de statistique national de Gréce
leur grande satisfaction et leur gratitude pour les excellentes conditions de
travail qu'il avait assurées lors de la réunion.

10. Les principales conclusions auxquelles les participants sont parvenus au
cours de la discussion sont présentées dans 1'annexe.
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ANNEX
SUMMARY OF THE MAIN CONCLUSIONS REACHED AT THE MEETING

I. New applications of disclosure control methods

1. The discussion under this agenda item focused on the application of
disclosure control methods in different statistical areas, such as employment
and earnings, population census, and for business statistics. Disclosure
control gains special importance when combining data from different sources,
e.g. employment and earnings surveys, labour force survey, social security
files, and health statistics.

2. Choosing the correct strategy of disclosure control often requires
finding the right balance between the usefulness of the data and the
information loss due to the application of disclosure control methods.
Ideally, the released data must meet the appropriate balance between keeping
the information content as high as possible while diminishing the risk of
disclosure to an acceptable minimum. Practically, this can be difficult to
accomplish and assess. While the aim to release safe microdata sets is the
same in different national statistical institutes (NSIs), different disclosure
control methods and different definitions of confidentiality could be used.
The meeting discussed these different definitions of disclosure risks and
estimation models.

3. Different approcaches have to be considered for different types of data.
Larce populations with an inherent dependent structure and characterised by
key variables of a categorical nature, such as for social data, present
ccmpletely different problems compared to small populaticns with a skewed
distribution and mainly continucus key variables, such as fcr business data.
When dealing with social data, categorical key variakles allow an approach
based cn finding unigque cases in the data set (i.e. an indiwvidual that
presents a unique combination of wvalues of the key variables in the
sample/population). In business data, continuous key variables make the same
concept inappropriate, as practically all the units considered would be unique
cases. Such differences influence the disclosure limitation techniques that
can be applied and the definition of safety of the microdata set.

4. Another important characteristic of social microdata is the hierarchical
structure of the data allowing the recognition of groups within the population
(e.g. households). The user who attempts to breach confidentiality might use
the dependence structure of the data and the power of technological tools to
match records with equal characteristics. Therefore, the risk evaluation has
to take into account the dependence structure to reach a higher level of
safety than when considering all cases individually. For social data, most of
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the confidentiality protection technologies are focused on avoiding re-
identification. Disclosure limitation is often performed by re-categorisation
of key variables or local suppression of particularly rare categories of such
variables.

5. Concerning social data, methodologies are available to estimate the
individual risk of disclosure. It is feasible to evaluate the safety level
for each unit in the microdata file to be released. A primary need is to
develop ways to implement such methodologies and make them available to the
NSI. Such software could be shared among NSIs with each one adopting its own
threshold according to the final use of the file (public use file or microdata
for research). A potential effect of common methodologies and common software
would be to harmonise the different practices, while enhancing each NSI's
application of these methods.

6. Statistics Netherlands presented the application of the disclosure
control methods on employees’ earning data. The use of EDI for the collection
of employment and earnings data allows the collection not only of samples of
data on emplcyees, but also all the employee records of some firms. 1In the
coming years, it is planned to collect detailed earnings information for all
employees in the Netherlands. A practical strategy has been developed for the
protection of employee tables using Mu-Argus and Tau-Argus software.

7. The United Kingdom demonstrated the use of the record swapping technique
to release census data. Record swapping allows to maximise the degree of
flexibility of outputs and to produce consistent output for different
geographical areas. It can be a good trade-off between the need to protect
data by altering individual records and the need to preserve the data
structure. It was mentioned, however, that further studies are needed to
check the level c¢f protection reached in the released file.

8. Business microdata have several characteristics that require a different
approach towards its release and disclosure limitation. For most of the
firms, additional information is available and easily accessible, large- and
medium-size enterprises can be easily identified by a few key variables, and
the prcbability of being included in a sample can be very high for some firms.
Furthermore, the information available on the enterprise level is very
precise. Also, the motivation of intruders, the potential benefits as well as
the costs of methods to breach confidentiality are much higher in the case of
business statistics. The problem of dependencies is present also in the field
of business data due to the rising importance of longitudinal and panel data
in several areas of economics. NSIs often have a more cautious attitude
towards releasing business microdata since the possibility of identificaticn
is perceived as too high.
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9. Research, testing of new methodologies and software development are
essential to reach a solution for business statistics. General software
covering different methods would be welcome.

10. Canada demonstrated a method to release microdata files for small
businesses. Confidentiality of the data of small businesses can be easier to
guarantee since the data do not contain extreme outliers. The most effective
part of the presented disclosure control methodology is the variety of methods
used which makes it extremely difficult for an intruder to untangle.

11. An important aspect of the disclosure limitation techniques is their
impact on data quality. Data quality is maintained if the distance between
the unmodified data and the modified data (after disclosure control) is small.
Statistical measures to describe and summarise this distance were discussed.
A data quality analysis may address the original raw data (microdata), the
statistics generated from the raw data (macrodata), and the impact on the
above at each stage of the modification. The same disclosure limitation
method may, however, have a different impact on diverse variables and diverse
categories. This makes it quite difficult to predict the influence of a
concrete method on data quality.

12. The discussion showed that the SDC applications have reached a well-
integrated level with methodology and data use. Moreover, the applications
already give feedback to further methodological development.

13. Concerns were expressed, however, regarding the implementation of SDC
methodology and the maintenance of the documentation. Uniform use of SDC
software can be dangerous. It was pointed out that it is important to examine
carefully respondents’ needs, and the political viewpoints that can impact the
implementation of statistical data confidentiality (SDC) methocdology. The
discussicn also showed the need to further develop risk assessment medels, and
to take into account users’ needs for data analysis. NSIs should assess the

social or malicious attacks against confidentiality.
II. Software and computing developments

14. The Work Session discussed research topics in the area of
confidentiality software. The need to develop evaluation methods for
disclosure control techniques and software tools was mentioned as one of the
priorities. Both theoretical (i.e. probabilistic) work and simulation work on
the security of methods implemented by software packages should be promoted.

15. When evaluating software, a standardisation of both the test data and
the evaluation criteria used is essential. This is important in order to
ensure the comparability of results. Standard testing procedures should also
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be developed. Without common evaluation criteria, it is not possible to
compare different techniques and/or microdata and macrodata protection.

16. Performance comparisons of the various software packages would be
greatly appreciated by the SDC practitioners. The packages could be compared
in terms of speed, applicability, information loss, disclosure risk and
software utility. Reducing information loss can be aimed at minimising the
number of cells suppressed, the total value suppressed, or total value
suppressed of a weight variable. Disclosure risk analysis requires that the
protection of linked tables (avoiding the situation where cells suppressed in
one table are published in another) and pre-published cells (already published
and therefore ineligible for suppression) are taken into account.

17. Developing criteria for measuring the degree of data protection against
disclosure requires the analysis of the opportunities and motives of potential
intruders, and the modelling of their behaviour. This allows the development
of safety criteria reflecting the potential users of a particular data set
(e.g. researchers, the general public, etc.) as well as the legal and
organisational measures that accompany the release of these data.

18. It is also important to have a relevant knowledge of respondent
perceptions about confidentiality. There is a need to know the extent to
which respcndents understand the confidentiality promises made by statistical
institutes. Which variables are seen as sensitive and require the greatest
protection, and which data become less confidential with ageing could be
examples.

9. An important research task would be improving the ability of software

o} aling with complex microdata, tables with hierarchical structure and
tables. Some concern was expressed abcut the insufficient ability of

ly used software packages to deal with such complex data structures.

20. Autcmated tools are needed to optimise the application of SDC technigues
in order to minimise information loss. One possible solution was proposed
using the fingerprint technique. The method aims at finding records with many
short unigue combinations of key variables (fingerprints), so that appropriate
data prctection techniques can be applied to make the file safer by reducing
the number of fingerprints.

21. An autcmated cell suppression system ensuring the confidentiality of
business statistics was demonstrated. The system takes into account the
requirements for historical continuity of suppression patterns and the need to
accommecdate subject-matter concerns into the design. This method is
independent of other processing steps in the survey. It leaves cell
suppression independent of the software systems that support the processing of
a typical business survey.
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22. Attention should be drawn to the design and development of safe access
and processing of confidential data in distributed environments. Also,
distributing and handling sensitive statistical data over the Internet is
becoming a key issue of concern for NSIs. Often greater security is achieved
through more difficult and cumbersome access, but that puts an increased
burden on the legitimate users of data. Cryptographic techniques can be used
to implement new ways of access and communication with the same or higher
levels of security than with traditional measures.

23. Cryptography can enhance all three main stages of statistical production
(data collection, data processing and data dissemination). In data
collection, it would allow the burden placed on the data collector to be
reduced, or even data to be collected remotely over Internet in a secure way.
In data processing, it would enable the secure storage, distribution and
handling of data. 1In data dissemination it could be used to ensure copyright
protection and electronic (micro-) sale of statistical information.
Cryptography also allows some shortcomings in the area of statistical data
protection to be overcome that are not covered by statistical disclosure
control, namely the need to provide the general public with data which are
disclosure-protected but still usable to obtain exact statistics.

III. Administration and policy of statistical data confidentiality

24. The discussion revealed that confidentiality problems have recently
become very important for several reasons. The most important are the
following: 1identification 1is easier due to more sophisticated and widely
available technology; more microdata exist in government and business circles;
fears of disclosure are greatly diminishing the public’s trust and
cooperation; and the motivation for identification has increased. The
concerns are heightened by privacy threats due to the use of new technologies
such as Internet, and intruders who might have new tools to break disclosure

protection.

25. NSIs must continuously address the public’s concerns that the level of
data protection is not sufficient. Once public trust is lost, it becomes a
huge obstacle to gain future cooperation in surveys. The perception that the
agency cannot be trusted can be as damaging to future response rates as an
actual breach. An important factor in the perception of confidentiality is
the degree of knowledge about procedures used to process and protect
information. NSIs make a considerable effort to protect against disclosure
but oiten do not provide enough resources to prepare and deliver messages that
can effectively deal with perceptions.

26. An important part of the NSI's general policy for data protection and
confidentiality could be a data security plan. The plan should specify the
layers of confidentiality and security, and the data classes belonging to each
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layer. There could also be a difference in securing information for storage
and for communication. Research and development in this area is hindered by
the lack of consensus on the security requirements of NSIs. Even within an
NSI, security requirements are often not well defined. Consensus for computer
security requirements of NSI premises would be needed to undertake joint
research in the area of NSI computer security.

27. An efficient confidentiality policy should address all the different
aspects of guaranteeing data confidentiality aimed both at external users and
the NSI’'s own staff. These include: evaluating the security and disclosure
limitation activities to ensure that they are adequate; creating a culture of
confidentiality awareness and building up an institutional climate that values
security; providing security training for staff; and developing and testing
messages that reassure both users and the general public that confidentiality
is being maintained.

28. The concept of “informed consent” was discussed. The notion becomes
especially important with the increasing use of data from administrative
registers, and the linking of register data with data collected by statistical
surveys. Since administrative data are collected by administrative agencies,
access arrangements have to be worked out between these agencies and NSIs.

29. Examining respondents’ attitudes is very important. Results of case
studies show guite often that respondents had objections to matching register-
based data with survey responses because they were afraid of losing control
over their data. Asking permission to use personal data should be as concrete
as possible, including the list of registers against which the data would be
matched. The permission to retrieve and match administrative data depends on
the sensitivity of the issue (e.g. income is considered a very delicate
issue). Alsoc, professional codes of ethics must draw attention to other
demains where statisticians might be active, such as research, teaching, and

consultancies.

30. The opinion was expressed that in official statistics, informed consent
is not a moral imperative to be followed under all circumstances. The
availability of official statistics for society is a public asset without
which government and the market could not function properly. Administrative
data by themselves could be used for statistical purposes without data
subjects being aware of such operations.

31. The special role of Eurostat with regard to data confidentiality was
discussed. Eurostat itself is not involved in the data collection process, it
is a trusted receiver of data from NSIs, and as such must uphold the
confidentiality promises made by the NSIs. The European Statistical Law
increases the role of Eurostat in a number of areas relating to statistical
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confidentiality. It envisages the agreement of common EU-wide definitions of
confidentiality based on the identifiability of statistical units.

32. Policies and working procedures have been put in place at Eurostat as
part of the implementation of European statistical legislation. These
procedures cover details of transmission, storage, processing and
dissemination of data. According to these principles, the protection of
confidentiality is of central importance, overriding considerations of ease of
access and processing. Adequate levels of protection must be provided for all
stages of data handling; access to confidential data is limited and for each
data set there is a named official responsible for the protection of
confidentiality.

33. The results of a survey of confidentiality practices in EU member
countries and in transition countries were presented. It can be concluded
that, on the whole, the member states of the EU have achieved a reasonable
balance between respondents’ interests in privacy and confidentiality and
those of data users in obtaining useful data. However, the distinction must
be clear between the use of data for administrative and statistical purposes.
The potential use of statistical data by the police or intelligence services
can raise concern among the respondents.

34. All EU NSIs are convinced of the importance of protection of statistical
data relating to natural persons and businesses. There is little difference
in the treatment of personal data and company data. The special care in the
treatment of company data in EU countries may be attributed to company
attitudes that are in general more suspicious and negative than those of
natural persons. The reason for this negative attitude is often the burden of
answering all the surveys.

35. Based on the outcome of the survey conducted by the secretariat, the
attention to data confidentiality issues in transition countries is somewhat
lower, especially concerning mathematical and computing aspects. Often the
methods that would allow the safe release of microdata are not known. This
can be one of the reasons for a more cautious attitude towards allowing access
to original data in these countries in general. However, in many transition
countries, much attention is paid to the legislative and administrative
aspects of confidentiality. The legal basis for confidentiality has often
been founded during the 1990s, and is being further developed by potential EU
candidate countries to bring it into accordance with the respective
legislation in the EU.

36. Disclosure protection measures are vital for NSIs because of their
dependency on the provision of reliable information by respondents. However,
the type of measures used and strictness of their application is sometimes
inconsistent with the level of disclosure risk and the degree of intruder
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interest in disclosing confidential information. A more active campaign by
NSIs is required to inform the public of the statistical information available
and the measures that are taken to protect confidentiality and prevent
disclosure.

Iv. Major problems concerning statistical data confidentiality in the
transition countries.

37. The discussion revealed that, in general, the application of SDC
methods and techniques as well as legal protection of statistical data in
transition countries is still in its infancy. The level of implementation
differs from country to country. No country reported a systematic approach to
statistical data protection. All participating transition countries, however,
stated that this task should be increasingly important for NSIs in the near
future.

38. The Work Session was informed that in many transition countries serious
problems with SDC are found in business statistics, population censuses and
labour statistics (especially household income). Although some experience has
been gained from Eurostat and bilaterally from developed countries (e.g.
Romania-France, Czech Republic-Finland cooperation), all participating
countries requested the UN/ECE and Eurostat to urgently assist in the
implementation of SDC methods and techniques in the above-mentioned
statistical domains.

39. With regard to the application of SDC methods in practice, several
transition countries highlighted the lack of software, the need for training
in confidentiality methods, and for increasing awareness of confidentiality
problems in scciety. International cooperation and learning from the
experiences of more developed countries can play an important role in this
respecet.




