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| nt roduction

1. In its decision 1997/122 of 16 April 1997, the Conmmi ssion on

Human Ri ghts, referring to the guidelines for the regul ation of conputerized
personal data files (E/ CN. 4/1990/72) adopted by the General Assenmbly inits
resol uti on 45/95 of 14 Decenber 1990, and taking note of the report of the
Secretary-Ceneral prepared pursuant to Commr ssion decision 1995/114

of 8 March 1995 (E/ CN. 4/1997/67), decided:

(a) To request States and intergovernnental, regional and
non- gover nment al organi zati ons to cooperate fully with the Secretary-Genera
by providing himwith any rel evant information on the application of the
gui del i nes;

(b) To request the Secretary-Ceneral to continue to ensure the
i npl ementation of the guidelines in the United Nations system

(c) To request the Secretary-Ceneral to report to it at its
fifty-fifth session:

(i) On the application of the guidelines within the United Nations
system

(ii) On information collected from States and intergovernnental,
regi onal and non-governmental organizations concerning the
followup to the guidelines at the national and regional |evels.

2. Pursuant to that decision, the Secretary-General, on 4 August 1997,
addressed requests to United Nations organs, bodies, regional comm ssions,
speci al i zed agencies and rel ated organi zations for information on the
application of the guidelines within the appropriate sections of the
United Nations system

3. On the sane date, requests were al so addressed to States and

i ntergovernmental and non-governmental organizations for information
concerning the followup to the guidelines at the regional and nationa
| evel s.

4, By 8 September 1998, replies had been received fromthe follow ng

Uni ted Nations organs, bodies and specialized agencies: United Nations Ofice
at Nairobi, Ofice of the United Nations H gh Comm ssioner for Refugees,
United Nations Children's Fund, Food and Agriculture Organization of the
United Nations, World Meteorol ogical Organization, United Nations Industria
Devel opnment Organi zation. The two |latter agencies stated that they did not
have any input to offer concerning the subject matter for the preparation of
the report.

5. No replies were received from Gover nnents.

6. The foll ow ng non-governnental organization submtted information:
I nternational Federation of Human Ri ghts.
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7. The present report contains a summary of the substantive replies
received. Any additional replies will be issued as addenda to this docunent.

. APPLI CATI ON OF THE GUI DELI NES W THI N THE UNI TED NATI ONS SYSTEM

8. Only four United Nations entities submtted substantive replies.
In 1997, 12 United Nations organs, bodies and regi onal comm ssions replied.
In addition, 14 States replied (see E/CN.4/1997/67).

9. The United Nations O fice at Nairobi stated that it was responsible for
t he managenent of human resources and mai ntenance of related data files for
itself and for the United Nations Environment Programre (UNEP) and the

United Nations Centre for Human Settl enments (HABI TAT). All guidelines for the
regul ati on of conputerized personal data files were strictly observed.
Significant inprovements with respect to the principles of accuracy and
security had been achi eved through the inplenmentation of the Internationa
Management I nformation System (IMS) in 1997.

10. The Food and Agriculture Organization of the United Nations (FAO
pointed out that it was currently working towards the establishnment of rules
wi thin the Organization governing the collection, use or transfer of
conputeri zed personal information. However, currently no set of rules existed
i n FAO governing those issues, apart fromtwo Administrative Circul ars:

No. 89/12, dealing with security policy on user access to FINSYS/ PERSYS
(finances and personnel), and No. 93/10, dealing with security principles for
per sonal computers.

11. The Ofice of the United Nations Hi gh Comm ssioner for Refugees (UNHCR)
submitted the foll owi ng statenent:

“UNHCR col | ects personal data on three categories of people:
asyl um seekers, refugees and internally displaced persons (external);
and personnel (internal). UNHCR does not have specific directives
touchi ng upon all aspects of guidelines for the regul ati on of
conmput eri zed personal data files. For exanple, no particular directives
seemto exist regarding the inportance of ensuring the exactness of data
on individual refugees or regarding the right to access for refugees
wi shing to viewtheir own file. Moreover, although Louis Joinet's
report suggests that information regarding the political persuasions and
bel i efs of persons should not be collected so as to avoid discrimnatory
practi ces, UNHCR cannot conply with such a recomendati on since
informati on regarding political affiliation or religious conviction my
be pertinent to refugee status determ nation

“However, sone internal directives do exist. UNHCR follows the
general policy espoused in the Secretary-General's 1991 bulletin on
archi ves and records managenent (ST/SGB/242). This bulletin issues
certain rules regarding the preservation and servicing of paper and
el ectronic data, and prohibits the renmoval or destruction of records
Wi t hout specific witten authorization

“Two particular directives concern personnel files. Wth regard
to confidentiality, enployees of the Division of Human Resources
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Managenment only have access to files in their area of responsibility.
All nedical information is strictly confidential. Secondly, staff
menbers are accorded the right to examine their official status file
once per year. Perusal of personal files nmust take place in the
presence of a staff nmenber of the Division of Human Resources
Managenment .

“Wth regard to files on refugees, asylum seekers and internally
di spl aced persons, UNHCR offices and staff are required to respect the
confidentiality of certain information, including an individual's
identity, age, sex, place of origin and political involvenent. In
addition, UNHCR offices are not to divulge any information about an
individual's famly, colleagues or friends. Finally, UNHCR disall ows
the publication of photographs of a refugee, asylum seeker or internally
di spl aced person without the explicit consent of the person concerned,
which is to be sought only after he or she has been duly counsell ed.
Directives also specify and limt which UNHCR personnel have access to
conmput eri zed data on refugees.”

The United Nations Children's Fund (UNI CEF) stated that the guidelines
e regul ation of conputerized personal data files had been taken into
eration and conpliance with its principles was ensured, including access
concerned staff menber and the principle of security.
[1. | NFORMATI ON RECEI VED FROM NON- GOVERNMENTAL ORGANI ZATI ONS

Internati onal Federation of Human Ri ghts

[Oiginal: French]
[10 February 1998]

The International Federation of Human Ri ghts Leagues (I FHR) has
ted the follow ng information:

“The League for Human Rights, which is very nmuch aware of the
question of conputerized data files, has been working particularly
closely on the problenms of interconnection of social and tax data files;
transposition into French | aw of the European Directive on the
protection of personal data; video surveillance; and cryptol ogy.”

1. I nterconnection of social and tax data files

“The League for Human Rights is opposing the proposals to
establish connections between the data files of different
adm ni strations, especially where the NIR nunmber, i.e. the socia
security number, would be used as a comon reference

The League for Human Ri ghts objects to the significance of this
nunmber, in the sense that its structure is such as to pernit the
i ndi cation of significant particulars, for exanple, sex but also race or
religion (as happened with the National Statistical Service in 1941-42).
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On the basis of the information at its disposal, the League for
Human Ri ghts concl udes that interconnections, carried to extremes in
some countries, lead to the phenonmenon of self-exclusion of the persons
concerned, to avoid appearing in certain data files.

Accordi ngly, our association accords human rights status to the
right to anonymty, especially in relation to the State.”

2. Transposition into French |law of the Directive on the
protection of personal data

“The transposition into French |aw of Directive 95/46/EC of the
Eur opean Parlianent and the Council of 24 October 1995 on the protection
of individuals with regard to the processing of personal data and on the
free movement of such data is being studied. The Directive nust be
transcribed into French | aw before the end of 1998.

A commi ssion, the Braibant Conm ssion, is working on this and has
given a hearing to, among others, the League for Human Rights. The
Directive ainms to harnoni ze the | evel of protection of personal data
anong Menber States so as to pernmit the free novenent of such data. The
League for Human Rights considers that the Directive could | ower the
| evel of protection existing at the tine of transcription in each
Menmber State. Consequently, the League for Human Rights is insisting
that all the already existing guarantees be strictly maintai ned or
strengt hened.”

3. Vi deo surveill ance

“The question of video surveillance is indirectly affected by the
di scussi on since although donestic | aw excludes video surveillance from
the jurisdiction of the Comm ssion nationale informatique et liberté
(CNIL) when no data files are created, the Directive does not seemto be
quite so clear on this point.

The League for Human Ri ghts has vigorously resisted video
surveillance. Qur criticisns, in particular as regards the invasion of
privacy and the fact that those who conduct the video surveillance are
not subject to serious controls, were and remain perfectly pertinent.

The League for Human Ri ghts objects not only to video surveillance
but also to its permanence since the installation of a video
surveillance systemin a locality seens to be a matter that |ies outside
the real mof party politics. Thus, once installed the system stays put,
regardl ess of political changes. This canpaign nmay enter a new
di mension in connection with the discussion of the transposition into
French | aw of the Directive on the protection of personal data.”
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4, Crypt ol ogy

“By neans of sophisticated software, cryptol ogy makes it possible
to maintain the confidentiality of a nessage transmtted over the
network, in particular the Internet. The position of the League for
Human Rights is that cryptology on the Internet should be conmpletely
l'iberalized.

In fact, cryptology is prohibited in varying degrees all over the
world. Thus, in the United States it is forbidden to export cryptol ogy

software (equated with weapons of war). |In France, cryptology is
subjected to very restrictive conditions. As a result, it is inpossible
for an individual - without infringing a laww th crimna

penalties - to comunicate secretly on the Internet.

For the time being, Prinme Mnister Lionel Jospin has prom sed - at
a conmuni cations sumer university - to liberalize the cryptol ogy regine
by the adoption of decrees based on the 1996 | aw establishing the
principle of the trusted third party, who would hold the key used to
deci pher an encrypted nessage (key escrow). A very strong popul ar
novenment is developing in the United States in favour of the secrecy of
I nt ernet correspondence.

The views of the League for Human Rights, which have been
reported, in particular, in the specialized press, are now or wl|
shortly also be avail able on the Internet server of Radio France
Internationale.”



