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Thi s paper focuses on the role of IT in providing ready access to statistics
on health care in Denmark

Firstly the paper describes how data on the use of the health care systemis
col l ected on an individual basis. This is possible because every citizen in
Denmark has a civil registration nunber, which is unique to that person. This
neans that every contact with the health care systemis regi stered, whether
it is avisit at a general practitioner, a visit at the hospital or a buy of
nedi ci ne at the pharnmacy. Therefore Dennmark has sone very |arge and
informative registers on the use of the health care system The registration
nunbers are encrypted in the registers but the denands on the | evel of
security are never the |less very high

Next the paper describes the Danish Health Statistical System The Health
Statistical Systemis a systemwhere data are delivered fromthe various
parts of the health services in Denmark and then nmade accessible by a
distributed client/server solution. For the tine being, access to data is

1 Prepared by Pernille Christensen
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given at three levels. This is necessary because data as nenti oned are based
on individual registrations. At the nost detailed | evel (Access level 1),
only trusted enployees are allowed to access data to make anal yses and
surveys. At Level 2 it is possible, with a security systemcalled Securel D by
Security Dynamics, to restrict users of the systemonly to access certain
areas of data. At Access Level 3, the data information is public and can be
accessed through the Internet.

Al'l nost all data are stored in SAS datasets. At access |level 1 data can be
accessed trough the SAS System The SAS Systemis an integrated system of
software providing a conplete control of data access, managenent, analysis
and presentation. At access level 2 and 3, data access are given using the
internet protocol. This neans that data can be accessed using the web-

t echnol ogy.

The HSS is constantly being i nproved and further devel oped, and with the
i mpl enented security system it is easy to expand the system so that other
user profiles can be granted access to the system
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The role of IT in providing ready access to statistics on health cares in
Denmar k

Thi s paper focuses on the role of IT in providing ready access to statistics
on health care in Denmark

The Mnistry of Health in Denmark has devel oped a system which distributes
health care statistics on three different access |evels. The users of the
system are the enployees at The Mnistry of Health and related institutions,
the counties and finally the public.

Before we go into detail with the systemit is necessary though to explain
how data is collected and why it is necessary to distinguish between the
users of the system

Col l ecting data:

Denmark is quite unique in the sense that data is collected on an individua
basis. This is possible because every citizen in Dennark has a civil

regi stration nunber, which is unique to that person. To explain how data is
collected in the different parts of the health care systemlets follow a
patients contact with the health care system

Firstly the patient contacts his general practitioner with a problem

In Denmark the general practitioners are paid partly on the basis of the
nunber of patients listed and partly on the basis of actual visits nade and
the specific services the g.p. perforns during the visit. The expenses are
covered by the patient’s hone county. This neans that for each visit the
general practitioner forwards a bill to the county. The bill includes
information on the patient’s civil registration nunber, the services
performed, the g.p.’s identification nunber and the date of the visit. The
general practitioners that forward the bills electronically to the county
recei ve a special |IT-bonus. This bonus is obviously introduced to give the
general practitioners incentive to use IT. The result is that approxinately
80 percent of the general practitioners transfer the bills electronically

t oday.

The information included in the bill nmakes it possible to read the foll ow ng
information for every service the g.p. perfornmns:

patient’s date age |sex |patient’s |[g.p.’s type of the costs | identification
civil county/ county/ service number of
registration municipal | municipal the g.p.
number

During his visit at the g.p. our patient had a bl ood sanple taken. CQur
patient’s visit to the g.p. therefore results in two records: One for each of
the two services which the g.p. are paid for, that is the visit and the bl ood
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sanple. Qur patients visit to the g.p. that particular day will therefore
appear in the register as shown?:

patient’s date age |sex |patient’s [g.p.’s type of costs identification
civil municipal | municipal |service number of
registration the g.p.
number

123456-1234 | 01011998 | 50 M 101 101 consultation | 160,55 1234
123456-1234 | 01011998 | 50 M 101 101 blood sample | 38,82 1234

Al'l data are sent fromthe counties to a central database on a nonthly basis.
The dat abase contains approximately 72 million records per year. This neans
that each citizen in Denmark on the average are found 14 tinmes in the

regi ster per year.

The register on the use of general practitioners is therefore generated on
admi ni strative data and does not include information on diagnosis. The
regi ster dates back to 1990.

Lets ook at our patient again. At the g.p. he got a prescription for sone
nmedi ci ne, so he wal ks to the pharnacy.

In Denmar k nedi ci ne which is only di spensed on prescription is subsidized.
The subsidy is paid by the patient’s honme county. This nmeans that for each
package of nmedici ne which the pharnmacy sells on prescription it registers the
patient’s civil registration nunber, the code nunber of the nedicine, the
identification nunber of the g.p. who wote the prescription, the date etc.
This information is then forwarded to The Dani sh Medi ci nes Agency on

di skettes each nonth. Hereby it possible to read the followi ng information
for each package of nedicine sold on prescription

patient’s date age |sex |patient’s |g.p.’s identificat | the atc- number | costs
civil county/ |county/ [ion of the | code of

registration municipal [ municipal | g.p. packages
number

Qur patient will then appear in the register with this particular buy of
medi cine in the follow ng way':

2 Al data shown is fictitious. The register contains several other
vari abl es.
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patient’s date age |sex |patient’s |g.p.’s identificat | the atc- number | costs
civil county/ |county/ [ion of the | code of
registration municipal [ municipal | g.p. packages
number
123456-1234 | 01011998 | 50 M 101 101 1234 BO1AAO3 |1 150,00
The register on the use of nmedicine is therefore also generated on
adm ni strative data. The register dates back to 1994,
Back to our patient who unfortunately forgets to take his nedicine. He gets
really sick and is admtted to hospital.
At the hospital infornmation on the patient is registered in the |ocal
adm ni strative system The |ocal adm nistrative systens differ between

hospi tal s,

counti es,
nmust

register.

but The Nati onal
who run the hospitals,
When t he pati ent
closed and the information is transmtted to the National

a nonthly basis.

For each patient discharged from hospital

Board of Health has in cooperation with the

defined a set of
i s discharged from hospital
Board of Health on

records that every hospital

the record is

the following information is

forwarded to the central database:

patient’s date of date of age |sex |hospital |patient’s |diagnosis (potential) | length of
civil admission | discharge number | county/ operation stay
registration municipal code

number

In this case our patient will appear in the register with one record in the
fol |l owi ng way:

patient’s date of date of age |sex |hospital |patient’s |diagnosis (potential) | length of
civil admission | discharge number | municipal operation stay
registration code

number

123456-1234 | 28011998 | 01021998 |50 (M | 1301 101 1740 4
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The regi ster on the use of hospital services is generated on a m x of
adm ni strative and clinical data. The database on inpatients contains
approxinmately 1 million records per year and the register dates back to 1977.

The three nmentioned registers are kept by The National Board of Health and by
The Dani sh Medi ci nes Agency. Data is received fromthe counties or hospitals
as described but the civil registration nunbers and the general practitioners
identification nunmbers are encrypted before the registers are nade

accessi ble. Very few persons have access to the origi nal data.

St orage of data:

Bef ore we descri be how data are kept we need to explain the organisation of
the Mnistry of Health in Denmark. The Mnistry of Health consists of The
Department (Dep.), The National Board of Health (NBH), The Dani sh Medi ci nes
Agency (DMA) and a few other institutions. Furthernore exists The Dani sh
Institute for Cinical Epidemology (DI CE) as an self-governing institution
under The M nistry of Health.

As described above the National Board of Health keeps the register on the use
of hospital services and the register on the use of primary health care
services while the Dani sh Medi ci nes Agency keeps the register on the use of
nmedi ci ne. Each register is kept on a UNI X-nmachi ne situated at the
institution. In addition to the above nmentioned regi sters several other

regi sters exist including survey data on the popul ati ons health status which
is collected by The Danish Institute for dinical Epideniology.

To illustrate where the data are kept physically the |ocation of the
institutions in Copenhagen is shown on the nap of Copenhagen bel ow. | ncl uded
is Statistics Denmark (SD) with whom The Mnistry of Health exchanges dat a.
As shown data are stored on five UN X-machi nes: One at DVA, one at DI CE, one
at SD and two at NBH.
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This systemonly nmakes it possible for an enpl oyee at one institution to
access data located at the same institution. It has however been desired that
enpl oyees at all institutions including the Mnistry's Departnent could
access the registers in the encrypted versions. It has furthernore been
desired to give the counties access to data on their own citizens' use of the
health care system Finally it has been desired to give the public access to
data on an aggregated | evel.

This means that it has been necessary to build a system which gives access to
data on three different levels. The rest of the paper will describe howthis
system has been buil d.
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The Techni cal Sol ution behind the Health Statistic
System

In this section, an overview of the technical solution behind the Health
Statistic System (HSS) is given. First, there is a short description of the
hardware and software used in the HSS. Secondly, the level of accessibility
of data is described which depends on the user's professional relations wth
the health services. Thirdly, it is described in detail how data can be
accessed.

The Har dwar e

The HSS is built as a distributed client/server solution. On the server side,
the machi ne types are UNI X and NT. Depending on the clients' physica

| ocation, they connect to the servers through a |local area network, an
intranet or the Internet.

The Software

To store and naintain, retrieve and adnmi nistrate data, a single software-
product is used, i.e. the SAS System devel oped by SAS Institute Inc. The SAS
Systemis an integrated systemof software providing a conplete control of
data access, managenent, analysis and presentation

At the Mnistry of Health, a nunber of front-end applications have been
devel oped (in a the SAS progranm ng | anguage) in order to operate on the huge
amount of data available, e.g.:

a dat awar ehouse built to naintain the HSS
speci al applications for fast retrieval of standard reports

application for dynanic creations of WbPages with data access
facilities

Accessi ng Data

As nentioned, data are based on individual registrations and can be m sused.
Consequently, the priority of security concerning the access of data is very
hi gh. Depending on a user's professional relations in the health services,
access to data is given at various levels. For the nonent, the levelling of
accessibility of data can roughly be divided into three access |evels.

Access Level 1

The M nistry of Health including

The National Board of Health

DI CE

The Dani sh Medi ci nes Agency
Access Level 2

The health authorities in the various counties
Access Level 3

The public
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The first level includes authorized enpl oyees enployed directly in the
Mnistry of Health. These enpl oyees are allowed to work with data at the nost
detail ed | evel.

At the second |l evel, data access is given to the health authorities in the
counties of Denmark. There are 16 counties in Denmark, and in each county
about 4-5 people are allowto work on data related to that specific county.
| f agreenents on data access between the counties are made, it is also
possible to work on data related to other counties.

At the third level, data access is given to the public, e.g. students,
journalists and others with interest in health statistical informtion. At
this level, health-related information is made accessi bl e through the
Internet. The data accessible through the Internet are sumari sed data, and
consequently there is no restriction on the users allowed to work on these
dat a.

In the next section, it is described howthe HHS is built so that it can
handl e requests fromdifferent kinds of user profiles and only give access to
rel evant and pernitted data areas.

Access Level 1 - Enployees in the Mnistry of Health
As nmentioned, access at this level is given to authorised enployees, directly
enployed in the Mnistry of Health.

— — r— —
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In order to connect to the system the user nust first login to the loca
area network at the Mnistry of Health. The illustration shows how PC s and
the UNI X nachi nes are connected via and TCP/| P-based Ethernet. Renenber that
data are stored at the responsible institutions. The UNI X machi nes are
connected to the HSS with 2Mb data |i nes.
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Fromthe network, the UNI X-servers can be reached through the
SAS/ CONNECT3 and a SAS login-shell. Wthin this access level there is also
sone differentiation between the users, and consequently the second login is
required.

If a user has the right to connect to a UN X-nachi ne call ed NORA where
the data on the purchase of nmedicine is stored, the user can issue a signon
fromthe SAS System

After a correct userid and password, data-access is now possible either
through the front-end applications or directly by the SAS progranmm ng
| anguage and SAS- SQ..

(short denobnstration on the access of data at this |evel)

Access Level 2 - The Health Authorities in the Various Counties

Recently, it has been made possible for the counties to access health
statistics directly through the HSS. The health authorities in the counties
are connected to the HSS via | SDN-1i nes.

To avoid having to naintain thick clients, the retrieval of health-statistics
and information are based on the internet protocol. In this way, data can be
accessed directly through a web-browser.

As nentioned above, the health authorities are - in sonme data areas - only
allowed to see data related to their own county. To ensure this, a security
system has been built. The security systemis based on a product called

Secur| D* by Security Dynamics. In order to login to the HSS, a usernane, a
token card providing a password, and a pincode are necessary. In this way,
the access to data relies on sonething the user nust own, the token card, and
somet hi ng the user nust know, the pincode.

Bel ow t he essence of the intranet in the HSS is illustrated. It is the second
access |l evel of the HSS.

3 For nore information on the SAS System and SAS/ CONNECT pl ease see
http://ww. sas. com sof t war e/ conponent s/ connect . ht ni

4 For nore information on the SecurlD pl ease see:
htt p/ / ww. securitydynami cs. conl
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Agai n, the SAS Systemis used to inplenment the client/server solution on the
software side. A SAS nodule called the SAS/IntrNet is used. The SAS/ I ntr Net
makes the use of the SAS System available to the Web w t hout havi ng SAS
installed on the client-conputer. This is why access to data can only be nade
usi ng a webbrowser.

The SAS/IntrNet includes many features such as Java progranm ng tools,

War ehouse-vi ewer for the Wb, VRWM., graph animation, etc. To build the second
access level in the HSS, a tool called the Application D spatcher is used
which is also included in the SAS/ IntrNet nodule. Below it is described in
detail how the Application Dispatcher works.

From a webbrowser the user fills out sone fields in an HTML form and subnmits
it. The information fromthe formis passed on to the Mnistry of Health's
Web server which invokes the first conponent of the Dispatcher called the
Appl i cation Broker.

The Broker retrieves the data and sends it to the second Di spatcher
conponent, called the Application Server, which runs on the Application
server machine. Information passed to the Broker tells the Broker which
Server - process shoul d process the request.
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The Application Server invokes a SAS programthat processes the infornmation
This is where the real power of the systemcones into play. The SAS-prograns
access data stored on the Application server machine or on the UN X machi nes.

The results of the programare streaned through the Broker to the browser and
the waiting user.
Any necessary cleanup i s done.

The entire process can be conpleted in as little as one second, depending on
t he speed of the nachines involved. The followi ng diagram illustrates how a
conmuni cati on request is subnitted and processed.

1

Enterprise Data

AppServer

r= Broker CGI
CGl Application

SAE Progroms

Applicatian Library

Furthernore, as the SAS Systemis used in sone of the counties in Denmark, it
will also be possible in the near future to connect to the HSS through SAS
usi ng t he SAS/ CONNECT nodul e

Access Level 3 - Health Statistics to the Public

The third access level is where access is given to the public through the
Internet. Health-related information is nmade accessibl e through the Internet.
The data accessible through the Internet are summari zed data, and there is
therefore no restriction on the users allowed to work on these data.

The way data are accessed is simlar to that described for the second |evel.
The difference lies in the data available and the security. Data are

sunmari zed and everybody is allowed to view the content. Consequently, there
is no need for a security layer besides a firewall to the LAN. Bel ow t he
third access | evel connected to the HSS is illustrated.
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The illustration stated above shows how the HSS | ooks today including al
three level s of access.

Access Level Summary

To make a short summary of the access |levels, the keypoints at each | evel can
be listed as foll ows:

Access level 1

Enpl oyees enpl oyed directly in the Mnistry of Health

Data can be accessed to the nost detailed | evel through SAS/ Connect
Speci al anal yses and maj or surveys are based on the data.

Access | evel 2:
Heal th authorities in the various counties

Access to data related to the county can be obtained at a very detailed |evel
Data are accessed through SAS/ | ntrNet.
Data will be accessible through SAS/ Connect in the future.
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Access | evel 3:

Public access to health statistical naterial
Users can retrieve data from sumari zed dat aset
Data are accessed through SAS/ | ntrNet.

It is inmportant to note that no nmatter on which |evel data are accessed, it

is always the latest update which is available. Sonme requests fromthe system
are nade directly on the original, stored data while others are nade on
subsets created by a scheduler routine so that the subsets are created in the
nonent the real datasets are updated.

To conclude, the Health Statistical Systemis a systemwhere data are
delivered fromthe various parts of the health services in Denmark and then
nmade accessible by a distributed client/server solution. For the tine being,
access to data is given at three levels. This is necessary because data are
based on individual registrations. At the nost detailed level (1), only
trusted enpl oyees are allowed to access data to nake anal yses and surveys. At
Level 2 it is possible, with the SecurelD facility, to restrict users of the
systemonly to access certain areas of data. At Access Level 3, the data
information is public and can be accessed through the Internet.

The HSS is constantly being i nproved and further devel oped, and with the
i mpl enented security system it is easy to expand the system so that other
user profiles can be granted access to the system



