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Subj ect: ELECTRONI C MAI L

Use of electronic nmil

1. The use of electronic mail (e-mail) is strictly limted to conducting

of ficial business for the United Nations. It is therefore subject to all rules
and regul ati ons governi ng the conduct of official business through conventiona
met hods. Thus, e-mail should not be used for any conmuni cati ons of a persona
nature or for private business.

2. E-mail is largely an informal node of communication. It is the
responsibility of the sending and receiving offices to determ ne the extent to
whi ch e-mail comunications can be accepted as formal correspondence. This is
al so true when communicating with outside parties connected to the

Organi zation's e-mail systemvia the Internet, or through other neans.

3. It is expected that all authors of e-nmail messages understand the true
purpose of e-mail usage and do not send any nessages that could be interpreted
as accusative, discrimnatory and/ or derogatory to any party.

4. In order to avoid serious problenms in the flow and delivery of e-nmai
nessages, staff nenbers are requested not to use e-mail to send persona
nessages, such as chain letters or other type of nessages unrelated to officia
busi ness. When a staff nenber receives one of those nessages, he or she is
requested not to forward it.

5. Any file created on a personal conputer can be transmitted as an attachment
to an e-mail nessage. OnMng to systemconstraints, the total size of the

* The expiration date of the present circular is 31 Decenber 2000.
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attached file should not exceed two negabytes (2,000,000 bytes). 1In order to
provi de for good system performance, nmessages with attachnents |arger than two
nmegabyt es should not be transmitted via e-nmail

Retenti on period

6. Ref erence is made to ST/1C/ 1997/ 11 of 4 February 1997, entitled "El ectronic
mail - directory mai ntenance and automati c nessage del eti on", which describes
the current procedures used in the e-mail system Users should be aware that
the retention policies for admnistrative and other inter-office correspondence
remain valid and therefore e-mail nessages nust be saved accordingly, if
necessary.

Availability
7. E-mai|l access will be provided to all regular and tenporary staff nenbers

wor ki ng at United Nations Headquarters, provided that they have access to
personal computers and proper accounts to access the departnental |ocal area
network (LAN) servers. It can also be provided to affiliated contractors under
the respective contractual arrangenents governing their work for the

Organi zati on.

System operati ons

8. The e-mail systemis supported at United Nations Headquarters only during
regul ar working hours. Any problens related to e-mail may be reported to the
hel p desk of the Information Technol ogy Services Division (I TSD), at extension
3-3157. Shoul d support or availability of the e-mail system be required outside
regul ar working hours for a special event such as a conference, the respective
department or office should subnmit a request in witing to the Director of |TSD

Internet connectivity

9. I nternet has become one of the |eading vehicles for e-mail connectivity
because of the | ow cost and wide availability of its access. Internet e-nai
connectivity will be readily available for all e-mail users. Once an e-nai
account is established for a staff nmenber, an Internet address will be assigned
automatically. However, interactive access to the Internet, such as Wrld Wde
Web access, must be requested by the respective departnment or office in witing
to the Director of |TSD

10. Because of the nature of the Internet, staff nmenbers should know that the
stability of Internet connections and security is not guaranteed. |If security-
sensitive nessages are to be exchanged over the Internet, both parties, sender
and recipient, should understand these limtations.

Broadcasting a nessage to all e-mail users

11. Broadcasting an e-mail nessage to all e-mail users at United Nations
Headquarters is not routinely supported. |If there is such a need, the
respecti ve department or office should subnmt a witten request, through its
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Executive/ Adm ni strative Officer, to the Assistant Secretary-General, Ofice of
Central Support Services, Departnment of Managenent.

12. The present information circular should be read in conjunction with

ST/ Al /386 of 23 August 1993, entitled "El ectronic mail policies and standards",
and with the above-nentioned ST/1C 1997/ 11.



