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PREFACE 

The increasing use by United Nations organizations of information technology and particularly 
the recent, rapid spread of electronic workstations available for use by individual officials, has 
manyfold, far-reaching implications for the ways in which these organizations conduct their daily 
business. Some of the implications of these developments, such as operational improvements and 
expected productivity effects have rightly received considerable attention, but others have only 
barely been explored so far. The impact of the growing resort to electronic media on an 
organization's ability to retrieve, use, retain or discard information is a case in point. 

Organizations have relied on their traditional paper records as the principal means of 
documenting decisions, transactions and communications. Such records serve many needs, 
including management accountability, operational continuity, legal evidence, disaster recovery, and 
"institutional memory". However, to a growing extent paper records are being replaced by 
electronic records, which the traditional methods of archives and records management tend to leave 
out of account, while alternative methods have not yet been fully worked out. There is thus a need 
for an integrated approach to managing both types of records in order to ensure their continued 
availability and preservation in the light of the shift from a paper to an electronic environment. 

These well-founded concerns - and growing pressure within many United Nations organizations 
to address them - led the Advisory Committee for the Co-ordination of Information Systems (ACCIS) 
to establish in September 1987, a Technical Panel on Electronic Records Management (TP /REM) 
consisting of experts from the United Nations (UN), United Nations Children's Fund (UNICEF), 
United Nations Development Programme (UNDP), Economic Commission for Latin America and the 
Caribbean (ECLAC), United Nations Disaster Relief Co-ordinator (UNDRO), International Trade 
Centre UNCTAD/GATT (ITC), International Labour Organisation (ILO), United Nations Educational, 
Scientific and Cultural Organization (UNESCO), World Health Organization (WHO), World Bank 
(WB), International Monetary Fund (IMF), International Fund for Agricultural Development (IFAD), 
and International Computing Centre (ICC) under the Chairmanship of Mr. Richard Barry, Chief of 
the Information Services Division of the World Bank. The Panel's terms of reference can be 
summarized as follows: 

To develop guidelines_ for the implementation of electronic archives and records 
management programmes for use in United Nations organizations, taking into account 
traditional archives and records management practice; 

To identify and describe standards that can facilitate effective utilization of the broad 
range of new technologies in United Nations organizations; and 

To facilitate coherent and integrated development of electronic archives and records 
management and electronic records transmission, so that the implementation goals of 
these efforts can be jointly optimized wherever feasible. 

The Panel sought to realize these objectives by developing concepts that would be helpful to 
United Nations organizations experiencing the rapid proliferation of electronic records within a 

•• traditional archives and records management environment. It went about its work by dividing itself 
into three groups - Group 1 chaired by Ms. L. Kojic-Bogdanovic of the World Bank; Group 2, by Mr. 
A. Erlandsson of the United Nations; and Group 3, by Ms .. L. Schieber of the United Nations 
Development Programme - which were assigned the task of preparing sections of the Panel's report 
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to the Advisory Committee. Four papers were produced, along with an ·Executive Report· 
summarizing the Panel's work. 

The work was completed in two years' time and presented to ACCIS at its Fifth Session in 
September 1989. ACCIS congratulated the Panel on the successful and expeditious completion of 
its mandate, approved the report and ordered it published for the information and use of the 
organizations of the United Nations system. 

This publication Is thus essentially TP /REM's report to ACCIS, with some editorial changes 
made by the ACCIS Secretariat. This publication breaks relatively new ground and is intended to 
be of assistance to United Nations organizations - and possibly others - to devise their own 
methods and procedures for coping with the impact of new technologies on archives and records 
management. • 

December 1989 Jacques Lemoine, Chairman 
Advisory Committee for the Co-ordination of Information Systems 
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INTRODUCTION 

As mentioned in the Preface, the Technical Panel's report to ACCIS comprised four products 
aimed at assisting United Nations organizations in addressing the challenges presented by the new 
information environment: a proposed set of guidelines for managing electronic archives and 
records; a survey of the use and status of electronic media in the organizations; a discussion of 
information technology standards as they relate to electronic record-keeping; and a glossary of 
terms that figure prominently in those domains. 

Survey of electronic records management 

A first product (Chapter I) reports on the results of the Panel's survey, giving some benchmarks 
for the current state of diffusion of electronic media throughout the United Nations system and 
describing the extent to which policies for the effective management of this process have been 
developed.* It corroborates the concerns that led to the Panel's establishment. The responses 
to the survey questionnaire indicate that all United Nations organizations are in the midst of 
significant growth in the use of both electronic records and electronic communication systems; but 
most are unprepared to cope with them. Few, if any, have formulated policies to help manage the 
accompanying changes in the way in which work is performed. The basic conclusion is that most 
United Nations organizations are in the same situation: they all need help. 

Recommended guidelines for electronic records management 

A second product (Chapter II) is essentially a manual for the development and implementation 
of policies and plans for integrating into the institutional record system official information prepared, 
transmitted or stored with new electronic technology_** While the Panel based its work on the 
premise that managing records created in electronic form would inevitably require new policies, it 
faced a difficult task in attempting to design guidelines that would be neither too narrowly 
prescriptive nor too general to be of real utility. The Panel sought to strike an appropriate balance. 
by first identifying critical policy-level issues that arise in the transition from a traditional paper-based 
records environment to an electronic one, and then giving primary attention to procedural 
r1;commendations for addressing them, followed by suggested implementation approaches. In this 
way, the guidelines provide a flexible set of tools that organizations can use to arrive at policy 
solutions for electronic-records management problems which are most relevant to their own 
organizational cultures, needs and technological environments. 

• Relationships between electronic information media and records management practices: 
•• Results of a survey of United Nations organizations (ACCIS 89/01 B(d)). 

•• Electronic records guidelines: a manual for policy development and implementation (ACCIS 
89/018(b), rev.1). 
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Emerging information technology standards 

A third r.roduct of the Panel's work (Chapter Ill) is a report on emerging information technology 
standards. •• It begins by reviewing a range of new problems introduced by the creation, appraisal, 
use and disposition of records in electronic form. It then discusses the potential role of international 
technical standards in their resolution. By emphasizing the Open Systems Interconnection (OSI) 
Reference Model, this report offers an approach to decision-making about alternative electronic 
media that is intended both to facilitate the interchange of information within and between United 
Nations organizations and to minimize future problems of technological obsolescence. 

Electronic records management glossary 

Finally, the Panel prepared a glossary (Annex V to this publication) as an aid for understanding 
some of the terms commonly used by archivists and records managers, on the one hand, and data 
processing specialists and information systems managers, on the other.*... The traditional 
separation of these disciplines· means that words quite familiar within one can be foreign to the 
other; what is even more problematic, sometimes the same words are used by the two disciplines 
with quite different meanings (for instance, the word "record'").· The Panel's interdisciplinary 
composition made it necessary to devise a working glossary, so that the members might better 
understand one another; in so doing, they were forced to deliberate over and come to terms with 
the different perspectives involved in the debate on electronic record-keeping. Although it was not 
the Panel's original intention, the glossary was included among its final products because of its 
considerable usefulness. 

••• The role of standards in the integrated systems management of official records and 
documents in United Nations organizations: a requirement of the 1990s (ACCIS 89/01 B(c), rev.1 ) . 

.... Glossary for electronic archives and records management (ACCIS 89/018(a), rev.1). 
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Chapter I 

RELATIONSHIPS BETWEEN 
ELECTRONIC INFORMATION MEDIA AND RECORDS MANAGEMENT PRACTICES: 

RESULTS OF A SURVEY OF UNITED NATIONS ORGANIZATIONS 

A.BACKGROUND 

The main objective of the ACCIS Technical Panel on Electronic Records Management (TP /REM) 
was to develop guidelines and recommendations for electronic archives and records management 
as well as for technology standards to facilitate their implementation. The Panel also sought to 
understand how the convergence of new technologies for creating documents and for transmitting 
them is affecting archives and records management methods. The survey described here was 
undertaken with a view to generating an empirical base for the Panel's work by reviewing existing 
practices and standards within the United Nations system relating to new information and 
communication technologies and their inter-relationships. It also aimed at identifying common 
issues or problems which are emerging in these areas and innovative approaches to their 
resolution. The survey was conducted by Group 3 of the Technical Panel. 

It should be noted that the survey does not directly address issues of computer-based support 
for the management of paper records. That is to say, the focus is on management of electronic 
records rather than on electronic management of non-electronic records. Records management 
in the latter sense is well established in many United Nations agencies as a way of making the 
organization, storage and retrieval of paper documents more efficient. Managing record material 
retained in electronic form, 1 on the other hand, requires attention to a host of new issues: when 
and how to capture and index online information; how to enable electronic files to be shared and 
to be usable when material has been created in decentralized environments and perhaps by 
heterogeneous software programs; how to ensure both access to, and security of, electronic 
records over time, and so on. Such issues, which are far from being resolved, constituted one of 
the Panel's major concerns. 

B.PROCEDURES 
.. 
The survey was undertaken to provide an understanding of current practices relating to electronic 

archives and records management in the United Nations system. Items for inclusion in the survey 
were generated on the basis of discussion sessions among members of TP /REM as well as a 
review of research literature on the introduction of electronic information-handling media in 

1 Record material retained in electronic form might include, for example, electronic text files, 
electronic data files, electronic mail, or electronically captured images or voice. Questions of how 

•• to define and identify electronic records are addressed in Chapter I of this publication. 



organizations. Suggestions and feedback during pilot trials with a draft instrument were 
incorporated in the final form of the survey questionnaire (attached as Annex 111). 

The questionnaire addressed the four main content areas which are important to the goals of 
TP /REM and which give a context for interpreting and applying the Panel's other products 
(Chapters II and 111).2 

The first part of the questionnaire solicits an overview of the relative roles of three electronic 
media - telex, facsimile, and electronic mail - in information handling systems. 

Secondly, the questionnaire explores in more detail the special properties of interactive computer
based information exchange among responding organizations which have introduced electronic 
mail. 

Thirdly, it investigates associated technology issues to learn whether there are commonly 
emerging questions, problems or solutions in the areas of hardware, software, storage media, 
network architectures, or communication protocols - and especially to check on potential standards 
for any of them. • 

Lastly, it inquires about policies, guidelines, and training processes for electronic records 
management, if any have been developed (and if not, about strategies for developing them in 
the future). 

Each content area comprises both closed- and open-ended questions. Where appropriate, the 
questionnaire also requested that sample documents be attached if available (for instance, 
organization-wide standards for information technology or official instructions on the use of 
electronic mail). 

The questionnaire was distributed to 36 organizations in the United Nations system through the 
ACCIS Focal Points in March 1988. Twenty ei~ht organizations, or 76 per cent of the total, 
responded to the survey by the summer of 1988. 

As a rule, the replying organizations provided complete data for standardized (closed-ended) 
questions, contributing open-ended information only when questions were relevant to recent 
experiences; when supplied, these comments were very valuable. The standardized responses were 
first tabulated and examined. Next, the open-ended responses were reviewed and synthesized. 
This material was used to help interpret standardized data, yielding a better picture of how agencies 
are coping with technological change from a records management perspective. More importantly, 
it served to identify organizations currently taking steps to formulate records management policies 

2 Unfortunately, schedule constraints required the survey form to be distributed well before the 
completion of the other TP /REM products; as a result, its item wordings do not reflect that work. 
The greatest difficulty for survey preparation was naming its subject matter. Electronic "record" may 
be interpreted differently by data processing and records management staffs, while "document" is 
potentially too narrow to encompass the full range of electronic-information interchange. 
Consequently, the questionnaire used "E*" as an abbreviation for its subject matter, which was 
defined for the purposes of the data collection procedure as referring to "electronic records in the 
broadest sense; it can include electronic mail, electronic files transfer, and electronic-document 
creation as well as voice and optical image processing". 

3 See Annex Ill for list. The replies are probably even more representative of the United Nations 
system than the 76 per cent response rate suggests. Many of the agencies that did not complete 
and return a questionnaire are very small and some of them indicated that they relied on electronic 
media made available by other agencies. 
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and practices with explicit reference to problems raised by new electronic information media. 
Subsequent visits to Rome and Vienna (discussed below) generated more substantial examples of 
how agencies are approaching solutions. 

C. MEDIA COMPARISONS 

To construct a baseline picture or context for understanding new issues in electronic records 
management, the questionnaire sought responses to comparable questions about the handling of 
information in three electronic media: telex, facsimile (fax), and electronic mail (e-mail). In principle, 
a number of other information exchange processes could have been included, such as telephone 
calls and direct electronic data interchange (EDI). What the three former have in common besides 
being transmitted via telecommunications networks is that, although rapid, they are asynchronous 
(unlike telephone) and they are originated by and intended for human communicators (unlike most 
EDI transactions). 

All agencies responding to the survey make4 use of telex (networked teleprinters) for information 
exchange, although the volume of use varies considerably among them. As Table 1 shows, the 
daily number of telexes sent per agency ranges from 1 to 8000, with an average of 552; figures for 
the number received, though lower, are similar. Among the organizations reporting, the United 
Nations itself is the heaviest user of this medium. Over the past two to three years, the volume of 
telex use has remained relatively stable. Predictions are for stable to slightly increasing volumes 
of telex communication in the near future as well (see Table 2). 

Table 1 

DAILY VOLUME OF USE OF DIFFERENT MEDIA 

Telex (28 replies) 

Number sent: 
Number received: 

Fax (27 replies) 
Pages sent: 
Pages received: 

E-mail (18 replies)* 

Messages sent: 
Messages received: 

Average 

552 
447 

85 
83 

149 
148 

* Note: Of the 18 agencies, 5 replied "don't know" 
to the question about number of messages sent and 
6, to the question about number received. 

Range 

1 - 8000 
1 - 6000 

<1 - 500 
<1 - 500 

2 - 1500 
2 - 1500 

4 The present tense used in the discussion of the survey's results should be understood as relating 
•• to the situation at the time of the survey, spring - summer of 1988. 
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Telex is a centralized activity, since 90 per cent of the agencies responding to the survey 
characterized it in this way. In these organizations, all outgoing telexes are copied and/or indexed 
for a records office or central file. Incoming telexes are handled similarly in 80 per cent of the 
agencies. 

Telex activity is nevertheless susceptible to decentralization and a few organizations are taking 
steps in that direction. The move is facilitated by the introduction of local-area networks, which 
could enable individual staff members to send telexes directly from their own workstations. The 
availability of computers (or fax equipment) in such agencies does not automatically mean that the 
level of telex activity will decrease, at least not in the immediate future. First, even in agencies that 
have introduced e-mail, the proportion of individual mailboxes may continue to be relatively small 
for some time. Secondly, telex is likely to remain a principal means of communicating with field 
offices and other agencies and organizations; this holds particularly for agencies that maintain 
extensive communication with remote sites. 

All but one of the participating agencies have facsimile (fax) facilities (for transmitting and 
receiving document images). • Reported in terms of numbers of pages, the daily volumes of fax 
communications sent and received are essentially the same: as Table 1 shows, the agency average 
is just over 80, with responses ranging from less than a page to 500 pages per day. Data from 
trend questions show that, in contrast to telex, fax activity has increased rather sharply in the past 
two to three years. The same order of increase is expected for at least the next two to three years 
(see Table 2). 

Table 2 

PAST AND FUTURE TRENDS IN MEDIA USE* 

Telex: 

Fax: 

E-mail: 

past 2-3 years 

3.0 

4.6 

4.1 

next 2-3 years 

3.3 

4.6 

4.7 

*Note: After questions about the volume of exchange in each 
medium, two parallel questions asked about the trend over the 
past 2-3 years and the trend expected for the next 2-3 years. 
The replies were converted to 5-point scales, where 1 = sharp 
decrease and 5 = sharp increase. All e-mail sites responded to 
these items. 

Fax communication is a centralized activity for 84 per cent of the agencies reporting. In these 
organizations, outgoing fax documents are copied and/or indexed for a records office or file. About 
two-thirds of them handle incoming fax documents in the same way. However, in the few agencies 
that have decentralized fax communication, such procedures are not necessarily followed. 

A number of organizations appear to be planning for the decentralization of fax communication 
in the near term. Facsimile is a relatively easy medium to decentralize since fax machines are low 
in cost, easy to install, and easy to use. Fax boards are also available, allowing fax documents -
to be sent like telexes - to be sent from personal computers or workstations. In addition, they can 
be sent by telephone. • • 
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Among agencies participating in the survey, about 70 per cent (18) report use of electronic mail, 
i.e., the exchange of computer-based messages over local or long-distance communications 
networks. In principle, messages may be of any length and may include graphics and images as 
well as text, depending on network bandwidth and other technical properties of the systems in 
use.5 Of the organizations making use of this medium, about two thirds were able to provide data 
on their e-mail traffic (see Table 1): daily averages for messages sent and received are just under 
150, with volumes ranging from 2 to 1500. All 18, however, responded to questions about usage 
trends. 

As Table 2 indicates, e-mail use has increased moderately in the last two to three years; the next 
two to three years are expected to bring increases in e-mail use that are at least as sharp as those 
projected for fax. Moreover, while current users will rely more heavily on e-mail in the future, six 
of the eight agencies which do not now have e-mail report plans to introduce it in the near term. 
The two agencies not now considering its introduction are based in Nairobi and report both 
technical and practical constraints. 

These plans can be regarded as realistic because the requisite infrastructure is largely in place: 
at least half the future adopters of e-mail now have access to communications networks and are 
already transferring other sorts of electronic records via these links.6 The most important issue to 
be resolved before proceeding with e-mail implementation, these agencies report, is how to assure 
full connectivity within the organization and compatibility with communications systems in other 
United Nations organizations. In contrast, internal organizational needs far outweigh connectivity 
concerns in e-mail system decisions among agencies already using e-mail. 

The survey showed that, among the latter, outgoing e-mail messages are automatically tagged 
and/or copied to a back-up file in over half of the sites (59 per cent); about the same proportion 
(53 per cent) report that incoming messages are handled similarly. Most often these procedures 
are carried out when all communications are routed through a centralized host computer (for 
instance, through the International Computing Centre (ICC) system) which attaches a unique 
system- generated identifier for each message and stores a back-up copy. Typically, such 
processes have been designed to meet technical support needs that have little or nothing in 
common with indexing and copying practices carried out in the service of traditional records 
management. For example, copies are not retained in a shared searchable file space and are not 
indexed by key words. While systems identifiers might allow computer staff to restore a 
communication unintentionally deleted by an individual, they are irrelevant to content and represent 
only chronological organization among all the messages that pass through the host computer. 
Furthermore, back-up files cannot be directly accessed and searched by individuals or units wanting 
to retrieve electronically mailed information. 

A few organizations are planning or already introducing new systems that will attempt to bring 
the two sets of procedures into alignment (for examples, see Annex Ill). However, the sizeable 
proportion of responding agencies which do not track outgoing or incoming electronic messages . 
and do not know the overall volume (in contrast to responses for comparable telex and fax 

5 None of the surveyed agencies report the use of voice messaging systems or e-mail systems with 
capabilities for handling audio, video or image content. Such systems, however, are currently 
available and in use outside the United Nations organizations, in both local-area and 
telecommunications contexts. 

6 A report from the ACCIS Technical Panel on Computer-supported Telecommunications Services 
(TP /COM) provides evidence of the feasibility of such plans (ACCIS 87 /005). It should be noted 
that the survey data were collected in the spring-summer of 1988. By now, some of the agencies 
which reported early plans to introduce e-mail may well have done so; thus the number of agencies 
represented as having e-mail in Table_ 1 probably underestimates its actual prevalence. Similar 

·•caveats apply to the data about daily communication volumes reported above (Table 1). 
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questions) suggest that standard records management methods are not easily applied to computer
based correspondence. Substantial implementation problems in this area cited by TP /REM 
members, have to do for example with development of online classification procedures, shared files 
between offices and units (and between individuals), logical structure of information (as well as file 
structure), and multi-level access security. Thus, the extension of well known records management 
principles to new electronic media should not be assumed to be simple and straightforward in 
practice. 

A major conclusion to be drawn from the survey is that electronic communications are increasing 
in volume in all media. While the use of e-mail and fax is growing rapidly, telex is expected to 
continue a gradual growth trend. It is evident that these media supplement rather than supplant 
one another. (Whether and how they may influence the use of telephone or print communication 
are questions that lie outside the scope of the Panel's work but are well worth asking.) 

Furthermore, these media appear to be heading for technological convergence, in at least two 
respects. First, some organizations report that a telex or fax document is initially prepared by the 
sender using a computer; then·the document is either transmitted directly or forwarded to another 
office for transmission, depending on the degree of decentralization of equipment, authority, and 
records-management procedures. Whether the document is conveyed by telex or fax--or remains 
an e-mail communication--is a choice that may come to depend chiefly on media capabilities within 
the receiving organization. In such an environment it is easy to imagine sending the same 
electronic document to recipients in different organizations by different media. Secondly, a similar 
kind of convergence is reported for incoming communications in some organizations. For instance, 
when a document arrives, via fax or telex, it is scanned or keyed into a computer for indexing and 
copying before being routed to the addressee (with copies to other recipients as appropriate); in 
some systems, this may be totally transparent to the user. Handling internal distribution entirely by 
e-mail (rather than circulating hard copies) would be a relatively straightforward transition; in fact, 
one organization reported it has plans for fax-computer interface. In any case, many agencies are 
making use of computerized procedures to help track and manage the growing volume of telex and 
correspondence.7 

Lastly, there seems to be a shift towards decentralization of electronic communication regardless 
of medium. The trend probably reflects decreased costs of equipment and increased ease of use, 
resulting in more widespread diffusion of electronic workstations and related technologies along 
with more efficient information exchange (as represented by both shorter communication times and 
reduced interaction costs). And the convergence of electronic technologies noted above can only 
encourage such change. 

These performance advantages are, however, accompanied by records management 
disadvantages, according to agencies now undergoing decentralization. When communications 
are centralized, outgoing and incoming electronic documents can be printed and hard copies can 
be subjected to traditional records management methods like any other print material. With e-mail -
an avenue of communication that began with decentralized computer use - the implementation of 

centralized, paper-like records management procedures is especially cumbersome: organizations 
lack well-established methods and technical solutions for managing decentralized media and 

7 Making use of computerized procedures in these ways is an example of electronic management . 
of records rather than management of electronic records. They result in "hybrid" systems in which 
electronic and paper information are parallel to one another; while hard copy remains the material 
of record, electronic media are used to expedite its classification, organization, storage and retrieval. 
such hybrids could eventually lead to online records and electronic archives (e.g., if conversion of 
electronically captured information to paper comes to be seen as an unnecessary and burdensome 
step). At present, however, these systems mainly serve to automate the management of paper 
records. 
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electronic records material. As telex and fax come to be configured more like e-mail, as the 
technologies themselves converge, and as the volume of electronic communication grows, these 
issues can only become more salient. 

From agencies that contribute open-ended comments, the following remarks are illustrative of 
the congeries of difficulties to whch new media give rise. 

Telex decentralization is problematic: unit co-operation is needed on filing systems and 
authorization procedures. 

E-mail leaves too much responsibility with end-users. There is no automatic system, so 
there is no proof of decisions taken and no offical records except the sender's/receiver's 
personal files or memory. 

Fax is moving towards decentralization, but problems exist because there are not enough 
machines or staff to copy everything and file adequately. 

A computer system is used for outgoing telexes. The computer file allows for the retrieval 
of copies by date, to/from fields, and keywords. This is not feasible in paper copy files 
organized only by subject and date. 

Computer technology is used to manage telex. Since fax is still essentially paper-based, 
it does not intergrate easily into the new electronic records management methods that have 
been introduced for telex. 

Fax, in the case of text-only documents, is being decentralized for e-mail users, while 
documents with graphics are under central control. 

Decentralization of information and communication technologies appears to be problematic, 
chiefly because intellectual control of records in the past has been associated with physically 
centralized control of the information medium itself. To achieve comparable control with 
decentralized media seems to require either significantly greater involvement and co-operation from 
units or individuals, (see first two remarks above) or very costly and labour-intensive investments 
in sorting, classifying, copying, filing, indexing and the like (see third remark above).8 These 
remarks further make clear that the lack of a record per se is not the source of the problem with 
decentralized electronic technologies in general or e-mail in particular; rather, it is the lack of shared 
electronic classification, filing, storage and controlled access and retrieval capabilities. 

Finally, as the last three remarks above suggest, technology characteristics themselves have a 
great deal to do with how records management procedures are implemented. While computers 
are being usefully applied to manage paper records created or transmitted by various electronic 
media, vendors of office systems have been slow to provide technical support for the management . 
of electronic records created, transmitted and retained in that form (e.g., system-level tools for 
computer-aided retention scheduling and disposition management, public files with multi-level 
aQcess to file folders or documents, and the like). 

8 This point is also illustrated by the substantial resources required to maintain centralized control 
of decentralized registry files, as reported by one of the visited organizations. (See below and 
Annex IV). IAEA has a staff of 15 classifiers who work with about 200,000 documents per year to 
achieve this end. See also Chapter Ill for a more complete discussion of Intellectual versus physical 
control and the relationship of this isstJe to centralized versus decentralized media. 
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D. THE NEWEST MEDIUM: ELECTRONIC MAIL 

From the 18 responding agencies which have electronic mail, the survey requested more detailed 
information. Since this is the newest electronic communication medium, there are no well
established precedents or norms for its use throughout the United Nations system. Nonetheless, 
its use is expected to grow rapidly as well as to have some influence on the way telex and fax 
communication are carried out. Furthermore, information exchange via e-mail appears to warrant 
a management approach whose implementation differs in many respects from the management of 
paper-based communication, as the previous section of this report illustrates. 

For these reasons, it is worth taking a closer look at the experiences of the relatively early 
adopters of e-mail in the United Nations community. 

Among the 18 agencies using e-mail, 16 indicate that when adopted it was viewed chiefly as a 
substitute medium for messages of an informal nature in other media, such as the telephone. This 
remains its most common function. However, about half these organizations report that e-mail is 
now also being used to circulate draft documents for review, to send memoranda, and to transfer 
data files and official documents. 

Furthermore, e-mail is used to reach a wide range of addresses. The most common destinations 
for e-mail are inter-office or inter-organizational; the medium is used much less frequently for Intra
office or for intra-organizational communication (e.g. communication with a field office). 

Having inquired about the scope and functions of e-mail, the survey sought next to find out what 
sorts of procedural rules or specifications, if any, accompanied its use. It should be noted that 
these questions did not impose a definition of "official" (versus unofficial) or "formal" (versus 
informal) communications; rather, it was left to the agency to use its own organizational definitions 
for these terms. 

With respect to distribution routes, three of the 18 agencies reported that "official channels" had 
been defined for communications exchanged by e-mail. Similarly, only these three agencies had 
established distinctions between "official" and "unofficial" material sent by e-mail. When asked if, 
at the point of sending or receiving an electronic message, there were any organizational criteria 
for determining whether it should be saved, all but two responded negatively. In addition, no 
standard policies were reported for long-term retention or storage media for e-mail In electronic 
form. (If e-mail messages are retained for long-term storage, it is typically in hard-copy.) 

A third series of questions to e-mail users concerned how oversight responsibilities for this 
medium were allocated within the agency among senior management, computer specialists and 
records management specialists. With respect to technical policy decisions (e.g., system 
implementation or network architecture), all replies confirmed that computer staff invariably have 
primary responsibility. 

It is noteworthy that, in the majority of reporting agencies, computer staff also have chief 
responsibility for management policies relating to e-mail communications (a responsibility 
sometimes shared by top management). Just three agencies reported that records management 
staff have a major role in setting policies for the management of e-mail communications; these are 
the same. organizations which have introduced some explicit rules guiding their use. Similar 
patterns of response were elicited by questions about the involvement of records management staff 
in the control of e-mail documents during the stage of their active life (e.g., while stored, re-used, 
forwarded, and so on). To date, however, few organizations perceive the lack of records 
management staff involvement in this medium as a problem. 
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COMMENT 

When most agencies introduced e-mail, it was assumed to be a medium like the telephone and 
managed accordingly. That is, it was assumed that informal rather than official information would, 
in the main, be communicated by this medium. However, its scope and functions expanded so 
that it is often used to send and receive information that would in any other medium be regarded 
as official-record material. This expansion is likely to continue as more and more documents--both 
substantive and administrative--are prepared on computers that are linked to communications 
networks. 

But these electronic communications lack the kinds of documentation and control that would 
routinely be applied to official records in other media. In part, this is probably due to the distributed 
nature of end-user computing and electronic mail; other electronic media (e.g., fax and telex) 
present records management difficulties when they decentralize, in spite of a prior tradition of 
documentation and control. It seems likely that the absence of formal procedures for e-mail 
communications, then, is also partly a reflection of the fact that records management staffs have 
not generally been involved in their planning or implementation. This conclusion is reinforced by 
the presence of formal rules only in organizations where records management specialists have 
taken part in e-mail policy-making. 

More typically, computer staff have had the major responsibilities for making decisions about e
mail use. The resulting policies tend to reflect technology management concerns more clearly 
than information management issues. 

For instance, when queried about retention policies for e-mail, more than one organization 
reported that messages on a microcomputer could be saved indefinitely while those stored on a 
central minicomputer or mainframe were not retained so long. This policy reflects the need to 
assure availability of shared information storage space but does not incorporate into retention 
decision-making other criteria related to records management needs. 

Another example is a policy involving the copying, indexing and filing of electronic messages. 
In one agency, messages sent via the local-area network are not regarded as record material and 
therefore do not require documentation; but those transmitted via telecommunications networks are 
so regarded, and accordingly are copied, indexed and filed by the one host-computer which 
accesses the external network. This solution reflects the agency's current network architecture. 
Thus, while it might address today's records management needs in the organization, it will not 
necessarily be effective with other kinds of communication infrastructures. 

Similarly, the fact that fax documents with graphics are under centralized control for e-mail users 
in one agency, while text-only faxes are not, is a consequence of current technology. The 
availability of network standards for graphics transmission would likely result in the decentralization 
of all fax communications in the organization. 

As technological barriers to media conversion and full connectivity are being eliminated, some 
organizations are becoming aware of the need to have records management staff involved in future 
decision-making about electronic communication media. As one agency put it, we have "no 
organization-wide information policy in this area and no staff to systematically monitor it". Some 
organizations (see Annex Ill) are involving computer and records management staffs jointly in the 
development of policies to control electronic records. 

E. TECHNOLOGY ISSUES 

As the previous section points out, electronic media are providing opportunities to generate and 
exchange information in varied new ways. Making the most effective use of them, however, is likely 
to require broadened technology poli~ies that .support the life cycle of organizational records. 
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Without such a perspective, it is possible for technical decisions taken at one point in time or in 
relation to one information function to constrain future opportunities. 

Many of these issues need to be taken into account as future guidelines are developed for 
electronic archives and records management. 11 To provide relevant background material, the 
survey questionnaire asked a number of questions about the kinds of information technology 
policies that had been adopted or were under consideration in organizations. 

The questionnaire inquired whether there were any organization-wide policies in four technology 
areas: hardware, software, storage media, and network architectures and protocols. As Table 3 
indicates, over 70 per cent of the replying organizations have established organization-wide 
hardware policies. 

Table 3 

EXISTENCE OF ORGANIZATION-WIDE TECHNOLOGY POLICIES 

Yes No 

Hardware 19 7 
Software 13 13 
Storage media 6 2 
Network protocols 8 18 

Typically, these policies are vendor-driven (e.g., a common reply was, "We use only IBM 
equipment"). Half the agencies also report organization-wide software policies; these are focused 
primarily on specific, commonly-used applications (e.g., "We have standardized on WordPerfect for 
word processing"). Less than a fourth of the agencies have made decisions about electronic 
storage media for long-term retention of records; while some are investigating the feasibility of 
computer-based archives, most agencies presently transfer documents from disk to hard copy for 
long-term storage. The use of hard copy for long-term storage is widespread, not only in the United 
Nations system but, for example, throughout the United States government institutions as well. This 
is often regarded as a temporary practice while organizations are investigating and assessing ways 
of making the transition to long-term electronic storage. 

The survey also established that less than a third of the responding agencies have adopted an 
organization-wide policy for network architectures and protocols, in spite of the fact that almost all 
(22 of 26) are making use of telecommunications for transferring electronic information in some 
form. This diversity is particularly problematic for electronic-mail use between organizations. 
Among the 18 agencies that have introduced electronic mail, for example, we found 22 different 
communication systems were found to be in use; these systems are listed in Table 4. Almost all the 
organizations using electronic mail report having two or more e-mail systems, with the ICC mail 
system in broadest use; it was mentioned by 12 of the 18 agencies. 

11 For a fuller explanation of the impact of technology decisions on electronic archives and records 
management, see Chapter II. 
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Table 4 

TYPES OF ELECTRONIC-MAIL SYSTEMS IN USE IN 18 AGENCIES 

ICC 
Proffs 
Disoss 
WANG Office 
BITNET 
EARN 
DialCom 
Tele-mail 
3.Comm Mail 
EIES 
MEMO 

All-in-1 
The Coordinator 
CICS 
Honeywell-Bull 
TCN 
DATANET 
QuikCom 
SPF Mailbox 
Echonet 
UNINET 
Envoy.100 

Several factors appear to have contributed to this diversity. In some instances, communications 
software was included with the general office software package chosen (e.g. WANG, All-in-1). In 
other instances, the communications protocol was supported by the local-area network installed 
(e.g., The Coordinator) or by the host computer to which the agency already had access (e.g. ICC 
CALL/MAIL). In some cases, an agency's decision to introduce a particular mail system reflected 
the desire to interact with a group of organizations that used only one specific system for the 
purpose (e.g. EIES for scientific conferencing). In other cases, a commercial network (e.g. Dialcom) 
was added to an agency's repertoire of communications systems as the most feasible way to 
exchange information with selected organizations outside the United Nations community. As a 
result, it is sometimes difficult for information to be exchanged electronically within an agency 
between the different communications systems it employs. 

Among agencies currently using e-mail, the most important criteria for choosing their systems 
had to do with internal organizational needs such as cost, ease of use, and the like. Future 
adopters of e-mail are giving greater weight to broader criteria such as the need to provide for 
compatibility and interconnectivity throughout the United Nations system, as noted above. If they 
succeed in establishing technology policies that meet these criteria, they may avoid some of the 
constraints experienced by earlier e-mail users who are now trying to adapt their systems to support 
intra- and inter-organizational interchange. 

To see where future policies might be headed, the questionnaire included a checklist of nine 
existing or expected technology standards; they represent recommendations from the International. 
Organization for Standardization or other standards-setting bodies and are defined and explained 
elsewhere in this publication. 12 These standards are listed in Table 5. Because they are potentially 
relevant to the integrated management of electronic records throughout the United Nations system, 
TP /REM wanted to find out whether any of the responding agencies have adopted them or are 
considering them for adoption. A brief definition accompanied each item in the checklist. 

12 Terms in the checklist are defined in the glossary (Annex IV) and discussed in Chapter Ill, on 
standards. 
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Table 5 

EXISTING OR PROPOSED STANDARDS IN THE SURVEY CHECKLIST 

X.400IRDS 
FTAM 
ODA/ODIF 
SOL 
ASN.1 

SGML 
CGM 
DDF 

For all but two items, the dominant responses were "unknown" or "not applicable." One exception 
in the checklist is X.400, a message handling system that is part of the open systems 
interconnection (OSI) suite of protocols; it has been adopted as an electronic-mail standard by two 
agencies and is being considered for adoption by another 11 agencies. 13 

The other possibility as an emerging standard is SOL, a "structured query language" comprising 
definitions and procedures for transferring database queries between computers whose software 
conforms to SOL. This United States standard has been adopted by one agency, while 11 agencies 
have it under consideration. 14 

Finally, when asked in terms of general technology areas where their organizations were likely 
to develop standards-related policies in the near future, about half the responding agencies targeted 
electronic mail. The remainder indicated that technology standards were not currently 
contemplated. 

At present, technology issues per se are not salient for agencies responding to the survey. 
However, unless they are resolved, such technology issues should be expected to create mounting 
difficulties as organizations come increasingly to depend on electronic information and 
communication tools. 15 Constraints on information transfer and use posed by hardware - or 
software - specific system dependence did not emerge as a major concern in the surveyed 
organizations - nor did the absence of policies in these areas. 

Storage media decisions are perhaps an exception to this generalization. Several agencies 
explicitly regard very long term retention as a technology issue area in which there are more 
questions than answers, as the following sample of responses to open-ended questions suggests. 

13 Making currently-used mail transport mechanisms X.400-compliant may take some time, for a 
number of reasons. First, X.400 is itself an evolving standard. Secondly, while some large 
commercial e-mail services support X.400, many vendors of proprietary mail systems have not 
provided X.400 gateways or bridges (examples of both are included in Table 4). Finally, OSI 
protocols are only just beginning to be implemented within public-domain environments (e.g. UNIX) 
and systems (e.g. INTERNET). 

14 Other standards in the checklist are being considered or adopted, but much less widely among 
responding agencies. They are: 

ASN 1. 
FTAM: 
SGML: 
ODA/ODIF 
DDF: 

adopted by 1 agency; under consideration by 2 agencies. 
under consideration by 3 agencies. 
under consideration by 3 agencies. 
under consideration by 3 agencies. 
under consideration by 2 agencies. 

15 For support of this conclusion, see Chapter II. 
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The organization has proposals in this area but would need more people and more hardware -
and specialized software - to carry them out. 

The organization still has to define storage media and indexing procedures for long-term records 
retention. 

The question of space and medium for indefinite preservation of electronic records is unresolved. 

Network interconnectivity seems to be another unresolved-issue area. While few agencies 
express serious concerns now, future difficulties are a likely consequence of the great number of 
different mail systems in use by United Nations organizations. On the other hand, there is evidence 
that surveyed agencies are attempting to address this issue. Firstly, a sizeable proportion of 
current e-mail users have adopted or are planning to adopt X.400 as a standard for message 
handling; compliance with this standard is aimed at ensuring at least low-level protocol 
compatibility. Additionally, one organization reported experimenting with gateways between 
commercial and non-commercial e-mail systems. Secondly, future adopters are treating 
compatibility and interconnectivity as major e-mail system requirements. 

With this in mind, it is noteworthy that so little attention is being given to other higher-level 
standards for electronic information exchange. Once lower•level protocols have been standardized, 
higher level problems (e.g. transferring information in an interpretable and processable form) will 
likely increase in importance. Organizations should therefore give greater attention to emerging 
international standards for information interchange in future technology decisions. 

F. CHALLENGES PRESENTED BY ELECTRONIC MEDIA 

As indicated in this chapter, electronic media are presenting a variety of challenges for archives 
and records management. The challenges reflect the fact that United Nations organizations are 
making use of new information media, but information management policies have not kept pace 
with these technological advances. 

The last part of the questionnaire therefore asked agencies what they see as the most important 
challenges in the area of electronic records and archives to be addressed in the near future. It also 
sought to find out what guidelines and methods are currently being implemented in these areas. 

Although United Nations organizations are exploring new procedures for managing documents 
generated and disseminated electronically, present approaches are often borrowed from other 
domains or other media. For instance, three of the 26 surveyed agencies report attempting to 
adapt automatic logging procedures from the domain of electronic data interchange (EDI) to the 
management of electronic document exchange. Four of them also report trying to apply 
machine-readable records management techniques to the electronic document area. 

The majority of agencies, however, have relied on paper-based methodologies for managing 
electronic records. In practice, this means that print copies are usually used for indexing and filing 
purposes. The hard-copy solution is becoming progressively less viable, however as electronic 
communications grow in volume and decentralize, and as technological advance continues. 

On the other hand, most agencies lack the time, staff and other resources that would be required 
to develop new methods for managing electronic records and archives. They expect that eventually 
computer systems will be designed to support such procedures. In the meantime, a number of 
agencies are looking to other organizations for policies and examples; several said they expected 
to follow the direction taken by ICC or hoped that ACCIS would provide leadership in this area. 

In general, the survey of the practices a,:id standards relating to new information and 
.. communication technologies within United Nations agencies confirmed the need for a representative 
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technical panel to assess their implications for electronic archives and records management. It also 
highlighted the value of beginning now to develop and share policy guidelines as organizations 
confront the many challenges presented by new electronic media. 

For the sake of convenience, open-ended responses identifying the major challenges to be 
addressed in the near future are organized here into five groups. Many agencies identified more 
than one imminent problem, and the order in which they are here presented should not be taken 
as indicative of prevalence or importance. 

Firstly, new information technologies create a two-fold human resources challenge. Records 
management personnel are likely to need specialized training, and, according to one agency, 
"consciousness raising" will be required to convince staff of the possibilities and opportunities for 
electronic archives. Additionally, awareness and training programmes are likely to be needed for 
end-users of electronic media. Five agencies are already engaged in identifying such human
resources issues and requirements. 

Secondly, several organizations cited challenges specifically associated with the new electronic 
media themselves. One, for instance, mentioned the problem of establishing clearance, indexing, 
and control procedures for electronic mail communications. Another singled out the challenge of 
introducing new image-processing technology into the electronic archives and records management 
area. More generally, a third agency summed it up as "scheduling, appraisal and retention of 
electronic archive material: who, when, how?" 

If managing new media is by itself problematic, their integration with existing records and archives 
to form a comprehensive system is perceived as even more challenging by some organizations. 
Under this rubric, for instance, one agency aimed at handling "mixed-media records" with registry 
files that include both paper-based and electronic documents. Another is experimenting with 
combined procedures for managing information exchange by e-mail, telex, fax, post and courier. 
Such issues are viewed as important and unavoidable; conversion to a single medium for records 
retention purposes was not regarded as a viable long-term strategy. 16 

Most organizations, however, believe that new technology should be seen as part of the solution 
and not just as the problem. Use of computer-based capabilities to control electronic records and 
archives--including support for administration and management, indexing-procedures, finding-aids, 
easy-to-use query languages, and the like--was identified as a key challenge by most agencies 
participating in the survey. As noted earlier, some have already introduced computer support for 
telex records management. 

Lastly, faced with new media and new methodologies for their management, some agencies 
view the implementation process itself as a noteworthy considerable challenge. In this area, for 
instance, one agency referred to the difficulties of maintaining a centrally controlled "registry" of 
electronic communications sent and received in a decentralized environment. Another cited the 
challenge of devising an evolutionary strategy for moving from conventional to new systems of 
records. 

In summary, at least half of the responding agencies singled out major challenges emerging in 
relation to electronic records management that are directly subsumed by TP /REM's terms of 
reference. These agency-generated issues, together with data described in other parts of this 

16 This topic is mentioned again under the heading Problems of mixed systems in Chapter 111.D.1. 
Mixed systems are systems which consist of electronic databases supplemented by manual files, 
or of paper-based systems partially converted to electronic systems, so that the two together 
comprise a continuous series. Such mixed-media systems should not be confused with the hybrids 
described earlier (see footnote 7), where the system of records is maintained entirely on paper, but 
its organization and management is supported by computer. 
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publication, suggest that exploratory work towards the development of guidelines for electronic 
records management and related technology standards may help United Nations organizations 
cope with the new information environment. 

G. RESPONDING TO THE CHALLENGES: SURVEY FOLLOW-UP VISITS TO ROME AND 
VIENNA 

As mentioned earlier, among the open-ended responses to the survey questions there were 
some indicating that several United Nations organizations were already involved in planning or 
implementing policies and procedures which address some of the above challenges. TP /REM 
believed that a few on-site consultations with such organizations could provide a valuable 
supplement to the survey data obtained. Information gathered in this way would be illustrative of 
electronic records management problems and solutions in an integrating organizational context, 
potentially yielding helpful examples to other agencies coping with similar challenges. 17 

On the basis of the survey material, TP /REM identified at least eight agencies which had well
established records management programmes and which were taking significant critical steps 
towards the inclusion of new electronic media within them. The idea was to visit at least two 
organizations which were not in the same location and which were not in locations readily 
accessible to Panel members in the course of its work (i.e., not in Geneva, New York or 
Washington). On the other hand the visits had to be feasible within TP /REM's schedule, budget, 
and staffing constraints. Most importantly, the organizations concerned had to be willing to be 
visited for the purposes indicated. With these criteria in mind, TP /REM selected Rome and Vienna 
as the locations to be visited in early 1989. 

Consultations were arranged with WFP, FAO, IFAD and WFC (although the time available with 
WFC was very limited). While a joint session was not feasible, individual agency meetings allowed 
an opportunity both for briefing the Rome-based agencies and for collecting information from them. 
At IFAD, meetings were held with Records Management and Communications staff. At WFP, the 
Computer Operations Manager and the Telex Supervisor participated. At FAO, discussions were 
arranged with the Automation Officer in the Computer Services Centre, with the Electronic Mail 
Manager, and, individually, the Archivist. Joining in the FAQ meeting was the Registry Supervisor 
for the WFC. 

In Vienna, the focus of the visit was the IAEA, although discussions, were also held with staff 
from UNI DO and UNOV. In addition to the Director of the IAEA Data Centre, discussions were held 
with selected staff members of IAEA, UNIDO and UNOV. These discussions provided the occasion 
for briefing the Vienna-based agencies on TP /REM tasks and reports, while individual interviews 
generated the material summarized below. 

Each of the agencies studied in Rome (IFAD, WFP, FAO) is organized differently but in general,• 
registry, telex, and fax services are located in a records and communications unit in an 
administrative services division, while computer services are in a management or a management 
information services division. In IFAD and FAO, these divisions report to the same department; in 
WFP, the organization chart lines meet only at the top. 

17 It should be emphasized that procedures being planned or tried in the organizations visited 
should be taken as illustrative only. It is not intended to suggest that other agencies could or 
should follow these examples. The establishment of satisfactory methods for electronic records and 
archives management is closely linked to an organization's structure, missions, information needs, 
and related resources. Comparing and contrasting approaches to electronic media in different 

• • organizational contexts might suggest alternative ways about managing the challenges. 
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In Vienna, the IAEA maintains a centralized registry system, with physical custody and control 
of the records themselves decentralized in the various sections and departments. The 
organizational unit responsible for this programme is the Records and Communications Section 
(RCS). RCS manages all official records of IAEA, including those in electronic form, and provides 
telecommunication services for all of the IAEA. RCS is part of General Services within the 
Department of Administration. All data processing activities, including office automation, fall within 
the Data Centre, which is part of Scientific and Technical Information within the Department of 
Nuclear Energy and Safety. It should be noted that the Data Centre provides a technical support 
service, unlike RCS which provides management support. 

These overviews afford a context for interpreting answers to the 1 o major questions around 
which the visits were designed. Differing organizational structures may be associated with different 
records management policies or with varying approaches to their implementation. To facilitate 
comparisons and contrasts, the 10 questions are reproduced in Annex IV, with site responses 
summarized by location under each. 
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CHAPTER II 

GUIDELINES FOR THE MANAGEMENT OF ELECTRONIC RECORDS: 
A MANUAL FOR POLICY DEVELOPMENT AND IMPLEMENTATION 

A. BACKGROUND 

These guidelines are intended to examine the issues raised by electronic records creation within 
United Nations organizations (see Chapter I), and to recommend a framework within which United 
Nations system managers (especially information and records managers) can develop policies for 
the control of electronic records. The problem is, of course not new. It has been identified and 
analysed by two reports from the Joint Inspection Unit (JIU) (JIU/REP /85/2; JIU/REP /86/9), and 
by numerous UNESCO RAMP studies since the early 1980s (Stark, 1983; Naugler, 1984; Dollar, 
1986). TP /REM identified the following need: 

"To develop guidelines for implementation of electronic archives and records 
management programmes for use by United Nations organizations, taking into 
account traditional archives and records management practices." 

Given the long history of discussion on the subject of electronic records, it may seem odd that the 
guidelines which follow are explicitly presented as exploratory and preliminary but, unfortunately, 
little that has been written has attempted to grapple with the really fundamental challenges to 
records management and archives practices posed by the emerging electronic information society. 

Managing large, complex organizations and ensuring that they are accountable for their actions, 
requires that administrators, and those to whom they are responsible, have access to records 
documenting official activity. Increasingly, a substantial proportion of these records are created, 
maintained and disseminated by electronic information systems. Naturally, managers in United 
Nations organizations want to be assured of the same level of access to records in electronic form 
that they have historically had to paper records. Because the retrieval and analysis of information 
is an important activity for most United Nations organizations, managers will be inexorably forced 
to utilize computer-based information systems and electronic transmission facilities. Substantial 
investments will continue to be made in information systems to support all aspects of operations 
and programme administration. Archivists and records managers must therefore accept the 
inevitability of these operational decisions. At the same time, they must learn to shape them 
through policy, considering that, while on-going operations may well be managed less expensively 
and more efficiently with electronic information systems, the costs of archival and records 
management of machine-readable data will be much greater than those associated with traditional 
records (Rene-Bazin, 1988). 

Reliance upon electronic information systems Is not without substantial risk. Computer and 
tel~communications technologies are created and sold in a highly competitive marketplace, into 
which new products and services are introduced regularly and from which older products and 
services are displaced. Competition has increased the importance of standards (discussed later 
in this Chapter and in Chapter Ill) but those who try to establish policies for information resources 
management are still faced with markets which they cannot control or predict with any reasonable 
degree of certainty (Canada, NAC, Data and Documentation Interchange Standards, 1987; Dollar, 
1988). As a consequence, managing information created in electronic systems after the active life 
of those systems will continue to require careful planning, prescient technology assessment and 
on-going data manipulation. 

New functional capabilities are being added to information systems on a regular basis as the cost 
·-of memory plunges and the new capabilities can be added without driving up costs of the whole 
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system. Each generation of new capabilities is seen as a minimum foundation requirement by 
users, who demand systems with these powerful features. Hardware is becoming obsolete after 
no more than five years; some say that software obsolescence takes only three or even fewer 
years. Migration from one system to another is becoming a full-time activity for data processing 
and telecommunications units. The most serious challenge to continuing access is, and will 
continue to be, technological obsolescence. 

Changes to the storage formats and layouts employed in electronic information systems pose 
more severe challenges to continued access than does the (admittedly short) life of the still 
dominant magnetic media. Since the earliest introduction of magnetic tape storage as a medium 
for digital data, dozens of incompatible formats have been developed and discarded. The most 
ubiquitous medium of the 1960s, punched cards, has virtually disappeared, as has the de facto 8-
inch floppy disk standard of the late 1970s. Increasing density of magnetic storage, the absence 
of standard layouts or structures for most optical media, as well as the tyranny of the consumer 
market in areas of sound and image recording formats and media, ensure that records managers 
will have to continue to incur costs of recopying electronic records once an organization adopts 
non-human-readable forms of records, as long as access to the records is desired. Unless 
methods can be found to provide the functions embodied in the original software-dependent 
systems to generic processing environments, records managers· may find themselves forced to 
maintain operating computing" museums" (Hedstrom, 1988)! 

Because change is one of the few constants in the equation that management faces as it seeks 
a means of controlling the effects of electronic technologies, any approach to managing electronic 
information will need to be sufficiently flexible to accommodate substantial change. No viable 
approach can be based on rejecting change, even if it does require that the social consequences 
of some technologies be channelled. Nor can a management approach itself be just another 
technology. Lastly, the method must make sense within the overall mandate and mission 
objectives of the organization. Thus, by definition, a strategy for this kind of control will be based 
on policy, not on expedient or technological solutions. 

The results of the survey conducted by the Technical Panel in preparing these guidelines 
(described in Chapter I) show that there is a sharply rising trend throughout the United Nations 
community towards the use of electronic media for creating and storing documents and other 
records, especially through the growing use of electronic mail and facsimile. At the same time, the 
survey indicates that few, if any, organizations have a very strong grip on the policy and 
technological issues and the solutions for dealing with the associated records management and 
archives issues throughout the life cycle, from document identification to final disposition. 

For the reasons outlined above, it should be understood that much of the Panel's work in the 
area of these guidelines is, of necessity, exploratory in nature. There are no fully integrated (i.e life 
cycle) or successful models, and few partial models. Of the partial models, none has been in place 
long enough to be evaluated as having stood the test of time, and some are clearly failing. At the 
same time, it is clear that United Nations organizations are looking for guidance. The choices faced 
by the Technical Panel in preparing these guidelines were to make no recommendations and, in 
the process, add little to what is already known - i.e., that there is an enormous problem - or to 
debate the options in an interdisciplinary team of archivists, records managers, data processing 
managers and other information scientists and: (i) identify major issues; (ii) suggest what appear 
to be the best implementation approaches today; (iii) offer some options; and (iv) make mainly 
process-oriented recommendations for addressing the issues in specific organizational contexts. 

Adding to the difficulty of the task of developing these guidelines - and they are intended as 
guidelines, not as concrete prescriptions which will apply to every case - were the differences in 
paper-based records and archives management practices within the United Nations family. In some 
organizations, the functions of r~cords, archives, communications and information management are 
consolidated in a single department. In others, they are all in separate departments. Within the 
records management area, some organizations have adopted a highly centralized approach to 
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organizational, physical and intellectual (or logical) control of records, while other organizations 
have moved towards a more distributed, or decentralized, approach. 

Each of these two radically different approaches to records and archives management has 
distinct advantages and disadvantages. The purpose of these guidelines is not to advance one 
approach over another. It is, inter alia, to. alert managers to the fact that these fundamental 
distinctions between approaches are important and that, depending upon which approach is in use, 
or to be used, in any given organization, the resulting answers to the same policy questions will 
vary. Similarly, the way in which the transition is made to a hybrid (paper and electronic) or fully 
electronic records system may vary from one organization to another. The important thing is that 
managers should ask the necessary policy questions, and that they should be answered in the way 
most appropriate to the needs of the particular organization. 

It is recognized that managers wish to see specific recommendations for implementing electronic 
records management. And these guidelines do offer a number of implementation approaches for 
each policy issue raised, and typically indicate which is preferred, all considerations being equal. 
However, given the factors mentioned, it would be impossible to prescribe technological or 
organizational solutions to the issues surrounding electronic records and archives management that 
would be applicable or appropriate for every United Nations organization. In the end, the 
management of each organization will have to decide what is best for the mission, functions, and 
culture of that organization. 

Section B of this chapter is addressed to senior management and suggests a policy framework 
within which the concerns of records managers and archivists can be discussed. Section C 
identifies policy issues. Section D provides an analysis of concrete policy implementation options, 
organized for purposes of familiarity according to the life cycle of records (the overarching 
intellectual construct of traditional records management), beginning with the creation and 
identification of records, their appraisal, administrative control and access, and their ultimate 
disposition. Lastly, Section E offers implementation guidance, based on the issues, options and 
recommendations identified earlier, and sets out a methodology for the formulation of electronic 
records management policies by the appropriate authorities of any organization and, in particular, 
managers in United Nations organizations. • 

B. RECORDS MANAGEMENT FRAMEWORK 

1. Goals - Organizational accountability 

Records and archives management are administrative functions of organizations created to meet 
their need to account, to themselves and to society, for their actions. The job of records managers 
and archivists is to ensure that all the records necessary to document the actions of the 
organization, but only those records, are retained, and that they are retained as long as they • 
continue to have value. In this chapter, issues are identified and options reviewed that are intended 
to help records managers and archivists to establish methods of documenting their organizations 
that will work satisfactorily for electronic records. 

By bearing in mind the fundamental goal of accountability, we can find reason to adopt a 
particular definition of records and non-records that will serve better in the electronic world than 
that which has been used in paper -based systems. Traditionally records have been defined as 
information, usually in any format, created (and sometimes received) by an organization and its 
employees in the conduct of business. The definition normally emphasizes that records flow from 
official actions and are evidence of such actions. Thus, the United Nations defines records as 
"documentary materials, regardless of physical type, received or originated by the United Nations, 
or by members of its staff ... " (United Nations, 1984). The United States Government definition of 
a record as an "item that documents the actions of an agency in the conduct of its business" is 

.. broader but may require interpretation by employees (United States Government, 1968). 
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One problem with such definitions is that they depend in the first instance on one being able to 
see the items at hand and recognize how they came about and what official import they have. In 
the case of electronic records, records managers and archivists are not in a position to see them 
as they are created and transmitted, because the documents themselves exist only under software 
control, and determining the source and function of an item or document, even when one has the 
data of which it is comprised, is impossible except within the context of the system out of which 
it arose. 

In fact, content-based definitions have proved impractical with paper records as well, so records 
managers and archivists have sometimes adopted a more operational definition that serves equally 
well, such as: records are recorded transactions, i.e. information communicated to other people in 
the course of business, via a store of information available to them. While this definition is more 
explicit than the one archivists have traditionally used with paper records, it is consistent with the 
concept that a record is created by an official action of receiving or sending information. Both 
paper-based records management and electronic records management must distinguish between 
the hour-to-hour or day-to-day changes in the draft of an official document and sent or received by 
the organization. In either situation, making an entry in a bookkeeping journal, a case file, a 
database, or even a "memo to the file" creates a record even though the information is not "sent", 
because others are intended to receive this communication at a later date. Each system must 
distinguish official from purely private information: thus, jotting a note about an expenditure or 
change of address on a loose slip of paper or in an electronic memo pad to remind oneself to 
make such an entry at a later time is not a record-transaction, and hence, not itself a record. 

Throughout this chapter, recorded transactions, called "record-transactions", will be taken as a 
basic building-block of an electronic records management policy. Applying the definition of 
record-transactions in electronic information systems environments will often prove more 
complicated than it has been for paper-based contexts because one cannot see electronic data, 
because it is stored randomly, and electronic systems have been installed precisely because of the 
ease of updating and recalculating within them. 

2. Strategies - Applications systems 

Archivists and records managers confront vast numbers of records created in their organizations. 
For practical reasons alone they must usually manage these records in some aggregate manner 
or be overwhelmed by their volume. But there are also sound intellectual reasons for managing 
records collectively, which relate to the nature of organized work and the structure of 
communication within organizations. Both work and communications are conducted by individuals, 
but they take place within well understood, if not always well defined, systems. Systems for work 
and communication lead to regularized, predictable and accountable outcomes. The information 
systems that support communication and work in an organization may be thought of as either 
infrastructural systems or applications systems. Electronic information systems can also be 
categorized in this fashion. 

Infrastructural electronic information systems have presented problems to records managers and 
archivists for 150 years, but these problems have been recognized as belonging to a class of 
electronic information issues only since the widespread introduction of the computer and 
associated microprocessors into office environments in the past decade. Telegraphy is the oldest 
infrastructural electronic information system, but because the telegraphic record is delivered to the 
user as a printed output, even where the information it contains is first telegraphed, records 
managers and archivists have been able to treat telegraphic traffic as a form of correspondence 
within conventional record systems rather than confronting the issues it raises as an electronic 
information system. About 100 years ago, the telephone system, another infrastructural electronic 
information system, introduced ,analog transmission of sound, but for historical and sociological 
reasons this form of electronic information has been treated by records managers and archivists 
as non-record material. It is important to note, however, that for most of the past 100 years this 
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form of electronic information could have been recorded by various devices and could have been 
appraised by archivists and records managers along with other documentation. Infrastructural 
systems for transmission of images, employing telegraphy techniques, have been used heavily for 
newspaper photography and military purposes for almost 100 years. Thus, infrastructures 
supporting electronic transmission of text, sound and image are hardly new. Indeed, as radio, the 
telephone and television illustrate, infrastructural electronic-information generation and reception 
facilities are among the most conspicuous features of our current civilization. 

Electronic-information applications systems are not very new either. Routine sensing and control 
devices, often using paper tape for data storage, were introduced 50 years ago for numerous 
applications, but because their information product was considered non-record material, many 
records managers and archivists simply ignored these devices. However, it is since the 
introduction of mainframe computing in routine organizational information-processing applications 
in the 1950s that records managers have been unable to ignore applications generating electronic 
information. In most large organizations, such applications as inventory, personnel, and accounting 
are now automated. More recently, non-routine, decentralized, and programmatically important 
aspects of organizational activity are being assisted by automation. The introduction of these 
systems, with their inherent ability to capture electronic information locally and retain it in an 
electronic form, is transforming contemporary organizations. 

Organizational applications systems are not the same thing as applications software. General 
capabilities such as word processing, spreadsheets, electronic mail, project management and 
statistical analysis are often referred to as applications software, but in the context of an 
organization, these facilities constitute infrastructural tools, not applications. The existence of word 
processing and an electronic mail utility within an organization no more defines the kinds of records 
that will be created and sent than does the installation of typewriters and postal meters. 
Organizational applications of electronic mail may include its use for making personal lunch dates 
as well as for the dissemination of directives, policies and procedures. Word processing can be 
used to keep private notes of meetings or to write organizational reports. Spreadsheets reflecting 
departmental or sub-unit budgets kept by line managers for day-to-day control purposes do not 
substitute for the accounting system, but spreadsheets developed for purposes of submitting 
proposals or of rescheduling debt may be of long-term value for accountability. Records 
management policies have always taken the organizational application system as their focus, and 
will need to continue to do so in the electronic information environment. In the electronic 
environment, however, it is often easy to lose sight of this critical focus, both because of the 
terminological confusion arising from the concept of a software application and because the tactics 
for implementing records management control are necessarily dependent on exploiting aspects of 
the way in which infrastructural systems work. 

3. Tactics - Systems management 

The primary conceptual framework of paper-records management and archives is the life cycle 
of records. Paper records were obviously created, filed and sent, consulted, annotated and refiled, 
scl'leduled and removed from active files according to schedule, disposed of by destruction or 
retention in an archives or records facility, maintained by that facility, described and accessed. 
Each stage in the life cycle of the records was marked by an activity in which people with different 
job responsibilities participated, and each resulted in a new status for the records which was 
evident from physical examination. 

At first sight, it might seem that the concept of the life cycle of records must be discarded in the 
electronic environment. By being stripped of the corporeal manifestation of a traditional record, the 
record itself has lost physicality, and records managers and archivists have lost their most fixed 
bearing. In place of a simple progression from creation to destruction, the electronic record 
partakes in a multitude of independent acts of information acquisition, manipulation and production, 

.. each of which creates new records for some user, potentially without changing the original or 
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generating any retained copy. None of the familiar life-cycle landmarks remains unaltered by the 
advent of electronic records, and many stages appear to have conflated. For example, the creation 
of a document using word processing, whether or not it is a record, involves copying it from RAM 
and filing it on a disk. It may involve sending it to a printer or to a remote disk. Thus the steps of 
creating, filing and sending a document are collapsed into one. Consulting a document (and even 
refiling it after use) does not necessarily mean moving it, but it does involve making a temporary 
copy in RAM; copies can also be made and filed elsewhere without moving the document. Both 
annotations to the document and updates are made in a physical place separate from the rest of 
the document; "deletion" does not actually erase the text that is deleted, but only changes the links 
between segments of the text. Disposition is likely to involve a change of status, not place, and 
description and access are largely determined prior to the creation of the record by the design of 
the system in which it was created. 

Indeed, as one examines the electronic records landscape, it becomes increasingly evident that 
the record's life-cycle system, and not the record, must be the new focus of attention. And, upon 
reflection, one can see that it was, or should have been, the focus of attention in paper systems as 
well, but the physicality of the lndividual paper item once again led one astray. In practice, making 
item-level disposition decisions for all records (e.g., deciding first whether any given item of 
documentation is a record, and then whether it should be retained as evidence) has always been 
impractical. Organizations cannot have a 1 :50, or 1 :20, ratio of records managers to the staff able 
to create records. Therefore, records managers and archivists have always relied upon user 
discretion and aggregate decisions in making retention and disposition decisions. They may 
decide, for example, to keep all the records filed in the policy files and the case files, and discard 
client correspondence after five years. These decisions employ the intervening records system 
(in this case a filing clerk) to aggregate records of common character and make retention decisions 
affordable. In some United Nations organizations, especially in Europe, item-level control over 
records received and sent from an organization is exercised by a central registry or records and 
communications section (see Annex IV). Even with substantial manpower commitments, such 
offices do not provide item-level control over all the internal memoranda and exchanges, internal 
reports, project-case files, financial transactions data or information generated or used in internal 
decision-making. 

Instead, records managers and archivists have perfected means of collectively appraising all 
records generated by a specific application, and then controlling records within applications at 
levels determined by the character of the application. In paper-record environments, these 
methods involved defining segregated files (records series) for each discrete type of record 
generated by the application, establishing filing procedures to ensure that records were filed in the 
appropriate file and in a sequence required by the office of origin, and determining disposition for 
the entire series in a single appraisal, either before or after actual records were filed. Records 
managers and archivists have had much greater difficulty making bulk appraisals of record types 
generic to all activities such as correspondence, memoranda, and internal draft distributions. In 
controlling such materials they have relied most successfully on the organizational source or 
destination of these documents to make determinations about whether and how they should be 
filed, and upon where they are filed to make determinations concerning their retention. Thus, one 
must acknowledge that while records managers and archivists make appraisal decisions at the item 
level as rarely as possible, and often only in the case of special categories of records such as vital 
records, for the validity of appraisal decisions made at the series level, they are dependent on 
personnel of line offices (or in central registry offices) who make filing decisions and whq decide 
what application any given information was part of. The approach proposed by the National 
Archives of Canada is to extend these same responsibilities for item-level identification to the 
creators of records within the application for electronic-document filing (Canada, NAC, 1988). 

Electronic information systems present records managers and archivists trying to extend these 
tactics to electronic records witll some significant challenges. The first is to sculpt the application 
software so that the user interface presents itself as a number of distinct organizational applications, 
rather than simply as a set of tools. For example, when the user saves a word processing 

22 

.. 



document, the application provides a dialogue screen that enables the user to assign it to the 
appropriate organizational file (which requires, of course, a word processing software application 
with the necessary escape to a programming language and a programmer to write the necessary 
organizational interface). Similar special interfaces would be constructed to subdivide generalized 
software applications that serve as organizational utilities such as electronic mail, spreadsheets, or 
statistical analysis packages. 

The second challenge is to sculpt the record-transaction itself. This also will of necessity involve 
records managers and archivists in the design of the application systems before their 
implementation. The objective of such involvement here is to harness software capabilities to 
generate (and segregate) records required for organizational accountability. Unlike the paper 
environment, electronic records may need to be "created" in order to be retained because many 
records that would have existed in manual systems contain substantially redundant information and 
would normally be ·designed out· of automated applications. For example, electronic building 
permits and electronic certificates of occupancy would be defined in a modern database 
management system as "views• of a database, not as separate records. If the information in one 
was scheduled for archival retention and the other was considered a routine working document, 
an electronic information system would need to "create" the permanent record and discard the 
temporary record. 

The focus on systems management as the primary strategy for effecting records and archival 
control will be seen throughout this chapter. For example, in the section on problems of legality of 
electronic documents, the emphasis is on the authenticity of the record, which can only be ensured 
through management of system continuity and internal procedures, much as It has been with 
microform. As to preservation and storage concerns, and the longevity of electronic media and 
formats, the emphasis is on the life of systems that will continue to provide access to data and on 
preservation of system functionality, rather than on the physical conservation of the medium, 
because in a world of rapid hardware and software obsolescence, a perfectly preserved disk can 
contain data which cannot be read by existing equipment. In the discussion of integration of hybrid 
systems, it is acknowledged that mixed paper and electronic systems are not an anomaly of our 
moment, but a reflection of the fact that today's technologies permit records created in both paper 
and electronic forms to be electronic in many systems at a number of points in their life cycle and 
hard copy at other stages. Thus, all tactics of management of electronic records must, In the end, 
be tactics for systems management. 

4. Objectives - Information content and context 

Records managers and archivists seek to assure the retention of information required for 
organizational operation and accountability. The information may be contained In documents and 
databases, or it may be contained in the way those documents and databases were used. In this 
sense, records managers and archivists have always recognized the validity of Marshall Mcluhan's 
famous dictum that "the medium is the message•. 

One way in which records managers and archivists preserve the informational content of context 
is -.to establish files and filing procedures that reflect the communications systems of the 
organization by leaving a trail. In the paper-based organizational and technological context, a 
transaction is conveyed only to those offices which need to know Its contents, and It can be 
assumed to become part of their activity by the fact of its transmittal. If stored within their files It 
will be organized with respect to the role It has played in their activity, so that correspondence will 
be organized in a chronological or subject file reflecting the needs of the office, and documents 
about individuals and events will be organized Into case files. In such an organizational and 
technological milieu, the file is a records system that adequately reflects activity. 

Preserving the context of use of records in an organization is more difficult if the records 
management system is centralized in a registry office, as It usually is In United Nations 
0rganizations, but the difficulty of tracking the ·use of records is offset by the convenience of .. 
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reduced redundancy. Indeed, since the advent of convenient means of copying documents, 
beginning with carbon paper, one has witnessed the demise of the recipient's incoming file as a 
non-redundant source of information, because the record creator could file the copies of one 
original document in a number of separate files. With the introduction of photocopying machines, 
numerous copies could be readily made after the creation of the original, making it possible for the 
recipient to generate additional copies for his files or those of others in the organization. Files soon 
became crowded with many items of marginal interest, sent "For information". It was no longer 
possible to ascertain from the files whether items they contained had been seen by the recipient 
or used in an important decision process. The introduction of automation in the creation of 
documents added two more dimensions to the problem: now there is no longer an "original", so 
it is even less evident what "copies" might be discarded without loss of accountability or information 
content, and, because one can view documents remotely, without transferring them to one's own 
files, the "copy" used in any given decision-making process need not ever have been physically 
"copied" to the recipient's file. For example, the legal definition of an original in Oklahoma is "If 
data are stored in a computer or similar device, any printout shown to reflect the data accurately, 
is an 'original"' (United States, Oklahoma State Archives, 1986). The fact that machine-readable 
files lend themselves to ready manipulation and on-the-spot analysis is, of course, one of the 
primary reasons that spreadsheets (and word processors) have taken over the office. It also means 
that important decisions can be made based on analysis of information from a variety of electronic 
files without altering the saved versions of those files or creating a saved version of the new 
manipulations. 

Files have also become less useful as means of documenting accountability as decision-making 
has shifted from the hierarchical organization, with its relatively permanent organizational units 
which create and file records, to the realm of ad hoe working groups, task forces and 
inter-organizational entities. These types of organizational constructs tend not to maintain offices 
or keep records of their own, but live instead on borrowed staff time and facilities. Their records, 
therefore, are usually dispersed through the organization, reflecting the roles played by individuals. 
As we come to rely more and more on decision-making in group settings, the role played by visual 
aids (overhead transparencies and business graphics) and by what people say in those situations 
is critical to reconstructing how and why a decision was reached. The approach that archivists 
have relied upon for the past hundred years assumes that decisions are made and promulgated 
through the kinds of textual documents in our files. The disjuncture between reality and theory has 
been appreciated by others, but the technological facility for merging text, image and sound in 
digital stores will dramatically affect our record-keeping systems. We will need to consider the 
potential for the visual and oral message to be archival. 

The coup de grace to traditional file-based rather than systems-based records management has 
been delivered by the database management system, which by definition manages information in 
more than one file. None of the files alone contains the information that might have been in a 
"record", because a record is defined by a function supported by the system that enables users to 
find information in a variety of files and view it in a variety of formats. Databases whose files are 
all physically on one device have been perplexing enough to records managers; now they need to 
develop strategies that will also work for databases and database management systems that span 
many physical devices, either because a networked architecture is employed (in which physically 
separate computers, strung together by a dedicated cable or bandwidth on a cable, act as a unit), 
or beca.use a variety of devices interact according to strict information protocols, using 
telecommunications (see Annex II). • 

In any database, individual "record segments" may change independently of each other, but in 
traditional systems one could in principle reconstruct the state of the database from a full 
transaction log. In distributed databases, which may employ different kinds of audit-trail facilities 
and backup strategies, and fall administratively under different records management and archival 
jurisdictions, it is not reasonab1e to imagine reconstruction of the state of the database as a 
documentation tactic. The individual files, even with time-stamped transactions, will not support 
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reconstruction at a reasonable cost, and reconstruction would need also to reflect the software 
facilities and data access permissions and views available to any given user in order to provide 
evidence for purposes of accountability. If a record is the information used from a given source 
at a given time (a record-transaction) in a database environment, it may only exist as that particular 
constellation of information for one user. At the price of substantial redundancy, record-transaction 
capture, in which all information seen by an individual as part of an activity must be copied as it 
was viewed, appears to be the only acceptable method of unobtrusive records retention. 

In this chapter, because of the emphasis on organizational accountability as the ultimate goal of 
records management and archives, the objective of documenting how information is used in an 
organization will be considered of equal importance as the objective of documenting the 
information content of organizational communications. 

5. Methods - Documentation 

Unlike most other information service providers, records managers and archivists do not describe 
or classify items. Records managers almost never document holdings at the item level, except in 
registry offices which serve an active information retrieval function more than a life-cycle 
management role. Archivists reject classification as an approach to managing records at the 
document level because classification is linked in paper-based practices to physical reorganization 
of records, and archivists feel strongly that the original order of records should be preserved as 
evidence of the way in which they were created and used. Occasionally archivists may index 
records or finding-aids to records. 

Yet users have an interest in getting access to specific documents. The way that records 
managers and archivists traditionally provide for such access is to exploit the "original order", which 
is to say the filing order, of the records. Sometimes, if they are fortunate, archivists and records 
managers may be able to point users to a series of records which is itself an item-level index to 
another records series. In either case, item-level access to records is obtained by actions of the 
record creators (and the staff of their offices). 

In the electronic environment, archivists and records managers must depend for documentation 
even more upon records creators, and records systems creators. While they have displayed some 
enthusiasm for full-text retrieval of electronic records, the primary method for identifying information 
in records systems retained for continuing value will be exploiting information created by others. 
Some of the tactics discussed in this chapter relate to, and depend on, capturing information about 
information systems in what data processing personnel call "metadata systems". Metadata systems 
document much more than the information content of records systems. They document the input 
and output products, the relations between files, the nature of software facilities and the functions 
supported by the systems. Traditional records management and archival practice has also . 
collected much of this information in building collective-level, contextual, records system 
descriptions (usually at the file level) to provide access by provenance. Approaches at the systems 
level, including system design data administration and configuration management are necessary 
if records managers and archivists are to adequately document the informational environments of 
contemporary organizations. These approaches, using the tools of information resources 
management, will also enable archivists and records managers to provide information of value to 
their organizations, not just references to records that might be of value. 

In this study, systems documentation using the approaches of data administration and the tools 
embodied in rnetadata systems (called Information Resources Directory Systems or Data 
Dictionary /Data-Directory Systems) is advanced as a primary tactic for control of information about 
records. The reason for this focus is found in the emphasis placed on applications systems as the 
strategy, and systems management as the tactic, of records management and archives in an 
electronic environment. 

25 



6. Investments - Staff 

Because the management of the records of an organization is an activity in which all staff are 
engaged, one of the central issues in implementing any policy is how the organization can mobilize 
its personnel and use their skills. In this study, skills and knowledge essential to controlling 
electronic information will be identified and described that are rarely found in present archives and 
records management staffs (Aronsson and Brown, 1986). It is an essential conclusion of this study 
therefore that records management is not the sole responsibility of the records management staff, 
and that the introduction of electronic records will demand a distribution of responsibilities (one 
which, it can be argued, is long overdue in the paper-records world as well). 

In addition, the demands of electronic records will require that archivists and records managers 
acquire new skills and competencies. For instance, to present useful and credible systems 
requirements, the records managers and archivists sent to participate in the design process must 
be conversant with the capabilities and limitations of database management and 
telecommunications systems. They should be able to articulate logical designs and suggest 
physical implementations for them. Indeed, they should become partners with the systems 
development and systems implementation teams. This expertise could be acquired by substantially 
retraining present records managers and archivists, hiring new staff with these skills, or assigning 
staff with these skills currently attached to units responsible for systems development, to archives 
and records management responsibilities. Because team work is essential to achieve the ends of 
records administration through systems management, the latter option of bringing staff with 
different skills together in one administrative unit will probably prove the best means of combining 
the skills needed. In any event, major investments in staff training must accompany the 
introduction of electronic systems; some of this training should be directed at teaching staff 
throughout the organization about their responsibilities for management of electronic records, and 
some should be targeted towards retraining professional records managers and archivists to deal 
with the new environment as a long-term investment. 

No amount of staff training, however, will substitute for the absence of a sense of responsibility 
for records on the part of line managers throughout the organization. In the paper-record 
environment, line managers took a relaxed view of their responsibilities and were largely permitted 
to do so by the organization except when accountability was an essential element of their jobs, as 
in financial and personnel offices where data integrity, security, access, and retention were audited 
and were clearly recognized as professional and organizational obligations. In the electronic 
environment the same passive disinterest will result in the organization's losing its memory, which 
cannot be condoned. Management expectations will need to be dramatically altered so that line 
managers understand clearly that they are accountable for the record of actions taken by their 
units. Of course the organization will need to provide not only policies that are clear but also 
guidance in how to apply them and tools with which to implement the policies. Ultimately, 
however, the fate of electronic records will depend on the degree to which line managers perceive 
records management as their responsibility, rather than the future responsibility of a records 
management and archives staff. 

Changing the behaviour of line managers, and assigning responsibility for the ongoing physical 
management of electronic records to their creators, is another consistent framework of ·this study. 

7. Promoting an electronic records culture 

While records managers and archivists can occasionally be heard wishing that the electronic 
information revolution had tjypassed their institutions, they need to recognize that many of its 

. problems result from the immaturity of the implementations and our culture's lack of experience in 
treating the new cultural forms that the technology is making possible. Attempting to stand in the 
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path of implementation desired by programme managers to improve their productivity is a futile 
position. Just as records managers failed in restricting distributions of documents by trying to 
control copying machmes, they will fail in restricting access to automation if they attempt to limit 
the number and capability of computers, limit the iteration of document drafts, establish corporately 
determined draft stages in the electronic-mail process or centrally control topics for bulletin boards 
and teleconferences. Records managers and archivists who attempt to limit electronic mail to make 
it look like telex, or to limit spreadsheets so that the definition of cells cannot be shared between 
offices, will, very simply, lose both the battle and the war. The option of standing firm is not even 
suggested in this study, because it is not a real option. 

On the contrary, archivists and records managers can help to shape the electronic culture within 
their organizations. They can play a role in defining its explicit rules and implicit etiquette, and they 
can be perceived as promoters of cautious utilization of the best in information technology (Shapiro 
and Anderson, 1985). Electronic information management technologies are undergoing rapid 
change. Somehow, policies must be tied to continuities which can be relied upon to remain 
relatively fixed or employees will not be able to execute the policies without continual re-education. 

For example, there are substantial sociological barriers to capturing electronic-mail 
communications. Like other forms of interpersonal communications at a distance, electronic 
intercourse follows complex social rules. Telephonic communication is considered private, and is 
not captured verbatim even when the subject of the conversation is a public policy matter; 
individuals in modern societies universally regard recording of telephonic communications as a 
breach of privacy equivalent to recording interpersonal face-to-face conversations. Some written 
forms of electronic communication, such as intra-office uses of electronic mail, are currently 
undergoing cultural definition, and could come to be perceived as private in the absence of 
institutionally defined etiquettes and records policies. Indeed, because electronic communications 
are technically easy to capture at the point at which they pass across a communications switch, 
one of the issues at the heart of electronic records management is policy with respect to the 
capture of electronic records and the mechanisms by which these policies will be enforced. 

Similarly, new electronic information technologies are being introduced daily. If the policies 
adopted are specific to particular technologies, they will become obsolete rapidly and leave 
confusion in their wake. Managers must tie their policies to characteristics that lie beneath the 
implementation of the information system, characteristics that define the function the technology 
plays for the organization. In this way, the policy will be tied to a business purpose, and not to a 
transient implementation, and employees will be able to see the rationale, and carry it out across 
technologies and time. For example, by teaching users about the problems they might have as a 
consequence of lost records and lost access opportunities, records managers and archivists can 
help themselves. 

C. POLICY ISSUES18 

1. Creation and identification 

(a) Defining record and non-record 

ISSUE: Does policy define the concepts of record and non-record electronic information in 
a way that can be implemented by people and systems? 

18 
The policy issues and implementation options constituting the guidelines in this chapter (sections 

C and D) are presented in the order of the basic stages of the life cycle of records (see Chapter 
• Ill, section B). 
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Policy must distinguish between record and "non-record" information. The purpose of such a 
policy is to ensure that anything which might be important to retain will not be destroyed, while 
permitting the greatest quantity of information of no value for continued retention to be declared 
non-record. 

One such broad definition holds that information sent or received in the conduct of an 
official activity is considered a record. By this definition, to be used in the conduct of an official 
activity, information must be communicated to a person or database as part of such an activity. 
Information which remains in one's head, home or pocket and is not available to any one else is 
not considered an institutional record. By extension, information that remains in the personal 
computer of one employee, but is not communicated to others, is not a record. 

Another common definition holds that information created in the course of official business is a 
record. By this definition, information received from outside an organization would not be a record 
while that created on the job but not c~mmunicated to others would constitute a rec~rd. 

When programme managers ask for policy guidance to define an electronic record, they are 
seeking to distinguish between information in electronic form that is official documentation of 
organizational activity and electronic information which is non-record material by virtue of being 
transient, personal, or external to the organization. Management needs to articulate policy criteria 
which can be operationalized and which are sufficiently clear-cut for staff (and information systems) 
to implement them easily. These criteria should apply equally to documents and to data. 

2. Appraisal 

(a) Appraising 

ISSUE: Does policy lay down criteria or basis, for retention that will yield acceptable results 
for electronic records, and yet be consistent with criteria (if not the results of applying them) 
for eye-readable records? 

Policy needs to address whether there should be a difference between what was kept in paper 
form and what is retained electronically. Arguments have been made that because electronic 
information can be easily manipulated and analysed, disaggregated information should be kept 
electronically that would have been discarded in paper formats (Dollar, 1984; Naugler, 1984). 
Arguments have also been made that the nature of the costs of electronic retention should force 
reconsideration of whether too much information has been retained in the past because the costs 
of retention in paper formats are less apparent, and also of who should bear the costs of accessing 
data in electronic form in the future (Bearman, 1987). 

(b) Scheduling 

ISSUE: Does policy ensure timely disposition of records (retention of records only as long 
as required by law, organization objectives, and scholarly needs)? 

Traditionally, records managers and archivists have established "schedules" calling for the 
retention of inactive records for stated periods, after which disposal or transfer to archival custody 
is authorized. Such schedules can be implemented because records in the same "series" share the 
retention periods and are filed together. Thus, physical location supports the physical disposition. 
Equally importantly, through visual examination and evaluation of their significance, the scheduling 
of records can take place after the records are created. 

Because active storage space (online memory) is expensive, electronic records are more likely 
to be waiting for records managerp,ent review and scheduling if they are not already scheduled at 
their creation. At the same time, because electronic records can be conveniently acted upon under 
the control of the software that created them, as a "set" without physically being brought together, 
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if they can be scheduled at creation, it will be simple to carry out the proper disposition at the right 
time. 

Therefore, policy must establish, and systems must implement, means of scheduling electronic 
records at (or even before) their cre~tion .. 

(c) Assuring legality 

ISSUE: Does policy require taking actions that will safeguard the legality of the electronic 
record? 

Are records created in electronic form legal evidence? Would the format in which they are 
retained contribute to or diminish their legal value? Would any methods of managing such records 
during their active and archival life threaten or enhance their legal status? These questions arise 
because even though electronic records are generated by operational organizational information 
systems and are used in the conduct of organizational business like hard copy records, they are 
perceived to be less real and more ephemeral than hard copy, and very little statutory or case law 
exists anywhere in the world that clearly defines their status (United States, National Science 
Foundation, 1987). 

However, despite the lack of precedent for the introduction of electronic records as legal 
evidence (except for analog audio-visual recordings), there are prima facie reasons to accept such 
records under the same terms as evidence in other formats, subject to authentication (Allen, 1988). 
The problem presented by the caveat "subject to authentication" is familiar to those involved in the 
admissability of microforms, where admissability has come to depend upon the record being 
generated in the normal course of business. For example, the United Nations has accept~d 
microform as evidence in the case of the Palestine Land Registers (made by the United Kingdom 
in 1948) and the closed portions of the United Nations War Crimes Commission Files. The basis 
for such rulings, which is likely to find expression with respect to electronic records as well, is that 
if the normal procedures are followed, the likelihood of planting disinformation on an on-going basis 
for some yet-to-be-discerned future purpose is low. 

Because there is no "original" record in electronic information systems (it is impossible to 
distinguish physically between a "real" record and a modified electronic copy), policy will have to 
dictate the design of systems for electronic records that can be shown to be secure from tampering 
and maintain audit trails for authentication, rather than relying upon physical inspection of outputs. 
The legality of electronic records will depend on evidence to show that creating records 
electronically was normal operating procedure and that appropriate care was exercised during the 
life of the record to ensure continuity and inviolability of the records system. 

3. Control and use of electronic records 

-~) Controlling costs 

ISSUE: Does policy address how the organization will avoid unnecessary costs and identify 
essential expenditures in the management of electronic records? 

The unit costs of preserving electronic information are only somewhat higher than those for 
preserving information on paper, but the costs of identifying, and subsequently culling appropriate 
records and the expenses involved in preserving their functional characteristics and thereby their 
evidential value are substantially greater. The potential costs of bad planning and failure to control 
electronic records throughout their systemic life cycle are very much higher than those involved in 
temporary loss of control over paper records .. Management inattention in the sphere of electronic 

.. records will prove extremely costly and is liable to result in complete loss of significant 
documentation. On the other hand, careful technology forecasts and adherence to standards can 
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be combined with internal vigilance and good systems-design procedures to limit costs and direct 
expenditures into areas that will generate the best possible return. 

(b) Assigning responsibility 

ISSUE: Does policy identify the organizational units which should be involved in the 
management of electronic records, and their specific responsibilities? 

Electronic information has largely escaped records management control despite the fact that it can, 
in principle, be documented. The proximate cause is the absence of organizational policy directed 
at capturing electronic records, but this is only a reflection of more complex physiological, 
organizational and sociological barriers. 

Electronic information has no meaning to the human senses until it is transformed by a 
technological intermediary into a modality which is humanly perceivable (see Annex II). Whether 
electronic information exists in digital encoding or as analog signal, it must be translated to be 
readable/viewable, hearable or touchable. Because it exists without anyone knowing it directly or 
being able to extract its meaning without an intermediary device,· the designers of an electronic 
information system inevitably determine the kinds of records it creates. Also, because electronic 
records are at some point managed by an electronic information system, and because they are 
inseparable from that system except by means of facilities integral to the system itself, records 
managers must be involved in the design of those systems to ensure that the records passing 
through them serve organizational needs of accountability. Records managers .and archivists must 
therefore develop close working relationships with, and play part of the role of, systems designers. 

In the past, electronic records have been transmitted through systems which generated hard 
copy products. Because records were by-products of a communications process, the transmission 
system of the information was of no interest to records managers and archivists because its only 
function was to accurately represent its contents at a distance. This was reasonable because even 
though they held information in electronic form for a time in buffers prior to batch dispatch or after 
receipt, transmission systems did not process it. Now, however, many of these same systems are 
capable of altering and analysing information; digital copying machines do not necessarily produce 
"replicas"; facsimile transmitters may enhance the images they scan; computers may "read" 
incoming telecommunications to forward or even answer them, and database management systems 
automatically index, update, backup and even delete records based on the contents of the record 
or the total state of the database (Poole, 1983). These trends towards ever more intelligent 
transmission networks are accelerating. As a result, records managers and archivists need to 
cultivate close relations with telecommunications systems managers. 

In electronic information systems, where records are "views" of a larger data pool, defined by 
permissions granted by the system, and where functions of the system are likewise restricted to 
those with permission, defining a record system has direct programmatic consequences. The 
involvement of archivists and records managers in design decisions concerning the structure and 
content of electronic information within an organization, including responsibility for the means of 
accessing information in such systems and for the format and medium of information storage, 
presents an organizational challenge. Programme staff must understand that records managers 
and archivists can exercise this responsibility without being involved in definition of the vaiues of 
data in the system or in the processing functions the system provides to users other than the 
records management staff, but records managers and archivists must be involved with programme 
managers in their roles as records system designers. Information resources managers and data 
processing and telecommunications systems staffs must not feel that archivists and records 
managers are challenging their authority over the operation of the system or its integration with 
other electronic systems. All other participants in the design process must feel that records 
managers and archivists are bringing useful skills and institutional policy objectives to the table. 
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Consequently, managers must clearly define the roles of each group and establish the areas of 
shared responsibilities. 

(c) Storing 

ISSUE: Does policy state who should have physical custody of archival electronic records? 

Records managers have traditionally transferred records to archives long after the records 
become inactive. Unlike hard copy records, which are essentially unaffected by sitting dormant as 
long as they are stored under constant environmental conditions that are reasonably easy to 
achieve, electronic records require much more attention for three reasons: the media on which 
they are stored is less stable; the format of the medium is subject to rapid obsolescence; and the 
information itself is under control of software that is usually short-lived and often owned by an 
organization other than the licensee. 

Records centres and archives were established for the physical control of hard copy records 
because it is more cost-effective to store such materials centrally and in low-cost facilities than to 
have them in office environments. Additionally, efficient retrieval argues against decentralization. 
Similar cost/benefit analysis for electronic records and archives suggests that they should remain 
in, or be transferred to, the physical custody of information systems departments which already 
maintain the equipment required for their continuing management and which must in any case 
migrate active records systems across new technologies and configurations. If these implications 
are accepted, the responsibilities of records managers and archivists will shift from physical 
custody to administrative and intellectual control. 

Because this represents a fundamental redefinition of the operational role of records managers 
and archivists, it is worth examining why one is forced to make this fundamental tactical choice 
of not physically transferring archival electronic records from the offices that maintain the active 
systems to an archive. First of all, one confronts the fact that if such records were physically 
transferred, they would need to be copied on an on-going basis out of record systems appraised 
for archival retention or acquired when those systems became obsolete. In the former case, 
accessioning scheduled records as they are created has significant implications for the role of 
archives and records centres as off-line storage to active systems, because, unless means are 
found to keep software-independent data which retains the necessary evidential values (and at 
present such means are lacking) (Brown and Reader, 1987), the archives centre would have to 
possess the capability of migrating data and systems to subsequent generations of software. In 
the latter case, the archives centre would need to be in a position to provide functional capabilities 
equivalent to those of the active records system and import data from those obsolete systems to 
such an environment. In either case, such complete systems redundancy would be an unjustifiably 
costly proposition. 

. 
As a result, policy needs to consider decentralized electronic records storage, with responsibility 

for regular migration of systems being assigned to the department that maintains the active 
-~nformation systems. The burden of continuously migrating archival information systems will then 
become part of the general requirement of upgrading active information systems, which is a 
necessary business expense for which the expertise and technologies will be provided. The 
archives will not run the risk of having records "left behind" by several generations of technology 
changes. 

(d) Integrating access 

ISSUE: Does policy require actions to prevent the format of records from being a serious 
barrier to access? 

Organizational operational requirements demand that electronic and hard copy records must be 
integrated, physically or intellectually. While it is possible to transform paper records into electronic 
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information by scanning (and may be possible to transform some paper records into full-text 
searchable electronic information by subsequent Optical Character Recognition (OCR)) and while 
it is possible to transform electronic information to hard copy (paper or microform), neither practice 
can be recommended without reservation at this time, for both economic and technological 
reasons. Conversion of all paper records to digital coded form is not cost-effective at prices which 
in the United States today are over $1 per page, and conversion to digital bit-maps forces one to 
decide on acceptable resolutions at a time when image-quality compromises are still economically 
and technologically necessary. Moreover, most electronic data are much more usable as electronic 
information than they would be on paper, so conversion from electronic to paper formats is also 
generally inadvisable. Too little research has been conducted into data-strips and other such 
compact methods of paper storage of electronic data which permit rapid recovery of electronic 
files, but it seems likely that the specialized nature of readers for the bulk reading of such media 
would render them less than competitive. 

Two interim solutions seem viable: (1 ). Paper records can be bit-mapped when called for, and be 
transmitted to users in this forrn with the electronic copy either being discarded or held for future 
reference. This method adds no effort to the reference process, delivers the user an electronic (but 
not text-searchable) copy, and can select for storage only the 5 per cent or so of documents that 
are likely to be re-used. (2) Electronic records can be output to Computer-Output-Microfilm (COM) 
and then input back into electronic systems by Computer-Input-Microfilm (CIM), which includes 
Optical Character Recognition (OCR) when needed and when electronic manipulation of ASCII is 
valuable (Jones, 1988). The electronic file can then be discarded. 

In any event, as long as there are mixed systems of paper and electronic records, records 
managers and archivists, together with information managers and programme officers, need to find 
means of integrating hard copy and electronic records from different systems within the same 
organization. As long as physical integration is inadvisable, intellectual approaches must be 
developed which can make the linkage. This has implications both for the control of electronic 
information and for the description and control of conventional records. Attributes of hard copy 
that are difficult and expensive to capture in manual systems, such as item-level data about date, 
place of origin, author, and natural language content indexing, are trivial problems for electronic 
records archives. Attributes of hard copy that are easier to capture, such as provenance, 
organization and arrangement, and record-type or form-of-material, are often difficult to document, 
or even meaningless in electronic information systems. Policy must guide managers to use the 
needs of future users as criteria in providing integrated intellectual access to mixed systems as long 
as integrated physical and intellectual access is impractical. 

(e) Documenting 

ISSUE: Does policy prescribe intellectual control and documentation standards for electronic 
records? 

Consistent methods of describing records from their creation to their destruction will save energy 
and improve access, but because records are under the control of different offices and professions 
during their lifetime, policy must dictate what standards should be followed. The methods 
traditionally employed by archivists and records managers to describe records systems do not 
differ greatly in intent from those used by data administrators and data processing configuration 
management, but they produce a result that is considerably less usable than that of a· fully 
implemented information resources directory system. Approaches to filing in programme offices 
meet some, but not all, of the requirements for future access by others. Policy should take into 
account national and international standards for the collection level description of archival materials 
that have been developed in recent few years, and consider the organizational requirements for 
data element and report level information. At the same time, policy must encourage records 
managers and archivists to explore the possibilities of employing automatic document marking 
based on the figural aspects of documents, self-documenting systems, artificial intelligence, and 
other means of substituting machine documentation for human description. 
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(f) Providing for use 

ISSUE: Does policy dictate how the organization and others entitled to access will be 
enabled to use electronic records? 

Archives have been accessible only to those authorized and willing to go to them, and prepared 
to search them by methods that emphasized recall over precision, requiring users to read through 
volumes to obtain information pertinent to a query. Electronic records can be sent to users, 
selected with considerable precision, and can conveniently be made available in part to users who 
lack authority to see the whole. Archival electronic record systems can be made to maintain 
interest profiles and alert users to the acquisition of new electronic records of potential interest. 
Knowledge of electronic records can be integrated into active work environments so as to retrieve 
relevant archival documents automatically. Electronic records from the archives of organizations 
of the United Nations system can, to a certain extent, be automatically translated into other 
languages, be spoken or reproduced in braille by machines for the blind, or be combined so that 
appropriate texts, sounds and images are delivered in response to queries from programme officers 
or school children, whether in the next office or a remote area of the world. One of the most 
significant policy challenges of electronic records will not be to plan for their acquisition and 
maintenance, but to adjust to the potential of their use. If electronic records are to be preserved 
(and that preservation demands their early identification, appraisal and transfer), then archives and 
records must be integrated into the active, operational information system. 

Electronic records are most useful in electronic form and in the software environment in which 
they were created. Many questions cannot be answered unless both these requirements are met. 
Therefore, archives should provide users with access to records systems, not simply deliver 
records. If the records systems have been lost or discarded and the data is in software
independent format, it will be most useful to provide the data in a medium and format in which the 
user can manipulate it on a local system. These and other issues about the nature of reference 
services in electronic archives must be addressed as policy issues (Brown, T.E., 1988). 

(g) Assuring security 

ISSUE: Does policy ensure the security of electronic information and preserve the rights of 
individuals and the confidentiality required of the organization? 

The security of electronic information systems is a serious concern to management for a number 
of reasons that are not applicable to paper records. As in the case of paper records, information 
of a confidential nature must be secured against unauthorized viewing, but in electronic systems 
the opportunities to alter data without leaving a trail and to make massive deletions of information 
with little effort, guarantee a higher profile for security concerns. In addition to concerns connected 
with the opportunity for mischief and criminality, management must bear in mind possible dangers. 
in the normal operating environment, in which data can be lost through accident, non-specific acts 
of sabotage such as computer viruses, and natural phenomena. In addition, the very nature of 
integrated information systems raises issues of permission management which only infrequently 
accompany paper records normally stored in distinct areas for different purposes. 

4. Disposition 

(a) Preserving media 

ISSUE: Does policy establish standards for the care and storage of electronic records and 
address the basis upon which storage media decisions are to be made? 

When electronic information systems were only data transmission facilities, such as the telegraph, 
that did not alter or process the information they transmitted, records managers and archivists 
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treated their hard copy output (if any) as records. Responsibility for turning such records over to 
archives could be successfully assigned to those who created them. In theory, all text and data 
in electronic form could be printed out and scheduled in its printed form. In practice, all the 
reasons why electronic data processing systems have come to replace paper-based systems 
prevent the simple printing out of their contents: the volume of paper would be preposterous, the 
information would not be organized in all the ways that users wished to access it, the processes 
executed by the system would each have to be captured as well, etc. Yet the information is at 
great risk in electronic form, because of the fragility of the medium on which it is recorded, the 
rapid obsolescence of the technologies it depends upon to be read, and the connection between 
the information content and the way the system in which it was implemented delivered that content. 

Data archivists have developed standards of storage and procedures for "exercising" magnetic 
tapes to ensure that electronic records will be readable if stored without activity for a considerable 
time. Standards for handling other media are being developed by testing and standards bureaus. 
Data archivists, along with information.systems administrators, are paying careful attention to the 
migration of media in order to ensure that information being kept in an organization can be read 
by devices maintained by its data processing facility. In this connection, it should be noted that 
traditional archivists often retain electronic media such as sound-recording cylinders or reel-to-reel 
magnetic sound recordings for which they do not have "reading" facilities, and such practices 
should be reconsidered. 

Probably the most pressing issue involving transfer from active records systems is not 
addressed by media preservation standards or media migration procedures, because it has no 
analogy in conventional records. Electronic records must be retired from active systems by the 
system itself, under software control. They can only be communicated elsewhere through the 
telecommunications facilities (software and hardware) of the system in which they are operating. 
The hardware environment in which they run will determine the media upon which they can be 
recorded. The hardware and software environment of the archival facility will determine what data 
layout formats can be supported. 

(b) Preserving functionality 

ISSUE: Does policy define to what extent original functionality is to be replicated or 
documented when migration of data and systems is necessary to ensure continuing access? 

Regardless of who houses electronic archives, the burden of justifying a budget for archival 
retention of electronic records will fall on archivists and records managers. These expenditures, 
already considerable, are likely to increase despite the rapid decline in the cost of information 
system hardware. The source of these expenditures will be the need to continuously migrate 
records across media and records systems to ensure that they can be used in a constantly 
changing technological environment. Because archives cannot afford to become museums of 
obsolescent hardware and software, they will need to move the data to newer devices, and 
because the evidential value of information resides in the way it was used in the organization, not 
in its information content alone, archivists will be forced to recreate software capabilities as well. 
When archivists can rely upon standard media, standard operating systems, standard methods of 
recording data in storage devices, and standards at every other level of the Open System 
Interconnection Reference Model, migration-related expenses will be substantially less. At p·resent 
they cannot, and the continuing migration of records and systems will be expensive. Archival 
management of electronic records promises to be a growing programmatic investment even if the 
costs of all other aspects of information management continue to decline. This compels records 
managers and archivists to make the case for an institutional requirement for electronic records 
management or face a diminishing capability to cope with a growing challenge. 

•' 
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D. IMPLEMENTATION OPTIONS 

This section addresses concrete issues that organizations will confront in formulating electronic 
records policies. Although various options are usually presented in each case, one is 
recommended as the preferred approach, l!nless the organization's mission, structure, or history 
argues against it. As archives must ·be considered • a major long-term investment, usually the 
proposed approach has potential cost benefits over the long term. If this has not been evident in 
the world of paper records, it will soon become clear that good management, strong cost-benefit 
justifications, and sound fiscal strategies are essential to implementing electronic records policies. 
This study assumes, without further demonstration, that the absolute cost of adequate records 
retention will increase dramatically in electronic environments, and that management must ensure 
that this result is linked to its carefully considered policy decisions and not to bad records 
management practices. 

1. Creation and identification 

(a) Defining electronic records (see Annex II) 

Records managers and archivists must help to shape their organization's policy concerning the 
definition of electronic records. The definition will need to be as concrete and easy to implement 
as possible. The major archival and records management concern is that it should encompass 
everything that might be considered for longer- term retention. since non-record materials may, by 
definition, be destroyed without consideration of their potential value. The major concern of staff 
will be that the criteria should be so defined as to be easily applicable. The major concern of users 
will be ongoing retrievability and preservation of information context. 

(i) Procedural recommendation 

The process of developing electronic records management policies should begin with the 
definition of an electronic record. The definition adopted should be clear-cut, enabling both people 
and machines to easily distinguish between records and non-records. The definition should 
incorporate a management decision about the inclusion or exclusion of information generated 
outside the organization, information generated by employees playing roles not assigned to them 
by the organization, and information created by individuals for their own use only. 

(ii) Proposed approach: Define a record-transaction 

Adopt a definition of electronic records built around the concept of a record-transaction so that 
any communicated information in electronic form qualifies as a record and is subject to further. 
control. This approach has the advantage of being easy to implement and easy for people in the 
organization to understand. It does not rely on item-level judgments that could be subjective and 
ief iosyncratic. It enables records management and archives to invoke a criterion at the beginning 
of the life cycle, thereby ensuring retention of all potentially valuable records. 

(iii) Option: Adopt a holistic definition 

Capture all information, and then provide a records schedule to cover disposition of each specific 
type of record. General records schedules can cover the disposition of entire classes of records. 
This approach is taken by many United Nations organizations and has been used specifically for 
electronic records for example by the United States National Archives and Records Administration 
in its General Records Schedules 20 and 23 (United States National Archives, 1988). One 

.. disadvantage of this option Is that every new category of record created must be reviewed by 
records managers:and archivists before decisions can be made about its proper disposition, yet 
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we know that electronic records will not await such a review and are likely to be lost before it can 
be conducted. Another serious disadvantage is that the holistic approach accustoms staff to 
ignoring the definition of electronic records and thus to relieve them of an essential responsibility. 

(iv) Option: Adopt a content-based definition 

Have records creators characterize the information which they create or transmit, on the basis 
of their understanding of its value. This is essentially the approach taken, for example by the 
National Archives of Canada and the Canadian Treasury Board in the design of office systems 
(Canada, Treasury Board, 1988; McDonald, 1985). The disadvantages of this approach are that 
those concerned often only understand the significance of records from their own perspective: if 
the record is of no operational value to them, they tend to see it as having no value to the 
organization. Besides, information viewed by them is not seen by them as being a record unless 
they copy it, and information copied into other documents and modified will lose its relationship to 
the source. 

(b) Identifying electronic records systems 

The first step in gaining management control over records is their identification. The identification 
of records for records management control takes place at a collective, or aggregate level. In the 
paper world, the records manager identifies files. Similarly, the premise of identification of electronic 
information is that systems of records, not individual records, are the target of identification and of 
all subsequent records management activities. One difference between the world of paper and that 
of electronic records, however, is that the file, or records series, in which each record is of a 
common type and all are organized according to one arrangement, however complex, corresponds 
only to the simplest of electronic records systems. The virtue of the electronic environment is that 
many different "files• can be created (although they may not physically be generated) from the 
same database, and that databases consist of a number of files, each with its own potential 
organizational schemes and relations to other files. 

In paper-records systems, records managers identify records at the level of files because files are 
usually equivalent to the records systems. The exceptions - when paper files are not complete 
records systems - are useful to illustrate the point that actually records managers and archivists 
have in the past also taken the records system as their focus. For instance, in records systems 
consisting of two files, one of which (a finding aid) serves as an index to the other, the two files 
together are a records system, and records managers have recognized this in their appraisal 
determinations by retaining one of these files only when the other has been retained. That they did 
not appear to recognize it in the process of identifying records is a reflection of the Importance of 
arrangement (internal order and sequence) in the concept of a records series. In the case of 
electronic records systems, where storage is in fact random and the ordering of records is a facility 
of presentation software, arrangement is not a primary feature. Nor are such distinctions as input 
forms and output reports kept physically by the system as they would be in a paper-records 
environment. Therefore, "files" are recognized as "views• of a system, provided to given users by 
their permission sets, and records managers and archivists must identify records at the level of 
systems because it is not practicable to manage each separate file except as a part of an 9verall 
system. 

As one identifies records systems, one finds oneself compelled to describe more the functions 
of the system and the roles It plays in the activities of the office that maintains it, than the physical 
thing. This is in part because the physical thing is less stable than paper files; with only trivial 
changes new outputs, and hence new physical files, can be generated. It is also in part because 
the physical thing is not what anyone using the system necessarily "sees"; each office function Is 
restricted in its view to the information it needs. But fundamentally it is because the database is, 
in its very concept and purpose, a shared information resource; the information it contains arises 
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from numerous other offices and even outside sources, and is not physically affected, or marked, 
by any given "use" of it. 

One of the fundamental tactics of archival description has been that identification of the 
provenance of a records system, by the name of the organization or organizational unit responsible 
for its creation, was a proxy for a description of its function and, hence, its contents. Because 
organizational units have been relied upon to identify records relating to their activity, the shared 
database and applications systems with infrastructural characteristics, such as are increasingly 
delivered as part of the "front end" by communications systems managers, create substantial 
documentation problems. 

(i) Procedural Recommendation: 

Policy must guide staff to the criteria which will be employed to identify electronic record 
systems. Identification of systems and assignment of responsibility for management of information 
in them should be documented so that each application within the organization for which there is 
distinctive information (each different view) is distinguished. 

(ii) Proposed approach: Maintain metadata to Identify systems both ways 

The principal information source constructed by records managers and archivists, and employed 
as an access system by users of inactive records, is what the data- processing community calls a 
"metadatabase". Metadata is, simply, data about data, in this case, information about information 
systems. It almost always comes as a surprise to data processing staff to learn that archivists and 
records managers have known about, and been using, metadata systems for over a century. On 
the other hand, data processing managers, and the specialists they employ in metadata systems, 
called data administrators, have learned a great deal about how to construct metadatabases and 
use them in information-systems planning and data control, that would be valuable to records 
managers and archivists. In particular, they have constructed specialized information systems 
variously called data dictionaries, data directories, or information resource directories, to maintain 
both views of the information system. Information Resource Directory Systems, to use the term 
that is becoming standard to document information systems, include the data they hold, the views 
and reports they provide, the functions they perform and the users they serve. Records managers 
and archivists need to go a step further than most data processing staff because of their interest 
in documenting - from the perspective of the users - applications built on commercially available 
packages and generalized in-house systems. In working with users to define the ways in which 
they use such software, records managers and archivists can enhance the value of the 
metadatabase to the data processing department and the organization. 

As an approach to identifying records systems and records, Information Resource Directory . 
Systems (IRDS) have the advantage of completeness, but they require the full co-operation of 
systems staff and users from the earliest phases of design until the retirement of the system. The 
pceferred implementation approach to systems identification and documentation is to adopt 
emerging IRDS standards and use them to consolidate application-level data dictionaries and data 
directories in a unified database. This approach has recently been proposed to the National 
Archives of Canada in a report that excellently states the purposes and assesses the risks 
(Protocols Standards and Communications Inc., 1989). 

(iii) Option: Identify systems with organizational units 

One could continue to identify records with offices, treating the view of a database provided to 
one office or individual as a virtual database and the options available in applications systems 
owned by that office as virtual functions. This would, of course, identify numerous "record systems" 

•• resulting from one cphysical implementation and one would have to somehow relate all these 
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different systems and deal with the exceptional redundancy one created. However, it would also 
identify records systems as they were used in the context of their use and permit one to consider 
retaining records as they appeared to users. 

(iv) Option: Identify systems as implementations 

One could document the system from the perspective of its implementation, retaining 
documentation about such aspects of site-specific customization as permission sets and unique 
front-ends. Thus, the personnel and payroll system would be identified as a single system, 
although it is in practice used by numerous offices as if it were a variety of distinct systems. The 
informants in this scenario would be the information system management functions rather than the 
end users, and we would lose documentation of how the system fits into the functions and activities 
of the office. 

(c) Identifying electronic records 
.· 

When used in the context of electronic records, "identification" has a second meaning, namely 
to define what types of records can be created. One traditional role of records management has 
been to assist offices to design records systems and, in forms management, the records 
themselves. Unfortunately, this function has often been slighted by records managers themselves 
and undervalued by client offices. One consequence is that records managers are not consulted 
when the question of converting from manual to automated, or from paper to electronic, records 
systems is broached. Yet, records managers have an important role to play in transferring from 
paper systems to electronic information systems. Electronic systems will create only those records 
that their software facilities make it possible to create. By taking a pro-active stance in systems 
requirements definition and design, records managers can identify types of records that may be 
created, should be created, and must be created and insist upon system features to meet records 
management requirements. 

(i) Procedural recommendation: 

Records managers and archivists should be included with programme office staff in the design 
of all electronic information systems. They should have the same responsibilities within a formal 
systems development methodology for review of the system as those accorded to other 
stakeholders or recognized users. They should exercise those responsibilities to define the types 
of records created. 

(ii) Proposed approach: Develop facilities for applications to implement records policies 

Staff will use applications that are designed for a special purpose if they work better for that 
purpose than generally available facilities do. Moreover, in a general facility such as electronic mail, 
no distinction will be made between organization-level policy directives and personal messages 
unless these applications are distinguished. Archivists and records managers can play the role of 
defining user interfaces to applications and suggesting functionality that makes use of the interfaces 
in the record creation process attractive. For example, if the "directive writing" application 
automatically mails to those who need to receive it, and has a filing and indexing function that 
helps recipients locate directives on matters of interest to them, or the "personal notes" application 
has security, automatic erasure after viewing unless the user saves it, and easy access to restaurant 
telephone numbers, calendar swapping, etc., then staff will tend to use these "applications" of 
electronic mail and the identification of records requiring retention will be simplified. 

(d) Control of electronic information creation 

Control over electronic records cannot begin until records managers and archivists identify the 
potential sources of electronic records in their organizations and document their findings in a 

38 

.. 



manner that will facilitate subsequent control. Electronic information systems can generate records 
from the moment of implementation, and will store or destroy them according to the instructions 
established as maintenance procedures. The consequence is that if archival and records 
management concerns are not registered in the design and implementation of systems, the 
organization will not have control over records generated in those systems. 

(i) Procedural recommendation: 

Policy should be implemented so that records management requirements of electronic 
information systems are identified and documented during the design process. Such concerns 
include security and confidentiality of information, legality of records, and costs of life-cycle 
management. While ultimate responsibility for records retention should be clearly assigned to line 
managers, records managers must provide expertise and implemented tools to programme offices. 

(ii) Proposed approach: Incorporate records management into the system sign-off process 

Because identification of a system in the electronic environment requires documentation of the 
data and functions of the system, and because identification of records demands a role for 
archivists and records managers in shaping the kinds of "records" the system will create and the 
ways in which those records will be identified to the system, records managers and archivists must 
be involved before the system is implemented. Only before the system is implemented can they 
shape the application functionality, documenting what records the system creates and specifying 
how each should be captured and how long each should be retained. Responsibility for adherence 
to policy can then reside with the programme-office line manager, including responsibility for 
assuring appropriate protection of security and confidentiality. 

(iii) Option: Establish policies, and await notification or receipt of records 

This traditional approach is ruled out by logic and by every study of the challenges that electronic 
information poses to archives and records management. The cost of electronic records storage 
is still such that inactive records are usually removed from systems on an on-going basis. In 
addition, in the absence of tools with which to retire records conveniently, it may not be possible 
either to identify records with different retention periods or to select such records for disposition. 

(iv) Option: Take physical surveys, using electronic monitoring means 

The physical survey is the most effective way of identifying paper records, and it could be 
transferred to the electronic environment, using the tools of that environment to monitor information • 
systems for the creation and use of types of records previously undocumented. Some have 
suggested that because of the ease of searching electronic databases, records surveys would be 
a-pragmatic approach to electronic records identification. Mechanisms for actually conducting such 
surveys on a continuous basis are, however, difficult to imagine, certainly without unacceptable 
intrusions. Also, because the approach we want to take must identify records as application 
views rather than stored data objects, the users' functional view of available information systems 
and services is more useful than the physical. Lastly, when records surveys place the responsibility 
for identifying records, and for retiring them, with records management officers, the accountability 
of programme office line managers for records is diluted. 

(e) Information flows in identification of records 

When paper records are transmitted from place to place, the paper itself moves. When electronic 
.. records are transmitted, copies of these records are made and forwarded, and made again and 

forwarded further, from one device to another, and one relay switch to another, throughout the 
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system. To complicate matters further, we can use the record at the end of the line without - in the 
case of a system designed with data processing requirements in mind - leaving evidence that one 
received it and without copying it to a data storage device at the receiving end. This design 
limitation of systems exists because from a data processing manager's perspective, it is an 
unnecessary burden upon the system to maintain an audit trail of what is viewed but not altered by 
a user. 

Thus, records managers and archivists are faced with two challenges: first, to distinguish between 
electronic copies made as the end product of a communications process, and those made as 
by-products of communications, and, secondly, to be in a position to capture virtual records, 
created and used electronically, but never "registered". These two problems can only be solved if 
records managers understand them fully and are involved in the design of the systems. Even then 
the options are limited and unappealing. 

(i) Procedural recommendation 

Policy must dictate where and when in the information flows, ·within and between application 
systems, records are defined and how and at what level decisions to save transactions are made. 

(ii) Proposed approach: Save application system-defined transactions 

Each application system could have its own, necessarily subtle, record-saving rules, which 
would need to employ logic, and perhaps rule-based reasoning, grounded in recognizing patterns 
of what users are doing from the perspective of user-recognized activities. One must begin with 
information flows within a business process in considering what to save, and on the basis of the 
findings, identify types of application system transactions likely to be of significance. The records
retention regulations for electronic records should read as a series of transaction processing rules 
built into the applications systems and not into the operating or telecommunications systems. 
Unfortunately there do not yet exist the rules that would be useful, and generalizable, and that 
could be applied to systems design at a higher level in order to generate the kinds of trails and 
trackings required. 

(iii) Option: Save terminal-defined transactions 

One could make and save electronic copies of all records delivered to work stations together with 
information concerning the user of the work station, the time, etc .. In extremis, this produces the 
preposterous result of keeping every keystroke when the user of a dumb terminal is doing word 
processing, but even in less extreme instances, it creates the untenable result of keeping dozens 
and even hundreds of interim results for every (indistinguishable) final result. 

(iv) Option: Save user-defined transactions 

One could provide simple means for the users to indicate whether information they are using 
electronically is a record, perhaps as a menu option that has to be exercised whenever anything 
that has been printed to a screen or printer is being deleted from RAM. This approach has the 
obvious philosophical/political disadvantage of placing the end user in control of the decision of 
what constitutes a record, but it has more serious technical drawbacks as well. Apart from the 
annoyance to the user (which would be considerable), it would result in a vast volume of 
redundancy and, equally, unknowable lacunae in documentation, depending on how individual 
users decide to apply the criteria. 
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(f) Problems of mixed systems 

Records managers and archivists will discover that most systems created until now are mixed 
systems, consisting of electronic databases supplemented by manual files, or of paper-based 
systems partially or fully converted to electronic systems, so that the two together comprise a 
continuous series (Bender, 1987). It should be evident that this creates operational problems that 
will become apparent in planning systems migrations and systems phase-ins. It may be less 
evident that archival requirements for continuing access may place pressure on organizations to 
convert systems and data rather than continuing to employ the most common tactic used in 
systems upgrades, which is to leave the existing data and systems behind in a "cut-over'', until the 
information in it is largely inactive, and then eliminate the vestigial capability. 

(i) Procedural recommendation 

Policy should provide criteria for assessing the need for physical integration of mixed systems, 
whether electronically or in paper formats. Archivists and records managers should develop 
guidelines for evaluating specific technologies and approaches to determine whether it would be 
beneficial to create, capture, store, transmit and/or use records in electronic form. In so doing they 
will need to be alert to both the opportunities and potential pitfalls of changing technological 
capabilities, and to separately estimate the costs and benefits of integration of data for each stage 
in the life cycle. Each can be justified under some circumstances and no one step ever justifies 
another alone. In all cases, the ultimate arbiter should be the purpose of the immediate user. 
Intellectual integration is, in any event, essential. 

(ii) Proposed approach: Determine medium by ultimate use 

One can approach all record systems from the point of view that the only arbiter of the form in 
which records should be created and retained is user requirements. Creating information 
electronically does not require one to store the record past its active life in electronic form. The 
decision to store electronically can only be based on the nature of the subsequent uses of that 
record. For example, a final report of a panel, or technical working group or policy-making body 
is unlikely, a year or so after it is issued to be re-used electronically. It is not at all evident that the 
best way to store it is in ASCII code just because it was made that way. Similarly, while it is true 
that any kind of information can be transmitted digitally, and this means of transmission is gaining 
favour, the need to transmit a record does not itself imply anything about how it should be created 
or stored. Storage of images in microform with on-demand digitization is both feasible and 
economical; depending on the amount of use, the volume of data and the speed of access 
required, it may be more practical to put electronic data out as Computer Output Microform (COM) 
and read it as CIM (Computer Input Microform) than to store digitally on optical disk. The ultimate 
arbiter is use, because use can tell one whether a record is needed in electronic form (as it is not, 
for example, if what one is going to do with it is to read it, but might be if what one is going to do • 
with it is to compare it statistically to a collection of other records). But use does not by itself tell 
whether the record should be stored electronically, or transmitted electronically. 

To illustrate this complex point, which represents a perspective which archivists and records 
managers may find somewhat novel and disturbing, imagine a large collection of photographic 
images of the stars that one wants to use to establish that a man-made object was orbiting the 
earth. Such a collection, these days, would probably have been made by digital, rather than 
optical, devices and kept in digital form for a few days for whatever the primary purpose of the 
images was. But it was then recorded photographically, in eye-readable form. Now, if one wants 
to send it to a remote laboratory for analysis one could capture it as a raster scan and transmit it 
as a digital data stream to be used as bit maps (subtract one from the next and you have new 
objects appearing in the sky since the first image was taken), or one could pack the lot in an 
envelope-and send it by mail to be captured as.a bit map on the other end. In either case, neither 

.. storing the original data electronically' nor storing the bit-maps after one finds the answer to the 
question about the orbiter makes much sense if this kind of use of the information is rare. It is 
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easier and more efficient to capture what is wanted, when it is wanted, use it and throw the buffer 
out. 

(iii) Option: Convert paper to electronic format 

One can approach mixed systems assuming they can, or will, be retrofit. The technology permits 
consideration of turning paper-based systems into electronic information sources using digital 
imaging and/or CRT technologies. It also permits digitization for source document capture (as a 
new approach or replacement for microfilm source-<iocument capture systems) and for 
opportunistic document capture (such as retaining electronic versions of facsimile transmitted 
documents, even though the end user will refer to them as paper documents). Whether such 
digitization is rational depends both on assessment of the technology, (Jones, 1988) and on the 
needs of the ultimate users. 

(iv) Option: Replace paper systems with electronic systems 

One can approach mixed systems assuming that the paper-based components should be 
replaced. Implementing new systems that create records electronically can be justified when the 
use of electronic systems will make the construction of the record and its subsequent revision 
easier. Archivists and r.ecords managers may need to play a role in developing requirements for 
systems that the primary users do not even realize should be electronic when this is the case. It 
is, however, unlikely that archival requirements alone will often justify keying, bit mapping, or 
acquisition by Optical Character Recognition, or any other method of capturing information. 

g. External data 

Because they are inherently transmittable, electronic information systems have more porous 
boundaries than paper systems. Frequently, information will be acquired from the outside without 
its having been "sent" by an external organization. Because employees use electronic devices to 
create and transmit information, they will increasingly use them to access information sources 
outside the organization. Whether the organization makes this more convenient (through gateway 
development) or less convenient (by requiring users to employ commercial services), facilities exist 
today by which anyone with communications capabilities can access thousands of external 
information sources. This information will be used in organization decision-making processes and 
it may or may not be "downloaded" from the host system. Of course, in the paper-based world 
one also did not know when decision-makers resorted to the library, but there is a significant 
difference now that one can incorporate information from such outside sources directly into one's 
own electronic documents by pointers, without physically copying the information. 

Consider the advantage, where policy states that in contracting for supplies the organization will 
always send bidding documents to each vendor specified on a list made by the official supply 
organization (a list which includes all the places the bid notice should be published), if one could 
simply point to that type of record in the official supply organization database from the appropriate 
point within one's own bid document preparation system, rather than either (1) recopying the list 
regularly (it changes with every change in phone number and address as well as by additioris and 
deletions of firms), or (2) pointing staff first to the policy manual and then to the published lists. 

Such advantages are not being lost on systems designers, but there is also a problem created 
for records managers and archivists. No longer is there (1) a policy statement or (2) a document 
that is the list to which the particular bid was sent, or (3) a regularly superseded bidding list. 
Instead, there is policy embodied \n software code, a list (since changed) which determined where 
the bid was sent, and a change procedure which permits parts of the list to change almost 
continuously. 
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Information of continuing value to the organization may also be provided to external organizations 
by providing them with access to organization data. Thus, if a parent organization needs to know 
about employees, it may be granted access to the employee database with a specific view. If the 
government taxing authority needs to assure itself that an organization is operating in a non-profit 
manner, it may be given access to financial data. Records managers and archivists need to 
consider what documentation is required about what has been seen by staff looking out and others 
looking in. 

(i) Procedural recommendation 

Policy must provide guidance regarding the methods for capturing and appraising data from 
external sources. Such guidelines need to accommodate the capacity of external data to change 
independently. 

(ii) Proposed approach: Use design and audit to record external access 

Capture the potential of external access in design documentation; build facilities to copy 
important transactions simultaneously to archives. This approach combines keeping limited 
amounts of metadata with equally limited volumes of actual records created by external entities 
from internal data. The specific external entities and system functions to which such facilities would 
be attached would be based on applications level functions analysis. It has the interesting effect 
of placing a system capability constructed by records managers and archivists in a position to 
"create" a record, whether or not the user "created" it, and to send it to a separate store from that 
used by the active records system. It also could result in substantial costs. 

In theory, one could combine logical design with application-based marking, rather than copying 
of records used by evidentially important external functions, but in practice this approach could 
only be used with in-house systems. The records identified as archival would continue to exist 
within their host systems, but they would be delete-protected by the archival applications facility 
which would recognize their marking. However it is not clear how an external system could then 
reach into the remote archive holding host, although it is plausible that such arrangements could 
be supported within one institution. 

(iii) Option: Keep everything sent and received 

In traditional paper-based information systems, records managers treat everything sent and 
received from outside as a record. If one extends this directly to the electronic world, one captures 
a lot of what looks like browsing activity that might traditionally have taken place in a library, and' 
a lot of what looks like chatter that might have taken place over the phone, plus some calculations, 
exploratory hypotheses, etc., because "receiving" such information cannot be distinguished except 
E:1y its content from more traditional documents. 

(iv) Option: Capture the fact of external access in audit-trail documentation 

Every record could be "stamped" to show it had been accessed from outside; no similar stamping 
of outside data would be effected unless the data was brought into the agency's own information 
system. The advantage is that outgoing inquiries are not treated as records unless subsequently 
communicated to another person. Incoming inquiries are easily implemented but it is not clear 
whether the record "stamped" is what was seen (if so, how are those data retained?) or a logical 
record (if so, how does one know what the values were when they were seen?). 
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2. Appraisal 

(a) Continuing value and its implications 

Archives and records management are intended to perform a necessary management function 
by disposing of records at the earliest possible time after the need for them expires and by 
preserving records of continuing value. As such, the decisions made to keep or dispose of records 
are justified in seemingly straightforward cost/benefit terms. Some assumptions that are hidden 
in the management of paper-based systems are exposed, however, when one applies these 
measures to information in electronic formats. 

Records managers and archivists have fallen into the bad habit with paper-based systems of 
either scheduling records for destruction after a fixed number of years or assigning them the status 
of "permanent". These permanent records are transferred to archives, where they presumably are 
intended to remain "permanently". It should be obvious that no matter how little it costs to keep 
records for a year, if one intends to keep them permanently (i.e. for.an infinite period of time), one 
is committing oneself to an infinite expenditure. Since no quantifiable benefits can justify an infinite 
expenditure, the concept of permanent retention must give way in face of risk management 
analysis. It is especially important to dispense with the concept of permanent retention when we 
are dealing with electronic records because the costs of keeping electronic records in electronic 
formats are quite substantial and subject to variables that make it impossible to predict, within even 
an order of magnitude, what costs will be more than a decade from now. However, a consequence 
of introducing the concept of "records of continuing value" is that one thereby commits oneself to 
undertaking the continuing review of the cost and benefit of the retention of records. Such reviews 
cannot literally be continuous, but neither can they be simply periodic, because with electronic 
records the cost element varies very substantially owing to technological changes external to the 
records and to requirements to migrate the records to new software systems. 

(i) Procedural recommendation 

Policy must dictate when to re-evaluate the retention of electronic records that are being kept for 
their "continuing value". The policy should provide guidelines for flexible timing of such reviews, 
tied to important stages in the life cycle of the records system, to best support the objectives of 
cost-benefit analysis. 

(ii) Proposed approach: Establish reviews dictated by migration requirements 

Technological change forces the regular move of electronic information from one medium and 
format to another, and to the implementation of new software facilities. In the past twenty years, 
major changes have taken place more than once a decade, and most data processing 
organizations face fairly substantial operating system changes or upgrades every several years. 
Experience shows that substantial costs are involved in the migration of data to new media and 
new software environments. These costs can easily exceed the costs of storage during periods 
between migrations. The time at which migration requirements become known also marks a time 
that good cost estimates for change and reasonable estimates of the length of the next period of 
stability can be made. Therefore, policies linking the reassessment of archival value to the timing 
of data migrations, will result in the most realistic cost/benefit analysis of the "continuing value" of 
records for an organization. 

(iii) Option: Mandate periodic reviews of records values ,. 

While this is administratively convenient, no fixed period recommends itself above another and 
there is a considerable risk that different records need different periods that cannot be known in 
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advance. More importantly, the costs of retaining electronic records are closely tied to the 
particular system in which they are implemented and the costs of moving them to a new system 
or maintaining them in a new system can only be estimated when the specifications for the new 
system are well known. 

(b) Timing of initial appraisal 

Appraisal policy will establish that all records must be appraised (or scheduled, which is in effect 
an appraisal determination that the records are non-archival and have a fixed useful life after which 
they should be discarded). For electronic records, it is crucial that the policy dictate when such 
an initial appraisal should take place, since it has already been established that a record is created 
by the act of a user in viewing a database (transmitting information to himself), and that this record, 
if not saved by the user to his own system, is liable to be discarded along with the logging off from 
the session (Naugler, 1984). 

(i) Procedural recommendation 

Appraisal policy should dictate the timing of appraisal decisions and implementation of the 
policy must take into account the system requirements of carrying out the segregation and 
disposition of records that have been variously appraised. 

(ii) Proposed approach: Before and at records creation 

Having established that policy needs to somehow address the appraisal of information viewed by 
users but not copied to their own systems, it is evident that appraisal will have to take place both 
before and when the record transaction takes place. A proper appraisal requires that the potential 
record appraisal decision should be defined during the design phase of a system and that the 
system should support its automatic execution, but that the actual decision concerning whether the 
information is a record transaction should be made when the record is created. 

This approach makes it possible to retain both the query or report statement itself and a single 
audit trail of database additions and deletions. Such a non-redundant audit trail makes it possible 
(at least theoretically) to reconstruct the database in real time by running the updates backwards 
until the proper database state is reached and re-executing the query just as the user could have 
done. Routine reports created by the system need not then be retained as data, but only need to 
be identified (along with their retention periods). 

(iii) Option: End of active life 

Appraisal could in principle take place, as with paper records, at the conclusion of the active life 
of the electronic records system and prior to their transfer to archives. Unfortunately, virtually no 
re"cords will survive that long, since users or systems management will have routinely erased most 
records before the system completes its life. 

(iv) Option: Before records creation 

Appraisal can take place at the systems design phase, when all types of reports and query 
options provided by the application are defined. The database to be retained would consist of data 
needed to satisfy any report or query defined as of continuing value, but not the actual queries. 
Unfortunately we would then not know what specific information was sought at any given time in 
the system life and what decisions it informed .. 
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(v) Option: At time of creation of records 

Appraisal can take place when records are created, by input or output. Assuming that what would 
be retained is the data that went into each retained report or query, the problems created by this 
approach are the enormous redundancy that results. In addition to the data itself being replicated 
in numerous different reports and queries, it will also result in the destruction of any information not 
incorporated into such reports unless the entire content of all input records is also retained. This 
approach does not answer the questions of what data to retain for aggregative, especially 
statistical, reports that summarize the entire database. 

(c) Authority 

Policy must dictate who exercises the authority for appraising records as having •continuing 
value". Although every organization has a different structure and various units are responsible at 
present for aspects of archives, records management and electronic information systems 
development and operation, the requirements of electronic records will demand that responsibility 
be assigned more explicitly to the users and creators of information. 

In the past, archivists and records managers have generally resisted tendencies to have records 
appraisal decisions made by users, in part because their decisions were felt to be more subjective. 
However, continuing review of archival records will expose the contextual subjectivity even of 
appraisal decisions made by archivists and records managers. Continuing review will reveal that 
values change and that arguments for "continuing value" emanate from various quarters, not just 
from records managers and archivists. 

Policy could take the position that retention is justified if: (1) a plausible benefit can be cited, (2) 
the rationale for continued retention is stated, along with identification of the person holding the 
belief, and (3) no overriding negative consequences of retention are identified. 

Alternatively, policy could establish a much stricter guideline that (1) requires a comprehensive 
rationale for continued retention, (2) takes into account the risk involved with destruction, and (3) 
identifies no negative consequences of retention, beyond the cost of storage. 

(i) Procedural recommendation 

Policy should assign responsibility for appraisal of records, requiring ongoing review of records 
for continuing value, and defining the justification required to retain records. Whatever assignment 
of responsibility is made, it is critical not to erode the accountability of the line manager for 
documentation of his actions. 

(ii) Proposed approach: Appraisal by all staff 

In traditional records systems one is rarely aware of information in departmental files other than 
one's own, but in an electronic system the sharing of information makes it possible, and the culture 
of electmnic information exchange makes it likely, that one would be aware of information in other 
records that might be of value. There is no reason why anyone in an organization ought not be 
invited to make a claim for retention of records and why legal counsel and others ought not be 
invited to find cause for their destruction. Such participation will also raise consciousness about 
the values of records and the legitimate need to reuse information within the organization. 
Archivists and records managers can then base their actions on the explicitly stated values of the 
records to creators, users, and th~, organization as a legal person. While archival agreement should 
be required to dispose of records, the archivist need not have a privileged position in 
determinations to keep electronic records. Costs of such retention should be borne by offices for 
which the information system hosting the records was constructed. • 

46 

.. 



(iii) Option: Appraisal by records managers and archivists 

Records managers and archivists can be assigned sole responsibility for making appraisal 
decisions. While in theory this responsibility is solely theirs in paper-based records systems, in fact 
the filing clerks make item-level decisions and the records managers and archivists enact file-level 
appraisals. In the electronic records system, the creator of a record (whether by input of new data 
or retrieval of existing data or some combination) determines its file location (if any) but it is not 
necessary for the archivist or records manager to use that file location to drive appraisal decisions. 

(iv) Option: Appraisal by act of records creators 

The records creator can be assigned effective or actual responsibility for determining disposition 
of records. The disadvantages of this approach are essentially that the perspectives of the records 
creators are limited and their uses for a document are usually concrete and time-bound while the 
organization may have numerous other reasons to retain the record for users that are less well 
defined and have a longer life. In electronic systems, however, where the records are created by 
an act of the records creator and may otherwise • never have a material manifestation, the 
temptation to accept this less than perfect solution is considerable. 

(d) Criteria for appraisal 

Rational policies will assume that electronic records are legal evidence if they have been 
managed with care against falsification. Even though there is little case law or legislation in this 
area, the fact that governments throughout the world are employing electronic information systems 
in areas, such as tax collection and election management, that are critical to their continued 
existence and legitimacy assures that courts will find properly managed electronic records legal 
evidence. 

A number of issues peculiar to electronic records must be addressed by policies, including the 
means of assuring adherence to privacy regulations and avoidance of national sovereignty 
concerns involving transborder dataflows (Bender, 1988). As with traditional paper records, when 
appraising electronic records one must ask: (i) does the law impose access requirements that 
dictate retention of this record system, (ii) does the law introduce access restrictions that are 
impediments to retention of this record system, and (iii) are there ways to maintain this records 
system which will better satisfy the legal restrictions and access requirements? For United Nations 
organizations, these legal issues may have their basis in treaties and host-country agreements, but 
they normally arise from internal rules and practices of the organization and would be enforced by 
other than national laws. 

Lastly, the criteria invoked in determinations to keep records of "continuing value" should reflecr 
an organization-wide documentation strategy. Rather than assessing the importance of each 
record or record system against so'me abstract principles, the appraisal can then examine the place 
that any given record or system occupies in the organization's overall documentation strategy (also 
sometimes called "collection policy''). The definition of such strategies and their maintenance must 
be dictated by policy and becomes one of the most critical roles of archivists. 

(i) Procedural recommendation 

Policy must define criteria for the appraisal of records, including establishing an organization-wide 
documentation strategy and assuring continuity of management and procedures in the 
administration of electronic records so as to protect their value as evidence. Policy should take 
into account the legality of electronic records, and confidentiality protection or sovereignty 

•• guarantees enacted by statute or dictated by other relevant legal requirements. Policy should 
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provide guidance regarding the need to preserve the functionality of systems in order to retain the 
evidential value of information. 

(ii) Proposed approach: Take lead in identifying issues 

Archivists and records managers should take a leading role in identifying the issues surrounding 
appraisal of electronic records and making line managers conversant with them. They should 
articulate criteria for appraisal in terms of each application and provide tools within applications for 
managers to implement appraisal criteria. While they should be able to conduct external audits of 
electronic records management appraisal decisions, they should devote much of their energies to 
supporting the needs of line managers for guidance. 

(e) Methodologies for document retention decisions 

Criteria for retention of electronic documents are at the same time simpler to articulate and more 
difficult to implement than criteria for retention of non-document electronic data. Since document 
retention decisions are not as likely to be based on application-system rules, simple to recognize 
characteristics of item records must be exploited. Traditionally the criteria have been based on 
office of origin and document-type, but the discussion to this point has already suggested that 
some other options may be necessary in electronic systems because of the intrinsic problems of 
identifying provenance and form-of-material for electronic records and the shifting nature of 
electronic forms-of-material. 

(i) Procedural recommendation 

Policy must dictate criteria upon which records retention determinations will be made that can 
be identified by systems and must require systems to be constructed and operated in such a way 
as to recognize document retention criteria. 

(ii) Proposed approach: Multivariate header-based record definition 

A combination of origin, process and content information can be carried in the information header 
of an electronic record. Indeed, in systems involving communication between different hardware 
and software facilities, such header information is almost essential. Document profiles, for the 
description of document-based data, are being proposed within the Office Document Architecture 
standards framework which, if appropriately elaborated, might become valuable for use in making 
record retention decisions. If the records management and archives community could determine 
what features of the source, process and information content would uniquely trigger particular 
retention practices, they could become involved in the definition of standards for headers and the 
systems would themselves stamp all records with information that could automatically be used by 
an archives or records management application to make retention determinations. Unfortunately, 
it does not appear that archivists and records managers are very close to being able to articulate 
the variables that affect a records appraisal. Others may be considerably closer 
and have a clearer idea of how to use record characteristics in the creation of packet headers (Levy 
et al., 1988). Most likely a multiplicity of criteria will need to be employed in making retention 
decisions until archivists and records managers can influence the construction of electronic 
communications packet headers to carry the kinds of information they require to make retention 
decisions. In addition, this approach is not very satisfactory for large categories of "non-document" . 
data (Bearman, 1988). 
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(iii) Option: Form and function 

In paper-based sy::.tems the normal definition of what will be retained is constructed around the 
office or function that created a record. Thus it will be decided to keep certain records of a specific 
office for a given length of time. When the records of an office are created within a shared 
information system and are not physically resident in that office, as is usually the case with 
electronic records, it is more difficult to implement this strategy. Indeed, when many offices 
contribute to a database, the concept of office of origin has little meaning. 

The slow emergence of recognizable forms-of-material in the electronic world has been noted 
elsewhere. Until the culture dictates more rigidly than at present what kinds of information are likely 
to be found in what forms-of-material, the use of form to assist in making retention decisions as is 
done in the paper-based world will continue to be problematic. 

(iv) Option: Application process 

An alternative is presented by electronic records systems where metadata will exist about the 
content of information systems and their systems functions to direct one to records that took part 
in particular system processes. Records that take part in a given application process, say the 
monthly summary report process, could be captured, but this would result in unacceptably 
redundant data capture. 

(v) Option: Content 

Because one can have access to the contents of electronic records using the software facilities 
of the application, one can readily select records for retention based upon their content. This has 
often been dreamt of as a perfect future by archivists, but it does not help to resolve issues of 
accountability where the contents are not predictable nor is it really what one wants in order to 
provide evidence of activities (Nolte, 1987; Fagerlund, 1987). Full text access only puts one back 
at item-level decision-making. 

3. Control and use of electronic records 

(a) Benefits, acceptable costs and risk management 

If electronic records are going to be retained for their continuing value, the potential costs and 
benefits need to be identifiable. Traditionally archivists have employed two separate scales of 
values, evidential and informational, and while other values occasionally come into play (such as 
the recently espoused "intrinsic value"), the benefits of retaining records have generally been 
attached to the former. Unfortunately, this does not provide a scale against which reasonable or • 
acceptable costs can be measured .. 

(i) Procedural recommendation 

Policy must require sophisticated measures of the organizational costs and benefits of electronic 
records management and mechanisms by which desirable objectives entailing large costs can be 
evaluated in the context of the organization's overall mission. Policy must also establish a means 
of setting acceptable levels of expenditure for records management and archives as a portion of 
overall organizational budgets. 

(ii) Proposed approach: Zero-based budgeting for records 

•• Some form of zero-based archives budgeting with risk management weighting should be 
employed to make choices and set priorities. Ascertaining what represents an acceptable level of 
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costs for archives as a whole is probably easier than trying to establish whether a particular body 
of records should be retained, given the benefits envisaged. If it can be determined that for the 
present year, or the next five years, a certain percentage of institutional resources represents an 
acceptable investment in archives, then one can weigh the relative benefits of keeping various 
records in various formats. Implications of establishing any given level of expenditure can then be 
worked out in concert with the criteria defined by a documentation strategy. 

(iii) Option: Assign monetary values to retention 

Attempting to assign monetary values to the retention of records faces the inherent problems of 
estimating future benefits, compounded by the total absence of a reliable means of determining the 
value of information even in present and in known circumstances. In addition, the three categories 
established for paper-based systems have little validity for electronic records. Perhaps the future 
will find information recorded on paper tape or floppy disc so quaint as to award it "intrinsic" value, 
but that seems unlikely. Of the two primary categories, it is the nature of information in electronic 
format with which much of the evidential value of an electronic information system is bound up in 
its documentation and software code, while its informational value can expand as long as one has 
imagination to link it with other data. The benefits attached to both really relate to what one is 
likely to do with them, and what one can do with them depends on the facilities provided for their 
use. This brings us back to the question of costs. For example, the real benefit of keeping all the 
records of remote sensing of the earth from space are quite different from the theoretical benefits; 
most of the specific types of research that would be made possible in theory would be quite 
impossible in fact, since most of the research dollars available for them would have had to go to 
keeping records (NCLIS, 1984). 

(iv) Option: Assign costs to retention 

The cost of retaining records in any given format and system can be determined with 
reasonable precision. The costs of retaining the same records in a future system or format are 
guesswork at best. If one asks only about the near term, it should be possible to establish costs, 
but without concrete values for benefits the purpose of such an exercise is unclear. 

(v) Option: Assign risks to not retaining records 

In managing resources, known capabilities are balanced against unknown risks. A risk 
assessment and avoidance approach should enable records managers and archivists to 
communicate easily with management, and it avoids some of the pitfalls in estimating benefits. It 
is important in these exercises that opportunity costs be estimated as well as known negative risks, 
thereby weighting the equations for some possible benefits. 

Risk management with respect to records management will involve technology monitoring. 
Normally the largest differences in the costs of maintaining information in archives and records 
centres are differences in procedures. In electronic records management, technology choices will 
represent the largest source of differential investment in information, not internal procedural 
differences (Lynch, 1986). Initial choices of storage media, choices of how to convert data and 
systems functions, choices of implementations for providing access to records, and other strategies 
reflecting technology assessment and monitoring intelligence will make the difference between 
programmes which work adequately to safeguard institutional records and those which do not or 
which cost as much as the active programmes of the entire organization. The potential cost of 
misjudgment is huge! 
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(b) Function of archives/record management units 

Traditionally, records management and archives have been line operations, in spite of their 
apparent role in policy formulation and enforcement. The choice to act directly, rather than to 
manage and regulate, has shaped the skills and attitudes of records managers and archivists. 
However, records managers and archivists could choose to be staff functions, carrying out their 
mandate through policy. Because of the nature of electronic records, direct management 
approaches that worked for paper records are substantially less effective. Records management 
through policy and procedural guidance to line managers becomes attractive if the organization is 
willing to demand the necessary level of accountability. 

(i) Procedural recommendation 

Policy should define the mode of operation of archives and records management units in such 
a way as to assure successful implementation of electronic records management in light of the 
traditions and milieu of the organization. The function of assuring that adequate documentation is 
kept for organizational purposes must be assigned; the structures to which it is assigned will differ 
by organization. 

(ii) Proposed approach: Archives and records management as staff offices 

If records managers and archivists are to define policies and regulate the activities of line offices 
rather than taking records directly into their own hands, they will be called upon to achieve 
indirectly what in the past they have often taken on themselves to do directly. They will no longer 
be able to survey offices and see records, take them into custody, organize and describe them and 
make them available through their own facilities. Instead they must identify and promote standards, 
establish guidelines for systems documentation and management, and build widespread 
understanding of the organizational need for records and the organizational vulnerability to bad 
records practices. Where records managers and archivists once served as a centralized function, 
with centralizing psychology and methods, they must now be prepared to have their function 
decentralized, and adopt attitudes more suited to control over decentralized activity, including 
training, establishing frameworks, and regulating through reporting. One possible advantage of 
such an approach is that when line managers are assigned both the responsibility for and the 
custody of electronic records, the responsibility must be taken seriously, as in the case of other 
kinds of organizational property, for it can be audited and they can be held accountable for the 
responsible management of records. 

(iii) Option: Archives and records management as line offices 

In paper-based organizational environments, the principal approach to records management has 
oMn to assign direct responsibility for all aspects of records, except their creation, to records 
managers, registry officers and archivists. In some settings, this involvement has been highly 
active, involving the setting up of records systems or the indexing of items passing into or out of 
the organization. In other environments, records managers have surveyed records and scheduled 
them, and archivists have accepted their deposit, but on the whole the initiative has rested with the 
line managers. In still other organizations, archives plays the passive role of receiving inactive 
records that line managers wish to be rid of. In all three cases, physical custody has been 
assigned to archives and records management at some point in the life of the records. 

The system works more or less well in the paper-based environment but it is seriously challenged 
by the implementation of electronic technologies because it depended for success on the inertia 

•• of staff vis-a-vis records. If staff throughout the organization did nothing to actively destroy paper 
records, then records managers and archivists could take the necessary steps over time. Records 
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managers and archivists also had the advantage of being able to keep paper records (at least in 
paper calculations) at less expense than the cost of retaining them in office space. In electronic 
records environments, records managers and archivists have much less time in which to effect 
retention decisions and are much less able to manage records, and even then probably at greater 
cost, than the line offices which created them. If policy dictates responsibility and custody, 
considerable technological and financial assistance will be needed to implement successful 
electronic records management programmes. 

(c) The role of standards 

Standards will play a critical role in implementing electronic records management policies. 
Information system managers already recognize the critical role that standardization plays in 
avoiding costs associated with changing technologies and interconnecting systems. Unless they 
can depend upon standard interfaces between systems, every linkage between two systems or two 
generations of systems requires custom programming, and occasionally even custom hardware. 
Yet, any given data processing manager is still dealing with only a very small part of the full 
universe of hardware and software compared to the records managers and archivists in a large 
organization, whose information may arise from systems under the control of numerous different 
managers. Also, systems managers need only concern themselves with standards to connect to 
the present world of information systems and with the one next move they will make, while records 
managers and archivists must consider the distant past and the distant future. Their need for 
standards, within and between organizations, is all the greater (Erlandsson, 1988). 

There is reason to believe that recently adopted standards frameworks, such as the Open 
Systems Interconnection (OSI) Reference Model, the Integrated Systems Digital Network (ISDN), 
the Information Resource Directory System (IRDS), and Office Document Architecture (ODA), hold 
promise for future communications between systems and may reduce costs of some future systems 
migrations. Nevertheless, many of the standards most required by archivists and records managers 
lie beyond the scope of OSI, in a level above level 7, sometimes called Applications Extensions. 
This level is likely to remain a domain of intense competition for a long time. In addition, the nature 
of the standards process is that standardization will always lag behind new technologies. 
Notwithstanding the above considerations, OSI, ISDN, IRDS and ODA remain among the best 
vehicles for addressing interconnectivity problems. Records managers and archivists need to 
define their requirements for standards and become involved in standard setting-processes. 

(i) Procedural recommendation 

It is critically important that records managers and archivists be aware of the emergence of 
information systems standards and follow them as soon as possible after their promulgation. Policy 
should be built upon use of existing standards. At the same time, records managers and archivists 
must realize that they cannot rely upon standards to solve the problems of past technological 
incompatibilities. Policy should encourage development of internal standards where none exist 
from the broader community, despite the risk that they will be superseded. 

(ii) Proposed approach: Aggressive incorporation of standards 

Records managers and archivists should not wait for standards to become finalized and fully 
implemented in the marketplace before adopting them and seeking organization-wide adherence. 
If possible, they should also become involved in national and international standards-setting activity. 
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(d) The role of systems management 

Most archivists and records managers will work with electronic records at the level of application 
systems where few if any standards apply. Systems design practices such as modularity, consistent 
user interfaces, and generalized functionality that can assist in future management of records have 
long been identified as good practices by the data processing community. But these are not 
enough. 

Data administration and configuration management are two documentation practices that connect 
logical systems analysis with physical systems design and implementation. The logical analysis, 
documented by the data administrator, defines the data, system functions, inputs and outputs. The 
physical design adds documentation concerning programmes and routines, and their processing 
dependencies which are documented by configuration management and can also be recorded in 
the data dictionary as the software applications used to manage this metadata. 

Data administration provides the information that describes a hardware-independent 
implementation of an application. This information will be essential if the records manager or 
archivist wants to recreate the system that processed the records, a procedure itself necessary for 
understanding what those records "mean". Configuration management documents the hardware 
and software dependencies of a specific implementation; this is necessary in order to estimate the 
results of taking any action within the application environment. 

(i) Procedural recommendation 

If records managers and archivists are to find the methods to control electronic information 
systems, they need to learn to use the tools used in information systems management for 
controlling multiple independent information systems. Foremost among these tools are data 
administration and configuration management. 

(ii) Proposed approach: Co-ordinate documentation with data administrators 

Archivists and records managers should co-ordinate their approaches to systems management 
through the data administrator in their organization, recording their systems management data in 
a consolidated tool. 

(e) The tactics of regulation 

In paper-based systems, records managers and archivists could depend upon inaction to. 
preserve records for subsequent appraisal and possible retention. Unless people took an action 
to destroy the records contrary to policy, they would remain even if no proactive records 
management involvement visited them. In the electronic environment, the opposite is the case; 
inactivity will result, relatively quickly, in the disappearance of the record either through media 
degradation or overwriting, or technological obsolescence. If decentralized management and 
policy-based or regulatory tactics are adopted by records managers and archivists to make it 
possible to achieve their goals in the electronic environment and to upgrade their role within the 
organization, what should be regulated: hardware, software, or use? 

(i) Procedural recommendation 

Policy.must articulate clearly that the capabilities of electronic systems and the uses made of 
.. them by employees are not to be -unnecessarily limited by records management concerns. 
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Emphasis must be placed on proactive structuring of electronic systems support so that the needs 
of archives and records management are served without users being constrained. 

(ii) Proposed approach: Exploit systems functions to manage records 

By taking advantage of the capabilities of electronic information systems, records managers and 
archivists can mark and save data of record and document systems functions. They can employ 
the systems to manage that information over the short term and migrate the information to 
enhanced systems as these are developed. All they have to do is give up dependence on direct 
control and custody, and put their energies into clever systems. Studying patterns of use of 
existing systems will lead to insights about what kinds of traffic tend to have what evidential value 
(Eveland and Bikson, 1987; 1988). 

(iii) Option: Limit user options 

Archivists and records managers have noted that if users of electronic mail systems limited 
themselves to sending the electronic equivalent of letters to the electronic equivalent of addresses 
of persons, then the output products of these systems could be dealt with as letters. Users might 
well respond that if they so limited themselves, the technology would be nothing more than a form 
of fast mail, and would realize few of its other benefits as an electronic conferencing system, a 
means for avoiding busy phone lines, a mechanism for constructing documents with multiple 
authorship, and the like. Although it may appear attractive on the surface, limiting what users can 
do with a technology otherwise capable of doing more, will guarantee the institutional demise of 
archivists and records managers or the failure of the automated systems (Bikson et al., 1985; 
Mankin et al., 1988). 

(iv) Option: Limit system functions 

If archivists and records managers play a role in the design of systems, they could limit what 
those systems are inherently able to do. This would have the same effect as the previous option, 
and, when discovered, would lead to the same result. 

(f) The implications of media for control 

Whether electronic storage media are reusable or not has major implications for archival control. 
Reusable, or read/write, media such as magnetic tape or disk and some new optical media, can 
be purged of information they hold and reused to hold new information and thus provide an 
economic incentive to erase records. Read-only media, such as paper tape, punched cards and 
most currently available optical disks, cannot be written over, and therefore retain all information 
written to them as long as the medium is preserved. Both types of media present problems for 
archives and records management. Read/write media can be erased, which may be a problem, 
but they also permit data from a variety of sources to be consolidated. Read-only media cannot 
be erased, which means that data that is to be destroyed cannot be destroyed without also 
destroying data that is to be kept. Similarly, confidential information can be masked by software, 
but it is ''there" nevertheless. 

Whether electronic storage media are removable has implications for control. Removable media 
have the advantage of being easy to store remotely, but have the disadvantage of being retained. 
after the devices that read them a,re retired. Fixed media will not survive beyond the devices that 
read them and the data on them will need to be communicated elsewhere in order to be retained. 
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Whether electronic storage media are accessible from more than one device also has implications 
for control. Information on media accessible from only one device probably will not have any 
security or audit trails since the owner of the device is assumed to be the author; unfortunately this 
assumption is no more valid than the assumption that records found in the filing cabinet of one 
person are either products of, or Items received by, that person (an assumption we, of course, do 
make with paper records). Information accessible from numerous devices may have been seen as 
different by each user, can only be demonstrated to have been used by audit trails, and may have 
been altered by others in the course of day-to-day events. 

Furthermore, whether electronic storage on the media is serial or random has implications for 
control. Serially stored data has an organizational logic; it may or may not be the logic that 
organized the data for Its primary uses. Randomly stored data is utterly meaningless without the 
software that reads It; under the control of that software whatever ways of viewing the data that 
were available are revealed. 

Whether information used in the course of business is stored at all has implications for control. 
Information placed into temporary RAM registers is not considered to be stored by the system and 
will be erased if the system is shut down, or otherwise disposed of under operating system rules. 
Yet such information may be a record. 

Finally, becoming acquainted with the ever-changing menu of formats and media is one means 
of saving money in retention. For example, data strips store in paper much more compactly than 
print, and are easily and inexpensively converted back to digital electronic form. Computer output 
microform systems are readily available, but computer input microform systems are still quite 
expensive and may not yet be practical for most archival programmes. Electronic storage of data 
could be considered sufficiently inexpensive if standards for software-independent applications 
documentation could be developed that stood a reasonable chance of averting migration for 20 
years (Brown and Reader, 1987). 

(i) Procedural recommendation 

Policy needs to make users aware of the implication of media selection (including reusability, 
removability, remote accessibility, random access and RAM), for electronic records retention and 
for meeting the goals of the organization. Sensitivity to these implications will enable users to 
identify the kinds of constraints that need to be placed on systems or procedures of use. Policy 
has to provide assistance in selecting appropriate media, if needed, and incentives for making good 
choices. 

(ii) Proposed approach: Specify desired results 

If records managers and archivists expressed clearly the results they wanted to achieve (e.g. the 
means to read media for all records retained, for whatever period they are kept, must be provided) 
and supplied appropriate criteria for users, they could, in effect, contract with users and information 
systems managers to achieve the desired results. Such an approach is similar to that being 
explored by the Automated Information Systems Division of the National Archives of Canada (1988). 

(iii) Option: Restrict media 

Records managers and archivists could identify media with characteristics best suited to 
preservation, e.g. inherent physical stability and high degrees of standardization, and mandate that 
all electronic storage should use these media: 
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(iv) Option: Write-once media only 

As the price of write-once media falls, and it becomes reasonable to incorporate large storage 
capacities in personal computer workstations, the temptation to have non-reusable, removable, 
remote storage and reusable, non-removable central storage is tempting to archivists unwilling to 
risk losing any information before appraisal can take place. Fortunately for those archivists, who 
otherwise would be trying years from now to reconstruct gigabytes of randomly-stored information, 
the prospect of having to copy over records every time something on a disk is scheduled for 
destruction does not appeal to records managers. 

(v) Option: Applications-dictated media 

It is possible to imagine a systems implementation in which all records are stored, regardless of 
where they are created, on media most suited to their character and best controlled by a central 
data processing organization. But by .seeking the medium most suitable to every type of record, 
all forms listed above would undoubtedly find their place. This presents the full range of media 
problems to the records managers and archivists. 

(g) Description of information sources 

Regardless of the format in which one chooses to keep records, one must have information 
systems that reference them and access them. In the case of paper records, records managers and 
archivists needed to concern themselves only with a system of referencing records, but the advent 
of records that cannot be read by eye requires that they also consider the means by which records 
are accessed. 

Two broad tactical approaches are imaginable: there could be separate referencing and access 
systems, each access system being either the original system in which the records were created 
or a migrated version of that system, or a single system could be constructed through which all 
records are referenced and accessed. The choice of one or the other of these avenues is likely to 
be made on purely economic grounds but, in either case, one confronts a number of options as 
to how to acquire and structure the information. 

(i) Procedural recommendation 

Policy should require records managers and archivists to document systems during their active 
life in a way that satisfies all needs for reference and access documentation. This relieves them of 
the obligation to redescribe the records at some subsequent stage - an essential element because 
such a "subsequent stage" is arrived at immediately upon implementation of an active record 
system if one assumes the incremental creation and designation of archival records without any 
physical transfer. It also means that the documentation of the system, if appropriately specified, 
can stand without the system itself. Thus, the format of final retention need not be tied to the 
documentation. 

(ii) Proposed approach: Import reference descriptions and systems documentation 

Records managers and archivists, if they are involved in the systems design process, should be 
able to dictate those elements of documentation relevant to long-term retention of records systems 
and ensure their direct importation into archival metadata systems. In addition to systems-level 
documentation, such methods might include dictating headers for electronic mail or office 
documents, following extensions..of x standards such as X.400 and ODA/ODIF, and content 
marking, using standards such as Standard Generalized Markup Language (SGML), which is 
proving to be a useful means of identifying the context of information within very large full-text 
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databases. Importing descriptions made in the creation of data could provide control to the level 
of distinguishing between the occurrence of a term in a chapter or sub-chapter title, in the body of 
the text, in an index, in a preface or introduction or the bibliography or footnotes. 

(iii) Option: Create reference descriptions and new access systems 

In paper archives, reference descriptions are generally created after the records arrive in the 
repository and the original system of internal access to the records is retained (and restored). In 
carrying this approach over to electronic records systems, data archivists have chosen to create 
reference records and to reconstitute the electronic information so that it can all be accessed 
through a single access tool available to the repository. Thus, they have created both systems after 
the records are received in the archives. This is, of course, extremely labour-intensive, and helps 
to explain why so few electronic archival records exist and what a small proportion they constitute 
of the record that almost certainly should be retained. It also severely limits the kinds of record 
systems that can be reasonably acquired, since they must be of the sort that could be accessed 
through tools available in the archive. 

(iv) Option: Create reference descriptions and retain access systems 

Supporting the active records access system relieves the archivist of a huge documentation task 
since the system will speak for itself about how it works, but this imposes the equally huge task of 
maintaining a live system across numerous generations of hardware and software. Creating 
reference descriptions after the records arrive when no changes have been made to the system 
ought to duplicate a description activity that should have taken place when the original system was 
designed. 

(v) Option: Employ automatic methods of description 

A number of evolving methods of text recognition, used to understand language in artificial 
intelligence applications and to mark texts for printing in publishing applications, appear to be 
promising as non-obtrusive means of automatic description. Likewise, document parsers with 
relatively limited ability to distinguish content of documents can distinguish between memoranda 
and letters, between conference transcripts and conference papers, and between one application 
form and another. These abilities can be applied to any kind of electronic memories and could be 
applied as soon as documents or views were created, thus making media choice irrelevant (Spring, 
1988; Levy, 1988). While very promising, however, these methods do not yet represent a viable 
approach. 

(h) Access 

Deciding to construct a metadatabase of electronic information systems, and winning acceptance 
in the actual design of the systems, will reveal a second level of problems records managers and 
archivists have in managing electronic records. After naming each system, describing the hardware 
and software configuration in which it resides, describing its inputs and outputs, and characterizing 
the data it holds, one is still left without the identifier that will best enable good records 
management decisions: the missions, programmes, and activities, i.e. the functions, each system 
serves. 

(i) Procedural recommendation 

.. Because of the value of records to the organization, the control of records should ~evelop a 
vocabulary of functions of the organization that can be employed to identify applications, and 
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application facilities, which relate to specific aspects of the organization's mission and will 
distinguish records with different retention values. 

(ii) Proposed approach: Access by function 

One approach to intellectual access to the records of an organization should be by function. This 
approach is particularly valuable over time as organizational functions change, and across 
organizational lines, where the same functions may be performed by different units. Functional 
access will directly contribute to formulating documentation strategies, identifying records systems 
and making appraisal decisions, as well as accessing. 

(i) Description conventions 

The methods of intellectual control adopted for conventional records and accepted by the 
archival community at large, such as collective description and access by provenance, are 
perceived by many to be a compromise with an ideal of item-level descriptive cataloguing, adopted 
solely for reasons of practicality. If so, archivists should be delighted with electronic records for 
without any prior planning they can provide access to every word in an electronic records system 
(Nolte, 1987). With minimal planning, they should also be able to provide access by virtually any 
data reflecting the life history of the record in the record system. This capability confronts them 
with the real question, unmediated by what were once perceived as practical constraints, of how 
best to control electronic records. Ironically, provenance-based approaches are difficult to apply 
in existing electronic record environments and in many of the environments which the industry is 
planning for the future. Collective level description requires human intellectual effort: analysis, 
synthesis, selection of best descriptors and abstracting. A third possibility is increasingly being 
considered the best approach. It borrows from the metadata information systems developed by 
information resource managers, using the methodologies of data modeling and data administration 
and an approach to the control of the physical information system called configuration 
management. Records managers and archivists should employ these methodologies, with the 
databases already created by their information manager colleagues, to manage their electronic 
records. 

Adopting such approaches, however, places archivists in conflict with emerging description 
standards in their own profession in some countries where such standards are beginning to 
emerge. Content designations such as those of the ISBDs have not yet been mapped into 
metadata systems. The Common Communications Format (CCF) is not consistent with the 
interchange standards for Information Resource Directory Systems (IRDS). In North America, 
where archival description standards now conform to the MARC formats, this approach fails to 
intersect with those associated with Steven Hensen's revision of AACR2 Chapter 4, Archives 
Personal Papers and Manuscript Collections, or those associated with the Machine-Readable Data 
Files format(Hensen, 1983 and 1989; Dodd, 1986). 

(i) Procedural recommendation 

Over the coming decades archivists will need to explore how best to incorporate metadata into 
archival descriptions of the more traditional sort and seek to develop standards for such description 
systems. 
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G) Access and use policies 

In addressing access, management usually tries to express a cautious but open policy, such as 
one urging access consistent with the rights of individuals and the needs of the organization. 
Occasionally more forceful policies are espoused, such as the liberal rules introduced by the United 
Nations "Guidelines concerning the Classification and Decentralization of Records and Archives of 
the Secretary-General" (ST/Al/326, 26 December 1984, Annex I). In general, access policies 
attempt to strike a balance between protection, for instance against fraud by alteration of records, 
invasions of personal privacy, unwanted intrusions on private corporate affairs (in the case of 
private organizations) and the benefits of openness, including the remote accessibility of data for 
private research, as well as institutional purposes. 

It is not desirable to suggest specific policies with respect to use, but it may be worthy noting that 
the discussion of what information should be distributed to the public, by what means and in what 
formats, and whether such distribution should take place through governmental or private entities, 
is a major topic in domestic policy-making in the United States today. Unfortunately, archivists and 
records managers have not been in the forefront of this policy debate, and their role in whatever 
systems are finally established is very unclear. This is particularly important in view of the likely 
revision of the Freedom of Information Act, Privacy Act, and other information legislation as a 
consequence of these discussions (Special Libraries Association, 1988; United States Congress, 
1988). 

One intriguing contradiction in the documentation and appraisal frameworks previously discussed 
becomes apparent in some requests for access to electronic records. Research users, and 
sometimes lawyers, often concern themselves with specific data values, such as the name of an 
individual, rather than with the context and significance of records. It may be the case that 
archivists will need to provide tools to retrieve information within records at the data-value level, 
such as full-text searching systems, not as much for evidential reasons as to satisfy purely 
informational requests. 

(i) Procedural recommendation 

Access policies need to be extremely clear about who will be provided information, how they will 
receive it (especially if it will be selected, formatted, etc.), what limits will be placed on what they 
may do with it, and how they can appeal. They need to specify criteria for designing reference 
services and guidelines for adhering to privacy, confidentiality and secrecy regulations. 

(ii) Proposed approach: Active dissemination 

If archivists establish aggressive policies to provide users the specific information they request, 
in formats, layouts and media they can use, or online if desired, and promote the availability of 
such materials, they are pursuing an aggressive dissemination role (Brown, T.E., 1988). 

(iii) Option: Passive availability with restrictions at record series 

In traditional archives the policy towards access can be best described as "it's here, and if it's not 
restricted, you can see it". When archivists carry this policy forward to electronic records they 
agree to provide a copy of a record series on tape or disk to users as long as the records are 
publicly available. Because of the considerably greater expenditure of money and effort required 
by users to make use of data in this form, these policies severely limit the release of electronic 
information. Restricting information dissemi~ation from series with any confidential, private or 

. . secret information also substantially reduces the number of archival information series to which 
access might be p_rovided. 
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(iv) Option: Passive availability with restrictions at the data element 

By taking action to remove private, confidential or secret information from records, archives can 
open more of their holdings to the public. 

4. Disposition 

(a) Destruction 

Electronic information is transient, passing as quickly as an electron travels, unless a copy of it 
is stored. New methods to store electronic information are being developed and marketed every 
day, but some of the most common methods are magnetic digital tape storage, magnetic analog 
tape storage, magnetic disk storage, semi-conductor storage, optical digital storage, optical analog 
storage, and chemical phase change storage. Historically, a variety of paper formats was often 
used (tape, cards) and microform is also occasionally used, and sometimes advocated, as a means 
of electronic information storage. The methods of destroying electronic records therefore depend 
upon the storage medium, but some general observations can be· made. Unlike hard copy, data 
comprising an electronic record may be stored randomly within most of these media. Even if the 
encoded electronic record is stored physically in one place, its location is under software control 
and is not independently accessible to the records manager conducting a survey. Unless an entire 
physical storage volume is to be disposed of, records must be selected meeting specified criteria 
under the control of the software of the active records system, and the criteria must be present in 
the data recorded as part of that system. 

(i) Procedural recommendation 

Policies must dictate acceptable methods of erasure of electronic records. 

(ii) Proposed approach: Destruction methods selected by degree of security 

There are various means of erasing the contents of different media, and different levels of erasure 
require different technologies. For low-level protection, software can lock areas of a write-once 
disk, but for higher levels of protection the media need to be physically destroyed. Similarly, high
level security for erasable media requires one to write x's over all data, but reasonably effective 
erasure is achieved by bulk magnetization. The methods of erasure should be determined at the 
time of destruction, guided in general ways by policy. 

(b) User deletion of data 

Most applications permit users entitled to create records also to delete them, but the deletion of 
a record by an application does not actually remove it from the storage device (as more than one 
government official has discovered to his chagrin); it merely flags the application to ignore the 
record by breaking a link to the directory and permits the operating system to "write over" the 
released space at its convenience. To actually erase a record requires that the released space be 
written over (which is not possible in some write-once media like punch cards and opticai Write 
Once - Read Many, (WORM), disks). The difference between removal of records from an 
application and erasure of records from a device is important to records managers and archivists 
and can also serve as the basis for various records retention tactics. 

60 

.. 



(i) Procedural recommendation 

Policy should dictate the method to be used for the deletion of data in different situations. 

(ii) Proposed approach: Retain last copy of user-deleted records 

Deletion actions could be written to the record. The last copy of any given record would be 
undeletable, and deletion actions would send it to archives. This tactic could then be used to 
"weed" electronic files of items for which copies can be found elsewhere. The disadvantages of this 
approach are the special software facilities that must be designed to implement it. 

(iii) Option: Retain log of user deletions 

All user-driven deletions could be treated like any other transaction in a system that keeps 
transaction logs. Thus, the evidence that something was erased would be kept at the cost of 
maintaining transaction logs, which is, of course, very high. 

(iv) Option: Review user deletions 

User-driven deletions could, in theory, all be reviewed but the costs of reviewing the content of 
deletions would be extremely high and the ethical issues raised by such a review would probably 
lead to dismissal of this option also. 

(c) Retention format 

If records are to be retained archivally or for considerable periods, a decision must be made as 
to the format and medium in which they will be kept. Because electronic records can be stored 
in a wide variety of formats and encoding systems, criteria will need to be developed to chose 
among them. 

(i) Procedural recommendation 

Policy should dictate criteria by which to decide whether electronic data should be retained in 
electronic or hard copy format. 

(ii) Proposed approach: Choose medium based on use requirements 

•• It has often been suggested that cost should not be considered an object in archives because 
certain records must be kept as essential to accountability or legitimacy. This position not only 
ignores the fact that not all records are kept for these reasons, but it also elevates these values to 
absolutes. Costs of archives compete with all the other expenditures of an organization, including 
those that directly further its mission. Archival expenditures must always be kept in proportion to 
mission expenditures, just as rents of facilities must be commensurate with organizational size and 
budgets. Given that some proportion of the budget of an organization can reasonably be spent on 
archives, choices of types of record formats and services are tactical. While records management 
and the archival programme can no longer disregard electronic records, they may choose not to 
retain records in electronic (or paper) formats for purely practical reasons. 
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(iii) Option: Retain electronic records in hard copy 

The suggestion to copy everything to microform for cost and ease of preservation has much to 
recommend it (Mallinson, 1986). Similar proposals have been made to keep all electronic 
information in paper format. However, one cannot simply retain hard copy of all electronic records 
because electronic information systems are no longer merely electronic versions of manual 
systems. Such systems have fundamentally transformed the way in which information is being 
created and used, and may affect in other ways the work of the organizations in which they are 
implemented. For example, in an online human resources management database contributed to 
by many organizational units, each of which has only a limited "view'' of the data, there may not be 
an employment application, an employment history, and an employee pension record per se , 
although each of these views of the database might be defined. In such a system, daily changes 
to the database by numerous offices are all record-transactions which in the aggregate alter the 
contents of the system over time, but the state of the database at a given moment, when it is 
consulted for a specific purpose, is both fixed and impossible to reconstruct from even a daily 
printout. 

(iv) Option: Retain all records in electronic formats 

The rapidly diminishing costs of electronic storage have led many to ask why one could not just 
keep everything. Such speculations, based on the relative costs of records appraisal and records 
retention, ignore the costs associated with media migration and with access. It is probably not yet 
the case anywhere that it would be less expensive to store everything than to appraise. For this 
to be true, appraisal would have to cost about 100 times what storage would cost, based on the 
fact that appraisal typically results in de-accessioning 99 per cent of all records (Bradsher, 1985). 
Yet, the declining costs of storage will soon make initial storage less expensive than appraisal, so 
records managers and archivists must be aware that the costs of migrating all this data from one 
medium to another over the next century or so, and the expense of trying to access useful 
information within the mass of records retained, would far exceed storage or appraisal costs. 

(d) Acquisition tactics based on retention purposes 

Given the impossibility of waiting until records systems cease being active to incorporate 
information from them in archives, records can be "captured" from active systems for inclusion in 
electronic archives in a variety of ways. We need to think about these tactics because they are 
critical variables in future costs and future usability of records. No analogous decisions are 
exercise<;! in paper-based systems. 

(i) Procedural recommendation 

Policy will need to identify objectives of acquisition tactics because no single tactic for retiring 
data and systems documentation will provide a comprehensive view of the system and the 
information it contained over time. Records managers and archivists will need to advise those 
responsible for records of a variety of options based on anticipated use, legal requirements and 
technical capabilities. Nothing in any of these approaches requires that when records and records 
systems are marked for retention, they be physically transferred to a separate facility, or in any way 
change their physical custody. 

(ii) Proposed approach: Metadata and systems audits 

Most archivists working with a paper-based record system have not recognized that it is possible 
to save evidence of the system without necessarily saving the information it contained. Evidential 
value was assumed to be a property of the individual documents in the system. In the electronic 
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world, there is a more radical disjuncture between the system and the information it contains, and 
in many cases, when the question is seriously asked about which of the two possesses the 
"evidential" value, the answer appears to be the system. 

For example, if a dispute between a Unit~ Nations official and his organization were to come 
before the ILO Administrative Tribunal and the issue at hand was whether the official had, in making 
a crucial decision and failing to take into account electronic information, been unacceptably lax in 
the execution of his job or, whether, as he claims, he exercised due diligence, what kind of 
"evidence" would exculpate him? The Tribunal could be shown that a search of the database today 
revealed facts that should have been taken into account and were not, but how could the Tribunal 
establish what facts should have been known to the official at the time the decision was made? 
Snapshots are unlikely to capture either the entry of the data into the system, or subsequent 
changes or additions. Samples could not help even if some relevant data were retained since one 
could not know whether other, conflicting, data that would have cancelled out the data retained 
in the sample, was discarded in the sampling process. Transaction logs would be of considerable 
value if one could trace how the data happens to have been entered into the record or what query 
the official actually did put to the database, but only at the great expense of keeping such logs and 
reconstructing the transactions. Even if one could completely reconstruct the database, and found 
that the information under dispute was in the system at the time the decision was made, it could 
still not be shown that the official could have, or should have, known it. 

The only evidence that would demonstrate that the information was knowable, or that it should 
have been known given the procedures in place, would arise from a systems audit. The systems 
audit is an approach long used in data processing organizations that documents what the system 
actually does in response to the execution of different kinds of instructions, including all of those 
dictated by routine procedures, by people with different permission sets. This could yield a precise 
answer to the question of whether the information could have been known to this official, given the 
capabilities of the then installed system and procedures, and the determinations previously made 
by the organization about what kinds of data and tools he would have had access to. Only then 
can one establish whether the official was negligent in not seeking it. 

When auditors review an electronic data processing (EDP) system, they use samples of data 
carefully selected not for representativity but for the breadth of different kinds of information and 
processing issues they raise. In auditing the system, they are concerned with uncovering the way 
the software treats every possible kind of information. Thus, the system audit tells us what the 
system really does with the full range of data that is normally submitted to it and gives us samples 
of that data. It also provides evidence of the kinds of errors that occur, and (since auditors have 
enforcement authority) serves to instruct the organization whether it must repair the system. If the 
kind of error that prevented the official from identifying information subsequently thought to be 
relevant was known to the organization and/or the official, then someone is responsible for the 
mistake; if not, a lesson is learned about testing systems for weaknesses before relying upon them, 

iiii) Option: Snapshots 

One typical strategy of data processing managers, used for purposes of backing up electronic 
records systems, is to take periodic "snapshots" of a database. Snapshots capture the information 
system as it was at one moment, thereby allowing it to be restored as it was at that moment in the 
event of a loss of data at a later time. In theory, if snapshots are taken daily they can be used as 
insurance that no more than one day's work will be lost due to system malfunctions. Any data 
processing manager can give numerous reasons why this is not necessarily so, but the principle 
remains valid, if what is wanted is a picture of the data as it was at a single moment. 

The disadvantages of snapshots are, however, overwhelming. One never really wants to know 
.. what the state of a database was except at the ·moment to which a query is relevant, which is highly 

unlikely to correspond to the moment of the snapshot. The impossibility of actually reconstructing 
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a database to an interim state (between snapshots) therefore makes this approach relatively useless 
for records retention purposes. 

(iv) Option: Incremental backups 

If one retained incremental backups of files rather than snapshots, one could reconstruct the files 
in the same way that they are reconstructed following a disaster. Because incremental backups 
are routinely made for systems on mainframe computers, and are strongly recommended for 
personal computers as well, this approach could, in theory, be implemented without any additional 
costs. In fact, however, because databases are in constant use and incremental backups save 
entire records whenever any use is made of them, but without documenting the nature of the user 
or the use, the approach combines the costs of incredible informational redundancy with the 
disadvantage of not being able to use the information saved to reconstruct actual decisions. 

(v) Option: Samples 

One of the advantages of electronic data is the ease with· which one can take samples. 
Therefore, random and statistical sampling has found considerable favour among those considering 
methods of capturing electronic records. Unfortunately, as statisticians will be happy to prove, 
sampling is only a valid procedure when the purposes for which the sample is being taken are 
known. Since the particular uses to which records are likely to be put in the future are not known 
to those who must dictate the character of the sample, sampling is of limited utility for reducing the 
volume of records to be archived. 

(vi) Option: Transaction logs 

Because a record has been defined as being involved in a transaction, one could obtain full 
documentation of the data that was in a system by means of transaction logs, records of every 
application-defined transaction (as opposed to hardware-defined transactions that correspond to 
every carriage return). The disadvantages of transaction logs are that they are voluminous, and 
that in practical terms reconstructing the database from a transaction log is such a formidable job 
that it is improbable that it would ever be worthwhile to do so. 

(e) Retention of system functionality 

Most electronic archives today are data libraries, in which data that is considered of importance 
for evidential reasons is kept for reference and analysis. In these archives, the content of the 
information collection is most important, and the context of its acquisition is usually relegated to 
an historical note in the finding aid. When organizational archives acquire records from electronic 
systems, they are interested in more than the data content, however, because they must document 
the way the organization used the information. Did information from source A update information 
in database B? How were those who contributed information to database B (record x) advised 
when source A changed record x? 

(i) Procedural recommendation 

The value of records as information depends on preservation of the context of their use as well 
as preservation of their content. Policy should identify the importance of preservation of systems 
functionality and provide criteria for appraisal of systems based on knowledge of the degree of 
functionality preserved. At the same time, the cost of preserving functionality should be weighed 
against its benefits in every retention decision. 
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(ii) Proposed approach: Configuration management 

The changes that take place at every level of software surrounding applications systems change 
the way in which users of those systems can interact with them and change the kinds of 
information they see and use. These kinds of changes are reflected in configuration management 
documentation, maintained in order· to recreate systems and specify their interfaces and 
dependencies when new features are added. Configuration management documentation does not 
reflect the data actually in the system at any time, but it reflects the system as a tool better than the 
other approaches discussed above. 

(iii) Option: Parallel live systems: Clones and subsets 

A somewhat inelegant option in the electronic world is simply to maintain a parallel live system 
for archival purposes; this is technically simple to do, although it costs slightly more than twice 
what one system would cost. It has the advantage of being an insurance against disasters 
occurring to the active databases. 

A full clone may be impractical, but maintaining live subsets of systems has some attractions. 
It preserves the software environment without the costs of audit and configuration management 
types of documentation efforts, and it retains information of continuing value in an operational 
environment. A disadvantage is that a subset of an operating software environment is no less 
costly to migrate than the complete system. 

E. IMPLEMENTATION OF AN ELECTRONIC RECORDS MANAGEMENT PROGRAMME 

The discussions in this report are often complex and may at times appear almost philosophical, 
but they lead to a practical methodology for establishing an electronic records management 
programme. The methodology has four stages, each of which returns to policy refinement before 
going on to the next. The four stages are: (1) establishing goals and objectives of an electronic 
records management programme, (2) defining the scope of the programme, (3) identifying the 
strategies and tactics to be employed, and (4) securing necessary staff support and other 
resources. 19 

1. Goals and objectives 

The first step of any policy development process is to define, as clearly as possible, the goals, 
and objectives of the organization. Records managers and archivists may begin by searching 
through existing organization policy and organization mission statements, as well as through any 
discussions that have led to the attempt to formulate an electronic records management 
programme for statements of purpose. They should convene an internal working group consisting 
of staff from data processing, telecommunications, and other information management areas to 
draft a preliminary statement of policy. The draft should address all the issues identified in section 
C of this chapter. By selecting sample electronic records systems, the working group can assess 
the adequacy of existing policies within the organization, and establish a baseline against which to 
test their proposed policy recommendations. In the process, the working group can identify areas 

19 The fir$t stage of the process described herein was tested, using this document, by a working 
group within The World Bank, from March to May, 1989. A report of their results and suggestions 

•• for others following these guidelines are available from Brigitte Duces, Information Policy, World 
Bank, 1818 H Street NW, Washington, DC 20433. 
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of organizational culture that may prove most resistant to various policies, and thereby find ways 
of implementing the policy that stands the greatest chance of success. 

If necessary for reasons of the corporate culture, the initial statement can be broad, so as not to 
require redefinition, but the ultimate written policy statement should be explicit, and as detailed as 
possible, and should try to set limits based on costs and benefits. As new issues arise in the 
formulation of policies, the statement of goals and objectives should be reviewed and, if it does not 
adequately reflect the decisions being made as concrete policies, the objectives or the policies 
should be revised. Objectives in different United Nations organizations will not necessarily 
coincide; they need to take into account the mission of the organization and its resources. In the 
end, the policy statement should follow the procedural recommendations in section D of this 
chapter in order to arrive at a workable approach to each of the policy problems addressed in that 
section. The policy as articulated should express a consistent strategy, whether or not that strategy 
is consistent with the proposed approaches of section D. 

2. Scope 

The scope of an electronic records management programme has several aspects: types of 
electronic information systems to be covered, organization functions to be included, and degree 
of authority to be vested. The best way to clarify these issues is for the policy working group to 
undertake an analysis of the existing and planned electronic information systems in the 
organization. The analysis should be informed by records of equipment and supplies 
procurements, records of telecommunications charges, and documentation from the information 
management function. In addition, it should include a survey of the staff (in part to alert them to 
the policy review and in part to acquire information about the applications view of systems under 
the control of an individual or group of individuals). With knowledge of the existing situation in 
hand, archivists and records managers should examine budgets, plans, and public statements of 
senior organization officials for indications of future systems plans. 

These profiles should be collected together and recommendations should be forwarded 
concerning which systems ought to be included within the scope of the programme (if not all) and 
what criteria should be employed. The statement on scope should also address the desired 
assignment of responsibilities for each system for: creation and identification, appraisal, control and 
use, and disposition. Particular attention should be paid to whether additional resources will be 
required in the short term and over the next five years, and the purposes which those resources 
would serve. External sources of information used by organization staff should be examined and 
determinations made whether to include them, and if so, in what way. 

3. Strategies and tactics 

Once objectives and scope have been defined, management should review a number of strategic 
and tactical alternatives that might well lead to substantial revision of both. For example, if the 
objective is to ensure that archival records retention decisions reflect a 10-year cost of retention, 
then models will need to be developed that can be used to estimate those costs. If the objective 
is to furnish access to electronic information by providing, so far as possible, media or access 
methods requested by users, then it will be necessary to determine at this stage which media the 
function would be prepared to provide and what types of security would need to be established to 
permit access to duplicate databases, as well as the cost implications of such a policy. 

Of course, strategies alone will not be sufficient to enable staff to implement policy. Management 
needs to provide some guidance, in the form of administrative requirements, to shape action. This 
can be achieved if all statements of policies have clearly defined responsibilities and if a number 
of implementation methods are su~gested, as examples of the way organization staff might satisfy 
the policy. 
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In implementing new electronic records policies, the institution needs to be realistic about the 
degree to which it will be able to save data and documents from past and current electronic 
information systems. Only the most important of such systems should be evaluated unless 
adequate resources exist to appraise all such systems and simultaneously to implement provocative 
tactics, including educational programmes and system-design involvement simultaneously. 

4. Securing support 

An important aspect of adopting a policy regarding electronic records management and archiving 
of electronic records is to ensure that the policy is understood throughout the organization. 
Records management and archives will have to act through records creators and managers of the 
computer and telecommunications infrastructures, since they can no longer operate as a line 
function owing to the very nature of electronic information. 

Dissemination of the policy is the first step in its implementation, but simply promulgating rules 
will not lead to their successful implementation. Archivists and records managers will have to meet 
with staff throughout the organization to express their support for electronic information systems 
and explain the problems these systems pose for organizational accountability, and also to help 
develop a culture of electronic information comparable to that in the paper world, including 
definition of types of documents, database access and use rules, and electronic information 
dissemination etiquette. It will be important in such sessions for both staff and management to 
understand that even if the records manager or archivist were in full control, the implementation of 
electronic information systems is likely to so transform the "culture" of the office that it will be 
difficult to predict what records might exist, and only ongoing dialogue with users will determine 
what is valuable to keep. 

The next step in implementing the policy will be to work out concrete agreements with other 
information managers in the organization to ensure that they understand their roles in helping to 
identify and document, maintain and provide access to electronic records. 

Finally, it will be necessary to return to senior management with a plan that includes the costs 
and staffing implications of moving forward following acceptance of strategies and tactics to 
achieve the articulated goals and objectives. Examples of existing information systems which 
satisfy the requirements of the electronic records management policy would be useful for 
demonstrating that it is possible for programme office line management to take responsibility for 
electronic records and to implement adequate procedures to safeguard records. If no fully 
adequate examples exist from traditional applications environments such as financial or personnel 
systems, the best approaches available should be used for illustration while identifying their 
shortcomings. Senior management should be encouraged to publicly commend the managers of 
exemplary systems, in conjunction with the introduction of the new policies. 
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CHAPTER Ill 

THE ROLE OF STANDARDS IN INTEGRATED SYSTEMS MANAGEMENT: 
A REQUIREMENT OF THE 1990s 

A.BACKGROUND 

This cha~er was prepared by Group 2 of the ACCIS Technical Panel on Electronic Management 
(fP/REM). 

In the past, information has been paper-based, and archivists and records managers have 
developed procedures to manage creation, flow and storage. Underlying paper-oriented records 
management programmes is the concept of managing the life cycle of records. The recent 
emphasis upon automated integrated-management information systems has given new life to the 
principle of management of the life cycle of information as a tool in implementing this principle. 
This is not only an opportunity for archivists, records managers, computer specialists, and other 
senior managers to work together in achieving this integration; it is also a necessity in modern 
organizations facing the introduction of office technology into the workplace. 

An integrated life-cycle management process for managing the flow of information is equally 
important for United Nations organizations.21 A year ago, the Secretary-General of the United 
Nations submitted a report on the "design of a master plan for and the development of an 
integrated management information system" (IMIS).22 Among other things, the report identified 
several problems resulting from the absence of integrated systems planning and development. The 
report calls for the development of "administrative and management systems that will collectively 
be an integrated management information system" for United Nations organizations.23 One of the 
fifteen application areas the report proposes is records management. The records management 
application area includes paper-based documents, microforms, and electronic records. 11ie design 
of the Integrated Management Information System emphasizes· sharing of data and inter-operability 
among all fifteen application areas. • • 

The objectives of this chapter are five-fold: 

(1) To spell out in some detail the significance of the life cycle of records in records management 
in United Nations organizations; 

20 Some of the material in this chapter·was written for earlier audiences by members and observers of 
the Technical Panel. 

21 This is a primary focus of Chapter II. 

22 United Nations General Assembly, A/C.5/43/24, 3 November 1988. Highlighting the Integrated 
Management Information System is not intended to suggest that other systems with the same functionality 
are not appropriate. The key issues are shared functionality among automated systems of United Nations 
organizations and how to promote reliable and cost-effective data exchange among different systems with 
this shared functionality . 

. . 
23 Ibid, p.5. 
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(2) To identify data-exchange issues that are crucial in the implementation of the proposed 
integrated Management Information System; 

(3) To examine the Open System Interconnection (OSI) Model and a series of international 
standards that are relevant for the architecture of the Integrated Management Information System; 

(4) To identify activities that ACCIS should assume as on-going responsibilities for co-ordinating 
the sharing of information about OSI and ISO standards among United Nations organizations; and 

(5) To provide an action plan for the promotion of standards and inter-operability that archivists, 
records managers, computer specialists and line managers can initiate in their respective 
organizations. 

B. LIFE CYCLE OF RECORDS IN RECORDS MANAGEMENT 

The life cycle of records concept encompasses the management of records from creation to 
disposition, that is, from the time information is recorded until its ultimate disposition is carried out, 
either through destruction because there is no residual value or through archival storage because 
there is residual value. 

Basic life-cycle stages include: 

Creation and Identification - To create a new document, record, or file and provide unique 
identifying information. 

Appraisal - To determine the ultimate disposition of documentary material and schedule it for 
future destruction or archival retention, typically in terms of years after creation. 

Control and Use - To store and retrieve information for use by its creator and others with 
authorized access rights or to convey information to others as part of administrative or secondary 
use. 

Disposition - To destroy information according to the schedule determined at the appraisal stage, 
or to transfer it to an archival repository. The latter also may include reappraisal and the imposition 
of restrictions on access in order to protect personal privacy or confidentiality. 

Life-cycle management developed as the growing volume of records retained required costly, 
multiple locations: office space, holding areas, records centres, and archives. Because the 
destruction of unneeded records or removal of little-used records from office space to a less costly 
holding area was a cost deduction benefit, it became advantageous to schedule orderly transfers. 
Once the material was transferred, a systematic method of further reduction, or of destruction, could 
be implemented, depending upon the usefulness of the information. Another benefit for 
organizations with archives resulted from identification of permanent records as early in the life 
cycle as possible. 

This made it possible to create permanent-records series in a manner that reduced the inclusion 
of non-permanent materials and to provide special treatment (e.g., secure storage and preservation 
planning) as early as possible. 

In implementing life-cycle management for paper-based information, records managers developed 
tools (forms, correspondence rules and the like) to control the flow of paper, rather than the flow 
of information. Records management tools thus focused on reductions in the volume of paper 
records and on their efficient storage and retrieval. Because these records management tools were 
employed to control paper-based _Information systems, they are only partially useful in managing 
electronic records. For example, while concepts relating to the forms, design, and control of paper 
documents may be used to assist in the design and control of input and display screens in a 
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computer system, management of underlying information may require a radically different approach. 
In a paper system, there is a one-to-one relationship between a paper form and the information on 
it. In an electronic database, information appears to be a single document, form, or table, when 
in fact it may be spread over different files, databases, or, in a truly distributed application, over 
several organizations and dispersed !'?cations. 

The point is that the tools that have been developed in records management generally tend to 
reflect a paper framework or mindset. The notions of processability of information, rapid searching 
of voluminous information, and use of a volatile medium as storage for miniaturized information are 
products of an electronic environment, not a paper one. Even more important is the nature of 
electronic information that "resides· in different parts of different databases. This information may 
simply be a "view'' of a database, or a portion of one, at an ephemeral point in time. "Views" of a 
database along with other developments such as hypertext (i.e. compound documents in which 
text, numerical tables, and graphics are integrated) undermine the notion of "original records" or 
even the model of a discrete entity that is a record. Therefore, some of the tools developed in 
paper-based records management need substantial rethinking and extensions if they are to be 
effective in the context of electronic-records management. 

In contrast, the basic stages of the life cycle of information may be transferred by analogy more 
easily to an electronic information-handling environment. This is because the stages of the life cycle 
relate to processes of information handling (e.g. creation) rather than to specific physical 
manifestations (e.g. a report). 

The management of electronic records must incorporate the concept of the life cycle of 
information into the broader concept of information management. In paper-oriented records 
management, records are seen as an overhead cost that must be reduced. In information 
management, on the other hand, information is viewed as a corporate asset that must be exploited. 
There are, of course, cost reduction components of an information management programme that 
are analogous to records management, but they are part of a larger view of information as a 
resource. The change in emphasis from cost reduction to resourcerexploitation can be applied to 
paper records as well as to electronic records. Consequently, records managers who work with 
electronic documents have the opportunity to merge records management and information 
management. 

C. DATA-EXCHANGE ISSUES 

The growing use of computers (especially, personal computers) in United Nations organizations 
to create, file, retrieve, transmit and display information in electronic form poses significant 
problems. Although the potential easy "re-use" of information in electronic form adds significant 
value to records, re-use faces a "system-specific technology dependence" that can militate against 
dissemination and archival preservation. Technological dependence occurs when non-compatible• 
systems are used or when systems become obsolete and there is no suitable migration path for 
data to the next generation of equipment. Hardware and software vendors traditionally have sought 
to protect competitive advantages by developing their own methods for transferring data between 
their products, thus making it difficult for different computer systems to communicate. 

Of course, simple text and databases can be transferred through rudimentary formats such as 
American Standard Code for Information Interchange (ASCII) in the case of text or delimited ASCII 
sequential files (explained in the next paragraph). Data transfer, however, becomes much more 
formidable for complex databases, for text documents in which the original presentation must be 
preserved, and for compound documents comprising text, pictures, graphs, and tables. 

The publication you are now reading can be used to illustrate some of the problems that can 
occur when using the widely-accepted ASCII standard for document transfer. ASCII is primarily a 

.. character-coding standard and has very few layout codes and no logical relationships. It does 
contain carriage returns and line feeds that are used to delimit lines and can be used to mark 
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paragraphs. The present document, however, has additional typographical features that are not 
supported in ASCII. For example, the document is printed in a certain typeface. The title and the 
footnote numbers are in the same typeface but in a different type size. Although the characters can 
be transferred, information about the typeface and type size cannot be transmitted in ASCII. Parts 
of the document are in bold or italics or underlined. These enhanced print options also cannot be 
supported in an ASCII transfer. 

The word processor used to create the present document handles footnoting as a logical 
relationship between a section of text and the footnote itself. It does not provide layout information 
about where the footnote should actually be placed except when displaying or printing out. ASCII 
cannot transfer that logical relationship when it is used to transfer documents from this word 
processor. This publication is a compound document containing drawings as well as text. Images 
cannot be transferred in a character-oriented standard like ASCII, and therefore must be transferred 
separately from the text. 

Other common layout options such as columns, 'tables and graphs frequently cannot be 
transferred in ASCII because they usually depend on logical as well as layout relationships that are 
supported differently in each type of word processor. This publication would still be intelligible if 
transferred in ASCII, but that would not be the case for documents that rely heavily on illustrations, 
complex tables, or type-face differences to convey information. 

Databases are even a more complex problem. They consist of data, definitions of the data, and 
relationships between parts of the data. All three are needed to transfer a working database from 
one system to another. The transfer of complex databases - hierarchical , network, or relational -
will require substantial information to clarify relationships between parts of the data so that the 
recipient system can employ the data. To use a simple example, suppose that this publication were 
a hierarchical database rather than a sequential text file and were divided and subdivided as follows: 
the document, the sections, the paragraphs, the sentences, and the illustrations. In addition to the 
pieces of data, there are the hierarchical levels and other relationships between information in this 
"database" (i.e., a piece of data is the third sentence with a specific paragraph within a specific 
section). The raw data (sentences and so forth), however, are stored sequentially in order of 
creation, not sequentially in order of presentation or viewing by a reader. Thus, relationship 
information is needed to restore the database file into a usable text file. Obviously, transfer and 
reconstruction of even this simple example of a hierarchical database is not easily done. 
Transferring databases with complex relationships in an automated manner requires standards more 
complex than those currently in place. 

Illustration 1 in this chapter is a schematic representation of incompatibility and system-specific 
technology dependence when transferring complex databases with the use of simple standards. 
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Before moving on to a discussion of more sophisticated standards necessitated by the 
increasingly complex nature of documents, one other issue must be addressed. If ASCII is so 
limited in its use, why use it at all? What is its importance? The fact of the matter is that, despite 
its shortcomings, it is the most widely used and reliable tool for storing textual information that has 
been created by a variety of word-processing systems and for transferring electronic text from one 
word-processing system to another. Furthermore, it is relatively easy to use. Most word-processing 
applications have a simple command for converting a document from its native word-processing 
"language" to ASCII, so that it can be copied on to a diskette or otherwise made available to 
someone using a different word-processing "language." Although ASCII has served users very well, 
the capabilities of modern office technology for creating well laid-out and readable documents with 
tables, graphs, and the like require a more powerful tool than ASCII can provide. 

D. OPEN SYSTEMS INTERCONNECTION (OSI) 

Beginning in the 1970s, a number of computer users and vendors recognized the magnitude of 
the inter-operability /data exchange problem and the minuscule role that ASCII could play in solving 
that problem. Their general solution was to work towards an "open systems environment," a 
computer environment in which those parts of computer processing that needed to be shared 
would be standardized. Working together, they developed what is termed a reference model for 
open systems communication (i.e., not system-dependent) to which most computers could 
conform. The reference model, which provides the overall framework for the development of 
specific standards, became an international standard in 1979 (International Organization for 
Standardization [ISO] 7498). In addition to the Open Systems Interconnection (OSI) model and the 
standards developed to fill out the model, other standards for open computer systems developed 
concurrently. These standards may collectively be referred to as the "open system environment." 
The operative word here is "standard" since information communicated through a widely-used 
standard is no longer system-dependent. Advocates of this "open systems environment" believe 
that, as it continues to mature and more conforming products become available, information 
mangers will be able to select computer systems on the basis of conformance to facilities provided 
by existing systems. 24 • 

OSI consists of a set of mutually-agreed rules for exchanging information between computers. 
The basic 1 reference model for OSI divides the rules into seven layers of protocols25 that are used 
in systems communication. These layers are: physical, data link, network, transport, session, . 
presentation, and application. Above the stacked layers are the actual user applications. 
Underlying the stack is the actual physical device. (Illustration 2 briefly explains the seven layers.) 
The bottom four layers collectively transmit electronic encodings en-to-end through the 

24 The term "standard" as used in this publication refers to a standard that has been approved by a 
standards organization. Standards organizations at the international level include the International 
Organb'.ation for Standardization (ISO) and the International Consultative Committee on Telephony and 
Telegraphy. National organizations include the American National Standards Institute, the British Standards 
Institute, and the German Industrial Standards Organization. Other specialized bodies serve distinctive 
groups. An example is the National Institute for Standards and Technology in the United States that serves 
the Federal Government. This chapter does not discuss so called industry predominance standards that 
result when one vendor predominates in a market and determines format issues. It also does not discuss 
ad hoe groups that are formed by vendors outside the standards bodies to work on a specific Issue. 

25 A protocol is a formally and precisely defined set of conventions governing the format and control of 
exchanges between two communicating systems. Adapted from Richard Hipgrave, Computing Terms and 
Acronyms: A Dictionary; Library Association Publishing Limited, London, 1985. 

75 



communications system. The top three layers ensure the transmission of coherent information 
through the system. 

Each layer uses services provided by lower layers and provides services to the next higher layer. 
Each layer also communicates with its equivalent layer in the other system through the lower layers 
and the physical connection. As information passes from one user to another, it first passes down 
the seven-layer stack on the sender's system. Each layer in the sender's stack provides protocol 
information that the equivalent layer in the recipient's stack will need to decode the transmission. 
The receiving stack then passes the message up the stack, with each layer using the information 
provided by its peer layer to further decode the message. The top layer, the application layer, then 
provides services to the user's application programs. (See Illustration 2.) 

Most data-exchange standards concerned with information presentation and content work either 
in the top two layers (presentation and application) or as extensions to OSI in user applications. 
Hardware and software developers whose products conform to these standards, therefore, provide 
the basic infrastructure that can help reduce and control information interchange incompatibility 
problems. 

The OSI infrastructure (Illustration 2) provides neutral data-exchange services between 
heterogenous computers. Broadly speaking, the service works as follows: the sending systems 
translates data from its proprietary format into an OSI-compliant format; the receiving system 
translates the data from the OSI-compliant format to its own proprietary format, where it can be 
used as if it had been created on the receiving system. Several OSI services and formats are now 
available; others will be available in the future. Illustration 3 displays the process of using an OSI
compliant neutral format for data exchange. 

Organization executives, archivists, record managers, and others concerned with the long-term 
transfer, preservation, and dissemination of electronic information can capitalize on such system
independent data-exchange standards to provide system-independent long-term storage standards. 
After all, archival st9rage and re-use are simply data exchange over time. (See Illustration 4.) 

E. EXCHANGE STANDARDS 

A preliminary review of standards that are part of the open systems environment and are relevant 
to the concerns and interests of records management and archives has identified several such 
standards.26 The review also identified several older standards that were developed outside the 
open systems environment and the OSI seven layers, but which can be implemented in user 
applications. Records managers and archivists should know about these standards as well. 
Recorded information conforming to non-OSI standards, such as bibliographic exchange standards 
derived from ISO 2709 and including MARC AMC and CCF, can be transmitted through an OSI 
environment as long as sender and recipient use the same standard. These standards are 
described in detail in the Appendix to this chapter. • 

26 The Archival Research and Evaluation Staff of the United States National Archives and Records 
Administration contracted with the National Institute of Standards and Technology (NIST) to help identify 
useful data-exchange standards. On 30 April 1989, NIST submitted its final report, entitled Framework and 
Policy Recommendations for the Exchange and Preservation of Electronic Records. 
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The Document/Image Processing and Information Technologies Standards Matrix in Illustration 
5 summarizes the salient features of the standards reviewed above and provides a framework for 
relating them to life-c') cle information management stages within United Nations organizations. This 
matrix, therefore, is suggestive rather than definitive and is subject to revision as the data-exchange 
environment changes. 

Standard 

Abstract 
Syntax 

MHS 

ODA/ODIF 

FTAM 

DTAM* 

DFR* 

DIF 

DDF 

SGML 

CGM 

IRDS 

BIB 

FAX 

Creation 
and 
Identifi
cation 

+ 

+ 

+ 

+ 

+ 

+/-

Life-Cycle Stages 

Appraisal 

+ 

+ 

+/-

Control 
and Use 

+ 

+ 

+ 

+ 

+ 

+/+ 

.j- The standard explicitly supports this activity 

Disposition 

+ 

+ 

+ 

+ 

+ 

+ 

+ 

+ 

+ 

+ 

+ I-

+ 

- Support is not currently available but could be implemented in the future. 
A blank means this activity does not apply. 
* Not yet a standard 

Illustration 5. Document/Image Processing and Information Handling Technologies 
Standards Matrix 
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F. CONCLUSION AND RECOMMENDATIONS 

Many of the functional requirements of an Integrated Management Information System within 
United Nations organizations can be facilitated through the use of the Open Systems 
Interconnection model and associated international standards. Consequently, United Nations 
organizations should adopt the OSI model and support its implementation within their respective 
organizations, especially when new systems are being designed. Adoption of the OSI model implies 
acceptance of those international standards now in place that are part of OSI. These include MHS, 
ASN.1, ODA/ODIF, and FTAM. As other draft standards (such as IRDS) become a formal part of 
the OSI model, they also should be adopted.27 

There is a major need for co-ordination and sharing of information about OSI and international 
data-exchange standards within the family of United Nations organizations and for communicating 
functional data-exchange requirements of United Nations organizations to the appropriate standards 
organizations. ACCIS is the appropriate body to assume this responsibility and set a mechanism 
for information sharing. The dynamic nature of .standards developments in response to new 
technologies means that this lmdertaking requires an on-going commitment. 

In the short term, ACCIS can make a major contribution to an increased awareness and 
understanding of OSI model and data-exchange standards within United Nations organizations by 
sponsoring a series of regional workshops on these topics. These workshops should be closely 
linked to the functional requirements of United Nations organizations for the exchange of data, both 
within and outside their respective organizations. The target audience for these workshops should 
be archivists, records managers, computer specialists and operations managers, all of whom are 
part of the information-processing infrastructure. 

The latter should support the fullest use of standards both within their organizations and 
externally. Several courses of action need to be followed: 

- Apply the life-cycle approach to new automated records systems as well as to older paper-based 
systems. This requires a conscious decision to include appropriate information, particularly 
scheduling information in electronic-document and database systems, something not traditionally 
done in most organizations. 

- Adopt the broad view of information resource management and focus upon the underlying value 
of data that electronic systems store rather than the finished products only. 

- Seek appropriate training in order to manage electronic information effectively. This does not 
mean that each person needs to be an automation expert but that sufficient knowledge of computer 
systems must be gained to understand the implications of electronic-information creation, 
manipulation, and storage in an integrated information-management system. 

- Help define institutional information architecture and strategies based on co-operative work wi~h 
staff and programmes concerned with flow of information. 

- Examine organizational structure and policy for appropriate allocation of information management 
tasks and for defining the goals of the archival and records management function in the electronic 
information arena. 

- Alert senior management to long-term issues involved in data exchange and storage, particularly 
for successful archival and records management programmes. A programme developed from the 

27 The survey conducted by TP /REM,indicates that most respondents have a very sketchy knowledge 
of OSI standards (see Chapter I). This clearly is an area where special training would be very appropriate. 
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bottom up may define ideal plans, but, unsupported, the plans will not ripple through the 
organization to become effective procedures. 

- Work with other archival and records management organizations to define generic needs that can 
be brought to the attention of the appropriate standards organizations and thereby gain a voice in 
standards-making. Generally, standards such as ODA and MHS need to be expanded to explicitly 
support the life-cycle management of the information they are transferring. In MHS, for example, 
this can be done by expanding the document header to include scheduling information so that 
message transfer and destruction can be handled automatically. The appropriate method for 
working on standards will vary with each standards organization and each country. 

Archivists, records managers, computer specialists and operations managers need to be aware 
of these data-exchange standards in order both to prepare to use them and to influence their future 
development. The development need for inter-operability within heterogenous computer 
environments provides an unrivaled and probably on-time opportunity to influence the development 
of data-exchange standards. 

APPENDIX TO CHAPTER Ill 

STANDARDS FOR RECORDS MANAGEMENT AND ARCHIVES 

A. OSI Standards 

ASN.1 (Abstract Syntax Notation One): ASN.1 is a standard "language" for defining data 
structures (ISO 8824). It is also associated with a set of basic encoding rules that specify a 
standard binary encoding for values in a defined data structure (ISO 8825). The bifurcated 
standard allows information to be exchanged in two parts, a statement formed from the ASN.1 
language that defines a data structure, and a string of bytes that encodes the values defined in 
the data structure. 

ASN.1 is based on the principle that all data types can be defined from a limited number 
of elementary data types. Because the basic data types are defined in the ASN.1 "language", a 
programmer can combine them in an ASN.1 statement to further define the very complex data 
structures that are actually being transferred. 

The basic encoding rules for the conversion of data for transmission are used at the 
presentation layer for all data passed through an OSI-compliant network. Because ASN.1 
assumes less about the underlying database structure than do older transfer standards, it is a 
more flexible and consequently a more complex standard. 

MHS (Message Handling System): X.400 is a message handling system (electronic 
.l]lail service) in OSI that works at the highest level, the application level. It originated as a 
recommendation (i.e., a standard) of the International Telegraph and Telephone Consultative 
Committee (CCITT) and was revised in 1988. 

Messages transferred by X.400-compliant systems consist of two parts, the envelope and 
the body or message. X.400 defines and standardizes the envelope and the transfer 
methodology. Additional standards are required to standardize and make a message intelligible. 
For each message transferred, X.400 supports a group of basic services including delivery and 
non-delivery notification, submission and delivery-time stamp, multi-destination delivery, grade of 
delivery selection (i.e., urgent, normal, non-urgent), deferred delivery, content conversion (e.g., 
other st~mdards such as ASCII to EBCDIC), disclosure of other recipients, and "hold for delivery". 
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Building upon the basic message-transfer services described above, the Interpersonal 
Message (1PM) service provides, as part of the body of the message, a standardized message 
header similar to a header in a memorandum. The header includes message identification, 
originator identi,1cation, primary and copy recipients identification, blind-copy recipients indication, 
subject indication, cross reference indication, obsoleting indication, sensitivity indication, expiry 
date indication, reply request indication, typed-body indication (i.e., identifies the form of the 
content), and other functions. 

Currently, 1PM and "undefined"28 messages are the only specified types of transmissions 
that can currently be conveyed by MHS. Additional services beyond 1PM service will be defined 
in the future. For example, Electronic Data Interchange (EDI) messages may become a 
standardized message type like the Interpersonal Message. EDI messages are electronic versions 
of accounting and billing documents such as orders, invoices, and price lists that conform to a 
standard. Other information that might be transferred in the future within an MHS system includes 
facsimiles and even digitized voice. For each of these additional message types, a header similar 
to the IMP header must be defined for use wit!) the standardized MHS envelope. 

X.400 systems will underlie much future communicatio11 within the OSI world. Because 
of their importance in communicating documents and because of the standard fielded envelope 
and header information that can be used for records management purposes, this is a particularly 
important standard that United Nations organizations should understand and implement or 
embrace, as appropriate, when selecting office systems. It also is important that efforts be made 
in future revisions of this standard to incorporate the organizational needs of archivists and 
records managers, e.g., for document appraisal information concerning the ultimate disposition 
of particular electronic mail messages. 

X.500 {Directory Service): This recently (1988) adopted standard for a directory service 
within the OSI environment provides one tool for the universal exchange of information within the 
OSI environment. The directory, when eventually implemented, can provide a single logical 
directory (no matter how it is physically subdivided) inter alia allowi~ OSI system users to 
address other connected OSI applications or users for data exchange. 

IRDS (Information Resource Dictionary System): IRDS (ANSI X3.138-1988, ISO 
TC97 /SC21 /WG3 N 166R 1 )3o will standardize the organization of data stored in information 
resource dictionaries. Information in an IRDS may include such data as field definitions, field 
length, validation information, data formats, and relationships between different parts of the 
database. An IRDS can also be designed to contain data about the hardware and software of the 
system as well as about related data stored in non-electronic forms such as paper. Other 
functions that an IRDS can support include data entry, information retrieval, and database 
administration. 

An addendum to the current standard is under development that will provide an 
information resource dictionary to information resource dictionary transfer mechanisms. It 
appears to be particularly relevant to the architectural design of the Integrated Manageme.nt 

28 An undefined message is simply handled as an electronic bit stream. Any interpretation of the bit 
stream and translation into a usable message requires private agreement between the transmitting parties. 

29 The X.500 recommendation does not appear in the accompanying matrix because X.500 is not a data
exchange standard per se and has not yet been implemented in actual systems. 

30 The American National Standard Institute (ANSI) IRDS Standard is fully approved. Although work on 
the international version of IRDS is in ar:i earlier stage of approval, much of the technical work has been 
completed and the ISO standard should progress rapidly. Unfortunately, there are several major differences 
between th.e ANSI and draft ISO IRDS standards which must be reconciled in the future. 
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Information System (IMIS). Furthermore, archivists and records managers in United Nations 
organizations may find this a very useful vehicle for capturing in electronic form the 
documentation about a database with the electronic records themselves that are transferred for 
preservation. 

ODA/ODIF (Office Document Architecture/Office Document Interchange Format): ODA 
is a standard (ISO 8613) to facilitate the exchange of office documents such as reports.letters, and 
memoranda. Unlike ASCII and SGML, this standard explicitly supports compound documents 
(those containing text and images) by incorporating existing standards. ODA/ODIF supports both 
logical and layout relationships in documents. Logical relationships identify the intellectual 
relationships of parts of a document. For example, a footnote is associated with a specific piece 
of text. Layout relationships identify the way text should appear when it is displayed or printed 
out (e.g., footnote 15 belongs at the bottom of page 32). 

ODA currently supports three content types: character, raster, and picture. Character 
data (alphabetic or numeric) may be transferred as formatted, processable, or 
formatted/processable files. Formatted files retain the layout of the document and ensure a 
similar physical layout from system to system. Processable files are intended to retain the logical 
relationship of the parts of a document for editing. Formatted/processable files retain both layout 
and logical relationships in a document. Raster content (where microscopic lines make up a 
series of light and dark spots, much like a television screen) is transmitted in Group Three or 
Group Four Facsimile standards (CCITT T.4 and T.6. See below). Raster data may be either 
formatted or formatted/processable. Pictures are transmitted in Computer Graphics Metafile (see 
below). Picture data is formatted/processable only. The ODA/ODIF standard will be extended 
to support the exchange of computable data (spreadsheets), digitized voice, and colour. 

In addition to documents, ODA also supports document profiles. Document profiles are 
a collection of document attributes which describe the form of documents and support the 
management and retrieval of documents. The profiles may be retrieved and transmitted with the 
document they describe or may be retrieved and transmitted separately. Attributes in the 
document profile include: ODA version date, content character sets, title, subject, keywords, 
abstract, creation data and time, filing date and time, preparers, owners, authors, copyright 
information, and number of pages. ODA document profiles for records could be incorporated into 
a United Nations information resource dictionary system. 

ODIF defines the encoding of the bit stream for transfer from one system to another 
either by data communications or by a storage medium. 

FTAM (File Transfer, Access, and Management): FTAM (ISO 8571) is a service provided 
in the OSI environment, in which it works at the highest level, the application level. 

FT AM allows heterogeneous systems operating in the OSI environment to access files • 
on other systems in the OSI environment and perform (if permitted) basic file-management 
functions such as file transfers, selection of parts of a file for transfer, and changing attribute 

··names. FT AM supports the manipulation of hierarchical files. Flat files are supported as a single
node hierarchical file. 

Files on heterogeneous systems are accessed through a virtual file store. A virtual files 
store is a non-system-specific, generic file store that represents existing real file stores. Each 
system conforming to FT AM must have a mapping or filter function that will covert its internal file 
structure to the virtual file store structure. Once converted to the virtual file store, a file and its 
properties will appear the same to all users accessing it through FT AM. 

FT AM is another standard that could be significant for United Nations organizations, 
especially those which have to exchange data.with other United Nations organizations or Member 

•• States. 
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DFR (Document Filing and Retrieval): DFR is in the early stages of standardization 
(I SO jTC97 /SC 18 N 1264). DFR is part of the application layer in the OSI reference model that 
enables a user to communicate with a remote document flling and retrieval server in order to 
access a remote document store. The standard provides the capability for multiple users in a 
distributed-office system to access a large, non-volatile document store such as disks on a 
mainframe. 

In DFR, documents have assigned attributes that support management and retrieval. 
The basic attribute set includes: document type, group membership criteria, unique permanent 
identifier, previous version, next version, root version, owner, and title. The current extension 
attribute-set includes: subject, keywords, creation date and time, purge date and time, author, 
status, and languages. Additional sets of extensions may be defined in the future. Documents 
may be grouped and groups may be nested. Grouping supports hierarchical relationships 
between documents. A DFR user with the appropriate authority can create and delete 
documents, copy or move documents, create and manipulate references to documents, create 
and manipulate groups of documents, create and manipulate attribute types and attribute values, 
and find, retrieve, and store documents. 

DTAM (Document Transfer, Access, and Manipulation): DTAM is in the early stages of 
standardization by CCITT (T.431, T.432, T.433). DTAM is part of the application layer in the OSI 
reference model and supports the retrieval and manipulation of ODA documents in a distributed 
database. The basic services provided are for bulk document transfer, document manipulation, 
and bulk document transfer and manipulation. Manipulation includes creating, deleting, 
modifying, calling, and rebuilding. 

CGM (Computer Graphics Metafile): CGM is a standard (ISO 8632) for the transfer of 
picture information between systems. The file consists of delimiter elements, control elements, 
graphical primitive elements, attribute elements, and external elements. CGM graphical primitive 
elements, used to transfer descriptions of parts of pictures, include: polylines, text, polygons, poly 
sets, cell arrays, circles, rectangles, ellipses, circular arcs, and elliptical arcs. These elements can 
be combined to describe pictures in a way that is compatible between systems of different 
architectures as well as between devices of differing capabilities and design. 

B. Standards developed outside the open systems environment 

As noted in Chapter 111, there are several standards -- developed outside the OSI model -
- that archivists and records managers in United Nations organizations should be aware of. These 
standards were developed in response to specific application needs that generally are concerned 
more with how to make files intelligible between users rather than how to transfer files between 
systems. For example, MARC and DDF31 more or less assume that since it is relatively easy to 
exchange computer tapes the real problem is intelligibility of the information on the tapes. 

SGML (Standard Generalized Markup Language): SGML (ISO 8879) is a standard for 
defining tags to mark parts of documents and to record the logical relationship of those parts. 
Documents may include reports, articles, books, journals, and other text entities. The parts are 
marked by tags indicating data type (title, chapter title, paragraph, etc.). Specific tag sets are 
developed for various applications. SGML also supports a hierarchical relationship between 
document parts. For example, tags can be defined so that a paragraph cannot contain a chapter. 

The tags do not include procedural or presentation instructions such as center, boldface, 
or begin Times Roman font. Printing or display format decisions are made by the final user . 

.. 
31 For a discussion of MARC and DDF, see below. 
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SGML ensures the transfer of the content of documents and the relationship between document 
parts. It does not attempt to ensure the final appearance. 

SGML specifies a Document Type Declaration (DTD). The DTD is a header that identifies 
an agreed document type, such as "article" and includes additional information needed to process 
the specific document. The tags in a document are interpreted in terms of the DTD. 

By using tags to identify parts of documents, SGML text created on one computer 
system can be transferred and processed on another. This could be particularly important for 
Untied Nations organizations with a substantial publications programme. Although SGML does 
not transfer images, graphs, or other non-character data, SGML documents can include pointers 
to indicate the existence of other files that are relevant to the document at hand. These other files 
may be stored in a non-SGML standard format such as the Computer Graphics Metafile. During 
processing, the external file can be incorporated into the finished document if the processing 
software supports the additional standard. 

Currently, SGML is used primarily to support the electronic submission of text to 
publishers. Publishers add value by providing layout information to the logical documents 
submitted by authors. 

Format for Bibliographic Interchange on Magnetic Tape (ISO 2709): ISO 2709 is a 
standard for the creation of formats for the exchange of bibliographic information. Two such 
formats, the Common Communications Format (CCF) and the Machine Readable Catalog for 
Archival and Manuscript Control (MARC AMC) format, are of special interest to archivists and 
records managers in the international arena. 

CCF (Common Communications Format: CCF is a format for the transfer of 
bibliographic cataloging and abstracting information developed by the UNESCO. Data fields 
include Language and Script of Item, Physical Medium, International Standard Book Number 
(ISBN), National Bibliography Number, Title and Associated Statement(s) of Responsibility, Name 
of Person (responsible for the work), Name of Corporate Body (responsible for the work), and 
Place of publication and Publisher. CCF has not been extended to support archival and records 
management needs. Such extensions could be made, however. 

MARC AMC (Machine Readable Catalog for Archival and Manuscript Control): MARC 
AMC is a standard for data exchange used by libraries and bibliographic networks in the United 
States. It is one of a family of ARC formats created under the more general American National 
Standard, 239.2, parallel to the international standard ISO 2709. MARC formats in general began 
in the library community. MARC AMC is an extension of the library format to better support 
archival and records management needs. 

MARC AMC transfers descriptive and processing information about archival material.• 
In addition to a technical exposition of descriptive material in electronic form to facilitate computer 
processing, MARC AMC provides defined fields that may contain traditional archival descriptive 

·•information. These fields include Title, Bibliographic/Historical Note, Scope Note, and Subject 
Added Entries. MARC AMC uses the Anglo-American Cataloguing Rules (2nd edition) to control 
the use of some fields in the format. 

DDF (Data Descriptive Format): DDF is a standard (ISO 8211) for the exchange of 
computer-generated information. The data may be character, vector, binary, or most other forms 
of data. Although text files could be transferred through DDF, DDF is most generally applicable 
to database files. 

DDF consists of two parts, the Data Record (DR) and the Data File (DF). The DR is a 
headerrecord which identifies the type of data (character, binary, etc.), the type of fields (variable 
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or fixed length), the field name associated with a tag, and other defining information for the 
records found in the DF. 

The DF consists of as many records as are needed to represent the data. Each record 
has a leader that identifies characteristics of the record, a directory which associates tags with 
specific pieces of data in the record, and the data itself. DFs comprising fixed length records with 
fixed occurrence fields require only one leader for the entire file. 

DDF provides a standard means for transferring data and selected portions of the 
database schema and documentation between systems with DDF filters. Although this standard 
could meet many of the needs of archivists and records managers concerned with the long-term 
storage of electronic information, it has not been implemented despite having been a standard 
for several years. 

FAX (CCITT Group 3 and Group 4 FAX): Group 3 and Group 4 facsimile transmission 
standards (T.4 and T.6) originated in the telecommunications arena of standards-making. They 
provide a means of transmitting facsimiles of images based on the raster scanning of a document. 
The image is usually text but may contain graphics or anything that can be represented by bits. 
The standards include compression routines to reduce transmission costs and, if used as a 
storage standard, the costs of storing facsimiles. Group 3 facsimile is used for analog 
transmission over telephone services. Group 4 facsimile is primarily used for digital transmission 
over public data networks. 
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ANNEX I 

SUMMARY OF RECOMMENDATIONS 

This report has identified a number of issues, made procedural recommendations, suggested 
approaches and noted optional solutions for policy development. For the convenience of the 
reader, the recommendations and suggested approaches are restated below: 

1. Defining electronic records 

Procedural recommendation 

The process of developing electronic records management policies should begin with definition 
of an electronic record. The definition adopted should be clear-cut, enabling both people and 
machines to easily distinguish between records and non-records. The definition should incorporate 
a management decision about inclusion or exclusion of information generated outside the 
organization, information generated by employees playing roles not assigned to them by the 
organization, and information created by individuals for their own use only. 

Proposed approach: Define a record transaction 

Adopt a definition of electronic records built around the concept of a record transaction so that 
any communicated information in electronic form qualifies as a record and is subject to further 
control. This approach enables records management and archives to invoke a criterion at the 
beginning of the life cycle, thereby assuring retention of all potentially valuable records. 

2. Identifying electronic records systems 

Procedural recommendation 

Policy must guide staff to the criteria that will be employed to identify electronic record systems. 
Identification of systems and assignment of responsibility for management of information in them 
should be documented so that each application within the organization for which there is distinctive 
information (each different view) is distinguished. 

Proposed approach: Maintain metadata to identify systems both ways 

The principal information source constructed by records managers and archivists, and employed 
as an access system by users of inactive records, is what the data processing community calls a 
"metadatabase". Metadata is, simply, data about data, in this case, information about information 
systems. It almost always comes as a surprise to data processing staff to learn that archivists and 
records managers have known about, and been using, what are metadata systems for over a 
century. Records managers and archivists now need to go a step further because of their interest 
in documenting applications constructed on commercially available packages and generalized 
in-house systems, from the perspective of the users of those systems. In working with users to 
define the ways they use such software, the records managers and archivists can enhance the value 
of the metadatabase for the data processing department and the organization. 
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3. Identifying electronic records 

Procedural recommendation 

Records managers and archivists should be included with programme office staff in the design 
of electronic information systems. They should have the same responsibilities within a formal 
systems development methodology for review of the system afforded to other stakeholders or 
recognized users. They should exercise these responsibilities to define the types of records 
created. 

Proposed approach: Develop facilities for applications to implement records policies 

Staff will use applications that are designed for a special purpose if they work better for that 
purpose than generally available facilities do. Moreover, in a general facility such as electronic 
mail, no distinction will be made between organization-level policy directives and personal 
messages unless these applications are distinguished. For example, if the "directive writing" 
application automatically P.Osts to those who need to receive it, and has a filing and indexing 
function that helps recipients locate directives on matters of interest to them, or the personal-notes 
application has security, automatic erasure after viewing unless the user saves it, and easy access 
to restaurant phone numbers, calendar swapping, etc., then staff will use these "applications" of 
electronic mail and the identification of records requiring retention will be simplified. 

4. Control of electronic information creation 

Procedural recommendation 

Policy should be implemented so that records management requirements of electronic information 
systems are identified and documented during the design process. Such concerns include security 
and confidentiality of information, legality of recC?rds, and the costs of life-cycle management. 

Proposed approach: Incorporate records management into systems sign-off process 

Because identification of systems in the electronic environment requires documentation of data 
and functions of the systems, and because identification of records requires that archivists and 
records managers play a role in shaping the kinds of "records" it creates and the ways those 
records are identified to the system, records managers and archivists must be involved before the 
system is implemented. 

5. Information flows in identification of records 

Procedural recommendation 

Policy must dictate where (and when) in the information flows within and between application 
systems records are defined and how and at what level decisions to save transactions are made. 

Proposed approach: Save application system-defined transactions 

Each application system could have its own, necessarily subtle, record-saving rules, which would 
need to employ logic, and perhaps r_ule-based reasoning, grounded in recognizing patterns of what 
users are doing from the perspective of user-recognized activities. In considering what to save, we 
must begin with information flows within a business process, and on the basis of the findings, we 
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must identify types of applications system transactions likely to be of significance. The records 
retention regulations for electronic records should read as a series of transaction-processing rules 
built into applications systems and not into the operating or telecommunications systems. 
Unfortunately we do not yet have rules which would be useful and generalizable, and which could 
be applied to systems design at a higher level in order to generate the kinds of trails and trackings 
required. 

6. Problems of mixed systems 

Procedural recommendation: 

Policy should provide criteria for assessing the need for physical integration of mixed systems, 
whether in electronic or in paper formats. Archivists and records managers should develop 
guidelines for evaluating specific technologies and approaches to determine whether it would be 
beneficial to create, capture, store, transmit and/or use records in electronic form. In so doing they 
will need to be alert to changing technological capabilities as concerns both opportunities and 
potential pitfalls, and to separately estimate the costs and benefits of integration of data for each 
stage in the life-cycle. In all cases, the ultimate arbiter should be the purpose of the immediate 
user. Intellectual integration is, in any event, essential. 

Proposed approach: Determine medium by ultimate use 

We can approach all record systems with the assumption that the only arbiter of the form in which 
records should be created and retained is user requirements. Creating information electronically, 
does not require us to store the record past its active life in electronic form. The decision to store 
electronically can only be based on the nature of the subsequent uses of that record. For example, 
a final report of a panel, or technical working group, or policy-making body is unlikely a year or so 
after its issuance to be re-used electronically. Similarly, while it is true that any kind of information 
can be transmitted digitally, and this means of transmission is gaining favour, the need to transmit 
a record does not itself imply anything about how it should be created or stored. The ultimate 
arbiter is use, because use can tell us whether a record is needed in electronic form (as it is not, 
for example, if what we are going to do with it is to simply read it, but might be if what we are going 
to do with it is to compare it statistically with a collection of other records). 

7. External data 

Procedural recommendation 

Policy must provide guidance regarding methods of capturing and appraising data from external· 
sources. These guidelines need to accommodate the capacity of external data to change 
independently. 

Proposed approach:Use design and audit to record external access 

Capture the potential of external access in design documentation; build facilities to copy important 
transactions simultaneously to archives. This approach combines keeping limited amounts of 
metadata with equally limited volumes of actual records created by external entities from internal 
data. It has the Interesting effect of placing a system capability constructed by records managers 
and archivists In a position to "create" a record, whether or not the user "created" it, and to send 
it to a separate store from that used by the active records system. It also could result in substantial 
costs . 
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8. Continuing value and Its implications 

Procedural recommendation 

Policy must dictate when to re-evaluate the retention of electronic records being kept for their 
"continuing value". The policy should provide guidelines for flexible timing of such reviews, tied to 
important stages in the life-cycle of the record system, to best support the objectives of 
cost-benefit analysis. 

Proposed approach: Establish reviews dictated by migration requirements 

Technological change forces us to regularly move electronic information from one medium and 
format to another and to implement new software facilities. In the past twenty years, major changes 
have taken place more than once a decade, and most data processing organizations face fairly 
substantial operating system changes or upgrades every several years. It is the experience of most 
data processing organizations_ that substantial costs are involved in the migration of data to new 
media and new software environments. These costs can easily exceed the costs of storage during 
periods between migrations. The time at which migration requirements are known also marks a 
time that good cost estimates for change and reasonable estimates of the length of the next period 
of stability can be made. Therefore, policies linking the reassessment of archival value to the timing 
of data migrations will result in the most realistic cost/benefit analysis of the "continuing value" of 
records for an organization. 

9. Timing of initial appraisal 

Procedural recommendation 

Appraisal policy should dictate the timing of appraisal decisions and implementation of the policy 
must take into account the system requirements of carrying out the segregation and disposition of 
records that have been variously appraised. • 

Proposed approach: Appraisal before and at records creation 

Having established that policy needs to somehow address the appraisal of information viewed by 
users but not copied to their own systems, it is evident that appraisal will have to take place both 
before a record transaction and when the record transaction takes place. Proper appraisal requires 
that potential record appraisal decisions be defined during the design phase of a system and that 
the system can support their automatic execution, but that the actual decision as to the existence 
of a record transaction be made when the record is created. 

1 o. Authority 

Procedural recommendation 

Policy should assign responsibility for appraisal of records, requiring ongoing review of records 
for continuing value, and defining the justification required to retain records. Whatever assignment 
of responsibility is made, it is critical not to erode the accountability of the line manager for 
documentation of his actions. 
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Proposed approach: Appraisal by all staff 

In traditional records systems we are rarely aware of information in departmental files other than 
our own, but in an electronic system the sharing of information and the culture of information 
exchange make it likely that we would be aware of other records that might be of value. There is 
no reason why anyone in an organization ought not be invited to make a claim for retention of 
records or why others ought not be invited to find cause for their destruction. Such participation 
will also raise consciousness about the values of records and the legitimate need to re-use 
information within the organization. While archival agreement should be required to dispose of 
records, the archivist need not have a privileged position in determinations to keep electronic 
records, especially since costs of retention should be borne by offices for which the information 
system was constructed. 

11. Criteria for appraisal 

Procedural recommendation 

Policy must define criteria for the appraisal of records, including establishing an organization-wide 
documentation strategy and assuring continuity of management and procedures in the 
administration of electronic records so as to protect their value as evidence. Policy should also 
take into account the legality of electronic records, and confidentiality protections and other 
guarantees covered by relevant official instruments. Policy should provide guidance regarding the 
need to preserve functionality of systems in order to retain the evidential value of information. 

Proposed approach: Take lead in identifying issues 

Archivists and records managers should lead in identifying the issues surrounding the appraisal 
of electronic records and in making line managers conversant with them. They should articulate 
criteria for appraisal in terms of each application, and provide guidance and tools within applications 
for managers to implement appraisal criteria. 

(See Chapter II, Criteria for appraisal, p. 48) 

12. Methodologies for making document retention decisions 

Procedural recommendation 

Policy must lay down criteria upon which records retention determinations will be made that can' 
be identified by systems and it must require systems to be constructed and operated in such a 
way as to recognize document retention criteria. -. 

Proposed approach:Multivariate header-based record definition 

A combination of origin, process and content information can be carried in the information header 
of an electronic record. Indeed in systems involving communication between different hardware 
and software facilities, such header information is almost essential. If the records management and 
archives community could determine what features of the source, process and information content 
would uniquely trigger particular retention practices, they could become involved in the definition 
of standards for headers and the systems would themselves stamp all records with information that 
could automatically be used by an archives or records management application to make retention 
determinations. Unfortunately, it does not appear that archivists and records managers are very 

•• close to being able to articulate the variables that affect a records appraisal. Others may be 
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considerably closer, and have a clearer idea of how to use record characteristics in the creation 
of packet headers (Levy et al., 1988). Most likely a multiplicity of criteria will need to be employed 
in making retention decisions. However, this approach is not very satisfactory for large categories 
of "non-document" data (Bearman, 1989). 

(See Chapter II, Methodologies for document retention decisions, (i)-(ii); for other options, see (iii)
(v). p. 48). 

13. Benefits. acceptable costs and risk management 

Procedural recommendation 

Policy must require sophisticated measurements of the organizational costs and benefits of 
electronic records management and mechanisms by which desirable objectives involving large 
costs can be evaluated in the context of the organization's overall mission. Policy must also 
establish a means of setting acceptable levels of expenditure for records management and archives 
as a portion of overall organizational budgets. 

Proposed approach: Zero-based budgeting for records 

Some form of zero-based archives budgeting with risk management weighing should be 
employed to make choices and set priorities. Ascertaining what represents an acceptable level of 
costs for archives as a whole is probably easier than trying to establish whether a particular body 
of records should be retained, given the benefits envisaged. If we can determine that for the 
present year, or the next five years, a certain percentage of the institutional resource represents an 
acceptable investment in archives, then we can weigh the relative benefits of keeping various 
records in various formats. 

(See Chapter 11, Control and Use of Electronic Records, (i)-(ii); for other options, see (iii)-(v), pp. 
49-50). 

14. Function of archives/record management units 

Procedural recommendation 

Policy should define the mode of operation of archives and records management units in such 
a way as to ensure successful implementation of electronic records management in the light of 
the traditions and milieu of the organization. The function of ensuring that adequate documentation 
is kept for organizational purposes must be assigned; the structures to which it is assigned will 
differ by organization. 

Proposed Approach: Archives and records management as staff offices 

Records managers and archivists are to define policies and regulate the activities of line offices, 
rather than taking records directly into their own hands. Their role will be to identify and promote 
standards, establish guidelines for systems documentation and management, and build widespread 
understanding of the organizational need for records and the organizational vulnerability to bad 
records practices. Where records managers and archivists once served a centralized function, with 
centralizing psychology and methods, they must now be prepared to have their function 
decentralized, and adopt attitudes more suited to control over decentralized activity, including 
training, establishing frameworks, and regulating through reporting . .. 
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(See Chapter 11, Function of archives/record management units (i)-(ii); for a further option, see 
(iii), p. 51). 

15. The.role of standards 

Procedural recommendation 

It is critically important that records managers and archivists be aware of the emergence of 
information systems standards and follow them as soon as possible after their promulgation. Policy 
should be built upon the use of existing standards. At the same time, they must realize that they 
cannot rely upon standards to solve the problems of past technological incompatibilities or of 
future technological opportunities. Policy should encourage development of internal standards 
where none exist from the broader community, despite the risk that they will be superseded. 

Proposed approach:Aggressive incorporation of standards 

Records managers and archivists should not wait for standards to become finalized and fully 
implemented in the marketplace before adopting them and seeking organization-wide adherence. 
If possible, they should also become involved in national and international standards setting-activity. 

(See Chapter 11, The role of standards, p. 52). 

16. The role of systems management 

Procedural recommendation 

If records managers and archivists are to find the methods to control electronic information 
systems, they need to learn to employ the tools used in information systems management to 
control multiple independent information systems. Foremost among these tools are data 
administration and configuration management. 

Proposed approach: Co-ordinate documentation with data administrators 

Archivists and records managers should co-ordinate their approaches to systems management 
through the data administrator in their organization, recording their systems management data in 
a consolidated tool. 

(See Chapter II, The role of systems management p. 53) 

17. The tactics of regulation 

Procedural recommendation 

Policy must articulate clearly that the capabilities of electronic systems and the uses made of 
them by employees are not to be unnecessarily limited by records management concerns. 
Emphasis must be placed on active structuring of electronic systems support so that the needs of 
archives and records management are served without users being constrained. 
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Proposed approach: Exploit systems functions to manage records 

By taking advar.:age of the capabilities of electronic information systems, records managers and 
archivists can mark and save information of record and document the systems functions in which 
it participates. They can employ the system to manage that information over the short term and 
migrate the information to enhanced systems as these are developed. Studying patterns of use of 
existing systems will lead to insights about what kinds of traffic tend to have what evidential value 
(Eveland and Bikson, 1987 and 1988). 

(See Chapter 11, The tactics of regulation (i)-(ii); for other options, see (iii)-iv, pp. 53-54) 

18. Implications of media for control 

Procedural recommendation: 

Policy needs to make_ users aware of the implication of media selection (including re-usability, 
removability, remote accessibility, random access and RAM) for electronic records retention and 
for meeting the goals of the organization. Sensitivity to these implications will enable users to 
identify the kinds of constraints that need to be placed on systems or procedures of use. Policy 
has to provide assistance in selecting appropriate media and incentives for making good choices. 

Proposed approach: Specify desired results 

If records managers and archivists expressed clearly the results they wanted to achieve 
(specifically, that means must be provided to read media for all records retained for whatever period 
they are kept, and provided operational criteria for users, they could, in effect, contract with users 
and information systems managers to achieve the desired results. Such an approach is similar to 
that being explored by the Automated Information Systems Division of the National Archives of 
Canada (1988). 

(See Chapter 11, Implications of media for control (iHii); for other options, see (iii)-(v), pp. 54-
56) 

19. Description of information sources 

Procedural recommendation 

Policy should require records managers and archivists to document systems during their active 
life in a way that satisfies all needs for reference and access documentation. This relieves them of 
the obligation to redescribe the records at some subsequent stage. It also means that the 
documentation of the system, if appropriately specified, can stand without the system itself. Thus 
the format of final retention need not be tied to the documentation. 

Proposed approach: import reference descriptions and systems documentation 

If records managers and archivists are involved in the systems design process, they should be 
able to dictate those elements of documentation relevant to long-term retention of records systems 
and ensure their direct importation into archival metadata systems. Importing descriptions made 
in the creation of data could provide control to the level of distinguishing between the occurrence 
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of a term in a chapter or sub-chapter title, in the body of the text, in an index, in a preface or 
introduction or in the bibliography or footnotes. 

(See Chapter II, Description of information sources, (i)-(ii); for other options, see (iii)-(v), pp. 56-
57) 

20. Access 

Procedural recommendation 

Because of the value of records to the organization, the control of records should develop 
a vocabulary of functions of the organization that can be employed to identify applications and 
applications facilities which relate to specific aspects of the organization's mission and will 
distinguish records with different retention values. 

Proposed approach:Access by function 

One approach to intellectual access to th~ records of an organization should be by function. 
This approach is particularly valuable over time, as organizational functions change, and across 
organizational lines, where the same functions may be performed by different units. Functional 
access will directly contribute to formulating documentation strategies, identifying records systems, 
and making appraisal decisions as well as to access. 

(See Chapter II, Access, p. 57) 

21. Description Conventions 

Procedural recommendation 

Over the coming decades, archivists will need to explore how best to incorporate metadata into 
archival descriptions of the more traditional sort and seek to develop standards for such description 
systems. 

(See Chapter II, Description conventions, p. 58) 

22. Access and use policies 

Procedural recommendation 

•• Access policies need to be extremely clear about who will be furnished information, how they 
will receive it (especially if it will be selected, formatted, etc.), what limits will be placed on what 
they may do with it, and how they can appeal. The policies must specify criteria for designing 
reference services and guidelines for adhering to privacy, confidentiality and secrecy regulations. 

Proposed approach: Active dissemination 

If archivists establish aggressive policies to provide users the specific information they request, 
in formats, layouts and media they can use, or online if desired, and promote the availability of 
such materials, they are pursuing an aggressive dissemination role (Brown, T.E., 1988). 

•• (See Chapter 11, Access and use policies (i)-(ii); for other options, see (iii)-(iv), pp. 59-60) 
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23. Destruction 

Procedural recommendation 

Policies must dictate acceptable methods of erasure of electronic records. 

Proposed approach: Destruction methods selected by degree of security 

There are various physical means of erasing different media. For low-level protection, software 
can lock out areas of a write-once disk, but for higher levels of protection the media need to be 
physically destroyed. Similarly, high-level security for erasable media requires the writing of x's over 
all data, while reasonably effective erasure is achieved by bulk magnetization. The methods of 
erasure should be determined at the time of destruction, guided in general ways by policy. 

(See Chapter II, Destruction, p. 60) · 

24. User deletion of data 

Procedural recommendation 

Policy should dictate the method to be used for the deletion of data in different situations. 

Proposed approach: Retain last copy of user-deleted records 

Deletion actions could be written to the recorq. The last copy of any given record would be 
undeletable, and deletion actions would send it to the archives. This tactic could then be used to 
"weed" electronic files of items for which copies can be found elsewhere. The disadvantages of this 
approach are the special software facilities that would have to be designed to implement it. 

(See Chapter 11, User deletion of data, (i}-(ii); for other options, see (iii)-(iv), pp. 60-61} 

25.,Retention Format 

Procedural recommendation 

Policy should lay down criteria by which to decide whether electronic data should be retained in 
electronic or hard-copy format. 

Proposed approach: Choose medium based on use requirements 

It has often been suggested that we should not consider cost an object in archives, because 
certain records must be kept as essential to accountability or legitimacy. However, costs of· 
archives directly compete with all other expenditures made by an organization, including those that 
directly further its mission. Archival expenditures must always be kept in proportion to mission 
expenditures, just as rents of facilities must be commensurate with organizational size and budgets. 
Given that some proportion of the budget of an organization can reasonably be spent on archives, 
choices of types of record formats and services are tactical. 

(See Chapter 11, Retention format, (i}-(ii); for other options see (iii)-(iv), pp. 61-62) 
•' 
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26. Tactics for acquisition based on retention purposes 

Procedural recommendation 

Policy will need to identify objectives of ·acquisition tactics because no single tactic for retiring 
data and systems documentation will provide a comprehensive view of the system and the 
information it contained over time. Records managers and archivists will need to advise managers 
responsible for their records of a variety of options based on anticipated use, legal requirements 
and technical capabilities. Nothing in any of these approaches requires that when records and 
records systems are marked for retention, that they be physically transferred to a separate facility, 
or in any way change their physical custody. 

Proposed approach: Metadata and systems audits 

Most archivists working with paper-based record systems, have not recognized that it is possible 
to save evidence of the system without necessarily saving the information it contained. In the 
electronic world, there is a more radical disjuncture between the system and the information it 
contains, and in many cases, when the question is seriously asked about which possesses the 
"evidential" value, the answer appears to be the system. 

(See Chapter 11, Acquisition tactics based on retention purposes, (i)-(ii); for other options, see (iii)
(vi), pp. 62-64) 

27. Retention of system functionality 

Procedural recommendation 

The value of records as information depends on preservation of the context of their use as well 
as preservation of their content. Policy should identify the importance of preservation of systems 
functionality and provide criteria for appraisal of systems based on knowledge of degree of 
functionality preserved. At the same time, the cost of preserving functionality should be weighed 
against its benefits in every retention decision. 

Procedural approach: Configuration management 

The changes that take place at every level of software surrounding applications systems, affect 
the way in which users of those systems can interact with them. Such changes are reflected in 
configuration management documentation, maintained in order to recreate systems and specify 
their interfaces and dependencies when new features are being added. • 

.. (See Chapter 11, Retention of system functionality, (i)-(ii) and (iii)-(iv), pp. 64-65) 

1. Goals and Objectives 

The first step of any policy development process is to define, as clearly as possible, the goals 
and objectives of the organization. Records managers and archivists may begin by searching 
through existing organization policy and mission statements, as well as through any discussions 
that have led to the attempt to formulate an electronic records management policy, for statements 
of purposes. They should convene an internal working group consisting of staff from data 
processing, telecommunications, and other information management areas to draft a preliminary 
statement of policy. The draft should address all the issues identified in Chapter II of this report. 
By selecting samJ)le electronic records systems, the working group can assess the adequacy of 
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organizational culture that may prove most resistant to various policies, and thereby find ways of 
implementing the resultant policy that stand the greatest chance of succeeding. 

If necessary for reasons of the corporate culture, the initial statement can be broad, so as not to 
require redefinition, but the ultimate policy statement should be explicit, written and as detailed as 
possible, and should try to set limits based on costs and benefits. As new issues arise in the 
formulation of policies, the statement of goals and objectives should be reviewed and, if it does not 
adequately reflect the decisions being made as concrete policies, the objectives or the policies 
should be revised. Objectives are not necessarily going to conform from one United Nations 
organization to the next; they need to take into account missions of the organization and its 
resources. In the end, the policy statement should follow the procedural recommendations of 
Chapters 3-6 in order to arrive at a workable approach for the organization to each of the policy 
problems addressed in those chapters. The policy as articulated should express a consistent 
strategy, whether or not that strategy is consistent with the proposed approaches of Chapters 3-6 
or with the overall approach of Chapter 2. 

2. Scope 

The scope of the electronic records programme has several aspects: the types of electronic 
information systems to be covered, the organization functions to be included, and the degree of 
authority to be vested. The best way to clarify these issues is for the policy working group to 
undertake an analysis of the existing and planned electronic information systems in the 
organization. The analysis should be informed by records of equipment and supplies procurements, 
records of telecommunications charges, and documentation from the information management 
function. In addition, it should include surveying the staff (in part to alert them to the policy review 
and in part to acquire information about the applications view of systems under the control of an 
individual or small group of individuals). With a profile of the present situation in hand, archivists 
and records managers should examine budgets, plans, and public statements of senior organization 
officials for evidence of future systems plans. • 

These profiles should be gathered together and recommendations should be forwarded 
concerning which systems ought to be included within the scope of the programme (if not all) and 
what criteria should be employed. The scope statement should address the desired assignment 
of responsibilities for: creation and identification, appraisal, control and use, and disposition to each • 
system. Particular attention should be paid to whether additional resources will be required in the 
short term and over the next five years, and the purposes to which these resources would be put. 
External sources of information used by organization staff should be examined and determinations 
made whether to include them, and if so, in what way. 

3. Strategies and Tactics 

Once objectives and scope have been defined, management should review a number of strategic 
and tactical alternatives that might well lead to substantial revision of both. For example, if_ an 
objective is to assure that archival records retention decisions reflect a 1 O year cost of retention, 
then models will need to be developed that can be used to estimate these costs. If an objective 
is to provide access to electronic information by providing, so far as possible, media or access 
methods requested by users, then it will be necessary to determine at this stage which media the 
function would be prepared to provide and what types of security would need to be established to 
permit access to duplicate databases as well as the cost implications of such a policy. 

Of course, strategies will not be sufficient to enable staff to implement policy. Management needs 
to provide some guidance, in the form of administrative requirements, to shape action. This can 
be achieved if all statements of policies have clearly defined responsibilities and if a number of 
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implementation methods are suggested, as examples of the way organization staff might satisfy 
the policy. 

In implementing the electronic records policies, the institution needs to be realistic about the 
degree to which it will be able to save data and documents from past and present electronic 
information systems. Only the most. important of such systems should be evaluated unless 
adequate resources exist to appraise all such systems and to implement proactive tactics, including 
educational programmes and system design involvement simultaneously. 

4. Securing Support 

The most important aspect of adopting a policy with respect to records management and 
archiving of electronic records, is to assure that the policy is understood throughout the 
organization. Records management and archives will need to act through records creators and 
managers of the computer and telecommunications infrastructures, since they can no longer act 
as a line function due to the character of electronic information itself. 

Dissemination of the policy is the first step in its implementation. But simply promulgating the rules 
will not lead to their successful implementation. Archivists and records managers will have to meet 
with staff throughout the organization to express their enthusiasm for electronic information 
systems, explain the problems these systems pose for organizational accountability, and help to 
develop a culture of electronic information comparable in effect to that in the paper world including 
definition of types of documents, database access and use rules and electronic information 
dissemination etiquette. It will be important in these sessions, both for staff and management to 
understand that even if the records manager or archivist were in full control, the implementation of 
electronic information systems is likely to so transform the "culture" of the office that it will be 
difficult to predict what records might exist, and only ongoing dialogue with users will determine 
what is valuable to keep. 

The next step in implementing the policy will be working out concrete agreements with other 
information managers in the organization to assure that they understand their roles in helping to 
identify and document, maintain and provide access to, electronic records. 

Finally, it will be necessary to return to senior management with a plan that includes the costs and 
staffing implications of moving forward following the accepted strategies and tactics to achieve 
the articulated goals and objectives. Examples of existing information systems which satisfy the 
requirements of the electronic records management policy would be useful to demonstrate that it 
is possible for programme office line management to take responsibility for electronic records and 
to implement adequate procedures to safeguard records. If no fully adequate examples exist from 
traditional applications environments such as financial or personnel systems, the best approaches 
available should be used for illustration and their shortcomings identified. Senior management' 
should be encouraged to praise the managers of these exemplary systems, if possible in public in 
conjunction with the introduction of the new policies. -. 
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ANNEX II 

TYPES OF ELECTRONIC RECORDS 

This report takes a very broad view of what electronic information is: it encompasses all sources 
of information, all methods of its representation, and all storage media. It treats facsimile machines 
and digital voice switches, electrocardiograms and remote sensors, keyboards and CCD (Charged 
Coupled Device) arrays as potential input devices. It considers analog and digital sound, analog 
images, digital raster images and vector images as well as all types of digitally encoded text, 
numbers and sensory impulses as information. It includes data stored on optical and magnetic 
media, in bubble memories and semiconductors, in magneto-optical devices, paper tape and cards 
within its domain. As such, it includes all machine-readable information except optical 
micro-photographic images that would be human readable except for size reduction. Records 
managers and archivists probably do not have a first-hand acquaintance with all these varieties of 
electronic records, nor with those that they might need to control, but in-depth analysis of these 
technologies is also clearly outside the scope of this report. Other studies, including some directed 
at records managers and archivists must serve to introduce them to the nature of electronic 
records-keeping systems and technologies (Dollar, 1986). This section of the report therefore 
assumes a substantial understanding of the·key characteristics of these technologies and is limited 
to discussing those features of various types of electronic records that make them challenges for 
records management and archival control. 

The categories of electronic records discussed below would seem exceptionally unorthodox and 
perhaps idiosyncratic to a data processing manager. The groupings have been made in order to 
treat issues of records management control, and they reflect a perspective on what is important for 
records management control that is explicitly one of the frameworks being advanced by this report. 
Indeed, the report argues that it is necessary to recognize how these categories impact on 
management of electronic records in order to derive effective policies and implement them in 
practical programmes of control. It does not argue that these are the only categories or that the 
characteristics of electronic records that led to this categorization are inherently more important. 
It is hoped that this final framework for developing electronic records management and archives 
policies will provide a perspective on the records technologies themselves that serves to clarify a 
variety of issues surrounding their management. 

An equally serious challenge to traditional tactics of records management is the cultural fluidity 
of electronic document types. Document type, or form-of-material, is a name given to the cultural 
shape (as opposed to the physical format) of particular types of documents whether these are 
composed of text, sound and/or image. Forms-of-material are recognizable from their structure 
without having to rely upon their content, and as a consequence, the "medium", or form, is the 
message. Thus, we immediately know what kind of information will be contained on a page of a 
double entry bookkeeping journal, a curriculum vitae, or a certificate of commendation, without· 
having to "read" them. This has enabled records managers and archivists to use form-of-material 
as a shorthand for content indexing and for other management decisions, such as retention 
schedules. 

Unfortunately, electronic information transactions seem more varied at the present time than the 
transactions of the paper world because the culture has not yet generated the categories with which 
one will ultimately deal in these transactions. Electronic mail systems, for example, do not carry 
documents analogous to those sent through paper mail systems. A single document may contain 
elements of chatting and gossip, business proposals, tables and charts, and "active links" to other 
databases. An electronic mail box may be an address of a person or it may be a "conference" or 
a "bulletin board". As students of diplomatics can attest, a similar fluidity of forms of documents 
accompanied the introduction of written records in Europe during the Middle Ages (Clancy, 1979). 
While some stabilization of forms for purposes of clarity can be expected in communications, a 

•• maturing of electronic communications which will involve greater use of pointers within records in 
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place of copies of other records can also be anticipated. This use of pointers raises a host of 
issues for records management, since the thing being pointed to can, and will, change 
independently of the thing pointing, and the "record" is what the two were at the time they were 
used by a given actor, not what they were when they were written. 

A. Digital documents 

Data files may consist of text, numeric data, images, or sound recorded digitally in one uniform 
structure called a computer record. Such files, often called flat files, may contain records that are 
free-form (natural language, free text, voice, etc.), or "fielded". Examples of fielded records are lists 
and case files. In either case, the records correspond to documents such as free-text electronic 
mail messages, word-processing files, computer-aided-designs, scanned images, or voice mail. 

Digital documents are the simplest kinds of electronic records for records managers and 
archivists because they most closely correspond to a kind of record in paper-based information 
systems. Some digital documents, such as vector digital images, raster digital images, and 
multi-sensory documents, may at first appear radically different. Ne_vertheless, they share with their 
paper cousins the fact that they are created by an author to have distinct boundaries and to retain 
their integrity in a file. 

There are aspects of digital documents that are different from their paper counterparts. They may 
have portions "hidden" from view. They may invoke other documents. Annotations and changes 
introduced to the documents during their life may or may not be distinguishable from the original 
content depending upon the software facilities in which they are created and maintained. They may 
contain a variety of contents that would not normally be found together in a paper-record because 
of the cultural boundaries of particular forms-of-material or document types. For example, drawings 
may be found in business documents, and lunch dates may be set up in electronic mail 
correspondence otherwise reserved for a policy discussion, but on the whole, digital documents 
remain familiar because they retain the form and content given them by their creators. 

B. Analog audio and visual records 

While analog audio and visual records have been with us since the late nineteenth century, it is 
only recently that they have begun to be recognized, and the problems relating to their 
management, as part of a continuum of electronic records issues. In this case the fundamental 
issues are, first, that analog audiovisual records document sounds and images over time, and are 
intended to be "played back" in real-time, and second, that reproduction of analog media results 
in degradation of the signal. 

Continuous sound and motion images contain a vast amount of information which it is nearly 
impossible to describe in words. Yet we do not have methods to access the specific contents of 
real-time sound and image directly, and are therefore forced to rely upon words and context to 
provide access. 

A variety of media have been employed to record sound in analog representations in such a 
manner that devices can reproduce the sounds at a later time. Some of these media, such as wax 
cylinders and magnetic tape, enabled users to make recordings and play them back, while others, 
such as the phonograph record could not be recorded by users. In the past 30 years, similar 
technologies have been developed to record images (together with sound). These also consisted 
of read-write devices, such as videotape, and read-only devices, such as videodisc. Analog 
audio-visual records continue to play an important role in representing motion video and extended 
audio, but they are distinctive for archivists because of their media properties. Information is 
generally lost with each subsequent generation of these media, and the media have relatively short 
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commercial lives (15 years is a typical span of commercial dominance, 30 years is a product 
lifetime). 

C. Transmission by-products and end products 

Ever since the invention of the telegraph, certain records have been created as a by-product of 
transmission of information by electronic means. Because the end products of earlier transmissions 
were normally output onto paper, archivists and records managers dealt with the telegram, the 
telephoto, and, more recently, the telex, as if they were paper-records, ignoring the fact that the 
method of their distribution created a machine-readable record. Now, however, the varieties of 
transmission paths and temporary storage media for types of digitally encoded data available are 
forcing records managers and archivists to re-examine those tactics. 

Not only does it need to be decided what medium to keep end products, often it also needs to 
be decided whether to retain electronic by-products of transmissions when the end products are 
kept in paper. While one may wish to view a photograph from an earth-orbiting satellite as the end 
product, keeping paper representations of digitally transmitted satellite images would do very little 
for anyone interested in using this information subsequently. If one wants to retain a useful record, 
one must turn to the by-product of the transmissions. In contrast, messages can now be received 
over the telephone which have been digitally recorded on a personal computer as zeroes and ones 
but are transmitted as analog signals over the phone. These messages are useful only if listened 
to, and they could well be retained (if at all) in analog. To complicate matters, a PC can also serve 
as a facsimile transmitter, and produce from word-processed documents a bit-mapped 
representation that will be printed on a facsimile machine at the receiving location. Neither the 
printed record (end product), nor the bit-map (by-product) is anywhere near as useful as the ASCII 
version that is stored in the computer. Because the methods of encoding and representing 
information can be, and are being, altered by systems of transmission, records managers and 
archivists must increasingly concern themselves with whether to capture transmission by-products, 
end products or source products and where in the transmission system to get these 
representations, as well as on what media to store them. 

D. Disaggregated data 

United Nations organizations such as the World Meteorological Organization, the World Health 
Organization and the Food and Agriculture Organization are increasingly using remote-sensing 
instruments to monitor the environment, crop growth, health conditions, economic activity, and 
other phenomena, producing endless streams of raw data. The quantity of such documentation 
automatically generated by measuring, sensing and monitoring instrumentation is far beyond that. 
associated with traditional experimental data, although in many respects it is similar in that it is also 
available in summary reports (United States. NCLIS, 1984, see p. 70). These data have 
c~msiderable bearing on policy decisions made by governmental organizations, and may also have 
informational value for future, unpredictably different, uses, but their retention raises severe 
economic issues. In effect, the only way to retain this volume of information is to sample it. As a 
consequence, fundamental questions about how to sample such information (when the uses of the 
samples are not yet known) are of acute interest to archivists and records managers. 

E. Databases 

Databases represent the most profound break from the document-oriented information systems 
familiar to archivists and records managers. While they may be thought of as collections of files 
with defined relations, and can in principle be represented as a series of flat files, databases, 

•• whether constructed with database management systems (DBMSs) or spreadsheets, or with project 
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planning, management and forecasting software, contain a large number of tools that frustrate 
strategies to retain databases as a series of flat files without virtually eliminating their evidential 
value. 

Some examples may help to illustrate the gulf between databases and document files. The 
security capabilities of a DBMS, for example, permit one to define a separate view of the data in the 
database for each user. As far as the users are concerned, the data they see is the totality of 
information in the system. Thus, if one wants to subsequently reconstruct subsequently what any 
given users might know, one needs to know what view or permissions they had. Different users, 
with permission to alter different data elements in the system, can independently change the 
database. Any future view through the same permission set will not produce identical data. Equally 
significant from the perspective ofarchivists and records managers is the capability given to a user 
to retrieve a record in a DBMS through application of the query and reporting facilities of the 
software without either: (1) producing a physical product, or (2) adding any new information. In this 
sense the records of the database are unlike those of the flat file, for they are not "documents" in 
the sense that such things existed on p·aper, but rather opportunistically associated data elements 
and the data values that happened to be associated with them at the time of a specific query. One 
implication of this is that what we have traditionally thought of as documents, that is information 
brought together in one place for consideration, are being created interactively by users in database 
environments. Their creation of such documents does not leave behind what archivists would think 
of as a record. The "record" only exists as long as the association created by a particular query 
is retained in memory; recreating the record might not produce an association of the same 
information, since underlying components of that information might have changed. 1 

F. Machine instruction sets 

The information age is characterized by the advent of the "intelligent" machine, a machine acting 
under instructions from people and executing tasks called for by those instructions and other inputs. 
Because such machines act for people, and in place of people, their actions can at times be 
records. In particular, the instructions given to them are likely to be records of continuing value. 
In the management of traditional records, records managers and archivists always paid special 
attention to ensuring the retention of policy and procedure manuals since these articulated what 
the organization was doing and how it conducted its business. Since many day-to-day processes 
are now executed by electronic information systems, the procedures are expressed as 
programming code in software. The same evidential values that inhered in the procedure manuals 
are now associated with the software. As software embodies more and more "intelligence", which 
is to say that a greater number of higher level rules are written into code, the policies of the 
organization are increasingly expressed in software as well. If only to ensure that the policies and 
procedures as they are being carried out by software are indeed what was intended, records 
managers and archivists need to retain programming instructions and documentation (Bearman, 
1987). 

If machine instructions consisted only of software explicitly written for computers, the problem 
would be sufficiently complex, but numerous other categories of machine instruction sets also 
present problems for archivists and records managers. Some instructions are written onto silicon 
chips, as "firmware"; some are hidden in a growing universe of interactive productions and 
environments put to serious learning and experimentation purposes. One should anticipate an 
increasing variety of such products and their growing social impact over the coming decades with 
the extension of fibre optics into homes (Brand, 1987; R. Brown, 1988). The instructions that drive 
machines, as is most apparent from interactive audio-visual programming, are major intellectual 

1 
The fact that any "record" must be ''created" in a DBMS, and that it does not "exist" except if created, 

has been a major issue in discussions of the applicability of the United States Freedom of Information Act 
to electronic records, United States Congress, 1988; Massachusetts Secretary of State, 1987. 
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creations of our society and reflect substantially on its assumptions and values (as should be 
evident from the first generation of video games, but is substantially less evident in the queuing 
instructions in electronic calendars). 
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ANNEX Ill 

SURVEY ON E* MANAGEMENT IN THE UNITED NATIONS SYSTEM 

[E* refers to "electronic records" in the broadest sense - it can include electronic mail, electronic file transfer, 
electronic document creation as well as voice and optical image processing.] 

Name of Organization: -----------------
Respondent (Name/Title/Department): -----------

SECTION I: TELEX USAGE 

1. Telex (Print to print communications transmitted by telephone lines) 

Does your organization use Telex communications? 

Yes No [if no, skip to question 4] 

If yes, what is the volume of Telex messages per day 
sent? ___ received? 

What percentage of the staff is authorized to send telexes? 
% 

What percentage of electronic communications is handled 
by telex? ___ % 

Over the past 2-3 years, has this percentage: 

increased sharply 
increased moderately 
stayed relatively stable 
decreased moderately 
decreased sharply 

In the next 2-3 years, do you expect this percentage to: 

increase sharply 
increase moderately 
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stay relatively stable 
decrease moderately 
decrease sharply 

2. Is the use of Telex centralized in your organization? 

Yes No [if no, skip to Question 3] 

Has the use of telex communications presented any problems not readily 
resolved by paper-based records management and archives practices and 
methodologies? • 

Yes No 

If yes, what were the probl_ems and how were they handled? 

[If your organization does not use decentralized Telex communications, 
skip to Question 4] 

3. How are Telex costs handled or allocated? 

individual/project billings 
department billing 
no charge back 
other (please explain): 

Who is authorized to send a Telex? 

only unit heads 
anyone with a computer account 
anyone with budget authority 
other: 

Is an outgoing Telex routinely copied to third parties? 

Yes No [if yes, then to whom?] 

unit secretary 
records office 
registry /central files 
other: 
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Is an outgoing Telex indexed? 

Yes No [if yes, how is it indexed?] 

originator 
system supplied unique id 
other (please explain): _. 

Who controls the file copy of an outgoing Telex? 

originator of the Telex 
program manager or unit head in office of origin 
computer center staff 
records management staff 
legal counsel 
other (please explain): 

Who is authorized to receive a Telex? 

only unit heads 
anyone with an in-basket 
other: 

Is an incoming Telex routinely routed to third parties? 

Yes No [if yes, to whom?] 

unit secretary 
records office 
registry /central files 
other: 

Is an incoming Telex indexed? 

Yes No [if yes, how is it indexed?] 

recipient 
system supplied unique id 
other (please explain): 

Who controls the file copy of an incoming Telex? 

recipient 
program manager or unit head in office of receipt 
computer center staff 
records management staff 
legal counsel 
other (please explain): 

.. Has the use of decentralized Telex communications in your organization 
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presented any problems not readily resolved by paper-based records 
management and archives practices and methodologies? 

Yes No 

If yes, what were the problems and how have they been resolved? 

SECTION II: FAX USAGE 

4. Fax {Photocopy to photocopy communications) 

Does your organization use Fax communications? 

Yes No [if no, skip to question 7] 

If yes, what is the volume of Fax messages per day 
sent? ___ received? 

What percentage of the staff is authorized to send Fax? 
% ---

What percentage of electronic communications is handled 
by Fax? % ---

Over the past 2-3 years, has this percentage: 

increased sharply 
increased moderately 
stayed relatively stable 
decreased moderately 
decreased sharply 

In the next 2-3 years, do you expect this percentage to: 

increase sharply 
increase moderately 
stay relatively stable 
decrease moderately 
decrease sharply 

5. Is the use of Fax centralized in the organization? 

Yes No [if no, skip to Question 6] 

Has the use of Fax communications presented any problems not readily 
resolved by paper-based records management and archives practices and 
methodologies? • 

Yes No 
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If yes, what were the problems and how were they handled? 

[If your organization does not use decentralized Fax communications, 
skip to Question 7] 

6. How are Fax costs handled or allocated? 

individual/project billings 
department billing 
no charge back 
other (please explain): 

Who is authorized to send a Fax? 

only unit heads 
anyone with a computer account 
anyone with budget authority 
other: 

Is an outgoing Fax routinely copied to third parties? 

Yes No [if yes, then to whom?] 

unit secretary 
records office 
registry/ central files 
other: 

Is an outgoing Fax indexed? 

Yes No [if yes, how is it indexed?] 

originator 
system supplied unique id 
other (please explain): 

Who controls the file copy of an outgoing Fax? 

originator of the Fax 
program manager or unit head in office of origin 
computer center staff 
records management staff 
legal counsel 
other (please explain): 

Who is authorized to receive a Fax? 

only unit heads 
anyone with an in-basket 
other: 
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Is an incoming Fax routinely routed to third parties? 

No Yes [if yes, to whom?] 

unit secretary 
records office 
registry /central files 
other: 

Is an incoming Fax indexed? 

No Yes [if yes, how is it indexed?] 

recipient 
system supplied unique id 
other (please explain): 

Who controls the file copy of an incoming Fax? 

recipient 
program manager or unit head in office of receipt 
computer center staff 
records management staff 
legal counsel 
other (please explain): 

Has the use of decentralized Fax communications in your organization 
presented any problems not readily resolved by paper-based records 
management and archives practices and methodologies? 

Yes No 

If yes, what were the problems and how have they been resolved? 

SECTION Ill: E-mail USAGE 

7. E-mail (Electronic mail or interactive computer-based communications) 

• Does your organization use E-mail communications? 

Yes No [If no, go to Question 8) 

If yes, what is the volume of E-mail messages per day 
sent? • received? ---

What percentage of the staff is authorized to use E-mail 
communications? % 
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What percentage of electronic communications is 
handled by E-mail? % ---

Over the past 2-3 years, has this percentage: 

increased sharply -
increased moderately 
stayed relatively stable 
decreased moderately 
decreased sharply 

In the next 2-3 years, do you expect this percentage to: 

increase sharply 
increase moderately 
stay relatively stable 
decrease moderately 
decrease sharply 

When did your organization first begin using E-mail? (year) 

How are E-mail costs handled or allocated? 

individual/project billings 
department billing 
no charge back 
other (please explain): 

Who is authorized to send E-mail? 

only unit heads 
anyone with a computer account 
anyone with budget authority 
other: 

Is outgoing E-mail routinely copied to third parties? 

unit secretary 
records office 
registry /central files 
other: 

Is outgoing E-mail indexed? 

Yes No [if yes, how is it indexed?] 

originator 
system supplied unique id 
other (please explain): 
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Who controls the file copy of outgoing E-mail? 

originator of E-mail 
program manager or unit head in office of origin 
computer center staff 
records management staff 
legal counsel 
other (please explain): 

Who is authorized to receive E-mail? 

only unit heads 
anyone with a computer account 
other: 

Is incoming E-mail routinely routed to third parties? 

Yes No [if yes, to whom?] 

unit secretary 
records office 
registry /central files 
other: 

Is incoming E-mail indexed? 

Yes No [if yes, how is it indexed?] 

recipient 
system supplied unique id 
other (please explain): 

Who controls the file copy of incoming E-mail? 

recipient 
program manager or unit heads in office of receipt 
computer center staff 
records management staff 
legal counsel 
other (please explain): 

Has the use of E-mail communications presented any problems not readily 
resolved by paper-based records management and archives practices and 
methodologies? 

Yes No 

If yes, what were the problems and how were they handled? 
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SECTION IV: E-mail SYSTEMS - CRITERIA AND POLICIES 

(If your organization is currently using E-mail, skip to Question 9) 

8. Is your organization considering the introduction of E-mail? 

Yes No (if no, why not?] 

cost problems 
lack of technical expertise 
lack of telecommunications links 
unresolved records management issues 
other (please explain): 

If yes, what E-mail systems are you currently exploring? 

What are the most important criteria for your organization in choosing 
and implementing E-mail? Please check no more than three: 

low cost 
user friendly 
full connectivity 
requires no additional hardware 
computer center staff support 
compatibility with other UN organizations 
other (please explain): 

[skip to Question 10] 
9. What E-mail systems are currently supported and used within your 

organization? 

Who was primarily responsible for the introduction of E-mail? 

computer center staff 
records management staff 
senior management directive 
in-house staff study 
outside consultant 
other (please explain): 

Who is responsible for E-mail technical policy decisions? 

computer center staff 
office products staff 
cross-office staff 
telephone/telex/fax staff 
other (please explain): 

Who is responsible for E-mail management policy? 
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executive management 
records management staff 
computer center staff 
cross-office staff 
fiscal office 
legal counsel 
other (please explain): 

What were the key criteria for selecting a system? (check all that 
apply}: 

cost 
overall organizational needs 
staff preferences (ease of use) 
external organizational requirements 
compatibility with other UN organizations 
other (please explain): 

What are the functions served by E-mail? (check all that apply): 

substitute for telephone, telex or fax messages of 

--- • an informal nature 
distributing short memos 
distributing long memos 
circulating draft material for comment, review, or 

clearance 
transferring data files 
transferring official documents 
interface to other programs or other computers. 
other (please describe): 

How extensive is the E-mail communication system? (check all that 
apply): 

intraoffice 
interoffice 
intraorganization (organization to field offices) 
interorganizational 
other (please explain): 

Do "official channels" of communication exist for E-mail? 

Yes No [if yes, please describe:] 

Is a distinction made between "official" and "unofficial" material that 
is sent by E-mail? 

Yes No 
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If yes, on what basis is electronically mailed material considered to 
be "official" record material? 

---
---

never (record copy is on paper or in central 
store) 

when it has official sign-off 
when the sender or recipient is a program head 
other (please describe): 

What criteria is used if E-mail communications are saved? 

no established policies (senders and recipients 
decide for themselves) 

it depends on the subject matter of the 
communication 

it depends on the "formality" of the communication 
it depends on the "channel" of the communication 

all are saved, at least for some time period 
other (please explain): 

For E-mail communications that are saved: 

How long are they retained? 

Where are they retained (e.g., at the workstation, centralized file)? 

In what medium are they retained (e.g., tape, disk, on-line, hardcopy)? 

Do these retention policies differ in any way from those that govern 
other electronic records (e.g., documents and reports stored in 
machine-readable form)? 

Yes No [if yes, please explain:] 

Has the function of E-mail changed substantially since its inception 
(e.g., unanticipated uses)? 

Yes No [if yes, please describe:} 

Is your organization experimenting with other kinds of E-mail systems or 
uses? 

Yes No [if yes, please describe:] 
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SECTION V: E*: TECHNOLOGY OPPORTUNITIES AND CONSTRAINTS 

[E* refers to "electronic records" in the broadest sense - it can include electronic mail, electronic file transfer, 
electronic document creation as well as voice and optical image processing.) 

1 o. When electronic information - whether numeric, textual or graphic - is 
created: 

What kind of hardware and peripherals are involved (check all that 
apply)? 

mainframe computer 
minicomputer 
microcomputer 
special input/output devices, e.g. OCR, 
transceivers, etc. 
other (please explain): 

Is there an organization-wide policy on hardware architectures or 
vendors? 

Yes No [if yes, please describe or supply a copy of it:] 

What types of software are in use (check all that apply)? 

word processing 
spreadsheet 
database management system 
direct data entry 
other (please explain): 

Is there an organization-wide policy on software applications or 
vendors? 

Yes No [if yes, please describe or supply a copy of it:] 

At the point of creation of E*, is there any automated or routine way 
to schedule its retention, distribution or disposition? 

Yes No [if yes, please explain:] 

What types of electronic access and transfer capabilities does your 
organization have for using or exchanging E*? 

- local area networks? 

No Yes (types) cable 
fiber optics 
ethernet 
other: 
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- telecommunication links? 

No Yes (types) __ _ hardwired 
telephone dial-up 
satellite 
other: 

Is there an organization-wide policy on network architectures, vendors 
or service providers? 

Yes No [if yes, please describe or supply a copy of it:] 

When E* is reused or transferred, is there any automated or routine 
information about its retention, disposition or distribution? 

Yes No [if yes, please explain:] 

,.. 
How are large volumes of E* typically shared, reused or transferred? 
(Check all that apply:) 

---

• 
mailing or pouching disks, tapes or diskettes 
up- or down-loading to/from a host machine or 

file server 
on-line access to a formal numeric text, or other 

database 
on-line access to a common store 
distribution of print copies 
via electronic mail 
other (please explain): 

Have any of the checked procedures in the list above presented any 
problems not readily resolved by paper-based records management and 
archives practices? 

Yes No 

If yes, what were the problems and how have they been handled? 

What types of long-term storage media does your organization use for 
E*? .. 

disk storage 
magnetic tape 
optical disk 
other: 

Is there any organization-wide policy on the types of long-term storage 
media that may be used for E*? 

Yes No [if yes, please describe or supply a copy of it:] 
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Are there any automated or routine guides for the type of long-term 
storage media to be used for E*? 

Yes No [if yes, please explain:] 

11. Below we have listed some existing and proposed standards - some international, some national-related 
to information handling technologies. Please review the items and for each one, check a column to indicate 
whether your organization has adopted it or is considering its adoption, or else that it is inapplicable to or 
unknown in your organization. 

a. X.400 

b. IRDS 

c. FTAM 

d. SGML 

e. ODA/ODIF 

f.- CGM 

g. SOL 

h. DDF 

i. ASN.1 

Other: 

Adopted 
Under 
Consid.eration 

Not 
Applicable Unknown 

The items listed above are actual or proposed international or national standards for document/image 
processing and information handling technologies. Glosses on the right include a translation of the acronym 
and/or an incomplete description. These are not intended as authoritative definitions but rather as helpful 
guides for those completing the survey. You may keep these descriptions - this page does not need to be 
submitted with the survey. 

1. X.400 An international standard (CCITT), it is a generic "envelope" for disseminating or transferring 
text, numeric or image information as electronic mail. 
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2. IRDSIRDS Information Resource Dictionary System is the Federal Information Processing Standard 
(FIPS) for data dictionary systems, designed to support the development, file management 
and database management of information systems for the efficient storage and retrieval of 
records. • 

3. FT AM An international standard f9r interactive File Transfer, access and management. It is 
primarily used for tranferring individual text files. 

4. SCnSGML Standard Generalized Markup Language is an international standard (ISO 8879). It consists 
of rules, tags, and definitions for marking parts of documents, identifying logical relations 
within them, etc., primarily for publication of text material. 

5. ODA/OD IF A proposed international standard (ISO /DIS 8613), 'lhe Office Document Architecture/Office 
Document Interchange Facility is primarily used for the exchange of compound documents 
(text and graphics), retaining their original physical representation. 

6. CGM 

7. SOL 

8. DDF 

9. ASN.1 

The Computer Graphics Metafile is a standard for transferring raster graphics image files. 

This is the U.S. Structured Query Language comprising standard definitions and procedures 
for transferring database queries between two ct>mputers whose software conforms to SOL. 

An international standard (ISO 8211 ), the Oat~ Definition Format is used for the interchange 
of complex or relational database data. 

Related to the X.400 family of standards, Abstract Syntax Notation One is an international 
, standard consisting of definitions and procedures for the transfer of applications, data and 
data structure between two different computers. 

Is your organization considering the development of standards related to E* in any of the following areas? 

hardware architecture 
software communications interfaces 
telecommunication network protocols 
E-mail practices for appraisal, indexing, retention 

and storage " 
other relevant domains (please explain): 

, 
/ 

What are the most important functions or standards in relation to the 
management of E* (e.g., automated distribution, routing, automated 
retention scheduling, automated version control, etc.)? 

SECTION VII: POLICY DEVELOPMENT 

12. Does your organization's records center/archives hold electronic 
documents/records? 

Yes No [if yes, for how long?] 
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Describe the methodology used for appraisal, processing and protection 
of machine-readable records: 

Does your organizations records officer have any responsibility for 
control over electronic documents/records in the active stage? 

Yes No [if yes, please describe:] 

Has your organization attempted to apply electronic tracking 
methodology or logging directly to E*? 

Yes No 

If yes, did you encounter difficulties antj problems with this approach? 

If yes, how were these problems handled and how adequate are these 
solutions? 

Has your organization attempted to apply machine-readable records 
management methodology (e.g., appraisal, retrieval and preservation to 
E*)? 

Yes No 

If yes, did you encounter difficulties and problems with this approach? 

If yes, how were these problems handled and how adequate are these 
solutions? 

13. Has your organization developed any new awareness or training 
procedures or requirements related to electronic E* management and 
archives? 

Yes No 

If yes, what types of staff are affected by new training? 

If yes, who provides the training? 

If yes, what does the new training entail? Please describe or attach 
course outlines or documentation. 
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14. Do you have access to people, either within or outside your 
organization, whom you regard as experts in some areas of E* records 
management? 

Yes No [if yes, what types of resource people?] 

15. What do you see as the chief issues your organization faces or will 
face related to managing records and archives in the E* age? 

************* 

Thank you for your co-operation in completing this survey. 

Please return it by 1 May 1988 to: ACCIS Secretariat· 
Palais des Nations 
CH-1211 Geneva 10 ,. 
Switzerland 
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ANNEX IV 

FOLLOW-UP VISITS TO ROME AND VIENNA: QUESTIONS AND ANSWERS 

I. WHAT MAIN TYPES OF INFORMATION ARE SEEN AS "OFFICIAL"? 

Rome: 

Vienna: 

At IFAD, all mail, unless personal and private, is considered official. Substantive records are 
microfilmed and entered into an automated system; official records not of a substantive 
nature are given a low retention period. For project files, low retention material is filed 
separately from long retention material. 

At FAO there is a distinction made between official and unofficial records. Telex 
communications are considered official because the hard copy is signed and authorized. 
At present, most e-mail is considered unofficial. The question is posed as to whether 
sending from a director's account will qualify a message as official, that is, whether the 
password will be accepted as equivalent to an electroni€ signature. There is currently an 
e-mail pilot project which will pose this question as a management decision. 

IAEA maintains two post office boxes, one for purely private information and the other for 
official information. The latter is not limited to media type or format. It is any 
communication which relates to official activities of the IAEA. Under these guidelines, even 
what some might call "informal" communications would be considered official and should 
be cleared through the registry. 

IAEA has a highly centralized registry system for controlling official communications. Except 
for e-mail, all incoming and outgoing communications are handled the same way without 
regard to method of transmission. Plans are now being discussed whereby e-mail will also 
be brought under this registry control system. • 

IAEA's definition of record material is broad: it is any communication involving activities of 
the agency. Telex and fax communications are treated as any other communication; their 
management is facilitated by the fact that the Records and Communications Section (RCS) 
also has the responsibility for providing telex and fax services for the entire organization. 
The definition includes telephone calls as well; agency employees are supposed to prepare 
an abstract of any official telephone communication and send it to RCS (although few are, 
in fact, sent). Given this definition, RCS staff believe that e-mail can be placed under the 
same guidelines and regulations which govern fax, telex, and telephone conversations. 

II. HOW IS ELECTRONIC INFORMATION SUCH AS TELEX, FAX, E-MAIL, MANAGED? 

Rome: 

In IFAD the Records and Communications Unit has responsibility for the centralized registry, 
telex, fax, and for external electronic mail using the ICC. Paper files are physically 
centralized and controlled except for about 15 percent of files relating to administration. 
Outgoing telex and fax communications are prepared on WANG word processing 
workstations and sent in hard copy with authorizing signature and WP document number 
to Registry where the WP document ·is numbered and automatically transmitted and the 
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Vienna: 

hard copy filed. Incoming telex and fax messages are fully manual and routed by Registry 
to offices before filing in official files. Internal e-mail uses WANG Office and is managed by 
the Computer Services staff with no central responsibility for document management. 

In FAO each division has its own registry; active files are kept in the divisions and technical 
supervision is provided by a central archives and records unit which is also responsible for 
inactive files. Divisions prepare a multiple-copy set of telex and fax communications which 
is sent to the Communications Operations unit (cable room) where the message is read into 
an OCR reader, dispatched, and a hard copy sent to the unit Registry for filing. External 
e-mail is through the ICC and packet-switching networks; internal e-mail employs VAX 
computers, All-in-One software, and PC and DEC MATE workstations. 

For WFP, there is a registry service (although the degree of centralization of paper files that 
exists in the organization was not ascertained). There is a centralized telex service using 
an OCR reader after signatures have been checked, and a partially decentralized fax service. 
Incoming telex and fax messages pass through the registry for distribution. E-mail is 
provided through ICC <;all/Mail which is accessed by Norsk Data terminals. 

IAEA does not have different approaches for paper and electronic communications. The 
key questions. are whether the communication involves official activity and whether it is 
substantive. All official substantive incoming and outgoing communications (telex, fax, and 
regular mail) pass through RCS before being forwarded to the appropriate action officer or 
sent outside·the IAEA. RCS handles all classification, indexing and microfilming activities 
to ensure uniform management of records regardless of medium (with some exceptions for 
e-mail, as indicated below). 

Resulting index information is entered into the RCS Information Retrieval System database. 
Frequently the function or activity of a file cuts across two or more offices, with the result 
that no single office has a "comp1ete" file. However, the RCS Information Retrieval System 
contains all citations to a given function or activity without regard to which department 
handled particular communications, providing an integrated index. 

It should be noted that telexes produced on a word processor are delivered as hard copy 
to RCS, where they are re-keyed. The same thing applies to fax messages, except they are 
scanned for input. (RCS interfds to eliminate this duplication of input.) Subsequently telex 
and fax communications are indexed the same as other communications. Currently, e
mail communications (e.g., via BITNET) may completely bypass RCS. However, discussions 
are underway with IAEA's Data Centre to guarantee that RCS receives a copy of every e
mail communication both within and outside the organization. Plans call for creation of an 
electronic mailbox at RCS which will automatically receive a copy of all messages. RCS 
would then handle the messages as they now handle all other incoming and outgoing 
communications. 

At present, e-mail communications (incoming and outgoing) are indexed only if a paper 
copy is sent to RCS; and RCS retains only the microfilm copy. The planned electronic 
mailbox will enable all substantive official e-mail communications to be indexed and retained. 
In the short run, RCS probably will continue to make microfilm copies (even of official e
mail). In the long run, optical digital disk storage technology may eventually replace 
microfilm as the medium for long-term storage. 
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Ill. WHO APPRAISES ELECTRONIC INFORMATION AND WHEN IS IT DONE? 

Rome: 

Vienna: 

For the most part, telex and fax communications are managed in the same way as paper 
communications, with the file_ copy often being in hard copy form. At IFAD, each document 
assigned to a file is assigned by the automated system the retention period established for the file. 
Users of ICC Call/Mail are usually given individual responsibility for managing their own messages, 
although FAO assigns disk quotas and periodically urges users to clean up their disks, and WFP 
encourages users to keep messages no more than 2 years. Users of WANG Office at IFAD and of 
All-in-One at FAO make their own decisions as to archiving. 

Currently, action officers determine what are substantive outgoing paper communications 
prior to sending them to RCS for dispatch. However, RCS staff do review these 
determinations during classification and indexing. All incoming official communications are 
reviewed by RCS staff who identify those which are substantive. There is no difference in 
the way paper, telex, and fax communications are handled in this regard. At this point, there 
are no provisions for RCS retention of electronic records. This is left to the individual offices 
concerned. However, RCS clearly expects this policy to change as optical digital storage 
media become more available. Furthermore, a 1986 Office Automation Strategy Paper 
called for the Computer Section and RCS to conduct a joint study of the feasibility of 
electronic storage and retrieval of records. 

IV. FOR ELECTRONIC MAIL, DOES/WILL IT DIFFER FROM TELEX AND FAX IN RELATION TO 
APPRAISAL, STORAGE MEDIA, AND STORAGE PROCEDURES? 

Rome: 

Vienna: 

At IFAD, external e-mail will be managed according to the same principles as for other 
official mail, including requiring authorizing signatures before dispatch. At FAO, the 
preparation and dispatch of telex messages is in the process of being automated; however, 
there is no plan to link e-mail and telex dispatching. 

As noted previously, how e-mail is or will be handled should not differ substantially from the 
way that fax and paper-based communications are handled. The RCS staff believe that the· 
records management regulations in place provide an adequate umbrella for electronic 
records. This umbrella includes indexing, appraisal, and retention, although retention in 
electronic form is not now available. RCS supports access to an electronic index through 
the Information Retrieval System. The storage medium makes no difference to this index, 
because it simply points to the location(s) of the particular documents. This will change, 
however, when electronic documents are actually retained because the retrieval system will 
have to generate a list of "hits" from which actual documents could be retrieved. 
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V. HAS E-MAIL RAISED QUESTIONS OR SPECIAL PROBLEMS THAT DO NOT OCCUR WITH OTHER 
MEDIA? 

Rome: 

Vienna: 

FAO noted that with e-mail it is up to the user to determine how and if a message is 
archived and how it can be retrieved. This lends a personal character to the medium. With 
the present thinking, for a message to be official, the e-mail message would have to be 
printed and signed. A request received through e-mail would have to be followed by an 
official request, stamped by the Registry. WFP also noted that the characteristic of 
decisions being "up to the user" made the management of e-mail different from other media. 

IAEA and RCS are just beginning to explore the implications of the use of e-mail. It is seen 
as a problem which can be dealt with using existing regulations. However, one question 
that emerged about e-mail was how it may differ from telephone communication. Even 
when a telephone conversation involves official business, the general view is that it is private 
and no one should eavesdrop on the conversation. A memo of record might be written 
about the conversation, but the entirety of the conversation would not exist. However, if e
mail is treated as any other form of official communication, the argument could be made 
that this is an invasion of personal privacy. 

VI. HOW HAS THE TRAINING AND INTEGRATION OF FUNCTIONS BETWEEN DATA PROCESSING 
AND RECORDS MANAGEMENT STAFFS BEEN HANDLED AND HOW WELL DOES IT WORK? 

Rome: 

Vienna: 

At IFAD, the head of the Records and Communications Unit has been responsible for 
training the Records and Communications Assistant. There has been no special training for 
data processing professional staff. 

, 
At FAO, secretaries receive training in word processing and telex preparation, but records 
management staff have had no specific computer training. DP staff are expected to follow records 
management procedures where relevant for managing computer records. For example, the VAA 
manager uses Registry file codes in establishing e-mail files for an e-mail pilot project. 

IAEA has a Computer Management Group made up of senior managers who recommend 
automation policy for the entire organization. Both the Director of the Data Centre and the 
Head of RCS belong to this group. Thus, there is communication between data processing 
and records management at this level. Equally important is the co-operation between RCS 
staff and the Office Automation Staff. Regular meetings are held to discuss topics of mutual 
concern. In the process, both staffs learn each other's programmes. 

System specifications (i.e., hardware and software) and implementation largely have been 
left to the Computer Section. This should be qualified by noting the considerable informal 
communication between the two staffs. End-user support generally is handled by the Office 
Automation Staff. However, the records management guidelines and regulations that RCS 
has issued are made available to every staff member. Further, the highly concentrated and 
centralized approach to records management involves key members of the two staffs in 
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daily contact. Thus, office automation staff already are very much sensitized to records 
management issues and concerns; RCS believes that this is the basis upon which to build 
sensitivity programmes and procedures for electronic records. 

VII. WHAT WAS THE TRANSITION TO AN ELECTRONIC RECORDS ENVIRONMENT LIKE? 

Rome: 

Vienna: 

At IFAD, the transition to the electronic records environment has been seen as the 
development and adoption of an automated system for managing correspondence: 
classification, distribution, disposition, retrieval. The impetus for the transition was 
management identification of a need to improve retrieval of Registry information. The 
Records Management System development was discussed by senior management and 
approved by the President. IFAD reports that the transition required changing of procedures 
and ways of working both within Records Management units and units served. This has 
proved beneficial, but has required a good deal of convincing and demonstration of benefits 
before these changes could be effected. The implementation of a correspondence tracking 
facility in connection with the Records Management System was an important motivation 
fucio~ • 

FAO feels the question is premature as the transition is just beginning. At WFP the transition 
is a gradual one with no one being pushed -- and, in fact, the opinion was stated that from 
a Registry point of view, there has not been a transition. For those staff members who have 
found e-mail useful; however, it has changed their way of working. 

IAEA is on the brink of getting into a full electronic records environment. Thus, little can be 
said as yet about the transition. What may be more instructive is how RCS implemented 
centralized management of records management. The very high degree of centralized 
management and office compliance is the result of a carefully thought out strategic policy 
and the availability of human resources. The strategic policy essentially was to ensure each 
office complied with records management guidelines by physically rearranging paper-based 
office files. This required almost two years and considerable staff resources. However, from 
RCS's point of view this was a worthwhile investment since it established a uniform filing or 
classification system that is maintained by RCS. The indexing and retrieval functions of the 
Information Retrieval System ensure that specific documents can be located very quickly. 
Thus. RCS provides an important service to offices when documents are misfiled or 
misplaced. This service aspect probably is the single most important feature of the RCS 
programme which has contributed to its success. 

VIII. WHAT ARE FUTURE PLANS? EXPANSION OF COMPUTER CAPABILITIES? STANDARDS? 

Rome: 

At IFAD the next step is to extend the use of the automated records management system 
to staff outside of Registry so that the retrieval aspects of the system will be available to 
offices. This will imply a certain decentralization of retrieval activities, but will involve no 
organizational changes. 

At FAO the automation of the telex process is being tested and is nearly ready for 
implementation (Management Report· attached). Although archiving will be done 
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Vienna: 

electronically, hard copies will still be filed pending development of an electronic system by 
Registry. FAO does foresee organizational changes. They are not planning to move telex 
to Office Automation at the moment because they do not wish to mix operations and 
technical issues. However, communications programmes, including Registry, are moving 
in the direction of Office Automation. 

WFP hopes to establish a PBX system which would incorporate telephone, telex, and office 
support functions. This would move telex under the Management Services umbrella 
organizationally, but no thought has been given to computerizing Registry. WFP sees a 
definite need for standards, especially document interchange standards. They are currently 
using a software package called Alladin which translates between word processing 
packages. The many different software packages in use continue to be a serious problem 
for them. 

IAEA has adopted an Office Automation Strategy which clearly links office automation to 
ACS goals and objectives. Office automation increasingly will place PCs in the hands of 
end users -- approximately 90 percent of the staff -- over the next several years. The plan 
to make ACS a kind of "copy" corporate "mailbox" for all electronic mail, incoming as well 
as outgoing, will go a long way toward ensuring that archives and records management 
concerns will be addressed at the highest levels within IAEA. 

RCS and Data Centre staff are very interested in TP /REM's strategic guidelines report as 
well as its standards report. The latter, they believe, will be very helpful as they consider 
software and hardware alternatives. Standards are particularly important for ACS with the 
move toward retention of records in electronic form. The greatest level of interest now is 
in the OSI Reference Model and the Message Handling Service (MHS) of X.400. 

IX. WHO PAYS FOR ELECTRONIC RECORDS MANAGEMENT? 

Rome: 

Vienna: 

IFAD records statistics on expenditures by department, but there is no charge back of 
expenditures. FAO has a charge-back system for telex, facsimile, and external e-mail, but 
not for internal e-mail. WFP does not charge back for storage or other ICC services 
because all billing is in one account. 

No one pays as such for telephone, mail service, or the current records management 
programme. These activities are considered part of the overhead cost of running the 
agency. Electronic records management is likely to be considered in the same light. 
Generally, the procurement of new PCs is funded out of the Data Centre budget so the cost 
of PCs is not charged by particular offices. The only chargeback now in effect involves 
telex, fax, and special messenger services. 

X. DOES ROME/VIENNA HAVE ANY ADVICE FOR THOSE WHO WILL BE MOVING INTO ELECTRONIC 
RECORDS/E-MAIL IN THE NEAR FUTURE? 

Rome: 

IFAD pointed out that training is an important component and should not be neglected. 

132 



Vienna: 

IFAD would also like to see more sharing of information between United Nations agencies. 
In an electronic environment codifiers require a higher grade than their counterparts working 
in manual systems. 

WFP recommended that if an organization has an interest in keeping track of e-mail 
messages, an automatic system should be devised rather than counting on the users to 
index and file messages. The u·sefulness of storing information in Registry was questioned, 
although WFP felt that an optical disc system which stored the current six months of 
messages on line should be investigated. 

Close co-operation between records management staff and data centre staff is essential. 
In the case of the IAEA, close co-ordination between RCS and the Data Centre Staff proved 
vital in ensuring that in the future e-mail produced on individual PCs can be captured. It 
was what led to the decisic;m to implement software that will automatically copy each piece 
of e-mail and place it in RCS's "corporate" electronic mail box . 

. From the viewpoint of RCS, a heavy staff investment made in standardizing departmental 
filing systems is equally critical. RCS staff spent almost three years reorganizing 
departmental files to reflect the new filing scheme. Although this involved a substantial 
commitment of RCS staff resources, it established a platform of records commonality that 
is essential to any automation project. In other words, RCS- elected to totally reconstruct 
corporate and departmental filing systems and then automate the new filing systems. RCS 
believes that overlaying automation on cumbersome, inefficient, and contradictory filing 
systems is a guaranteed recipe for failure. 
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ANNEX V 

GLOSSARY FOR ELECTRONIC ARCHIVES AND RECORDS MANAGEMENT 

Background 

The following section is a glossary of terms used in the management of electronic archives and 
records. It constituted one part of the September 1989 final report of the ACCIS Technical Panel 
on Electronic Records Management (TP /REM). 

The terms selected for the glossary include those most subject to differing interpretation either 
within or between the worlds of data processing and records management, and the symbols (DP) 
and (RM) are used to indicate the context for the given definition. Where possible, a definition has 
been supplied from a published dictionary, glossary, or text. Such sources are indicated by the 
numbers which appear in parenthes13s after each definition, and a list of the references used follows 
the glossary. 

The glos.?ary also includes terms with accepted meanings which have been expanded or 
otherwise modified in the context of the Panel's reports, as well as some terms not found in 
standard dictionaries. For these, expanded or new definitions have bE!en supplied by the authors 
of the reports. These cases are noted as appropriate. 

The glossary was prepared for the internal use of United Nations organizations, and in support 
of the Panel's work. Originally, it was not envisaged that it would become a stand-alone product 
for outside use, and it is in this context that it should be considered. 
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A 

ABSTRACT SYNTAX NOTATION ONE (ASN.1) 

(DP) A standard language for defining data structures (ISO 8824); associated with a set of 
binary encoding rules for data values in a defined data structure (ISO 8825). (2) 

ACCESS 

(DP) The process of retrieving data from storage. (8) 

(RM) The availability of records/archives for consultation as a result both of legal authorization 
and the existence of finding aids. (18) 

See also: DIRECT ACCESS, SEQUENTIAL ACCESS 

ACCESSION 

(RM) 1. The act and procedures involved in a transfer of records or papers into the physical 
custody of an archival agency,_ records centre, or manuscript repository. (12) 

2. The materials involved in such a transfer of custody. (12) 

ACTION COPY 

(RM) That copy of a communication directed to a particular agency, office, or individual 
responsible for action, as opposed to an information copy. (12) 

ACTIVE RECORDS 

See: CURRENT RECORDS 

ADDRESS 

(DP) A name or number that designates a specific storage location, other data source or 
destination. (3) 

ADMINISTRATIVE CONTROL 

(RM) The acquisition and use of documentation required to manage records holdings as 
materials in physical custody without describing the information they contain. 
Distinguished from intellectual control. (DB) , 

ADMINISTRATIVE VALUE 

(RM) The value of records/archives for the conduct of current or future administrative business 
and/or as evidence thereof. {18) 

ALPHANUMERIC 

(DP,RM) A combination of alphabetic and numerical characters. (3) 
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ANALOG 

(DP) A term used in contrast to digital, referring or pertaining to a signaling technique in which 
a transmission is conveyed by modulating (varying) the frequency, amplitude, or phase 
of a carrier. An analog signal is typified by a continuous wavelike pattern. (5) 

APPLICATION 

(DP) An application is any specific use of the computer. For example, payroll, inventory and 
accounts receivable are typical business applications. Word processing, spreadsheets 
and business graphics are also called applications. The term is often used synonymously 
with program. Contrast with operating-system. (9) 

' 
APPLICATION EXTENSIONS 

(DP) In relation to the Open S}(Stems Interconnection (OSI) standards, the layer of standards 
which lie beyond the model, above level 7, the application layer. (DB) 

APPLICATION LAYER 

(DP) In open systems architecture, the highest layer explicitly defined by end users, that 
provides all the functions needed to execute their application programs or processes. 
(32) 

APPRAISAL 

(RM) The process of determining the value and thus the disposition of records based upon 
their current administrative, legal, and fiscal use: their evidential and informational or 
research value; their arrangement; and their relationship to other records. (12) 

ARCHITECTURE 

(DP) A specification which determines how something is constructed, defining functional 
modularity as well as the protocols and interfaces which allow communication and 
cooperation among modules. (26) 

ARCHIVAL VALUE 

(RM) Those values, administrative, fiscal, legal, evidential and/or informational, which justify 
the indefinite or permanent retention of records/archives. (18) 

ARCHIVE 

(DP) .. A procedure for transferring information from an on-line storage diskette or memory area 
to an off-line storage medium. (5) 

ARCHIVE GROUP 

(RM) The primary division in the arrangement of archives at the level of the independent 
originating unit or agency. (18) 

See also: RECORD GROUP 
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ARCHIVES 

(RM) 1. T~e non-current records of an organization or institution preserved because of their 
continuing value; also referred to, in this sense, as archival materials or archival holdings. 
(7) 

2. The agency responsible for selecting, preserving, and making available archival 
materials; also referred to as an archival agency. (7) 

See also: DATA ARCHIVES, MACHINE-READABLE RECORDS/ARCHIVES 

ARTIFICIAL INTELLIGENCE (Al) . 

(DP) The capability of a device to perform functions that are normally associated with human 
intelligence, such as reasoning, learning, and self-improvement. (26) 

See also: EXPERT SYSTEMS 

ASCII (AMERICAN STANDARD CODE FOR INFORMATION INTERCHANGE) 

(DP) A seven-bit plus parity code established by the American National Standards Institute 
to achieve compatibility between data services. ASCII consists of 96 displayed characters 
and 32 non-displayed control characters. (5) 

ASN.1 

See: ABSTRACT SYNTAX NOTATION ONE 

ASYNCHRONOUS TRANSMISSION 

(DP) A mode of data communications transmission in which time intervals between transmitted 
characters may be of unequal length. Transmission is independently controlled by start 
and stop elements at the beginning and end of each character. Also called start-stop 
transmission. (5) 

ATTRIBUTE 

(DP) A property or characteristic of one or more entities, for example, colour, weight, sex. 
Kinds of attributes include data attributes, display attributes and user attributes. {26) 

AUDIO-VISUAL RECORDS/ARCHIVES 

(DP) Records/archives in pictorial and/or aural form, regardless of format. {18) 

AUDIT 

See: SYSTEMS AUDIT 

AUDIT TRAIL 

(DP) A means of following transactions through a system from source documents to the 
results. It is commonly needed in data processing to check results and to test either that 
unpermitted changes haVe not been made to programs, or that permitted changes in 
one program do not cause errors elsewhere in the system. {24) 
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AUTOMATIC DATA PROCESSING 

See: DATA PROCESSING 

AUTOMATIC INDEXING 

(DP) The selection· by computer of keywords from a document in order to develop index 
entries. (3) 

B 

BACK-UP COPY 

(DP.RM) A copy of a record kept for reference in case the original is lost or destroyed. (3) 

BANDWIDTH 

(DP) Bandwidth is the transmission capacity of a computer or communications channel. Digital 
transmission is measured in bits or bytes per second. Non-digital transmission is 
measured in cycles per second, or Hertz. (9) ~ 

BAR CODE 

(DP) A coding system consisting of vertical marks or bars which, when read by an optical 
scanner, can be converted to machine-readable language. (3) 

BATCH PROCESSING 

(DP) The processing of data or the accomplishment of jobs, accumulated in advance, in such 
a manner that the user cannot further influence its processing while it is in progress. (19) 

BAUD RATE 

(DP) The transmission rate, which is in effect synonymous with signal events (usually bits) per 
second. It is used as a measure of serial data flow between computers and/or 
communication equipment or devices. (27) 

BINARY NOTATION 

(DP) A system in data processing in which numbers are represented by the two digits O and 
1. (18) ' 

(DP) In binary notation, one ofthe two digits O and 1. An abbreviation of bi(nary digi)t. (18) 

BIT MAP 

(DP) The product of a graphics display technique wherein each pixel (picture element) of the 
displayed image corresponds to one or more bits in the processor's memory. In a 
monochromatic display the number of bits corresponding to each pixel determines the 
number of gray-scale levels supported. If there is one bit per pixel the image will be 
strictly black-and-white with no shades of gray. In a colour display the number of bits 
per pixel determines how many colours can be displayed. (6) 
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BIT STREAM 

(DP) A binary signal without regard to group by character. (26) 

BLACK BOX 

(DP) A generic term which describes any unspecified device performing a special function 
where the inputs produce specific outputs. (28) 

BLOCK 

(DP) A string of records, a string of words, or a character string - of standardized size -
formed for technical or logic reasons, to be treated as an entity. (19) 

BOOLEAN ALGEBRA 

(DP) A mathematical system relating logical functions instead of numbers. Boolean operatives 
such as "AND," "OR," and "NOR" are used to compare one expression to another. In 
computers, logical operators utilizing Boolean Algebra result in conditions serving as 
input into branching functions in programs. (26) 

BUBBLE MEMORY 

(DP) A technology that combines both semiconductor and magnetic recording methods to 
create a solid state storage device. Like disk and tape, holds its contents without power 
and is about as fast as a slow hard disk. Used in equipment designed for rugged, heavy 
duty applications. (9) 

BUFFER 

(DP) A storage device that is used to compensate for differences in the rate of flow of data 
between components of a data processing system, or for the time of occurrence of 
events in the components. (19) 

BUS 

(DP) A circuit over which data or power is transmitted. Often one which acts as a common 
connection among a number of locations. Synonymous with trunk. (27) 

BYTE 

(DP) A group of adjacent bits, such as 4, 6 or 8 bits, operating as a unit~ For example, a 6-
bit byte may be used to specify a letter of the alphabet, and an 8-bit byte may be used 
to specify an instruction or an address. Normally shorter than a word. Unless otherwise 
indicated a byte is normally assumed to be 8 bits long. (22) 

C 

CASE FILE 

(RM) Files relating to a specific action, event, person, place, project, or other subject. 
Sometimes referred to as a project file or dossier. (18) 
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CATHODE RAY TUBE 

See: VIDEO DISPLAY UNIT (VDU) 

CCF 

See: COMMON COMMUNICATIONS FORMAT 

CCITT GROUP 3 and GROUP 4 

See: FACSIMILE TRANSMISSION STANDARDS 

CCITT T.4, T.6 

See: FACSIMILE TRANSMISSION STANDARDS 

CGM 

See: COMPUTER GRAPHICS METAFILE 

CD/ROM (COMPACT DISC AS READ-ONLY MEMORY) 

(DP) A 4. 7 inch (120 mm) read-only optical disk based upon the Philips/Sony World Standard 
that stores up to 600 megabytes of computer data and audio. (DB) 

See also: OPTICAL DIGITAL DISK 

CENTRAL FILES 

(RM) The records or files of one or several offices or organizational units physically and/or 
functionally centralized and supervised in one location. (18) 

CENTRAL PROCESSING UNIT (CPU) 

(DP) A unit of a computer that includes circuits controlling the interpretation and execution 
of instructions. (19) 

CHARGED COUPLE DEVICE (CCD) 

(DP) A•charged couple device is an electronic memory of a special type of metal oxide 
semiconductor (MOS) transistor which can store patterns of charges in a sequential 
fashion. CCDs are used in TV and in optical scanning devices since they can be charged 
by light as well as by electricity. (9) 

CHIP 

(DP) An integral circuit on a piece of semiconductive material. (26) 

(RM) In micrographics, a piece of microform that contains both microimages and coded 
indentification. (26) 
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CLASSIFICATION 

(DPJ The arrangement of data in classes or groups; needed to produce summary reports. (26) 

(RMJ The preparation of a filing plan/system or classification scheme for records/archives and 
the placing of series and/or items within such a plan/system or scheme. (18) 

See also: FILE CLASSIFICATION SYSTEM, SECURITY CLASSIFICATION 

CLONE 

(DPJ Technically, a clone is an identical copy of some device. With regard to personal 
computers, a clone is a compatible computer that is capable of running the same 
software as the original machine. (9) 

CLOSED FILE 

(RMJ 1. A file in which action has been completed and to which further documents are not 
likely to be added. (18) 

2. A file with restrictions as ~o access. (18) 

CODE 

(DPJ A set of unambiguous rules specifying the manner in which data may be represented in 
a discrete form. (19) 

CODEBOOK 

(DPJ A document that provides an explanation of the codes used to represent information. 
(11) 

COMMON COMMUNICATIONS FORMAT (CCF) 

(DPJ A format for the transfer of bibliographic cataloging and abstracting information 
produced by the UNESCO General Information Program for transferring data between 
computer systems. (2) 

COMMUNICATIONS 

(DPJ The activities associated with the generation, transfer and reception of messages or 
signals that are sent from a source to a receiver. (14) 

See also: TELECOMMUNICATIONS 

142 



COMPATIBILITY 

(DPJ The ability of two units to work in harmony, usually software and hardware. In most 
cases, computer compatibility refers to software compatibility, In which case application 
software programs share common conventions and rules so they can be utilized 
together, or the software can be run on different computers without modification (26) 

COMPOUND DOCUMENT 

(DPJ A document containing a mixture of content types that may include text, sound, and 
raster or vector images. (DB) 

COMPUTER 

(DP) A machine for processing data under the control of recorded instructions without 
intervention of a human operator during operation. (18) 

COMPUTER AIDED DESIGN (CAD) 

(DPJ The application of computer technology to the design of a product, or the design itself. 
A computer-aided design uses as inputs both the appropriate technical knowledge of 
individuals who enter design criteria, edit results, and otherwise test and modify the 
design, and also accumulated information from libraries of standards for components, 
element sizes, regulations, etc. 

Processing of the data from the inputs takes place in at least two phases: (a) certain 
interactive programs are invoked by the technical designer during the design process, 
these results being generally displayed on a VDU; (b) programs are applied that may 
take considerable periods of running time to analyze tolerances, clearances, electrical 
characteristics, etc., the results of these runs being displayed back to the technical 
designer. 

Output from a computer-aided design system consists of printouts of specifications and 
other information, and machine-readable files that are passed to computer-aided 
manufacturing (CAM) systems and computer-aided testing (CAT) systems. (6) 

COMPUTER GRAPHICS METAFILE (CGM) 

(DP) A standard (ISO 8632) for the transfer of picture information between systems. The file 
consists of delimiter, descriptor, picture descriptor, control, graphical primitive, attribute, 
and external elements, which can be combined to describe pictures in a way that is 
compatible between systems of differing architectures and devices of differing 
capabilities and design. (2) 

COMPUTER INPUT MICROFILM (CIM) 

(DP) Computer input taken directly from microfilm by scanning and character recognition. 
Also the system of software and hardware that makes this method of reading data to 
disk possible. (DB) 

COMPUTER OUTPUT MICROFILM (COM) 

(DP) Computer output produced directly onto microfilm/ microform, without paper printout 
as an intermediary. The term may also be used to designate the equipment producing 
the microform or the process as a whole. (18) 
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COMPUTER PROGRAM 

(DP) 1. A set of instructions arranged in proper sequence for directing the computer in 
performing a desired operation, such as the solution of a mathematical problem or the 
sorting of data. (15) 

2. To prepare a set of ordered instructions for automatic computer operation. A program 
includes plans for the transcription of data, coding for the computer, and plans for the 
absorption of results into the system. Programming consists of analysis of the problem, 
preparation of flow diagrams, preparation of subroutines, allocation of storage locations, 
specification of input/output formats, and all computer integration tasks. (15) 

CONFIDENTIAL RECORD 

(RM) A record or information requiring protection against unauthorized disclosure. (3) 

CONFIGURATION 

(DP) 1. The arrangement of a computer system or network as defined by the nature, number, 
and the chief characteristics of its functional units. More specifically, the configuration 
may refer to a hardware configuration or a software configuration. (26) 

2. The devices and programs that make up a system, subsystem, or network. (26) 

CONFIGURATION MANAGEMENT 

(DP) Ensuring throughout its lifetime that a product put to some usage is properly constituted 
for that usage. Configuration management activity might ensure that the individual 
components of a software system are the appropriate ones for the particular hardware 
on which the system is to run. Configuration management is viewed as a continuous 
activity thaf is an integral part of product development. (6) 

CONTROLLED VOCABULARY 

(RM) A regularized or standardized list of indexing terms used to increase uniformity in the 
expression of indexable matter. (3) 

See also: THESAURUS 

CONNECTIVITY 

(DP) The state of two subareas that have an operative explicit route between them. (32) 
I 

See also: INTERCONNECTIVITY 

CONVENTIONAL RECORDS 

(RM) Records in human-readable formats; paper records. (DB) 

CORRESPONDENCE 

(RM) Any form of addressed and written communication sent and received, including letters, 
postcards, memoranda, notes, and telecommunications. (18) 
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CORRESPONDENCE REGISTER 

See: REGISTER (RM) 

COST/BENEFIT ANALYSIS 

(DP) A method of evaluating optional management strategies based upon weighing the 
relative costs and benefits of a course of action. (DB) 

CRT 

See: VIDEO DISPLAY UNIT (VDU) 

CURRENT RECORDS 

(RM) Records regularly used for the conduct of the current business of an organization. (18) 

CUSTODY 

(RM) The basic responsibility for guardianship of records/archive~ based upon their physical 
possession but not necessarily implying legal title. (18) 

D 

DATA 

(DP) A representation of facts, concepts, or instructions in a formalized manner suitable for 
communication, interpretation, or processing by humans or by automatic means. (19) 

DATA ADMINISTRATION -

(DP) A function within an organization that manages data. It analyzes, classifies and 
maintains all data and data relationships and coordinates the development of data 
models and data dictionaries, which, combined with transaction volume, are the raw 
materials for database design. (9) 

DATA ARCHIVES 

' 
(DP) A storag~ and analytical facility for the preservation and use of machine-readable media, 

usually related to a subject area of acquisition from particular organizations. Most data 
archives are maintained by research institutions. For clarity, it is probably advisable to 
ref er to true archives on machine-readable media as machine-readable archives. (8) 

See also: MACHINE-READABLE RECORDS/ARCHIVES 

DATABASE 

(RM) 1. Data organized and stored so that it can be manipulated or extracted. (3) 

(DP) 2. A continuously updated fUe of information, abstracts, or references on a particular 
subject or subjects. (27) 
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DATABASE MANAGEMENT SYSTEM (DBMS) 

(DP) A software product that controls a data structure containing interrelated data stored so 
as to optimize accessibility, control redundancy, and offer multiple views of the data to 
multiple application programs. Database management systems also implement data 
independence to varying degrees. (27) 

DATA CAPTURE 

(DP) The act of collecting data into a form that can be directly processed by a computer 
system. (25) 

DATA COMPRESSION or DATA COMPACTION 

(DP) A series of techniques used.for the reduction of space, bandwidth, cost, transmission, 
generating time, and the storage of data. These techniques are designed for the 
elimination of repethion, removal of irrelevancies, and employment of special coding 
techniques. (27) 

DATA DESCRIPTIVE FORMAT (DDF) 

(DP) A standard (ISO 8211) for the exchange of computer generated information. The data 
exchanged may be character, vector, binary, or most other forms. Although text files 
could be transferred through bDF, the standard is most generally applicable to database 
files. (2) 

DATA DICTIONARY 

(DP) A repository of information about the definition, structure, and usage of data. It does not 
contain the actual data itself. In effect, the data dictionary contains the name of each 
data type (element), its definition (size and type), where and how it is used, and its 
relationship to other data. (27) 

See also: INFORMATION RESOURCE DICTIONARY SYSTEM (IRDS) 

DATA DIRECTORY 

(DP) A structured description of the relationships between data in a database, such as cross
reference information which shows, for example, which programs access which data or 
which departments within an organization receive which reports. (6) 

See also: INFORMATION RESOURCE DICTION,4.RY SYSTEM (IRDS) 

DATA ELEMENT 

(DP) A specific item of information appearing in a set of data; e.g., in the following set of data, 
each item is a data element: the quantity of a supply item issued, a unit rate, an amount, 
and the balance of stock items on hand. (27) • 

DATA ENTRY 

(DP) The writing, reading, or posting to a coding form or to a terminal or processing medium, 
of information or instructions. (27) 
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DATA EXCHANGE STANDARD 

See: PROTOCOL 

DATA LINK 

(DP) The communications lines, modems, and communication controls used in transmitting 
information between two or more stations. (5) 

DATA MIGRATION 

(DP) Moving data from one system or device to another, as required by changes in a system 
configuration or as requested by the user, in a manner that assures that data will be 
addressable in the new environment. (DB) 

DATA OBJECT 

(DP) Any collectivity of data operated upon by a software system as a logical entity, for 
example a record, a document, an image or a software routine. (DB) 

DATA PROCESSING 

(DPJ The manipulation of data by a computer, using the computer's arithmetical and logical 
capabilities. For example, the counting, comparing or sorting of items of data. {14} 

DATA STRIP 

(DP) A technique of encoding digital data in paper in a machine-readable strip for input into 
a system equipped with a data strip reader. (DB) 

DATA STRUCTURE 
(DPJ The syntactic structure of symbolic expressions and their storage allocation 

characteristics. {26) 

DATA TRANSMISSION 

(DPJ The transfer of data derived from or intended for automatic processing from remote 
terminals to a central computer or from one computer system to another. {23) 

DATA VALUE 

(DP) 

·-
DDF 

The information content of a data element that has been assigned a value, such as the' 
name of an employee in the employee name field. (DB) 

See: DATA DESCRIPTIVE FORMAT 

DECODING 

(DP) 1. Internal hardware operations by which the computer determines the meaning of the 
operation code of an instruction; also sometimes applied to addresses. {26} 

2. In internal routines, some subroutines, and elsewhere, an operation by which a routine 
determines the meaning ot parameters. {26) 
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DELETE 

(DP) A user initiated action in an application system that has the effect of breaking the 
directory link to a user defined data collectivity, thereby making it inaccessible under the 
control of that application software and removing any evidence of it from the directory 
created by the operating system, but which does not actually erase the data from the 
medium on which it is stored. (DB) 

DELIMITED ASCII SEQUENTIAL FILES 

(DP) An output format for data files in which the data is encoded in ASCII with special 
characters, called delimiters, marking the fields in the record structure. (DB) 

DENSITY 

(DP) The number of bits or characters that can be stored per· unit of dimension of a medium. 
In the case of magnetic tape, this is expressed as bits per inch (bpi). (23) 

DESCRIPTION 

(RM) The preparation of finding aids to facilitate control and consultation of holdings. (18) 

DESTRUCTION 

(RM) The disposal of documents of no further value by incineration, maceration, pulping or 
shredding. (18) 

DFR 

See: DOCUMENT FILING AND RETRIEVAL 

DIGITAL 

(DP) Of signals or data in which information is sent not as a continuous stream but as a set 
of pulses which are used to represent the binary digits o and 1. (24) 

DIGITAL DOCUMENTS 

(DP) Documents, whether textual or compound, encoded digitally. (DB) 

DIGITAL ENCODING 

(DP) The translation of information into a set of pulses which are used to represent the binary 
digits O and 1. (24) 

DIGITAL OPTICAL DISK 

See: OPTICAL DIGITAL DISK 

DIGITIZE 

(DP) To convert an image or signal into digital code for input into the computer. (9) 
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DIRECT ACCESS 

(DP) The facility to obtain data from a storage device or to enter data into a storage device 
in such a way that the process depends only on the location of that data and not on a 
reference to data previously accessed. (19) 

DISK 

(DP) A circular metal plate with magnetic material on both sides, continuously rotated for 
reading or writing by means of one or more read/write heads mounted on movable or 
fixed arms. (27) 

DISK DRIVE 

(DP) 1. The entire equipment required to record or retrieve digital data from a magnetic disk, 
diskette, minidisk, floppy disk, etc., including the housing, rotation mechanism, 
read/write head, and electronics. (4) 

2. The rotation mechanism for a disk-drive assembly. (4) 

DISKETTE 

(DP) A thin, flexible platter (floppy disk) coated with magnetic material used as the storage 
medium in a floppy disk unit. (27) 

DISPOSAL 

(RM) The actions taken with regard to non-current records following their appraisal and the 
expiration of their retention periods as provided for by legislation, regulation or 
administrative procedure. (18) 

DISPOSITION SCHEDULE 

(RM) A document governing, on a continuing basis, the retention and disposition of the 
recurring records series of an organization or agency. (12) 

DISTRIBUTED DATA PROCESSING 

(DP) Data processing in which some or all of the processing, storage, and control functions, 
in addition to input and output functions, are situated in different places and connected 
by transmission facilities. (26) 

.. 
DISTRIBUTED DATABASE 

.. 
(DP) A logical database that has been divided among physical locations within a distributed 

information system. (5) 

DISTRIBUTED SYSTEM 

See: DISTRIBUTED DATA PROCESSING 
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DOCUMENT 

(DP) A transaction set or message. (13) 

(RM) A single record or manuscript item. (7) 

DOCUMENTATION 

(RM) 1. The organization and processing of documents or data including location, 
identification, acquisition, analysis, storage, retrieval, presentation and circulation for the 
information of users. (18) 

(RM) 2. An organized series of descriptive documents explaining the operating system and 
software necessary to use and maintain a file and the arrangement, content and coding 
of the data which it contains. (18) 

DOCUMENT FILING AND RETRIEVAL (DFR) 

(DP) A standard in preparation (ISO jTC97 /SC 18 Nt264) which is part of the application layer 
in the OSI reference model. DFR enables a user to communicate with a remote 
document filing and retrieval server in order to access a remote document store. The 
standard provides the capability for multiple users in a distributed office system to 
access a large, non-volatile document store such as disks on a mainframe. In DFR, 
documents have assigned attributes that support management and retrieval. (2) 

DOCUMENT INTERCHANGE 

(DP) The capability of transmitting documents from one information system and receiving 
them in another system in a form in which they can be acted upon by the receiving 
system, often called "revisable form". (DB) 

DOCUMENT INTERCHANGE ARCHITECTURE 

(DP) The specification of rules and data streams necessary to interchange information in a 
consistent, predictable manner. (17) 

DOCUMENT PROFILE 

See: HEADER 

DOCUMENT TRANSFER ACCESS AND MANIPULATION (DTAM) 

(DP) A standard in preparation by the International Telegraph and Telephone Consultative 
Committee (CCITT T.431, T.432, T. 433). DTAM is part of the application layer in the OSI 
Reference Model and supports the retrieval and manipulation of ODA documents in a 
distributed database. (2) 

See also: OFFICE DOCUMENT ARCHITECTURE/OFFICE DOCUMENT INTERCHANGE 
FORMAT (ODA/ODIF) 

DOCUMENT TYPE DECLARATION (DTD) 

(DP) A standard for a header that identifies an agreed upon document type, such as report, 
article, book, journal, and includes additional information needed to process the 
specified document. D1:0 is used as part of Standard Generalized Markup Language 
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DOSSIER 

(SGML), which defines tags to mark parts of documents. The tags which Identify the 
parts are interpreted in terms of the DTD. (2) 

See: STANDARD GENERALIZED MARKUP LANGUAGE (SGML) 

(RM) An accumulation of documents in a folder or other file unit, concerned with the same 
purpose and gathered together to give information about a real or corporate person. The 
term is sometimes applied to a case file or a particular transaction or proceeding. (12) 

DOWNLOAD 

(DP) The transmission of a program or data from one computer to another. Usually, a host 
computer is the sender and a satellite computer or terminal is the receiver. (5) 

DRAW (Direct Read After Write) 

(DP) A kind of optical disk onto which data can be recorded locally and read immediately, but 
from which data cannot be erased. (DB) 

See Also: OPTICAL DIGITAL DISK 

DTAM 

See: DOCUMENT TRANSFER ACCESS AND MANIPULATION 

DTD 

See: DOCUMENT TYPE DECLARATION 

DUMB TERMINAL 

(DP) A terminal with no independent processing ability of its own which can only carry out 
operations when connected to a computer. (26) 

DUMP 

(DP) To print out the contents of an area of memory; also the printed contents. (4) 

E 

EBCDIC (EXTENDED BINARY CODED DECIMAL INTERCHANGE CODE) 

(DP> One of the two common ways of setting out all of the available characters in a particular 
order in a computer. It is similar to ASCII, but the order of the characters is different and 
there are 256 characters instead of 128. (24) 

EDI 

See: ELECTRONIC DATA INTERCHANGE 
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ELECTRONIC ARCHIVES 

See: MACHINE-READABLE RECORDS ARCHIVES 

ELECTRONIC BULLETIN BOARD 

(DP) Electronic bulletin boards are computer systems that function as centralized information 
sources and message switching systems for a particular interest group. Users dial up 
the bulletin board, review and leave messages for other users as well as communicate 
to other users attached to the system at the same time. (9) 

ELECTRONIC DATA INTERCHANGE (EDI) 

(DP) The computer-to-computer transmission of business data in a standard format. For pure 
EDI, "computer-to-computer'' means "original-application-program to processing
application-program." To the purist, EDI consists only ·of business data, not verbiage or 
free-form messages. Purists· may also content that a "standard" format is one that has 
been approved by a national or international standards organization, as distinguished 
from formats developed by industry groups-or individual companies. (13) 

ELECTRONIC DATA PROCESSING (EDP) 

See: DATA PROCESSING 

ELECTRONIC DATA PROCESSING AUDIT 

See: SYSTEMS AUDIT 

ELECTRONIC MAIL 

(DP) A general term covering the electronic transmission, or distribution, of messages. 
Electronic mail can be distinguished from most areas of telecommunications by its 
capability for "non-real time" use. Unlike a telephone conversation, messages can be 
transmitted at one time, for reception or reading at a later time. (22) 

ELECTRONIC RECORDS 

(RM) Information in electronic storage media judged to be an organizational record in 
accordance with the definition of what constitutes a record adopted as a records 
management policy. (DB) 

ENCRYPTION 

(DP) The encoding of data for security purposes by converting the standard data code into 
a proprietary code before transmission over a network. The encrypted data must be 
decoded at the receiving station. (9) 

ENTITY 

(DP) An item about which information is stored. An entity may be tangible or intangible, such 
as an employee, a part, a place, or an event. An entity is further defined by attributes, 
the characteristics of the entities, such as the first-name, last-name, and age of an 
employee. (27) 
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ENVELOPE 

(RM) A folded paper container for transmitting mail. (DB) 

(OP) A logical data packet, consisting of a header for addressing and defining the contents 
of a message and a body for containing a message, defined in electronic mail and 
message systems. (DB) -• 

ERASE 

(OP) To remove data from a magnetizable surface storage medium, usually by overwriting 
with zeros. (1 O) 

EVIDENTIAL VALUE 

(RM) The value of records/archives of an institution or organization in providing evidence of 
its origins, structure, functions, procedures and significant transactions. (18) 

EXPERT SYSTEMS 

(OP) One of the major categories of artificial intelligence. They contain a base of knowledge 
about an area of expertise and are used to assist in performing such tasks as medical 
diagnosis, equipment repair, scheduling and financial planning. (9) • 

See also: ARTIFICIAL INTELLIGENCE • 

EYE-READABLE 

See: HUMAN-READABLE 

See also: MACHINE-READABLE 

F 

FACSIMILE 

(OP) The exact image of a document transmitted electronically to another location. (3) 

(RM) A duplicate of a document in content, form, and appearance, but not necessarily in 
size. The emphasis is on the similarity of appearance. (12) 

FACSIMILE TRANSMISSION 

-'-□ Pl The transmission of data as two-dimensional images (photographs; engineering 
drawings) over narrow band (non-video) communication links. It consists of scanning 
the original with a light beam and sensor that converts transmitted or reflected light into 
a voltage. (10) 

FACSIMILE TRANSMISSION STANDARDS 

(OP) Standards for electronically transmitting the exact image of a document to another 
location (CCITT Group 3 and Group 4 standards T.4 and T.6.) The image to be 
transmitted is usually text, but may contain graphics or anything that can be represented 
by bits. The standards include compression routines to reduce transmission costs and, 
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FAX 

if used as a storage standard, the costs of storing facsimiles. Group 3 facsimile is 
primarily used for transmission over public data networks. (2) 

See: FACSIMILE 

FIBRE OPTICS 

(DP) The technology of guiding and projecting light for use as a communications medium. 
Hair-thin glass fibres which allow light beams to be bent and reflected with low levels of 
loss and interferences are know as "glass optical wave guides" or simply as "optical 
fibres." (26) 

FIBRE-OPTIC TRANSMISSION SYSTEM (FOTS) 

(DP) A transmission system utiliz1ng small-diameter glass fibres through which light is 
transmitted. Information is transferred by modulating the transmitted light. These 
modulated signals are detected by light-sensitive semiconductor devices (photo-diodes). 
(26) 

FIELD 

(DP) In a machine-readable record or form, a position (column) set aside for a specific type 
of information. (3) 

FILE 

(DP) A collection of records which all deal with the same sort of data. (24) 

(RM) An organized unit of documents grouped together either for current use or in the 
process of archival arrangement. (18) 

FILE CLASSIFICATION SYSTEM 

(RM) A logical and systematic arrangement of files into subject groups or categories based 
on some definite scheme of natural relationships using numbers and/or letters for 
identification. (3) 

FILE MAINTENANCE 

(DP) The activity of keeping a file up-to-date by adding, changing, or deleting data. (19) 

(RMJ The systematic inspection of files for the purpose of replacing worn file folders, mending 
torn documents, removing duplicate copies, locating possible misfiles and ensuring 
proper sequence of contents. (3) 

FILE SERVER 

(DP) A computer in a local area network that stores the programs and data files shared· by 
the users connected to the network. A file server acts like a remote disk drive to the 
users in the network. A file server is also called a network server. (9) 
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FILE STRUCTURE 

(DP) The way in which a particular file is organized. When the record layout consists of one 
record per entry, then the file structure is rectangular. When the record layout consists 
of several records per entry, the file structure is hierarchical. (23) 

FILE TRANSFER, ACCESS, AND MANAGEMENT (FTAM) 

(DP) A standard (ISO 8571) for a service provided in the OSI reference model. FTAM works 
at the application level allowing heterogeneous systems operating in an OSI environment 
to access files on other systems in the environment, and to perform (if permitted) basic 
file management functions. Files on heterogeneous systems are accessed through a 
virtual file store. (DB) 

See also: VIRTUAL FILE STORE 

FINDING AID 

(RM) A document, published or unpublished, listing or describing a body of records/archives 
thereby establishing administrative and intellectual control over them by a records 
centre/archives, making them more readily accessible and comprehensible to users. 
(18) 

FIRMWARE 

(DP) Program instructions stored in a read-only memory. The read-only memory converts the 
extended user-specific instructions to the basic instructions of the computer. (4) 

FISCAL VALUE 

(RM) The value of records/archives for the conduct of current or future financial or fiscal 
business and/or as evidence thereof. (18) 

FIXED MEDIA 

(DP) Storage media, usually disks, that are not removable from the drives on which they are 
mounted. (DB) 

FLAT FILE 

(DP) A file of records whose structure does not support hierarchical relationships. (14) .. 
FLOPPY DISK (DISKETTE) 

(DP) A magnetic information storage medium consisting of a circular polyester substrate 
coated on one or both sides with magnetic oxide and enclosed within a stiff envelope. 
(6) 

FONDS 

(RMJ The total body of records/archives accumulated by a particular individual, institution or 
organization in the exercise of its a_ctivities and functions. (18) 
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FONT 

(DP.RM) 

FORM 

(DP,RM) 

FORMAT 

See also: RECORD GROUP 

A character set in a particular style and size of type, including all alpha characters, 
numerics, punctuation marks, and special symbols. (5) 

A document, printed or otherwise produced, with predesignated spaces for the recording 
of specified information. (18) 

(DP) A predetermined arrangement of characters, fields, lines, punctuation, page numbers, 
etc. (27) • 

FORMAT FOR BIBLIOGRAPHIC INTERCHANGE ON MAGNETIC TAPE 

(DP) A standard (ISO 2709) for the creation of formats for the exchange of bibliographic 
information. Two such formats are the Common Communications Format (CCF) and the 
Machine Readable Cataloging for Archival and Manuscripts Control (MARC AMC) format. 
(2) 

FORMATTED DOCUMENT 

(DP) A term generally used to describe documents whose layout specifications are embedded 
in the document itself. (CD) 

FORMATTING 

(DP) Planning the order of information to or output from a computer or peripheral, such as 
a printer or CRT, usually to assist or ease the human receiver's interpretation of the 
information. Also, preparation of various types of magnetic media to accept data 
structures. Floppy disks, for example, require before use that formatting regarding track 
and sector information be set for the controller. After it is formatted, the disk can be 
used for normal in/out and retrieval operations. (27) 

FRONT-END 

(DP) 1. The preprocessing of data prior to the main task of a program that has commenced. 
(26) 

FTAM 

2. A processor that can relieve a host computer of certain processing tasks, such as line 
control, message handling, code conversion, error control, and application functlons. 
(26) 

See: FILE TRANSFER, ACCESS AND MANAGEMENT 
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FULL-TEXT SEARCHABLE (FULL-TEXT RETRIEVAL) 

(DP) A form of information retrieval in which the full text of a document is stored, and retrieval 
is achieved by searching for occurrences of a given string in the text. This technique can 
be compared with the alternative of retrieving information by matching one of a set of 
predetermined keywords. (6) 

FUNCTIONAL CAPABILITIES 

(DPJ The data processing features of application software; functional capabilities are what the 
software does for the user from the point of view of the user. (DB) 

FUNCTIONALITY 

See: FUNCTIONAL CAPABILITIES 

G 
GATEWAY 

(DPJ 1. The connection bridging two data-communications networks, permitting users on one 
network to exchange messages with users on the other. (26) • 

2. A computer having access to two networks with a capability of passing traffic between 
them. (26) 

GRAPHIC SYMBOL 

(DPJ 1. A meaningful, two-dimensional arrangement of elements (lines; dots) as printed, 
drawn, or displayed on a display device. Examples includes a character, a symbol, a 
picture, and a diagram. (1 O) 

2. A term used to differentiate a visually recognizable character in bit-pattern form (in 
data transmission or computer storage). (10) 

H 

HARD COPY 

(DP) Printed copy of machine output in a visually readable form, e.g., printed reports, listings,' 
documents, summaries, etc. (27) 

(RM) A document or copy, usually on paper, as opposed to a microform or machine-readable 
record. (18) 

HARDWARE 

(DPJ Physical equipment used in data processing, as opposed to computer programs, 
procedures, rules and associated documentation, which are known as software. (19) 

See also: FIRMWARE 
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HARDWARE DEPENDENT 

See: MACHINE DEPENDENT 

HARDWARE INDEPENDENT 

See: MACHINE INDEPENDENT 

HARDWIRED 

(DP) A system employing wired circuitry to implement system functions. Such equipment is 
generally cheaper than software programmed systems; it is also less flexible. (5) 

HASHING 

(DP) A programming technique used to speed up the search for a data element in a table by 
making its position in the table dependent on the value of the data item. Hashing is 
sometimes called key-to-address transformation. Instead of searching the table to 
determine the address of a particular item, an attempt is made to calculate the address 
using the key. (4) 

HEADER 

(DPl 1. System-defined control information that precedes user data. (26) 

2. That portion of a message that contains control information for the message such as 
one or more destination fields, the name of the originating station, an input sequence 
number, a character string indicating the type of message, and a priority level for the 
message. (26) 

(RM) A word or series of words, and/or page numbers that appear consistently at the top of 
the pages of a document, including copyright notices, company logos, and so on. (26) 

HIERARCHICAL DATABASE 

(DP) A database where the items are arranged hierarchically. That is, each entry may have 
only one directly superior entry and any number of inferior entries; there is only a single 
relationship between any two entries. (29) 

HIGH-LEVEL LANGUAGE 

(DP) A programming language that does not reflect the structure of any one given computer 
or that of any one given class of computers. (19) 

HIT 

(DP) A term used in mechanical retrieval systems to represent an answer found by the 
machine. Also, in file maintenance, the finding of a match between a detail record and 
a master record. (27) 
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HOLDINGS 

(RM) The totality of records/archives in the custody of a records centre/archives. (18) 

HOST 

(DP) The central or controlling computer in a timesharing or distributed processing 
environment. (9) 

HUMAN-READABLE 

(DP) The property of information recorded in a manner as to be visible to the human eye and 
interpretable by a widely used symbol system, such as an alphabet. Contrasted with 
machine-readable. (DB) 

HYPERMEDIA 

(DP) Hypermedia refers to the use of data, text, graphics, video and voice as elements in a 
Hypertext system. All the various forms of information are linked together so that a user 
can easily move from one to another. (9) 

HYPERTEXT 

(DP) Hypertext is a technique that links information together. Keywords, phrases, concepts, 
and images may be linked to related words, phrases, concepts, or images. Selecting 
a keyword in a document automatically activates the linkage and associated information 
is displayed on the screen. (9) • 

IMAGE 

(DP) 1. An exact logical duplicate of a data item stored on a di.fferent physical medium. (14) 

2. A visually interpreted representation as displayed, plotted or printed. (1 O) 

3. A representation in storage by a means other that the storage code of the computer 
or device in which it is held. Examples include the bit patterns of an alien code: and bit
pattern matrices of such things as the punching pattern of a punched card or of a 
character to be displayed. (10) • 

(RMJ A reproduction of the subject matter copied, usually by photography. (18) 

IMPACT PRINTER 

.. 
(DP) A printer that prints when a hammer or ball with the desired symbol strikes a carbon or 

nylon ribbon against the paper, as opposed to one using thermal or other principles of 
operation. (4) 

INACTIVE RECORDS 

See: NON-CURRENT RECORDS 
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INCREMENTAL BACKUPS/SAVES 

(DP) A strategy for guaranteeing that multiple copies of data will always be available in case 
of the loss of data on an active system which involves copying new information to 
secondary storage, usually each day, and maintaining multiple copies of such backups 
by maintaining other periodic (usually weekly, monthly, quarterly and annual) 
compilations as well. (DB) 

INDEX 

(DPJ A list of the contents of a file or of a document, together with keys or references for 
locating the contents. (19) 

(RM) A list of persons, places and/or subjects referred to in a document or finding aid with 
location of references thereto, usually in alphabetical order. (18) 

INDIRECT ACCESS 

(RMJ Access which requires reference to the code under which the material is filed before the 
file can be referenced. (21) 

INFORMATICS 

(DPJ The field of investigation that takes as its subject matter the variety of ways in which 
information flows and the manner in which information is processed, utilized, affects 
productivity and efficiency, is used for monitoring and control purposes and finally 
influences socio-economic development and society itself. Also, the analysis and 
formulation of national and international strategies and policies for informatization. (31) 

INFORMATION 

(DP,RM) The meaning that a human assigns to data by means of the conventions used in their 
representation. (19) 

INFORMATION MANAGEMENT 

(DP,RM) The definitions, uses, value and distribution of all data/information within an organization 
whether it is processed by the computer or not. Information management evaluates the 
kinds of date /information an organization requires in order to function and progress 
effectively. (9) 

INFORMATION PROCESSING 

(DP) The systematic execution of operations upon data (by a computer). (19) 

INFORMATION RESOURCE DICTIONARY SYSTEM (IRDS) 

(DPJ A standard (ANSI X3.138-1988, ISO TC97 /SC21/WG3 N155R1) for the organization of 
data stored in information resource dictionaries. Information in an IRDS may include 
such data as field definitions, field length, validation information, data formats, and 
relationships between different parts of the database. An IRDS can also be designed to 
contain data about the hardware and software of the system as well as about related 
data stored in non-electronic forms such as paper; it can also support data entry, 
information retrieval, and database administration. (2) .. 
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INFORMATION RESOURCES MANAGEMENT (IRM) 

(DP) A managerial discipline which views information as a resource equal to financial, 
physical, human, and natural resources. IRM addresses the efficient and effective 
handling of information resources (raw data) and the resulting information assets 
(knowledge). (16) 

INFORMATIONAL VALUE 

(RM) The value of records/archives for reference and research deriving from the information 
they contain as distinct from their evidential value. (18) 

INFRASTRUCTURAL INFORMATION SYSTEM 

(DP) A utility for information transmission, such as the telephone system or satellite 
transmission/receiver stations. (DB) 

INK JET PRINTER 

(DP) A non-impact printer in which the characters are formed by projecting a jet of ink onto 
paper. (19) 

INPUT 

(DP) The transfer of data or text to be processed via a keyboard or external device to an 
internal storage device. Also, the data or text to. be processed. (5) 

INPUT DEVICE ,_ 

(DP) Any hardware, such as a CRT, keyboard, OCR scanner, etc.~ that converts data into 
electronic signals for processing on a computer system. (4) 

INSTITUTIONAL INFORMATION SYSTEMS ARCHITECTURE • 

(DP) The relationship of information systems within an institution to eac,h other, usually as 
intended by a plan and reflected in a schematic. (DB) 

INSTRUCTION SET 

(DP) The set of the instructions of a computer, of a programming language, or of the 
programming languages in a programming system. (26) 

INTEGRATED MANAGEMENT INFORMATION SYSTEMS 

See: INSTITUTIONAL INFORMATION SYSTEMS ARCHITECTURE 

INTEGRATED SERVICES DIGITAL NETWORK (ISDN) 

(DP) An international telecommunications standard that allows a communications channel to 
simultaneously carry voice, video and data. (9) 

INTEGRATION 

(DP) The sharing of commands and the flow of information from one program to another. 
(25) 
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INTEGRITY 

(DP) The quality of being protected by software from inadvertent changes in data content 
caused by undocumented errors in programming logic; may be applied to data, files or 
systems. (DB) 

(RM) Maintaining the accuracy, completeness and original order of the records in a filing 
system. (3) 

INTELLECTUAL CONTROL 

(RM) The acquisition and creation of documentation required to access the informational 
content of records. Contrasted with administrative control. (DB) 

INTERACTIVE PROCESSING 

(DPJ A mode of operation of a computer system in which a sequence of alternating entries 
and responses between a user and the system takes place in a manner similar to a 
dialogue between two persons. (19) 

See also: BATCH PROCESSING 

1NTERCONNECTING. DEVICE 

(DPJ A device used with multiple systems to switch peripheral units from one system to 
another. (25) 

See also: CONNECTIVITY 

INTERCONNECTIVITY 

(DPJ The capacity to connect and communicate data between two different computer 
systems. (CD) 

INTERFACE 

(DPJ 1. A common boundary between automatic data processing systems or parts of a single 
system. In communications and data systems, it may involve code, format, speed, or 
other changes as required. (27) 

2. The software facilities through which a user interacts with an online computer system, 
sometimes called the "user interface". (DB) 

INTERNATIONAL ORGANIZATION FOR STANDARDIZATION (ISO) 

(DPJ The specialized international agency for standardization, comprising the national 
standards bodies of some 90 countries. The object of ISO is to promote the 
development of standardization and related activities in the world with a view to 
facilitating international exchange of goods and services, and to developing co-operation 
in the sphere of intellectual, scientific, technological and economic activity. (25) 

INTEROPERABILITY 

(DP) The capacity to operate ~pftware transparently between two software/hardware systems. 
(CD) 
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INTERPERSONAL MESSAGE (1PM) 

(DP) A service within Message Handling System (MHS) which provides a standardized 
message header similar to a header in a memorandum. The header includes message 
and originator identifications, and indications for primary and copy recipients, subject, 
cross reference, obsoleting, sensitivity, expiry date, reply request, type of form of 
content, and other functions. (2). • 

See also: MESSAGE HANDLING SYSTEM 

INTRINSIC VALUE 

(RM) The inherent value of a document dependent upon some unique factor, such as content, 
usage, circumstances surrounding its creation, or signature. (18) 

INVENTORY 

(RM) 1. A finding aid listing and describing in varying degrees of detail the contents of one or 
more record/archive groups, fonds, classes, or series, usually including a brief history 
of the organization and functions of the originating agency/ies, institutions or 
organization and, if appropriate, indexes. (18) 

ISDN 

1PM 

IRDS 

ISO 

2. To survey records prior to disposition or the development of records retention 
schedules. (18) 

See: INTEGRATED SERVICES DIGITAL NETWORK 

.. 
See: INTERPERSONAL MESSAGE 

. 
See: INFORMATION RESOURCE DICTIONARY SYSTEM 

See: INTERNATIONAL ORGANIZATION FOR STANDARDIZATION 

K 

KEYSTROKE 

(DPJ The operation of a single key on a keyboard. (26) .. 
KEYWORD 

(DP) A word or group of words taken from the title or text of a document characterizing its 
content and facilitating its retrieval. (18) 
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L 

LANDSCAPE ORIENTATION 

(DP) Printing orientation where the data is printed across the wider side of the form. (9) 

LASER PRINTER 

(DP) A printer that uses the electrophotographic method used in copy machines to print a 
page at a time. A laser is used to "paint" the dots of light onto a photographic drum or 
belt. The toner is applied to the drum or belt and then transferred onto the paper. (9) 

LAYER 

(DP) In open systems architecture, a collection of related functions that comprise one level 
of a hierarchy of functions. Each layer specifies its own functions and assumes that 
lower level functions are provided. (25) 

LEGAL VALUE 

(RM) The value of records/archives for the conduct of current or future legal business and/or 
as evidence thereof. (18) 

LIFE CYCLE OF RECORDS 

(RM) The period from a record's origination to its final disposition, whether that disposition is 
permanent retention or destruction. (30) 

See also: SYSTEMS LIFE CYCLE 

LIFE CYCLE SYSTEMS APPROACH 
f 

See: SYSTEMS LIFE CYCLE 

LOCAL AREA NETWORK (LAN) 

(DP) A system of multiple interconnected devices which exhibits the following characteristics: 
it is usually intracompany, privately owned, and user administrated. It is structured so 
that multiple devices are interconnected by a continuous medium such that equipment 
and applications, i.e., data/word processors, electronic mail, can operate over a single 
set of cabling. It is operable within a limited geographic area, usually with a maximum 
distance of 50 kilometres. (5) 

See also: WIDE AREA NETWORK 

LOG 

See: TRACK (RM) 

LOGICAL 

(DP) The way a data structure, hardware or software system, is perceived by an individual 
that may be different from its actual functioning or form. (26) 

See also: VIRTUAL 
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LOGICAL DESIGN 

(DP) Computer design from the viewpoint of data flow within the computer without 
consideration of the hardware utilized. (25) 

LOGICAL RECORD 

(DP) A compilation of related data elements referring to one person, place, thing, or event that 
are treated as a unit. (23) 

LOG IN/LOG OUT (LOG ON/LOG OFF) 

(DP) The process by which a user identifies himself to a system. The terms are also used as 
verbs: log in, log on, or sign on; log off, log out, or sign off. A system with many 
registered users will require each user to log in, ~nd to produce some form of 
authentication (such as a password) before allowing the user access to system 
resources. The log in activity will also open an accounting file for the session. By logging 
out, the user ensures that all the system resources that have been used during the 
session are accounted for, and any temporary files created during the session are 
deleted. (6) 

M 

-MACHINE DEPENDENT 

(DP) Refers to a program, such as an assembly language program, that runs on one 
particular family of computers. (9) 

MACHINE INDEPENDENT 

(DP) Refers to a program that can be readily converted to run on two or more different 
famili'es of computers. (9) 

MACHINE LANGUAGE 

(DP) A computer instruction or program expressed directly in a binary code that the machine 
understands. All other programming languages such as assembly (symbolic or 
mnemonic) language and the high-level languages (BASIC, FORTRAN, PL/M, etc.) must 
be translated into the binary machine code before being entered into the CPU. (4) 

MACHINE-READABLE 

(DP) Information in a form that can only be processed directly by an electronic device or 
computer, usually in the form of magnetic or electronic impulses. (12) 

MACHINE-READABLE RECORDS/ARCHIVES 

(RM) Records/archives usually in code, recorded on a medium such as a magnetic disk, 
magnetic tape, or punched card, whose contents are accessible only by machine, and 
organized in accordance with the principle of provenance, as distinct from data archives. 
(18) 
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MAGNETIC MEDIA 

(DP) The various types of media on which data recording is effected by writing a magnetic 
pattern onto the magnetizable surface of the medium. (6) 

MAGNETIC TAPE 

(DP) An information storage medium consisting of a magnetic coating on a flexible backing 
in tape form. (6) 

MAGNETO-OPTICAL MEDIA 

(DP) A storage technique that uses the magneto-optic effect to store and retrieve data. Initially 
a unidirectional magnetic field is induced in the film. To write, the laser beam and a 
magnetic field are applied to a small area and thus small regions (domains) of opposite 
polarity to the main field can be generated. To read, the information is scanned by 
polarized light from a low-power laser. The plane of polarization of the light reflected 
from a magnetized surface is rotated according to the direction of the magnetic field-
the Kerr effect. (6) 

MAINFRAME 

(DP) May refer to a computer's central processing unit or, more frequently, to any large 
computer. (DB) 

MARC 

(RM) Machine Readable Cataloguing. A system initiated by the US Library of Congress and 
the British Library for the creation and distribution of machine-readable catalogue 
records. (14) 

MARK-UP /MARK-UP LANGUAGE 

(DP) A set of conventional codes used to identify changes in typography for the printing of 
documents by computer driven typographical systems; these codes are embedded in 
texts sent to printers. (DB) 

MEMORY 

(DP) A functional computer-based storage unit into which data can be placed, in which they 
can be retained, and from which they can be retrieved. (19) 

MENU 

(DP) A list of alternative operator actions, supplied by the system for operator selection. In 
some cases, the system will require that the operator access some or all functions 
through the appropriate menu. Some systems provide for bypassing the menus by 
experienced operators. (5) 

MESSAGE HANDLING SYSTEM (MHS) 

(DP) An electronic mail service (X.400) in the open systems reference model that works at the 
highest level, the application level. Messages transferred by MHS consist of two parts, 
an envelope, and the body or message. MHS standardizes the envelope and the transfer 
methodology. Additional standards are required to standardize and make the message 
intelligible. MHS support~l'delivery and non-delivery notification, submission and delivery 
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time stamp, multi-destination delivery, grade of delivery selection, deferred delivery, 
content conversion, disclosure of other recipients, and hold for delivery. (2) 

MESSAGE SWITCHING 

(DP) A communication technique that transfers messages between points not directly 
connected. The switching facility receives messages, stores them in queues for each 
destination point and transmits them when a facility becomes available. (5) 

METADATA 

(DP) Data describing data and data systems, that is the structure of databases, their 
characteristics, location, usage, and the like. (DB)· 

MHS 

See: MESSAGE HANDLING SYSTEM 

MICROCOMPUTER 

(DP) A computer system whose processing unit is a microprocessor. A basic microcomputer 
includes a microprocessor, storage, and an input-output facility, which may or may not 
be on one chip. (26) • 

MICROFORM 

(RM) A generic term for any medium containing microimages. (3) 

MICROGRAPHICS . 
(RM) The technology by which information can be photographically reduced to a microform 

medium, stored and retrieved for reference and reuse. (DB) 
MICROPROCESSOR 

(DP) The semiconductor central processing unit (CPU), one of the principal components of 
the microcomputer. The elements of the microprocessor are frequently contained on a 
single chip or within the same package. but sometimes they are distributed over several 
separate chips. (27) 

MIGRATION 

See: DATA MIGRATION. SYSTEMS MIGRATION 

MINICOMPUTER 

(DP) A computer that does not need the closely controlled environment of mainframe computers, 
and has a richer instruction set than that of a microprocessor. (26) 

MODALITIES 

See: SENSORY MODALITIES 
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MODEM 

(DP) Contraction of MOdulator-DEModulator. A device which modulates and demodulates 
signals transmitted over communications facilities; that is, a device used to convert 
digital signals into analog (voice-like) signals for transmission over a telephone line. (5) 

MODULARITY 

(DP) The extent to which a system is composed of modules, where modular means a degree 
of standardization of computer system components to allow for combinations and large 
variety of compatible units. (26) 

MULTIPROCESSING 

(DP) Processing several programs or program segments concurrently on a time-shared basis. 
(28) 

MULTIPROCESSOR 

(DP) A computer including two or more centra_l processing units that have access to a 
common main storage. (19) 

MULTI-SENSORY DOCUMENTS 

See: COMPOUND DOCUMENT 

MULTITASKING 

(DP) A mode of operation that provides for the concurrent performance, or interleaved 
execution of two or m~re tasks on one computer at the same time. (19) 

N 

NATURAL LANGUAGE 

(DP) Ordinary spoken or written language. It is to be cpntrasted with a programming or 
machine language. (32) 

NETWORK 

(DP) 1. An interconnected group of nodes. (32) 

2. The assembly of equipment through which connections are made between data 
stations. (32) 

NETWORK ARCHITECTURE 

(DP) A set of design principles, including the organization of functions and the description of data 
formats and procedures, used as the basis for design and implementation of a user
application network. (26) 
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NODE 

(DP) In a network, a point where one or more functional units interconnect transmission lines. 
The term node derives from graph theory, in which a node is a junction point of links, 
areas, or edges. (26) 

NON-CURRENT RECORDS 

(RM) Records no longer needed for current business. (18) 

NON-PROCESSABLE DOCUMENT 

(DP) A format for document representation, such as a bit-map pattern of a page image or a 
page image defined by a proprietary page definition language, that prevents the 
document from being edited or, manipulated in another computer system, unless 
operating the same software. (DB.CD) 

NON-RECORD MATERIAL 

(RM) Material not usually included within the definition of records, such as unofficial copies 
of documents kept only for convenience or reference, stocks of publications and 
processed documents, and library·or museum material intended solely for reference or 
exhibition. (12) 

NONCONVENTIONALRECORDS 

(RM) Information commonly generated and stored on various types of microfilm, magnetic 
tapes or disks, or punched tape. (30) 

0 

OFFICE AUTOMATION (OA) 

(DP) The integration of all information functions in the office, which include word processing, 
data processing, electronic mail, graphics and desktop publishing. (9) 

OFFICE DOCUMENT ARCHITECTURE (ODA)/OFFICE DOCUMENT INTERCHANGE FORMAT 
(ODIF) 

(DP) A standard (ISO 8613) to facilitate the exchange of office documents su·ch as reports, 
letters, and memorandums. The standard supports compound documents by 
incorporating existing standards. ODA/ODIF also supports logical and layout 
relationships in documents. ODA supports three content types (character, raster, and 
picture) and will be extended to support the exchange of spreadsheets, digitized voice, 
and colour. ODA also supports document profiles that facilitate the management and 
retrieval of documents. ODI F defines the encoding of the bit stream for transfer from one 
system to another either by data communications or by a storage medium. (2) 

OFFICE FILE($) 

(RM) 1. Documents relating to or belonging to an office or position, or connected with a 
person holding an office or position. (18) 
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2. Documents or copies thereof, papers and/or publications kept by or for officials for 
their private or personal use, relating directly or indirectly to their official duties. (18) 

OFFICIAL RECORD 

(RM) A record In law, having the legally recognized and judicially enforceable quality of 
establishing some fact. (18) 

OFF-LINE 

(DP) Pertaining to the operation of a functional unit when not under the direct control of the 
computer. (19) 

ON-LINE 

(DP) Pertaining to the operation of a functional un.it when under the direct control of the 
computer. (19) 

OPEN SYSTEM 

(DP) 1. A system allowing a variety of computers and ·terminal to interact together. (26) 

2. A system to which access is publicly available. (26) 

3. A system adhering to open systems archit_ecture (OSA), a model that represents a 
network as a hierarchical structure of layers of functions; each layer provides a 1.et of 
functions that can be accessed and that can be used by the layer above it. (26) 

OPEN SYSTEMS INTERCONNECTION (OSI) REFERENCE MODEL 

(DP) A communications reference model that has been defined by the International 
Organization for Standardization (ISO). It is a seven-layered communications protocol 
intended as a standard for the development of communications systems worldwide. 
From top to bottom, the layers of the OSI model are: 

LAYER 7- APPLICATION LAYER 

Layer 7 is the set of messages that application programs use to request data and 
services from each other. Electronic mail and query languages are examples of this 
layer. 

LAYER 6 - PRESENTATION LAYER 

Layer 6 is used to convert one data format to another, for example, one word processor 
format to another or one database format to another. 

LAYER 5 - SESSION LAYER 

Layer 5 establishes and terminates the session, queues the incoming messages and is 
responsible for recovering from an abnormally terminated session. 
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LA YER 4 - TRANSPORT LA YER 

Layer 4 is responsible for converting messages into the structures required for 
transmission over the network. A high level of error recovery is also provided in this 
layer. 

LAYER 3 - NETWORK LAYER 

The network layer establishes the connection between two parties that are not directly 
connected together. For example, this layer is the common function of the telephone 
system. 

LAYER 2 - DATA LINK LAYER 

The data link layer is responsible for gaining access to the network and transmitting the 
physical block of data from one device to another. It includes the error checking 
necessary to ensure an accurate transmissipn. 

LAYER I -PHYSICAL LAYER 

The physical layer aefines the actual set of wires, plugs and electrical signals that 
connect the sending and receiving devices to the network. (9) 

OPERATING SYSTEM (OS) 

(DPJ A group of software and/or firmware utility programs that bring a computer to life and 
implement its many functions. It may have any or all of the following: bootstrap loader, 
1/0 • drivers, assembler, compiler, linker/loader, queue handler, task scheduler, 
editor /debugger, interpreter, interrupt handler, data-base manager, librarian. Also, 
pertaining to a computer system that is up and running. (4) 

pPTICAL CHARACTER RECOGNITION (OCR) 

(DP) Machine-reading of printed characters through the use of light sensitive materials or 
devices. (3) 

See also: OPTICAL SCANNER 

OPTICAL DIGITAL DISK (ODD) 

(DPJ A storage device that uses a laser to record digital data as microscopic marks In 
concentric or spiral tracks, and reads the data via photoelectric sensors. (6) 

See also: CD/ROM, DRAW, WORM 

OPTICAL SCANNER 

(DP) A device that senses the light reflectivity or transmission of a pattern (say, or a printed 
character) on a sequence of spaced "scan lines." (10) 

See also: OPTICAL CHARACTER RECOGNITION 
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OSI COMPLIANT 

(DP) Software or communications protocols that have been certified by a standards body to 
conform in all respects to the specifications of the OSI standard. (DB) 

OUTPUT 

(DP) The machine-readable or human-readable data produced by a computer. (3) 

OUTPUT DEVICE 

(DP) Any device that converts the electrical signals representing information within a 
computer into a form that can exist or be sensed outside the computer. Printers and 
visual displays are the most common type of output device for interfacing to people, but 
voice is becoming increasingly available. (6) • 

p 
PACKET /PACKETIZED 

(DP) A packet is a sequence of binary digits including pata and call control signals that is 
switched as a composite whole. The da~a. call control signals, and possible error control 
information are arranged in a specific format. A message broken up into smaller 
segments or packets for transmission to 'the line in a pack-switching -network is 
packetized. (26) • 

PAPER TAPE 

(DP) A strip of paper on whicl'lcharacters are represented by combinations of holes punched 
across the strip. (26) 

PARALLEL PROCESSING 

(DP) Processing more than one program at a time on a parallel basis, where more than one 
processor is active at one time (distinguished from _multiprocessing where only one 
processor is active on one program at a time). (5) 

PASSWORD 

(DP) The unique set of digits or characters assigned to auser as part of his identification 
number in communicating with the computer. (27) 

PERIPHERAL 

(DP) In a data processing system, any equipment, distinct from the central processing unit, 
which may provide the system with outside communication or additional facilities. (19) _ 

PERMISSIONS 

See: PRIVILEGE 

PERSONAL COMPUTER (PC) 

(DP) A relatively inexpensive, general-use computer created for a single user in an office or 
home. (26) • 
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PIXEL 

(DP) PIX (picture) Element, the smallest display element on a video display screen. (9) 

POINTER 

(DPJ In database management, a pointer is an address embedded within the data that 
specifies the location of data in another record or file. (9) 

PORTABILITY . . 
(DPJ The ability to use data sets or files with different operating systems. Volumes whose 

data sets of files are catalogued in a user catalogue can be demounted from storage 
devices of one system. (32) 

PORTRAIT ORIENTATION 

(DP) A printing orientation in which the data is printed across the narrow side of the form, as 
in a standard page or letter. (9) 

PRECISION 

(DPJ A measure of the ability of an information retrieval system to hold back irrelevant 
documents in searching. Precision is defined as the ratio of the relevant documents 
retrieved to th~ total number of documents retrieved. (14) • 

See also: RECALL 

PRINTOUT 

(DPJ In computer technology, the printed output of a computer. (26) . 

PRIVILEGE 

(DP) An indication of the access rights of a user or user program to the data of a computer 
system. If given a numeric value, it may be termed an "access control level." {10) 

PROCESSABLE DOCUMENT 

(DP) A format for document representation that supports the capacity to communicate a 
document between two computing systems so that the transferred document can be 
edited by the recipient. (DB.CD) 

PROCESSING FUNCTION 

See: FUNCTIONAL CAPABILITIES 

See also: DATA ENTRY, RETRIEVAL, DELETE, VIEW 
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PROGRAM 

(DP) A series of instructions which cause a data processing system to take a sequence of 
steps and perform particular tasks. Also, the act of creating the instructions. (3) 

PROGRAMMING LANGUAGE 

(DP) Sets of rules or conventions that govern the manner and sequence in which instructions 
are written or specified for execution by computer. (3) 

PROJECT FILE 

See: CASE FILE 

PROTOCOL 
.· . 

(DP) A formal set of conventions governing the orderly exchange of information between 
communicating devices by defining such thirigs as connection establishment, security 
provision, data sequencing, error control, etc. Protocols achieve efficient line utilization 
by reducing the amount of information transferred by distinguishing between device 
control information and data. (5) 

(RM) 1. A formal document embodying the terms 'of a legal transaction. (18) 

2. A diplomatic document, especially the final text of a treaty or compact, signed by the 
negotiators and subject to subsequent ratification. (18) 

PROVENANCE 

(RM) The principle that archives of a given records creator must not be intermingled with 
those of other records creators. The principle is frequently referred to by the French 
expression, "respect de fends." (3) 

PUBLIC DATA NETWORK 

(DP) A database facility provided by a common carrier. (5) 

PURGE 

(DPJ To write a date to a data medium, on or following which the file is released and the data 
may be overwritten by more recent data. (26) 

(RMJ To remove inactive material from active records storage areas for retentiqn elsewhere 
or for destruction. (3) 

R 

RAM 

See: RANDOM ACCESS MEMORY (RAM) 
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RANDOM ACCESS 

See: DIRECT ACCESS 

RANDOM ACCESS MEMORY (RAM) 

(DP) A semi-conductor read-write memory device in which the basic element consists of a 
single cell that is capable of storing one bit of information in such a way that the access 
time taken to retrieve an item of data is independent of the item's location on the storage 
medium on which it is held. (16) 

RANDOM STORAGE 

(DP) A method of recording information on a storage device in which there is no relationship 
between the physical proximity of data on the medium and the logical proximity of the 
data in a document or database. _(DB) 

RASTER 

(DP) In computer graP.hics, a predetermined pattern of lines that provides uniform coverage 
of a display space. (26) 

RASTER IMAGES 

(DP) Computer graphics in which display images, composed of an array of picture elements 
arranged in rows and columns, are generated on a display space. (26) 

RASTER SCAN 

(DP) In computer graphics, a technique of generating or recording a display image by a line-

READ 

• by-line sweep across the entire display space; for example, the generation of a picture 
on a television screen. A raster scan may be directed by a program in which case it may 
also be considered as a directed beam scan. (26) 

(DP) To acquire or interpret data from a storage device, data medium, or from another 
source. (26) 

READ ONLY MEMORY (ROM) 

(DP) A storage device whose contents can be read, but cannot normally be written to. This 
ensures that the data held by such a device retains its integrity. (14) 

READING FILE 

(RM) A file containing copies of documents arranged in chronological order. Reading files 
may be circulated to other persons for reference while chronological files are usually 
retained by the author for his or her reference. (7) 
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REAL TIME 

(DP) The actual time during which a physical process occurs. In a real-time system the results 
of the computation can be used in guiding the physical process. (15) 

RECALL 

(DP) A measure of the ability of an information retrieval system to retrieve relevant 
information. Recall is expressed as the proportion of relevant documents known to be 
in a system that are retrieved in a given search or set of searches. (14) 

See also: PRECISION 

RECORD 

(DP) A set of related data or words, treated as a ~nit. (19) 

(RM) Recorded information, regardless of form or medium created, received and maintained 
by an agency, institution, organization or individual in pursuance of its legal obligations 
or in the transaction of business. (18) 

RECORD GROUP 

(RM) A body of organizationally and functionally related records established on the basis of 
provenance with particular regard to the administration history, eomplexity and quantity 
of the records/archives of the agency, institution or organization involved. (18) 

See also: ARCHIVE GROUP, FONDS 

RECORD LAYOUT 

(DP) Diagram of contents of a logical record that describes the information in each field, the 
length of each field, and the position of each field in the record. (11) 

RECORD TRANSACTION 

See: TRANSACTION (RM) 

RECORDS CENTRE 

(RM) A centralized facility for housing and servicing inactive or semi-active records. (3) 

RECORDS DISPOSAL 

See: DISPOSAL 

RECORDS MANAGEMENT 

(RM) That area of general administrative management concerned with achieving economy and 
efficiency in the creation, maintenance, use and disposal of records, i.e., during their 
entire life cycle. (18) 
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RECORDS RETENTION SCHEDULE 

See: DISPOSITION SCHEDULE 

RECORDS SERIES 

(RM) Items or documents arranged in accordance with a filing plan/system or maintained as 
a unit because they relate to a particular function or subject, result from the same 
activity, have a particular form, or because of some other relationship arising out of the 
circumstances of their creation or use. (18) 

RECORDS SURVEY 

(RM) A survey involving the gathering of basic information regarding the quantity, physical 
form and type, location, physical condition, storage facilities, rate of accumulation, uses 
and similar data for the purpose of planning, acquisition and disposal programs, 
microfilming operations, new facilities and related archival activities. (18) 

REFORMAT 

(DP) To change the record layout of a file or database. (9) 

REGISTER 

(DP) A storage device having a specified storage capacity such as a bit, a byte, or a 
computer word and usually intended for a special purpose. (19) 

(RM) A list of events, letters sent and received, actions taken, etc., usually in simple sequence, 
as by date or number, and often serving as a finding aid to the records, such as a 
register of letters sent or a register of visitors. (12) 

REGISTRY 

(RM) A unit of an agency, institution or organization responsible for the creation, control and 
maintenance of current files/records and/or semi-current records. (18) 

REGISTRY PRINCIPLE 

(RM) The principle that archives of a single provenance should retain the arrangement 
established by the creating agency, institution or organization in order to preserve 
existing relationships and reference numbers; sometimes implied in the principle of 
provenance and also called the principle of respect for original order. (18) 

REGISTRY SYSTEM 

(RM) A system controlling the creation and maintenance of current files/records and/or semi
current records through the use of formal registers, lists, indexes and/or filing 
plans/systems. (18) 

RELATIONAL DATABASE 

(DP) A method of organizing a database to permit association of information contained in 
separate records by placing data-associated with each key in separate tables. (5) 
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REMOTE SENSING 

(DPJ The technique whereby sensors located remotely from a computer are used to produce 
inputs for a system. (6) 

REMOVABLE MEDIA 

(DP) A data storage medium that is removed from a drive that reads/writes it, such as 
magnetic tape and floppy disks. (26) 

REP ROG RAP HY 

(RMJ All copying processes including micrographics, using any form of radiant energy and all 
duplication and office printing processes, including operations connected with such 
processes. (18) 

RESIDUAL VALUE 

(DPJ The value of a piece of equipment at the end of a lease term. (26) 

RESPONSE TIME 

(DPJ The elapsed time between the end of an inquiry or demand on a computer system and 
the beginning of the response. (19) 

RETENTION PERIOD 

(RMJ The length of time, usually based upon ·an estimate of the frequency of current and 
future use, that records should be retained in offices before they are transferred to a 
records centre, or if in a records centre before they are transferred to archives or 
otherwise disposed of. (18) 

RETENTION SCHEDULE 

See: DISPOSITION SCHEDULE 

RETRIEVAL 

(DPJ The action of recovering information on a given matter from stored data. (19) 

(RMJ The process of locating and withdrawing a document or information from a collection 
of records. (21) 

REUSABLE MEDIA 

(DPJ Any media that can be written over with a new signal or message. (DB) 

RISK MANAGEMENT 

(DPJ A method of evaluating a management option based on assessing the consequences 
of not taking the action. (DB) 

ROUTINE 

See: PROGRAM 
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SAMPLE 

(DP) To obtain the values of a function for regularly or irregularly spaced distinct values of an 
_independent variable. (26) · 

(RM) In appraisal, the selection by varying methods of items frorn a body of records made in 
such a way that, taken together, the items selected are representative of the whole. (18) 

SCANNER 

See: OPTICAL SCANNER 

SCHEDULE 

See: DISPOSITION SCHEDULE 

SCREEN 

(RMJ To examine records/archives to determine the presence of documents or information 
subject to restricted access. (1 ~) 

SEARCH 

See: RETRIEVAL 

SECURITY CLASSIFICATION 

(RM) The restriction on access to and use of records/archives or information therein imposed 
by an organization, in the interests of security. The records or information concerned 
are referred to as classified records or classified informatiol). (18) 

SECURITY COPY 

See: BACK-UP COPY 

SELF-DOCUMENTING 

(DP) Systems, software, records, or documents which are created in a software environment 
that documents them as they are constructed, and which carry their own self-definition 
with them so that users can consult the description, rather than having to examine th'e 
contents. The strategy of writing development environments that are self-documenting 
reflects the difficulties of using documentation programmers have written in configuration 
management. The strategy of developing database systems and word processors that 
create self-documenting records and documents supports intellectual control of records. 
(DB) 

SEMICONDUCTOR 

(DP) A semiconductor is a solid state substance that can be electrically altered. A 
semiconductor is halfway between a conductor, a material that conducts electricity, and 
an insulator, a material that resists electricity. When charged with electricity or light, 
semiconductors change their state from nonconductive to conductive or vice versa. (9) 
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SEMICONDUCTOR STORAGE 

(DP) A type of main memory on a semiconductor where bits are stored as on or off states, 
or in which the elements are magnetized in either of two directions. (26) 

SENSORY MODALITIES 

(DP) Sensory modalities are the human senses of sight, hearing, touch, touch, taste, and 
smell. Digital recording attempts to approximate the non-uniform human senses of sight 
and hearing by representing images, text and sound as indistinguishable bit streams. 
(DB) 

SEQUENTIAL ACCESS 

(DP) An access mode in which records are obtained from, or placed into, a file in such a way 
that each successive access ·to the file refers to the next record in the file. The order of 
the records is estabtished by the programmer when creating the file. (26) 

SERIAL PROCESSING 

(DP) Pertaining to the sequential or consecutive execution of two or more processes in a 
single device such as a channel or proces_sing unit. (25) 

SERIAL STORAGE 

(DP) . Storage in which data appear in sequence. This means that access time will include a 
waiting time. (22) 

SERIES 

See: RECORDS SERIES 

SGML 

See: STANDARD GENERALIZED MARKUP LANGUAGE 

SILICON CHIP 

See: CHIP 

SMART SWITCHES 

(DP) Telecommunications switches that are imbued with software capabilities to interpret the 
headers of the message traffic being transmitted across them and to direct it towards 
its destination. (DB) 

SNAPSHOT 

(DP) A print of a particular part of memory, registers and other data at some point during the 
execution of a program. (24) 

SOFT COPY 

(DP) Data temporarily displayed on a video screen, in contrast to hard copy, which is printed 
output from a computer. (9) 
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SOFTWARE 

(DP) Computer programs, procedures, rules, and any associated documentation concerned 
with the operation of a data processing system. (19} 

See also: HARDWARE 

SOFTWARE CONTROL 

(DP) Actions taken by a computer that are dictated by instructions programmed into the 
system are considered to be controlled by the software. (DB} 

SOFTWARE DEPENDENT 

(DP) Information in electronic form (data or documents} that can only be processed with a 
specific software pack~ge. (CD} 

SOURCE DOCUMENT 

(DP) A document containing information entered into a computer. (12} 

SPREADSHEET 

(DP) A software program that simulates a paper spreadsheet, or worksheet, in which columns 
of numbers are summed for b'udgets and plans. (9} 

STAMP 

(DP) To input the initials of the user and the date on a record as an audit measure. (DB} 

STANDALONE SYSTEM 

(DP) 1. Pertaining to an operation that is independent of another device, program, or system. 
(26} 

2. In word processing, a single self-contained word processor, as opposed to a word
processing terminal that is connected to and dependent upon a remote memory and 
processing unit. (26} 

STANDARD 

(DPJ 1. A publicly available definitions resulting from international, national, or industrial 
agreement. (6} 

2. A product, usually hardware, that conforms to such a definition. (6} 

STANDARD GENERALIZED MARKUP LANGUAGE (SGML) 

(DPJ A standard (ISO 8879} for defining tags to mark parts of documents and to record the 
logical relationship of those parts. Documents may include reports, articles, books, 
journals, and other text entities. SGML supports hierarchical relationships between 
document parts, but does not include procedural ·or presentation instructions such as 
centre, boldface, or begin Times Roman. SGML uses a Document Type Declaration 
(DTD}, a header which identifies the document type. SGML does not transfer images, 
graphs, or non-character dala, but can include pointers to indicate other files that are 
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relevant to the document at hand. Currently, SGML is used primarily to support the 
electronic submission of text to publishers. (2) 

See also: DOCUMENT TYPE DECLARATION (OTO) 

STORAGE FORMATS 

(DP) 1. The methods of packaging storage media, such as cartridge, tape, strip, disk etc. 
(DB) 

2. The way in which data segments are physically laid out in a storage medium. (DB) 

SUBJECT FILE 

(RM) A file in which the documents relate to a specific subject matter, frequently based upon 
a filing plan/system. (18) 

SYNCHRONOUS COMPUTER 

(DP) A computer in which all operations and events are controlled by equally spaced pulses 
from a clock. (5) 

SYNCHRONOUS TRANSMISSION 

(DP) A mode of data communications by which the bit stream and character stream are 
slaved to accurately synchronized c1ocks at the receivi11g and transmitting stations. Start 
and stop pulses are not required within each character. (5) 

SYSTEM SPECIFIC TECHNOLOGY DEPENDENT 

See: MACHINE-DEPENDENT 

SYSTEMS AUDIT 

(DP) To review and examine the activities of a data processing system mainly to test the 
adequacy and effectiveness of procedures for data security and data integrity. (25) 

SYSTEMS DEVELOPMENT 

(DP) The process of defining, designing, programming and testing a system which precedes 
its implementati~n. (DB) 

SYSTEMS LIFE CYCLE 

(DP) The phases of development through which a computer-based system passes. Most 
definitions recognize broad phases such as initial conception, requirements definition, 
outline design, detailed design, programming, testing, implementation, maintenance, and 
modification. Some include additional activities such as manual procedures design and 
staff training. Most life cycle definitions arose as a result of analysis of the tasks of 
system development, with the objective of making those tasks more amenable to 
traditional techniques of management planning and control. (6) 

SYSTEMS MANAGEMENT 

See: CONFIGURATION MANAGEMENT 
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SYSTEMS MIGRATION 

(DP) The means whereby a user of one machine moves to a larger (or newer) one as his 
requirements change with the implication that the machines are compatible. (29) 

- T 

TAPE 

See: MAGNETIC TAPE, PAPER TAPE 

TECHNOLOGY ASSESSMENT /FORECASTING 

(DP) The products of predicting the directions that technological developments will take in the 
future, undertaken so as to anticipate needs and assist management to make decision 
that will prove wise over time. (DB) 

TELECOMMUNICATIONS 

(DP) Any communication of information in verbal, written, coded, or pictorial form by electric 
means, whether by wire or by radio. (28) 

TELECOMMUNICATION SYSTEMS 

(DP) The hardware, software and transmission facilities that comprise a capability for 
communicating across distances. (DB) 

TELECONFERENCE 

(DP) A meeting between people who are remote from each other but linked together by a 
telecommunications system. (25) 

TELEGRAPH 

(DP) A system employing the interruption or change in polarity of direct current for the 
transmission of signals. (26) 

TELEMATICS 

(DP) The convergence of telecommunications and information processing. (9) 

TELEPHOTOGRAPHY 

(DP) The electric transmission of a picture having a gradation of shade values. (20) 

See also: FACSIMILE 

TELEX 

(DP) An acronym for Teletypewriter Exchange Service of Western Union but now used more 
generally to signify a low bandwidth network interconnecting teleprinters. (29) 

I 
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TEMPORARY RECORD 

See: TRANSITORY RECORD 

TERMINAL 

(DP) A hardware device in a system or communication network at which data can either enter 
or leave the system. (3) 

TEXT 

(DP) Text is words, sentences and paragraphs. The contents of a word processing document 
is called text. Contrast with data, which is a precisely defined unit of information, such 
as name and address. (9) 

TEXT PROCESSING 

(DP) Using a terminal connected to a computer to create, alter, and yield text, that often 
needs revision and numerous copies. (26) 

TEXTUAL RECORDS/ARCHIVES 

(RM) A term used to distinguish records/archives in manuscript or typescript from audio
visual, cartographic and machin,e-readable records/archives. (18) 

THESAURUS 

(RM) A compilation of words and phrases showing synonymous, hierarchical and other 
relationships and dependencies, the function of which is to provide a standardized 
vocabulary for information storage and retrieval. (3) 

See also: CONTROLLED VOCABULARY 

TIME-SHARED SYSTEM 

(DP) A system in which available central-computer time is shared among several jobs as 
directed by a scheduling plan or formula. (27) 

TRACK 

(DP) A separate recording path on a magnetic tape or disk. (4) 

(RM) Keeping records on actions taken with respect to records throughout their life-cycle. 
(DB) 

TRANSACTION 

(DP) Any business activity or request that is entered into a computer system. Orders, 
purchases, changes, additions and deletions are examples of transactions in an 
information system. Queries and other requests are also transactions to the computer, 
but are usually just acted upon and not recorded in the system. Transaction volume is 
a major factor in determining the size and speed of a computer system. (9) 

184 

.. 



(RM) Information, communicated to other people in the course of business, via a store of 
information available to them. (1) 

TRANSACTION LOG 

(DP) A record of transacti?ns performed. (25) 

TRANSBORDER DATA FLOW 

(DP) The flow of data (numerical, bibliographical, factual) across national boundaries. A term 
mainly used in connection with the problems of data protection, copyright, etc. (22) 

TRANSFER 

(DP) To send data from one place and to receive the data at another place. (26) 

(RM) The act involved in a change of physical custody of records/archives with or without 
change of legal title. (18) 

TRANSITORY RECORD 

(RM) Routine correspondence with a short-term value. The retention period is limited to the 
interval required for completion of the action covered by the communication. (3) 

TRANSMISSION SYSTEM 

(DP) The physical media utilized in transmitting message signals between locations. (26) 

u 

UPDATE 

(DP) To modify a master file with current information according to a specified procedure. (26) 

UPLOAD 

(DP) Transfer of data or programs from a microcomputer to a mainframe. (22) 

USER 

(DP) Anyone who requires the services of a computing system. (25) 

(RM) An individual who consults records/archives, usually in a search room. (18) 

USER INTERFACE 

(DP) The portion of an interactive computer program that issues messages to and receives 
commands from a terminal user. (26) 

UTILITY PROGRAMS/ROUTINES 

(DP) A computer program in general support of the processes of a computer; for instance, 
a sort program. (19) 
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UTILITY SYSTEM 

(DP) A program or system or set of systems developed to perform miscellaneous or utility 
functions such as card-to-tape, tape to printer, and other operations or sub-operations. 
(26) 

V 

VECTOR 

(DP) In mathematics and computer graphics, a directed line segment; a line segment defined 
by the coordinates of its ends or by the coordinates of its origin, its direction, and its 
length. (1 0) 

VECTOR IMAGES 

(DP) The most common class of .graphics, where all vector output consists of lines and 
cuNes drawn point-to-point by the output unit as ordered by the computer. (25) 

VIDEODISC 

(DP) A storage medium of a similar size to an LP records which is used to store video 
information. The information encoded in the disk is read by a laser stylus and translated 
into the appropriate input signals. The disks are read-only. (14) 

VIDEO DISPLAY UNIT (VDU) 

(DP) Any type of input/output equipment with a special feature of displaying information on 
a screen. (27) 

VIEW (n.) 

(DP) The data which a user with a given permission set is permitted to see in a database. 
(DB) 

VIEW (v.) 

(DP) A capability to see, but not add or change, data in a system. (DB) 

VIRTUAL 

(DP) A term used in various ways to indicate that the actual physical implementation (storage, 
peripheral device, communications circuit) is different than that perceived by a user or 
user program. (10) 

VIRTUAL FILE STORE 

(DP) A file that appears to be a single file but is actually two or more linked files. (1 0) 

VIRTUAL RECORD 

(DP) The characteristics of an entity as perceived by the user, regardless of how they have 
been physically represented in a database. Thus an employee would have one virtual 
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record, but may have numerous physical records linked together to accommodate 
repeating addresses, jobs held, benefits received, etc. (DB) 

VITAL RECORDS MANAGEMENT 

(RM) The application of records management techniques to the records of an organization to 
provide continuity, recovery capability, and protection of organizational interests in an 
emergency or after a disaster. (12) 

VOICE MAIL 

(DP) A system of sending and receiving voice messages, and storing them for retrieval by the 
intended receiver, analogous to electronic mail, but representing the document as sound 
rather than text. (DB) 

w 

WEED 

(RM) To remove individual documents or files lacking continuing value from a series. (18) 

WIDE AREA NETWORK 

(DP) A communication network distinguished from a local area network (of which it may 
contain one or more) because of its longer distance communications, which may or may 
not be provided by a common carrier or PTT. The term is sometimes .used as another 
name for the public packet network of a particular country or region. (6) 

See also: LOCAL AREA NETWORK 

WORD PROCESSING 

(DP) The use of electronic or microprocessor for efficient input, storage, revision, and printing 
of textual material. (3) 

WORK STATION 

(DP) A terminal that combines various elements (keyboard, display, printer, etc.) (5) 

WORM (Write Once Read Many) 

(DP) A storage device, such as an optical disk, that can be written (recorded) once. Although 
it can be erased by writing I bits onto the data, it cannot be rewritten. (9) 

See also: OPTICAL DIGITAL DISK 

WRITE 

(DP) To make a permanent or transient recording of data in a storage device or on a data 
medium. (19) 
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