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* Aluminium powder + AIMg and Titanium alloys » Carbon and aramid fiber for + Inertial Measurement * Vernier engines + High-grade steel * Heat shield material incl.
d fr Unit: . fi i hit
+ Zirconium, beryllium, boron, * High-grade steel cases anc trames nits + Actuators * Separation ine grain graphite
Mg powders . * Acrylonitrile precursor and * Accelerometers . . mechanisms *» Heat sink material
+ Stainless steel Ivmerizati to + Jet vane material
» Perchlorate oxidizers polymenization reactors * Gyroscopes e.g., carbon, tungsten. * Explosive bolts * Rayon material / Lyocell

Carbon composite for nozzles . :
* Spinning machines, nozzles

. Ox1_d1ze-r precursors including | Ball bearings or “spinnerets” * Gyro-astro compasses * Software * Spin systems
sodium perchlorate - .
_ * GNSS receiver * Countermeasures
. + Turbopumps » Carbonization furnaces
» HTPB binder
. A . + Integrated nav. system * SAFF subsystems
. + Impellers for turbopumps + Filament winding machines
» Metal-powder production and . Flectronics + Telemetry units
shaping equipment + Rubber case insulation » Tape laying machines try
+ Mixers + Pressuring gas + Kevlar fiber * Software * Sensors
. = C te: + EMP tected circuit:
* 5P casting tools + Servo valves + Isostatic presses omputer protected cireurts
* Mandrels + T°and pressure sensors + Flow-forming machines!
* Fluid-energy mills + Computer/software » Laser alignment instruments -> Heat and shock-resistant
» Concentrated hydrazine
UDMH/MMH
* Ligud oxidizers incl. nitrogen
tetroxide
+ CNC machines? »

HMX/RDX explosives
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North Korean Munitions Transfer Routes Into Russia

SIS

Between 7 September and 1 October, a set of containers was shipped from Najin, 9 o
North Korea to Dunay, Russia via the Russian-flagged M/V Angara. The containers 4 ) 3

were then moved via rail to an ammunition depot in southwestern Russia, near
Ti i 290 ki from the Ukrainian border via rail.
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depot at Tikhoretsk, Russia. The delivered = =<g> = Notionalroute  §)) X 7/8 Seprembar e
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ammunition is intended for use in Ukraine. i ; .
0 1,000 Miles at Najin, North Korea for delivery to Russia.
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[@) 14% Russia (@) 3% Brazil
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(E) 7% India (M) 3% Italy
[B) 6% Africa () 3% Poland
[@) 6% south korea 3% Norway
[@) 2% Tarkiye (7) 13% Other

FAHR R : www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023 .
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AR T DA AR 2 4% W 45 BT AT AR 51 AR & AT . RAFE SR LT 59, 94 7195,

81 P — Ao ERR, BASER T U RILAIE 90% M E 2 M A2 M A R FT A . 2023 4F 12
H, =A% R EHIFE 7 %28 780 Ri Chang Ho. 2023 45, HH/NAEIHEIA Ri Chang Ho
(UL S/2023/171, % 136 1170 BY). 3 W http://www.mofa.go.kr/www/brd/ m_4080/view.do?seq=
374538&page=1.
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% LARIMANE B A& s, B EERG . BANER T ZEH M.
A AR & AIE AR I HIERT . #EdR T, Lazarus SERIE I Telegram
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BN T 7. B B 32 3 N I AN E I 28 47 844 ScarCruft A1 Lazarus 4 [

8 I www.welivesecurity.com/en/eset-research/lazarus-luring-employees-trojanized-coding-challenges-
case-spanish-aerospace-company 1 www.sentinelone.com/labs/comrades-in-arms-north-korea-
compromises-sanctioned-russian-missile-engineering-company .

84 i www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/Lazarus-campaigns-and-backdoors-
in-2022-2023.pdf; S$/2021/211, %5 126 B BIE 107.
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BES. ORI, BB B RS S EORGE (i B i A/ a0 i X 44
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136. 7 H, BAEIIRSSARHERT JumpCloud 18 31 5 0% B M 56 S I EE R
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87 Iil, www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-missile-

engineering-company o

8 HITO MAILIMHOCTPOEHUE .
89 DLE4 61 A1 https://en.yna.co.kr/view/AEN202311210068003 15?section=national/national

9% Il www.recordedfuture.com/north-korea-aligned-tag-71-spoofs-financial-institutions. www.koreatimes.

co.kr/www/nation/2023/12/103 364423.html. www.yna.co.kr/view/ AKR20231204049700004 .
https://boannews.com/media/view.asp?idx=124405 F https://english.chosun.com/site/data/html_dir/
2023/12/05/2023120501179.html,
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92 Jil, https://medium.com/checkmarx-security/how-north-korea-is-compromising-supply-chains-df1 532

b29a49,

93 X R [ AR AN A ER 2 b5 R 22 £ 2023 4F 11 A 23 HIBEE M 2240, THE 60.
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FREFF R RS, Horb SR IR HEAE A5 431 CyberLink R Fr 246725
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the-teamcity-cve-2023-42793-vulnerability
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threat actor victim conducts victim downloads victim installs npm package backdoor
poses as online job malicious npm malicious npm retrieves and malware
prospective interview package from package runs backdoor establishes
employer Github malware access on
victim's host
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9 I, www.reversinglabs.com/blog/vmconnect-supply-chain-campaign-continues 1 www.reversinglabs.
com/blog/vmconnect-malicious-pypi-packages-imitate-popular-open-source-modules »
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R P ZREBRATE.
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npm-attack-attributed-to-north-korea. https://blog.phylum.io/crypto-themed-npm-packages-found-
delivering-stealthy-malware. https://blog.phylum.io/update-to-novembers-crypto-themed-npm-attack
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41, hitps://en.yna.co.kr/view/AEN20231121006800315?section=national/national . 73 . S/2023/656,
B 63

115.8/2020/151, 5 117 Bt.
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Re: [Stimson Center] Invitation: August DPRK meeting

@stimnson.org > - n
Sun 23/07

3 PM

Did you receive this invitation yesterday? Please find it and let me know your thoughts asap.

best, - Attacker emphasizes time-sensitivity of a response

to this message, encouraging victims to respond
without conducting due diligence
On 2023-07-22 04:03, _wrote:
Hello, Dear [N

On behalf of the 38 North and the Carnegie Endowment, it is my pleasure to invite you to attend a private
workshop aimed at rethinking US policy toward North Korea. Given developments in North Korea since the
collapse of US-DPRK and inter-Korean negotiations in 2019, as well as the changing strategic environment in
East Asia, the traditional US approach to North Korea is unlikely to be effective going forward, It is time to
question old assumptions and begin crafting a new strategy/approach that takes into consideration current
strategic realities.

The workshop will be held on mid August(2 days, lunch will be provided) at the Pocantico Center(Tarrytown,
NY 10591). The proceedings will be conducted under Chatham House rule. Participation is by invitation only
and invitations are non-transferrable. Please advise of any dietary restrictions when you RSVP. A zoom link can
be provided if attending remotely.

If you plan to attend either in person or online, please RSVP with the available dates to me by July 29, 2023.

We hope you will join us for this important discussion and look forward to hearing from you soon.

Best,
.

Research Associate & Producer - 38 North Email address of sender looks similar to, but is not,
The Stimson Center | stimnson.or: a legitimate organization, with the addition of one

1211 Connecticut Ave, NW | 8th Floor extra letter ("n”)

Washington, DC 20036

24-02094
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[Invitation] US Policy Toward North Korea - Pocantico Center Feburary 6-8

| Besiporg> | =

- ! 1PM

JK

Email address initially appears legitimate, but if the victim
Dear : : . : o e
replies to the email, the reply goes to a different “reply to
email address, FirstMLast@zmail com (nofe: some email
programs mask this address unless the name is elicked ).

| hope you and your family are enjoying a lovely holiday and a restful season. | Also, the real CEIP email addres format is
“First. Last@ceip.org”, not “FirstLast@ceip. org.

It is my privilege to invite you to provide a keynote address for an private workshop at the Pocantico Center in Tarrytown, NewYork, hosted by
the Carnegie Endowment for International Peace, in February 2024 to discuss the US policy toward North Korea. Given developments in North
Korea since the collapse of US-DPRK and inter-Korean negotiations in 2019, as well as the changing strategic environment in East Asia, the
traditional US approach to North Korea is unlikely to be effective going forward. It is time to question old assumptions and begin crafting a
new strategy/approach that takes into consideration current strategic realities.

The workshop is scheduled to held on Feb 6 - Feb 8 (lunch will be provided) at the Pocantico Center (200 Lake Road, Tarrytown, NY 10591).
‘We would be honored if you would consider joining us over second day's lunch to provide your thoughts on the worsening security situation
on the Korean Peninsula and what our choices are going forward for how to address the situation. What, in your experience in this field,
should we be trying to do differently to address the changing times?

We understand your schedule is quite busy, but we were hoping you could join us at least for the that lunch (12:30 — 1:30pm EST). If you are
able to join in person, we would cover your travel and accommaodations to DC to attend, and can provide you with a modest 5500 speaker fee.
If you are not available to join in person, we can accommodate remote participation as well.

Please let me know if might be willing to join us and we can provide more details about the event and logistics right away. | look forward to
hearing from you soon.

All the best,

I r<!low, Nuclear Policy Program

1779 Massachusetts Avenue NW | Washington, DC 20036-2103
ceip.or

www.facebook.com/Carnegieendowment | @CarnegieEndow | carnegieendowment.org

AR TR

7% & 81E+L(KPe.050)116
147.  HH/NAIEAEHESE =W MEDE, XA EMIEE 9 HR 10 A2z
T TR EF XANRIEAMEZARKER. £ 5MZAREH, 20HH AL
W5 %A GOUEH AR

BN

148. & /N 4k 98 A A R LN R IE A RiExzeHHESE
2397(2017) TRV 8 B AE B AR 1 R GBA TN) .

149.  4E— A= GEFK, 5 100 000 2 44 8 R 3 3 SN RICATE TS E#ES L
TAE, Dyl R EE E RS E QISR A1 fffE KL 40 MEZ, AFH
28], #H. E¥. FRBORNE MRS ESDIUR TIE. 75—z i EAl

16 RN T B HEANT R AL
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i, B T LN R E R (E BB TSNS T EEA)IEZ) 51258
TCIIN o B — N RERR, X2 TN A2 L AR BURIFSIEIRIER . A
S NG PR FE A B i . HE AR, BRBBANAEWDEK T, Ze mE
Ui, — HAAEERE— D EHOTG P R S SON RN E K [ i AR iE K
BHSNTN, FOBITER, [MiRESMNRIE 400 000 4 T A

150. S TEAERFE FE XARLMEDFT 2023 FHAEHHB THRDAD
FoeRE T A E, BT R RS S N RIEFE T %% 77 BA
JAa B A BRI . — A B ER U, 2023 4952 iR T 6 AEARER
FENRILME TN, AT R IUE — A ) e B, X TR
FINA R WD IR EE W 74, HEITE4RSE.

T EEAR TA/EE

151, e i, BREIMMLE 24 nm iR, wife RS ONRIEATEF1E B
BORTAREZ R SEAE WA T RN 55, N E B KRN . 17 A2 B E R AT T
HhTEAE L, B RS R BOR AR B 5 3h I 20 Ee7R DL e 2 =] R I R
RO 63). LRI, — Ao RIS T B BOR TAES sk “HK
B e+ Al REIE ) A B B (A I 32 32 SON RILAEEUR A R s 1HR1” 1
17 MkAq s 18 (5 B EOR TARE IR AR LSO AR 55 A0 = EARAT I P RSN “ 4
A7 Rl R NI . 19 5 G AR, IR R NI
] £ 9 2% B AT D At A5 B R AR Bl

152, — R EREU, BIMESHR TAEE M H #2815 000 % 60 000 3£ G,
M— 2 e BHA TEE2WREW, A EEEAR TR ES RS R
100 000 370, NG Z N KETRIRAL, 2 IR L E B IR TAE. 4T
HRBARTAEEU, FEEARTAER R RVFRE —/MBaIN . 12 AR50
HIIRENEE, EF2E T T AR 3 3 N R IR E W L) 5.
—ZHiE B AR TAEEAGT, BAME 3 000 4415 B AR TS, #fER T XA
RILFEA 1000 7. BEE A 0E, G—REFEEED . PN X

W — A A e B O RIS B BOR TARE U, X2 TR A A 22 A R S 1 3R A5

L o

8 i B O RN E 145 BHR TR Bt 77X e, ARG R WA R &

A5 BHARMR S5 2~ =] (k47

19 Jl, www justice.gov/opa/pr/justice-department-announces-court-authorized-action-disrupt-illicit-revenue-

generation.

120 Jil, www.reuters.com/technology/north-koreans-use-fake-names-scripts-land-remote-it-work-cash-

2023-11-21,

Rl = 2 P o
122 g — AL e I XN RIEAEE SRR TAEE U, TR RN — 2 L3R A, ik

NEARIINLRE 10%, TN S AT LLOR B 30%.

123 Jil www.reuters.com/technology/north-koreans-use-fake-names-scripts-land-remote-it-work-cash-

2023-11-21,
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I, AR EERE AT R 7 ALK P . SRIBOGE R B FE VRN o R I SE FE R,
HIEHAR TAEE FF 9 eA e R 32 32 SO RIEAE Qi TR 2.5 123 6 12
£ TT.

153, LHUNHIG T RTE BHAR TAEE BOERRNE . HoARRREF IR
B 64).

BEIA

154, fa— Do GER, #ER T 3 ORI E 4818 2 /0 1A E X 208 &
o fadi, XEERIEERE I R 3 ONRILAE 6iE 71238 i, e
ZETN, NizEGE, AR bR EREPe. 03 )R T4 .

E %K 1

155, LZ/NHANZARIEIREIZRL, ToR 2023 76 EAT L5800 e
o (R 2 XN RSEAE TN (LHHE 65, 66 F1 69). 124 428 i fk B G BoR, ixis
BETER A P BEBROR S B A I 2 LA RIS E B R . X T8 /N
], R RO — BN BAT RS B A R A T TR e
KRN o WA T NAE [ 1K) AR VR AT 37 22 B 2 R 5% WSO (1) 3 FR A 380 37
(LB 40, OC.385). L /INHIEALIAA, 1E7—A 2 01 B RHL T 0 it o

EZK 2

156, 2 B E AL 2R B 50 /N AR B R S o, B O O YRS
[ [ R4k A2 i N IR SR E A DU B0 TARE(ILR 4). MR BoR, PIRCR
TELEZR 4, 55 1 F1 4 5)f ] Sindat BBQ &/Thr&; XWEEIERITAHCEX.
Packtu Hanna %7 (L% 4, 25 2 S)LP-th i M hrd. 2 ZHARRKRIINE
T 2023 45 3 A ML 5 /M, Packtu Hanna %7 “ BL7E 564 f[— 44 12 4 0 B4
AMAEE, FEEEH AN RR LA E]ME#EM %S 7. 12 Tokyo Sushi &
Teppanyaki( L 4, % 3 5)J54 Kumkangsan (504, 7£73 SR 742

124 WRE = R EAB R L/ NUR AN R NE S, KR BN, (A L th AR

AT FY S SR

125 §/2022/132, 5 174 BEFIFH4: 82,
126 §/2023/656, 4f 124 B .
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ERNEBHEREE X ARAMEER TIEMEZHRIE
Inf tion about DPRK
. Restaurant names Address and ormation abot
No. | Location Coondinat workers
(Formernames) oonlinates (As of mid-2023)
(F1+0X35, N
| Vietine |SP421BBQ Restaxant XJFm 9303, NongbeneRead |11 o thres DPRK rtiondls
Y 1efiate W
! (That Luanz Pvongyans F. e staurarnt) femane working.

(17°53738.3"N 102°3T41.53"E)

Packtn Harma B estaurant
(Paekiu Hanna B estawrant of the same
fiame)

Vientiane, Lao PDR
(1753 738.3"N 102°3741.5'E)

At least six DPRE nationals
working. Cne said that she was
from Pyongyans,

Tokvo Sushi & T eppamyaki
(Kumkangsan B estaurant, Pyonsyans
Friendship P estaurart)

Landmark Mekong Eiverside
Hotel

WIVE+ERE. Thatithao Village,
Sizattanak District Vierfiane
(1755638 0"N 102737'01.8'E)

At least three DPRE nationals
working,

4 |Vang Vieng

Sindat BBQ Restawant (Sindat BBQ 2)
(Vang Vieng Pyvongyang B estaurant)

Vanz Viens
(18°35'08.53"N 102°26'33.6'E)

At least two DPRE nariona
working,

TR RR: BZNARM— 4 R E,
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157. S A ER, AR 3 XN RILAEE R Kim Song Ho £ 2019 4
£ 2021 £S5 45 15 %11 Kumkangsan %8 /7127 1 Big Sister Won’s 2T DA X
RENFFRH) Koryo BIT (WA 176 By 5 /INHLIEAE S5 45 24 N IR IR 3 oA [ %o
HEdbrhmfE RS . AR SE.

E%x 3

158.  LH/IHEAET 202141 A 1 HZE 2023 4 10 A 15 H RS W —
BATEEERICSE, g T EA 20 L2 R AR e R 1 A
FOILFNE TN BIRZ) 250 ANERT 244128 (WLIHAE 75 F1 75.1). fR4Eids%, fEZD
PUAR b, s R 3 N SR E [ R AE 2019 4 12 H 22 H2 Ja3k45 TAE
ViRl 129 — e R b T et IR 2 A N RILFIE T AR @I THIAET:. fEKZ
B b, e ERE VAR TR 125 000 A5 A1 (1400 3E70), BREHEER LA RIE
FE TN ERE TR 2 000 S 4023 3£70). —KAFREE UL, BARE PR
FENANRILAEAR, ERIFACEIE. 130 %5/ IEESRA MY BB
FNFAD 2 B AE 3 — D (LR 79).

2GR,

128 b SRR (RS BRI RAT BRI ). CREER) A OREY LUK (HME A R AL
BRI M.

129 AR PR 22 PR L5 2397(2017)5 Wi, 2019 4E 12 A 22 H 24 5 IR A HAE 4 0 B Py i
WO\ BB I 32 3 SN RGN E E R i 5 IR s ARIEZE 2375(2017) 5 wkil, 2A1b& A ETE
2017 £ 9 A 11 H)E M8 5E55 i it s e R 32 N RILFNE E RIS TR,

0 UHSFE 75: FFE AR, VRABLT BAR R TRRN
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159. #W—A A EFR, A NE B R S F SN R E E RAE R E Bk
(VU B E TAECILBH 70). R B AR Bl id sz Bor, sAfER 3 3 LN RILAN
] R — e B IE T A 3 B B, IR SR I L TR R AR R A B A
WER AR SEAR(ILES 171 BRI 79). MRPHIBIRE R U, — K& OmiEH,
PR AT H—2RE ARG, —KiErE i — 2B AR 7r: “H 2019
12 AHRS, IR SER R SRR IREEIT 57 s, ARNTHEE A A
TAEVFR], WARHIEG TR %A KT HHEE N MIX B8 SR 83 20 3R] 145
B (L 71).

160.  RFTLFVNAKZE SR Wk 2 829 120 0] fe i & L4l LLR AR
55 HT B O M ) A T o o SCON BRI [ 2 ) e A B 3 2 N RIEANE T
NHATBE SRR A, WA 171 BL.

HAIA

161.  ARIEHAAMGES MEZUNRGHEE, A 2022 4, £0FH 58 49
i B T 32 SO RS AN ] [ R AE AL 1 B2 25 R i v s e B 2 2 U R SE AN [
AR “H-@ERAFA 1 AA3NAN” T RPWBNEE U, ZAFBA
FEZEEN, el AR TZAR SRP WA ST IRAEE R TA
G R, BB R TR W iR AT T B IR . A T s i 2 ORI
NN TN SF S5 TAEVFATE” (LR 73).

2l

162. FFNMNABWNSREREFRFED, REERASAEREEXARKNE
E R AT EIEMPT AR AT RERNR FMITIT A

163. EZ/MABWRRERFERZREEERY, SITEINBRES, a2
RS REE X ARKLMEFEFFZTRIEIN, MBI ERNEEHAR.
164, ZZUNARW, MEFERTENXAREMEHA-—SARLE, SRE
R FRFRITR THER T E X ARILFEE RBERESABIHE KR .

TRl

165.  L5UNHPHEIADY, s R B XN RICANE GRS fe 2 e B 2 TRl
A EPR AR, NFIREERLS .

181 il www.rfa.org/korean/in_focus/food _international org/workershealth-09202023163056.html;  Fff44: 72
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MR EE NARLMEEIMRITRE

166.  LHR/NHIAE T 22 RESEEERTRE, ik 30 ZHERE=AEK
FER 25 At I 3 N R E SR8, 3 Jo Chol Song (KPi.058).
Ri Chun Song (KPi.075)#1 Kim Mun Chol (KPi.060). 32 445, AL HEE R
FEXANRIEMER 17 FKEIT, QFEIFREAT(KPe.047). HEEEG I K BRAT
(KPe.033) =S F R HRAT UK G 52T R ARIT, KPe.049). BHEE K AR
17 (KPe.035)FH i YL i 4R AT (KPe.025); —LE4RIT R K 2 K R = XAR
HAERAT. A DNEXENAIREATREROLM AT 76 F177).

167.  LR/ANHPA T 244 01 B HR LR 56 T B A8 FF i iR B FE 5 1) 40 51 AR AT
3 So Myong [ BEEL. 138 So S M D i E K Choi Chon Gon®** JL[RI{HA
Epsilon A R% 5 K AT, a2 e f s i R 32 3 N RILAE
EHEDM L 171 BAE 76, 78 F1 79). #E— 4 AEFR, Epsilon £ R %A
RN T RN RBRAT IR F AT . 18 B EdEE SR, 8% 2023 411 A 10
H, ZAFATEFRRES. #ikE, SoeEMERHIRIAM LR R A RILH
EERAT AECES 7 5 Sk, B S = AR BE(KPe.018), Bt SRR E R o
—AEEAE 6 RN T So sk, 198 55— EALE 11 RN i, W72
BCHSRIE T B 5 /NAMME, FRXEEER TR, 8T ZaEHESH
FRYLTE TG Bl (L B A 80).

ENEFRERE R

168.  HHF/NHMEHE Chinyong 15 B AR E1EA A (Chinyong IT), %X
B XANRIEME R —KAA], D RAER, 2A7RET ARREE
J1E4E (KPe.054). 13 Jfii[d]—<= L EFK, Chinyong IT 7E 2017 4E & 2022 4[] it
1T THE 5000 2 5 3£ TTAE 5y, FEAEH BEAER S BT 1 HHANMRAT IR
F T e e B 3 3 N RSN E S BEOR TAEE IR AR (LA 81).
Py, XLk Pl REE AR AR R 3 E ARSI EREAL T, ¥R EE
SN RFEFNEAE B HR TAEE N X el P AREE AT 2. 42 53 AR,
oh 2 WL H B IR SRR TT R A BR A m (P FH )R ) 1483 Chinyong IT ¥k,
7E 2020 £ 2022 AR b E4RATIK 7 4 Chinyong IT 7242 BB HS R 2 i

182.9/2018/171, %5 162 BUFIFH4F 43,
138 N 44 Semyon Semyonovich; HAEH®: 1978 4F3 H 2 H; #HRSS: 927320285; K HiA

PR S: 254342019464 .

13 R BHANABISS RGNS 650114643613, WL S/2021/211, 55 152 BLAIEH: 89: A1 S/2023/656,

137 Bt

195 (R IR T 2019 S AL F/N, AMREUTE T 2016 T I IZE LSS
136 il www.mofa.go.kr/www/brd/m_4080/view.do?seq=373848&page=1 .

137 Jl, https://home.treasury.gov/news/press-releases/jy1938

138 Y FR Jinyong {5 B ARGIEAT . W $/2023/656, %5 119-121 B4 69 A1 70,
199 Y HRE BT
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N RNy w e B 3 3 SON RGN {5 B BOR AR B EAT 1 B
it 2 800 J3 R TTIAZ Z (WL 82). o5 /ML DA W 5 TERH & IR 7O RIHAR 24
F A RE S I IE A R 83). HEE R Ui “ARIET RARMME ST
TWRIAE, B RIUE ML R PAR SCHRAT IR P i e 7RG [ 2 B i il ik
W7 WP HIBRE UL, B KB K SR (T IE 48 R X LK P 5
Chinyong IT A (AL 84). E 4 N R F AN FE ANPLFH Bk v i AR AF R

169. UM RS AR R XN RINE 53 5OOK 53 /), #—1=
AERR, 1ZRHEET NRREE I EH (KPe.054). Hufk, 53 HA AL E AT
MR IE] 53 B A, i 5 20 = [ aCRE A DA & 1 AT 1 Bt e (L R F
85). HEZEEU: “ T IRYE L X ARMME B AT TR IAE, B KIUER
UESE R PIAHSCARAT IR P i 1 R E B 2 B i il (P 40, OC.167).

BEEW., SESEMIEEEIER)
BT A e Fe A AR

170. BF/PHRE T DA HRMEPEE, EHFREKE 24 KPe.010)i K
78 2022 FHHEMEHE THAFHE Ms EHAREGHZ ALK 86),
[¢ Zhang Jiashan'® 7£ 2022 EFRBIHRGRITIRS . HEBZE U, “&H
WEHE R M & 5 5 TR ] oo eee PLK Li Zhenyu 1 Zhang Jiashan 7F F [E M AT
i SR 1 2 B2 P U TS BN (WA 40, OC.169).

171, EZ/NARE THERP AR SR, Hbh 81 RAF At AFERE
A SO BN [ AR 2 BT IR 1 & B8 b Bl A VR Siid, AR alil 0 b w5 I
FXANRICHEERMASEE, &4 42 MERZ M rEet R E 1 AR
FORIE SR . B SN TRA T X 48 =) 2 75 i FH BRSO 1 s e 1 32 32 LIRS
JAEER. 1B 2023 F£ED AR ZILIERE, REAFEEZE. KA
LT LE S EE R 3 32 LN RIEFIE AWM, P BT 8 s 3 A4k
DI E A ERE F — D R ERR, H 24 K awalid e 1 a3t 5900
% AR R 32 N RILATE T T (LM 79 F1 87). TS/ T iR B Wi
HHNERLIAH( S2019/171, A 74), B “ME—QIGE N ONFHEE A R A ] e
FEREM AR S A IR BTAT A ], eeeees FEILRCRE Bk N, RE A
Xy NANZ 22 2 PR A5 2375(2017) 5 1R IER 18 BRI, 2024 4 1 H,
WA E UL, ORI 82 NI LA - B IBRIBE”, “ARYEAR 2 WA I
Hiwk, ARTEAFAARE T EEHL”, FUIA 522 4 F 2 Pl
LT BARATIMESE, WK 79 81 87). — M AIBIZ U, i E £5 2 KEh R
[, AR R ARSI,

140 B ES: 210602196209032030.
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88 R AR 5. 5) (KPe.048)

172, L 5/ gk S A e P AR 1K 58 2 ) S JE A o (R e 5T I 4 7 R
WL A7) Samhae PREG 2RI ORI AR o 240 Hdl, L ROR ORI S A 7]
RIS TGS, BIEAEJE HANE . IS E R0 2 rise s, AR A/
i B 2 SON RSN R AR IR AN S T T ol 55 (L3R 5 MBS 1 88). 4% Hr
BRIBAN A U, B A TS AU 2 N I R PR IS A 2 AR AIE
;. RHAMERAELE.

x5
S RERE S AFRRBM—BERANER

Name Suspected Position Location
Choe Myong Chol | KNIC Representative Pakistan
Jon Hyon Chol KNIC Representative Pakistan
Kim Yong Jin KNIC Representative Nigeria
Sin Jun Chol KNIC Representative Russian Federation
Mun Mi Hwa PIC Associate Likely Nigeria

45 : KNIC, BRI MAT; PIC, BREMRKAF.
TR & AEMER ML

173, Ha— G EFK, @ XA A R OREE S, W ORE & R, ik
B (0 5 e e 1 s R SO RS AT 0 O A = i s ik Rl A&
GLEFR, 2w AN N W R R 5 i 2 =) 5 A BRI R 15 DL B B
TR, BB G AE) B 5 &5, @it mae s, %
J B2 AL RPN (BRI RIS 6 MEH1E 89). ks, wiffRkiR
Bz S5 2 ) B HL e A/ T R A m R R 2 AR g, ARERE AT AL
SCATFRI, RN 1 R IB £ [ 14 o

141.8/2023/665, 136 Bt.
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BIRXTHER KRG B QRN E TR

Company Reported information on engagement with KNIC
Fountain Court Partners Assisted KNIC in recovering debts, between at least 2019 and 2022
(Nigeria)
Premium Broking House Assisted KNIC in recovering debts, between at least 2019 and 2022
(Lebanon)
Integ Partners (Nigeria) Assisted KNIC in recovering debts, between at least 2019 and 2022
BK & Associes (Cote Assisted KNIC in recovering debts, between at least 2019 and 2022
d’Ivoire)
Millbank Insurance Brokers, | Partnered with or knowingly assisted KNIC in developing

Ltd. (Nigeria)

business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

QuickLink Insurance Brokers
Ltd. (Nigeria)

Partnered with or knowingly assisted KNIC in developing
business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Universal Insurance Ple Partnered with or knowingly assisted KNIC in developing

(Nigeria) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Sechuwariis Development Partnered with or knowingly assisted KNIC in developing

Foundation (Nigeria) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Somitel Ventures Enterprise | Facilitates KINICs activities in Africa, including through

(Nigeria) cryptocurrency transactions on KNIC’s behalf, as of 2023

New Elements Holdings Co. | Partnered with or knowingly assisted KNIC in developing

Ltd (China) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Li Xianzhu (Chinese Partnered with or knowingly assisted KNIC in developing

national) business epportunities, attempting to collect money, and/or

facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022, utilizing Industrial and
Commercial Bank of China (Asia) Ltd account number
718823353750

Fairicc Survey & Loss
Adjusting Co., Ltd. (China)

Established a relationship with Samhae Insurance Company in 2019

Kaztec Engineering (Nigeria)

Contracted with Samhae Insurance Company for vessel insurance
between 2019 and 2020

45 : KNIC, FAffRIGEMRIE S A .
T RR: S0E. EARRIE LR NH, 9

174, HEZZY, “WHIEEXWH TREBRERA 25 T ERKEGE
ISP ES) . BT PR, TEIEA%SE Li Xianzhu FIEGL” (LB 40,
OC.181). BK & Associes [FIEHR, & WGACKIHEE KGR IRES B A R fEEEE BAt 57
JIRCHI S I BT IRIA, R T 2019 4E 3 ARG 7 A F T3 eE R R
VAT, 4RSS AT I, WO EE B R I, RN O S AT 4

142 Jl. www.nknews.org/pro/nigerian-firm-wades-into-murky-legal-waters-with-north-korean-insurance-
policy.

143 35T Fairicc WEMNBAHEG R AE, WEHLE 90,
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BERRIRI B AT o T Z/NHIEESER R 6 Jr 51 Hofth 22 =) DA B AR e ROR PRI
S A ] R w] 8N 8 A F] O T s B O R AR LK A ]
MIEE; RZHHRER. BV,

Nam Chol Ung

175.  LHR/PNHIEARE 2 REFZAEH T Nam Chol Ung!®® (F3 8-, WL
“HBREE, PEIRMRTELA RI(KPe. 03 IAE, Z/bH 2013 FELLRAE SN
M2 T e A B P TR S, AR TE RN R R 3 R E A R E A
BEE AT BN, BIEM—AMEESHE, FFaei X sk T rRIT
TN ERRERA R . R, Nam 2645 H 2022 R DK — B E E.
AR, 2023 4, fhfhit R o AR, I & e IR 3 32 N RIEFE 30
Y, 454 Sobaeksu United 23w (44 15 58 T 245 75 Tl (K Pe.028))146 3 [
—HEEIE W OLEAE 91). FEZEE UL, “BAE RKIMKET Nam Chol Ung fEH [E S5
R S HE SRR TESINE R L4 40, 0C357). ERARRKE
HAE, REMRKZHAFRMKREHES . HEVIEGRLE.

K+t
Nam Chol Ung

TR 2RE.

Kim Song Ho

176, LSUNLIEAA A RT3 CNRIEMEE 51 Kim Song Ho (144 ),
AR ERR, M H 2019 SEDORFERESN S 2 e P 2 AU 30,
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148 — S NEEER T A e R A T 2015 4R — SERARE RS 3 T N BRI E 25 1R
KRG RS RIEE S, BI5ZA REEAEAR A R R4 T AR FE.

145 A HEE. 1969 4F 2 A 23 H: #AERFEFE X ARILAETIESIS: 10832023153 H Y.
2023 48 H)o AR R FIHLAE PFTES ML KN H, Nam LD T 20194 9 B %M,
IS R F AN REAEEZH AR R FLMERFEEGRR.

146 I, 8/2020/840, PFfFfF46; S/2020/151, 2 126 BFIF:30; S/2019/691, B 13; S/2017/150, 2
158 F1 159 Bt L[ F 14,

147 BRI T N RIEME IR S Y. 108132627 (GRZCH H: 2023 4 3 )1 927220146 (K35 H
. 202244 A).
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AFELEEEOLE 157 B)UA K S ZH M B A 7 AT A 5 (L 92). 4
7%, Kim Song Ho ZE/D7E 2019 4E % 2021 SEYIMMEAZ R NRREILME., %
FANHIEAESER P EA R MM NRRFILANEREE . HE AR,

Choe Song Ryong

177.  HZF/INHIELE A Choe Song Ryong (2§, X4 Cui Chenglong), /&
BRI R NRIEE E R, R IL s, ¥4 — < A EFR, Choe Song
Ryong 55 Ri Chol Nam. ' Kim Chol Sok® FI{ii%2 &1 /& (KPe.03 1) H B R, kS
MEFEIETES), e &R B R e H e R 3 3 NANRILAE
RBL ST e N 2E 5 5, 15 0 Je b [ /A W] Beijing Tianchicheng Enterprise
Management Co., Ltd F1 Beijing Green Valley Tianchi International Trade Co Ltd( Il £
93), FEZEUL: “Beijing Tianchicheng Enterprise Management Co., Ltd F-7E 2018 4F
1 A b E 37 BT TR E PR . A IE 3R Choe Song Ryong BY Cui
Chenglong 7EAL MNP A &) FRARATE I AR B S ZE BN 27 (ILFF 40, OC. 358).

H Ak 2 F 89 S gkt

178,  BF/NHIEAE A LTAEE IR 3 5 N R ILAE 4k 48 )\ S 4Bk IRz B A4
AN AR IR RSN IR o 4R, 152 B A IR 32 32 SCON IR AL AN E 5 g 4E KAl
TEANAZE Yun Kil ££ 2022 AR EIGE A 6 500 73R TTHIBR A . B AEMAREH
ER . B RR, 198 AR T N RIERIE [ R, S R R
B 71 Yi Kang Dae, ¥EFRTE 2022 4F 11 M1 2023 4 2 H /0PI B AN () DL H:
fth 77 K2 5 MR FLN 2 AR AN A F AR IR E R R AR A A G B SR L e 1)
178, GRgEARMSS5HA, KRS MMRTHLE EEAE =, FEIE
AR TLANE E U, EATEE R X —IES LR B E B . R,
AR DR 4 R E B R

179. EXRPHWE T — Do RERMAREE, BEERE 3 CARILAE
Chinson =24 7] (1) — 44 B GO FIRAEE [ 8 3= N RIEFIE 3F JE H R K AE LR 1 —
ZE T 2022 FEHTEJE H/RBURIE 264, IR IXEe it &4 B e HFIE,
1R AT B A2 FIFH A0 22 UE S 1 22 A B 2 2E 2270(2016) 5 R LER 18 B A ER
2321(2016) ¥R EE 13 BESRIR AT . L5/, YICRIUE

148 A HI: 196744 H 16 H; #AEER I = XA RIEFAMEIES15: 108230480 F1 836135707

149 §/2023/171, 45 155-158 B AIFH: 26, 85 #l1 88,
150.8/2022/132, 5 162-165 Bt; S/2023/171, 25 147 F1 148 B
181 G AT REEE A EE I 32 3 SN ISR E = ke A 1 o

152 il https://pyongyangpapers.com/investigations/black-market-rhino-horn-help-boost-dprk-weapons-
programs

153 il www.weekendpost.co.bw/38322/news/north-korea-diplomats-in-suspected-illegal-ivory-trade .

154 JEK3E, Chinson MAEE 2019 4E 12 A 22 HZJELEHEAMNEBUS N 1B 5% TAEE A KB L

https:/pyongyangpapers.com/investigations/dprk-hospitals-linked-to-malpractice-in-nigeria) .
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1838 & B ENE A AU

180.  fEAR th Frak A, s (3 32 SCON ROILNT E] 90 25 B b AT O 1A 4k 8 DL R
WM FAT O H AR, DUERE B H S HOF A A BERR, #iEER T E
SCNRFEANE {8 M 28 15 30 772 T HANCHONIIZ) 50%,  FF4H T+ 5 H
it 195 A BER U, SRR T I SONRILATE . 40% 1) K RIS K
PEECES THRI R AR M 2% T Bt 32

181, ARFEAT W AN GEAIRGE . FAVE T AT M A EHIEE, TH/NHIEEH
7 2023 0] g AL G 3 AN RILAE A5 17 iR i miedh e, REH
it 7.5 10FETCLHHE 94). BHR/ANHIELER DA 2017 42 2023 F 1A [R) 5 fcf
R 3 N RFEFNE XS s 18 A S A F AT 3T 58 Ik BEm g Beily, M fE
2y 30 12T 95). — KM LA PR RASE R 3 32 LN RILAE RS “H 7
T ERIEAE 4 HS I, 156

182, i R 2 SON RN (% R 48 AT D9 A4 R A DL A S0 52 AT
MbAH IR 7] B3 BB e (UL A 96):

o HuhiEifA:
o MZEFmHFHH
o H&THE
o FHARRL/ P BURI N Ayt

o H=T7(HENHE)
o INE BT
o HWEIZRB”
Hor BECT A A ik
A T LGRS T X 2%
3y ORI B F R A2 5 P EAT B2 22 ik
TSRk 22 Hb A FH Bk
M (LB =+ )\)
BV 5t R 55
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o
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o

o

o

o

o

155 I, www.ibtimes.com/north-korea-earns-half-its-foreign-currency-income-hacks-cyberattacks-biden-

official-3697701 .

156 Iil, www.trmlabs.com/post/north-korean-hackers-stole-600-million-in-crypto-in-2023.
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o EZANEELEME, WA LKA
o JINIZE LARA 1L B &R 4
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o il T TRON XEREEMAZE M, JoHZZIEM(USDT)
o JUEMAE =TT RENIINE A LN R F i EHhE) ST
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=+ )\
&R 2023 5 Lazarus SEF{E FAFIZRIER

lllicit and high-risk crypto laundered through cross-chain bridges

$600
$544 million

Value of lllicit crypto laundered (USD millions)

$500
$441 million
$400
$300
$198 million
$200
$153 million
$100
$68 milion
$57millon  g4g miion
%0 B - o i)

Lazarus Group Thefts Tormado Cash Ransomware  lllicit Virtual Scams &Ponzi  Gambling Dark Web OFAC Others Credit Card
(North Korea) Asset Services  Schemes Services & Sanctioned Data Vendors
Markets Entities

4% 5 : OFAC, AMETEF=E 4.

FA &R www.elliptic.co/resources/state-of-cross-chain-crime-2023.

183, —F IR MRS ARG, 2023 FEARINE 7TMMEL 580 FIETH S
A G 3 T N RIEFIE A RN e mALK, 5% F & b5 EaE IR 3 32 X
N BRI E A G sh Kilguk-b . BE 97 $R4E 7 SRIeER 32 3 XN RILAIE A
SRR AL L TR LR P . A ARG A F RS B, 2023 R K
R T N RS E B AT AR I 353 W, HEBT 1 600 24
I I e ik, — RN LA A EFE RN, MRS P A =R
IR 8 Bt AT i, BRI 32 32 SO IR B AT e 2l % ) FAh AR 55

157.8/2023/656, 142 Bt. 20234F 10 H, —FHKXHEHAFHFIHFERNH, %455 5 Wu Huihui
FI Cheng Hung Man A5 7E UM 8 i3 [ 32 = SCN B A ] s AR K38 0 in 2% 1% T o i 4 o vk
ERM.
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ScarCruft (APT 37)
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T PR T RISt o 150 R, ScarCruft Kl A R far O 24 B 25

T MR BRI A BT (L =1 L), — HSBE ZIP SR I RAT
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185, Kimsuky T NMRIEEFZH" AP SRR SS NS ILIRTE 3 (VRS .
BY . MRVES INE SRR RIE SN IRBUINE B M, DURIE HAZ 5 I N IR RE 3 e
Peot e, OIEWSEEECE. BE IR WA A SRS, AR

s B MO =), 8 iy, Kimsuky O “RIMERA LT B0F E7”

()52 FH AT TN shH. JEWEE, Kimsuky — BRI P H(XMR), RAlfE
DL Ah O MR K, Wi LUK Y (ETH).
E PIEHAFR, 2023 4, Kimsuky T NEGTEL T 1 468 A H

THEPFAEABIK S E R, Hh RS A BN E . 45T, Kimsuky BUEF
DI SEUE A 19 445235 FH R B eg OB BE 7™, e kAT 3 5 B ik

186. #—A2 i

156 Jiy s b TR I 2 N RS E [ R R A .

15

©

160

161

I https://paper.seebug.org/3033.

L www.group-ib.com/blog/cve-2023-3883 1-winrar-zero-day

I, www.mandiant.com/resources/blog/apt43-north-korea-cybercrime-espionage. www.mandiant.com/

resources/blog/north-korea-cyber-structure-alignment-2023 FI www.chainalysis.com/blog/kimsuky-

south-korea-sanctions-june-2023
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%%%J:Jﬁﬁjmm)fﬁi‘*ﬁf 211 H, XA EEFRINT Kimsuky(H K

98). 1
K=+

&R Kimsuky PM4ICTRITEN
Dear B,

We would like to inform vou that your Bitcoin payment for $120.00 has been added
into your Namecheap account. You can now use the account balance to purchase
or renew products on Namecheap.com

Username BRoval1990

Transaction Id : 82073030

Transaction Ref: GKRwiyWiTTUXreqpvxNv4A
Amount $120.00

You can find more information about this transaction on our Add Funds History

page located at https.managewww.namecheap com myaccount reports funds-reportasp
If you have any questions, please contact our support at hitp.www.namecheap com. support
Thank you

Namecheap com Support

Dirty crypto @
pays for hash
rental v

HASH POWER

L

Clean coin with no
blockchain-based
connections

#AHR . www.mandiant.com/resources/blog/apt43-north-korea-cybercrime-espionage..

162
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Andariel

187.  Andariel 2% T SR EE, FHE i =5 A5 F#ER T 8dE, X
YEEL T A 360 000 35 7CHT ELAS T(BTCO)(3A WA 134 BY). 104 {5, Hp—ui
it 2 = E NS T mAC g A — M Bh sk e e, NS = EARAT
WP, A A E AT RAEE R 32 3 N SR [ 1 B i — AR AT SR, it
NIRRT YA RIEAE . EBA 2022 4F, Andariel FF#& BAE %5 % )
WP S P S P G TR ST B

VA B fiAe 2 akiT b A B AR

188.  Lazarus ££[41#1 BlueNoroff IE7E 2V & FEBEENHINES T8 AT TAEA
IR B G S, B X HEE TR AN At A N 1, PAHEN A | N 45 34T
Ja SETCE (OB = A — B 99). thAh,  BAEER 3 3 N RILHIE 4T Jufk IEAE
& Z AN B RBEEY B, AR B EEGER A, &M1& E ko
FFEE SR, 166

=t
RRIIER EE N ARSFE LB

KSE
@KSeznec

This looks like #Bluenoroff activity
Crypto-assets and their risks for financial stability[.]Japp[.1zip

) SIOOD

Communicating with on-global[.]xyz (142[.]11[.]209[.]144)

10:04 AM - Oct 26, 2023 - 2,617 Views

F# kR https:/twitter.com/KSeznec/status/1717542794942660771

189.  BlueNoroff 47 /A H A g A SE [ 1) R LA AR S A3 Bt v m] 35
W T AE 32 5 B AT R R A R R 8 SR UE (LB A 100). 167
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164 Jil, www.recordedfuture.com/north-korea-aligned-tag-71-spoofs-financial-institutions. www.koreatimes.

co.kr/www/nation/2023/12/103 364423.html. www.yna.co.kr/view/AKR20231204049700004 .
https://boannews.com/media/view.asp?idx=124405 F https://english.chosun.com/site/data/html_dir/
2023/12/05/2023120501179.html,

185 I, www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023

166 il https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-north-korea-

s-lazarus-group.

167 Jil, www.recordedfuture.com/north-korea-aligned-tag-71-spoofs-financial-institutions .
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(a) Nam Chol Ung;
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AR NGE L UE R, w7870 L N R TR 7R B 2T
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168 il www.spo.go.kr/site/spo/ex/board/View.do?cbldx=1403&bcldx=1043403. www.chosun.com/national/
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Annex 1: IAEA Director General statement on recent developments in the DPRK’s nuclear
programme (21 December 2023)

In my opening statement to the Board on 22 November, | reported that we had observed increased levels
of activity at, and near, the Light Water Reactor (LWR) at Yongbyon, and also — since mid-October — a
strong water outflow from its cooling system. These observations were consistent with the commissioning
of the LWR.

More recent observations indicate that this water discharge is warm, which is also consistent with ongoing
commissioning of the LWR, a process that takes some time for any new reactor. However, the discharge
of warm water is indicative the reactor has reached criticality. It remains the case that without access
to the facility the Agency cannot confirm its operational status.

The LWR, like any nuclear reactor, can produce plutonium in its irradiated fuel, which can be
separated during reprocessing, so this is a cause for concern.

Concerning the safety of the LWR, we do not have sufficient information to make an assessment. Of
course, safety should always be the paramount issue when starting a new reactor. Nuclear safety is a
sovereign responsibility of the State and the IAEA supports the States in this area.

I repeat that the further development of the DPRK’s nuclear programme, including the construction and
operation of the LWR, is a violation of UN Security Council resolutions and is deeply regrettable.

I call upon the DPRK to comply fully with its obligations under Security Council resolutions, to cooperate
promptly with the Agency in the full and effective implementation of its NPT Safeguards Agreement and
to resolve all outstanding issues, especially those that have arisen during the absence of Agency inspectors
from the country. The Agency is ready to engage on any of the above issues, including safety.

Source: IAEA, https://www.iaea.org/newscenter/pressreleases/iaea-director-general-statement-on-recent-
developments-in-the-dprks-nuclear-programme (underlined and bolded by the Panel).
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Annex 2: Activities at LWR (39° 47" 45" N 125° 45’ 18" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

4 October 2023

Support buildings

New constructions were observed since
June (left) and July (upper) 2023

Kuryong River

Support buildings

Constant water discharge has been
observed since early-October 2023

A
N

Source: Maxar Technologies, 4 October 2023.
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1) Water discharge

25 November 2023

Significant amount of water discharge was observed since
October 2023 and constant discharge has been observed since. Water discharge

Kuryong River

Support buildings

17 December 2023

Probably steam from
discharged warm water

Source: Planet Labs., 25 November 2023, 17 December 2023.

24-02094 79/615



S/2024/215

21 December 2023

A
N

14 January 2024

Source: Planet Labs., 21 December 2023, Maxar Technologies, 14 January 2024.
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2) The observation of past trenching works from LWR to water discharging points

Satellite imagery analysis showed efforts of trenching works which appeared to connect LWR to multiple
discharging points since between 2012 and 2013.'®” Possible earlier efforts of water discharge were detected
in 2013 near current discharging point. According to the IAEA, indications of tests of cooling water system
were observed occasionally since 2019.%#8 The Panel reported in 2017 that hot water was discharged through
the drainage channel of LWR, suggesting a possible test of the cooling water system in 2017.%% Additional
trenching works and modification of the riverbank were conducted around the current discharging points
since then.

13 November 2012

= >

Sy

- Kuryong Ky

\\‘.‘ a

R X e, e
Approximate locations of current wtaer
discharging points: south (left) and north (right)

10 June 2013 N
s

Source: Google Earth Pro, 26 January 2024.

187 See also https://www.38north.org/2019/12/yongbyon120519/, https://fsi.stanford.edu/publication/north-korean-nuclear-facilities-
after-agreed-framework, and https://isis-online.org/isis-reports/detail/north-koreas-elwr-finally-operational-after-a-long-delay/.

18 JAEA, GOV/2022/40-GC (66), para 46.
189.8/2017/742, para 17.
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2 May2022 [0S —
S | All dotted line show approximate mapping of trenching
| works connecting LWR and discharging points.

Ve
IS

observed in 2022

Kuryong River . i ~ Tt ;

TT. & TP NGO rRWTE SOTN S 8 Sl Pl STV T

Source: Maxar Technologies, 2 May 2023.
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3) Construction activities near the reactor (39° 47' 45" N 125°45' 21" E)

21 July 2023

10 December 2023

Source: Maxar Technologies, 21 July 2023, 8 August 2023, 3 November 2023, 10 December 2023.
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4) Construction activities at far south area of LWR (39° 47" 33" N 125°45' 13" E)

J, 26 February 2023
¥ o o

Kuryong River . ’ ‘-"' T 3

v

-

:
-

1 April 2023

4 June 2023

Kuryong River

21 July 2023

Source: Planet Labs, 26 February 2023, Maxar Technologies, 1 April 2023, 4 June 2023, 21 July 2023, Planet
Labs, 24 November 2023.
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Annex 3: Activities at 5SMW(e) reactor (39° 47' 51" N 125° 45' 20" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

23 September 2023

No water discharge

12 October 2023

Source: Maxar Technologies, 23 September 2023, Planet Labs, 12 October 2023.
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7 November 2023

Vehicles activities

Cooling water discharge

- ———

[
1
1
1
1
1
1
1

5MW(e) Reactor

6 January 2024

-

.'\x

. N 4
] |
. R

! Coolmg water discharge |

- .

-r‘ i‘jl
5 P B -

\ )

Source: Maxar Technologies, 7 November 2023, Planet Labs, 6 January 2024.

s | Steam venting
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Annex 4: Radiochemical Laboratory (39° 46’ 50" N 125° 45’ 08" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

12 October 2023
Excavations and trenching works at
suspected storage of nuclear waste
(aka Building 500)

- /

Suspected storage of nuclear waste / /
(aka Old Waste Site) N I

Trenching work at
Radiochemical Laboratory
(Reprocessing facility)

Source: Planet Labs, 12 October 2023.
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1) Smoke from thermal plant (39° 46’ 34" N 125° 45’ 26" E)

21 July 2023

31 July 2023

Source: Maxar Technologies, 21 July 2023, Planet Labs, 31 July 2023.
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2) Activities at Building 500 (39° 46’ 49" N 125° 45' 23" E)

16 June 2023

N
Y

Building 500

25 June 2023 : F
Excavations were observed in
late-June 2023

Probably crates

Source: Maxar Technologies, 16 June 2023, 25 June 2023.
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3) Trenching work between Building 500 and Reprocessing facility

13 November 2023 : Pt ——
; ' g - Road construction

o
. - . - ¥ 2

Steam distribution
building -

Source: Maxar Technologies, 13 November 2023.
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- 24 October 2023
Reprocessing

facility

Building 500

N

) -

Unidentified materials /-

A

s

(
b, Road construction 2 ! 7y
" £~

13 November 2023
N7 [ 7S

_‘ ‘- 2 al ;‘ y

Source: Maxar Technologies, 24 October 2023, 30 October 2023, 7 November 2023, 13 November 2023.
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Annex 5: Activities at the Yongbyon Nuclear Fuel Rod Fabrication Plant (39°46'15”N 125°44'57"E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

9 January 2024

/ building was observed since late-2023

O T X7
Crane was removed between \ / 7'

L2l mid and late October 2023
o 7 :

Source: Maxar Technologies, 4 October 2023.
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1) Activities at UF4 production process building (39° 46’ 09" N 125° 44’ 55" E)

12 October 2023

24 October 2023

Crane was removed.

Source: Planet Labs, 12 October 2023, Maxar Technologies, 24 October 2023.

24-02094 93/615



S/2024/215

Annex 6: Activities at Pyongsan Uranium Mine and Concentration Plant (Location of the possible
yellowcake production building at 38° 19’ 04" N 126° 25’ 54" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

8

17 December 2023 o - ' — ;
e - Ao Piles of tailings increased
wff® .. A ‘ i,

>

Pyongsan Uranium
Concentration Plant

At

Expansion of solid waste %
at tailings pond
-

Source: Planet Labs, 17 December 2023.
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1) Expansion of the piles of tailings at the mines (38° 19’ 57" N 126° 27' 21" E)

16 June 2023

Piles of tailings ’\

17 December 2023

Pile of tailings increased

Source: Planet Labs, 16 June 2023, 17 December 2023.
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2) Railcar activities at the Plant (38° 19’ 02" N 126° 25’ 54" E)

300uly2023 (e .
— Railcars Railcars

2 October 2023

Source: Maxar Technologies, 30 July 2023, 2 October 2023, 17 December 2023.
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3) Tailings pond of Pyongsan Uranium Concentration Plant (38° 18’ 42" N 126° 25' 50" E)

16 June 2023

17 December 2023

B Solid waste appeared to expand.

Source: Planet Labs, 16 June 2023, 17 December 2023.
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Annex 7: Activities at Punggye-ri nuclear test site (41° 16’ 41” N 129° 05’ 15" E)

14 November 2023

Tunnel 3 entrance

Probable compressor
and pumphouse

Source: Maxar Technologies, 14 November 2023.
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1) Activities near Tunnel 3 (41° 16’ 35” N 129° 05’ 16" E) and administrative area (41° 16’ 41"
N 129° 05’ 15" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting

period, while those with yellow characters in black boxes are previous observations.

12 December 2023

Tunnel 3 entrance

Main administrative area
Support buildings

Tracks of vehicle(s)

Probable compressor
and pumphouse

Source: Maxar Technologies, 7 March 2023.
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2) Activities near Tunnel 4 (41° 16" 46” N 129° 05’ 08" E)

15 October 2023

Location of demolished
Tunnel 4 area

Presence of small structure(s)

Source: Maxar Technologies, 15 October 2023.
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Annex 8: Activities at Kangson and Yongdoktong

The Panel continues to monitor activities in the vicinity of Kangson, an alleged clandestine uranium
enrichment facility and Yongdoktong area, which is believed to be involved in DPRK’s nuclear
weapons programme, including as a nuclear weapons storage facility. The Panel observed constant
presence of vehicles at Kangson. Available satellite images showed no significant activities at suspected
nuclear weapons storage facility.

Kangson (38° 57" 26" N 125° 36" 43" E)

17 December 2023

Main facility

11 January 2024

LN

Source: Maxar Technologies, 17 December 2023, 11 January 2024.
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Annex 9: Ballistic missiles launches by the DPRK from 29 July 2023 to 26 January 2024
Official DPRK statements are in italics. / Mentions of solid propellant (SP) engines.

Laurskdy Dale ded s Raperdad fyae Nusbdr Rapdridd idonch [asstion Rdgoridd HRdporfdd  Hasisekr DFEX raparts
idd fhed (Tasdl} el brareetony disfariad  dogde
ek MLk ravdiigd R
ez
14, 30 Ang 2023 SEEM KN-14 2 From the Sunan 330 amnd S0{TEW) Appearstobsa The mizsile wait frad two tactical hailistic
§F 233Bamd Intematienal airport to 200 Ewesoag 1 1Mz (E19-24) missiles novtheastward ar Prongyang
23:44 Alsozn island (JPLT) Pictares show air harsts  Tternational Airport @id correctly carried o it
high above thefarget  smclear sirike mission Seough air Sursls ara
island. mresel altitugds o400 meiers,
(ECMA, 31 Anmazt 2073)
15 13 Sept. 2023 SEEM KN-13 2 From an area m and aromd  §30 S0{TE)  Possibly “rapalar™ M statement
§F 143t {probable) Supan it the e eaztof (RO trajectony (TPM]).
11:53 (ROKE) the peninzula 403 Eim Jons Un was in tha
11:4] and (JPLT) Fouzzizn Federation at the
11:31 {JEET} time of the lnmchas.
16, 17 Dec 2023 SEEM 2 From around the 5T S0 {TERD) Hiv ztaterment
Sp  2113E(ROE) Pyongyang area toward:s  (ROE)
and 22:317 the 2ea east ofthe ApoR
(TP peninsula. &0
(O
17, 18 Dwec 2023 ICBM Hwasong-13 2 From pearby Pyongyang to 1000 5000 Eim Jonz Un aftended.  The drill was aimed to review the comba
SF 0814 the East, falling inthe sea (JPW) (TN Thelocation of the readingss gf the DPRE': pucisar war Seterrence
appromimately 250 launch is slighily aad cowglir its mobility, combat capabiling and
kilometers nortkowest of the different fom the one  relizbilipe.. Gersral Jang Chavg Hix gensral
Dlazhizi Islamds in used on 13 April and 12 director of the Gemsral Mizsile Bureay, isrued o
Hokkaida, Juby 2023, Imunch order o the Jecond Red Flag Compay...
The mizsile rraveled up o @ mainwn a2ititug qf
4 518 2 on and flew a diztawce qff 1 02,3 o for
# 4155 befbre accurately ianding on the prezer
dFEC ik the apen wiaters ¢ff the Bast Sea of Korea
(ECMA, 10 Decerber 2013)
L 14 Jan 2024 Possible IRBA Toward the Marth-eas, S0 {TE 1000 Presumed to be an [REW The DPRE Mizsile ddminizration conducted 2
5P 14:53 falliez in the :ea sast of the (ROEDY Ty the BOE FCE. fesi-flre gf an itermesizte-ravge solid-fael
Elorean Peninznla Choar 500 The DPEE alleged it Baliteris mdvzile londed with @ Rypersoric
(TP camied 2 manemverable  mumeuverable controlled worhead

corirolled warhead. (ECHA, I Jonuary 20245

Source: Member States, the Panel, KCNA.
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Annex 10: Weapons systems shown at the 27 July 2023 military parade which use ballistic missile
technology

10.1. SRBM KN-23. Also shown in 2023 at the 8 February 2023 parade. First declared test on 4 May 2019.

SRBM Hwasong 11Ga

(or standard “KN-23”)
ST o

! . Xl . e Solid propellant.

e Maximum range: over 600 km.
Possible launches in 2022 and 2023
of Hwasong 11/Ga missiles show a
range extending to 900 km.

e Unveiled at a 4 May 2019 test and
presented at the military parade on
10 October 2020. Multiple launches
in 2022 and 2023. On 19 March
2023, the missile fired (seemingly
from a silo) was described as a
“tactical ballistic missile tipped with
a mock nuclear warhead”.

e Four versions incl. a navalized one.
e 12 missiles shown.
e 4-axle wheeled TELs.

e See S/2023/656, para.17, 18, 20, 24,
Annex 10, 13, 22

e S/2023/171, para.29, fig.5, tab.1,
annexes 24 and 25,

e S5/2022/668, fig.6, 12, 14, 15, 17,
tab. 1, annexes 14, 18, 22, 23.

e S/2022/132, para.25, fig.10, tab.1,
annex 21, fig.21-4

e S5/2021/211, fig.1, annex 12

Source: KCTV. e S/2020/840, para.11, tab.1, annex 7

e S/2020/151, para.194, tab.3, annex
58
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10.2. SRBM KN-24. Also shown at the 8 February 2023 parade. First declared test on 10 August 2019
(then described as “a tactical guided weapon).

Probable SRBM Hwasong 11Na
(or “KN-24")

e Solid propellant.
e Maximum range: 370 to 400 km.

e Last identified launch on 30 August
2023. First tested on 10 August 2019.

e Unveiled at a 10 August 2019 test and
presented at the military parades on
10 October 2020, 14 January 2021 and
at the missile exhibition “Self-Defence
2021” on 11 October 2021.

e 12 missiles shown in canisters carried
on 4-wheeled vehicles. The Hwasong
11/Na had been displayed in the past
on tracked vehicles (e.g., on 25 April
2022).

e See S$/2023/171 tab.1, annex 24, 25.

e S/2022/668 fig.13, tab.1, annex 14,
18, 22, 23

e S5/2022/132 para.25, fig.10, tab.1,
annex 21, fig.21-4.

e S/2021/211 fig.1, annex 12.
e S5/2020/840 para.11, tab.1, annex 7.

e S5/2020/151 para.194, tab.3, annex
59.

Source: KCTV.
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10.3. Super-large multiple rocket launcher / SRBM KN-25. Also shown in 2023 at the parade on 8 February
2023 and the Pyongyang “Weaponry Exhibition” on 26 July 2023. First declared test on 24 August 2019.

Super-large
multiple rocket launcher 600 mm

(or “KN-25")

e Solid propellant.

e Guided, with a range of appx. 380
km. Described by DPRK authorities
as “a tactical nuclear attack means”.

e Frequent launches in 2022 and
2023.

e Presented at the Pyongyang
Weaponry Exhibition on 26 July
2023 by Kim Jong Un himself. First
tested on 24 August 2019 test and
presented at the military parade on
10 October 2020.

e 24 missiles were shown, carried on
4-axle wheeled TELs (each carrying
four launch containers).

e See 5/2023/656 para.17, 20, annex
10, 13.

e S5/2023/171 para.28, annex 16, 24,
25.

e S5/2022/668 fig.18, tab. 1, annex 22,
23.

e S/2022/132 para.25, fig.11, tab.1,
annex 21, fig.21-4.

e S5/2021/211 para.20, fig.3, 4, annex
Source: KCTV. 12.

e S/2020/840 para.11,tab.1, annex 7.

e S5/2020/151 para.194, Tab.3, annex
59.
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10.4. IRBM Hwasong-12Na fitted with a purported hypersonic glide vehicle (HGV). Also displayed at the
Pyongyang “Weaponry Exhibition” on 26 July 2023.

IRBM Hwasong-12Na
fitted with a purported
Hypersonic Glide Vehicle (HGV)

e One stage powered by a liquid
propellant engine, derived
from the Hwasong-12.

e No known test to date.

e Variant of the Hwasong 12
which was first tested in 2017.
Designated “Hwasong 12Na” at
the Pyongyang Weaponry
Exhibition on 26 July 2023.

e An alleged HGV was tested by
the DPRK in 2021 and 2022.

e Four missiles were shown.,
carried on 6-axle wheeled TELs

e See S$/2023/171, para 20 and
21.

e S5/2022/668, para.20, 21, fig.10,
tab.1, annex 15, 23,

e S/2022/132, para. 19-20, 23,
tab.1, annex 22.

Source: KCTV, X/Dr. Jeffrey Lewis, annotations by the Panel.
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10.5. ICBM Hwasong-17. Also shown in 2023 at the parade on 8 February and the Pyongyang “Weaponry
Exhibition” on 26 July. First shown at a military parade on 10 October 2020 and tested on 24 March 2022.

ICBM Hwasong-17

e Two stages powered by liquid
propellant engines. The first stage is
powered by a variant of the RD-250

twin-combustion chamber (or
“Paektusan” line engine) in a
combination of two engines and four
nozzles.

e Potential intercontinental range of up
to 15,000 km, according to a Member
State’s simulation.

e Unveiled at the military parade on 10
October 2020. First possible test on 27
February 2022. Declared tested by the
DPRK on 24 March 2022. Last launch
on 16 March 2023.

e At least three missiles were shown in
camouflage paint, carried on 11-axle
wheeled TELs. Numbers include 321,
373, 379.

e Missile X 09151815 on TEL 379.

e See 5/2023/656/para.15, 16, 17, fig.2,
annex 10, 13.

e S5/2023/171 para.26, tab.1, annex 16,
24, 25.

e S5/2022/668 para.20, fig.8, tab.1,
annex 13, 16, 17, 21, 23.

e S/2022/132 fig.4.
e S5/2021/777 para.17.

e S/2021/211 para.17 Annex 10.

Source: KCTV.
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10.6. ICBM Hwasong-18. Unveiled at the 8 February 2023 and first tested on 13 April 2023.

ICBM Hwasong-18

e Three stages powered by solid
propellant motors.

e Potential intercontinental range (not
established) of up to 10,000 km
according to a Member State’s
simulation. Some experts give it a
longer range.

e Unveiled at the 8 February 2023
parade. First tested on 13 April 2023.
then on 12 July 2023 and 18
December 2023.

e A mock-up of a similar looking solid-
fuel missile was first shown on an
8-axle wheeled TEL at a parade in
Pyongyang on 15 April 2017 (see
$/2017/742 para.9)

e At least three missiles were shown in
camouflage paint.

e They were carried on 9-axle wheeled
TEL. The numbers on the chassis
include 571 and 574, 577. Numbers
571 and 574 already featured in the 8
February 2023 military parade.

e There were no visible markings on the
missile bodies.

e See S$/2023/656/para.12, 14, 15, 24,
fig.1, annex 10, 11, 12, 13.

Source: KCTV.
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Annex 11: The Hwasong-18 ICBM launch on 18 December 2023 at 8:24 KST
39°07'37"N 125°57'51"E / An agricultural field 20 km north-east of Pyongyang

Figure 11.1: Identification of the location of the launch

Source: Maxar, annotated by the Panel.

Source: KCNA, annotated by the Panel.

Source: Google Earth Pro, 26 January 2024, annotated by the Panel.
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Figure 11.2: Launch marks at the tentative location

17 December 2023

Planet Labs Inc.

J A
4
L =

18 December 2023
Planet Labs Inc.

Probable burn mark on

/ the road and snow mantle

Source: Planet Labs, annotated by the Panel.

Figure 11.3: Trajectory of the missile

Distance:
1000km
Apogee:

The ICBM spotted by a F-15 aircraft of the
Japan air self-defense force

Source: Ministry of Defence, Japan, annotated by the Panel.
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Annex 12: Excerpts of a January 2024 study of the Hwasong-18 ICBM by Fondation pour la Recherche
Stratégique'® (translations in English by the Panel)

Cold-launch technology

Déclenchement Ejection des éléments Ejection de la coquille
pyrotechnique de des systémes de de protection tuyére du
I'éjection des systémes de :I maintien dans le tube premier étage

maintien dans le tube i/

y '

| /
e d
- ! 4

) B
-

Tir froid depuis le tube
de lancement avec
chasse a poudre et

allumage premier
étage hors du tube

1.Pyrotechnic triggering of the ejection of
the in-canister holding devices.

2.Ejection of the parts of the in-canister
holding devices.

3.Ejection of the nozzle protection shell of
the first stage.

4.Cold launch from the tube (or “canister”™)
with gas generator and ignition of the first
stage outside of the tube.

[...]

Dimensions

29m »
- 2740 m >
I 25,50 m N

* 24,30 m o

SCHEMATIC VIEW OF THE HS-18 TEL AND APPROXIMATE DIMENSIONING (CREDITS: C. MAIRE)

[Note: estimates based on the length of the TEL chassis and the width of the TEL cabin (3.35 m)].
[...]

190 C.Maire, S.Delory, "Analyse de I'ICBM Hwasongpho-18 (HS-18)", Fondation pour la Recherche Stratégique, 2024.
https://www.frstrategie.org/sites/default/files/documents/programmes/programme-coree-securite-
diplomatie/publications/2024/012024.pdf.
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FOCUS ON THE POSITION OF THE MISSILE IN THE TUBE (CREDITS: KCNA)

“Taking these observations into account, the length of the section containing the missile is 25.50 meters and the

total length of the tube, including the ejection system, is 29 meters. The length of the missile could be estimated
at 23.50 meters.

[...]

If we assume that the tube is rather 2.10 meters, this means that the missile could have a diameter of slightly

less than 2 meters, namely 1.90 meters. In this case, the sizing of the device would lead to a total length of 22.60
meters.”

Evolution of the cap removal mechanism

PYROTECHNIC EJECTION OF THE TUBE DOOR BEFORE LAUNCH (CREDITS: KCNA)

[Panel note: 12 July 2023 launch].

LOWERING OF THE DOOR BEFORE THE ERECTION OF THE TUBE (CREDITS: KCNA)
[Panel note: 18 December 2023 launchl].

“The TEL used for the launch on December 18, 2023, uses a foldable door, without a pyrotechnic device.”
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Annex 13: Launches on 30 August 2023 of Hwasong-11Na SRBMs (Hwasong 11B / KN-24)

Statements by the DPRK!

...the KPA staged a tactical nuclear strike drill simulating scorched earth strikes at major command centers and
operational airfields of the “ROK " military gangsters at night on August 30.

The tactical nuclear-armed unit of the KPA in the western region of the country conducted the relevant military

activities.

The missile unit fired two tactical ballistic missiles northeastward at Pyongyang International Airport and correctly
carried out its nuclear strike mission through air bursts at a preset altitude of 400 metres above the target island.

Identification of the missiles launched as Hwasong-11B/Na

Pictures of the 30 August 2025 lounches

Prior pictures of a Hwasong 118/Na TEL and missiles

On four-axle wheeled TELs at the
27 July 2023 military parade

10 August 2018 11 October 2021 (at the “Self-Defence Exposition™)

Source: KCNA, XCTV.

Probable location of the reported air burst: Alsom Island (40° 38’ 48" N 129° 32’ 58" E), 365 km from

Sunan International airport

Distance: 350
_| and 400 km
Apogee:

Source: Planet Labs Inc, annotated by the Panel.

Olhttps://kenawatch.org/newstream/1693472894-954639895/kpa-general-staff-releases-report/.
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Annex 14: 2" Malligyong-1 satellite launch on 24 August 2023 from the area of Sohae
Statements by the DPRK

The National Aerospace Development Administration (NADA) of the DPRK conducted the second launch of
reconnaissance satellite Malligyong-1 aboard the new-type carrier rocket Chollima-1 at the Sohae Satellite
Launching Ground in Cholsan County of North Phyongan Province at dawn of August 24.... The flights of the first
and second stages of the rocket were normal, but the launch failed due to an error in the emergency blasting system
during the third-stage flight. .... The NADA expressed the stand that it would conduct the third reconnaissance satellite
launch in October after thoroughly probing the reason and taking measures.

(KCNA, 24 August 2023).
Assessment

The DPRK gave prior notice of this launch to Japan’s coast guard,
NAVAREA coordinator for the area where the stages were to drop. The
DPRK did not warn the IMO, which it had for the first launch of a Chollima-
1 launcher on 31 May 2023, nor again the ICAO or the ITU. Contrary to 31
May 2023, the DPRK did not release any picture of the launch, which
happened at night, and did it provide any other data pertaining to it.

1

A

)

The Ministry of Defence (MoD) of Japan confirmed the launch of an object H

using ballistic missile technology on 24 August 2023 at around 3:51 (KST) H

from Tongchang-ri (the village next to the DPRK’s current satellite r— ‘ o e

launching grounds). Japan reported that the rocket separated into three pieces !

which all fell outside the anticipated drop areas, issued in the navigational 1 B 3
' p areas

warning: . U announced by |
/ \ the DPRK

- one piece fell approximately 300 km west of the Korean Peninsula,

1
- another fell in approximately 350 km southwest of the Korean N7 T “ -r —
Peninsula, f 3
- the last one was estimated to have passed over between Okinawa Island ' ‘ﬂ‘
, L |

and Miyako Island at around 4:00, and to have fallen in the Pacific
Ocean appx. 600 km east of the Philippines at around 4:05.

Snirce: lanan MaD

The DPRK attributed the failure of the launch to an “error in the emergency blasting system”. This could refer to a
self-destruct system which would normally activate when internal sensors report irregular data or the rocket veers off
course. Fitting such a system on a rocket is warranted for safety reasons but could also be meant in this instance to
prevent attempts at retrieval of debris, as was the case in June and July 2023, when the ROK navy salvaged parts of
the Chollima-1 rocket and the Malligyong-1 satellite launched on 31 May.

If that is the cause of the failure, then it would mean the DPRK made progress after the first launch having this time
been able to conduct second stage separation, and then most probably third stage separation, notable achievements
though they were first reached through the Hwasong-14 (2017), Hwasong-15 (2017), Hwasong-17 (2022) and the
three-stage Hwasong-18 (2023) ICBM launches. NADA (KPe.029) was renamed National Aerospace Technology
Administration (NATA).
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Annex 15: 3" Malligyong-1 satellite launch on 21 November 2023 from the area of Sohae
Statements by the DPRK

The National Aerospace Technology Administration (NATA) ... successfully launched the new-type carrier
rocket "Chollima-1" loaded with the reconnaissance satellite "Malligyong-1" at the Sohae Satellite
Launching ... at 22:42:28 on November 21 (2023). The carrier rocket ... accurately put the reconnaissance
satellite "Malligyong-1" on its orbit at 22:54:13.

NATA is to present a plan for continuing to secure the capability ... by additionally launching several
reconnaissance satellites in a short span of time.

Kim Jong Un...oversaw the launch on the spot. He was accompanied by Kim Jong Sik, vice department director
of the WPK Central Committee, and Jang Chang Ha, general director of the DPRK General Missile Bureau.

Noting that the DPRK has finally developed and possessed aerospace reconnaissance capability by its own
efforts and technologies, Kim Jong Un said that it is a great event in developing the armed forces of the Republic
and coping with a new military situation in the region.

Figure 15.1: The launch and its aftermath in DPRK media
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Assessment
Launch

The MoD of Japan reported that on 21 November, at around 22:4 (KST), the DPRK ;
conducted a launch using ballistic missile technology from the Tongchang-ri area. Torachene| | Pyongrens

The rocket separated into pieces:

- ataround 22:50 (KST), the first one fell outside of the announced drop area (note:
the drop area announced to the NAVAREA coordinator) over the East China Sea,
approx. 350 km west of the Korean Peninsula.

- ataround 22:55 (KST), the second one is estimated to have passed over between
Okinawa Island and Miyako lIsland, and to have fallen in the announced drop
area in the Pacific Ocean approx. 1,200 km southwest of Okinotori Island, /
outside Japan’s EEZ, at around 22:57 (KST). L]

V-
S
,..—-""

I
|

PP

N\

The DPRK had warned Japan’s Coast Guard of the launch, but not the IMO, ICAO or »—‘—f .
ITU. The DPRK did not register the Malligyong-1 satellite with UNOOSA.

Aftermath

.l’-

This launch came after failed ones on 31 May'%? and 24 August 2023. On this third
attempt on 21 November, the Chollima-1 launcher did release a satellite into orbit.

. . i Source: Japan MoD.
The DPRK had registered an earth observation satellite after the launch of the

Kwangmyongsong-3 satellite from a Unha-3 rocket on 12 December 2012'% and another one a few weeks after the
launch of the Kwangmyongsong-4 on 7 February 2016%4,

The Minister of Defense of Japan, stated on 24 November that “/Japan] has collaborated with the United States and
South Korea to progress in the analysis, and as a result, it has been confirmed that some object launched by North
Korea is orbiting the Earth”. According to public data'®®, the Malligyong-1 satellite (international designation 2023-
179A) was as on 26 January 2024 in a stable 512 km x 488 km orbit at an inclination of 97.43 degrees to the Equator
with an orbital period of 94.65 minutes.

DPRK media reported that Kim Jong Un twice visited the General Control Center of NATA in Pyongyang after the
launch, on 22 and 25 November. The DPRK claimed then and since that the satellite transmitted pictures of various
locations, among which:

The island of Guam,

The “Norfolk Naval Station”, “Newport News Dockyard” and an airfield in Virginia,
The “San Diego Naval Base”,

The “Kadena base” in Okinawa,

The “Hickam air-force base” in Honolulu,

Jinhae, Pusan (Busan), Ulsan, Phohang (Pohang), Taegu (Daegu) in the ROK, allegedly between 09:59:40
and 10:02:10 (KST),

The aircraft carrier USS Carl Vinson, when calling in Pusan (Busan), allegedly at 10:01 (KST),

e The Suez Canal'®,

1928/2023/668/para 21.

1935/2013/337/para 30.

19450urce UNOOSA and see S/2016/para 27, para 48, annex 5.

195https://www.space-track.org/.

1https://kcnawatch.org/newstream/1700962715-973234535/respected-comrade-kim-jong-un-visits-nata-pyongyang-general-control-

center-again-to-watch-aerospace-photos-of-enemys-major-target-region-taken-on-morning-of-november-25/
http://rodong.rep.kp/en/index.php?MTJAMjAyMy0xMS0yOC1IMDAOQDE1QDFAQDBAMQ
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Given the stated military purpose of the satellite, this messaging can be deemed aggressive and directed. It shows an
intent to bolster ballistic missile targeting and damage assessment capabilities on specific locations.

The Panel took notice of a press report indicating the camera on the first Malligyong-1 satellite, which fell into the
sea on 31 May 2023, carried a Japanese-made commercial digital camera®®” no longer in production.

An outside expert'® noted that the satellite’s orbit allowed it to appear over the Korean Peninsula around 10:00 and
22:00 (KST) every five days and assessed the DPRK would need an operational network of five or so satellites to
ensure regular day time coverage, notwithstanding weather conditions such as cloud coverage which would require
more complex radar satellites to get imagery of the ground. Kim Jong Un announced at the Plenary meeting of the
Central Committee of the Workers Party on 30 December 2023 that the DPRK plans to launch three more satellites
in 2024.

Key takeaways

The bright and clear exhaust plume shows the first stage is powered by liquid-fuel engines, and the four visible nozzles
(see figure below) indicate a possible combination of two two-chambered RD-250-like (or “Paektusan”) engines. This
combination was first tested on the Hwasong-17 ICBM. The DPRK is deemed able to manufacture by itself an engine
similar to the RD-250, an engine designed in the 1960°s by ‘Energomash NPO’ and manufactured until 1991 by the
“Yuzhmash’ plant in Ukraine. This, given the number of engines used to date, and the fact it has machinery to produce
critical parts, including the impeller for the turbopump*®°.

Figure 15.2 Exhaust of the Chollima-1 space launch vehicle

Four-nozzle exhaust

Chollims-1 SLV Hwasong-17 ICBM
18 December 2023 16 March 2023

Source: KCTV.

The 21 November 2023 launch showed good command of stage separation phases, which had not been completed
during the first launch on 31 May 2023. It also shows NATA is confident in its payload release technology. The
releasing of the Malligyong-1 satellite in space comes after those of the Kwangmyongsong-3 and Kwangmyongsong-
4 satellites, respectively on 12 December 2012 and 7 February 2016. Lessons drawn from this repeated achievement
could be applied to the DPRK’s ICBM programme.

One of the posters released in December 2023 to celebrate the event shows the Malligyong-1 satellite over two ICBMs,
a Hwasong-17 and a Hwasong-18 (see Figure 2) demonstrating, inter alia, that it is in support of the DPRK’s ICBM
capability. The prominent presence at the event of Kim Jong Sik (KPi.066), deputy director of the Munitions Industry
Department (KPe.028) 2%, and of the recently appointed head of the Missile General Bureau Jang Chang Ha (KPi.037),
designated for their involvement in the DPRK’s ballistic missile program, is another indication of strong crossover
with the country’s space program.

197 https://www.donga.com/en/home/article/all/20231127/4580833/1.

198 https://www.38north.org/2023/11/modest-beginnings-north-korea-launches-its-first-reconnaissance-satellite/.

199 Panel Consultations with the James Martin Center for Non-Proliferation Studies on 11 December 2023.

200 The Panel reported in the past on the involvement of the Munitions Industry Department (KPe.028) in the Unha-3 SLV
project (S/2013/337/para 37).

24-02094 117/615



GT9/8TT

¥6020-¥C

Annex 16: Developments at the new Sohae satellite launch pad from May to December 2023

Preparations for the first launch in May 2023

Installation of a cover hall Rail-mounted cover hall in place Gathering of vehicles and equipment

Planet Labs Inc. 23 May 2023 Planet Labs Inc. 29 May 2023 Planet Labs Inc. 30 May 2023
First launch on 31 May 2023

The cover hall kept forward after the launch.

Debris displaced at sear from the launch exhaust

Daytime launch (6:27 KST) on 31 May

oy

KCNA Planet Labs Inc. 31 May 2023 01:29 UTC Planet Labs Inc. 2 June 2023

Developments from June to December 2023 i i
Retraction of the cover hall revealing the support

Equipment stored on the tarmac structure for the SLV (the “strongback™) Nighttime launch (22:42 KST) on 21 Nov.

Planet Labs Inc. 24 June 2023 Maxar 8 September 2023 Strongback as shown  Rodong Sinmun
on 21 November

Note: no pictures were released of the failed nighttime launch on 24 August 2023 and there isn’t any available relevant satellite imagery of the event.
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Annex 17: Launching of the 841 Hero Kim Kun OK “tactical nuclear attack” submarine on 6 September 2023

Launching of the No.84! Hero Kim Kun Ok submarine on 6 September 2023

Source: KCNA| 8 September 2023.

=W
R URY |

Excerpts of Kim Jong Un’s speech on 6 Sept. 2023

at the “Pongdae shipyard™

The historic moment has come when the first
tactical nuclear atiack submarine we have built
wets its name and body in the blue water of our
seq. .... Qur intention to turn all the other
existing medium-sized submarines into attack
ones like this one, which can carry tactical
nukes..., in addition to our development-oriented,
prospective plan for building nuclear
submarines.

number of means for delivering nukes of various
powers and of launching a preemptive or
retaliatory strike.

In the past we... focused on building many smail
and fast submarines, true to our Navy's mission
which is restricted to defending our territorial
waters. But the times have changed .... I confirm
that the mission of absolute importance, which no
other services will be able to accomplish, will be
Julfilied only when we, in five or ten years, usher
in an era when our Navy changes. In this regard,
the most important thing is to go nuclear.

... We should give greater impetus to the building
of nuclear-powered submarine

Source: KCNA, 8 September 2023.
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The 841 15 berthed in the west quay under a canopy. The 8.24
Yongung temporarily left the secure basm before 24 Septamber.

KCNA, 8 September 2023.

The 841 1s based on a submarine of appx.76 m in length. A section
with 10 hatches for vertical missile tubes was added in the middle.
It was seen being built in July 2019, during a visit of Kim Jong Un.

Submersible missile test barge (probable

Planet Labs, 6 September 2023.
The 841 with a submersible missile test barge berthed alongside.

Planet Labs, 24 Ssprember 2023.

lanst Labs, 5 Ocrober 2023.
The §.24 Yongung having regained its position on the night.

New construction hall Old construction hall Stands

&£
4

Planet Labs, 6 September 2023 22:56 UTC.

The old north construction hall in the Sinpo south shipyard from
where the 847 was launched on 6 September 2023.

_The 841

Airbus D&S Pleiades. See next page for a blow-up of this picture.

The 841 entering the Sinpo South secure basin on 8 Sept. 2023
The 841 is the only DPRK submarine well over 80 m long.

Probable 847

Planet Labs, 6 September 2023.

Possibly the 847 moored on a pier in the Sinpo south shipyard
after the ceremony.

Probable 8.24 ¥

‘ongung submarine (launched in 2014)
— ¥

Planet Labs, 6 September 2023.

A submarine still moored in the basin on 19 September. Probably
as seen later the Gorae-class 8.24 Yongung, launched in 2014,

Planet Labs, 2 January 2023.
The §.24 Yongung was then moved to the pier on tha left. The

841 and the .24 remained in the basin mto January 2024,
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Suspected Submarine 841 Seen at Sinpo Shipyard on
8 September 2023

UN Pane! of Experts
Established pursuant to Resolution 1874 (2009)

Pléiades, 2023-09-08

©2023 AirBus DS
UNITED NATIONS Office of Information and Communications Technology
January 2024, Map No.4685 Geospatial Information Section
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Figure 17.1 Pukguksong-3 SLBM dimensions as evaluated by a Member State
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Note: before its test-launch on 1 October 2019, this SLBM fit in a transport launch tube of a diameter of around 1.8 meter.

Source: Member State from KCNA & Rodong Sinmun pictures.

Note: Member States estimate its maximum range to be between 1,700 km and appx. 2,000 km.




S/2024/215

Annex 18: Inspection of TEL production between 3 and 5 August 2023 at the March 16 Factory in
Pyongsong and at the same possible location on 5 January 2024

39°16'53"N 125°52'11"E
Official reports

1% visit between 3 and 5 August 2023

Kim Jong Un learned about the production of erector launchers for major strategic weapon....

He highly appreciated the fact that the factory has built a firm foundation for production and dynamically pushed
ahead with the production of erector launchers by concentrating efforts on updating production processes and
increasing production capacity in line with the intention of the Party which set the production of large-sized erector
launchers as the most important work for bolstering up the national defence capability?°2.

Source: KCNA, KCTV.

2" visit on 5 January 2024

Referring to the importance of producing various TELs for tactical and strategic weapons in ceaselessly bolstering
the nuclear war deterrent of the country and the operational demand of our army, he [Kim Jung Un] specified the
immediate plan for production of varieties of TELs, long-term production plan and task of production capacity
expansion.

Source: Rodong Sinmun.

201 http://kena.co.jp/item/2023/202308/news06/20230806-01ee.html.
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Assessment

e Anunprecedented number of vehicles can be seen in the pictures :
o 1l1-axle TELs for the Hwasong-17 ICBM
o 9-axle TELs for the Hwasong-18 ICBM
o Hwasong-11A/Na (KN-23) SRBM TELs
o Hwasong-11C/Ga (KN-23 larger version) SRBM TELs
o Multiple launch rocket system (MLRS) TELSs for the 600 mm system (KN-25)%2
e The emphasis was on the improvement of manufacturing processes and production volume.
e The DPRK apparently has improved its domestic TEL manufacturing capability, including of large tires?®,

Figure 18.1: Weapons systems of the TELSs displayed on 3-5 August 2023

Hwasong-18 » ' Hwasong-17

Source: KCNA, KCTV, annotations by the Panel.

Figure 18.2: Hwasong-18 ICBMs and TELSs displayed on 5 January 2024

Source: Rodong Sinmun.

202 See T. Goo, https://twitter.com/GreatPoppo/status/1688158954663313409.

203 They bore no foreign markings in these pictures and on some [CBM TELs in 2023 contrary to the past.
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Annex 19: Inspection “shells of super large-caliber multiple rocket launchers” production on 3 August 2023

Possibly at the Kanggye General Tractor Plant, that Kim Jun Un had visited publicly in June 2019%%,
39°16'53"N 125°52'11"E

Official reports

The location was described as a “factory producing the shells of super large-caliber multiple rocket launchers”.
[It] “has improved the precision processing capability and realized automation by introducing new equipment
and measuring devices on a large scale into the overall production process to create the serial production
capability for the shells of ultra-precision large-caliber multiple rocket launchers.”

Kim Jung Un learned in detail about the modernization of technology and production processes the factory
carried out recently”... he was very pleased to see that various measuring devices have been introduced to
ensure scientific accuracy in the control of the quality of shells and shorten the time for heat treatment of the
propulsion tube.

Flow-forming

Source: KCNA, KCTV, Rodong Sinmun, annotation by the Panel.

Assessment

e The super-large-caliber multiple rocket launchers are also known as the KN-25 SRBM system.
¢ DPRK missile plants seem to be flow-forming metal to manufacture rocket bodies.
e Computer Numerical Control (CNC) machine tools are used at this plant.

204 According to the James Martin Center for Non-Proliferation Studies.
See.https://twitter.com/ArmsControl Wonk/status/1689044152598544384 and
http://www.ryongnamsan.edu.kp/univ/en/revodaily/92cc227532d17e¢56e07902b254dfad10
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Annex 20: Inspection of SRBM production at the February 11 Plant in Hamhung on 11 or 12 August 2023
39°49"26"N 127°35'15"E
Official reports

A factory producing tactical missiles [which] perfected the scientific and technological issues arising in
production, has improved “automation and modernization” and is “steadily expanding its production capacity.”

Kim Jung Un... was accompanied by Jo Chun Ryong and Kim Jong Sik.

He set forth an important goal to drastically boost the existing missile production capacity on the basis of the
successes already achieved by the factory so as to mass-produce missile.

August 2023

Source: KCNA.
Assessment

e Many SRBM casings can be seen in pictures of the visit, seemingly of the Hwasong-11A/Ga-Da (KN-
23) and Hwasong-11B/Na (KN-24) type missiles, driving the point they had entered mass production.
e The official reports stressed the use of CNC machine tool, automation, manufacturing processes.
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Annex 21: Inspection of TEL production at the Sinhung Machine Factory?® on 11 or 12 August 2023
39°39'4"N 125°21'32"E

Official reports

A “factory producing tactical missile transporter erector launchers”.

Source: KCNA, annotations by the Panel.
Assessment

e The DPRK manufactures medium-sized tracked and wheeled TELs in large numbers. It repeatedly
highlights the mobility of its short-range ballistic missile arsenal and therefore its survivability.

e The Hwasong-11B was shown on a wheeled TEL rather than a tracked TEL at the 27 July 2023 military
parade and then at a launch on 30 August 2023.

Annex 21.1: Inspection of TEL production for Hwasong-11Ra SRBMs between 5 and 10 January 2024

Official reports

Assessment

o A number of Hwasong 11Ra TELSs can be seen in the pictures.
o The Hwasong 11Ra, also designated Hwasong 11D, is a smaller variant of the Hwasong 11Ga (KN-23).
It was first seen when fired on 16 April 2022.

25 As identified by NK News. See https://www.nknews.org/pro/arms-odyssey-inside-kim-jong-uns-second-tour-of-
weapons-factories-this-month/.
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Annex 22: DPRK statements related to the use of ballistic missile technology from 29 Jul. 2023 to 26 Jan.
2024

Source: KCNA, Rodong Sinmun.

Regarding ballistic missile launches

The KPA staged a tactical nuclear strike drill simulating scorched earth strikes at major command centers and
operational airfields of the “ROK ... The missile unit fired two tactical ballistic missiles northeastward at Pyongyang
International Airport and correctly carried out its nuclear strike mission through air bursts at a preset altitude of 400
meters above the target island. (30 August 2023 launches).

A drill of launching ICBM Hwasongpho-18 was staged as an important military action to clearly show the DPRK's
nuclear strategic forces' overwhelming counteraction will and matchless strength to the enemies....Kim Jong Un ,
general secretary of the Workers' Party of Korea and president of the State Affairs of the Democratic People's
Republic of Korea, watched the launching drill of an ICBM unit on the spot.... The drill was aimed to review the
combat readiness of the DPRK's nuclear war deterrence and confirm its mobility, combat capability and reliability
(18 Dec. 2023 launch).

Regarding engine tests

The missile industry of the DPRK has developed new-type high-thrust solid-fuel engines for intermediate-range
ballistic missile again, ..., and successfully conducted the first ground jet tests of the first-stage engine and the second-
stage engine on November 11 and 14 respectively...[It is] an important task of the missile industry to improve ICBM
Hwasongpho-18 and IRBM. The DPRK General Missile Bureau attached great significance to the development of
the new-type IRBM. (11 and 14 November 2023 tests in Maggun-Po and Schae)

Regarding the new “tactical nuclear attack” submarine 841- Hero Kim Kun Ok

The historic moment has come when the first tactical nuclear attack submarine we have built wets its name and body
in the blue water of our sea. .... Our intention to turn all the other existing medium-sized submarines into attack ones
like this one, which can carry tactical nukes..., in addition to our development-oriented, prospective plan for building
nuclear submarines...This submarine ...is capable of carrying a large number of means for delivering nukes of
various powers and of launching a preemptive or retaliatory strike. (6 September 2023 speech by Kim Jung Un)

Regarding the institution of a “Missile Industry Day” to commemorate the launch of a Hwasong-17 ICBM.

The institution of the missile industry day is a manifestation of the steadfast will of the Workers' Party of Korea, the
government of the DPRK and all the Korean people to eternally record November 18, Juche 111 (2022) when the
might of a world-class nuclear power and the strongest ICBM possessor was demonstrated to the whole world ...
(5 Nov. 2023 session of the Permanent Commission of the Standing Committee of the Supreme People's Assembly)

Congratulations to the Missile General Bureau and the Hwasong-18 ICBM operators

[Kim Jong Un] said that the resolute military activity conducted by the

company this time true to the Partys battle order was ... a clear explanation

of the offensive counteraction mode and the evolution of the nuclear strategy

and doctrine of the DPRK not to hesitate even a nuclear attack when the

Respected Comrade Kim Jong Un Meets and Congratulates Scidiers of

Second Red Flag Company under General Missile Bureau

At the 9 plenary meeting of the 8" Central Committee of the Workers Party on 30 December 2023

The test-fires and launching drills of ICBM Hwasongpho-17 and Hwasongpho-18 were successfully conducted
several times in the course of further accelerating the development of nuclear weapons. ... The DPRK conducted in
an offensive way major military activities including launching drills of tactical ballistic missiles and cruise missiles...
(In report by general secretary Kim Jong Un "On the review of the implementation of the Party and state policies in
2023”).

According to KCNA, “the conclusion clarified the task for the field of space development to launch in addition three
reconnaissance satellites in 2024
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Annex 23: Launch on 14 January 2024 of a possible IRBM with a maneuvering reentry vehicle
Statements by the DPRK?%

On the afternoon of January 14, the DPRK Missile Administration conducted a test-fire of an intermediate-range
solid-fuel ballistic missile loaded with a hypersonic maneuverable controlled warhead.

The test-fire was aimed at verifying the gliding and maneuvering characteristics of intermediate-range hypersonic
maneuverable controlled warhead and the reliability of newly developed multi-stage high-thrust solid-fuel engines.

It was successfully conducted.
The test-fire never affected the security of any neighboring country and had nothing to do with the regional situation.

The Missile Administration explained that the test is a part of the administration and its affiliated defence science
institutes' regular activities for developing powerful weapon systems.

Source: KCNA.

Trajectory

Distance
of at least
500 km

Ty
s St

Source: Ministry of Defense, Japan.

Note: the ROK JCS reported it appeared to be an IRBM that flew around 1,000 km.

26 http://kena.kp/en/article/q/64e900f5bd0353837ca02d7babece3ad6c73263e00a38ff0e08c8c90fdb5f0b71866e0c7bc6571e
831ca2182de7032d0.kemsf
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Annex 24: Website of the Far Eastern Federal University (FEFU)

FEEU has announced that Kim Jong Un has visited the university, and it explains that 43 students from DPRK are
studying at the university, and that “FEFU has built long-term mutually beneficial relationships with three partner
universities in North Korea: Kim Chaek University of Technology, Pyongyang University of Foreign Studies and Kim
Il Sung University”.

FEFU Int. Admission Office: FAR EASTERN
FEDERAL
@ +7 (423) 265 24 24 F E F|$’9 UNIVERSITY
(ext. 2209)

English version / News / FEFU News

News in Press-centre

Sep 21, 2023 - FEFU News

President of the State Affairs Commission of the Democratic People's Republic of Korea Kim Jong Un, visited the
campus of the Far Eastern Federal University as a part of his diplomatic visit to Russia. DPRK Leader met with FEFU
President Boris Korobets, got to know the history of the creation of the leading university in the Far East, the main
directions of its activities, as well as plans to expand the scientific and educational work on campus.

As Boris Korobets told Kim Jong Un, currently FEFU is one of the biggest universities in the country and a leader in
education in the Far East. Around 20 thousand students from 85 regions of the country study at the university that
offers 250 educational programs in technical, engineering, technological, humanitarian, natural science, medical,
pedagogical, socio-economic, mathematical and IT fields. More than 100 departments, which include 12 schools and
institutes, faculty of 1,800, and more than 160 laboratories of the university are open to both beginners and world-
famous scientists.

“12 years ago, President Vladimir Putin identified two main objectives for the Far Eastern Federal University: social
development and saturating the workforce of the Far Eastern Federal District economy, as well as developing the Far
East and Primorsky Territory as a center of science and education in the Asia-Pacific direction. As a result, we have a
very wide geography of admissions. Every year, more than 60% of our first-year enrollment is from outside the
Primorsky Territory, and 35% come from the European part of Russia and foreign countries. We attract the best youth
in the Far East and see our mission as providing the best personnel in the most dynamically developing region of our
country,” emphasized Boris Korobets.

Far Eastern Federal University is one of the key centers of Korean Studies in Russia and it has been for more than 120
years. FEFU has built long-term mutually beneficial relationships with three partner universities in North Korea: Kim
Chaek University of Technology, Pyongyang University of Foreign Studies and Kim Il Sung University. Today, 450
Russians study Korean language and culture at the university.

"It is of a great significance that in the conditions of sanctions pressure exerted on our country, and at a time when
many dream of us being isolated, we have more than 3,500 international students from 89 countries studying here,
including 43 students from the Democratic People's Republic of Korea. FEFU is a unique center for international
students; we have created the best conditions for students’ life and professional development: comfortable
dormitories, a Pacific Ocean bay and our own beach, sports infrastructure, a modern medical center, numerous
engineering centers and laboratories equipped with the latest technology. And there will only be more such
opportunities - for example, we are now designing the MegaScience installation “Russian Photon Source”. This is a
photon radiation accelerator that will allow one to “look deeper” into the matter and conduct research to develop
effective drugs, new materials, and complex chemical and physical processes. We already have a huge number of
applications from international research teams who want to work on this equipment here in the Far East,” noted
FEFU President.

Boris Korobets emphasized that the educational process and scientific research are closely related to the needs of
the largest Russian companies - leaders of economic sectors that largely shape the labor market in the Far East. FEFU
actively interacts with industrial partners: for example, at the last Eastern Economic Forum a joint engineering center
was opened with the RusHydro company.

“We want as many students as possible to start working in hydropower engineering - this is a promising area of
development. We will be very glad if students from the DPRK can get involved in this process and develop new
technological solutions that are effective for the development of our countries and preserving the environment of the
planet,” added FEFU President Boris Korobets in a conversation with President of the State Affairs Commission of the
DPRK Kim Jong Un.

Source: FEFU website.
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Annex 25: Reply from the Russian Federation

Far Eastern Federal University (FEFU) does not violate the UN SC sanctions and does not facilitate
any activities by the DPRK in the field of nuclear proliferation, ballistic missile or other programs
related to weapons of mass destruction.

There are in fact no academic exchanges between FEFU and the DPRK. Students and professors of
the Russian institution have not been to the DPRK for the last five years. Also, the DPRK scholars
do not work in FEFU. There is no scientific cooperation between FEFU and North Korean institutes
and organizations.

Since 2017 the overall number of the students from the DPRK in FEFU has not exceeded 20 people.
A part of them has returned from Russia back home before the border's closure right after the start of
the COVID pandemic. At present, there remain at the university children of the consular officers who
study bachelor humanities programs such as linguistics, philology, international affairs, history and
archeology. There is no scientific research made in collaboration with FEFU professors. Also, there
are no North Korean masters degree holders or postgraduates in FEFU.
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Annex 26: Media Report about an agreement signed between Universities of DPRK and Mexico,
30 September 2023

Agreement Signed between Universities of DPRK and Mexico

Pyongyang, September 30 (KCNA) -- An agreement on friendship and cooperation between
Pyongyang University of Mechanical Engineering of the DPRK and Interamericana
University of the United Mexican States was made in Mexico on Sept. 22.

Pang Sun Chol, rector of Pyongyang University of Mechanical Engineering, and Jose David
Ortega, president of Interamericana University, signed the agreement. -0-

www.kcna.kp (Juche112.9.30.)

Source: KCNA, http://www.kcna.kp/en/article/a/57633d9b44c6ddbal4a2deebaeb56416.kcmsf.
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Annex 27: Friendship agreement between Pyongyang University of Mechanical Engineering of
DPRK and Interamericana University in Mexico

CONVENIO DE COLABORACION DE AMISTAD QUE CELEBRAN,

POR UNA PARTE, LA UNIVERSIDAD MAQUINARIA DE

PYONGYANG DE LA REPUBLICA POPULAR DEMOCRATICA

DE COREAY, POR LA OTRA, LA UNIVERSIDAD
INTERAMERICANA A.C., EN ADELANTE “LA INTER”
DE LOS ESTADOS UNIDOS MEXICANOS

DECLARACIONES

La Universidad Maquinaria de Pyongyang de la Reptblica Popular
Democratica de Corea y la Universidad Interamericana de Puebla de los Estados

Unidos

Mexicanos (en adelante se denominarai AMBAS PARTES) acordaron

celebrar el presente Convenio para establecer una COLABORACION DE
AMISTAD entre las dos Universidades y realizar la cooperacion de forma mutua en
el campo de la educacion y la ciencia y técnica, reconociendo que:

“LA UNIVERSIDAD MAQUINARIA DE PYONGYANG™:

I

1.

Se ha fundado el Primero de Septiembre de 1959 y tiene la mision de la
Universidad rectora que forma talentosos técnicos mecanicos de varias
ramas de la economia nacional que poseen los conocimientos cientifico-
técnicos de alto nivel y la capacidad mental.

Es una Institucion que imparte estudios de nivel superior de varias ramas
como ingenieria de produccion maquinaria, ingenieria de materia.
tecnologia de informacion. ingenieria mecénica, ingenieria de equipos de
transporte. tecnologia de automatizacion, etc., asi como diplomados.
seminarios y talleres. '

Que cuenta con domicilio oficial ubicado en el Barrio Munhung No.l1,
Distrito Taedongang, Pyongyang.

“LA INTER”:

1L

111

Que es una institucion de Educacion Superior que imparte estudios de nivel
superior en sus tipos de licenciatura con reconocimiento de validez oficial
de estudios otorgado por la Secretaria de Educacion Publica del Estado de
Puebla, y registro ante la Direccion General de Profesiones clave
21MSUSBB90E. asi como diplomados. cursos, seminarios y talleres en
diferentes areas del conocimiento. ‘

Que cuenta con domicilio fiscal ubicado en Avenida del Castillo 5933 INT
7, Colonia Lomas de Angelopolis. Puebla, Puebla, México, con Registro
Federal de Contribuyentes nimero UIN850703TQ4.

Que en la mision de “LA INTER™ estd el ayudar en el proceso de

1

24-02094

133/615



S/2024/215

IV.

El

formacion integral de cada uno de sus estudiantes, para que sean personas
integras, excelentes profesionistas, con grandes capacidades de liderazgo y
de sostener y dirigir su propia superacion. Estar comprometido mediante la
colaboraciéon con otras instituciones nacionales y extranjeras para el
desarrollo de programas académicos. cientificos, tecnologicos, culturales y
deportivos que permitan reforzar los valores de Excelencia Académica
Mejoramiento Continuo, Servicio de la Comunidad y la Honestidad
Profesional

Ser una Asociacion Civil constituida conforme a las leyes mexicanas,
segln consta en la escritura publica no. 12107 del volumen No. 17 de fecha
del 28 de junio de 1985 ante la fe del Lic. Victor Manuel Cortéz Leyva,
Notario Publico nimero veintinueve de Puebla Capital. México.

presente Convenio se realizara al tenor de las siguientes clausulas:

CLAUSULA 1

AMBAS PARTES establecen la relacion de amistad con el objetivo de afianzar
la cooperacion en el campo de la educacion y la ciencia.

CLAUSULA I

AMBAS PARTES proveen en sus respectivas bibliotecas las publicaciones,
fotos, videos y otros libros de la contraparte y promueven ser utilizados.

CLAUSULA III

AMBAS PARTES acuerdan emprender acciones para el desarrollo de los
siguientes rubros:

2
3!

Intercambio cultural entre estudiantes, docentes y administrativos de ambas
instituciones.

Proyectos de investigacion conjunta.

Participacion en eventos, simposios, talleres, conversatorios v otros de
similares caracteristicas de naturaleza cientifico-técnica. académica y de
extension.

- Publicaciones conjuntas e Intercambio de informacion académica y

cientifica de interés.

- Organizacién de conferencias, seminarios, clases espejo y otras actividades

similares.

. Otras formas de colaboracion en dreas de interés para ambas instituciones.

CLAUSULA IV .
AMBAS PARTES REALIZARAN EL INTERCAMBIO DE LAS
2
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SIGUIENTES MANERAS:

2.

El intercambio que se realizara sera manera CULTURAL debido a que los
programas de estudio que se ofertan en ambas Universidades nos son
compatibles.

Los candidatos al intercambio deberan reunir los requisitos establecidos por
la institucion receptora quien sera la encargada de tomar la determinacion
final sobre la admision de cada estudiante, docente o administrativo. Para
ello, la universidad de origen asignara un responsable que asegure y filtre
dichos candidatos, previo al proceso de seleccion.

La Universidad de origen debera asegurar que el estudiante adquiera un
seguro de gastos médicos mayores internacional que incluya cobertura por
accidente, enfermedad (menor, mayor y SARS-CoV-2), repatriacion de
restos y que no solicite el concepto de deducible, coaseguro ni reembolso.
AMBAS PARTES acuerdan no brindar beneficios econémicos o especie a
los estudiantes, docentes o administrativos de intercambio. De tal manera
que los gastos de alojamiento, manutencion, libros y otro material escolar,
correran a cargo de cada estudiante.

AMBAS PARTES se comprometen en brindar a los estudiantes, docentes o
administrativos de intercambio la asesoria cultural necesaria durante su
estancia.

AMBAS PARTES ACUERDAN ELABORAR Y AUTORIZAR

PROYECTOS DE INVESTIGACION. PUBLICACIONES. PARTICIPACION EN
EVENTOS, CLASES ESPEJO, ETC. DE LAS SIGUIENTES MANERAS:

Elaborar una planeacion previa al inicio de cada uno de los proyectos,
misma donde se proyectara la logistica y acuerdos de trabajo, tales como:
objetivos, designacion de roles y responsabilidades de cada una de las
instituciones y los miembros que participan, plazos de cumplimiento,
fuentes, formas de financiamiento. intercambio, participacion de
especialistas u otros.

Dentro de dicha planeacion se estipulara los temas de propiedad intelectual
que llegardn a derivar de la ejecucion de cada uno de los proyectos.

La planeacion debera ser autorizada documentalmente por cada uno de los
representantes de las Universidades involucradas.

CLAUSULA V

AMBAS PARTES se comprometen a respetar las propiedades intelectuales
preexistentes a la firma de este convenio en cualquiera de sus modalidades, asi
como las propiedades intelectuales que surjan de la ejecucion de los pro'yeclos.
programas de investigaciones conjuntas y otros ejecutados en el marco del presente

acuerdo.

.
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CAUSULA VI

El intercambio de estudiantes sera administrado, gestionado y coordinado a
través de los organismos técnicos correspondientes en ambas instituciones. En la
“UNIVERSIDAD MAQUINARIA DE PYONGYANG™ la unidad encargada sera la
Seccion de Asuntos Exteriores y en “LA INTER™, la unidad encargada sera la
Direccion de Extension Universitaria.

Estos encargados discutiran periodicamente la ejecucion de dicho Convenio y
supervisard y evaluara los temas realizados dentro del marco del presente Convenio.

CLAUSULA VII

El presente Convenio tendrd una duracion de 5 afios de vigencia y se
prorrogara automaticamente por periodos similares a menos de que una de las Partes
no presente por escrito de anular el presente Convenio con 6 meses de anticipacion.

CLAUSULA VIII

El presente Convenio entra en vigencia a partir de la fecha de suscripcion.

Ambas Partes suscriben el presente Convenio al 22 del mes de septiembre del
afio 2023 en Pyongyang. Capital de la Republica Popular Democratica de Corea en
dos ejemplares; en idioma coreano y en el espaiiol, de igual tenor.

Rector Réctor
En representacion de En representacion de
la Universidad Maquinaria de la Universidad Interamericana
Pyongyang de la Repiiblica de Puebla de los Estado
Popular Democratica de Corea Unidos Mexicanos
4

Source: The Panel, annotated by the Panel.
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Translated from Spanish

Agreement on friendly collaboration concluded by Pyongyang Mechanical University
of the Democratic People’s Republic of Korea, of the one part, and the Universidad
Interamericana, A.C., hereinafter “Inter”, of the United Mexican States, of the other
part

Representations

Pyongyang Mechanical University of the Democratic People’s Republic of Korea and
the Universidad Interamericana de Puebla of the United Mexican States, hereinafter referred
to as “the two parties”, agree to enter into the present agreement to establish friendly
collaboration between the two universities and to engage in mutual cooperation in the fields
of education, science and technology, recognizing the information set out below.

“Pyongyang Mechanical University”:

I.  Was founded on 1 September 1959 and, as a leading university, seeks to train
talented mechanical technicians of various sectors of the national economy,
who possess high-level scientific and technical knowledge and mental
abilities.

[l. Isaninstitution that offers advanced studies in various fields such as machine
production engineering, materials engineering, information technology,
mechanical engineering, transportation equipment engineering and
automation technology, as well as diploma courses, seminars and workshops.

I1l.  Has its official domicile at Munhiing I-dong, Taedonggang District,

Pyongyang.
“Inter”:

I.  Isahigher-education institution that offers advanced studies leading to
bachelor’s degrees, which are officially recognized by the Secretariat of
Public Education of the State of Puebla and are registered with the General
Directorate of Professions (code 21MSUB8890E), as well as diploma
programmes, courses, seminars and workshops in different areas of
knowledge.

[l.  Has its fiscal domicile at Avenida del Castillo 5933 INT 7, Colonia Lomas de
Angelolis, Puebla, Puebla, M&ico, with Federal Taxpayer Registration
number UIN850703TQ4.

1. Seeks to facilitate the comprehensive training of each of its students, to enable
them to become integrated people and excellent professionals with strong
capacities for leadership and for sustaining and directing their own growth.
“Inter” is also committed to collaborating with other national and foreign
institutions on the development of academic, scientific, technological, cultural
and athletic programmes that reinforce the values of academic excellence,
continuous improvement, community service and professional honesty.
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IV. Isacivil association under Mexican law, pursuant to Public Deed No. 12107
of volume No. 17 dated 28 June 1985, executed before V £tor Manuel Catez
Leyva, Notary Public No. 29 of the city of Puebla, M&ico.

The present agreement shall be implemented in accordance with the covenants set out
below.

Covenant |

The two parties shall establish friendly relations in order to strengthen cooperation in
the field of education and science.

Covenant 11

Each party shall provide in its libraries publications, photos, videos and other materials
from the other party, and shall promote their use.

Covenant 111
The two parties agree to take steps to develop the following initiatives:

1. Cultural exchange between students, teachers and administrative staff of both
institutions

2. Joint research projects

3. Participation in events, symposiums, workshops, talks and other similar
activities focused on scientific and technical, academic and outreach-related
matters

4. Joint publications and exchange of academic and scientific information of
interest

5. Organization of conferences, seminars, collaborative online courses and other
similar activities

6. Other forms of collaboration in areas of interest to both institutions

Covenant IV
1. The two parties shall carry out exchanges in the manner described below.

e The exchanges to be carried out shall be cultural in nature, as the programmes
of study offered at the two universities are not compatible.

¢ Candidates for exchange shall meet the requirements established by the
receiving institution, which shall be responsible for making the final
determination regarding the admission of each student, teacher and
administrative staff member. For this purpose, the sending university shall
designate a person to vet and screen such candidates before the selection
process.
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e The sending university shall ensure that the student obtains international
insurance for major medical events, which shall include coverage for
accidents, illnesses (minor, major and severe acute respiratory syndrome
coronavirus 2 (SARS-CoV-2)) and the repatriation of remains, and shall not
require a deductible, coinsurance or reimbursement.

e The two parties agree not to provide financial or in-kind benefits to students,
teachers and administrative staff involved in exchanges. The cost of
accommodation, meals, books and other school supplies shall therefore be paid
by each student.

e The two parties agree to provide students, teachers and administrative staff
involved in exchanges with the necessary cultural advice during their stay.

2. The two parties agree to develop and authorize research projects, publications,
participation in events, collaborative online courses and other initiatives in the
manner described below.

e Prepare a plan before the beginning of each project, covering logistics and
work arrangements including objectives, designation of the roles and
responsibilities of each of the participating institutions and members,
deadlines, sources, funding methods, exchange, participation of specialists and
others.

e This plan shall stipulate the intellectual property-related issues that shall arise
from the implementation of each project.

e Each of the representatives of the universities involved shall draw up
documents authorizing the plan.

Covenant V

Both parties agree to respect intellectual property existing before the signing of this
agreement, whatever its form, as well as intellectual property arising from the
implementation of projects, joint research programmes and other initiatives under the present
agreement.

Covenant VI

Student exchanges shall be administered, managed and coordinated through the
appropriate technical bodies at both institutions. At “Pyongyang Mechanical University”,
the relevant unit shall be the Foreign Affairs Section, and at “Inter”, the relevant unit shall
be the University Outreach Department.

These bodies shall periodically discuss the implementation of this agreement and shall
supervise and evaluate the activities conducted under the agreement.

Covenant VII
The present agreement shall have a period of validity of five years and shall

automatically be extended for similar periods unless one of the parties cancels it in writing
six months in advance.
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Covenant VIII

The present agreement shall enter into force on the date of signature.

The two parties hereby sign the present agreement on 22 September 2023 in Pyongyang,
capital of the Democratic People’s Republic of Korea, in two copies, in the Korean and
Spanish languages, both texts being identical in meaning.

(Signed) [ ENEGEGEGEG_G_GN

Rector

On behalf of Pyongyang Mechanical University of the Democratic People’s
Republic of Korea

(signed) NN
Rector

On behalf of the Universidad Interamericana de Puebla of the United Mexican
States
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Annex 28: Reply from Swedish Migration Agency

The Panel previously reported that two DPRK researchers from Pyongyang U_nivers_ity of Science
and Technology studying Ph.D. course at a Swedish university finished their life science research
courses in 2019 and 2020. Of two the students, the Panel found that one student who had graduated
from the course in 2020 was then employed by another research institute in Sweden?"’,

/-\ 2023-12-27
L Reference: 50-294426/12-442674

Migrationsverket Your reference S/AC.49/2023/PE/OC.28

OFFICIAL LETTER

Swedish Migration Agency
Legal Affairs Department

dppa-poel874@un.org

Dear Sir/Madam,

Please accept my sincerest apologies for our late reply in this matter,

The Swedish Migration Agency (the Agency) has received a letter from the
United Nations Security Council Panel of Experts on the Democratic People’s
Republic of Korea with the request to answer questions in an attachment. The
Agency has already provided the required information, this was done last year
when a similar request was sent to the Swedish authorities. In this context, it
may be relevant to add that both individuals to whom the inquiry refers have
left Sweden.

Yours faithfully,

Deputy Director of Legal Affairs

Source: Member State.

27.8/2022/668, para. 15 and annex 12.
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Annex 29: Letter to the 1718 Committee from 55 Member States regarding the oil cap, their report
and accompanying imagery

Excellency,

On behalf of the Permanent Missions of Albania, Australia, Austria, Belgium, Bosnia and
Herzegovina, Bulgaria, Canada, Chile, Costa Rica, Croatia, Cyprus, Czech Republic, Denmark,
Dominican Republic, Estonla, Finland, France, Georgia, Germany, Greece, Guatemnala, Hungary,
lceland, Ireland, Israel, Italy, lapan, Jordan, Latvia, Liberia, Liechtenstein, Lithuania, Luxembourg,
Malta, the Marshall Islands, Micronesia, Moldova, Montenegro, Netherlands, Mew Zealand,
Morway, Palau, Peru, Poland, Portugal, Qatar, the Republic of Korea, Romania, Slovak Republic,
Slovenia, Spain, Tlrkiye, Ukraine, and the United Kingdom, and the United States Mission to the
United Nations, we have the honor to submit to the 1718 Committee a reqguest for the
Committee Secretary to take the actions described in operative paragraph 5 of Resolution 2397
because the aggregate amount of refined petroleum products sold, supplied, or transferred to
the Democratic People’s Republic of Korea (DPRK) in 2023 has exceeded the annual cap of
500,000 barrels.

Artached please find a report, sponsored by the above Member States, detalling
observations of illicit DPRE-refined petroleum imports, which exceed the 500,000-barrel refined
petroleum cap set in UNSCR 2397, In total, we have documented 87 unreported deliveries of
refined petroleum products to DPRK ports between January 1 and September 15, 2023. When
aggregated, these deliveries represent 1,523,381 barrels of illicit imports. We are providing

satellite imagery as evidence for all of these cases.
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Specifically, we request the following actions be taken:

We request the 1718 Committee Secretary issue a public note verbale to all UN Member
States that the aggregate amount of refined petroleum products sold, supplied, or
transferred to the DPRK in 2023 has exceeded the cap set by the Security Council and
inform Member States that they must immediately cease selling, supplying, or
transferring refined petroleum products to the DPRK for the remainder of the year

We request the Chair to issue a Committes press release to inform the general public of
this information.

We further request this note verbale and press release include a call for all Member
States to immediately exercise enhanced vigilance regarding the DPRK attempting to
procure additional refined petroleum products and to prevent illicit ship-to-ship
transfers of refined petroleum products to vessels owned, controlled, or acting on behalf
of or working in cooperation with the DPRK.

We further request the 1718 Committee Secretary update the website to include the
illicit refined petroleum imports in our report and show the aggregate amount of refined
petroleum products sold, supplied, or transferred to the DPRK in 2023 has exceeded the
cap set by the Security Council using the conversion rate and other information in the
report.

We request the Chair circulata our report to the 1718 Committee and our proposal for

Committes action by November 21, 2023, under the regular five-day NOP process.

Accept, Excellency, the renewed assurances of our highest consideration.

[Permanent representatives of Albania, Australia, Austria, Belgium, Bosnia and

Herzegovina, Bulgaria, Canada, Chile, Costa Rica, Croatia, Cyprus, Czech Republic, Denmark,
Dominican Republic, Estonia, Finland, France, Georgia, Germany, Greece, Guatemala,
Hungary, Iceland, Ireland, Israel, Italy, Japan, Jordan, Latvia, Liberia, Liechtenstein, Lithuania,
Luxembourg, Malta, the Marshall Islands, Micronesia, Moldova, Montenegro, Netherlands,
New Zealand, Norway, Palau, Peru, Poland, Portugal, Qatar, the Republic of Korea, Romania,
Slovak Republic, Slovenia, Spain, Tiirkiye, Ukraine, the United Kingdom and the United States
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Report to the UN 1718 Committee: The DPRK's Breach of the UNSCR 2397 Refined Petroleum
Cap

Albania, Australia, Austria, Belgium, Bosnia and Herzegovina, Bulgaria, Canada, Chile, Costa Rica,
Croatia, Cyprus, Czech Republic, Denmark, Dominican Republic, Estonia, Finland, France,
Georgia, Germany, Greece, Guatemala, Hungary, Iceland, Ireland, lsragl, Italy, Japan, Jordan,
Latvia, Liberia, Liechtenstein, Lithuania, Luxembourg, Malta, the Marshall Islands, Micronesia,
Moldova, Montenegro, Netherlands, New Zealand, Norway, Palau, Peru, Poland, Portugal, Qatar,
the Republic of Korea, Romania, Slovak Republic, Slovenia, Spain, Turkiye, Ukraing, the United
Kingdom, and the United States remain gravely concerned regarding large-scale evasion of
restrictions the UN Security Council has imposed on the Democratic People's Republic of Korea's
(DPRK) import of refined petroleum products. UN Security Council resolution UNSCR 2357,
operative paragraph (OP) 5, limits the DPRK to importing no more than 500,000 barrels of
refined petroleum per year. Any Member State supplying, selling, or transferring refined
petroleum products is required to submit reports to the UN 1718 Committes informing it of the
transfer every 30 days in order to allow the Committee to maintain an accounting of the DPRK's

imports.

Moreover, UNSCR 2375 OP 11 prohibits UN Member States from engaging in ship-to-ship (STS)
transfers with any DPRK-flagged vessel of any goods or items that are being suppliad, sold, or
transferred to or from the DPRK. Nevertheless, DPRK-flagged vessels continue to conduct 5TS
transfers on a regular basis as the DPRK's primary means of importing refined petroleum. The
information in this report demonstrates that the DPRK has exceeded the UNSCR 2357 annual

500,000-barrel cap for 2023.
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This submission further affirms previous submissions from 2018, 2018, 2020, 2021, and 2022
(see S/ALC.49/2018/NOTE.213, 5/AC.49/2013/NOTE. 134, 5/AC.49/2020/COMM.254,
S/AC.45/2021/MNOTE.103, and S/AC.49/2022/NOTE.G1) and Panel of Experts reporting (see
maritime sections of 5/2018/171, 5/2019/171, 5/2019/691, 5/2020/151, 5/2020/840,
5/2021/211, 5/2021/777, 5/2022/132, 5/2022/668 and 5/2023/171) that exhaustively
demonstrated and detailed the illicit practices employed by the DPRK to circumvent UNSCR-
mandated restrictions on its ability to import refined petroleum products. As a result, this
report will not seek to repeat in detail the specific information the DPRK's evasive practices
outlined in previous formal submissions to the UN 1718 Committee. These practices continue
unabated, but the DPRK utilizes an ever-evolving fleet of vessels under its flag or its direct

control to perpetrate pervasive and ongoing sanctions evasion.

This report demonstrates that the DPRK continues to conduct UN-prohibited 5T5 transfers and
imports of refined petroleum that are not reported to the 1718 Committee as required, and
again this year has exceeded the UNSCR 2397 OP 5 refinad petroleum products cap of 500,000
barrels per annum. This report supplies images and import volume data for vessels that
continue to make deliveries of refined petroleum into DPRK ports and in the DPRK's territorial
sea, without these deliveries being reported to the UN 1718 Committee. 5TS transfers of any
cargo are explicitly prohibited by UNSCR 2375, so the relevant Member States involved in
supplying refined petroleum products to DPRK tankers fail to report these volumes to avoid self-
incrimination. As a result, the UN 1718 Committee’s official accounting of the DPRK's imports

vastly underrepresents the volume of refined petroleum products that actually enter the DPRK.
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The overarching purpose of UNSCR 2397's provision limiting the DPRK's ability to import refined
petraleum products is to limit the DPRK's ability to develop weapons of mass destruction
(WD) and ballistic missiles, which are a threat to international peace and security and are
prohibited by numerous UNSCRs. The restriction on the DPRK's refined petroleum products
imports is critical to ensuring that the DPRK chooses to halt these prohibitad programs and
completely denuclearize. If the DPRK is able to continue evading international sanctions, it has
little incentive to make such choices. As long as the DPRK continues to import refined
petroleum products in excess of the UN-mandated cap with limited accountability at the UN,
UNSCR 2357 OF 5 will remain ineffectual — which also undermines both the DPRK UNSCRs as

well as the UN 1718 Committee.

These deliveries have significantly contributed to a substantial breach of the 300,000-barrel
annual cap set by UNSCR 23597, We estimate that, this year alone, the DPRK has imported over
1,523,381 barrels via 87 confirmed tanker deliveries as of September 15, 2023. Again in 2023,
refined petraleum transfers to the DPRK utilized DPRK-flagged vessels, a change from previous
years when foreign-flaggad delivery vessels directly unloaded petroleum at DPRK ports. Due to
COVID-19 restrictions, oil was acquired by DPRE-flagged ships from foreign flagged vessels via
5T5, and those laden DPRK-flagged ships then underwent quarantine measures outside of the

lock-gates near DPRK ports prior to delivering their petroleum cargoes.

As discussad in previous submissions on the DPRK's breach of the import cap in 2018, 2015,

2020, 2021, and 2022, this report cannot provide an exact figure for each delivery of refined
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petroleum products to the DPRE, as that information is not readily available to any UN Member
State other than the DPRK. This report instead calculates how much petroleum was acquired by
the DPRK based on each vessal's dead weight tonnage, with estimates for each ship at two
different levels of cargo storage capacity — 90 percent and 60 percent of the vessels’ dead
weight tonnage. Itis highly likely that DPRK tankers deployed in search of precious and limited
refinad petroleum and fuel via 5TS transfers or engaging in direct deliveries would arrive in
DPRK ports with as much of their cargo capacities full {i.e., 90 percent calculation). The
expenditure of scarce resources and fuel consumption by the tanker itself, the risks of tanker
disruption or interdiction, and the DPRK's dependence on importing refined petroleum would
not justify the tanker in question returning to port with less than 30 percent of its cargo storage

capacity filled.

We are providing images that document &7 deliveries of refined petroleum products to DPRK
ports, which, when aggregated, represent 1,523,381 barrels of illicit imports — constituting a
clear breach of the cap imposed by UNSCR 2397 OP 5, based on the 90 percent metric. Even if
each of these tankers delivered only 60 percent of their capacity in these 87 deliverias, which
would be neither financially nor logistically sound, the estimated volume (1,015,588 barrels)
would still represent a breach of the annual cap. Table 1 below documents each of these
transfers and provides an associated volume. Table 2 below graphically depicts the DPRK's
import of refined petroleum between January 1 and September 15, 2023,

Please refer to pages one through five of the attached Annex.
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Given the information provided hergin, we request that the 1718 Committee immediately maks
an official determination that the aggregate amount of refined petroleum products sold,
supplied, or transferred to the DPRK in 2023 has exceeded the 500,000-barrel annual cap and
inform Member States that they must immediately cease selling, supplying, or transferring
refined petroleum products to the DPRK for the remainder of the year. Similarly, the Panel of
Experts is requested to review this report’s analysis and underlying information in order to
make a determination in its next report on the volume of refined petroleum product imports to
the DPRK and the associated implications for the implementation of UNSCR 2357’ refined

petroleum product import cap.

Sea Appendix 1 for more information on vessels that have discharged refined petroleum in

2023,

Please refer to pages five through 126 of the attached Annex.
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2023 DPRK Unreported Seaborne Petroleum
Imports (BBLs) January 01 — September 15

0 71,177
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January
{7 Deliveries)

.n - n

W ® NV s W N e

N N N N B o e e e
W RN PO L®NoOSaS®N P O

499,408

339,707

226,472

February March

(13 Deliveries) (9 Deliveries)

Nampo 03-JAN-23
Nampo 08-JAN-23
Nampo 18-JAN-23
Nampo 18-JAN-23
Hungnam 19-JAN-23
Nampo 25-JAN-23
Nampo 27-JAN-23
Nampo 02-FEB-23
Nampo 05-FEB-23
Nampo 05-FEB-23
Nampo 08-FEB-23
Nampo 10-FEB-23
Nampo 14-FEB-23
Nampo 14-FEB-23
Hungnam 14-FEB-23
Nampo 16-FEB-23
Nampo 19-FEB-23
Nampo 21-FEB-23
Chongjin 23-FEB-23
Nampo 26-FEB-23
Nampo 04-MAR-23
Chongjin 13-MAR-23
Nampo 19-MAR-23

8916293
8848276
8720436
8865121
8021579
8660313
8898740
9129653
7408873
8604917
8817007
8610461
8708684
8791667
8021579
8711021
7389704
9066978
8916293
7636638
8865121
8021579
7303803

489,611

(14 Deliveries)

1,095,854

April

730,569

May

{21 Deliveries)

—00% =—G60%

Sin Phyong 9
Po Chon

Kum Un San
Sin Pyong 5

Sin Phyong 14
Chon Ma San
JiSong 6

Paek Yang San 1
Sam Jong 2

Yu Jong 2

Sin Phyong 2
Kum Ryong 3
Kum Jin Gang 2
Chang Hae 1
Sin Phyong 14
Chil Bo San
Rye Song Gang 1
Paek Ma

Sin Phyong 9
Wol Bong San
Sin Pyong 5

Sin Phyong 14
AnSan 1

1,150.0
3,538.0
2,070.0
3,295.0
949.0

3,565.0
1,250.0
5,403.0
2,507.0
1,206.0
2,105.0
1,998.0
1,988.0
4,983.0
949.0

1,999.0
3,003.0
2,250.0
1,150.0
4,969.0
3,295.0
949.0

3,003.0

Tonnage

1,381,628

921,086

N

June

1,418,774

945,849

July

(1S Deliveries) (2 Deliveries)

Dead Weight Delivery Metric

60% Laden

690.0
2,122.8
1,242.0
1,977.0
569.4
2,139.0
750.0
32418
1,504.2
7236
1,263.0
1,198.8
1,192.8
2,980.8
569.4
1,199.4
1,801.8
1,350.0
690.0
2,981.4
1,977.0
569.4
1,801.8

1,481,200

987,467

August
(4 Deliveries)

Delivery Metric 90%

Laden

1,035.0
3,184.2
1,863.0
2,965.5
854.1

3,208.5
1,125.0
4,862.7
2,256.3
1,085.4
1,894.5
1,798.2
1,789.2
4,484.7
854.1

1,799.1
2,702.7
2,025.0
1,035.0
44721
2,965.5
854.1

2,702.7

1,523,381

1,015,588

September
(2 Deliveries)
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24
25
26
27
28
29
30
31
32
33

35
36
37
38
39
40
41
2
43
24
45
26

47
48
a9
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69

Arrival Date
Nampo 19-MAR-23
Nampo 19-MAR-23
Nampo 29-MAR-23
Nampo 29-MAR-23
Nampo 30-MAR-23
Nampo 30-MAR-23
Nampo 02-APR-23
Nampo 02-APR-23
Nampo 02-APR-23
Nampo 07-APR-23
Nampo 07-APR-23
Nampo 09-APR-23
Chongjin 11-APR-23
Nampo 16-APR-23
Nampo 18-APR-23
Nampo 20-APR-23
Nampo 20-APR-23
Songnim 21-APR-23
Nampo 24-APR-23
Nampo 26-APR-23
Nampo 01-MAY-23
Nampo 01-MAY-23
Nampo 01-MAY-23
Arrival Date

Songnim 01-MAY-23

Nampo 01-MAY-23
Nampo 01-MAY-23
Nampo 01-MAY-23
Nampo 06-MAY-23
Nampo 08-MAY-23
Nampo 08-MAY-23
Nampo 11-MAY-23
Nampo 16-MAY-23
Nampo 16-MAY-23
Nampo 16-MAY-23
Nampo 19-MAY-23
Nampo 22-MAY-23

Songnim 23-MAY-23
Nampo 25-MAY-23

Nampo 25-MAY-23
Nampo 29-MAY-23
Nampo 29-MAY-23
Nampo 02-JUN-23
Nampo 02-JUN-23
Songnim 02-JUN-23
Nampo 03-JUN-23
Nampo 10-JUN-23

N/A

8817007
7408873
8610461
9132612
8720436
8916293
8604917
8106496
8610461
8691702
8711021
8865121
8660313
8405311
8817007
8791667
8720436
9045962
8605026
8708684
8898740
8691702

8720436
8604917
8610461
8705539
7408873
N/A

7303803
8916293
8865121
7636638
8610461
8660313
8708684
8705539
8405311
8312497
8708684
8610461
9054896
8691702
8720436
8122347
8708684

Vessel Name

Un Hung 8

Sin Phyong 2
Sam Jong 2
Kum Ryong 3
Nam Dae Bong
Kum Un San
Sin Phyong 9
Yu Jong 2

Sam Ma 2
Kum Ryong 3
Yu Son

Chil Bo San

Sin Pyong 5
Chon Ma San
Sam Jong 1

Sin Phyong 2
Kum Jin Gang 3
Kum Un San
Un Hung
Kwang Chon
Kum Jin Gang 2
Ji Song 6

Yu Son

Vessel Name

Kum Un San

Yu Jong 2

Kum Ryong 3
Ryong Jon

Sam Jong 2

Un Hung 8

An San 1

Sin Phyong 9
Sin Pyong 5
Wol Bong San
Kum Ryong 3
Chon Ma San
Kum Jin Gang 2
Ryong Jon

Sam Jong 1
Song Won 2
Kum Jin Gang 2
Kum Ryong 3

A Sa Bong

Yu Son

Kum Un San
Nam San 8
Kum Jin Gang 2

Dead Weight

Tonnage

2,7333
2,105.0
2,507.0
1,998.0
4,999.0
2,070.0
1,150.0
1,206.0
1,731.0
1,998.0
3,398.0
1,999.0
3,295.0
3,565.0
1,665.0
2,105.0
4,983.0
2,070.0
3,685.0
1,966.0
1,988.0
1,250.0
3,398.0
Dead Weight

Tonnage

2,070.0
1,206.0
1,998.0
2,889.0
2,507.0
2,7333
3,003.0
1,150.0
3,295.0
4,969.0
1,998.0
3,565.0
1,988.0
2,889.0
1,665.0
4,999.0
1,988.0
1,998.0
4,975.0
3,398.0
2,070.0
3150.0
1,988.0

Delivery Metric
60% Laden

1,640.0
1,263.0
1,504.2
1,198.8
2,999.4
1,242.0
690.0

7236

1,038.6
1,198.8
2,038.8
1,199.4
1,977.0
2,139.0
999,0

1,263.0
2,989.8
1,242.0
2,211.0
1,179.6
1,192.8
750.0

2,038.8
Delivery Metric
60% Laden

1,242.0
723.6

1,198.8
1,733.4
1,504.2
1,640.0
1,801.8
690.0

1,977.0
2,981.4
1,198.8
2,139.0
1,192.8
1,733.4
999.0

2,999.4
1,192.8
1,198.8
2,985.0
2,038.8
1,242.0
1,890.0
1,192.8

Delivery Metric
90% Laden

2,460.0
1,894.5
2,256.3
1,798.2
4,499.1
1,863.0
1,035.0
1,085.4
1,557.9
1,798.2
3,058.2
1,799.1
2,965.5
3,208.5
1,498.5
1,894.5
4,484.7
1,863.0
33165
1,769.4
1,789.2
1,125.0

3,058.2
Delivery Metric
90% Laden

1,863.0
1,085.4
1,798.2
2,600.1
2,256.3
2,460.0
2,702.7
1,035.0
2,965.5
4,472.1
1,798.2
3,208.5
1,789.2
2,600.1
1,498.5
4,499.1
1,789.2
1,798.2
44715
3,058.2
1,863.0
2,835.0
1,789.2
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70
71
72
73
74
75
76
77
78
79
80
81
82
83

85
86
87

Arrival Date n

Nampo 15-JUN-23

Nampo 16-JUN-23
Nampo 23-JUN-23
Nampo 23-JUN-23
Nampo 23-JUN-23
Chongjin 23-JUN-23
Nampo 27-JUN-23
Nampo 28-JUN-23
Hungnam 28-JUN-23
Nampo 28-JUN-23
Nampo 19-JUL-23

Chongjin 27-JUL-23
Nampo 09-AUG-23
Nampo 09-AUG-23
Hungnam 31-AUG-23
Songnim 31-AUG-23
Nampo 08-SEP-23
Nampo 14-SEP-23

8669589
8791667
8916293
N/A

8711021
8720436
8660313
7303803
8865121
8604917
8691702
8817007
8916293
N/A

8865121
8720436
8898740
8312497

Vessel Name

ABong 1
Kum Jin Gang 3
Sin Phyong 9
Un Hung 8
Chil Bo San
Kum Un San
Chon Ma San
An San 1

Sin Pyong 5
Yu Jong 2

Yu Son

Sin Phyong 2
Sin Phyong 9
Un Hung 8
Sin Phyong 5
Kum Un San
Ji Song 6
Song Won 2

Dead Weight

Tonnage

3,250.0
4,484.7
1,150.0
27333

1,999.0
2,070.0
3,565.0
3,003.0
3,295.0
1,206.0
3,398.0
2,105.0
1,150.0
2,7333
3,295.0
2,070.0
1,250.0
4,999.0

Delivery Metric
60% Laden

1,950.0
2,690.8
690.0

1,640.0
1,199.4
1,242.0
2,139.0
1,801.8
1,977.0
7236

2,038.8
1,263.0
690.0

1,640.0
1,977.0
1,242.0
750.0

2,999.4

Delivery Metric
90% Laden

2,925.0
4,036.2
1,035.0
2,460.0
1,799.1
1,863.0
3,208.5
2,702.7
2,965.5
1,085.4
3,058.2
1,894.5
1,035.0
2,460.0
2,965.5
1,863.0
1,125.0
4,499.1
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M/T SIN PHYONG 9 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:07 E

08 January 2023

M/T KUM UN SAN Delivering Refined Petroleum
Nampo Petroleum Fa
38:42:54 N 125:21:57 E
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18 January 2023

M/T SIN PHYONG 5 Delivering Refined Petroleum
& Nampo Petroleum Facility
38:42:56 N 125:22:07 E

o

“ NT9608840
19 January 2023

M/T SIN PHYONG 14 Delivering Refined Petroleum
Hungnam Petroleum Facility
39:49:58 N 127:37:36 E

10m
QUB959406
|

—a——

M/T CHON MA SAN Delivering Refined Petroleum
Nampo Petroleum Facility

38:42:55 N 125:21:57 E
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s
M/T JI SONG 6 Laden Offshore

Nampo Petroleum Facility
38:42:56 N 125:22:16 E
. -

M/T JI SONG 6 Unladen Offshore
Nampo Petroleum Facility
38:42:53 N 125:22:119 E

- LA & | 2n_ |
s

e e

M/T PAEK YANG SAN 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

FY3603876
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N _ - 1an v . e Y
m M/T SAM JONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility

38:42:56 N 125:22:07 E

- _—
M/T YU JONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:02 E

MIT SIN PHYONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:59 23:25E

EET
OWB499770
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MIT KUM RYONG 3 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 £

Nampo Petroleum Facility
38:42:55 N 125:21

T
PC2523744

M/T CHANG HAE 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:07 E

T
TV8340692
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08 Fobruary 2023

14 February 2023

16 Fobruary 2023

M/T SIN PHYONG 14 Laden Offshore
Hungnam Petroleum Facility
39:48:41 N127:37:39 E

M/T SIN PHYONG 14 Unladen

M/T CHIL BO SAN Delivering Refined Petroleum
Nampo Petroleum Facility
38:41:44 N 125:17:33 E

EETT
FJ3563390

$X9030856

VI6190797 |
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M/T RYE SONG GANG 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

EET
NY9746636

=
MIT PAEK MA Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

ZN5072363

MIT SIN PHYONG 9 Delivering Refined Petroleum
Chongjin Petroleum Facility
41:45:22 N 129:46:05 E
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M/T WOL BONG SAN Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

4 March 2023

MIT SIN PYONG 5 Laden Offshore of the Nampo Petroleum Facility

ov

20 m

XAB868197

M/T SIN PYONG 5 Unladen Offshore of the Nampo Petroleum Facility
North Korea

38:42:26 N 125:22:33 E (] 4
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r r
M/T SIN PHYONG 14 Delivering Refined Petroleum
Chongjin Petroleum Facility
4 E

MIT AN SAN 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:58 E

T

MIT YUN HONG 8 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:00 N 125:18:17 E

i
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M/T SIN PHYONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:08 E

10

KN7549081

M/T SAM JONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:22:07 E

BD1108300

M/T KUM RYONG 3 Laden Outside
Nampo Lockgate
0 N 125:09:09 E

2

QD5566090
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M/T KUM RYONG 3 Unladen Inside
Nampo Lockgate
38:42:39 N 125:21:56 E

IET
JO1515960

M/T NAM DAE BONG delivering refined petroleum to Nampo
Petroleum Facility
North Korea
38:41:43 N 125:17:33 E

”

o

-

mv-

BQ3320601
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M/T SIN PHYONG 9 delivering refined petroleum to Nampo
Petroleum Facility
North Korea

Kol
38:42:55 N 125:22:02 E

MIT YU JONG 2 delivering refined petroleum to
Nampo Petroleum Facility
North Korea
38:42:55 N 125:22:06 E

M/T SAM MA 2 and Unknown Converted Bulker
Conducting an STS Transfer Outside the
Nampo Lockgate, North Korea
38:39:56 N 124:47:57 E
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M/T SAM MA 2 and M/T JHONG YOOG YOU 2
Conducting an STS Transfer Outside the
Nampo Lockgate, North Korea
38:42:37 N 125:09:03 E

EIm
M/T SAM MA 2 Delivering Refined Petroleum

to Nampo Petroleum Facility, North Korea
38:41:45 N 125:117:33 E

M/T KUM RYONG 3 Laden Outside the Nampo Lockgate
North Korea
38:42:09 N 125:09:21 E

20m
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M/T KUM RYONG 3 Unladen Offshore of the Nampo Facility [ : m -

ol orea (4 —‘, »
38:42:49 N 125:22:16 E & ~

M/T YU SON (IMO: 8691702)
Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:54 N 125:21:57 E

‘to Nampo Petroleum Facility
38:41:09 N 125:08:57 E
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M/T CHIL BO SAN delivering refined petroleum
to Nampo Petroleum Facility
38:42:58 N 125:23:58 E

M/T SIN PYONG 5 delivering refined
to Chongjin P Facility
41:45:21 N 129:46:05 E

RD6101170
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MIT SAM JONG 1 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:02 E

M/T CHANG HAE 1 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:08 E
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M/T KUM UN SAN delivering refined
t

o Facility
38:44:14 N 125:37:05 E

MIT UN HUNG delivering refined

petroleum to Nampo Petroleum Facility
38:42:45 N 125:21:59 E

DC1479588

MIT UN HUNG delivering refined

petroleum to Nampo Petroleum Facility
38:42:30 N 125:22:14 E
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M/T KWANG CHON delivering refined
petroleum to Nampo Petroleum Facility
38:42:34 N 125:23:34 E

M/T KWANG CHON delivering refined petroleum
to Nampo Petroleum Facility

o~ ]
BD6711480

HW3169319
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M/T KUM JIN GANG 2 (IMO: 8708684)
Unladen at Nampo Shipyard
Nampo Petroleum Facility
38:41:45 N 125:18:02 E

M/T JI SONG 6 (IMO: 8691702)
Laden Offshore of Petroleum Piers
Nampo Petroleum Facility

M/T JI SONG 6 (IMO: 8691702)
Unladen Offshore
Nampo Petroleum Facility
38:42:54 N 125:22:22 E
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M/T YU SON (IMO: 8691702)
Laden Offshore of Petroleum Piers
Nampo Petroleum Facility
38:41:52 N 125:19:53 E

T

M/T YU SON (IMO: 8691702)
Unladen Pier Side
Nampo Petroleum Facility
38:41:52 N 125:19:53 E

a7 Apri 2023 M/T KUM UN SAN (IMO: 8720436)
Laden Offshore of Petroleum Piers
Songnim Petroleum Facility
38:42:09 N 125:21:32 €
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01 May 2023

M/T KUM UN SAN (IMO: 8720436)
Unladen Pier Side
Songnim Petroleum Facility
38:44:13 N 125:37:05E

T
523780950

01 MAY 2023

M/T YU JONG 2 delivering refined
petroleum to Nampo Petroleum Facility
3 8 E

M/T KUM RYONG 3 delivering petroleum
to Nampo Petroleum Facility
3 21

CFB651706
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M/T RYONG JON delivering refined
petroleum to Nampo Petroleum Facility
38:42:01 N 125:18:18 E

RS5792820

= =
08MAY.2023 MIT SAM JONG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:02 E

AW43286526

M/T UN HUNG 8 delivering refined

petroleum to Nampo Petroleum Facility
9N 125:04:43 E

'Y

.
y

242478121
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M/T UN HUNG 8 delivering refined

petroleum to Nampo Petroleum Facility
38:42:42 N 125:24:36 E

YD3048921

o M/T AN SAN 1 delivering refined
‘] petroleum to Nampo Petroleum Facility
) 38:42:00 N 125:18:16 E

|
08 MAY 2023
. -

0X2049380

11 MAY 2023 M/T SIN PHYONG 9 delivering refined
petroleum to Nampo Petroleum Facility
8

DF6780838
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M/T SIN PYONG 5 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:07 E

M/T WOL BONG SAN delivering refined
petroleum to Nampo Petroleum Facility
:42:54 N 125:21:57 E

M/T KUM RYONG 3 delivering refined
petroleum to Nampo Petroleum Facility
38:43:20 N 125:26:44 E

»

MQ5669157
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M/T KUM RYONG 3 delivering refined
petroleum to Nampo Petroleum Facility
38:42:51 N 125:22:16 E

WES874141

M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:41:54 N 125:09:58 E

»

F = o . -
M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:48 N 125:22:38 E
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M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:40:57 N 125:08:38 E

M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:41:45N 125:17:34 E

———

»

2m

= _x
MIT RYONG JON delivering refined
petroleum to Songnim Petroleum Facility
38:44:14 N 125:37:04 E

KC9273765
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M/T SAM JONG 1 delivering refined
petroleum to Nampo Petroleum Facility
38:41:15 N 125:08:32 E

M/T SAM JONG 1 delivering refined
petroleum to Nampo Petroleum Facility
38:

:02 N 125:24:03 E

TN9227958

MIT SONG WON 2 delivering refined
petroleum to Nampo Petroleum Facility
38:41:50 N 125:04:22 E

VAG609648
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M/T SONG WON 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:58 N 125:23:24 E

1C7607612

MIT KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:43:01 N 125

M/T KUM RYONG 3 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:21:57 E

548510374
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M/T ASABONG delivering refined

petroleum to Nampo Petroleum Facility
38:42:27 N 125:22:19 E

MIT ASABONG delivering refined

petroleum to Nampo Petroleum Facility
38:43:13 N 125:25:02 E

LM4057366

M/T CHANG HAE 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:21:58 E

2ZK7462419
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M/T KUM UN SAN delivering refined
petroleum to Songnim Petroleum Facility
38:44:14 N 125:37:05 E

TP7411145

rah E o~ T lan ™ TS
".-‘ #’ M/T NAM SAN 8 delivering refined petroleum to
. -.f' . 3»: = Nampo Petroleum Facility
N )

38:42:54 N 125:21:56 E
WA TSNS T T "
Al L -

O TN -
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M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:27 E

MIT HENG XING delivering refined

petroleum to Nampo Petroleum Facility
38:41:45 N 125:17:34 E

DX8902608

M/T CHANG HAE 1 delivering refined
petroleum to Nampo Petroleum Facility
38:40:37 N 125:10:10 E

A
| A P

WD7081925
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24-02094

M/T CHANG HAE 1 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:21:59 E

MIT SIN PHYONG 9 delivering refined petroleum
to Nampo Petroleum Facility
3

9 N 125:09:20 E

MIT SIN PHYONG 9 delivering refined petroleum to
Nampo Petroleum Facility
38:42:15N 12! E

BD1152994

EAS5097035

KL9412515
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M/T UN HONG 8 delivering refined

petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:06 E

[ o |
XF5152866

M/T CHIL BO SAN delivering refined

petroleum to Nampo Petroleum Facility
06 E

38:42:56 N 125

Y08835478

M/T KUM UN SAN delivering refined
petroleum to Songnim oleum Facility

CY9238315
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M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:41:54 N 125:09:45 E

PC7296850

M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:49 N 125:22:38 E

2ZF9319250

M/T AN SONG 1 delivering refined

petroleum to Nampo Petroleum Facility
38:42:55 N 125:21:58 E
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M/T SIN PYONG 5 delivering refined petroleum N
-‘ to Hungnam Petroleum Facility
39:48:51 N 127:37:25E - .
5 % 7
S .
_ »
"y N . .
- . " -
. . -
x |
., .
- =
- > . " N _ | passizees
MIT SIN PYONG 5 delivering refined . ;
petroleum to Hungnam Petroleum Facility
X 5 39:49:58 N 127:37:36 E

23 JUN 2023

M/T YU JONG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:41:55 N 125:09:24 E

[ o |
XL9011120

186/615
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M/T YU JONG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:54 N 125:21:33 E

S
MIT CHANG HAE 2 conducting an STS transfer

with M/T NEW KONK in the Korean Bay
38:41:03 N 124:56:56 E

T
TX6108315

MIT CHANG HAE 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:04 E

V05381120
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188/615

25 JUL 2023

01 AUGUST 2023

M/T SIN PHYONG 2 delivering refined
petroleum to Chongjin Petroleum Facility
41:42:53 N 129:46:23 E

M/T SIN PHYONG 2 delivering refined
petroleum to Chongjin Petroleum Facility
41:45:22 N 129:46:05 E

M/T SIN PHYONG 9 (IMO: 8916293)
Laden Prior to Delivering Refined Petroleum
Outside West Sea Barrage
38:42:24 N 125:07:32 E

GK4089103

ED6738876
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M/T SIN PHYONG 9 (IMO: 8916293)
Unladen After Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:12 N 125:22:08 E

EJ6787368

M/T UN HONG 8 (NO IMO NUMBER)
Laden Prior to Delivering Refined Petroleum
Outside West Sea Barrage
38:42:16 N 125:05:33 E

M/T UN HONG 8 (NO IMO NUMBER)
[ b Unladen After Delivering Petroleum
Nampo Shipyard
38:41:50 N 125:18:05 E

>

LT3159021
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M/T SIN PHYONG 5 (IMO: 8865121)
Laden Offshore
Hungnam Petroleum Facility
39:48:20 N 127:37:17E

.s. v
ﬂ\*\ - b-w .‘”"‘,4 -,

f

M/T SIN PHYONG 5 (IMO: 8885121)
Unladen Pier Side
Hungnam Petroleum Facility
39:49:59 N 127:37:37 E

M/T KUM UN SAN (IMO: 8720438)
Delivering Refined Petroleum
Songnim Petroleum Facility
38:44:13 N 127:37:04 E
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M/T JI SONG & (IMO: 889874)
Laden Offshore
Nampo Petroleum Facility
38:42:00 N 125:09:33 E

10w

US2350895

M/T SONG WON 2 (IMO: 8312497)
Laden Offshore
Nampo Petroleum Facility
38:41:22 N 125:05:04 E

AH7211776
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Source: Member State.

192/615

08 SEP 2023

M/T JI SONG 6 (IMO: 8898740)
Unladen Pier Side
Nampo Petroleum Facility
38:42:56 N 125:22:07E

M/T SONG WON 2 (IMO: 8312497)
Unladen Offshore
Nampo Petroleum Facility
38:42:22 N 125:22:13 E

CT7166860

WO8337903
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Annex 30: Positions of China and the Russian Federation on the letter from 55 Member States
regarding the oil cap dated 21 November 2023

Communication dated 28 November 2023 from the delegation of China to the Committee
Dear colleagues,
China takes note of the joint letter from some member states dated 20th November.

Over the years, we have witnessed several similar joint letters which contained same observations
supported by unclear satellite photos from individual countries. For the content of the letter in
consideration is quite the same and based on same methodology, China is still in the same position that
the Committee should take actions on the basis of solid evidence and sufficient facts instead of crude
estimation based on assumptive conditions. It is neither scientific nor prudent for the report to draw
such a conclusion that the annual limit of refined petroleum has been exceeded.

Thus, China would like to put this proposal on hold.

Communication dated 29 November 2023 from the delegation of the Russian Federation to the
Committee

Dear colleagues,

Regarding the joint letter dated 20th November on the oil cap, Russia takes note of the proposed actions
by the Chair. Given the lack of the official first-hand information on the issue we oppose using
controversial sources, such as unclear satellite photos, as a basis for action of the Committee.

Therefore we would like to put the proposed draft note verbale and draft press release on hold.
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Annex 31: The Panel’s review of the report submitted by 55 Member States?*®

1. In their report, the 55 Member States wrote “the Panel of Experts is requested to review this report’s
analysis and underlying information in order to make a determination in its next report on the volume
of refined petroleum product imports to the DPRK and the associated implications for the
implementation of UNSCR 2397 ’s refined petroleum product import cap.”

2. The Panel has no independent data sources to corroborate the estimates made in the Member States’
letter. DPRK tankers rarely employ AIS transmissions and are thus extremely difficult to track on
maritime monitoring systems, and only DPRK could confirm the exact quantity and types of refined
petroleum products delivered by each tanker.

3. Deadweight tonnage (DWT) is the total of the weights of a vessel’s cargo, fuel, fresh water, ballast
water, provisions, and crew. According to industry standards, a vessel’s estimated maximum cargo
capacity is approximately 90% of its DWT (as stated on the website of the International Maritime
Organization), although a vessel which was deliberately stripped back and sailing dangerously might
carry more than 90% of its DWT. [One expert agrees with this review only up to this point.]

Table 1: Reported deliveries (in barrels, rounded down to nearest 10,000 barrels) of refined oil
products, Nampo, Hungnam, Chonjin and Songnim, January- September 2023

1600000 1481000 1523000
1382000 1419000

1400000
1200000
1000000
1016000
S87000
800000 921000 946000
600000 731000
340000
400000 450000 cap
300000 107000 333000
226000
71000
lan (9 Feb (6 Mar (9 Apr (3 May (21 June (15 Jul (2 Aug (4 Sep (2
deliveries) deliveries) deliveries) deliveries) deliveries) deliveries) deliveries) deliveries) deliveries)
90% DWT (fully laden) = 60% DWT (2/3 laden)

Source: 55 Member States, the Panel.

208 One expert agrees only with paras. 1-3.
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4. The Member States’ estimates, although based on observed deliveries in only the first nine months
of the year, indicate that the oil cap was breached in February (based on cargo capacity of 90% of DWT)
or April (60% of DWT). There could have been more unobserved deliveries of refined petroleum to
Nampo and the other ports in this period (at night, or under cloud cover), but not fewer.2%®

5. Finally, because the Panel is currently unable to distinguish between licit deliveries of refined oil
products reported to the 1718 Committee and illicit deliveries, the amounts of oil products in Figure
VIII of the main text might either be a part of the estimated deliveries in table 1 above or they should
be added to the estimates.

209 One expert disagrees with the inclusion of paragraph 4.

24-02094 195/615



S/2024/215

Annex 32: Chon Ma San (IMO: 8660313)

Photograph of the UN-designated DPRK-flagged tanker Chon Ma San taken in 2020

Source: Member State.

In 2023, the DPRK-flagged Chon Ma San transited south into the East China Sea on a near- monthly
basis, of which on three occasions (March, May and September) she transited in the Taiwan Strait in an
area where multi-stage oil cargo transfers destined for the DPRK have been known to occur (see
figure 1).

Satellite imagery provided by 55 Member States (annex 29) showed Chon Ma San offloading refined
petroleum at Nampo port on four occasions 219, putting the relevant dates of 16 April and 19 May 2023
at Nampo within a two-week timeframe following the tanker’s AIS transmissions on and around 29
March and 9 May 2023 identified in figure 1 below. This timeframe of off-load in the DPRK is
consistent with past Panel investigations tracking ship-to-ship transfers, where DPRK tankers would
typically stay out for longer periods of time to maximize its oil cargo loads before returning home.
Previous imageries provided by a Member State of DPRK tankers at Nampo port have typically shown
DPRK tankers as heavily laden. Prior to 2023, Chon Ma San was last recorded transmitting AIS signal
on the same commercial maritime database in May 2020.

20 Chon Ma San was imaged at Nampo port on: 23 January, 16 April, 19 May and 27 June 2023.
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Figure 1. Chon Ma San transiting into a sea area in the Taiwan Strait, March, May and September 2023

On and around 29 March 2023 On and around 9 May 2023 On and around 29 September 2023

North Korea North Korea

ing
fing [INg

’ o
X

w
v\ICHON MA SAN| ¢ ¥—_|CHON MA SAN| ‘:’4_| CHON MA SAN|

Source: Windward, annotated by the Panel.

Chon Ma San has repeatedly delivered refined petroleum to the DPRK over the years?!! despite being
designated on 30 March 2018.%2 In 2021, the Panel reported®® another ship-to-ship transfer on 8
August the same year, between Chon Ma San and Diamond 8 (IMO: 9132612) in another known
transfer sea area in the DPRK’s economic exclusive zone (figure 2). Diamond 8, another FDDV that
was widely reported by the Panel, came under the DPRK’s fleet as of August 2021 sailing as Nam Dae
Bong.214

211 See S/2019/961, annex 1, table 1; S/2021/151, annex 1; S/2020/840, annex 15, table 1; S/2021/211, annex 21; S/2022/132, annex 31,
table 1; S/2022/668, annex 24; S/2023/171, annex 27, table 1; and S/2023/656, annex 26.

212 https://www.un.org/securitycouncil/sanctions/1718/materials/1718-Designated-Vessels-List. Chon Ma San was designated for
conducting ship-to-ship transfer with Jin Hye (IMO: 8518572) in December 2017. Jin Hye was de-flagged as of April 2018, based on
IMO records.

213 §/2022/132 paras 40.

214 This information was retroactively updated on the IMO GISIS’ website several years after the vessel had come under the DPRK’s fleet.
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Figure 2: Chon Ma San and Diamond 8 (currently Nam Dae Bong), DPRK EEZ, 8 August 2021

8 August 2021
Coordinates: 38.327,124.000

CHON MA SAN

Source: Planet Labs, annotated by the Panel.
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Annex 33: DPRK vessels spoofing their digital identity

The tabled list of DPRK vessels as reported by the Enforcement Coordination Cell (ECC)?*® partner
nations. The Panel has independently tracked many of the spoofed names on a commercial maritime
database platform.?'® Several have continued to spoof ship names and MMSiIs they were previously
registered sailing on.

Table 1: DPRK vessels spoofing their identity, 1 April to 15 September 2023

VESSEL DETAILS Observed Spoofing Measure on AIS
NAME IMO Name IMO MMSI
EVER GLORY 9102813 EVER FENG 9102813 -
925 - -
CHONG SuU
DONG 866031300 | 445082000
F. LONLINE - -
LITON - -
SONGMYENG2 | 8817007 445725000
SINPYONG 11 9154189 445810000
RYON PUNG 9154189
SIN PHYONG 2 8817007 MIN HAE 8817007 445725000
TIAN YOU - -
SIN PYONG 5 8865121 RYON PUNG 9154189 445810000
SINPHYONGS5 8865121 445121000
NAM DAE BONG 9132612 SHUN LI 9298064 671291100
SIN PHYONG 14 8021579 MADUCAN - -
CHANG HAE 2 8691702 YU SON 445604000 -
CHON MA SAN 8660313 CHONG Su
DONG 8660313000 | 445082000
CHIL BO SAN 8711021 LITON - 45710600
SINHUNG 8711021 445723000
RON PHUNG 9154189 XIA MEN - 445810000
SAM JONG 1 8405311 445308000 - 445308000
KUM RYONG 3 8610461 RYONG BONG 1 | 8610461 445591000
CHOL BONG SAN 1 | 9125308 DAEHO
SUNRISE 9125308 445290000
MU BONG 1 - -

Source: Member State.

215 See https://www.state.gov/pacific-security-maritime-exchange/

216 Windward.
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Annex 34: DPRK tanker with a reconfigured cargo ship

In this imagery (figure 1), the DPRK Tanker Sam Ma 2 (IMO: 8106496) was observed berthed
alongside a cargo ship that was re-configured to take on oil cargo. The Member State that provided the
satellite imagery indicated that both vessels conducted ship-to-ship transfer. Further, the absence of
venting structures, firefighting appliance and interconnected cargo piping for the said transfer meant
the reconfiguration was not compliant with international regulations. The Panel separately notes that
the location of the ship-to-ship transfer within the DPRK’s territorial waters indicate that the cargo ship
could be a DPRK ship, consistent with information reported by the Panel in 2022.2" A similar looking
reconfigured cargo ship was photographed earlier in 20208 (figure 2).

Figure 1: DPRK tanker conducting ship-to-ship transfer with a reconfigured cargo ship, West Sea
Barrage, 17 March 2023

17 March 2023

M/T SAM MA 2 (IMO: 8106496) and Unknown
Converted Bulker Conducting an STS Transfer
Outside West Sea Barrage
38:39:56 N 124:47:57 E

Source: Member State.

217.5/2022/668, paras. 31-34 and recommendation 87.
218 §/2023/171, annex 30.
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Figure 2: Another example of a re-configured cargo ship with closeups showing likely concealed fuel
tanks, East China Sea, October 2020*

UNCLASSIFIED

*Redactions by the Panel.

In the instance of Sam Ma, the Member State observed the vessel in turn transferred some refined
petroleum cargo to a smaller tanker without IMO number later the same month of March 2023. The
small vessel in turn was assessed to have discharged her cargo to other DPRK-flagged vessels anchored
within the West Sea Barrage, likely to keep their generators running (figure 3). Sam Ma 2 delivered its
remaining oil cargo at Nampo in early April (figure 4).
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Figure 3: Sam Ma 2 with non-IMO vessel Jhong Yoog You 2, Nampo, 26 March 2023

M/T SAM MA 2 (IMO: 8106496) and M/T JHONG YOOG
YOU 2 (IMO: NO IMO NUMBER) Conducting an STS
Transfer Outside the

Nampo Lockgate, North Korea
38:42:37 N 125:09:03 E

JF6899000

Source: Member State.

Figure 4: Sam Ma 2 pier side delivering refined petroleum, Nampo, 2 April 2023

M/T SAM MA 2 (IMO: 8106496)
Delivering Refined Petroleum
Nampo Petroleum Facility
38:41:45 N 125:17:33 E

0Y7905273

Source: Member State.
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Annex 35: Additional replies from Member States on trade statistics in the Panel’s previous report

(S/2023/656, annex 52)

Letter from the Permanent Mission of Colombia and Colombia’s reply

tﬂ'Nuu A ' Misatn Permanerte de Colonresa
WDA § arite 1a ONU en Muewa York

No. 23-658-E

New York, 8 August 2023

Mrs.

Acting Cocrdinator of the Panel of Experts established pursuant to
Security Council Resolution 1874 (2009)

United Nations

s

| address you in reply to your letter S/AC 492023 PE/OC. 112 dated 15 June 2023,
requesting detailed informaton concerning trade data from Colombia, following
regulations established by Security Councd resclutions 1718 (200€). 1874 (2009). 2087
(2013), 2094 {2013). 2270 (2016). 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017)
and 2387 (2017),

Please find the detailed information attached to this letter, provided by Colombia's
Natonal Entties regulating trade and taxes

The Permanent Mission of Colombia will be attentive to provide any further
information should the Panel of Experts needs it
Sincerely,

sy acicid 23
LEONOR ZALABATA TORRES
Ambassador, Permanant Representative
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COLOMBIA -
% POTENCIADELA £X Ministerio de
VlDA (‘i '/ Relaciones Exteriores

DIRECCION DE ASUNTOS POLITICOS MULTILATERALES
Viceministerio de Asuntos Multilaterales

RESPUESTA REQUERIMIENTO DEL PANEL DE EXPERTOS
ESTABLECIDO EN VIRTUD DE LA RESOLUCION 1874 (2009) DEL
CONSEJO DE SEGURIDAD DE LAS NACIONES UNIDAS

204/615

Requerimiento realizado a Colombia mediante comunicacion

S/AC.49/2023/PE/OC.112 del 15 de junio de 2023

La siguiente informacion se remite, en virtud a lo respondido por la Direccion de Impuestos y
Aduanas Nacionales de Colombia (DIAN)

EXPORTACIONES DE LA REPUBLICA POPULAR DEMOCRATICA DE COREA (RPDC)
A COLOMBIA (IMPORTACIONES)

1. Confirmar si los siguientes datos son exactos. De ser inexactos presentar copias digitales de
documentos originales o una explicacion sobre la causa de la inexactitud.

Tabla 1. Maquinaria (Codigo SA 84)

Fecha Valor aproximado (USD)
Octubre de 2022 1.000
Noviembre de 2022 2.000
Enero de 2023 1.000

Frente a las operaciones mencionadas en la Tabla 1, se informa que revisado el sistema
informético aduanero se encontré lo siguiente:

a. Octubre de 2022: Declaracion de importacion No. 032022001424645-0 con valor en aduana
de USD 808,77; en la cual, si bien aparece la RPDC como pais de origen de la mercancia
(Disco separador transmision), se observa que tanto el pais exportador, como el pais de
compra y el pais de procedencia corresponde a los Estados Unidos. Este quiere decir que, el
exportador o proveedor en el exterior estd ubicado en Estados Unidos.

b. Noviembre de 2022: Declaraciones de importacion mimeros 412022000017644-8,
412022000017649-4, 412022000017650-2 y 412022000017659-8 con valor FOB de USD
95,90, USD 29,00, USD 47,54 y USD 6,46, respectivamente.

Se debe tener en cuenta que si bien en estas declaraciones de importacion, la RPDC aparece
como pais de origen de la mercanecia (culata de motor, filtro de aceite para vehiculo, filtro
de aire, filtro de gas, embrague), se observa que tanto el pais exportador, como el pais de
compra y el pais de procedencia corresponde a Panama. En todos los casos el exportador o
proveedor en el exterior estd ubicado en Panamd.

Asi mismo, se encontrd la declaracion No. 032022001650505-6 con valor FOB de USD
1.681,73; en la cual, si1 bien aparece la RPDC como pais de origen de la mercancia (Médulo
MCU marea Hyundai), se observa que tanto el pais exportador, como el pais de compra y
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el pais de procedencia corresponde a los Estados Unidos. El exportador o proveedor en el
exterior estd ubicado en Estados Unidos. El importador tiene calidad Operador Economico
Autorizado (OEA).

Las declaraciones de importacién antes mencionadas tienen un valor FOB total de USD
1.860,63.

Enero de 2023: Declaracion de importacion de 032023000086977-7 con valor en aduana de
USD 758,89; en la cual, si bien aparece la RPDC como pais de origen de la mercancia
(Memoria RAM/repuesto sistema de tomografia computarizada), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a los Estados
Unidos.

Tabla 2. Textiles (codigo SA 61)

Fecha Valor aproximado (USD)
Noviembre de 2022 4.000
Diciembre de 2022 1.000

Respecto a las operaciones mencionadas en la Tabla 2, se informa que revisado el sistema
informatico aduanero se encontré lo siguiente:

a.

Noviembre de 2022: Declaraciones de importacién nimeros 902022000180606-2 y
902022000200831-0 con valor FOB de USD 30,42 v USD 4.050,48; en las cuales, si bien
aparece LA RPDC como pais de origen de la mercancia (Medias marea polo Ralph Lauren),
se observa que tanto el pais exportador, como el pais de compra y el pais de procedencia
corresponde a Panama. En ambos casos el exportador o proveedor en el exterior estd
ubicado en Panamd.

Las declaraciones de importacion antes mencionadas tienen un valor FOB total de
USD 4.080,90

Diciembre de 2022: Declaraciones de importacién mimeros 902022000205266-1,
902022000211452-1 y 902022000211454-4 con valor FOB de USD 520,20, USD 658,20 y
USD 162, 84; en las cuales, si bien aparece la RPDC como pais de origen de la mercancia
(Medias marca polo Ralph Lauren), se observa que tanto el pais exportador, como el pais
de compra y el pais de procedencia corresponde a Panama. En fodos los casos el exportador
o proveedor en el exterior estd ubicado en Panamad.

Las declaraciones de importacién antes mencionadas tienen un valor FOB total de USD
1.341,24.

Aunque se encontraron operaciones que corresponden a los valores aproximados sefialados por el
International Trade Centre (ICT) Trade Map en las Tablas 1 y 2, es importante anotar que las
Resoluciones del Consejo de Seguridad de Naciones Unidas solo indican el capitulo del Sistema

Armonizado (SA) o hacen una mencidn general
aparece en las declaraciones de importacién no
en armamento nuclear o nusiles.

de la mereancia, por lo que de la deseripeién que
se podria mnferir que las mismas serdn utilizadas

Los capitulos 61 y 84 del SA comprenden una amplia gama de articulos, y en consecuencia, no
todos los bienes de dichos capitulos podrian estar incluidos dentro de las prohibiciones de las
Resoluciones del Consejo de Seguridad de Naciones Unidas.

205/615



S/2024/215

COLOMBIA
POTENCIA DE LA ;-?%fﬁ_»_ Ministerio de
* V| DA “I '/ Relaciones Exteriores

206/615

De otra parte, es de resaltar que, aunque las mercancias tenian como pais de origen a la RPDC, en
ningtin caso este fue el pais exportador, de compra o de procedencia.

Igualmente, existe la posibilidad de haberse cometido un error de digitacion en la casilla No. 66
del codigo pais de origen en las declaraciones de importacion, es decir, que en realidad el origen
es la Republica de Corea (190) y no la RPDC (187). La informacién encontrada se remitird para
las acciones de correspondencia en el control posterior.

Si los cargamentos de la RPDC a Colombia que contenian los articulos relevantes fueron
inspeccionados de conformidad con el parrafo 18 de la resolucion 2270 (2016), y de ser asi,
la razon por la cual no fueron incautados y dispuestos de conformidad con el parrafo 20 de
la resolucion 2397 (2017).

Es importante tener en cuenta que el ingreso de las mercancias al pais esta sometido a tres etapas
de control aduanero: i) previo; i) simultdneo y; iii) posterior.

El control previo se surte en el momento en que la mercancia (carga) llega a los aeropuertos,
puertos o cruces de frontera, etapa en la cual los transportadores internacionales informan a la

Direccion de Impuestos y Aduanas Nacionales (DIAN), a

través de los Sistemas Informaticos Electrénicos, los datos relacionados en los documentos de
transporte, entre ellos, el pais de embarque, pues no conoce el pais de origen o de negociacion de
la mercancia. Aunque sistema de la DIAN contiene la informacién entregada por los
transportadores, esta entidad no puede detectar si una mercancia tiene como origen la RPDC.

El control simultaneo tiene lugar cuando una vez surtida la etapa del control previo, los usuarios

presentan las declaraciones de importacion y solicitan el levante de las mercancias a través de los
sistemas informaticos de la DIAN.

Al respecto, v acatando el Convenio de Facilitacion al Comercio (AFC) de la Organizacion
Mundial de Comercio (OMC), la DIAN cuenta con un sistema de selectividad y perfilamiento de
riesgo, y en tal sentido las declaraciones pueden ser seleccionadas para inspeccidn fisica,
inspececidén documental u obtener levante automatico. En este ultimo caso no se hace inspeccion

alguna.

Igualmente, en virtud de las mismas normas de facilitacién, hay importadores que después de
haber cumplido una serie de requisitos son reconocidos por la DIAN y otras entidades de control
como Operadores Econdémicos Autorizados (OEA), cuyas operaciones de comercio exterior no
representan riesgo Estos importadores tienen beneficios, entre ellos, la obtencién del levante
automatico de las mercancias, sin que ello impida que puedan ser sometidas a aceiones de control.

Por ultimo, el control posterior corresponde a las facultades de fiscalizacién que ejerce la autoridad
aduanera sobre las mercancias que han obtenido el levante, en virtud del cual es posible incautarlas
o aplicar sanciones conforme a la normatividad aduanera vigente.

Como se indicé en el punto anterior, las Resoluciones del Consejo de Seguridad de Naciones
Unidas solo se refieren al capitulo del Sistema Armonizado o hacen una mencion general de la
mercancia, v de la deseripeion que aparece en las declaraciones de importacién, por lo que no se
podria inferir si dichas mercancias seran utilizadas en armamento nuclear o misiles, asi como
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tampoco en armamento quimico y bioldgico. Acorde con lo anterior, las mercancias no fueron
incautadas y/o eliminadas.

Adicionalmente, conforme a la legislacion interna se debe adelantar un proceso de definicidn de
situacion juridica de las mercancias que respete al debido proceso.

3. Cualquier otra informacion relevante y/o accion tomada por las autoridades colombianas
con respecto a las exportaciones de la RPDC a Colombia (importaciones).

Las operaciones de referencia tienen a Estados Unidos y Panamd como paises de exportacion,
de compra o de procedencia. En tal sentido se entiende que, aunque la mercancia haya sido
fabricada en la RPDC, la transaceidn no se adelanto con este pais.

Con respecto a las medidas adoptadas, uno de los principios en que se fundamenta el Decreto
1165 de 2019, por el cual se dictan disposiciones relativas al Régimen de Aduanas de Colombia
es, precisamente, el de seguridad y facilitacion en la cadena logistica de las operaciones de
comercio exterior. Esto quiere decir que el control se cumplird bajo un sistema de gestion de
riesgo que permita neutralizar el contrabando, el lavado de activos, fortalecer la seguridad en las
fronteras, asi como prevenir el riesgo ambiental y la proliferacién de armas de destruccion
masiva.

En esa linea, las Resoluciones del Consejo de Seguridad de Naciones Unidas son socializadas
con las Direcciones Seccionales de la DIAN para su observancia y cumplimiento, sin desconocer
los instrumentos internacionales que en materia de agilizacién de las operaciones de comercio
exterior nos corresponde aplicar, tal como es el AFC de la OMC.

Asi mismo, desde esa entidad se han expedido comunicaciones a las Direcciones Seccionales,
mediante las cuales se imparten lineamientos relativos al reconocimiento de carga y de otra parte,
se han realizado solicitudes de selectividad aduanera en los que se dan instrucciones para efectos
de aplicacién de controles.

Finalmente, es importante mencionar que en la actualidad la DIAN adelanta un proceso de
modernizaeién teenoldgica que incluye el fortalecimiento del sistema de gestién de riesgos, lo
que seguramente redundara en un control mas efectivo.

IMPORTACIONES DE LA RPDC DESDE COLOMBIA (EXPORTACIONES)
Tabla 3. Hierro y acero (SA 72)

Fecha Valor Aproximado (USD)
Diciembre de 2022 1.590.000

1. Confirmar si los datos son exactos. De ser inexactos presentar copias digitales de
documentos originales o una explicacion sobre la causa de la inexactitud.

Re‘nsadas las bases estadlstlcas ds cxpoﬂamones dcl mes de d1c1embre de 2022

Ex'reumLl_lgor‘ra::10ne~3-§[-Ex]gm"ramones aspx, se enconfrd una exportamon desde Colombia,
consistente en mercancia de la partida arancelaria 7202600000 (ferroniquel) por valor FOB de
USD 1.589.688,33 que en la casilla del pais de destino aparece la RPDC (187).
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Sin embargo, luego de verificar la razdén social y domicilio del destinatario se observa que la
mercancia va dirigida para la empresa “M/S POSCO con direccion 6261 DONGHAEAN - RO
NAM - GU POHANG- SI GYEONGSANGEUK- DO THE REPUBLIC OF KOREA™ ubicada
en la Repubhca de Cm‘ea seglm mfm'macmn d1sp0mble en

Conforme a ello, se trata de un error en el diligenciamiento de la declaracién de exportacién en
la casilla de pais de destino, por lo que el tema también serd remitido al drea competente del
control posterior.

Si los cargamentos de Colombia a la RPDC que contenian los articulos relevantes fueron
inspeccionados de conformidad con el parrafo 18 de la resolucion 2270 (2016), v de ser asi,
la razon por la cual no fueron incautados y dispuestos de conformidad con el parrafo 20 de
la resolucion 2397 (2017).

No se puede contestar esta pregunta, por cuanto la operacion de exportacion tiene como destino
real una empresa ubicada en la Republica de Corea.

Cualquier otra informacion relevante y/o accion realizada por las autoridades colombianas
con respecto a las importaciones de la RPDC desde Colombia (Exportaciones).

No se puede contestar esta pregunta, por cuanto la operacion de exportacion tiene como destino
real una empresa ubicada en la Republica de Corea.

CONTROL ADUANERO

1.

Rechazo o incautacion.

En relacion con cualquier caso de rechazo del despacho de aduana o incautacién de mercancias
que involueren a la RPDC como pais de destino/consignacién/origen, fabricacion o transito, se
adjunta un cuadro con la informacién suministrada por la DIAN correspondiente a “los registros
de las aprehensiones realizadas cuyo posible pais de procedencia es la RPDC, para los afios
2022 y 2023 con corte al 18 de junio de 2023, los reportes incluyen (en orden de aparicion), las
siguientes columnas: Pais de procedencia, Clasificacion Arancelaria, Descripcion de la
mercancia aprehendida, Unidad de medida, Cantidad de mercancia aprehendida, Niimero de
aprehensiones y valor de las aprehensiones realizadas”.

Informacion que pudiera considerarse pertinente para el trabajo segun lo dispuesto por el
Consejo de Seguridad a este respecto.

Con miras a una implementacién que permita cumplir estrictamente con las Resoluciones del
Consejo de Seguridad de Naciones Unidas, para Colombia, especialmente para la DIAN, seria
valioso conocer las mejores practicas internacionales que se aplican en los diferentes paises
encaminadas al cumplimiento de lo dispuesto en las resoluciones del Consejo de Seguridad de
las Naciones Unidas relativas a la RPDC y su articulacién con las normas de facilitacion de
comercio, dada la dificultad para detectar que una mercancia tiene como origen la RPDC. Por
ejemplo, cuando ha sido comprada en un pais diferente y adicionalmente es embarcada en otro
(procedencia) que no corresponde ni al de compra ni al de origen.
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Colombia (Translated from Spanish)

Ministry of Foreign Affairs of Colombia

Office of the Director of Multilateral Political Affairs

Office of the Deputy Minister of Multilateral Affairs

Reply to the request of the Panel of Experts established pursuant to Security Council resolution

1874 (2009)

12 July 2023

Request sent to Colombia through communication S/AC.49/2023/PE/OC.112 of 15 June 2023

The following information is based on the reply of the Directorate of National Taxes and Customs of Colombia.

Exports from the Democratic People’s Republic of Korea to Colombia (imports)

1. Confirmation as to whether the following data are accurate. If they are inaccurate, please submit digital

copies of original documents or an explanation of the cause of the inaccuracy:

Table 1. Machinery (HS code 84)

Date Approximate value (United States dollars)
October 2022 1,000
November 2022 2,000
January 2023 1,000

Regarding the transactions in table 1, the customs computer system was consulted and the following

information was found:

a. October 2022: import declaration No. 032022001424645-0, with a customs value of $808.77.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(transmission separator discs), the United States of America is the country of export, the country of
purchase and the country of provenance. This means that the exporter or overseas supplier is

located in the United States.

24-02094
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b.

November 2022: import declarations No. 412022000017644-8, No. 412022000017649-4, No.
412022000017650-2 and No. 412022000017659-8, with free-on-board values of $95.90, $29.00,
$47.54 and $6.46, respectively.

Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(cylinder heads, vehicle oil filters, air filters, gas filters and clutches), Panama is the country of export,
the country of purchase and the country of provenance. In all cases, the exporter or overseas

supplier is located in Panama.

Declaration No. 032022001650505-6 was also found, with a free-on-board value of $1,681.73.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(Hyundai machine control units), the United States is the country of export, the country of purchase
and the country of provenance. The exporter or overseas supplier is located in the United States.

The importer is an authorized economic operator.

Those import declarations have a total free-on-board value of $1,860.63.

January 2023: import declaration No. 032023000086977-7, with a customs value of $758.89.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(random access memory (RAM)/replacement computerized tomography system), the United States

is the country of export, the country of purchase and the country of provenance.

Table 2. Textiles (HS code 61)

Date Approximate value (United States dollars)
November 2022 4,000
December 2022 1,000

Regarding the transactions in table 2, the customs computer system was consulted and the following

information was found:

a.

210/615

November 2022: import declarations No. 902022000180606-2 and No. 902022000200831-0, with
free-on-board values of $30.42 and $4,050.48. Although the Democratic People’s Republic of Korea

appears as the country of origin of the goods (Ralph Lauren Polo brand socks), Panama is the country
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of export, the country of purchase and the country of provenance. In both cases, the exporter or

overseas supplier is located in Panama.

Those import declarations have a total free-on-board value of $4,080.90.

b. December 2022: import declarations No. 902022000205266-1, No. 902022000211452-1 and No.
902022000211454-4, with free-on-board values of $520.20, $658,20 and $162.84. Although the
Democratic People’s Republic of Korea appears as the country of origin of the goods (Ralph Lauren
Polo brand socks), Panama is the country of export, the country of purchase and the country of

provenance. In all cases, the exporter or overseas supplier is located in Panama.

Those import declarations have a total free-on-board value of $1,341.24.

Although transactions were found that correspond to the approximate values indicated in the
International Trade Centre Trade Map in tables 1 and 2, the Security Council resolutions contain only
the Harmonized System chapter or a general reference to the goods. As a result, from the description
that appears in the import declarations, it cannot be inferred that they will be used in nuclear weapons

or missiles.

Harmonized System chapters 61 and 84 comprise a wide range of items. Consequently, not all the goods

in those chapters could be subject to the prohibitions in the Security Council resolutions.

Furthermore, although the Democratic People’s Republic of Korea was the country of origin of the goods,

in no case was it the country of export, the country of purchase or the country of provenance.

It is also possible that a typographical error was made when the code for the country of origin was
entered in field 66 of the import declarations and that the country of origin is in fact the Republic of
Korea (190) rather than the Democratic People’s Republic of Korea (187). The information found will be

forwarded for appropriate action during the post-clearance inspection.

2. Whether the cargoes from the Democratic People’s Republic of Korea to Colombia containing the
relevant items were inspected pursuant to paragraph 18 of resolution 2270 (2016), and if so, the reason

why they were not seized and disposed of pursuant to paragraph 20 of resolution 2397 (2017)

The entry of goods into the country is subject to three stages of customs inspection: (i) pre-clearance; (ii)

in-clearance; and (iii) post-clearance.
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Pre-clearance inspections are conducted when goods (cargo) arrive at airports, ports or border crossings,
at which point international shippers inform the Directorate of National Taxes and Customs, through the
electronic information services, of the data related to the shipping documents, including the country of
shipment, since they do not know the country of origin or brokerage of the goods. Although the
Directorate’s system contains the information provided by the shippers, the Directorate cannot detect

whether goods originate from the Democratic People’s Republic of Korea.

In-clearance inspections are carried out when users submit import declarations and request the release

of goods through the Directorate’s computer systems after completion of pre-clearance inspections.

In that regard, in line with the World Trade Organization Agreement on Trade Facilitation, the Directorate
has a system of risk selectivity and profiling in which declarations can be selected for physical inspection,

documentary inspection or automatic release. In the case of automatic release, no inspection is made.

Under the same facilitation rules, there are importers that, having fulfilled a series of requirements, are
recognized by the Directorate and other monitoring bodies as authorized economic operators, whose
foreign trade transactions pose no risk. Those importers enjoy benefits, such as the automatic release of

goods, though they can still be subject to inspections.

Lastly, post-clearance inspections are carried out pursuant to the customs authority’s powers of oversight
over goods that have been released and can therefore be seized or subject to penalties in accordance

with the customs rules in force.

As stated above, the Security Council resolutions contain only the Harmonized System chapter or a
general reference to the goods, and it cannot be inferred from the descriptions set out in the import
declarations that the goods will be used in nuclear weapons or missiles, or in chemical or biological

weapons. In view of the foregoing, the goods were not seized or disposed of.

In addition, under Colombian law, a procedure consistent with due process needs to be initiated in order

to determine the legal status of the goods.

3. Any other relevant information and/or action taken by the Colombian authorities with respect to exports

from the Democratic People’s Republic of Korea to Colombia (imports)
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In the above-mentioned transactions, the United States and Panama are the countries of export,
purchase and provenance. Although the goods were manufactured in the Democratic People’s Republic

of Korea, therefore, the transactions were not carried out with that country

With regard to the action taken, one of the principles underlying Decree No. 1165 of 2019, regulating the
customs regime of Colombia, is precisely the security and facilitation of the logistical chain for foreign
trade operations. In other words, inspections shall be conducted pursuant to a risk-management system
that will prevent smuggling and asset laundering, strengthen border security, mitigate environmental risk

and prevent the proliferation of weapons of mass destruction.

In that regard, the Security Council resolutions are disseminated to the Directorate’s local offices to
ensure that they are observed and complied with, without prejudice to international instruments that
must be applied to facilitate foreign trade operations, such as the World Trade Organization Agreement

on Trade Facilitation.

The Directorate has also sent its local offices communications containing guidelines on cargo inspections

and has issued requests for selective customs checks.

Lastly, the Directorate is currently upgrading its technology. This includes strengthening the risk

management system, which will no doubt result in more effective inspections.

Imports to the Democratic People’s Republic of Korea from Colombia (exports)

Table 3. Iron and steel (HS 72)

Date Approximate value (United States dollars)

December 2022 1,590,000

1. Confirmation as to whether the data are accurate. If they are inaccurate, please submit digital copies of

original documents or an explanation of the cause of the inaccuracy.

During the review of the statistical databases for exports from December 2022

(https://www.dian.gov.co/dian/cifras/Paginas/Bases-Estadisticas-de-Comercio-Exterior-Importaciones-

y-Exportaciones.aspx), an export from Colombia was found, consisting of goods under tariff heading

7202600000 (ferronickel) with a free-on-board value of $1,589,688.33. The field for the country of

destination contains the Democratic People’s Republic of Korea (code 187).
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Upon verification of the registered name and address of the receiver, however, it was observed that the
goods were addressed to the company Posco at 6261 Donghaean-ro, Nam-gu, Pohang-si,

Gyeongsangbuk-do, Republic of Korea. That location is confirmed by the information available at

219

https://www.posco.co.kr/homepage/docs/engb/jsp/company/posco/s91a1000012c.js and

https://en.wikipedia.org/wiki/POSCO.

An error would therefore seem to have been made when the field of the export declaration containing
the country of destination was completed. The matter will also be forwarded for appropriate action

during the post-clearance inspection.

2.  Whether the cargoes from Colombia to the Democratic People’s Republic of Korea containing the
relevant items were inspected pursuant to paragraph 18 of resolution 2270 (2016), and if so, the reason

why they were not seized and disposed of pursuant to paragraph 20 of resolution 2397 (2017).

This question cannot be answered because the actual destination of the export operation was a company

located in the Republic of Korea.

3. Any other relevant information and/or action taken by the Colombian authorities with respect to imports

to the Democratic People’s Republic of Korea from Colombia (exports).

This question cannot be answered because the actual destination of the export operation was a company

located in the Republic of Korea.

Customs control

1. Rejection or seizure

Regarding any cases of rejection of customs clearance or seizure of goods involving the Democratic
People’s Republic of Korea as a country of destination/consignment/origin, manufacture or transit, a
table is attached with information provided by the Directorate on records of seizures of goods whose
country of origin could be the Democratic People’s Republic of Korea, from 1 January 2022 to 18 June

2023, including (in order of appearance) the following columns: country of provenance, tariff

219 Translator’s note: the hyperlink provided in the original does not work. For the Posco webpage containing information about the
location, see https://www.posco.co.kr/homepage/docs/eng7/jsp/common/posco/s91a1000010c.jsp.
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classification, description of goods seized, unit of measure, quantity of goods seized, number of seizures

and value of goods seized.

2. Information that could be considered relevant to the Panel’s work as mandated by the Security Council

in this regard

To ensure that implementation fully complies with the Security Council resolutions, it would be useful for
Colombia, in particular the Directorate, to be aware of the best international practices applied in different
countries to implement Security Council resolutions related to the Democratic People’s Republic of Korea
and the ways in which those resolutions relate to the rules on trade facilitation, given the difficulty of
detecting that goods originate in the Democratic People’s Republic of Korea, for example, when goods
have been purchased in a different country and are also shipped from another country (of provenance)

that is neither the country of purchase nor that of origin.
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Letter from the Permanent Mission of the Republic of Seychelles and Seychelles’ reply

THE PERMANENT MISSION OF THE REPUBLIC OF SEYCHELLES

TO THE UNITED NATIONS

685 THIRD AVENUE, SUITE 1107, 11~ FLOOR NEW YORK, NY 10017
TEL: 212.972.1785 FAX: 212.972.1786

EMAIL: seychellesmission@sycun.org

Note No: SMUN/173/2023

New York, 22 August 2023

Dear-

| have the honor to write to you in your capacity as Acting Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009) and make reference to your letter dated 15 June 2023,
Reference No.: S/AC.49/2023/PE/OC.119, regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009), 2087
(2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017), in
particular incidents of non-compliance.

In endeavoring to assist the Panel in its investigation, | further have the honor to inform you that, after an
extensive enquiry into the matter by the Seychelles Revenue Commission, it was found that the data published
was, in fact, inaccurate. During the period in question between October 2022 and March 2023, there were
three (3) imports originating from the Republic of Korea (ROK):

a. BOE C27979 dated 23/11/2022 - Airport Cargo (SCAC)

Exporter:

D-I Industrial CO. Ltd

13, Namgang-R0O 1367BEON-GIL, JINJU-SI, Gyeonganam-Do, Korea, 52781
Tel: +82 55 760 5520

Fax: +82 55 755 5529

The country code of the ROK is (+82). The product is made in ROK.

Port of loading: Incheon Airport, Republic of Korea

216/615 24-02094



S/2024/215

b. BOE C21539 dated 13/12/2022 - Seaport (SCPO)
Exporter:

SAMSUNG Electronic Co. Ltd

129, Samsung-RO, Yeongtong-Gu, Suwon 16677 Gyeonggi-Do, Republic of Korea
c. BOE 1674 dated 25/01/2023 - Seaport (SCPO)
Seller:

Dong Ah Fishing Industries Co., Ltd.

1100-9 Janglim-Dong, SAHA-GU,

Busan, Republic of Korea

Country of Origin: Republic of Korea (ROK) - South Korea
Country of Export: Busan, Korea

In all three cases, the Bills of Entry (BOE) presented for the clearance of those goods identified the country of
export and the country of origin in boxes 15 and 16 respectively, as being the Democratic People's Republic of
Korea. These were erroneous entries on the part of the declarants, as can be seen from the attached copies of
the original documents.

The Seychelles Revenue Commission (SRC) could not find an entry within its system dated October 2022 under
HS Code 72 that is highlighted in your letter.

In concluding, | wish to convey that the review conducted by the SRC found that there is a gap in Seychelles’
national legislative framework to domesticate UNSC sanction measures and that the country is embarking on a
wider consultative process to address this gap.

The Seychelles Permanent Mission to the United Nations, remains at your disposal for any further clarification
on this matter.

Please accept the assurances of my highest consideration.

H.E. Mr. Ian Madeleine
Ambassador

_ Permanent Renrecentative

Acting Coordinator of the Panel of Experts
established pursuant to Security Council resolution 1874 (2009)
United Nations

New York
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Annex 36: Comparison Table on DPRK Trade Statistics and replies provided by Member States

** Note: DPRK Trade Statistics and Member State’s reply cover the six-month period of April 2023-September
2023/ Highlighted are restricted commaodities.

As of 1 January 2024 / *Unit: Thousand US$

Member State Trade Volume w/ DPRK Restricted HS Code Trade w/ DPRK
(MS) Export to Import from Export to Import from
1 Customs
29 (HS Code 12) declarations system
. 1 (HS Code 61) does not contain any
ARG U 17 6 (HS Code 84) information related
8 (HS Code 85) to such import from
DPRK.
7, | Aruba
(territory of the 0 7,965 gs(flg{(SHCS goiesf 4
Netherlands) ode
| Austria 0 734 (Not Restricted)
4 390 (HS Code 72)
4 (HS Code 73)
Barbados 0 752 301 (HS Code 84)
55 (HS Code 85)
< | Belgium,
Kingdom of 34 9 7 (HS Code 84)
0 Belize 0 30 30 (HS Code 84)
7/ | Brazil,
Federative 0 5 4 (HS Code 58)
Republic of
8 Confirmed errors
due to miscoded
Canada 4 0 | 1 (HS Code 85) country variables
in the customs
data.
9 Goods are items
14265 (HS Code 72) | Ot P"’"“;fl‘;da';’{
16 (HS Code 72) 114 (HS Code 73) | \Nq resolutvions
50 (HS Code 73) 3585(HS Code 50) or for the use of
China, 48 (HS Code 82) 4 (HS Code 58) international
People's 992,366 142,764 | 1 (HS Code 83) oroanizations  in
Republic of 812 (HS Code 84) thfir e
295 (HS Code 85) offices in the
3 (HS Code 87) DPRK which did
not violate UNSC
resolutions.
10 Errors with
country code as
LA Bl 1) none of the cases
3 (HS Code 61) were DPRK
Colombia 0 180 1 (HS Code 73) Some items coul d
IO G ) not be subject to
8 (HS Code 85) UNSC
resolutions.
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20

21
22

23
24

25

26
27
28

29

30

31

Member State Trade Volume w/ DPRK ‘ Restricted HS Code Trade w/ DPRK
(MS) Export to Import from Export to Import from
Costa Rica 0 206 179 (HS Code 84)
Cyprus 3 0 (Not Restricted)
E?;;erl:l’ of 112 0 (Not Restricted)
Ecuador 2 0 (Not Restricted)
Gambia 0 11 (Not Restricted)
Greece 181 17 (Not Restricted)
1 (HS Code 84)
Ggeng U i 36 (HS Code 85)
Hungary 1 0 | 1(HS Code 84)
7 (HS Code 56)
191 (HS Code 72)
. 9 (HS Code 85) 21 (HS Code 73)
Ee %) 3141 (HS Code 87) 58 (HS Code 74)
8 (HS Code 84)
16 (HS Code 85)
Indonesia (3 Cade 67
Republic :) ¢ 138 90 | 138 (HS Code 84) 6 (HS Code 74)
P 6 (HS Code 84)
Italy 0 30 (Not Restricted)
glef]fﬁ?zcg’ 0 21 (Not Restricted)
Mongolia 128 247 (Not Restricted)
Netherlands, 159 35 1 (HS Code 73)
Kingdom of the 1 (HS Code 85)
i‘;ﬁ‘l‘l‘gfic o 198 4 (Not Restricted)
Romania 0 3 (Not Restricted)
Slovenia 0 2 (Not Restricted)
;‘;;ﬁ‘bh?ftfca’ 4 10 1 (HS Code 63)
Spain, 0 24 1 (HS Code 84)
Kingdom of 22 (HS Code 85)
g‘ggggi o 0 20 19 (HS Code 85)
Country of origin
was mistakenly
Ukraine 0 8 3 (HS Code 54) indicated as

DPRK instead of
ROK

Source: ITC Trade Map, accessed on 1 January 2024, annotated by the Panel.
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Annex 37: Imported Trucks and Agricultural equipment in DPRK

The Panel investigated the open source information?2° about possible violation of restrictions imposed
by Security Council resolutions relating to transfer to DPRK of all industrial machinery (HS codes 84
and 85) and transportation vehicles (HS codes 86 through 89, which appeared on a number of images
taken in DPRK in 2023.

In April 2023 DPRK authorities presented vehicles, to “districts administering major streets of
Pyongyang” (Figure 1). NK News identified them as Chinese-made vehicles: QY16K crane truck
Duolika D6 large white and green street sweeper;- MN-F2000 small single-seat street sweeper vehicles,
Dragon 5 brown flatbed industrial trucks with mounted cranes.

Figure 1

Source: Rodong Shinmun.

On another occasion, authorities had presented the Ryonpho Greenhouse Farm??! with vehicles and
equipment, which, according to the same NK News analysts, included: Chinese-made industrial truck,
flatbed trucks, container, walking tractors (figure. 2).

220 hitp://rodong.rep.kp/en/index.php? MTIAMj AyMyOwNCOxNS 1 IMDA3QDE1QDFAQDBANQ==
221 http://kcna.kp/en/article/q/f8¢f900be172eb0560855b50433301e3 . kemsf
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Figure. 2

Source: NK News.

HESHETHH

Source: NK News, comparing images from KCTV (April 6, 2023) (right) and a Jiulin manufactured tractor
(left)?

222 See https.://www.nknews.org/pro/north-koreas-display-of-new-chinese-trucks-points-to-production-issues-at-home/; and
2023http://kena.kp/en/article/q/f8cf900bel 72eb0560855b50433301e3.kemsf
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China’s reply to the Panel’s enquiry (OC. 231, see Annex 40 for a compilated reply)

To the Panel’s request concerning this case China replied: “By November 2017, the UN Security
Council had not yet listed vehicles as prohibited goods for export to the DPRK. Records were found on
exports of passenger cars and trucks to the DPRK during this period, and these were normal exports.
Since the adoption of the UN Security Council Resolution 2397, all vehicles exported from China to
the DPRK have been for the use of international organizations in their project offices in the DPRK, and
they do not involve any violations of UN Security Council resolutions”.

222/615 24-02094
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Annex 38: List of HS Codes the Panel applies to monitor the sectoral ban

Below is the list of HS codes assigned for each category of goods under sectoral ban by relevant UN
Security Council resolutions. This list supersedes S/2018/171, annex 4, as amended by
S/2018/171/Corr.1. This list does not include items banned by previous resolutions such as arms
embargo, dual-use items and luxury goods. See
https://www.un.org/securitycouncil/sanctions/1718/prohibited-items for the complete list of

prohibited goods.

a. Items prohibited from being exported to the DPRK

Item HS Codes Description Resolutions
Condensates 2709 | Oils; petroleum oils and oils obtained from bituminous | Para. 13 of
and natural minerals 2375 (2017)
gas liquids

2711 | Petroleum gases and other gaseous hydrocarbons
Industrial 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 7 of 2397
machinery appliances; parts thereof (2017)

85 | Electrical machinery and equipment and parts thereof; sound
recorders and reproducers; television image and sound
recorders and reproducers, parts and accessories of such

articles
Transportation 86 | Railway, tramway locomotives, rolling-stock and parts | Para. 7 of 2397
vehicles?23 thereof; railway or tramway track fixtures and fittings and | (2017)

parts thereof; mechanical (including electro-mechanical)
traffic signaling equipment of all kinds

87 | Vehicles; other than railway or tramway rolling stock, and
parts and accessories thereof

88 | Aircraft, spacecraft and parts thereof 22

89 | Ships, boats and floating structures

Iron, steel 72-83 Para. 7 of 2397
and other (2017)
metals 72 | Iron and steel

73 | Articles of iron or steel

74 | Copper and articles thereof

75 | Nickel and articles thereof

76 | Aluminum and articles thereof

223 Pursuant to paragraph 30 of resolution 2321 (2016) and paragraph 14 of resolution 2397 (2017), States shall prevent the direct or
indirect supply, sale or transfer to the DPRK, through their territories or by their nationals, or using their flag vessels or aircraft, and
whether or not originating in their territories, of new helicopters, new and used vessels, except as approved in advance by the Committee
on a case-by-case basis.

224 Shall not apply with respect to the provision of spare parts needed to maintain the safe operation of DPRK commercial civilian passenger
aircraft (currently consisting of the following aircraft models and types: An-24R/RV, An-148-100B, 1I-18D, 11-62M, Tu-134B-3, Tu-154B, Tu-
204-100B, and Tu-204-300).
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78 | Lead and articles thereof

79 | Zinc and articles thereof

80 | Tin and articles thereof

81 | Other base metals; cermets; articles thereof

82 | Tools, implements, cutlery, spoons and forks, of base metal;
parts thereof of base metal

83 | Miscellaneous articles of base metal

224/615

24-02094



S/2024/215

b. Items prohibited from being imported from the DPRK

Item HS Codes Description Resolutions
Coal 2701 | Coal; briquettes, ovoids and similar solid fuels | Para. 8 of
manufactured from coal 2371 (2017)
Iron Ore 2601 | Iron ores and concentrates, including roasted iron
pyrites
Iron 72 | Iron and steel (7201-7229)
Iron and 73 | Articles of Iron and steel (7301-7326)
Steel
products
Gold 261690 | Gold ores and concentrates Para. 30 of
- . 2270 (2016)
7108 | Gold (incl. put plated), unwrought, semi-manufactured
forms or powder
710811 | Gold powder, unwrought
710812 | Gold in other unwrought forms
710813 | Gold in other semi-manufactured forms
710820 | Monetary gold
Titanium 2614 | Titanium ores and concentrates
Vanadium 2615 | Vanadium ores and concentrates
Rare Earth 2612 | Uranium or thorium ores and concentrates [261210
Minerals and 261220]
2617 | Ores and concentrates, [Nesoi code 261790 - Other
Ores and Concentrates]
2805 | Alkali metals etc., rare-earth metals etc., mercury
2844 | Radioactive chemical elements and isotopes etc.
Copper 74 | Copper and articles thereof (7401-7419) Para. 28 of
2321 (2016)
2603 | Copper ores and concentrates
Zinc 79 | Zinc and articles thereof (7901-7907)
2608 | Zinc ores and concentrates
Nickel 75 | Nickel and articles thereof (7501-7508)
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2604 | Nickel ores and concentrates
Silver 2616100 | Silver ores and concentrates
7106, 7107 | Silver unwrought or semi manufactured forms, or in
powdered forms; base metals clad with silver, not
further worked than semi-manufactured
7114 | Articles of goldsmiths or silversmiths’ wares or parts
thereof, of silver, whether or not plated or clad with
other precious metal
Seafood 3 | Fish and crustaceans, mollusks and other aquatic | Para. 9 of
(including invertebrates (0301-0308) 2371 (2017)
fish,
crustaceans, 1603 | Extracts and juices of meat, fish or crustaceans,
mollusks, and mollusks or other aquatic invertebrates)
other aquatic
invertebrates 1604 | Prepared or preserved fish; caviar and caviar substitutes
in all forms) prepared from fish eggs
1605 | Crustaceans, mollusks and other aquatic invertebrates,
prepared or preserved
Lead 78 | Lead and articles thereof (7801-7806) Para. 10 of
2371 (2017)
Lead ore 2607 | Lead ores and concentrates
Textiles 50-63 Para. 16 of
(including — - - 2375 (2017)
but not 50 | Silk, including yarns and woven fabrics thereof
limited to 51 | Wool, fine or coarse animal hair, including yarns and
fabrics and woven fabrics thereof; horsehair yarn and woven fabric
partially or
fully 52 | Cotton, including yarns and woven fabrics thereof
comprlelted 53 | Vegetable textile fibres nesoi; yarns and woven fabrics
appare of vegetable textile fibres nesoi and paper
products)
54 | Manmade filaments, including yarns and woven fabrics
thereof
55 | Manmade staple fibres, including yarns and woven
fabrics thereof
56 | Wadding, felt and nonwovens; special yarns; twine,
cordage, ropes and cables and articles thereof
57 | Carpets and other textile floor covering
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58 | Fabrics; special woven fabrics, tufted textile fabrics,
lace, tapestries, trimmings, embroidery

59 | Textile fabrics; impregnated, coated, covered or
laminated; textile articles of a kind suitable for industrial
use;

60 | Knitted or crocheted fabrics

61 | Apparel and clothing accessories; knitted or crocheted:;

62 | Apparel and clothing accessories; not knitted or
crocheted;

63 | Textiles, made up articles; sets; worn clothing and worn
textile articles; rags

Agricultural 07 | Vegetables and certain roots and tubers; edible Para. 6 of
products i i i i resolution
08 | Fruit and nuts, edible; peel of citrus fruit or melons 2397 (2017)

12 | Oil seeds and oleaginous fruits; miscellaneous grains,
seeds and fruit, industrial or medicinal plants; straw and

fodder
Machinery 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 6 of
appliances; parts thereof resolution
. . . . 2397 (2017)
Electrical 85 | Electrical machinery and equipment and parts thereof;
equipment sound recorders and reproducers; television image and

sound recorders and reproducers, parts and accessories
of such articles

Earth and 25 | Salt; sulphur; earths, stone; plastering materials, lime
stone and cement

including

magnesite

and magnesia

Wood 44 | Wood and articles of wood; wood charcoal

Vessels 89 | Ships, boats and floating structures

c. For paragraphs 4 and 5 of resolution 2397 (2017), the Panel uses the following HS codes. The Panel
notes that annual caps are placed for the two items below.

e HS 2709: crude oil [cap: 4 million barrels or 525,000 tons ]
e HS 2710, HS 2712 and HS 2713: refined petroleum products [ cap: 500,000 barrels ]

Source: The Panel.
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Annex 39: Replies from Member States to the Panel’s enquiries

Letter from the Permanent Mission of Armenia and Armenia’s reply

228/615

PERMANENT MISSION OF THE REPUBLIC OF
ARMENIA TO THE UNITED NATIONS

119 East 36th Street, New York, New York 10016
Tel: 212-686-9079 Email: armenia@missionun.org

UN/3101/002/2024

The Permanent Mission of the Republic of Armenia to the United Nations presents its
compliments to the Panel of Experts established pursuant to Security Council Resolution 1874
(2009), and, with reference to the letter S/AC.49/2023/PE/OC.472 dated 8 December 2023, has
the honour to inform that, according to the response provided by the State Revenue Committee
of the Republic of Armenia, customs declarations in Armenia are submitted to the Customs
authorities of the Republic of Armenia in an electronic form. The customs declarations are
subsequently registered in the system ‘“National Single Window for Foreign Trade of the
Republic of Armenia”. The system does not contain any information related to the import from
DPRK of items under HS Code 12, HS Code 61, HS Code 84 and HS Code 85 for the period
between April 2023 and September 2023.

In case that additional data is provided regarding the transfer of above mentioned items to
the Republic of Armenia, the State Revenue Committee of Armenia will conduct further
investigation. The Permanent Mission of Armenia stands ready to provide any additional
clarification, as needed.

The Permanent Mission of the Republic of Armenia to the United Nations avails itself of
this opportunity to renew to the Panel of Experts established pursuant to Security Council
Resolution 1874 (2009) the assurances of its highest consideration.

New York, 5 January 2024

The Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)
New York
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Letter from the Permanent Mission of Canada and Canada’s reply

24-02094

Permanent Mission of Canada Mission permanents du Canada ]
to the United Mations auprés de I"Organisation des Mations Unies

January 17, 2024

Acting Coordinator of the Panel of Experts

established pursuant to Security Council Resolution 1874 (2009)
United Nations Headquarters

New York, NY 10017

-

Thank you for your letter of December B, 2023, reference S/AC.49/2023/PE/OCATE, with
regard to ongoing efforts of the Panel of Experts established pursuant to Security Council
Resolution 1874 (2009) to gather, examine and analyse information regarding the
implementation of the measures imposed on the Democratic People's Republic of Korea
(DPRK) by the referenced Security Council resolutions, in particular incidents of non-
compliance.

The Panel has written specifically “with regard to the DPRK's trade with Canada in items
that are covered by the relevant sectoral sanctions provisions in resolutions 2270 (2016).
2321 (2016), 2371 (2017). 2373 (2017) and 2397 (2017)", based on the Panel's analysis of
available trade data. Your letter also noted that the Panel seeks Canada’s assistance in

providing supplementary information concerning specific trade data reported by Canada
that lists the DPRK as the partner country.

The Government of Canada has determined that the instances in which the DPRK is
reported as the partner country are either confirmed errors or highly likely to be errors.
The errors are most likely cases of miscoded country variables in the customs data.

Please note that we will be making changes within our national systems to replace
miscoded references to the DPRK with the correct partner country in all these transactions.
Mowing forward, we will work to modify our processes to detect potential reporting errors,
to reduce occurrences of trade being incorrectly attributed to the DPRK in published data.

With respect to the Panel's request for information regarding any cases of rejection of
customs clearance or seizure of goods involving the DPRK as a country of destination /
consignment / origin / manufacture or transit, the Government of Canada affirms that
there have been no import seizures of goods from the DPRK as the country of purchase /
origin.
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Please be assured that the Government of Canada takes our obligations as a UN Member State with
the utmost seriousness. To that end, Canada continues to stand ready to support the important

work of the Panel. Please do not hesitate to contact us if you require any further clarifications.

230/615

Sincerely yours,

d’Affaires aii.

Ambassador and Deputy Permanent
Representative
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China’s reply (see also annex 40, OC.359)

From April to September 2023, China did not import iron alloys, iron and steel products, textiles, or
other goods from the DPRK prohibited by relevant UN resolutions. The goods imported from the DPRK
under HS code 50 were mulberry silk and waste silk. Mulberry silk and waste silk are raw materials
and do not fall under the category of textiles prohibited from export by the UN resolutions, as China
has repeatedly stated to the Panel. During this period, all metal products, industrial machinery,
electronic equipment, and vehicles exported from China to the DPRK were purely for the use of
international organizations in their project offices in the DPRK, and did not involve any violations of
UN sanctions resolutions. We urge the Panel to demonstrate its professionalism, accurately determine
the scope of the resolutions and not to include any information unrelated to the resolutions in its final
report.
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Letter from the Permanent Mission of Colombia and Colombia’s reply

Permanent Mission of Colombidia to the Uniited ™Naitions

Seu VLY S0 P 1L 2 BN
Mew York, January 5, 2034

Ms. Acong Coordinams,

| kave the hopoar o wHie o0 vou rognding vour nobe
SSACAY N PE/OCAT) dated Decomber B, 2023, in which you rogoest
infosmacion with regard 1o the Democraric People’s Republic of Korea's (INPRK) trade
with Colombia in items that are covered by the rebevant secioral sanctions according s
resclusions 2270 (2016, 2321 (2016, 2371 2017), 2375 (2017) and 2397 (2017).

Im that regard, please find anmched the official response by the Memnisiry of
Foragn Affairs of Coloenbia - Direction for Muhilateral Poliseal Affairs — o youar
request (1 PDF file); a copy of all the relevant import declaratons (16 PDF filles); and
the repiat on the setmore of goods from the DPRE (1 exod Ale).

Feawe aocepi, Mx. Aoting Coordinasor, the assamnce of my highest sand most

dsngaished consideracion.

R 3 TA
Ambasssdor, Perrmnanent H.II'IH'E!.EHNI:i".'E

Tao

i

Acting Coordinator of the Panel of Experis established pursuant to Securty Coancil
Resobation 1574 (2009)

H-I;'.Ir Yiork

148 HAET Epm STHEET - MEW YORE MY, W2 - TEL: (1) 38T776 - FAX) {Z13) 37h-1918
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COLOMBIA .
@ POTENCIADELA “% Ministerio de
Vl DA \ % // Relaciones Exteriores

DIRECCION DE ASUNTOS POLITICOS MULTILATERALES
Viceministerio de Asuntos Multilaterales

Respuesta requerimiento del Panel de Expertos establecido en
virtud de la Resolucién 1874 (2009) del Consejo de Seguridad

de las Naciones Unidas
Enero 2 de 2024

Requerimiento realizado a Colombia mediante comunicacién S/AC.49/2023/PE/OC.479

del 8 de diciembre de 2023.

La siguiente respuesta se remite, en virtud a la informacion suministrada por la
Direccion de Impuestos y Aduanas Nacionales (DIAN).

EXPORTACIONES DE LA REPUBLICA POPULAR DEMOCRATICA DE COREA (RPDC) A
COLOMBIA (IMPORTACIONES)

1. Confirmar si los datos enumerados son exactos. De ser inexactos, presentar copias
digitales de los documentos originales o una explicaciéon sobre la causa de la
inexactitud:

Tabla 1. Textiles (Coédigo SA 56)
Fecha Valor aproximado (USD)
Mayo 2023 14.000

Respecto a las operaciones mencionadas en la tabla 1, se informa gue revisado el
sistema informatico aduanero se encontré lo siguiente:

a. Mayo de 2023: Declaraciones de importacion numeros 482023000257885-1 y
482023000274837-8 con valor en aduana de USD 716127 y USD 7.158.79
respectivamente, se debe tener en cuenta que si bien en estas declaraciones de
importacion Corea del Norte aparece como pais de origen de la mercancia (rollo
revelador DR44K), se observa que tanto el pais exportador, como el pais de compra
y el pais de procedencia corresponde a Estados Unidos. En los dos casos, el
exportador o proveedor en el exterior estd ubicado en Estados Unidos.

Las declaraciones de importacién antes mencionadas tienen un valor en aduana
total de USD 14.320,06.

Tabla 2. Textiles (Codigo SA 61)
Fecha Valor aproximado (USD)

Mayo 2023 3.000

Respecto a las operaciones mencionadas en la tabla 2, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a. Mayo de 2023: Declaraciones de importacién numeros 902023000080813-2 y
902023000080874-1 con valor en aduana de USD 187229 y USD 678,43

Version: 001 DP-FO- 258
FV: 08/11/2021
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respectivamente, en las cuales, si bien aparece Corea del Norte como pais de origen
de la mercancia (Medias marca polo Ralph Lauren), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a
Panama. En ambos casos el exportador o proveedor en el exterior esta ubicado en
Panama.

Las declaraciones de importacién antes mencionadas tienen un valor en aduana
total de USD 2.550,72.

Tabla 3. Productos de Hierro y Acero (Cédigo SA 73)

Fecha Valor aproximado (USD)

Mayo 2023

1.000

Respecto a las operaciones mencionadas en la tabla 3, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a.

Mayo de 2023: Declaracién de importaciéon ndmero 792023000031757-7con valor en
aduana de USD 538,88, en la cual, si bien aparece Corea del Norte como pais de
origen de la mercancia (Cap screw - Tornillo marca Komatsu), se observa que tanto
el pais exportador, como el pais de compra y el pais de procedencia corresponde a
Estados Unidos. El exportador o proveedor en el exterior estd ubicado en Estados
Unidos. El importador tiene calidad Operador Econémico Autorizado — OEA.

Tabla 4. Maquinaria (Cédigo SA 84)

Fecha Valor aproximado (USD)
Abril de 2023 10.000
Mayo de 2023 16.000
Junio de 2023 110.000

Respecto a las operaciones mencionadas en la tabla 4, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a.

Version: 001

Abril de 2023: Declaracién de importaciéon niumero 902023000057992-9 con valor en
aduana de USD 4.559,27. Cabe anotar que si bien en la casilla del Pais exportador
aparece Corea del Norte, tras verificar la razén social y domicilio del exportador, se
identificé que la mercancia (Botonera de control para polipasto de 2 pulsadores,
marca Swiko) proviene de la empresa “Gtol Corporation” con direccién “W503, SK-
V1 Center, 11, Dangsan-Ro 41-Gil, Yeongdeungpo, Seoul, Korea, 150-806" ubicada en
Corea del Sur, segun informacién disponible en http://gtoic.com/home_02.asp.
Conforme a ello, presumiblemente se trata de un error en el diligenciamiento de la
declaracién de importacién en la casilla (No. 48) del cédigo Pais Exportador en la
declaracién de importacién, es decir que en realidad el pais exportador es Corea del
Sur (190) y no Corea del Norte (187), por lo cual la informacién encontrada sera
remitida para las acciones que correspondan en el control posterior.

DP-FO- 258
FV: 08/11/2021
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Adicional, se encontré la declaracién de importacion nimero 032023000569470-9
con valor en aduana de USD 4.991,43 en la cual, si bien aparece Corea del Norte como
pais de origen de la mercancia (TrialSlate Bluebird ST102 W4LAL, marca Bluebird - 6
Unds), se observa que tanto el pais de compra y el pais de procedencia corresponde
a Reino Unido. El exportador o proveedor en el exterior esta ubicado en Reino Unido.
El importador tiene calidad Operador Econémico Autorizado — OEA.

Las declaraciones de importacion mencionadas anteriormente tienen un valor en
aduana total de USD 9550,70.

b. Mayo de 2023: Declaraciones de importacion numeros 872023000056017-3 y

C.

482023000281797-0 con valor en aduana de USD 95236 y USD 14.937,98
respectivamente, en las cuales, si bien aparece Corea del Norte como pais de origen
de la mercancia (Disco duro SSD, Liner de motor), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a Estados
Unidos. En ambos casos el exportador o proveedor en el exterior esta ubicado en
Estados Unidos.

Las declaraciones de importacién antes mencionadas tienen un valor en aduana
total de USD 15.890,34.

Junio de 2023: Declaracién de importaciéon ndmero 482023000322528-3 con valor
en aduana de USD $70.182,93 en la cual, si bien aparece Corea del Norte como pais
de origen de la mercancia (mercancia nueva de uso exclusivo en la industria
petrolera), se observa que tanto el pais exportador, como el pais de compra y el pais
de procedencia corresponde a Estados Unidos. El exportador o proveedor en el
exterior estd ubicado en Estados Unidos. El importador tiene calidad Operador
Econdmico Autorizado-OEA.

Asi mismo se encontré la declaraciéon de importaciéon numero 482023000343695
con valor en aduana de USD 26.789,42 en la cual, si bien aparece Corea del Norte
como pais de origen de la mercancia (excavadora), se observa que tanto el pais
exportador, como el pais de compra es China. El exportador o proveedor en el
exterior esta ubicado en China.

Adicional, se encontraron las declaraciones de importacién nudmeros
032023000844845-6, 032023000836628-0 y 032023000836528-2 con valor en
aduana de USD 9.309,83, USD 2.262,03 y USD 1.560,97 respectivamente, se debe
tener en cuenta que si bien en estas declaraciones de importacién Corea del Norte
aparece como pais de origen de la mercancia (bomba de aceite, bomba de
combustible, tubo de plastico del motor — camién), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a Brasil.
El exportador o proveedor en el exterior esta ubicado en Brasil. El importador tiene
calidad Operador Econémico Autorizado-OEA.

Las declaraciones de importacién mencionadas anteriormente tienen un valor en
aduana total de USD 110.105,18.
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Tabla 5. Equipo eléctrico (Codigo SA 84)

Fecha Valor aproximado (USD)
Abril de 2023 8.000

Respecto a las operaciones mencionadas en la tabla 5, se informa que revisado el
sistema informatico aduanero se encontroé lo siguiente:

a. Abril de 2023: Declaracién de importacién ndmero 902023000057993-6 con valor en
aduana de USD 2.128,64. Se resalta que, si bien en la casilla del Pais Exportador
aparece Corea del Norte, tras verificar la razén social y domicilio del exportador, se
identifica que la mercancia (Control remoto a distancia, marca KG Auto) proviene
de la empresa "Gtol Corporation” con direccién “W503, SK-V1 Center, 11, Dangsan-Ro
41-Gil, Yeongdeungpo, Seoul, Korea, 150-806" ubicada en Corea del Sur, seguin
informacién disponible en http://gtoic.com/home_02.asp. Conforme a ello, al
parecer se trata de un error en el diligenciamiento de la declaracién de importacién
en la casilla (No. 48) del cédigo Pais Exportador en la declaraciéon de importacion, es
decir que en realidad el pais exportador es Corea del Sur (190) y no Corea del Norte
(187), por lo cual la informacién encontrada se remitird para las acciones que
correspondan en el control posterior.

Asi mismo, se encontré la declaraciéon de importacion nimero 032023000569444-7
con valor en aduana de USD 6.321,60 en las cual, si bien aparece Corea del Norte
como pais de origen de la mercancia (Ediary Samsung A217M US. Android 10, Dual
Sim), se observa que tanto el pais exportador, como el pais de compra y el pais de
procedencia corresponde a Reino Unido. En ambos casos el exportador o proveedor
en el exterior estd ubicado en Reino Unido. El importador tiene calidad Operador
Econémico Autorizado-OEA. Las declaraciones de importacion anteriormente
mencionadas tienen un valor en aduana total de USD 8.450,24.

Asi las cosas y aungue se encontraron operaciones que corresponden con los valores
aproximados sefialados por el International Trade Centre (ICT) Trade Map en las tablas
1,2, 3, 4y 5, es importante anotar que las Resoluciones del Consejo de Seguridad de
Naciones Unidas solo indican el capitulo del Sistema Armonizado o hacen una mencién
general de la mercancia, y de la descripcidon que aparece en las declaraciones de
importacion no se podria inferir que las mismas seran utilizadas en el desarrollo de
armamento nuclear o misiles.

Los capitulos 56, 61, 73, 84 y 85 del SA comprenden una amplia gama de
articulos/productos, en consecuencia, no todos los bienes de dichos capitulos podrian
estar incluidos dentro de las prohibiciones de las Resoluciones del Consejo de
Seguridad de Naciones Unidas.

De otra parte, es de resaltar que, aungque las mercancias tenian como pais de origen a
la RPDC, en ninguno de los casos correspondié al pais exportador, de compra o de
procedencia. Igualmente, existe la posibilidad de que se hayan cometido errores en la
digitacion de la casilla No. 48 de la Declaracién de Importaciéon en relacién con el
codigo de origen, es decir que algunas importaciones realizadas desde la Republica de
Corea hayan sido erréneamente registradas como provenientes de la RPDC.

Version: 001 DP-FO- 258
FV: 08/11/2021

236/615

24-02094



S/2024/215

¢ Ministerio de
/ Relaciones Exteriores

2. Silos cargamentos de la RPDC a Colombia que contenian los articulos pertinentes
fueron inspeccionados de conformidad con el parrafo 18 de la resolucién 2270 (2016),
y de ser asi, el motivo por el cual no fueron incautados y dispuestos de conformidad
con el parrafo 20 de la resolucién 2397 (2017).

Al respecto, es importante anotar que el ingreso al pais de estas, al igual que de todas
las mercancias, esta condicionado por tres etapas de control aduanero, a saber: previo,
simultaneo y posterior.

El control previo se surte en el momento en que la mercancia (carga) llega a los
aeropuertos, puertos o cruces de frontera, etapa en la cual los transportadores
internacionales informan a la DIAN (a través de los Sistemas Informaticos Electrénicos)
los datos relacionados en los documentos de transporte, entre ellos, el pais de
embarque, pues no conocen el pais de origen o de negociaciéon de la mercancia. Ahora
bien, el sistema de la DIAN contiene la informacién entregada por los transportadores,
pero la Entidad no puede detectar si una mercancia tiene como origen la RPDC.

El control simultaneo tiene lugar cuando surtida |la etapa del control previo, los usuarios
presentan las declaraciones de importacién y solicitan el levante de las mercancias a
través de los sistemas informaticos de la DIAN; sobre esto, es de tener en cuenta que
acatando el Convenio de Facilitacién al Comercio (AFC) de la Organizacién Mundial de
Comercio (OMC), la Entidad cuenta con un sistema de selectividad y perfilamiento de
riesgo, y en tal sentido las declaraciones pueden ser seleccionadas para inspeccién
fisica, inspeccién documental u obtener levante automatico, en este Ultimo caso no se
hace inspeccién alguna.

También, en virtud de las mismas normas de facilitacién, hay importadores que
después de haber cumplido una serie de requisitos son reconocidos por la DIAN y otras
Entidades de control como Operadores Econdmicos Autorizados (OEA), cuyas
operaciones de comercio exterior no representan riesgo, por lo que tienen beneficios,
entre ellos, la obtencién del levante automatico de las mercancias, sin que ello impida
que puedan ser sometidas a acciones de control. Ahora, el control posterior
corresponde a las facultades de fiscalizacion que ejerce |la autoridad aduanera sobre
mercancias que han obtenido levante, en virtud del cual es posible incautarlas o aplicar
sanciones conforme a la normatividad aduanera vigente.

Igualmente, como se ha indicado las Resoluciones del Consejo de Seguridad de
Naciones Unidas solo refieren el capitulo del Sistema Armonizado o hacen una
mencién general de la mercancia, y de |la descripcién que aparece en las declaraciones
de importacién no se podria inferir que las mercancias seran utilizadas en el desarrollo
de armamento nuclear o misiles, asi como tampoco en armamento quimico o
biolégico.

De acuerdo con lo anterior, las mercancias no fueron incautadas/eliminadas.
Adicionalmente, conforme a la legislaciéon interna se debe adelantar un proceso de
definicion de situacién juridica de las mercancias que respete el debido proceso,
cuestiéon que no fue requerido para el caso de las mercancias que son objeto de
consulta.
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3. Cualquier otra informacién relevante y/o accién tomada por las autoridades
colombianas con respecto a las exportaciones de la RPDC a Colombia
(importaciones).

Es preciso destacar que las operaciones de comercio exterior que fueron objeto de
revision tienen a Estados Unidos, Panama, Reino Unido, China y Brasil, como paises de
exportacién, de compra o de procedencia, y en tal sentido se entiende que, aunque la
mercancia haya sido fabricada en la RPDC la transaccién comercial no se adelanté con
este Ultimo pais. Sin embargo, Colombia aplica una serie de medidas para mantener su
sistema de regulaciéon alineado con los propdésitos de desarme y no proliferacién de
armas de destruccién masiva.

Con respecto a las medidas adoptadas, como se ha mencionado en otras ocasiones,
vale decir que uno de los principios en que se fundamenta el Decreto 1165 de 2019, por
el cual se dictan disposiciones relativas al Régimen de Aduanas es, precisamente, el de
seguridad y facilitaciéon en la cadena logistica de las operaciones de comercio exterior;
esto significa que el control se cumplird bajo un sistema de gestién de riesgo que
permita neutralizar el contrabando, el lavado de activos, fortalecer la seguridad en las
fronteras, asi como prevenir el riesgo ambiental y la proliferacién de armas.

En esa linea, las Resoluciones del Consejo de Seguridad de Naciones Unidas son
socializadas con las Direcciones Seccionales para su observancia, sin desconocer
instrumentos internacionales que en materia de agilizacién de las operaciones de
comercio exterior nos corresponde aplicar, tal como es el Acuerdo de Facilitaciéon de
Comercio de la Organizacién Mundial de Comercio.

Asi mismo, Colombia, a través de su autoridad de aduanas ha expedido lineamientos a
las Direcciones Seccionales de control aduanero relativos al reconocimiento de carga y
se han realizado solicitudes de selectividad aduanera en los que se dan instrucciones
para efectos de aplicacién de controles. Finalmente, es importante mencionar que en
la actualidad el pais adelanta un proceso de modernizacién tecnolégica de la DIAN que
incluye el fortalecimiento del sistema de gestién de riesgos, lo que seguramente
redundara en un control mas efectivo.

CONTROL ADUANERO.
1. Rechazo o incautaciéon

En relaciéon con cualquier caso de rechazo del despacho de aduana o incautacién de
mercancias que involucren a la RPDC como pais de destino/consignacién/origen,
fabricacion o transito, se adjunta cuadro con la informacién suministrada por la
Subdireccién de Fiscalizaciébn Aduanera correspondiente a “/os registros de Jas
aprehensiones realizadas cuyo posible pais de procedencia es Corea del Norte, para el
ario 2023 a corte del 17 de diciembre, los reportes incluyen (en orden de aparicion), las
siguientes columnas: Pais de procedencia, Clasificacion Arancelaria, Descripcion de /a
mercancia aprehendida, Unidad de medida, Cantidad de mercancia aprehendida y
valor de las aprehensiones realizadas'
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2. Informacidén que pudiera considerarse pertinente para el trabajo segtn lo dispuesto
por el Consejo de Seguridad a este respecto

Con miras a una implementaciéon que permita cumplir estrictamente con las
Resoluciones del Consejo de Seguridad de Naciones Unidas, seria muy valioso contar
con una compilaciéon detallada de las medidas restrictivas al comercio exterior con la
RPDC, asi como una descripciéon completa de las mercancias involucradas, toda vez
que el solo capitulo del Arancel - Sistema Armonizado (SA) — o un nombre genérico, no
es suficiente para identificarlas, lo que impide saber con exactitud cuales son los
productos sobre los que recae la prohibicién y por consiguiente se dificulta el control.

Asi mismo, es importante conocer las mejores practicas internacionales que se aplican
en los diferentes paises encaminadas al cumplimiento de lo dispuesto en las citadas
resoluciones y su articulacion con las normas de facilitacion de comercio, dado que es
muy complicado detectar que una mercancia tiene como origen la RPDC, por ejemplo,
cuando ha sido comprada en un pais diferente y adicionalmente es embarcada en otro
(procedencia) que no corresponde ni al de compra ni al de origen.

Versién: 001 DP-FO- 258
FV: 08/11/2021

24-02094

239/615



S/2024/215

(Translated from Spanish)

Ministry of Foreign Affairs of Colombia
Office of the Director of Multilateral Political Affairs
Office of the Deputy Minister of Multilateral Affairs

Reply to the request of the Panel of Experts established pursuant to United Nations Security
Council resolution 1874 (2009)

2 January 2024
Request sent to Colombia through communication S/AC.49/2023/PE/OC.479 of 8 December 2023.

The following reply is based on the information provided by the Directorate of National Taxes and

Customs.
Exports from the Democratic People’s Republic of Korea to Colombia (imports)

1. Confirmation as to whether the listed data are accurate. If they are inaccurate, please submit the digital

copies of original documents that can explain the cause of inaccuracy:

Table 1. Textiles (HS code 56)

Date Approximate value (United States dollars)

May 2023 14,000

Regarding the transactions in table 1, the customs computer system was consulted and the following
information was found:

a. May 2023: import declarations No. 482023000257885-1 and No. 482023000274837-8, with customs
values of $7,161.27 and $7,158.79, respectively. Although in these import declarations the Democratic
People’s Republic of Korea appears as the country of origin of the goods (DR44K developer roll), the
United States of America is the country of export, the country of purchase and the country of
provenance. In both cases, the exporter or overseas supplier abroad is located in the United States.

Those import declarations have a total customs value of $14,320.06.
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Table 2. Textiles (HS code 61)

Date

Approximate value (United States dollars)

May 2023

3,000

Regarding the transactions in table 2, the customs computer system was consulted and the following

information was found:

a. May 2023: import declarations No. 902023000080813-2 and No. 902023000080814-1, with customs

values of $1,872.29 and $678.43, respectively. Although the Democratic People’s Republic of Korea

appears as the country of origin of the goods (Ralph Lauren Polo brand socks), Panama is the country

of export, the country of purchase and the country of provenance. In both cases the exporter or

overseas supplier is located in Panama.

Those import declarations have a total customs value of $2,550.72.

Table 3. Iron and steel products (HS code 73)

Date

Approximate value (United States dollars)

May 2023

1,000

Regarding the transactions in table 3, the customs computer system was consulted and the following

information was found:

a. May 2023: import declaration No. 192023000031757-7, with a customs value of $538.88. Although the

Democratic People’s Republic of Korea appears as the country of origin of the goods (cap screw,

Komatsu brand), the United States is the country of export, the country of purchase and the country of

provenance. The exporter or overseas supplier is located in the United States. The importer is an

authorized economic operator.

Table 4. Machinery (HS code 84)

Date Approximate value (United States dollars)
April 2023 10,000
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May 2023 16,000

June 2023 110,000

Regarding the transactions in table 4, the customs computer system was consulted and the following

information was found:

242/615

April 2023: import declaration No. 902023000051992-9, with a customs value of $4,559.27. Although
the Democratic People’s Republic of Korea appears in the country of export box, after checking the
exporter’s company name and address it was determined that the goods (two-button hoist control,
Swiko brand) came from the company Gtol Corporation, whose address is W503, SK-V1 Centre, 11,
Dangsan-Ro 41-Gil, Yeongdeungpo, Seoul, Korea, 150-806, located in the Republic of Korea, according
to information available at http://gtoic.com/home_02.asp. Therefore, an error was presumably made
in the code of country of export (box 48) in the import declaration when it was completed; in fact, the
country of export is the Republic of Korea (190) and not the Democratic People’s Republic of Korea
(187). The information found will be forwarded for appropriate action during the post-clearance

inspection.

In addition, import declaration No. 032023000569470-9 was found, with a customs value of $4,991.43.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(TrialSlate Bluebird ST102-WA4LAL, Bluebird brand, six units), the United Kingdom is both the country of
purchase and the country of provenance. The exporter or overseas supplier is located in the United

Kingdom. The importer is an authorized economic operator.

Those import declarations have a total customs value of $9,550.70.

May 2023: import declarations No. 872023000056017-3 and No. 482023000281797-0, with customs
values of $952.36 and $14,937.98, respectively. Although the Democratic People’s Republic of Korea
appears as the country of origin of the goods (SSD hard disk, motor liner), the United States is the
country of export, the country of purchase and the country of provenance. In both cases, the exporter

or overseas supplier is located in the United States.

Those import declarations have a total customs value of $15,890.34.
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June 2023: import declaration No. 482023000322528-3, with a customs value of $70,182.93. Although
the Democratic People’s Republic of Korea appears as the country of origin of the goods (new goods
for exclusive use in the oil industry), the United States is the country of export, the country of purchase
and the country of provenance. The exporter or overseas supplier is located in the United States. The

importer is an authorized economic operator.

In addition, import declaration No. 482023000343695 was found, with a customs value of $26,789.42.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(excavator), China is both the country of export and the country of purchase. The exporter or overseas

supplier is located in China.

In addition, import declarations No. 032023000844845-6, No. 032023000836628-0 and No.
032023000836528-2 were found, with customs values of $9,309.83, $2,262.03 and $1,560.97,
respectively. Although in these import declarations the Democratic People’s Republic of Korea appears
as the country of origin of the goods (oil pump, fuel pump and plastic pipe for a truck engine), Brazil is
the country of export, the country of purchase and country of provenance. The exporter or overseas

supplier is located in Brazil. The importer is an authorized economic operator.

Those import declarations have a total customs value of $110,105.18.

Table 5. Electrical equipment (HS code 84)

Date

Approximate value (United States dollars)

April 2023 8,000

Regarding the transactions in table 5, the customs computer system was consulted and the following

information was found:

24-02094

April 2023: import declaration No. 902023000051993-6, with a customs value of $2,128.64. Although
the Democratic People’s Republic of Korea appears in the country of export box, after checking the
exporter’s company name and address it was determined that the goods (wireless remote control, KG
Auto brand) came from the company Gtol Corporation, whose address is W503, SK-V1 Centre, 11,
Dangsan-Ro 41-Gil, Yeongdeungpo, Seoul, Korea, 150-806, located in the Republic of Korea, according

to information available at http://gtoic.com/home_02.asp. Therefore, it seems that an error was made
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in the code of country of export (box 48) in the import declaration when it was completed; in fact, the
country of export is the Republic of Korea (190) and not the Democratic People’s Republic of Korea
(187). The information found will be forwarded for appropriate action during the post-clearance

inspection.

In addition, import declaration No. 032023000569444-7 was found, with a customs value of $6,321.60.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods (E-
diary Samsung A217M US Android 10, Dual SIM), the United Kingdom is the country of export, the
country of purchase and the country of provenance. In both cases, the exporter or overseas supplier is
located in the United Kingdom. The importer is an authorized economic operator. Those import

declarations have a total customs value of $8,450.24.

Although transactions were found that correspond to the approximate values indicated by the
International Trade Centre Trade Map in tables 1, 2, 3, 4 and 5, it should be noted that the United Nations
Security Council resolutions give only the Harmonized System chapter or a general reference to the goods, and
from the description that appears in the import declarations it could not be inferred that they will be used in

the development of nuclear weapons or missiles.

Harmonized System chapters 56, 61, 73, 84 and 85 comprise a wide range of items/products.
Consequently, not all the goods in those chapters could be subject to the prohibitions in the United Nations

Security Council resolutions.

Furthermore, it should be noted that, although the country of origin of the goods was the Democratic
People’s Republic of Korea, in none of the cases was it the country of export, the country of purchase or the
country of provenance. Furthermore, errors might have been made when the origin code was entered in box
48 of the import declaration, meaning that some imports from the Republic of Korea could have been

erroneously recorded as coming from the Democratic People’s Republic of Korea.

2. Whether the cargoes from the Democratic People’s Republic of Korea to Colombia containing the
relevant items were inspected pursuant to paragraph 18 of resolution 2270 (2016), and if so, the reason

why they were not seized and disposed of pursuant to paragraph 20 of resolution 2397 (2017).

It should be noted that the entry into the country of these goods, and indeed all goods, is subject to

three stages of customs inspections: pre-clearance, in-clearance and post-clearance.
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Pre-clearance inspections are conducted when goods (cargo) arrive at airports, ports or border
crossings, at which point international shippers inform the Directorate of National Taxes and Customs (through
the electronic information services) of the data related to the shipping documents, including the country of
shipment, since they do not know the country of origin or brokerage of the goods. Because the Directorate’s
system contains the information provided by the shippers, the Directorate cannot detect whether goods

originate from the Democratic People’s Republic of Korea.

In-clearance inspections take place when users submit import declarations and request the release of
goods through the Directorate’s computer systems after completion of pre-clearance inspections. In this regard,
it should be noted that in line with the World Trade Organization Agreement on Trade Facilitation, the
Directorate has a system of risk selectivity and profiling in which declarations can be selected for physical

inspection, documentary inspection or automatic release, for which no inspection is made.

Likewise, under the same facilitation rules, there are importers who, after having fulfilled a series of
requirements, have been recognized by the Directorate and other monitoring bodies as authorized economic
operators, whose foreign trade transactions do not pose any risk and who therefore have benefits, such as
obtaining the automatic release of goods, though they can still be subject to inspections. In addition, post-
clearance inspections refer to the powers of inspection exercised by the customs authority over goods that
have been released and that, therefore, can be seized or subject to penalties in accordance with the customs

rules in force.

Also, as mentioned above, the Security Council resolutions give only the Harmonized System chapter
or a general reference to the goods, and it cannot be inferred from the descriptions set out in the import
declarations that the goods will be used in the development of nuclear weapons or missiles or chemical or

biological weapons.

In view of the foregoing, the goods were not seized or disposed of. Moreover, under Colombian law, a
procedure consistent with due process needs to be initiated in order to determine the legal status of the goods,

which was not required in the case of the goods in question.

3. Any other relevant information and/or action taken by the Colombian authorities with respect to

exports from the Democratic People’s Republic of Korea to Colombia.

It should be noted that the foreign trade operations that were subject to review have the United States,

Panama, the United Kingdom, China and Brazil as countries of export, purchase or provenance, and in that

24-02094 245/615



S/2024/215

regard it is understood that, although the goods were manufactured in the Democratic People’s Republic of
Korea, the commercial transaction was not carried out with that country. However, Colombia applies a series
of measures to keep its regulations in line with the goals of disarmament and non-proliferation of weapons of

mass destruction.

In connection with the action taken, as has been mentioned previously, it should be noted that one of
the principles underlying Decree No. 1165 of 2019, regulating the customs regime of Colombia, is precisely to
ensure the security and facilitation of the logistical chain for foreign trade operations; in other words,
inspections shall be conducted pursuant to a risk-management system that will prevent smuggling and asset
laundering, strengthen border security, mitigate environmental risk and prevent the proliferation of weapons

of mass destruction.

In that regard, the United Nations Security Council resolutions are disseminated to the local offices to
ensure compliance, without prejudice to international instruments on the facilitation of foreign trade
operations that Colombia is obliged to apply, such as the World Trade Organization Trade Facilitation

Agreement.

Likewise, through its customs authority, Colombia has issued guidelines to local customs offices
regarding cargo inspections, and requests for selective customs checks have been issued. Lastly, it is important
to mention that the Directorate is currently upgrading its technology. This includes strengthening the risk

management system, which will no doubt result in more effective inspections.

Customs inspections

1. Rejection or seizure

Regarding any cases of rejection of customs clearance or seizure of goods involving the Democratic
People’s Republic of Korea as a country of destination/consignment/origin, manufacture or transit, a table is
attached with information provided by the Subdirectorate of Customs Enforcement on records of seizures
made whose country of origin could be the Democratic People’s Republic of Korea, for the year 2023 as at 17
December, including (in order of appearance) the following columns: country of provenance, tariff classification,

description of goods seized, unit of measure, quantity of goods seized and value of goods seized.

2. Information that could be considered relevant to the Panel’s work as mandated by the Security Council in

this regard
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To ensure that implementation fully complies with the Security Council resolutions, it would be very
useful to have a detailed list of the measures that restrict foreign trade with the Democratic People’s Republic
of Korea and a full description of the goods concerned, because the Harmonized System chapter or a generic
name alone do not provide adequate identification, making it difficult to know precisely which goods are

prohibited and therefore difficult to control them.

Furthermore, it is important to be aware of international best practices that different countries apply
to comply with the aforementioned resolutions and how they relate to trade facilitation rules, because
identifying the Democratic People’s Republic of Korea as the country of origin of the goods is very complicated,
for example when goods have been purchased in a different country and are also shipped from another country

(of provenance) that is neither the country of purchase nor that of origin.

24-02094 247/615



S/2024/215

Letter from the Permanent Mission of Ukraine and Ukraine’s reply

l Permanent Misslon of Ukraine
|! l !I t ed Nations

Mission Permanente d'Ukraine

aupres des Nations Unies
IocTifiHe npeacTaBHULTBO
Ylfpamn npw Opllal'[li_%aull (212) 759 70 O3; (212) 355 94 55 (fax)
ObenHarux Hauin uno_us@mfa gov.ua

Ne 4132/ A8~ 194/ 0/;5'- APOF

The Permanent Mission of Ukraine to the United
Nations presents its compliments to the Panel of Experts
established pursuant to United Nations Security Council
resolution 1874 (2009) and with reference to the Panel’s
letter of 12 December 2023, Ref. S/AC.49/2023/PE/
0C.489, has the honour to submit a response attached
herewith.

The Permanent Mission of Ukraine to the United
Nations avails itself of this opportunity to renew to the
Panel of Experts established pursuant to United Nations
Security Council resolution 1874 (2009) the assurances of
its highest consideration.

._\’\ UTep

Panel of Experts established pursuant
to United Nations Security Council
resolution 1874 (2009)

New York

ukraineun.org
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Information
in response to the letter of the Panel of Experts established
pursuant to UN Security Council resolution 1874 (2009),
dated 12 December 2023, Ref. S/AC.49/2023/PE/OC.489

According to the State Customs Service of Ukraine, on September 5,
2023, a customs declaration was submitted to the regional division of the
State Customs Service of Ukraine for customs clearance of goods, including
%oods worth $3106.19, which, according to the Ukrainian classification of
oreign economic goods, fall under the category of synthetic fabrics.

At the same time, in the declaration, the country of origin was
mistakenly indicated as the DPRK instead of the Republic of Korea.

Based on the corresponding letter from the sender of the goods,
corrections were made to the customs declaration, namely, the code of the
country of origin of the goods was changed to the one corresponding to the
correct country.

24-02094
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Annex 40: Letter from the Permanent Mission of China and China’s replies

PERMANENT MISSION OF THE PEOPLE’S REPUBLIC OF CHINA TO THE UNITED NATIONS

Address:350 East 35th Street, New York, NY10016 Tel: (212)655-6100 Web: www.china-un.org

250/615

FIRARFMERERSENRKRE

New York , 22 January 2024

Respected Acting Coordinator and Experts,

I am writing in response to your previous letters regarding
the requests to investigate alleged violations of Security Council
Resolutions on the DPRK.

China attaches great importance to and has always been fully
and strictly implementing the Resolutions, and consistently and
constructively supporting the work the Panel. In this regard,
relevant  Chinese authorities have conducted thorough
investigations on the issues raised by the Panel, and responses on
the investigations are enclosed herewith. There investigations are
by no means easy to conduct, and a lot of efforts have been made
by various competent Chinese authorities to verify the information
provided by the Panel. China hopes these feedback could be
reflected in the Panel’s annual report in the faithful and

comprehensive manner.

Panel of Experts
Established Pursuant to Resolution 1874
New York
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I would like to take this opportunity to emphasize that China
has made great efforts in implementing the Resolutions on the
DPRK and sustained great losses. I count on the Panel to base its
work on facts and request the Panel to carry out its assessments
and analysis in line with its mandate as specified in the related
Resolutions, and refrain from including unverified information in
its report.

I look forward to continuing working with you to contribute
to the implementation of the Security Council Resolutions and the

Political solution to the Peninsula issue.

i

Zhang Jun

Warm regards,

Ambassador Extraordinary and Plenipotentiary
Permanent Representative
of the People’s Republic of China to the United Nations
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China's feedback to the 1874 Panel of Experts

1. Alleged cases related to trade between the DPRK and
China

(1) 0C.231

By November 2017, the UN Security Council had not yet
listed vehicles as prohibited goods for export to the DPRE.
Records were found on exports of passenger cars and trucks to the
DPRK during this period, and these were normal exports. Since
the adoption of the UN Security Council Resolution 2397, all
vehicles exported from China to the DPRK have been for the use
of international organizations 1n their project offices in the DPREK,
and they do not mnvolve any wviolations of UN Security Council
resolutions.

(2) 0C.359

From April to September 2023, Chmna did not import iron
alloys, ron and steel products, textiles, or other goods from the
DPRK prohibited by relevant UN resolutions. The goods imported
from the DPRK under HS code 50 were mulberry silk and waste
silk. Mulberry silk and waste silk are raw materials and do not fall
under the category of textiles prohibited from export by the UN
resolutions, as China has repeatedly stated to the Panel During
this period, all metal products, industrial machinery, electromc
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equipment, and vehicles exported from China to the DPRK were
purely for the use of international orgamizations in their project
offices in the DPRK, and did not involve any violations of UN
sanctions resolutions. We urge the Panel fo demonstrate ifs
professionalism, accurately determine the scope of the resolutions
and not to mnclude any information unrelated to the resolutions n
its final report.
2. Alleged cases related to DPRK financial activities
(1) 0C.169
According to the information provided by the Panel, China
conducted thorough mvestigations and found no evidence that the
Yantar Jinnun Industry and Trade Company mentioned in the
letter, as well as L1 Zhenyu and Zhang Jiashan were engaged in
any activittes i China that wiolated UN Secunity Council
resolutions related to the DPREK.
(2) 0cC.167
China conducted thorough mvestigations based on the
imnformation provided by the Panel and found no evidence that the
relevant banking accounts wviolated UN Secunity Council
resolutions related to the DPREK. The authenticity and accuracy of
the information provided by the Panel could not be confirmed.
(3) OC.168
Currently, there are no branches or representative offices of
the DPRK banks in China In accordance with the requirements of
UN Secunity Council resolutions, China has revoked all
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representative offices of the DPRK banks m Cluna. The list
provided by the Panel lacks key identity information. Upon
name-based imnquiry, a large number of 1dentical names were found,
making the mvestigation very difficult, and it 1s hard to guarantee
the accuracy of the mvestigation. Despite such difficulties,
relevant Clunese authorities have conducted serious investigations
on the information provided in the letter, and found no evidence of
violations of UN Secunity Council resolutions related to the
DPRE.
(4) 0C.173
Based on thorough investigations conducted on the
mformation provided by the Panel and found no evidence that the
relevant banking accounts wiolated UN Security Council
resolutions related to the DPRE.
(5) 0C.181
Based on the mformation provided by the Panel Chma has
conducted thorough mvestigations and found no evidence that
New Elements Holdings Co Ltd, as mentioned m the letter, was
mvolved m activities that violated the UN Security Council
resolutions. Due to mcomplete information, the situation of Li
Xianzhu could not be verified.
3. Alleged cases related to DPRK labor
(1) OC.385
China has always been seriously implementing the relevant

provisions of the UN Security Council resolutions regarding
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DPRK overseas workers. The working permmts for DPRK workers
m China have all been expired before the deadline stipulated in the
relevant Security Council resolution.
(2) 0C.386
China has been earnestly implementing the relevant
provisions of the UN Security Council resolutions regarding
DPRK overseas workers. The working permuts for DPREK workers
m China have all expired before the deadline stipulated in the
relevant Security Council resolution.
4. Alleged cases of DPRK personnel conducting activities
in violations of UN Security Council resolutions
(1) 0C.192
Based on our investigations, Liaoming Zhongwo
Petrochenucal Co., Ltd was deregistered 1n January 2022. China
has thoroughly questioned the former head of the company and
found no evidence of the company's mvolvement in activities that
violated the UN Security Council resolufions. Chuna does not have
mformation on the situation of Chong Hyok and Chong Sang-Hun.
(2) 0C.341
Based on the mformation provided by the Panel and
accordmg to our thorough mvestigations, no mformation of O
Yong Ho’s imvolvement i actrvifies in wviolation of relevant
Security Council resolutions in China has been found.
(3) 0C.356
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Due to the limited information provided by the Panel. it is
very difficult for China to conduct investigations. Nevertheless,
We are now coordinating with relevant authorities to conduct
sertous mvestigations, and no evidence of violations of relevant
Council resolutions has been found. It 1s hoped that the Panel will
respect our efforts and refrain from including unverified
information in the final report of 2023.

(4) 0C.358

Based on our preliminary investigations. DBeijing
Tianchicheng Enterprise Management Co., Ltd was revoked by the
Chinese market supervision department as early as in January
2018. There is no record of Choe Song Ryong or Cui Cheng Long
serving as shareholders or semior execufives in the registered
companies in Beijing.

(5) 0C.357

Based on investigations, no information about Nam Chol
Ung's involvement in activities in violation of relevant Security
Council resolutions in China has been found. Regarding the
individuals and companies mentioned in the letter. more time is
needed for further investigations. We request the Panel to respect

our efforts and refrain from including unverified information in

the report.
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Annex 41: Media reports of luxury cars in Pyongyang
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Source: https://posts.careerengine.us/p/658d2cc9311dd31682755e0f?from=latest-posts-panel &type=title

Unofficial partial translation

The Ninth Plenary Session of the 8th Central Committee of North Korea: Senior officials drove luxury
cars to the venue

Published December 28, 2023

Author / Lin Haidong

At the National Mothers' Conference in early December, images released by the North Korean media
showed that Kim Jong-un had changed to a new car, the Maybach S650. At the same time, some people
found from the images that the Lexus that Kim Jong-un guarded the convoy also seemed to have been
replaced. New. On December 20th, when Kim Jong-un brought his daughter to meet with the Second
Red Flag Company of the General Missile Administration, North Korean media images showed that he
and his "beloved daughter" were riding in another new Maybach S_-class sedan.

The reason why Kim Jong-un and his guards have replaced their new cars has become a point of concern
to the outside world is because it violates the Security Council resolution on North Korea—Resolution
2094 prohibits North Korea from importing luxury goods such as luxury cars, and Resolution 2397
prohibits North Korea from importing means of transportation. Of course, it is not the first time that
Kim Jong-un has violated Security Council resolutions by changing to a new car, because North Korea
does not recognize these resolutions and considers them “illegal.” So, you change yours, I change mine.
In 2019, major mainstream American media conducted a tracking survey on the source of the luxury
car Kim Jong-un was riding in at the time, and the conclusion was that “it was secretly transported into
North Korea after four months of moving to five countries.” The new car that Kim Jong-un changed
this time should roughly be the same as usual, but it may be more convenient now than it was in 2019.

Not only did Kim Jong-un change to a new car, but several senior officials of the North Korean core
leadership also changed to a new car. In KCTV's news report on the first day of the Eighth and Ninth
Plenum of the Eighth Central Committee, relevant footage of senior officials arriving at the venue by
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car or even by car was even specially edited, and it occupied about 20 seconds of the total length of 10
minutes and 25 seconds. About 20 seconds.

The guards opened the rear car door... . The license plate is white with a flower body on a black
background,

The brand name is “7-27023".

The guards opened the car. This is a rare scene. So far, except for Kim Jong-un who went out to inspect
and drove in person, it is extremely rare for senior officials to drive to the venue by themselves.

...license plate is also white with a flower body on a black background, and the number plate is
“7-278242".

The car is also a Mercedes-Benz S_-class, and the license plate is also in white on a black background,
with the brand name "7-27020". The parking location is next to ”8242" car. Although KCTV did not
give a shot of... driving by himself, it showed him pressing the key to lock the car twice in a row.

The above scenes are extremely rare in North Korean news images. It's not a big deal for high-level
officials to change to a new car, but it's quite fresh to drive to the venue by yourself. There are comments
from the outside world that these new cars were illegally imported in violation of Security Council
resolutions. North Korea did this to show that it is not afraid of sanctions and ignores them. | don't think
it's all true, because these scenes first appeared in KCTV's news images, and the first audience was the
North Korean audience. Even if the outside world saw it, they knew it.

And the scope of influence is also very small. So, from the perspective of communication to the
domestic audience in North Korea, the leader's self-driving car has some “people-friendly” meanings
implied. As for whether the leader changes to a new car or eats Dandong strawberries, to be honest, the
North Korean people really don't care too much, because of the hierarchical status.
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Annex 42: Letter from the Permanent Mission of Japan and Japan’s reply

PerMANENT MISSION OF JAPAN
170 THE UNITED NATIONS
New YOorx

12 January 2024

The Government of Japan highly values the work of the Panel of Experts
established pursuant to United Nations Security Council Resolution (UNSCR) 1874
(heremafter “the Panel™) as well as that of the Secunty Council Commuittee established
pursuant to UNSCR 1718 (hereinafter “the 1718 Committee™). and reaffirms its
commitment to cooperate with the Panel to ensure the full and strict implementation of
all relevant UNSCRs against North Korea.

Upon instructions from the capital. I have the honour to share Japan's response.
as attached. to the letter dated 20 December 2023 (Reference: S/AC.49/2023/PE/OC.617)
with respect to media publications concerning an attempted export of Lexus cars to North
Korea.

The Government of Japan reaffirms its commitment to continue working closely

with the Panel and the 1718 Committee. Should the Panel have any inquiries, please
contact the Permanent Mission of Japan to the United Nations.

Please accept the assurance of my highest esteem.

," 4 ’
A e o~y 7,
) Y 72 4 'C"p;' = 7l

Kazuyuki YAMAZAKI
Ambassador Extraordinary & Plenipotentiary

Permanent Representative of Japan to the United Nations

Acting Coordinator of the Panel of Experts
established pursuant to Securnity Council Resolution 1874 (2009)
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[Attachment]

The information 1n the media articles attached to your letter concerming an attempted
export of Lexus cars to North Korea have not been officially publicized by the Police,
and 1t 1s difficult for the Government of Japan to provide any mformation regarding this
case because provision of such mformation could hinder the future investigation by the

Police.
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Annex 43: Toyota reply to the Panel’s enquiry

TOYOTA

TOOYD WEAD DITICE
3, TOVOUA-CHE TOVOTA 1R KRR 3-ONME D)KL
sonermoimme  TOYOTA MOTOR CORPORATION PNV, 1326700, PN
ML 43348362121 THL +83-3-3412-7121

The United Nations Security Council Pancl of Experts
The United Natioas Headquaricrs

Stege
New York, NY 10017

dppa-poc] 8744 wn org
12 January 2024

Re: Response to 12 December 2023 Letter from UN Panel of Experts on North Korea
Reference: SAC 492023 PE/OC.509

ocer [

Thank you for the ketter from the UN Secunty Coancil Panel of Experts established
pursuant 10 Resolution 1874 (2009) (the “Panel™) to Toyota Motor Corporation
("Toyota™), Toyota is responding throwugh this letter 10 the questions mised by the Panc!
regarding the image from Novembder 2023 published in a mews media report in the
Democentic People's Republic of Korea (“DPRK™).

Toyota is fully commitied 1o respecting the laws and regulations of each country o region
where we operate, inchading all applicable economic sanctions and export coatrol laws.
Toyota complies with applicable UN resolutsons i relation to the DPRK and does not
export, supply, sale or transfer motor vehicles darectly or indirectly to the DPRK. Toyota
also does mot manafacture motor vehicles in or condhxt other business activities in the
DPRK.

The ychick: shown in the image provided by the Fanel appears to be a Lexus LX600 or a
Lexus LXS004. Toyota is not able 1o determine the particular medel without viewing the
name badge on the hackdoor or other umique chancteristics. These models were first
manufactured in December 2021 and remain in production at this time. These models are
manufactured only by Tovota Auto Body Co., Lid. at its plas in Yoshiwara, Japan, which
is wholly-owned by Toyota Motor Corpoeation. The total production number of these
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models since December 2021 is more than 49,000 units. While the Lexus LX has been
sold globally, the largest markets by volume are the United States, Saudi Arabia and Qatar.
In these and other markets, Toyota generally scils its vehicles through distributors and
dealers mather than directly to end-users but mo Toyota distributors or dealers are
authorized to sell vehicles to North Kores. Toyota is not able 10 confirm based on the
photogruphs the specific market in which Toyota originally sold this particular Lexus LX,
However, as noted above, it was not sold by Toyota in North Koeea or for use in North
Korea.

In consideration of the important work of the Panel, Toyota would like to continee to
cooperate with the Pane] consistent with the legal obligations of Toyota and its business
partners, Toyota s willing 1o conduct further research in support of the Pasel’s inquary if
the Panel is able to provide more specific information regarding the vehicle at issue. For
mstance, if the Panel is able to provide the vehicle identification mumber (VIN), we would
work 10 provide you with mere detailed information such as mode! year, production date,
model code and final destination for the Toyota delivery.

As noted above, Toyota is commitied to complying fully with the laws and regulations of
cach country or region where we operate and we require our dealers and distribusors 1o
do the same. We comply fully with applicable UN resolutions in relation to the DPRK
and Toyota has a strict policy of not exporting motor vehickes or related parts or
components directly or indirectly to the DPRK.

We hope that the above information is helpful to your inquiry.

Sincerely yours,

Lo’ Lar e
V.

Secretariat, Export and Trade Security Controls Committee
Toyota Motor Corporation
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Annex 44: Dior reply to the Panel’s enquiry

DIOR

United Nafions Security Council

e

Acting Coordinator of the Ponel of Experts
established pursuont s UN Secwrity Counal
Resolution 1874 (2009)
sdppo-poe 1 87483un org

Poris, November 14, 2023

Your Ref: S/AC.49/2023/PE/OC.252

Thank you for your leter dated Ocicber 16, 2023

Chriﬂ;onDtocCan.nhioNyvoOm'hPomhworkmdinuymhm'mogtomhnbhs
efforts, as compliance with the United Natioas Security Coundil resolutions is of utmoest imporionce
fo-owMabon.WoMnmobizodvomidwmlwmbwloommﬁu&
Unfodmaody,dupihoud!or’,woacw!ohlolodﬂummho«ihohomboqdmh&. 1od
mviaovmoyhcnhmohoimdbyoomddmonmbv

Phcuﬁndbdoawrommwithngordshlh‘owquutiom:ohodinmw:
I.Mwﬁnlhhhhbwiomwm'

l’idﬁcoﬁ.onMbmhd"md\dosody(nodosmupmhhmdbogandw.m
showing details), 1o confirm mdo.b-d}yﬂnowhwndwdl’isha\dbog However, it strongly
wﬂzomdwhwdbogmodd:hnmmi

Q.ﬂmwﬁmhm&omwdhmhmﬁﬂwﬂmmw
mmwwmmmuuww«nmu.mm
mm&mmwmmmmwc

Based on the photos provided, this bog could be the « SAC LADY DIOR LARGE Cuir de veau
Connoge uiramatte noir », beoring the MOSS65LOI_ MPEY rferance number, This model of bog
wo:ﬁmooldooFobrwyi‘OW.nisponolowmnMcoMia\. and @ is commaerciokred
W«Mm”lﬂinfwomor\dhﬂnw.
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orgonzations and countries (including the EU, UK, agonst specfic indmiduols. However,
meWWNWMdmm 2 i a2

4. The Panel would olso welcome any other indormation that might consider refevort 10 the
wwuamuwnmwsn&m.w

%mdhwhwbwquwwmbnmwmmmhﬂn

mMmuMM')MNMMMNMmeMNDRKM
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Wohopo.ﬂuﬂwobovoinfomdonwlbodmvbuskthwmdmd<mmh
af your daposal for any other question you moy have.

Yours sinceroly,

.

SVP General Courel
mchompevitchistandion com
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Annex 45: Letter from the Permanent Mission of Slovakia and Slovakia’s reply

24-02094

115674/2023

The Permanent Mission of the Slovak Republic to the United Mations presents its
compliments 1o the Panel of Experts established pursuant to the Security Council Resolution
1874 (2009} and has the honour to refers to the latter Note Verbale regarding the investigation
claims of a Slovakian national, Mr. Ashot Mkrychev, for having allegedly attempted to,
directly or indirectly, import, export, or reexport to, into, or from the DPRK any arms or related
material.

Ministry of Foreign and European Affairs of the Slovak Republic approached the
Ministry of Finance of the Slovak Republic as the national coordinator of the enforcement of
international sanctions and the manager of the Central Coordination Group for the enforcement
of international sanctions in the Slovak Republic.

Department of Finance contacted the relevant state authorities in this matter. Based on
the answers received and in accordance with the information requesied by the panel of experls,
we state that the named person is the holder of Slovak passport no. BD3843329 (valid until
April 8, 2029). We also state that the ammunition could not be transported by a naval ship
registered in the Slovak Maritime Register, as currently no naval ship is registered in this
register. According to the available information, after his inclusion on the OFAC sanctions list,
the bank account of the named person in particular bank was cancelled (at the time of the
information from the bank, the account had a zero balance and it was blocked for any
transactions). No payments made from or to the DPRK, or payments connected to the
mentioned case linked to this person, have been notified to the relevant authorities by the banks,

According to the available information, the person named has not been staying in the
territory of the Slovak Republic for a long time and should currently be alternately located in
the territory of the Russian Federation and the People's Republic of China. The internal
authorities of the Slovak Republic do not have any additional information that would allow
them to further clarify the claims according to which the named person should have cooperated
with representatives of the DPRK in obtaining weapons and ammunition for the Russian
Federation in exchange for materials for the DPRE.

In the event that additional facts relevant to the mentioned case are discovered, the
authorities of the Slovak Republic are ready to cooperate with a panel of experts.

The Permanent Mission of the Slovak Republic to the United Nations avails itself of this
opportunity to renew to the Panel of Experls established pursuant to the Security Council

New York | 27 July 2023

Panel of Experts established pursuant

to the Security Council Resolution 1874 (2009)
United Nations

MNew York
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Annex 46: Ukrainian forces allegedly utilized multiple-launch rocket systems (MLRS)
manufactured in the DPRK

274/615

War in Ukraine

Ukraine fires North Korean rockets to blast Russian positions

Artillery crews are pounding Putin's invasion forces with Pyongyang-made munitions that can 'do crazy

things'

Christopher Miller near Bakhmut JULY 28 20

(Korean)-122
I}X[?(Korean)
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Soviet-era Grad multiple-launch rocket systems fire on Russian positions in Donetsk. North Korean munitions have been used in such
attacks near Bakhmut in the eastern region © Sofiia Gatilova/Reuters

Source : Financial Times, 28 July 2023, accessed at https://www.ft.com/content/96e1f526-ae3d-4cff-bc37-
8f9dd7d5975f. Boxed translation by the Panel.

R N R
UKRA] _’.E»;‘,%@ZZ

Source: X, posted on 9 July 2023, https://twitter.com/war_noir/status/1678069338266382337.
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Annex 47: Member State information on alleged arms transfers from the DPRK (1)

Movements of Angara and Maria (fka Lev Yashin) between Rajin Port and Dunay late August 2023 —
late September 2023

Russian-Flagged Vessels Transporting Shipping Containers Between Russia and North Korea
Late August to Late September 2023

Russian fagged WY ANGARA (MO: 917W42)
Nort Korea

421337 K 1301782 €

(wo:
Russian-fagged MWV LEV YASHIN (WO: 8517839
Dunsy, Russia

@RON1IME

RUSSIA

NOTE: Dunay isa
Russian military facility.

Vladivostok
0
%o
M/V ANGARA delivers approximately " A\\ anay
950 20-foot shipping containers from 7 \‘\ W
3 /" N "
Russia to North Korea. 2" M-,
¢ =
144
"
”"
NORTH v 4!
CLd
KOREA \ o L7
A
,:' M/V ANGARA and probably M/V LEV
Najin 7 ," - YASHIN deliver approximately 475
GD. e e 20-foot shipping containers from
- i
North Korea to Russia.

commercial port.

NOTE: M/V ANGARA is a known
arms transport vessel.

Notional tracks
= p= MV ANGARA

= = MV ANGARA and
M/V LEV YASHIN

Russian-Flagged M/V ANGARA Completes First Delivery to North Korea

August 2023
; F RUSSIA
m-nml-:v.::mw s1ren NOTE: Dunay is a
421337 N 10702 E Russian military facility.
a 21AUG23
< M/V ANGARA departs Dunay
.VlaleOStOk with approximately 250 20-ft
PR shipping containers.
Vi ~
) Y
Y
4 S
4’ ~ . D S
unayl #
¢ AL \
»> S \
/ ) \
~
/ Sw”
/
/
/
[} o 28 AUG 23
(] I M/V ANGARA returns to Dunay.
NORTH /
’/
KOREA 2%
i s
4
NOTE: Najin is a North Korean \ ) ,7
commercial port. o v NOTE: M/V ANGARA is a known
A arms transport vessel. -
L Notional tracks
Najin " NOTE: This shipment only - = MV ANGARA
. rd included the delivery of
> containers to North Korea. No
- - o= = containers were delivered from
North Korea back to Russia.
25 AUG 23:

M/V ANGARA delivers 20-ft
shipping containers to Najin.
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Russian-flagged M/V ANGARA (IMO: 9179842) Sk
Najin, North Korea
42:13:37 N 130:17:02 E

SOUTH
KOREA

A
“ Y02263670
i

Russian-Flagged M/V ANGARA Completes Second Delivery to North Korea; First Delivery to Russia ‘

September 2023

RUSSIA

o 1SEP23
2 M/V ANGARA departs Dunay
.Vladwosmk with approximately 250
PR shipping containers.
Vi ~
P N
Y
4 ~
‘, S B S
unayl #
4 ‘\ % \
| 2 S \
’ b \
~
'I S
/ ———————————————
! 9 6SEP 23
] M/V ANGARA returns to Dunay
[} and delivers approximately 35
NORTH / shipping containers.
’
KOREA L
& 4
7
% s
gommercial port: L NOTE: M/V ANGARA is a known
A arms transport vessel. 3
5 N | tracks
Najin et NOTE: This included the first = MV ANGARA
» e delivery of shipping containers
> from North Korea back to Russia.
- - e
2-4SEP23:

M/V ANGARA delivers shipping
containers to Najin. Loaded with
approximately 35 shipping containers
for return delivery to Russia.
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Russian-Flagged M/V ANGARA Completes Third Delivery to North Korea; Second Delivery to Russia
September 2023

f NOTE: Dunay isa RUSSIA
4 Russian military facility.

¢ ©
) BSEP23
) = M/V ANGARA departs Dunay
/' .\‘.‘] adivostok with approximately 200
] - - .,\ shipping containers.
[
) 4
~
’ ~
: 4’l N
2 ] w.
S 4 ~ *Du nayl # ‘\\
( e ’f \\ \
’ s 1
'f ——
s
[} o 12 SEP 23
9 I /W ANGARA returns to Dunay
A\ [} and delivers approximately 300
NORTH A ra shipping containers.
paY ’
KOREA JRd
,I
y L
NOTE: Majin is a North Korean . ) F
commercial port. ) ’f
( Cd
S )
. : E NOTE: M/ ANGARA is a known Notional tracks
Najll‘l ” arms transport vessel. - = MN ANGARA
) L
- -

-

11 SEP 23: E

M/V ANGARA delivers approximately
200 shipping containers to Najin. 0 ) 40 Nautical Miles
Loaded approximately 300 shipping L I
containers for return delivery to Russia. 0

2 40 Kilometers

Russian-Flagged M/V LEV YASHIN Completes Probable Third Cargo Delivery from North Korea to Russia
September 2023

e @ RUSSIA
s o908 WY ANGARA (WO 9179042
Pl e Y LV A i 17 | ( 8 SEP 23
SEAREaNG ) { MJ/V LEV YASHIN departs
Vladivostok area with no
shipping containers.

= lVladivostok

‘ - NOTE: Dunay is a
’I S ~ Russian ary facility.
N\
04 N
4
4 4 « Dunay #
/ N
» N \
4 > \
-~
/ Sa?
/
4
(A © 195EP 23
\ \ ,' M/V LEV YASHIN delivers
N — N _ 5 approximately 140 shipping
NORTH v 2 ¢ ) ” containers to Dunay.
{
KOREA O 5 2
4
4
g P
NOTE: Najin is a North Korean N )| L7
commercial port. v
( Cd
A :
e Notional tracks
Najm P L4 NOTE: This shipment only w = M/ LEV YASHIN
> ’ included the delivery of shipping
- containers to Russia. No shipping
- - containers were delivered from
e Russia to North Korea.
16- 17 SEP 23:
M/V LEV YASHIN loads approximately 2 40 Nautical Miles
140 shipping containers at Najin.
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Russian-flagged M/V ANGARA (IMO: 9179842)
Russian-flagged M/V LEV YASHIN (IMO: 8517839)
Dunay, Russia
42:52:00 N 132:21:54 E

Russian-Flagged M/V ANGARA Completes Fourth Delivery to North Korea

September 2023
NOTE: Dunay is a RUSSIA
Russian military facility.
; o 22 SEP 23
" M/V ANGARA departs Dunay
Vladivostok with approximately 250
P 4 shipping containers.
¢ N
U4
4
) ! ,I \\
¢ —r ’ ‘\\Dunay A
c~ \ U4 -~ \

A" ) ’ \

’ NG \

/ S

/
/
{/
= R
\ '
NORTH N ! - 4
) / £
KOREA i N oL
%
. 4
N ’
NOTE: Najin is a North Korean \ ) ’
commercial port. ,’
Cd
IA i
B , NOTE: M/V ANGARA is a known Notional tracks
Najin ® A arms transport vessel. - = M/ ANGARA
) L4
e

-
Cp—

23 SEP 23:
M/V ANGARA delivers approximately
250 shipping containers to Najin.

Source: Member States.
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Deliveries Between Russia and North Korea

First Russia-

Delivery

Quantity of
20-ft shipping -250
containers

Dunay
(Russia)

e Najin
21-25

Source: Member State.

280/615

to-North Korea

Late August to Late September 2023

Second Russia-
to-North Korea

-250

Dunay
(Russia)

Najin
(North Korea)

1-2
September

First North
LGIEERGE
Russia

Najin
{North Korea)

Dunay
(Russia)

2-6
September

Third Russia-
to-North Korea

Dunay
(Russia)

Najin
(North Korea)

8-1
September

Second North

Korea-to-
Russia

Najin
(North Korea)

Dunay
(Russia)

1-12
September

Third North
Korea-to-
Russia

LEV YASHIN

-140

Najin
(North Korea)

Dunay
(Russia)

16-19
September

Fourth Russia-
to-North Korea

-250

Dunay
(Russia)

Najin
(North Korea)

22-23
September
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Annex 48: Member State information on alleged arms transfers from the DPRK (2)

Images of the Angara and Maria (fka Lev Yashin) at Rajin Port and Konyushkovo Bay, and of Maia-1
at Rajin Port, Konyushkovo Bay and VVostochny Port, September 2023 — December 2023

UK OFFICIAL - FOR PUBLIC RELEASE

Russia/DPRK: Transfer of Materials Between the Democratic
People’s Republic of Korea and Russia

orFiciaL) This report provides an overview of the transport of materials between the Russian Federation and
the Democratic People’s Republic of Korea (DPRK)

& Defence
& Intelligence
UK OFFICIAL - FOR PUBLIC RELEASE
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UK OFFICIAL - FOR PUBLIC RELEASE
Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia

DPRK Air, Land and Sea Transfer Nodes

Najin/Rajin Port, DPRK
GEO: 421343N/1301701E

9Dec23

cHINg %

NORTH KOREA

20 0ct 23

# Defence ) i i et s e e e e
Intelligence: — Deterce tigerce pokes e UK s b o

UK OFFICIAL - FOR PUBLIC RELEASE

2018 | PROD: 0SG-071-23 | 14D

UK OFFICIAL - FOR PUBLIC RELEASE
Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia

Transfer of Materials From DPRK to Russia by Sea

(0). Media reporting highlighted that the Russian Federation were approaching a number of countries requesting
military equipment and munitions to replace those which had been used in the Ukrainian conflict.'-2

(0). Analysis of marine traffic data (confirmed on imagery dated between 21 Sep and 5 Dec 23) showed at least ( )
three Russian flagged vessels continued {o transfer shipping containers between Najin Port, DPRK and the ports LS 4
of Vostochny and Bukhta Konyushkova (also known as Dunay Port), Russia

(0). The three Russian vessels identified were MV MAIA 1 (IMO: 9358010), MV ANGARA (IMO: 9179842) and f &L i e e

MV MARIA (Formerly LEV YASHIN) (IMO: 8517839), all of which have been identfied at Najin Port, DPRK and y { - ; @

then transiting to either Vostochny and/or Bukhta Konyushkova (also known as Dunay) ports, Russia.3 e

MV MAIA 1 (IM0 9358010) Vostochny Port, Russia

MV ANGARA (IM0 9179842) - Najin Port, DPRK
GEO: 424415N/1330510E

12Nor23  GEO:421336N/1301708E TR L o

e Diary of 3 Paratrooperme e Bmesrin ocaummcome

North Mistay District.
P T ———
Pe30r

Northern Mitary isric 7008 wich were kil provided
P —

© 3 erLts 1. by o North Ko comvades
. T | e tucamisan
MV MARIA (For LEV YASHIN) (IMO 8517639) - Najin Port, DPRK

GEO: 421336N/1301708E

120¢423 (0). Although the exact contents of the shipping containers

cannot be identified from satellte imagery, social media posts
by Russian Forces personnel have stated the presence of
DPRK produced munitions in Ukraine.*

(0). Assuming an average speed of 10 knots and the most
direct route is taken, it would take approximately 1.2 days to
conduct a retum trip, not including time for loading/unloading
of cargo.

4 2 ommenragus

T B R A BT
s Defence x e mage, ope
’ Intelligence
UK OFFICIAL - FOR PUBLIC RELEASE
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UKOFFICIAL - FOR PUBLIC RELEASE
Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia
MV MAIA 1 (IMO 9358010) - Offloading Shipping Containers at Najin Port Facility, DPRK < 8

‘GED: 421343N/1301714E

1. MV MAIA 1 (IMO 9358010) Vostochay Port, Russla 12 Nov 23
GEO: 4244158/ 13305106

2. MV MAIA 1 (MO 9358010) Bukhta Koayushkova (Dunay) Port, Russla 5 Dec23
GED: 425158N/1322152€

2023 Phwet Lo
3. MV MAIA 1 (IMO 9358010) Bukita Komyushkova (Dunay) Port, Russia 11 Dec 23
GEO: 425158N/1322152E

(0). MV MAIA 1 (IMO 9358010) was identified on imagery docked at Vostochny Port, Russia on 12 Nov 23 [image 1]. It
was then identified preparing to load shipping containers at Najin Port, DPRK on 20 Nov 23 [Main Image] and unlcading
shipping containers at Bukhta Konyushkova (Dunay) Port, Russia on 5 Dec 23 [Image 2 and 3].

é Defence
Intelligence
UK OFFICIAL - FOR PUBLIC RELEASE ) | PROD: 0SG-071-2:

23 | 14 DEC 2023 | ICOD: 11 DEC 202:

UK OFFICIAL - FOR PUBLIC RELEASE
Russia/DPRK: Transfer of Materials Between the D tic People’s Republic of Korea and Russia
MV ANGARA (IMO 9179842) - Docking at Najin Port Facility, DPRK

GED: 421343N/1301714€

1.MV ANGARA (1MO 9179842) Bukhta Konyushkova (Dunay) Port, Russia 2156p23
GEO: 425158N/1322152€

MV ANGARA (IM0 9179842)

(0). MV ANGARA (IMO 9179842) was identified on imagery docking at Najin Port, DPRK on 3 Sep
23 [Main Image] and laden with shipping containers at Bukhta Konyushkova (Dunay) Port, Russia
on 21 Sep 23 [image 1].
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Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia
MV MARIA (Formally Known as MV LEV YASHIN) (IMO 8517839) Loading Shipping Containers at Najin Port Facility, DPRK

GEO:421343N/1301714E

1. MV MARIA (e LEV 7839) Bukta Russia 21Sep23 2. MV MARIA (Fmr LEV YASHIN) (MO 8517839) Bukhta Konyushkova (Dunay) Port, Russla
GEO: 425158N/1322152€ GEO: 425158N/1322152€ 225623

MV MARIA (Fme LEV YASHIN) (IMO 8517839)

(0). MV MARIA (IMO 8517839) was identified on imagery unloading cargo at Bukhta Konyushkova (Dunay) Port, Russia
between 21-22 Sep 23 [Image 1 and 2. The vessel was also identified loading shipping containers at Najin Port Facilty,
DPRK on 12 Oct 23 [Main Image].

# Defence
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UK OFFICIAL - FOR PUBLIC RELEASE 609 | PROD: 0SG-071-23 | 14 DEC 2023 | ICO
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Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia
DPRK Rail Transfer Node, Tomangang Railway Station, DPRK

‘GEO:422501N/1303715E

Interal RTP

§
(0). Tomangang Railway Station is located adjacent to the intenational border of DPRK and Russia and services the only rail link between the two
countries. Media sources have reported that Russia could be exporting ol based products and cereals to the DPRK in exchange for munitions.> Both
oil based products and cereals have been identified at Tomangang Railway Station. Analysis of imagery dated between 30 Oct and 4 Nov 23 identified
the renewal of cross-border rail activity between Khasan (Russia) and Tomangang (DPRK) after a two year hiatus, highly likely due to COVID-19.
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Annex 49: Screenshot of a page from the website of the Ministry of Foreign Affairs of the Russian
Federation (https://www.mid.ru/ru/foreign_policy/news/1914400/)

.
:‘ ;i MWHUCTEPCTBO MHOCTPAHHbBIX Aern

Poccuiickon ®egepaunu

11.11.2023 11:57 Ne 2282-11-11-2023

Oteer opunuaabHoro mnpeiacrapureass MHJ] Pocemnm M.B.3axaposoii Ha Bompoc CMH B cBfI3H ¢
ooBuHeHHsAMH CIIIA W HX COH3HHKOB B aapec POCCHH B «BOEHHO-TEXHHYECKOM COTPYIHHYeCTBe» C
KHIP

Bonpoc: B nocnejnee Bpems B aapec Poccrr i1 KHJIP Bee wariie 38y4aT 0OBIHEHIS B OCYIIECTBIEHIITT
3ampenieHHBIX pesomornuaMi Coseta BezomacHoctn OOH B3aNMHBIX TIOCTABOK BOOPYKSHIIT I BOSHHBIX
TexHOTOTHIH. OIIH 113 TOCTESTHIIX TPIMEPOB — 3agBIeHNe cTpaH «I PYIIIB! CeMID» TI0 HTOTaM BCTpedl B TOKIIO.
Ha 5Ty TeMy Takie HEOIHOKDAaTHO BbICKa3blBalcd roccekperapp CIITA 3 .BunHKeH, B TOM HHCIe B XOle
HezaBHeTo BI3NTA B Ceynl. Kak OB BEI MOITII 3TO NPOKOMMEHTHPOBATE?

OTBeT: OOBHHeHIM, IIPeIbABISeMble «KOUISKTHBHEIM 3amaloM» B «HE3aKOHHOM» BOEHHO-
TEXHHYECKOM coTpyaHndecTBe Poccun ¢ KHIIP — TrolocIoBHEI I 0€310Ka3aTeIbHLL, B II3MIO0NSHHOM CTILTE
«highly likely». K Tomy ke HIIKTO He HaJiess1 BanmHrToH 11 TOKIO ClIeICTBEHHBIMIT TIOTHOMOYTISIMIL.

Poccis OTBETCTBEHHO BBIIOTHAET CBOH MEIyHapOIHBIe 00A3aTeNlbCTBA, BKIOYas pesomounn CoBeTa
BesomacrocTi. IT 3To He MelaeT HaM pasBHBaTh TPaIHIIOHHBIE OTHOIIECHNS JAPY:KOBI 1 COTPYIHIYMECTBA C
cocenamir, B ToM Tiene KHJIP, nMeronmiie JaBHIIE HCTOPITECKIE KOPHIL

Yro KacaeTcs KPUTIKOB Hallell CTPAHBI H3 4ICIA TaK HA3bIBaeMbIX ITOOOPHIIKOB MEKIYHAPOIHOIO
[IpaBa, TO HM CJIelyeT IOCOBETOBATh MOYallle CMOTPETh B 38PKAJIo, IIPesKIle YeM YUIThb ApYrux. Belp HMeHHO
CIHIA n HX CcaTe/UIHTBl HapyllarT OOLIETPHHATEIE HOPMBI MEXyHApOIHOTO IIpaBa 1 pezomonin Copera
be30macHOCTII, HAKAUNBAT MPECTYIHBII KIEBCKIII DPEXIM OpPYAIleM H TeM CaMBIM CIHOCOOCTBYEOT
[IPOIOIKEHIIK KPOBOIPOTHTI.

Unofficial translation:

286/615

11.11.2023 11:57 Ne2282-11-11-2023

Foreign Ministry Spokesperson Maria Zakharova's answer to a media question regarding US and its
allies' accusations of "military-technical cooperation" with the DPRK

Question: Recently, Russia and North Korea have been increasingly accused of carrying out mutual
deliveries of weapons and military technology, which are prohibited by UN Security Council resolutions. One
of the latest examples is the statement of the G7 countries following the meeting in Tokyo. US Secretary of
State Antony Blinken has also repeatedly spoken on this topic, including during his recent visit to Seoul. How
would you comment on this?

Maria Zakharova: The accusations made by the "collective West" of "illegal" military-technical
cooperation between Russia and the DPRK are unfounded and unsubstantiated, in the favourite style of "highly
likely." In addition, no one gave Washington and Tokyo investigative powers.

Russia is responsibly fulfilling its international obligations, including Security Council resolutions. And
this does not prevent us from developing traditional relations of friendship and cooperation with our
neighbours, including the DPRK, which have long-standing historical roots.

As for the so-called critics of international law, our country, they should be advised to look in the mirror
more often before lecturing others. After all, it is the United States and its satellites that violate the generally
accepted norms of international law and Security Council resolutions, pump the criminal Kiev regime with
weapons and thereby contribute to the continuation of bloodshed.
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Annex 50: Compilation of available information on Angara’s movements August to December 2023 (non-

exhaustive)

Date Summary of reported activity Source and date of information
18 August At Dunay (Dunai) Port NKNews 23 October

18 August Departs Dunay RUSI, 16 October

21 August Departs Dunay with 250 shipping containers | Member State report

25 August Shipping containers delivered to Rajin (Najin) | Member State report

26 August Arrives Rajin RUSI 16 October

28 August Returns empty to Dunay Member State report

1 September

Departs Dunay with 250 shipping containers

Member State report

1 September

Departs Dunay

RUSI 16 October

2-4 September

Shipping containers delivered to Rajin; loads
approx. 35 shipping containers

Member States’ reports

3 September Loads and unloads cargoes at Rajin RUSI 16 October
3 September At Rajin Pier 2, loads containers NKNews 16 October; 23
October
6 September Approx 35 shipping containers delivered to | Member State report
Dunay
8 September Departs Dunay with approx. 200 shipping | Member State report

containers

Disappeared for a few days (?)

NKNews 23 October

11 September

Approx 200 shipping containers delivered to
Rajin; loads approx. 300 shipping containers

Member State report

12 September

Approx 300 shipping containers delivered to
Dunay

Member State report

20 September Vessel appeared to stay at Dunay through this | NKNews 16 October
date
21 September Loaded cargo at Dunay (alongside Maria) Member State report; RUSI 16
October
21 September Departs Dunay RUSI 16 October
22 September Departs Dunay with approx. 250 shipping | Member State report
containers
23 September Approx 250 containers delivered to Rajin Member State report
23 September Anchored in waters off coast of Vladivostok | NKNews 23 October
23 September Photos near Vladivostok: Carrying containers | NKNews 19 October;
with logos of commercial companies. Marinetraffic.com
24 September Arrives Rajin RUSI 16 October
24 September Unloading and possibly later loading | NKNews 23 October
containers
2 October “Ship matching Angara’s profile” at Rajin Port | NKNews 16 October
Pier 1
2 October Unloading cargo at Rajin Port RUSI 16 October
2 October Possibly later loading containers NKNews 23 October

24-02094
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Rajin restarted container trade for first time in 5 years

NKNews 14 October

6-11 October

Vostochny Port loading and possibly earlier
unloading containers

NKNews 23 October

14 October

Anchored in waters off coast of Vladivostok

NKNews 23 October

14 October

Photos near Vladivostok: Carrying containers
with logos of commercial companies.

NKNews 19
Marinetraffic.com

October;

At Vostochny Port (date uncertain)

NKNews 25 October

22-23 October

Rajin Port unloading and later
containers

loading

NKNews 23 October

23 October Picks up containers at Rajin Port Pier 2 NKNews 31 October; CSIS, 8
December
27 October Appears at Dunay alongside Russian naval | NKNews 31 October
warship
29 October Still at Dunay without significant change in | NKNews 31 October

cargo

28 November

At Rajin Port

Member State report

First days of | At Nakhodka commercial container port NKNews 13 December
December
9 December Unloading containers at Rajin NKNews 13 December;

Bloomberg 26 December
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Annex 51: Angara - Supplementary information

The Panel is investigating entities currently connected to Angara and the other vessels named in Table
3 of the main text.

According to maritime databases, M Leasing LLC (TIN: 9701173086, established in 2021) is the
current registered owner of Angara. The Panel tried to contact M Leasing LLC using their published
email address and telephone numbers but was unsuccessful. Investigations continue.

Marine Trans Shipping LLC (TIN: 3025037914) currently manages and operates Angara. mailto:The
Panel wrote to Marine Trans Shipping LLC on 14 December but has not had a reply.

In addition to the four vessels whose details are listed in Table 3, reports refer also to the possible
involvement of a fifth vessel Vyacheslav Anisimov (IMO: 9004463). According to commercial
maritime databases Vyacheslav Anisimov visited Dunay sometime between about 6 and 15 September
2023.22% According to a Member State, Vyacheslav Anisimov entered Dunai between 9 and 15
September and offloaded containers to Angara. The Russian Federation has not replied to the Panel’s
enquiry about this vessel.

The Panel wrote to the Russian Maritime Shipping Register on 15 December 2023 requesting
information and documentation for the four vessels whose details are in Table 3, and the Vyacheslav
Anisimov. The Russian Maritime Shipping Register replied that the request had been “duly forwarded
to the appropriate Governmental bodies of the Russian Federation”.

225 See also: https://www.nknews.org/pro/how-russia-used-lookalike-ships-to-conceal-suspected-north-korea-arms-trade/
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2 RUSSIAN MARITIME REGISTER OF SHIPPING

Yours sincerely
1Y/
Acting Director Genaral | L
’ s

A photograph of Angara off Vladivostok dated 22 September 2023228 shows it was carrying shipping
containers. Some of these had logos apparently of a number of different companies. In response to the
Panel’s enquiry of one of these companies, PJSC Transcontainer, the Permanent Mission of the Russian
Federation sent the following response dated 25 January 2024

“I would like to refer to the request by the Panel of Experts established pursuant to
Security Council Resolution 1874 (2009), namely S/AC.49/2023/PE/OC.563 dated 14
December 2023.

In this regard, | wish to inform you of the following. PJSC Transcontainer has not
previously had and does not currently have any contractual relations with Marine Trans
Shipping LLC or M Leasing LLC. The organization has not leased containers to any
lessees for the purpose of loading them onto vessel ANGARA. Transportation to DPRK
is not included in the geographic scope of the activities of PJSC Transcontainer. The
company has never carried out and does not carry out transportation from and to DPRK.

226 MarineTraffic.com
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When concluding its lease agreements, PJSC Transcontainer shows due diligence and
receives assurances from the lessees that the property of PJSC Transcontainer will not be
used in violations of the international obligations of the Russian Federation, including
compliance with the sanctions regimes of the UN Security Council. The clients of the
company undertake not to use the containers provided for temporary possession and use
for the delivery, transportation, transfer, as well as transportation of goods, products and
items to countries with trade restrictions in force under the UN Security Council
resolutions, as well as for the benefit of persons on the sanctions list of the UN Security
Council.

The photograph attached to the Panel's request of the vessel ANGARA shows that some
of the containers have a trademark similar to that of PJSC Transcontainer. Belonging of
containers is indicated by a unique BIC code. The images presented in the request do not
allow to identify the BIC codes on the containers and establish their belonging.

Please let me know if you'd like to receive any additional clarifications or discuss any
follow-up matters.”
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Annex 51.1: Angara’s speed

Angara’s service speed is 15 kn according to commercial maritime databases although in the days
before Angara arrived at Korsakov it appears to have travelled rather more slowly, mainly between

8 and 10 kn.%?’

Estimates based on Google Earth images suggest that the direct round-trip distance between Najin
and Konyushkovo Bay is approximately 440 km. The route maps in Annex 47 would suggest,
however, that vessels making this journey hug the coast, perhaps in order to stay within DPRK or
Russian territorial waters and thus minimizing the risk of surveillance. In this case, the round-trip
distance is approximately 540 km. Approximate round-trip travel-times under these different

scenarios are as follows:

Rajin to KonyushkovoAngara
Bay - approximatesailing

Approximate round-tripl/Approximate round-trip
voyage time (no accountivoyage time (assuming the

distance by sea Speed taken of port entry/exitport call in the middle
times or loading/ unloading|lasted 0.5 days)®
times)
Direct route 220 km {15 kn 16 hours 28 hours
10 kn 24 hours 36 hours
Hugging the  coast/l5 kn 19 % hours 31 %2 hours
270 km 10 kn 29 hours 41 hours

221 Source: Windward.
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Annex 51.2: Member States’ Designation of Angara

The U.S. Treasury’s Office of Foreign Assets Controls designated the Angara, M Leasing LLC and
Marine Trans Shipping LLC on 8 May under Section 1(a) of Executive Order (E.O.) 14024 of April 15,
2021 (“Blocking Property With Respect To Specified Harmful Foreign Activities of the Government
of the Russian Federation™):

e ANGARA Roll-on Roll-off 8,811GRT Russia flag; Vessel Registration ldentification IMO
9179842 (vessel) [RUSSIA EO14024] (Linked To: M LEASING LLC);

e M LEASING LLC, Baumanskaya Ul., D.7, Str. 1, Of. 301, Moscow 105005, Russia; Tax ID No.
9701173086 (Russia); Identification Number IMO 6246853 [RUSSIA-E0Q14024];

e MARINE TRANS SHIPPING LLC, Office 2, Ulitsa Naberezhnaya Reki Tsareva 1, Astrakhan
414024, Russia; Tax ID No. 3025037914 (Russia); Identification Number IMO 6183435 [RUSSIA-
E014024].

The Office of Financial Sanctions Implementation of HM Treasury designated M LEASING on 19 May
2023 under The Russia (Sanctions) (EU Exit) Regulations 2019:

Name (non-Latin script): M JIU3UHI a.k.a: M LIZING Address: Of. 301, Str. 1, D.7, Baumanskaya
Ul., Moscow, Russia, 105005.0ther Information: (UK Sanctions List Ref): RUS1850. Financial
sanctions imposed in addition to an asset freeze: Trust services. Date trust services sanctions imposed:
18/05/2023. (UK Statement of Reasons):M LEASING is an involved person within the meaning of the
Russia (Sanctions) (EU Exit) Regulations 2019 because 1) M LEASING is an entity carrying on
business in a sector of strategic significance to the Government of Russia, namely, the transport sector;
and 2) M LEASING is involved in providing financial services, or making available funds, economic
resources, goods or technology, that could contribute to destabilising Ukraine or undermining or 21
threatening the territorial integrity, sovereignty or independence of Ukraine. (Email address): svetlana-
osik@mail.ru (Type of entity): Limited Liability Company (LLC) (Business Reg N0):9701173086
Listed on: 19/05/2023 UK Sanctions List Date Designated: 18/05/2023 Last Updated: 19/05/2023
Group ID: 15911.
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Annex 51.3: Angara’s history

Commercial maritime databases indicate that Angara earlier visited Konyushkovo Bay, in

June, 2023.

. A private sector organization posted the following tweet on 16 October 2023 (The Dossier

Centre: https://t.me/dossiercenter/300)

LeHTp «Jocbe»

KHAP noctaenset B Poccuto 6oenpunachl, ybeauncs
LleHTp «[ocbe»

Poccuitckme kopabaw «Mapusi» u «AHrapa» B TeueHue
nocnefHux AByX MecsLeB 3abupanu rpysbl B
CeBepoOKOPEeNCKOM NopTy PauH 1 AOCTABNANM UX Ha
3aceKpeyeHHyto BoeHHyto 6a3y Ha lanbHem BocToke,
nuwet The Washington Post. A3ganue onunpaetcs Ha
CNYTHWKOBbIE CHUMKMW, UccneaoBaHHble RUSI.
(doTorpadun He NOIBONAKOT ONPEENUTh, YTO MMEHHO
NepeBo3nNK Cyaa, HO aHaNUMTUKK NPEANOaaratoT, YTo PeYb
WAET 0 NnocTaBKax 60enpunacos.

Kak MUHUMYM B OFHOM C/y4ae 3TO Bblnu paKeTbl,
BblacHWUN LieHTp «Jocbe». B KopabenbHbIX JOKYMEHTax
«AHrapbl», C KOTOpPbIMW 03HaKoMuUIICA «[locbey,
FOBOPUTCH, YTO B TPIOME CyXorpy3sa nepesosunuck 50,69
TOHH paKeT ¢ pa3pbiBHbIM 3apsgoM. B maTepuanax Hu
pasy He ynoMuHaeTcq, uto cyga nocewanu KHAP. Mpu
9TOM HEpejKo B Ka4ecTBe NyHKTa Ha3HaYeHUs yKasaH
3anue CTpenok, Ha Hepery KOTOPOro U pacrnonaraercs
poccuicKas BoeHHas 6a3a.
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Unofficial translation by the Panel
BEGINS

Dossier Centre

North Korea supplies ammunition to
Russia, the Dossier Center is convinced

Over the past two months, the Russian
ships Maria and Angara have been
picking up cargo at the North Korean
port of Rajin and delivering it to a secret
military base in the Far East, The
Washington ~ Post  writes.  The
publication is based on satellite images
studied by RUSI. The photographs do
not make it possible to determine what
exactly the ships were transporting, but
analysts suggest that we are talking
about the supply of ammunition.

In at least one case, these were missiles,
the Dossier Center found out. The
Angara ship's documents, which the
Dossier reviewed, state that 50.69 tons
of missiles with an explosive charge
were transported in the cargo hold. The
materials never mention that the ships
visited the DPRK. At the same time,
Strelok Bay is often indicated as a
destination, on the shores of which a
Russian military base is located.

ENDS
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3. The Panel has been shown alleged documentary material which it cannot independently verify.
This reportedly shows inter alia that Angara carried in its hold 50.6887 tons of dangerous cargo
described as UN Class 1 explosive material, UN No 180 Explosive Rockets when at or close to
Korsakov Port in the Sakhalin Peninsula between about 6-10 August:?

MapameTpbl NepemMeleHns aHa

MopT: Kopcakos

MNepemewenne: 0o (Buixog c Texymero nywxra & mope. Ny O Orxon
MecTononoxenne
Mpannua nopra Mpusan: FAKOpPHAA CTOAHKA/YNACTOK
Yeacrox Ne 1 He yrazam Torka AKOPHOW CTOAHKM Ne22

KOMMCCHA FOCYAPCTEEHHBIX KOHTPONBHBIX Opranoe” fla
MecTo npoeaeHita’ RuKorONHLIA Daos NDHAn Nel [aTa U BpeMA NDOBEAEHNA (MECTH ) 10.08.2023 19:00

Cnegywmmwi mywxr

Ao Crpana RUSSIAN FEDERATION
MOPE MMopT Nakhodka

Mapauerpe: wapwpyta
[ata n epemA QBMEHNA (MECTH ), Havano: 10.08.2023 20:00 Nouman: He Hywex
Mpumguanne:
Ocagra MaKCHManeHan (MAKC. M3 OCAQKN KOPMONR W oca@on wocom). 5,2 Hagsogmwesi raBapur. 35,06

Mpysw
Ha Gopry - UTOMD [v]: 58.886 13 Hitx onackux [1] 50.69 TEUs: 0 Burpyaka
1. Tun rpyaa: Mpowne resepanstsie rpyasl T wer
Kon-go [} 50.68871 Morpyaka

Onacxsii rpya: fa HeT

Pacnonoxesne rpyaa: Tpios
Knacc OOH: Kna: E eal mScTES
Q0H: 1 PAKETH! C pazpoiBHbIM 32PAA0M
Knacc m nogenacc COH 1 Mpynna ynaxossm
Mepesoantca e Tape: la Macca Gpyro [ 50.6887
MNepepo3nTCA Haganom: Het
Mepeso3nTca Hanueom: Her

2. Tun rpyaa: Mpoune reHepansisie rpyasl _l‘

Kon-go [1): 8.19676

Buec

Huxurin Metp Oannnoewy JomsHocTs Aara w epemn enecewns: 10.08.2023
Hugmtin Nerp Oomwnocts: 1 cextopa 1:23
NPHXOA0E W OTXOA0E CYA0E [aTa W BpEMA RCNONHEHNRA:

10.08.2023 20:40

4. The documentary material suggests this cargo was offloaded at a destination in Strelok Bay
sometime between 15 and 21 August.

5. This suggestion is supported by satellite imagery which shows Angara at Konyushkovo Bay
(which is situated in Strelok Bay) on 18 August 2023, moored alongside a pier across from a
warship:

Source: Planet Labs, 18 August 2023.
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Annex 51.4: Route taken by Angara until 10 August, when AIS transmissions ceased to be
detected
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