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I1.

Introduccion

1.  El122 de diciembre de 2018, la Asamblea General aprob6 la resolucion 73/266,
en la que solicitd al Secretario General que, con la asistencia de un grupo de expertos
gubernamentales que se estableceria en 2019 sobre la base de la distribucion
geografica equitativa, continuara estudiando, a partir de las evaluaciones y
recomendaciones que figuraban en los informes de grupos de expertos
gubernamentales anteriores, y con miras a promover un entendimiento comun y la
aplicacion eficaz, las posibles medidas de cooperacion para encarar las amenazas
reales y potenciales en el ambito de la seguridad de la informacion, con inclusion de
las normas, reglas y principios de comportamiento responsable de los Estados, las
medidas de fomento de la confianza y el desarrollo de la capacidad, asi como la forma
en que el derecho internacional se aplicaba al uso de las tecnologias de la informacion
y las comunicaciones por los Estados, y que le presentara, en su septuagésimo sexto
periodo de sesiones, un informe sobre los resultados del estudio, incluido un anexo
que contuviera las aportaciones nacionales de los expertos gubernamentales
participantes sobre la cuestion de como se aplicaba el derecho internacional al uso de
las tecnologias de la informacion y las comunicaciones por los Estados.

2. El Grupo de Expertos Gubernamentales creado en virtud de la mencionada
resolucion aprobo por consenso su informe el 28 de mayo de 2021. En el parrafo 73
del informe del Grupo (A/76/135) se afirma que, de acuerdo con el mandato del
Grupo, en el sitio web de la Oficina de Asuntos de Desarme se publicard un
compendio oficial de contribuciones nacionales voluntarias de los expertos
gubernamentales participantes sobre la cuestion de coémo se aplica el derecho
internacional al uso de las tecnologias de la informacion y las comunicaciones por los
Estados.

3. Las contribuciones nacionales voluntarias mencionadas en el parrafo 2, que
fueron presentadas por los respectivos expertos gubernamentales participantes,
figuran en la seccion II del presente documento. Las contribuciones se publican
unicamente en el idioma en que fueron presentadas.

Contribuciones nacionales voluntarias presentadas por los
expertos gubernamentales participantes sobre la cuestion
de como se aplica el derecho internacional al uso de las
tecnologias de la informacion y las comunicaciones por

los Estados

Australia

[Original: English]

Australia welcomes the opportunity to submit its national contribution on the
subject of how international law applies to the use of information and
communications technologies (ICT) by States as an annex to the report of the UN
Group of Governmental Experts, as requested by the UN General Assembly in
Resolution 73/266 (2019).

The international community recognises that existing international law — and in
particular the UN Charter in its entirety — is applicable to State conduct in cyberspace
and is essential to maintaining peace and stability and promoting an open, secure,
peaceful and accessible ICT environment. This is reflected in the 2013 and 2015
reports of the UN Group of Governmental Experts on Cyber (UN GGE) and the 2021
report of the UN Open Ended Working Group on Cyber (UN OEWG). The 2021
OEWG Report called upon States to avoid and refrain from taking any measures not
in accordance with international law, and in particular the Charter of the United
Nations, and concluded that further common understandings need to be developed on
how international law applies to State use of ICTs.
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A key part of the mandate of the GGE — including through these annexed
national contributions — is to continue to study how international law applies to the
use of ICTs by States. This question is a subject of ongoing consideration by States
individually and collectively through the UN and other multilateral forums.
Deepening our understanding of how international law applies is an iterative process,
involving States forming national views and exchanging positions. Through internal
consideration and international exchanges, States are building a deeper, clearer and
more practical understanding of how international law applies to State behaviour in
cyberspace. Even where views differ, developing understandings of respective States’
positions may increase predictability and reduce the risk of miscalculation, which can
lead to escalation in State conduct. The contributions of States represented through
experts as part of this GGE are an important part of this process and will be a valuable
resource for the international community on key questions of how international law
applies in cyberspace.

In 2020, Australia also submitted a non-paper to the UN OEWG on Cyber
containing a series of case studies on the application of international law in
cyberspace.

The case studies seek to demonstrate that existing treaties and customary
international law provide a comprehensive and robust framework to address the
threats posed by state-generated or sponsored malicious cyber activity. In particular,
international law provides victim States with a ‘tool kit’ to identify breaches of
international legal obligations, attribute those acts to the responsible State, seek
peaceful resolution of disputes and, where the victim State deems appropriate, take
lawful measures in response. In this way, the application of existing international law
to cyberspace can enhance international peace and security by increasing the
predictability of State behaviour, reducing the possibility of conflict, minimising
escalation and preventing misattribution. The case studies are annexed to this
submission and should be read in conjunction with it.

It is important to recognise that international law is most effective when States
implement and adhere to their international legal obligations and, where necessary,
cooperate to uphold international law and ensure accountability for violations.

In the cyber context, international law is one element in the ‘framework for
responsible State behaviour in cyberspace’. The other elements are: voluntary, non-
binding norms (‘norms’); confidence building measures; and capacity building. The
2015 GGE elaborated 11 norms, which were endorsed by consensus in UN General
Assembly Resolution 70/237 (2015), as well as in the report of the 2021 OEWG which
was itself endorsed by consensus in UN General Assembly Decision 75/816. The
norms reflect the expectations and standards of the international community regarding
responsible State behaviour in cyberspace, but they do not replace or alter States’
binding obligations or rights under international law. Accordingly, the norms provide
specific guidance, additional to international law, on what constitutes responsible
State behaviour in the use of ICTs. This understanding of the relationship between
international law and norms was affirmed by the OEWG in its 2021 report.

The United Nations Charter, the law on the use of force (jus ad bellum) and the
principle of non-intervention

The United Nations Charter (UN Charter) and associated rules of customary
international law apply to activities conducted in cyberspace. Article 2(3) of the UN
Charter requires States to seek the peaceful settlement of disputes and Article 2(4)
prohibits the threat or use of force by a State against the territorial integrity or political
independence of another State, or in any manner inconsistent with the purposes of the
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UN. These obligations — and the UN Charter in its entirety — apply in cyberspace as
they do in the physical realm.

The obligation to seek peaceful settlement of disputes does not impinge upon a
State’s inherent right to act in individual or collective self-defence in response to an
armed attack. This right applies equally in the cyber domain as it does in the physical
realm.

The UN Charter (Article 33) applies to international disputes involving cyber
activities, the continuance of which are likely to endanger the maintenance of
international peace and security. States are required to seek the settlement of such
disputes by peaceful means such as negotiation, enquiry, mediation, conciliation,
arbitration, judicial settlement, and resort to regional agencies or arrangements, or
other peaceful means of their own choice.

Resolution of a cyber dispute consistent with Chapter VI of the UN Charter
(Pacific Settlement of Disputes) could include the parties referring the matter to the
International Court of Justice. This would require that the necessary preconditions be
met, including that the matter is admissible and that the Court has jurisdiction to hear
it.

The UN Security Council may exercise its powers and responsibilities under
Chapter VI and Chapter VII (Action with Respect to Threats to the Peace, Breaches
of the Peace, and Acts of Aggression) of the UN Charter with respect to cyber
activities endangering international peace and security.

In determining whether a cyber activity constitutes a use of force, States should
consider whether the activity’s scale and effects are comparable to traditional kinetic
operations that rise to the level of use of force under international law. This involves
a consideration of the intended or reasonably expected direct and indirect
consequences of the cyber activity, including for example whether the activity could
reasonably be expected to cause serious or extensive (‘scale’) damage or destruction
(‘effects’) in the form of injury or death to persons, or damage or destruction
(including to their functioning) to objects or critical infrastructure.

Harmful conduct in cyberspace that does not constitute a use of force may
constitute a breach of the duty not to intervene in the internal or external affairs of
another State. This obligation is encapsulated in Article 2(7) of the Charter and in
customary international law.

A prohibited intervention is one that interferes by coercive means, either directly
or indirectly, in matters that a State is permitted by the principle of State sovereignty
to decide freely. Such matters include a State’s economic, political, social and cultural
systems and foreign policy. Coercive means are those that effectively deprive or are
intended to deprive the State of the ability to control, decide upon or govern matters
of an inherently sovereign nature.

The use by a State of cyber activities to prevent another State from holding an
election, or manipulate the electoral system to alter the results of an election in
another State, intervene in the fundamental operation of Parliament, or significantly
disrupt the functioning of a States’ financial systems would constitute a violation of
the principle of non-intervention.

A use of force will be lawful when the territorial State consents, when it is
authorised by the Security Council under Chapter VII of the UN Charter, or when it
is taken pursuant to a State’s inherent right of individual or collective self-defence in
response to an armed attack, as recognised in Article 51 of the Charter.

Australia considers that the thresholds and limitations governing the exercise of
self-defence under Article 51 apply in respect of cyber activities that constitute an
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armed attack and in respect of acts of self-defence that are carried out by cyber means.
Thus, if a cyber activity — alone or in combination with a physical operation — results
in, or presents an imminent threat of, damage equivalent to a traditional armed attack,
then the inherent right to self-defence is engaged. Any use of force in self-defence
must be necessary for the State to defend itself against the actual or imminent armed
attack, and be a proportionate response in scope, scale and duration. Any reliance on
Atrticle 51 must be reported directly to the UN Security Council.

The rapidity of cyber activities, as well as their potentially concealed and/or
indiscriminate character, raises new challenges for the application of established
principles. These challenges have been noted by Australia in explaining its position
on imminence and the right of self-defence in the context of national security threats
that have evolved as a result of technological advances. For example, in a speech to
the University of Queensland in 2017, then Attorney-General, Senator the Hon.
George Brandis QC, explained that:

‘[A] state may act in anticipatory self-defence against an armed attack when the
attacker is clearly committed to launching an armed attack, in circumstances
where the victim will lose its last opportunity to effectively defend itself unless
it acts. This standard reflects the nature of contemporary threats, as well as the
means of attack that hostile parties might deploy. Consider, for example, a
threatened armed attack in the form of an offensive cyber operation, ...which
could cause large-scale loss of human life and damage to critical infrastructure.
Such an attack might be launched in a split-second. Is it seriously to be
suggested that a state has no right to take action before that split-second?’

International humanitarian law (jus in bello) and international human rights law

International humanitarian law (IHL) (including the principles of humanity,
necessity, proportionality and distinction) applies to cyber activities within an armed
conflict.

Australia considers that a cyber activity may constitute an ‘attack’ against an
adversary under IHL if it rises to the same threshold as that of a kinetic ‘attack’ (or
act of violence). The rules governing such attacks during armed conflict will apply to
those kinds of cyber activities. Accordingly, it will be necessary to assess whether the
cyber activity is sufficiently connected to hostilities and results in the reasonably
foreseeable death or injury to individuals or damage and destruction to objects. IHL
also provides rules that apply to cyber activities in an armed conflict that do not
constitute or rise to the level of an ‘attack’, including the general protections afforded
to the civilian population and individual civilians against dangers arising from
military operations.

In accordance with the IHL principle of military necessity, a combatant is
justified in using measures, not forbidden by international law, which are
indispensable for securing complete submission of an enemy at the soonest moment.
The principle cannot be used to justify actions prohibited by law, as the means to
achieve victory are not unlimited.

The THL principle of distinction seeks to ensure that only legitimate military
objectives are attacked. Distinction has two components. The first, relating to
personnel, seeks to maintain the distinction between combatants (who may be
attacked), and civilians or non-combatants (including protected persons). The second
component distinguishes between objects which are targetable as legitimate military
objectives, and civilian and protected objects.

The THL principle of proportionality prohibits the launching of an attack which
may be expected to cause incidental loss of civilian life, injury to civilians, damage
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to civilian objects, or a combination thereof, which would be excessive in relation to
the concrete and direct military advantage anticipated.

Australia, and other States parties to Additional Protocol I to the Geneva
Conventions of 1949 are required under Article 36 to determine whether the
employment of new weapons, or means or method of warfare, would, in some or all
circumstances be prohibited by Additional Protocol I or any other rule of international
law applicable to that State. A cyber capability could, in certain circumstances,
constitute a “weapon, or a means or method of warfare’ within the meaning of Article
36 and require a review in accordance with Article 36 obligations.

In armed conflict, Australian military capabilities are employed within a well-
established system of command and control, within applicable legal frameworks, and
subject to orders, directives and procedures. This includes approved targeting
procedures. Cyber activities are no different. Where cyber actions or activities amount
to an attack under IHL, as for conventional activities, Australian targeting procedures
comply with the requirements of IHL. Trained legal officers are available to support
Commanders with advice to ensure that Australia satisfies its obligations under
international law and operates in accordance with its domestic legal requirements.

International human rights law (IHRL) also applies to State conduct in
cyberspace. Under IHRL, States have obligations to protect relevant human rights of
individuals under their jurisdiction, including the right to privacy, where those rights
are exercised or realised through or in cyberspace. Subject to lawful derogations and
limitations, States must ensure without distinction individuals’ rights to privacy,
freedom of expression and freedom of association online.

General principles of international law, including the law on State responsibility

The customary international law on State responsibility, much of which is
reflected in the International Law Commission’s Articles on the Responsibility of
States for Internationally Wrongful Acts (ARSIWA), applies to State behaviour in
cyberspace. Under the law on State responsibility, there will be an internationally
wrongful act of a State when its conduct in cyberspace — whether by act or omission —
is attributable to it and constitutes a breach of one of its international obligations.

To the extent that a State enjoys the right to exercise sovereignty over objects
and activities within its territory, it necessarily shoulders corresponding
responsibilities to ensure those objects and activities are not used to harm other States.
In this context, we note it may not be reasonable to expect (or even possible for) a
State to prevent all malicious use of ICT infrastructure located within its territory.
However, in Australia’s view, if a State is aware of an internationally wrongful act
originating from or routed through its territory, and it has the ability to put an end to
the harmful activity, that State should take reasonable steps to do so consistent with
international law.

States are entitled, in their sole discretion, and based on their own judgement,
to attribute unlawful cyber activities to another State. States should act reasonably
when drawing conclusions based on the facts before them.

A cyber activity will be attributable to a State under international law where, for
example, the activity was conducted by an organ of the State; by persons or entities
exercising elements of governmental authority; or by non-State actors operating under
the direction or control of the State.

Australia recognises the need to distinguish between different attribution
assessments, including factual attribution (which includes an assessment of technical
and other contextual information) and legal attribution (that there has been a breach
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of international law), as well as the political decision to convey — publicly or
privately — those attribution assessments.

If a State is a victim of malicious cyber activity, which is attributable to a
perpetrator State, the victim-State may be able to take countermeasures under certain
circumstances. Countermeasures are measures, which would otherwise be unlawful,
taken to secure cessation of, or reparation for, the other State’s unlawful conduct.
Countermeasures may be cyber in nature or taken through alternative means, such as
temporarily not performing certain bilateral treaty obligations owed to a State.

Countermeasures in cyberspace cannot amount to a use of force and must be
proportionate.

States are able to respond to other States’ malicious activity with acts of
retorsion, which are unfriendly acts that are not inconsistent with any of the State’s
international obligations.

If a State is the victim of harmful conduct in cyberspace, that State could be
entitled to remedies in the form of restitution, compensation or satisfaction. In the
cyber context, this may mean that the victim-State could, for example, seek
replacement of damaged hardware or compensation for the foreseeable physical and
financial losses resulting from the damage to servers, as well as assurances or
guarantees of non-repetition.

28 May 2021
[Annex: cyber case studies]

Annex

Australia Non Paper
Case studies on the application of international law in cyberspace

The international community recognises that existing international law — and in
particular the UN Charter in its entirety — is applicable to state conduct in cyberspace
and is essential to maintaining peace and stability and promoting an open, secure,
peaceful and accessible ICT environment. This is reflected in the 2013 and 2015
reports of the UN Group of Governmental Experts on the use of Information
Communications Technologies in the Context of International Security (UNGGE),*
as adopted by the UN General Assembly.? Australia’s position on how international
law governs state conduct in cyberspace is presented in the International Cyber
Engagement Strategy (2017), Annex A,® as supplemented by the 2019 International
Law Supplement.*

These case studies apply international law to standalone hypothetical scenarios,
demonstrating that existing treaties and customary international law provide a
comprehensive and robust framework to address the threats posed by state-generated
or sponsored malicious cyber activity. In particular, international law provides victim
states with a “tool kit” to identify breaches of international legal obligations, attribute

! Report of the Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security (24 June 2013) UN Doc A/68/98
para 19; Report of the Group of Governmental Experts on Developments in the Field of Infor-
mation and Telecommunications in the Context of International Security (22 July 2015) UN Doc
A/70/174 para. 24.

2 UNGA Resolution 68/243 (9 January 2014) UN Doc A/RES/68/243; UNGA Resolution 70/237
(30 December 2015) UN Doc A/RES/70/237.

3 Available at https://dfat.gov.au/international-relations/themes/cyber-affairs/aices/chapters/ an-
nexes.html#Annex-A and also enclosed at Attachment 1

4 Available at https://dfat.gov.au/international-relations/themes/cyber-affairs/aices/chapters/
2019 _international_law_supplement.html and also enclosed at Attachment 2
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those acts to the responsible state, seek peaceful resolution of disputes and, where the
victim state deems appropriate, take lawful measures in response. The case studies
illustrate that the application of existing international law to cyberspace can enhance
international peace and security by increasing predictability of state behaviour,
reducing the possibility of conflict, minimising escalation and preventing
misattribution.

The case studies represent fictional scenarios and are not based on actual actors
or events. They are intended to illustrate potential options rather than recommend a
course of action. They do not purport to represent how Australia could or would
respond to any malicious cyber activity directed against it, or purport to provide a
comprehensive view on potential response options or the international law issues
raised in any specific scenario.

Scenario 1 — Cyber operations by State B on government systems and websites of
State A

State A undertakes major reforms to its domestic company law and tax code that
are consistent with its international obligations. In order to implement the new laws
— including to allow State A’s tax office and corporate regulator to monitor and
enforce new requirements on companies — State A requires all registered companies
to disclose certain information via a government website. State B opposes the reforms
because it considers they unfairly impact on the interests of companies from State B
operating in State A. In an attempt to prevent State A from implementing the reforms,
State B, through its Department of Defence, conducts a series of cyber operations that
prevent use of the website and disable government systems of State A’s tax office and
corporate regulator. As a result, State A is incapable of regulating companies’
compliance with the new laws for a substantial period and has no choice but to
indefinitely postpone implementation of the new tax reforms. State A also loses
significant tax revenue.

International law may assist State A in the following ways:

First, it provides rules of legal attribution — contained in the customary
international law on state responsibility, much of which is reflected in the
International Law Commission’s Articles on the Responsibility of States for
Internationally Wrongful Acts — meaning that acts of the Department of Defence, as
an organ of State B, would be attributable to State B.

Second, it defines states’ rights and obligations, including the international
law duty not to intervene in the internal affairs of another state (prohibited
intervention). State B’s conduct could constitute a prohibited intervention on the basis
that it was a coercive interference in matters which State A is entitled as a matter of
state sovereignty to decide freely, including its economic system. However,
establishing the aforementioned elements of prohibited intervention would depend on
the circumstances, including the extent of economic damage and the loss of
government control over economic policy.

Third, if State B’s conduct violated international law, it would entitle State A to
invoke the international legal responsibility of State B, and State A could demand
that State B cease the unlawful act/s (if they were continuing) and make full reparation
for State A’s injuries. Reparation could include restoring full access to relevant
websites and providing compensation for any financially assessable damage. As
international law governs the dispute, State A may seek to pursue resolution through
legal as well as political avenues including, for example, by seeking a resolution
consistent with the Charter of the United Nations, including Chapter VI (Pacific
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Settlement of Disputes),® which could include referring the dispute to the International
Court of Justice (ICJ) where the necessary preconditions had been met (including
admissibility and jurisdiction).

Fourth, if State B’s conduct violated international law, it would entitle State A
to take countermeasures — acts which would ordinarily be unlawful — in response to
State B’s wrongdoing. Countermeasures could be cyber in nature or taken through
alternative means — such as temporarily not performing certain bilateral treaty
obligations owed to State B. However, State A would need to ensure that such
countermeasures:

o were directed against State B

o did not constitute a threat or use of force, violate fundamental human rights,
humanitarian obligations prohibiting reprisals, or peremptory international legal
norms

o were reversible (as far as possible)
e were proportionate to the injury suffered by State A, and

e were intended to induce State B to comply with its international legal obliga-
tions.

International law would not preclude State A from taking acts of retorsion,
which are unfriendly acts that are not inconsistent with the international obligations
of State A, including, for example, declaring diplomats from State B in State A
persona non grata.

Scenario 2 — State A’s territory/infrastructure used by State B to conduct
malicious cyber activities against State C

State B’s Department of Defence conducts malicious cyber activities against
State C that are routed through servers located on State A’s territory, without its
knowledge. The malicious cyber activities conducted by State B are contrary to the
rights of State C (although they do not constitute an unlawful use of force). State A’s
relationship with State C could be damaged.

International law may assist State A in the following ways:

First, it provides rules of legal attribution, under which the unlawful acts of
State B could not be attributed to State A. The rules of attribution (as outlined in
Scenario 1) provide a clear legal framework for connecting the conduct of an
individual or an entity to a state; this connection would not be established in the
present case between State B’s Department of Defence and State A. Rather, the acts
of the Department of Defence would be attributable to State B as an organ of that
state exercising executive functions. Attribution would also be made out against State
B if it used a proxy acting on its instructions, or under its direction or control, to carry
out the relevant acts. Additionally, State A would not be considered responsible for
aiding and assisting State B because its lack of knowledge of the wrongful acts and
its lack of intent to aid or assist the wrongful acts would mean that it could not have

o

For example: Article 33(1) of the UN Charter provides that “The parties to any dispute, the con-
tinuance of which is likely to endanger the maintenance of international peace and security,
shall, first of all, seek a solution by negotiation, enquiry, mediation, conciliation, arbitration,
judicial settlement, resort to regional agencies or arrangements, or other peaceful means of their
own choice.” In Security Our Common Future: An Agenda for Disarmament (Office for Dis-
armament Affairs, 2018) the UN Secretary-General commits to “make available his good offices
to contribute to the prevention and peaceful settlement of conflict stemming from malicious ac-
tivity in cyberspace”.

21-09670



Al76/136

21-09670

been complicit in the commission of those acts. Therefore, State C could not make a
legal attribution of the wrongful conduct to State A.

Second, as a result, State A could not be considered directly responsible for
any unlawful act committed by State B against State C. Accordingly, State C could
not pursue dispute resolution through legal avenues (including the ICJ, as outlined in
Scenario 1) against State A in relation to State B’s wrongdoing; although it could do
so against State B. Additionally, assuming State A could not have been aware of the
activity taking place from its territory, it did not act contrary to the norm of
responsible state behaviour in cyberspace to not knowingly allow its territory to be
used for internationally wrongful acts using ICTs,® or in violation of any applicable
international obligations.

Third, as State A is not directly responsible for any unlawful act committed by
State B against State C, State C could not take any countermeasures — acts that would
ordinarily be unlawful — against State A in response to State B’s conduct. Were it to
do so, State A would itself be entitled to respond through countermeasures and seek
remedies.

Note: this scenario details how international law would assist State A (whose
territory/infrastructure was used without its knowledge by State B to conduct
malicious activity against State C). Separately, and provided all requirements were
met (see Scenario 1), State C could invoke the international legal responsibility of
State B and pursue a legal and/or political resolution and take countermeasures and/or
acts of retorsion against it.

Scenario 3 — State B conducts a major offensive cyber operation that constitutes a
serious threat to State A’s national security

Amid growing tensions between State A and State B,” the armed forces of State
B conduct a major offensive cyber operation against State A, destroying servers
located in State A used by State A’s military headquarters. This renders State A unable
to communicate with naval vessels operating in international waters off the coast of
State B. It will take several months to replace the destroyed servers, at substantial
cost.

International law may assist State A in the following ways:

First, it provides rules of legal attribution, meaning that under the customary
international law on state responsibility (as outlined in Scenario 1), the acts of the
armed forces, as an organ of State B, would be attributable to State B.

Second, it defines states’ rights and obligations, meaning that State B’s cyber
operation may constitute an unlawful use of force contrary to Article 2(4) of the UN
Charter against State A (unless such actions were taken in self-defence or authorised
under a Chapter VII resolution of the UN Security Council). This would turn on
whether the operation caused damage to State A’s infrastructure and objects (its
military servers) and subsequent impact on the functioning of its military
communications systems that was akin in scale and effects to a traditional kinetic
operation that would rise to the level of a use of force.

Third, assuming State B’s conduct violated international law, it would entitle
State A to invoke the international legal responsibility of State B and demand that

6 Report of the Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security (22 July 2015) UN Doc A/70/174
para. 13(c) (see, also, para. 13(h)).

7 For the purposes of this scenario, there is not a state of armed conflict between State A and
State B immediately prior to State B’s offensive cyber operation.
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State B cease unlawful act/s (if they were continuing) and make full reparation for
State A’s injuries. Reparation could entail compensation for financially assessable
damage, as well as assurances or guarantees of non-repetition. As international law
governs the dispute, State A may seek to pursue resolution through legal as well as
political avenues including, for example, by seeking a resolution consistent with the
Charter of the United Nations, including Chapter VI (Pacific Settlement of Disputes)
8 (which could include the International Court of Justice, as outlined in Scenario 1)
and/or Chapter VII (Action with Respect to Threats to the Peace, Breaches of the
Peace, and Acts of Aggression)®.

Fourth, if State B’s conduct violated international law, it would entitle State A
to take countermeasures — acts which would ordinarily be unlawful — in response to
State B’s wrongdoing. Countermeasures could be cyber in nature or taken through
alternative means — such as implementing otherwise unlawful tariffs on trade in
important goods/services from State B. However, State A would need to ensure that
such countermeasures:

o were directed against State B

o did not constitute a threat or use of force, violate fundamental human rights,
humanitarian obligations prohibiting reprisals, or peremptory international legal
norms

o were reversible (as far as possible)
e were proportionate to the injury suffered by State A, and

e were intended to induce State B to comply with its international legal obliga-
tions.

Fifth, if the cyber operation constituted an “armed attack™, as recognised under
Atrticle 51 of the UN Charter, State A would be entitled to use force pursuant to its
inherent right of self-defence against State B. The use of force in self-defence may
be cyber in nature or conducted through kinetic means. However, the right to self-
defence would require that State A only use force where it is necessary to repel the
actual or imminent armed attack and that such force be a proportionate response in
scope, scale and duration. The measures taken by State A would need to be
immediately reported to the UN Security Council.

International law would not preclude State A from taking acts of retorsion,
which are unfriendly acts that are not inconsistent with the international obligations
of State A, including, for example, declaring diplomats from State B in State A
persona non grata.

ATTACHMENT 1

2017 — AUSTRALIA’S POSITION ON THE APPLICATION OF
INTERNATIONAL LAW TO STATE CONDUCT IN CYBERSPACE

Existing international law provides the framework for state behaviour in
cyberspace. This includes, where applicable, the law regarding the use of force,
international humanitarian law (IHL), international human rights law, and
international law regarding state responsibility.

8 See note 5 above.

For example: Article 39 of the UN Charter provides that “The [UN] Security Council shall de-
termine the existence of any threat to the peace, breach of the peace, or act of aggression and
shall make recommendations, or decide what measures shall be taken in accordance with Arti-
cles 41 and 42 to maintain or restore international peace and security.”

©
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In this respect, Australia notes that the centrality of international law and its
application to states’ use of cyberspace was affirmed in 2013 in the consensus report
of the third United Nations Group of Governmental Experts (UNGGE) on
Developments in the Field of Information and Telecommunications in the Context of
International Security, which was chaired by Australia, and reaffirmed in the 2015
report of the UNGGE.

However, Australia recognises that activities conducted in cyberspace raise new
challenges for the application of international law, including issues of sovereignty,
attribution and jurisdiction, given that different actors engage in a range of cyber
activities which may cross multiple national borders. This annex sets out Australia’s
views on these issues.

The United Nations Charter and the law on the use of force (jus ad bellum) apply
to activities conducted in cyberspace.

The Charter of the United Nations requires states to seek peaceful settlements
of disputes. This obligation extends to cyberspace and requires states to resolve cyber
incidents peacefully without escalation or resort to the threat or use of force. This
requirement does not impinge upon a state’s inherent right to act in individual or
collective self-defence in response to an armed attack, which applies equally in the
cyber domain as it does in the physical realm.

In determining whether a cyber attack, or any other cyber activity, constitutes a
use of force, states should consider whether the activity’s scale and effects are
comparable to traditional kinetic operations that rise to the level of use of force under
international law. This involves a consideration of the intended or reasonably
expected direct and indirect consequences of the cyber attack, including for example
whether the cyber activity could reasonably be expected to cause serious or extensive
(‘scale’) damage or destruction (‘effects’) to life, or injury or death to persons, or
result in damage to the victim state’s objects, critical infrastructure and/or
functioning.

For cyber operations constituting or occurring within the context of an
international or non-international armed conflict, the relevant international
humanitarian law (jus in bello) will apply to the conduct of these cyber activities.

International humanitarian law (IHL) (including the principles of humanity,
necessity, proportionality and distinction) applies to cyber operations within an armed
conflict.

The THL principle of proportionality prohibits the launching of an attack which
may be expected to cause incidental loss of civilian life, injury to civilians, damage
to civilian objects, or a combination thereof, which would be excessive in relation to
the concrete and direct military advantage anticipated.

The THL principle of military necessity states that a combatant is justified in
using those measures, not forbidden by international law, which are indispensable for
securing complete submission of an enemy at the soonest moment. The principle
cannot be used to justify actions prohibited by law, as the means to achieve victory
are not unlimited.

The THL principle of distinction seeks to ensure that only legitimate military
objects are attacked. Distinction has two components. The first, relating to personnel,
seeks to maintain the distinction between combatants and non-combatants or military
and civilian personnel. The second component distinguishes between legitimate
military targets and civilian objects.
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All Australian military capabilities are employed in line with approved targeting
procedures. Cyber operations are no different. Australian targeting procedures
comply with the requirements of IHL and trained legal officers provide decision-
makers with advice to ensure that Australia satisfies its obligations under
international law and its domestic legal requirements.

For example, Australia considers that, if a cyber operation rises to the same threshold
as that of a kinetic ‘attack under IHL’, the rules governing such attacks during armed
conflict will apply to those kinds of cyber operations.

For cyber activities taking place outside of armed conflict, general principles of
international law, including the law on state responsibility, apply.

It is a longstanding rule of international law that, if a state acts in violation of
an international obligation, and that violation is attributable to the state, that state will
be responsible for the violation.

The customary international law on state responsibility, much of which is
reflected in the International Law Commission’s Articles on the Responsibility of
States for Internationally Wrongful Acts, apply to state behaviour in cyberspace.

To the extent that a state enjoys the right to exercise sovereignty over objects
and activities within its territory, it necessarily shoulders corresponding
responsibilities to ensure those objects and activities are not used to harm other states.
In this context, we note it may not be reasonable to expect (or even possible for) a
state to prevent all malicious use of ICT infrastructure located within its territory.
However, in Australia’s view, if a state is aware of an internationally wrongful act
originating from or routed through its territory, and it has the ability to put an end to
the harmful activity, that state should take reasonable steps to do so consistent with
international law.

If a state is a victim of malicious cyber activity which is attributable to a
perpetrator state, the victim state may be able to take countermeasures against the
perpetrator state, under certain circumstances. However, countermeasures that
amount to a use of force are not permissible. Any use of countermeasures involving
cyberspace must be proportionate. It is acknowledged that this raises challenges in
identifying and assessing direct and indirect effects of malicious cyber activity, in
order to gauge a proportionate response. The purpose of countermeasures is to compel
the other party to desist in the ongoing unlawful conduct.

ATTACHMENT 2

2019 — SUPPLEMENT TO AUSTRALIA’S POSITION ON THE
APPLICATION OF INTERNATIONAL LAW TO STATE CONDUCT
IN CYBERSPACE

In the International Cyber Engagement Strategy (2017) (Strategy), Australia
committed to periodically publish its position on the application of relevant
international law to state conduct in cyberspace. The first such publication appeared
in Annex A to the Strategy. This document is the second publication and is aimed at
further elaborating Australia’s position on applicable international law as expressed
in the Strategy. As such, it should be read as a supplement to that document.

Application and development of international law

The Strategy recognised the well-established position that existing international
law — including the UN Charter in its entirety — provides the framework for
responsible state behaviour in cyberspace. The international community, including
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the permanent members of the United Nations (UN) Security Council recognised this
in the 2013 and 2015 reports of the UN Group of Governmental Experts on the use of
Information Communications Technologies in the Context of International Security
(UNGGE), as adopted by the UN General Assembly. Australia also acknowledged
that activities conducted in cyberspace raise new challenges for how international law
applies. To deepen understandings and set clear expectations, Australia encourages
states to be transparent in how they interpret existing international law as it applies
to state conduct in cyberspace. The Strategy, and this supplement, form part of
Australia’s ongoing effort to make its views on the applicability of international law
public.

The law on the use of force (jus ad bellum) and the principle of non-intervention

The United Nations Charter (Charter) and associated rules of customary
international law apply to activities conducted in cyberspace. Article 2(3) of the
Charter requires states to seek the peaceful settlement of disputes and Article 2(4)
prohibits the threat or use of force by a state against the territorial integrity or political
independence of another state, or in any manner inconsistent with the purposes of the
UN. In the Strategy, Australia made clear that these obligations — and the UN Charter
in its entirety, including those obligations, apply in cyberspace as they do in the
physical realm.

A use of force will be lawful when the territorial state consents, it is authorised
by the Security Council under Chapter VII of the UN Charter or when it is taken
pursuant to a state’s inherent right of individual or collective self-defence in response
to an armed attack, as recognised in Article 51 of the Charter. Australia considers that
the thresholds and limitations governing the exercise of self-defence under Article 51
apply in respect of cyber operations that constitute an armed attack and in respect of
acts of self- defence that are carried out by cyber means. Thus if a cyber operation —
alone or in combination with a physical operation — results in, or presents an imminent
threat of, damage equivalent to a traditional armed attack, then the inherent right to
self-defence is engaged. The rapidity of cyber attacks, as well as their potentially
concealed and/or indiscriminate character, raises new challenges for the application
of established principles. These challenges have been raised by Australia in
explaining its position on the concept of imminence and the right of self-defence in
the context of national security threats that have evolved as a result of technological
advances (see Figure 1).

FIGURE 1 - IMMINENCE AND CYBER OPERATIONS

“[A] state may act in anticipatory self-defence against an armed attack when
the attacker is clearly committed to launching an armed attack, in circumstances
where the victim will lose its last opportunity to effectively defend itself unless it acts.

This standard reflects the nature of contemporary threats, as well as the means
of attack that hostile parties might deploy.

Consider, for example, a threatened armed attack in the form of an offensive
cyber operation (and, of course, when I say ‘armed attack’, I mean that term in the
strict sense of Article 51 of the Charter). The cyber operation could cause large-scale
loss of human life and damage to critical infrastructure. Such an attack might be
launched in a split-second. Is it seriously to be suggested that a state has no right to
take action before that split-second?”

Attorney-General, Senator the Hon. George Brandis QC,
University of Queensland, 11 April 2017
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Harmful conduct in cyberspace that does not constitute a use of force may still
constitute a breach of the duty not to intervene in the internal or external affairs of
another state. This obligation is encapsulated in Article 2(7) of the Charter and in
customary international law. A prohibited intervention is one that interferes by
coercive means (in the sense that they effectively deprive another state of the ability
to control, decide upon or govern matters of an inherently sovereign nature), either
directly or indirectly, in matters that a state is permitted by the principle of state
sovereignty to decide freely. Such matters include a state’s economic, political, and
social systems, and foreign policy. Accordingly, as former UK Attorney-General
Jeremy Wright outlined in 2018, the use by a hostile State of cyber operations to
manipulate the electoral system to alter the results of an election in another State,
intervention in the fundamental operation of Parliament, or in the stability of States’
financial systems would constitute a violation of the principle of non-intervention.

International humanitarian law (jus in bello) and international human rights law

The Strategy and the 2015 Report of the UN Group of Governmental Experts
on Developments in the Field of Information and Telecommunications in the Context
of International Security (A/70/174), discussed the applicability of international
humanitarian law (IHL) to cyber operations in armed conflict, including the principles
of humanity, military necessity, proportionality and distinction. Australia considers
that, if a cyber operation rises to the same threshold as that of a kinetic ‘attack’ (or
act of violence) under IHL, the rules governing such attacks during armed conflict
will apply to those kinds of cyber operations. Applicable IHL rules will also apply to
cyber operations in an armed conflict that do not constitute or rise to the level of an
‘attack’, including the principle of military necessity and the general protections
afforded to the civilian population and individual civilians with respect to military
operations.

International human rights law (IHRL) also applies to the use of cyberspace (see
e.g. Figure 2). States have obligations to protect relevant human rights of individuals
under their jurisdiction, including the right to privacy, where those rights are
exercised or realised through or in cyberspace. Subject to lawful derogations and
limitations, states must ensure without distinction individuals’ rights to privacy,
freedom of expression and freedom of association online.

FIGURE 2 - COMMONWEALTH CYBER DECLARATION

“Recognising the potential for a free, open, inclusive and secure cyberspace to
promote economic growth for all communities and to act as an enabler for realisation
of the Sustainable Development Goals across the Commonwealth, we: ...

5. Affirm that the same rights that citizens have offline must also be protected
online.”

Commonwealth Heads of Government Declaration
20 April 2018

General principles of international law, including the law on state responsibility

In the Strategy, Australia recognised that the law on state responsibility, much
of which is reflected in the International Law Commission’s Articles on the
Responsibility of states for Internationally Wrongful Acts, applies to state behaviour
in cyberspace. Under the law on state responsibility, there will be an internationally
wrongful act of a state when its conduct in cyberspace — whether by act or omission —
is attributable to it and constitutes a breach of one of its international obligations.
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Australia will, in its sole discretion, and based on its own judgement, attribute
unlawful cyber operations to another state. In making such decisions, Australia relies
on the assessments of its law enforcement and intelligence agencies, and consultations
with its international partners (see e.g. Figure 3). A cyber operation will be
attributable to a state under international law where, for example, the operation was
conducted by an organ of the state; by persons or entities exercising elements of
governmental authority; or by non-state actors operating under the direction or control
of the state.

As outlined in the Strategy, if a state is a victim of malicious cyber activity
which is attributable to a perpetrator state, the victim state may be able to take
countermeasures (whether in cyberspace or through another means) against the
perpetrator state, under certain circumstances. Countermeasures are measures, which
would otherwise be unlawful, taken to secure cessation of, or reparation for, the other
state’s unlawful conduct. Countermeasures in cyberspace cannot amount to a use of
force and must be proportionate. States are able to respond to other States’ malicious
activity with acts of retorsion, which are unfriendly acts that are not inconsistent with
any of the State’s international obligations.

If a state is the victim of harmful conduct in cyberspace, that state could be
entitled to remedies in the form of restitution, compensation or satisfaction. In the
cyber context, this may mean that the victim-state could for example seek replacement
of damaged hardware or compensation for the foreseeable physical and financial
losses resulting from the damage to servers, as well as assurances or guarantees of
non-repetition.

Brazil

[Original: English]

Brazil firmly believes that in their use of information and communications
technologies, States must comply with international law, including the United Nations
Charter, international human rights law and international humanitarian law. The
United Nations and other regional organizations have recognized that international
law, and in particular the Charter of the United Nations, is applicable to States’ ICT-
related activity in cyberspace and is essential to maintaining peace and stability and
promoting an open, secure, peaceful and accessible ICT environment!®. Hence, in
current discussions, the question is no longer whether, but how international law
applies to the use of ICTs by States.

While analogies in relation to the physical world might work most of the time
to determine the manner in which international law applies, cyberspace’s unique
characteristics create new situations that international law was not originally designed
to address. The interconnectivity of information systems, the intangible components
of cyberspace, the fluidity of jurisdictions and the potential anonymity of cyber
operations, among other factors, pose new challenges to international law, whose
development has been based on a physical and territorial international order.

10

United Nations Report of the Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security, para. 19, UN
DOC. A/68/98 (June, 24, 2013); United Nations Report of the Group of Governmental Experts
on Developments in the Field of Information and Telecommunications in the Context of
International Security, paras.13, 24 and 28(b) UN DOC A/70/174 (22 July 2015); United
Nations Report of the Group of Governmental Experts on Advancing responsible State behavior
in cyberspace in the context of international security, para. 71(b) (May 2021, advance copy).
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The development and use of new technologies will inevitably raise questions
both of lex lata and lege ferenda. Law will often be outpaced by scientific progress,
which in turn tends to generate considerable uncertainty about the application of
certain international rules.!! Legal uncertainty, particularly in the realm of peace and
security, can lead to unwarranted insecurity and increased risks of conflict.

To the extent that interpretations of how international law applies to the use of
ICT by States diverge, the risk of unpredictable behavior, misunderstandings and
escalation of tensions increases. Therefore, it is important to identify convergence
amongst States on this matter and, where divergences are identified, to jointly work
towards increased coherence in the interpretation of existing rules. If necessary,
development of additional norms should also be considered as a means to fill potential
legal gaps and resolve remaining uncertainties.

The current paper highlights Brazil’s views on how international law applies to
the use of ICTs by States. Given the broad scope of international law, only some
aspects will be covered. In developing this assessment, Brazil has followed the
traditional sources of international law, as enshrined in article 38 of the ICJ Statute.
Academic works and expert reports, such as the Talinn Manual and the ICRC Position
Paper, are considered as important reference material.

Sovereignty

State sovereignty is one of the founding principles of international law. As the
ICJ has stated in the Corfu Channel Case, “between independent States, the respect
for territorial sovereignty is an essential foundation for ‘international relations’”.%? It
is applicable as a standalone rule, including to the use of ICTs by States, and entails
an independent obligation of “every State to respect the territorial sovereignty of
others”.*® Currently, there is neither broad state practice nor sufficient opinio juris to
generate new customary international norm allowing for the violation of State
sovereignty, including by means of ICTs.

Violations of State sovereignty by another State, including by means of ICTs,
constitute an internationally wrongful act and entail the international responsibility
of the State in violation. Interceptions of telecommunications, for instance, whether
or not they are considered to have crossed the threshold of an intervention in the
internal affairs of another State, would nevertheless be considered an internationally
wrongful act because they violate state sovereignty.* Similarly, cyber operations
against information systems located in another State’s territory or causing
extraterritorial effects might also constitute a breach of sovereignty.

Non-intervention

The principle of non-intervention, which is considered customary international
law, refers to “the right of every sovereign State to conduct its affairs without outside
interference”.’® In the Declaration on the Principles of International Law concerning
Friendly Relations and Co-operation among States,® the General Assembly affirmed
that “the strict observance by States of the obligation not to intervene in the affairs of
any other State is an essential condition to ensure that nations live together in peace

1 Oliver Kessler and Wouter-Werner, “Expertise, Uncertainty, and International Law: A Study of

the Tallinn Manual on Cyberwarfare,” 26 Leiden Journal of International Law 793 (2013),
pp. 802-807, p. 807

12 Corfu Channel Case, ICJ, 1949, 35; See also Schwarzenberger, p 219.
13 1CJ, Nicaragua, Merits, p. 111.

4 A/67/946

15 1CJ, Nicaragua, Merits, pp 106-108.

16 General Assembly Resolution 2625 (XXV)
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with one another”. Even though Resolution 2625 (XXV) preceded the widespread use
of ICTs, the customary norm prohibiting intervention in the internal affairs of another
State applies irrespective of the means or medium used and extends to the use of ICTs
by States.

To violate the principle of non-intervention, the malicious use of ICTs against
another State must involve an element of coercion affecting the right of the victim
State to freely choose its political, economic, social and cultural system, and to
formulate its foreign policy.!” If attributable to a State, this breach entails this State’s
international responsibility.

There has been a growing discussion on whether cyberoperations aimed at
interfering in the electoral processes of another State could amount to violations of
the principle of non-intervention. Considering that elections are at the core of a State’s
internal affairs, should the malicious use of ICTs against a State involve some level
of coercion, then it must be prohibited by the principle of non-intervention.

Use of force

As stated in previous reports of the United Nations Group of Governmental
Experts on Developments in the Field of Information and Telecommunications in the
Context of International Security, international law is applicable to the use of ICTs
by States. This includes the legal prohibition of the use of force in international
relations, which is enshrined in the UN Charter®® and is also part of customary
international law. It is a peremptory norm,'® to which only two exceptions are
permitted: self-defense and authorization under Chapter VII of the Charter.

The United Nations Charter does not refer to specific weapons or other means
of use of force, and therefore the legal prohibition applies to all of them?. Cyber
operations may amount to an illegal use of force if they are attributable to a State and
if their impact is similar to the impact of a kinetic attack. It is generally understood
that, to date, no state has claimed that the rule prohibiting the use of force was violated
due to the conduction of a cyberattack. The lack of such a precedent only reinforces
the need for caution when making analogies between cyber and kinetic actions in
assessments related to jus ad bellum.

General Assembly Resolution 3314(XXIX), which contains the definition of
aggression, enumerates a series of acts that qualify as such: invasion of territory by
armed forces, military occupation, bombardments or the use of any weapons against
the territory of another state, blockade of the ports or coasts by the armed forces,
among others. Although it is not binding, GA Res 3314(XXIX) has been considered
highly authoritative and has guided the ICJ in its caselaw.? In many instances, it
might prove difficult to establish a direct analogy between the acts listed in GA Res
3314 (XXIX) and cyber operations, due to their unique characteristics. Therefore, it
is advisable to update the multilateral understanding of which acts amount to the use
of force and aggression, so as to include instances of cyberattacks. While it might be
challenging to find consensus on grey areas, such as the characterization of digital
attacks with no direct physical effects, there are points of convergence that should be
consolidated multilaterally to provide more clarity and legal certainty.

=
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ICJ, Nicaragua, Merits, p 108

Charter of the United Nations, art. 2(4)

International Law Commission, Commentaries to the 1966 draft articles on the law of treaties
ICJ, Advisory Opinion on Nuclear Weapons, p. 244.

ICJ, Armed Activities, p. 223.
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Amongst the gravest forms of the use of force in international relations are
armed attacks,?? which trigger the right of states to resort to self-defense, in
accordance with article 51 of the UN Charter. Being self-defense an exception to the
general principle on the prohibition to the use of force, it needs to be interpreted
restrictively. This view is in line with the case law of the International Court of
Justice, the principal judicial organ of the United Nations.?®

As a consequence, self-defense is only triggered by an armed attack undertaken
by or attributable to a State.?* It is not possible to invoke self-defense as a response
to acts by non-State actors, unless they are acting on behalf or under the effective
control of a state. This norm becomes even more relevant with cyber operations,
where technical, legal and operational challenges to determine attribution might make
it impossible to verify potential abuses of the right of self-defense, which in turns
creates the risk of low impact persistent unilateral military action undermining the
collective system established under the Charter.

In the same vein, contemporary international law does not allow for self-defense
on the basis that the territorial state would be “unwilling and unable” to repress non-
state actors whose cyber acts have extraterritorial effects. The definition of “armed
attack” is limited to the use of force attributable to a state and, therefore, actions from
non-state actors with similar effects might amount to serious crimes, but not an
“armed attack”. If such a situation arises, the territorial state should adopt measures,
in good faith and within its capabilities, to cease the action and ensure accountability.
If it fails to do so, this omission might constitute an internationally wrongful act, thus
entailing this states’ international responsibility. According to customary international
law, in this case the victim state is entitled to remedies, to be pursued only through
peaceful means.

Moreover, self-defense should be a temporary remedy. Member states that
exercise their right to self-defense must immediately report it to the Security Council,
in line with article 51 of the Charter. Given the novelty of cyberattacks and the
uncertainties related to it, reporting to the Security Council is even more important.
As the ICJ highlighted, “the absence of a report may be one of the factors indicating
whether the State in question was itself convinced that it was acting in self-defense”.?
Once the incident is reported to the Security Council, it is expected that the temporary
act of self-help is replaced by collective action, adopted and pursued in line with the
UN Charter.

For Brazil, the right to self-defense exists once there is an actual or imminent
armed attack. Under international law, there is no right to “preventive self-defense” -
a notion that does not find legal grounds neither in art. 51 of the Charter nor in
customary international law. Finally, as with responses to armed activities using
conventional weapons, self-defense against armed attacks caused by digital means
must be necessary and proportionate.?

State Responsibility

Brazil agrees with the basic principle according to which “every internationally
wrongful act of a State entails the international responsibility of that State”.?’ This is

22 1CJ, Nicaragua, p. 91; ICJ, Oil Platforms (2003), para 64.
2 See, e.g., ICJ, Armed Activities on the Territory of the Congo (Democratic Republic of the

Congo v. Uganda), p. 123 (“Article 51 of the Charter may justify a use of force in self-defence
only within the strict confines there laid down”).

24 1CJ, Armed Activities, p. 223.

% 1CJ, Nicaragua, p. 105

% 1CJ, Oil Platform, p. 196-197

27 ILC, Articles on State Responsibility for Internationally Wrongful Acts, article 1.
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a customary norm that has been confirmed by international tribunals on several
occasions?® and that has been codified by the International Law Commission (ILC).
According to customary international law, as codified by the ILC, an internationally
wrongful act is an action or omission that is attributable to a state and constitutes a
breach of its international obligations.?® By analogy, if a cyber operation attributable
to a state breaches its international obligations, the state is responsible for this
internationally wrongful act.

While many norms on state responsibility are generally considered customary
international law, as reflected in the articles emanated from the ILC, there are other
rules whose legal status is still unclear. The General Assembly took note of the ILC
articles on state responsibility for internationally wrongful acts in its Resolution 56/83
of 2001. It has also commended the articles to the attention of governments without
prejudice to the question of their future adoption. The ILC articles on state
responsibility have been under consideration of the General Assembly for 18 years,
and the debates on this issue at its Sixth Committee demonstrate that states have
divergent views on their legal status.

States and international courts have consistently recognized some of the ILC
articles on state responsibility as customary international law, such as the rules for
attribution. In the absence of any lex specialis for cyberspace, the customary norms
concerning the attribution of conduct to a State are also applicable to the State’s use
of ICTs. Hence, cyber operations are attributable to a State if they are conducted by
a State organ,® by persons or entities exercising elements of governmental authority, 3
or by persons or groups “acting on the instructions of, or under the direction or control
of,”% the State. Regarding the latter criteria, for a private person or entity’s conduct
be attributable to a State, it has to be proved that the state had “effective control” over
the operations.® It is clear, therefore, that a connection “must exist between the
conduct of a [state] and its international responsibility.”3*

The technical difficulties in tracing cyber operations and in determining its
authorship may lead to additional challenges in attributing an internationally
wrongful act to a State. However, these added difficulties must not serve as a
justification to lower the bar for determinations on attribution, which must be
substantiated.

On the other hand, there are questions on the customary status of other set of
articles on state responsibility emanated from the ILC, such as the ones on
countermeasures. There are different views on the existence of widespread state
practice and opinio juris capable of giving rise to customary international law on the
legality and the requirements of countermeasures. Furthermore, it is generally
accepted that the ILC provisions on countermeasures went beyond the codification of
customary norms and had a strong element of progressive development of
international law.®® In this regard, it is important to recall that several states have
criticized countermeasures because they would be prone to abuses, especially due to
the material inequality of states. %

29

30
31
32
33
34
35
36

ICJ, Corfu Channel Case, Judgment, p. 23.

ILC, Articles on State Responsibility for Internationally Wrongful Acts, article 2; PCIJ,
Phosphates in Morocco, Judgment, p. 28.

ILC, Articles on the Responsibility of States for Internationally Wrongful Acts, art. 4.
ILC, Articles on the Responsibility of States for Internationally Wrongful Acts, art. 5
ILC, Articles on the Responsibility of States for Internationally Wrongful Acts, art. 8.
ICJ, Nicaragua, Judgment, para 86; ICJ, Bosnian Genocide (2007), p. 208-211.

ICJ, Bosnian Genocide (2007), p. 210.

Max Planck Encyclopedia of International Law, Countermeasures (2015)

See, e.g., A/C.6/51/SR.34 and A/C.6/55/SR.18.
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Particularly on ICTs, there are many factors advising a cautious approach on
countermeasures. First, there is an added difficulty to attribute cyber activities to a
particular State, which is aggravated by the fact that States have different technical
resources and capabilities to both identify the origins of a cyber activity and to verify
claims of breaches of international obligations through cyber means. Second, cyber
operations can be designed to mask or spoof the perpetrator, which in turns increase
the risks of miscalculated responses against innocent actors. Finally, the speed with
which the precipitating wrongful cyber operations may unfold poses a high risk of
escalation, with potential rippling effects to the kinetic domain.

With this in mind, Brazil considers that there needs to be further discussions on
the legality of countermeasures as a response to internationally wrongful acts,
including in the cyber context. The discussions must fully take into account the UN
Charter in its entirety, thus excluding from the outset any possibility of using force as
a countermeasure — a view that has already been confirmed by the ILC. The priority
of peaceful settlement of disputes, in line with articles 2(3) and 33 of the UN Charter,
must also be reaffirmed.

International Humanitarian Law

International humanitarian law (IHL) is fairly equipped to answer many of the
questions associated with new technologies, including ICTs. There is no doubt that
IHL applies to States use of ICTs during an armed conflict. The fact that a specific
weapon has been invented after the development of humanitarian law does not exempt
it from regulation. Quoting from the ICJ Advisory Opinion on the Legality of the
Threat or Use of Nuclear Weapons, excluding cyber operations from IHL scope of
application “would be incompatible with the intrinsically humanitarian character of
the legal principles in question which permeates the entire law of armed conflict and
applies to all forms of warfare and to all kinds of weapons, those of the past, those
of the present and those of the future.”¥

IHL applies to situations amounting to armed conflict independently of its
classification as such by the parties.®® For IHL, it does not matter whether the armed
conflict is lawful or not, because its objective is to minimize human suffering and
provide a minimum level of protection to civilians in any scenario of hostilities.
Hence, the recognition that international humanitarian law applies to the cyberspace
does not in any way endorse its militarization or legitimize cyberwarfare, but only
ensures a minimum level of protection if an armed conflict arises.

There are two instances where IHL might apply to cyber activities. First, if they
are carried out as part of an ongoing armed conflict, contributing to conventional
operations conducted by the parties. Second, if the cyber activities themselves cross
the threshold of violence to be characterized as an armed conflict.

Of particular importance, the 2015 GGE report has noted the established
international legal principles, including, where applicable, the principles of humanity,
necessity, proportionality and distinction.

For Brazil, the IHL principle of precaution is also applicable to the use of ICTs
by States, meaning that parties must “take all feasible precautions in the choice of
means and methods of attack with a view to avoiding, and in any event minimizing,

incidental loss of civilian life, injury to civilians and damage to civilian objects”.%

87 1CJ, Advisory Opinion on the Legality of the Threat or Use of Nuclear Weapons, p. 259.
38 Common article 2 to the Geneva Conventions of 1949.
3% Additional Protocol I to the Geneva Conventions, art. 57.
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Moreover, according to AP I, States have an obligation, “in the study,
development, acquisition or adoption of a new weapon, means or method of warfare,”
to “determine whether its employment would, in some or all circumstances,” be
prohibited.*’ This norm, although being less strict than some States wished during the
negotiations of AP I,*! already encompasses some precautionary elements. It must
guide the development, acquisition and adoption of cyber capabilities.

In making the assessment of necessity, distinction, proportionality and
precaution, parties must take into consideration the particularities of the cyberspace,
such as the interconnectivity between military and civilian networks. The principle of
distinction determines that cyberattacks must target military objectives and must not
be indiscriminate. In case of doubt whether a cyber infrastructure that is normally
dedicated to civilian purposes is being used to make an effective contribution to
military action, it shall be presumed not to be so used.*

While holding the view that IHL applies to cyberspace, there are issues that
deserve further reflection, such as the definition of cyberattack for the purposes of
article 49 of AP [; the consideration of civilian data as a civilian object that entails
protection under IHL; and when a civilian acting in the cyberspace might be
considered as taking direct part in hostilities.

In any event, where THL is silent or ambiguous, the “Martens clause” remains
applicable,® ensuring that, in cases not covered by existing rules, “civilians and
combatants remain under the protection and authority of the principles of
international law derived from established custom, from the principles of humanity

and from the dictates of public conscience”.**

Estonia

[Original: English]

Estonia welcomes the opportunity to submit its national contribution on the
subject of how international law applies to the use of information and
communications technologies (ICTs) by states as an annex to the report of the UN
Group of Governmental Experts, as requested by UN General Assembly Resolution
73/266.

Estonia reiterates that existing international law applies in cyberspace. The
rights and obligations set out in international law, including the UN Charter in its
entirety, customary international law, international humanitarian and human rights
law, apply to the use of ICTs by states. This means that international law applies to
relations between states in cyberspace as it does in conventional domains of state
interaction. To promote peace and stability in cyberspace and prevent conflict, it is
necessary to have clear rules of responsible state behaviour in place.

Existing international law provides a solid normative framework for state
actions, regardless of the means or the environment for these actions. The
applicability of international law in cyberspace has been affirmed by the UN General
Assembly endorsements of the 2013 and 2015 UN Group of Governmental Experts

40 Additional Protocol I, art. 36.

4 |CRC Commentary of 1987, API, art. 36.

42 Additional Protocol I, art. 52.

4 1CJ, Advisory Opinion on the Legality of the Threat or Use of Nuclear Weapons, p. 260.
4 Additional Protocol I, art. 1.
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(GGE) consensus reports® and reaffirmed by the OEWG consensus report.*® The
current rules are technologically neutral and underline that state behaviour and the
deployment of new transformative technologies do not change the applicability of
international law.

States should strive to deepen a common understanding of how international
law applies in cyberspace, alongside its possible implications and legal consequences.
It is important to analyse how existing rules apply before discussing the need for any
new agreement. Estonia sees notions for a new legally binding instrument as
premature. From our perspective, current legal measures are sufficient to offer
guidance on responsible state behaviour in cyberspace.

The 2013 and 2015 GGEs made substantive progress in terms of discussions on
relevant legal rules and principles. In order to maintain peace and stability and
promote an open, secure, peaceful and accessible cyberspace, we reiterate the
following non-exhaustive elements: international law, including the UN Charter in its
entirety, applies to state conduct in cyberspace, noting the principles of humanity,
necessity, proportionality and distinction as well as respect for human rights and
fundamental freedoms; states must meet their international obligations regarding
internationally wrongful acts attributable to them under international law; states must
not use proxies to commit internationally wrongful acts using ICTs, and should seek
to ensure that their territory is not used by non-state actors to commit such acts; states
must observe, among other principles of international law, sovereignty, sovereign
equality, the settlement of disputes by peaceful means and non-intervention in the
internal affairs of other States; the inherent right of States to take measures consistent
with international law and as recognized in the Charter.

Alongside international law, voluntary, non-binding norms of responsible state
behaviour can help prevent conflict in the ICT environment, reduce risks to
international peace, security and stability and provide essential guidance for
responsible state behaviour in cyberspace. Estonia underlines the importance of
adhering to the set of voluntary non-binding norms reaffirmed in the UN General
Assembly resolution 70/237. Together with confidence-building measures and
capacity building measures, international law and norms constitute the framework for
responsible state behaviour in cyberspace. We highlight that norms do not replace or
alter States’ obligations or rights under international law.

The paper first provides an overview of state obligations, followed by our
position on state responsibility and attribution, and concludes with possible response
options.

Obligations of states

Respect for sovereignty

Sovereignty as a fundamental principle of international law applies in
cyberspace.

The 2013 and 2015 GGE consensus reports underscore that sovereignty and the
international norms and principles that flow from it apply to state conduct of ICT-
related activities. In addition, the 2013 GGE emphasised the importance of

4 A/68/98*, adopted by UN General Assembly resolution A/RES/68/243; A/70/174, adopted by

UN General Assembly resolution A/RES/70/237

4 A/75/816, adopted by UN General Assembly Decision A/DEC/75/564
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international law, the Charter of the UN and the principle of sovereignty as the basis
for the use of ICTs by states.

States have territorial sovereignty over the ICT infrastructure and persons
engaged in cyber activities on their territory. However, states’ right to exercise
sovereignty on their territory is not unlimited; states must respect international law,
including human rights obligations. States also bear the responsibility to comply with
legal obligations flowing from sovereignty — for example, the responsibility not to
breach the sovereignty of other states and to take reasonable efforts to ensure that
their territory is not used to adversely affect the rights of other states. The principle
of sovereignty is also closely linked with the principle of non-intervention and the
principles of the prohibition of the threat or use of force.

The violation of sovereignty through cyber means can breach international law,
and therefore may give the victim state the right to take measures, including
countermeasures. Views on what constitutes a breach of sovereignty in cyberspace
differ. Malicious cyber operations can be complex, cross several jurisdictions and
may not always produce physical effects on targeted infrastructure.

Non-intervention

The principle of non-intervention is a well-established rule of international law,
which flows from the principle of sovereignty, and applies to state conduct in
cyberspace.

If an operation attributable to another state affects a state’s internal or external
affairs in such a manner that it coerces a state to take a course of action it would not
voluntarily seek, it would constitute a prohibited intervention.

When discussing if a cyber operation constitutes an unlawful intervention into
the external or internal affairs of another state, the element of coercion is a key factor.
The possibility for a cyber operation to constitute an unlawful intervention in the
functions that form a part of a state’s domaine réservé has found acceptance among
states, including Estonia, especially regarding the rights and obligations deriving
from the principle of state sovereignty. States’ domaine réservé according to the ICJ
includes the “choice of a political, economic, social, and cultural system, and the
formulation of foreign policy.”*” Stemming from that, cyber operations that aim to
force another nation to act in an involuntary manner or to refrain from acting in a
certain manner, and target the other nation’s domaine réservé (e.g. national
democratic processes such as elections, or military, security or critical infrastructure
systems) could constitute such an intervention.

Prohibition of the use of force

States must refrain in their international relations from carrying out cyber
operations which, based on their scale and effect, would constitute a threat or
use of force against the territorial integrity or a political independence of any
state, or in any other manner inconsistent with the purposes of the UN.

While taking measures in cyberspace, states must comply with the obligations
and constraints enshrined in international law, including the UN Charter and
customary international law. The threat or use of force in international relations is
prohibited; however, the UN Charter foresees concrete situations where it could be
allowed (in response to an armed attack, as self-defence or in accordance with
chapter VII of the UN Charter).

47 Nicaragua case: www.icj-cij.org/files/case-related/70/070-19860627-JUD-01-00-EN.pdf
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The prohibition of the threat or use of force in cyberspace was also
acknowledged and highlighted in the 2015 GGE report, endorsed by the UN General
Assembly. Notably, the report states that “in considering the application of
international law to State use of ICTs, the GGE identified as of central importance the
commitments of States to the following principles of the Charter and other
international law [...] refraining in their international relations from the threat or use
of force against the territorial integrity or political independence of any State [...].”*3

A cyber operation that targets critical infrastructure and results in serious
damage, injury or death, or a threat of such an operation, would be an example of use
of force.

Due diligence

The due diligence obligation of a state not to knowingly allow its territory to be
used for acts that adversely affect the rights of other states has its legal basis in
existing international law and applies as such in cyberspace.

The due diligence obligation derives from the principle of sovereignty. A state
has the exclusive right to control activities within its territory. At the same time, this
means that it is also obliged to act when its territory is used in a manner that adversely
affects the rights of other states.

Without this obligation, international law would leave injured states defenceless
in the face of malicious cyber activity that emanates from other states’ territories. This
is particularly relevant when state responsibility cannot be established. Therefore,
states have to make reasonable efforts to ensure that their territory is not used to
adversely affect the rights of other states. Such reasonable efforts are relative to
national capacity as well as the availability of and access to information. Meeting this
expectation encompasses taking all feasible measures in order to end the ongoing
malicious cyber activity.

Estonia is at the position that the obligation of due diligence requires
consideration of the technical, political and legal capacities of a state. In addition, due
diligence is related to taking action by applying all lawful and feasible measures in
order to halt an ongoing malicious cyber operation. States should strive to develop
means to offer support, when requested by the injured state, to identify or attribute
malicious cyber operations. These actions could for example include warning,
cooperating and sharing relevant data pertaining to an incident, investigating the
incident and prosecuting the perpetrators, assisting the victim state(s) or accepting
assistance. The necessary measures depend on the incident and are applied on a case-
by-case basis.

International humanitarian law

If a situation amounts to an armed conflict and cyber operations are carried out
during that conflict, international humanitarian law applies to these cyber
operations as it does to all operations with a nexus to armed conflict in general.

Estonia believes that international humanitarian law sets boundaries for states’
activities in conflict, protecting civilian persons and infrastructure, and acting as a
constraint, not a facilitator of conflict.

4 A/70/174, adopted by UN General Assembly resolution A/RES/70/237
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In our view, international humanitarian law provides the necessary rules
constraining states’ conduct in conflict that also extend to cyber operations. Its
applicability does not lead to the militarisation of cyberspace.

Armed conflicts today and in the future may involve offensive cyber
capabilities. Therefore, it is vital that the use of such capabilities would be subject to
obligations deriving from international humanitarian law, including taking into
account such considerations as humanity, necessity, proportionality and distinction.

International human rights law

All states bear an obligation to ensure and protect fundamental rights and
freedoms both online as well as offline.

In regards to state use of ICTs, states must comply with Human Rights
obligations including those deriving from the Universal Declaration of Human Rights
and the International Covenant on Civil and Political Rights.

Cybersecurity and human rights are complementary, mutually reinforcing
and interdependent. Both need to be pursued together to effectively promote freedom
and security. Cybersecurity laws, policies and practices must not be used as a pretext
to silence human rights defenders and restrict human rights and fundamental freedoms
in general.

The prevention, mitigation of as well as responses to cyber incidents should not
violate human rights. This in particular includes the freedom of expression, the
freedom to seek, receive and impart information, the freedom of peaceful assembly
and association, and the right to privacy.

As a founding member of Freedom Online Coalition (FOC) Estonia nationally
and internationally supports policies and practices that promote the protection of
human rights and fundamental freedoms online.*®

Public authorities have a duty to respect and protect the freedom of expression
and the freedom to seek, receive and impart information. Estonia is a proponent of
transparency in government processes — transparency is essential in order for citizens
to be able to trust the e-services provided to them. In addition, the development of e-
government solutions in the public sector has to go hand in hand with safeguarding
the privacy of citizens and the security of their data.

State responsibility and attribution

State responsibility

The law of state responsibility is a cornerstone for responsible state behaviour
in cyberspace when it comes to assessing the unlawfulness of cyber operations
below the threshold of use of force.

The law of state responsibility includes key principles that govern when and
how a state is held responsible for cyber operations that constitute a breach of
international obligation, by either an act or an omission. A cyber operation can
constitute an internationally wrongful act if it is attributable under international law
and it constitutes a breach of international obligation under the law of state

49

Freedom Online Coalition statement on the Human Rights Impact of Cybersecurity Laws,
Practices and Policies (2020): https://freedomonlinecoalition.com/wp-content/uploads/2020/02/
FOC-Statement-on-Human-Rights-and-Cyber-Security-07.02.pdf
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responsibility. States must comply with customary international law mirrored in the
Articles for Responsibility of States for Internationally Wrongful Acts.

States are responsible for their activities in cyberspace. States are accountable
for their internationally wrongful cyber operations just as they would be responsible
for any other activity according to international treaties or customary international
law. State responsibility applies regardless of whether such acts are carried out by a
state or non-state actors instructed, directed or controlled by a state.

States cannot waive their responsibility by carrying out malicious cyber
operations via non-state actors and proxies. For example, if a hacker group launches
cyber operations which have been tailored according to instructions from a state, or
the cyber operations are directed or controlled by that state, state responsibility can
be established.

Attribution

A cyber operation is deemed an internationally wrongful act when it is
attributable to a state under international law and involves a breach of an
international obligation of the state.

Attribution remains a national political decision based on technical and legal
considerations regarding a certain cyber incident or operation. Attribution will be
conducted on a case-by-case basis, and various sources as well as the wider political,
security and economic context can be considered.

According to Article 2(a) of ARSIWA, an internationally wrongful act of a state
has taken place when the conduct consisting of an action or omission is attributable
to a state and the action or omission is wrongful under international law. Attribution
allows establishing if a malicious cyber operation is linked with a state in order to
invoke the responsibility of that state.

A state as a subject of international law can exercise its rights and obligations
through its organs and in some instances by natural and legal persons. The attribution
of an internationally wrongful act, including an internationally wrongful cyber
operation, requires careful assessment of whether and how malicious activity
conducted by a person, a group of persons or legal persons can be considered as the
act of a state. In principle, both acts and omissions are attributable to states.

Attribution is closely related to the availability of information of the malicious
cyber operation. Following the various necessary assessments, public statements on
attribution can be made, with the aim of increasing accountability in cyberspace and
emphasising the importance of adhering to international law obligations and norms
of responsible state behaviour.

State’s response

In order to enforce state responsibility, states maintain all rights to respond to
malicious cyber operations in accordance with international law. If a cyber operation
is unfriendly or violates international law obligations, injured states have the right to
take measures such as retorsions, countermeasures or, in case of an armed attack, the
right to self-defence. These measures can be either individual or collective. The main
aim of reactive measures in response to a malicious cyber operation is to ensure
responsible state behaviour in cyberspace and the peaceful use of ICTs.
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Peaceful settlement of disputes

It is an obligation for states to settle their international disputes that endanger inter-
national peace and security by peaceful means.

As outlined in the UN Charter, possible solutions to settle disputes between
states include negotiation, enquiry, mediation, conciliation, arbitration, judicial
settlement, resort to regional agencies or arrangements, and other internationally
lawful action.

In accordance with the UN Charter Chapter VI, the UN Security Council may
also call upon the parties, when it deems necessary, to settle their dispute by such
peaceful means. In specific cases with respect to cyber activities endangering
international peace and security, the other powers and responsibilities of the UN
Security Council outlined in the UN Charter may be exercised in order to maintain
and restore international peace and security.

The obligation to seek peaceful settlement of disputes does not preclude a state’s
inherent right for self-defence in response to an armed attack, the right for taking
lawful countermeasures, or other lawful action.

Retorsion

Retorsions may be taken as a response to malicious cyber operations as long as
they are not in violation with international law.

Retorsions will remain as measures for a state to respond to unfriendly acts or
violations of international law, which by themselves do not constitute a
countermeasure. States have the right to apply these measures as long as they do not
violate obligations under international law.

These measures could, for example include the expulsion of diplomats or
applying restrictive measures to officials of a third country such as asset freezes or
travel bans. One example of such a mechanism would be the European Union’s cyber
sanctions regime and cyber diplomacy toolbox, which offer an array of measures that
could be taken as a response to malicious cyber operations.*

Countermeasures

If a cyber operation does not reach the threshold of armed conflict but
nonetheless constitutes a violation of international law, states maintain the right
to take countermeasures, in accordance with the law of state responsibility.

Countermeasures have strict legal criteria — an injured state may only take
countermeasures against a state that is responsible for an internationally wrongful act
in order to induce the given state to comply with its international obligations. This
means that under certain circumstances, an injured state has the right to take measures
that would normally violate international customary law or international treaties, but

50

Draft Council of the European Union Conclusions on a Framework for a Joint EU Diplomatic
Response to Malicious Cyber Activities (“Cyber Diplomacy Toolbox™) (2017):
https://data.consilium.europa.eu/doc/document/ST-9916-2017-INI1T/en/pdf; Council of the
European Union Decision concerning restrictive measures against cyber-attacks threatening the
Union or its Member States (2019): https://data.consilium.europa.eu/doc/document/ST-7299-
2019-INIT/en/pdf
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taken as a countermeasure such actions would be permitted as they would be in
response to a violation of international law.

In order to take countermeasures in response to a malicious cyber operation
violating international law, the operation in question must have been attributed to a
state.

Right to self-defence

In accordance with Article 51 of the UN Charter, states have the right for self-
defence in the case of an armed attack.

In order to assess if a cyber operation reaches the threshold of the use of force
or an armed attack based on Article 2(4) or 51 of the UN Charter, we must consider
the scale and effects of the operation. If the effects of a cyber operation are
comparable to a kinetic attack, it could constitute an armed attack.

In such a situation, the injured state has the right to self-defence considering all
applicable restrictions of the UN Charter and customary international law, such as
proportionality and necessity.

In its response to an armed attack by cyber means, the injured state is not
necessarily limited to taking measures by cyber means — all means remain reserved
to states in order to respond to an armed attack in a manner that is proportionate and
in accordance with other provisions of international law.

Estonia believes that cyber operations that cause injury or death to persons,
damage or destruction could amount to an armed attack under the UN Charter.

IV. Conclusions

International law remains essential to relations between states for setting clear
boundaries on what is and is not acceptable behaviour in cyberspace. Alongside other
elements of the cyber stability framework, international law provides overarching
guidance as to states’ international rights and obligations applicable to cyberspace.

A clear need for deepening the understanding on how international law applies
to cyberspace has been noted during discussions between states. We welcome the
publication of expert and national views and work done by states as well as other
stakeholders, including academia and relevant organisations.5!

Estonia is looking forward to further constructive exchanges of views, including
under the auspices of the UN, on how international law applies to state use of ICTs.
The UN is an inclusive and necessary format to enable substantive discussions on
responsible state behaviour in cyberspace. States should also engage with all
stakeholders, including the private sector, civil society and academia, to discuss
international law issues. One possible and helpful avenue for further awareness
raising on how existing international law applies in cyberspace could be as part of a
permanent Programme of Action (PoA) under the auspices of the UN First
Committee.

5!

-

For example, the work done by the International Committee of the Red Cross on the application
of international humanitarian law (IHL) to cyber operations during armed conflicts is
commendable and can help with further study on how IHL principles apply in cyberspace.
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Germany
[Original: English]

Introduction

Cyber activities have become an integral part of international relations. The
vast interconnectedness of networks, technologies and cyber processes across borders
has brought societies and individuals from different nations closer together and has
opened up new opportunities for cooperation among both State and non-State actors.
At the same time, States and societies have grown highly dependent on the
functioning of IT infrastructures. This has created new vulnerabilities. In cyberspace,
only limited resources are often needed to cause significant harm. This poses security
threats for States and societies. Harmful cross-border cyber operations, both by State
and non-State actors, can jeopardize international stability.

Germany is firmly convinced that international law is of critical importance
when dealing with opportunities and risks related to the use of information and
communication technologies in the international context. As a main pillar of a rules-
based international order, international law as it stands provides binding guidance on
States’ use and regulation of information and communication technologies and their
defence against malicious cyber operations. In particular, the UN Charter fulfils a core
function with regard to the maintenance of international peace and security — also in
relation to cyber activities. In this regard, Germany reemphasizes its conviction that
international law, including the UN Charter and international humanitarian law
(IHL), applies without reservation in the context of cyberspace.>?

This paper discusses selected aspects of the interpretation of certain core
principles and rules of international law in the cyber context.5 Germany thereby aims
to contribute to the ongoing discussion on the modalities of application of
international law — most of which predates the development and rise of information
and communication technologies — in the cyber context. The paper also intends to
foster transparency, comprehensibility and legal certainty with regard to an
important aspect of foreign affairs. The explanations take into account, inter alia, the
2013 and 2015 reports of the United Nations Group of Governmental Experts on
Developments in the Field of Information and Telecommunications in the Context of
International Security.> They are based on applicable international law and in this
regard consider, to a significant degree, the findings of independent international law
experts recorded in the Tallinn Manual 2.0.%

52

53

54
55

See also United Nations Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security, report of 24 June
2013, UN Doc. A/68/98, para. 19 and cf. report of 22 July 2015, UN Doc. A/70/174, paras. 24,
25; General Assembly resolution 70/237, Developments in the field of information and
telecommunications in the context of international security, UN Doc. A/RES/70/237,

30 December 2015.

The choice of rules and principles discussed is necessarily selective and no conclusions
regarding Germany’s legal position can be drawn from any actual or perceived omission to
mention certain rules, principles, criteria or legal considerations.

See above, note 52.

Schmitt, M. (gen. ed.)/Vihul, L. (man. ed.), Tallinn Manual 2.0 on the International Law
Applicable to Cyber Operations, Prepared by the International Groups of Experts at the
Invitation of the NATO Cooperative Cyber Defence Centre of Excellence, 2nd edition,
Cambridge University Press 2017. The Tallinn Manual 2.0 is a paper created by independent
experts and constitutes neither a document stating NATO positions nor a position paper by
States. In the following, references to the Tallinn Manual 2.0 are made for information purposes
only and do not necessarily constitute an endorsement of the referenced text by the German
government.
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II.

For the purpose of this paper, ‘cyber processes’ are events and sequences of
events of data creation, storage, processing, alteration or relocation through means of
information technology. The term ‘cyber infrastructure’ refers to all types of hardware
and software components, systems and networks which allow for the implementation
of ‘cyber processes’. This includes ‘[t]he communications, storage, and computing
devices upon which information systems are built and operate.’ ‘Cyber activities’
are ‘cyber processes’ instigated by users of cyber infrastructure. The term ‘cyber
operation’ more narrowly refers to the ‘employment of cyber capabilities to achieve
objectives in or through cyberspace.’” ‘Cyberspace’ itself is understood here as the
conglomerate of (at least partly interconnected) ‘cyber infrastructures’ and ‘cyber
processes’ in the above-mentioned sense. In this paper, the adjective ‘malicious’,
when used to describe certain activities in cyberspace, is not purported to carry a
technical legal meaning.

Obligations of States derived from the United Nations Charter
Sovereignty

The legal principle of State sovereignty®® applies to States’ activities with
regard to cyberspace.®® State sovereignty implies, inter alia, that a State retains a
right of regulation, enforcement and adjudication (jurisdiction) with regard to both
persons engaging in cyber activities and cyber infrastructure on its territory.® It is
limited only by relevant rules of international law, including international
humanitarian law and international human rights law. Germany recognizes that due
to the high degree of cross-border interconnectedness of cyber infrastructures, a
State’s exercise of its jurisdiction may have unavoidable and immediate repercussions
for the cyber infrastructure of other States.®* While this does not limit a State’s right
to exercise its jurisdiction, due regard has to be given to potential adverse effects
on third States.

By virtue of sovereignty, a State’s political independence is protected and it
retains the right to freely choose its political, social, economic and cultural system.
Inter alia, a State may generally decide freely which role information and
communication technologies should play in its governmental, administrative and
adjudicative proceedings. Foreign interference in the conduct of elections of a State
may under certain circumstances constitute a breach of sovereignty or, if pursued by
means of coercion, of the prohibition of wrongful intervention.®2 Moreover, by virtue
of its sovereignty, a State may decide freely over its foreign policy also in the field of
information and communication technologies.%

Furthermore, a State’s territorial sovereignty is protected. Due to the
rootedness of all cyber activities in the actions of human beings using physical
infrastructure, cyberspace is not a deterritorialized forum.5* In this regard, Germany
underlines that there are no independent ‘cyber borders’ incongruent with a State’s

% Tallinn Manual 2.0 (note 55), Glossary (p. 564).

57 Ibid.

% The legal principle of State sovereignty is enshrined — in conjunction with the notion of equality
of States — in Art. 2 para. 1 of the UN Charter.

% See also UN Group of Governmental Experts, reports of 2013 and 2015 (note 52), paras. 20 and
27, 28 (b) respectively; Tallinn Manual 2.0 (note 55), rule 1.

60 A State’s jurisdiction may under certain conditions apply to situations beyond its borders, i.e.
according to the principles of active and of passive nationality as well as universality.

61 For example, restrictive regulatory or enforcement activities regarding important internet nodes
in the territory of one State may seriously impair the functioning of networks of other States.

62 See below, at 1.b).

83 See Tallinn Manual 2.0 (note 55), rule 3 (‘external sovereignty’).

% 1bid., rule 1, commentary, para. 5.
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physical borders which would limit or disregard the territorial scope of its
sovereignty. Within its borders, a State has the exclusive right — within the framework
of international law — to fully exercise its authority, which includes the protection of
cyber activities, persons engaging therein as well as cyber infrastructures in the
territory of a State against cyber and non-cyber-related interferences attributable to
foreign States.®

As a corollary to the rights conferred on States by the rule of territorial
sovereignty, States are under an ‘obligation not to allow knowingly their territory to
be used for acts contrary to the rights of other States’ — this generally applies to such
use by State and non-State actors. The ‘due diligence principle’, which is widely
recognized in international law, is applicable to the cyber context as well and gains
particular relevance here because of the vast interconnectedness of cyber systems and
infrastructures.

Germany agrees with the view that cyber operations attributable to States
which violate the sovereignty of another State are contrary to international law. %
In this regard, State sovereignty constitutes a legal norm in its own right and may
apply directly as a general norm also in cases in which more specific rules applicable
to State behaviour, such as the prohibition of intervention or the use of force, are not
applicable. Violations of State sovereignty may inter alia involve its territorial
dimension; in this regard, the following categories of cases may be relevant (without
excluding the possibility of other cases):

Germany essentially concurs with the view proffered, inter alia, in the Tallinn
Manual 2.0 that cyber operations attributable to a State which lead to physical effects
and harm in the territory of another State constitute a violation of that State’s
territorial sovereignty.%® This encompasses physical damage to cyber infrastructure
components per se and physical effects of such damage on persons or on other
infrastructure, i.e. cyber or analogue infrastructure components connected to the
damaged cyber component or infrastructure located in the vicinity of the damaged
cyber infrastructure (provided a sufficient causal link can be established).

Germany generally also concurs with the view expressed and discussed in the
Tallinn Manual 2.0 that certain effects in form of functional impairments with
regard to cyber infrastructures located in a State’s territory may constitute a violation
of a State’s territorial sovereignty.% In Germany’s view, this may also apply to certain
substantial non-physical (i.e. software-related) functional impairments. In such
situations, an evaluation of all relevant circumstances of the individual case will be
necessary. If functional impairments result in substantive secondary or indirect
physical effects in the territory of the target State (and a sufficient causal link to the
cyber operation can be established), a violation of territorial sovereignty will appear
highly probable.™

In any case, negligible physical effects and functional impairments below a
certain impact threshold cannot — taken by themselves — be deemed to constitute a
violation of territorial sovereignty.

% 1bid., rule 2 with commentary, para. 2.
% See International Court of Justice (1CJ), Corfu Channel case (United Kingdom of Great Britain

and Northern Ireland v. Albania), Judgement of 9 April 1949, 1.C.J. Reports 1949, 4, 22;
Permanent Court of Arbitration (PCA - administering institution), Island of Palmas Case (or
Miangas), United States of America v. The Netherlands, Arbitral Award (M. Huber) of 4 April
1928, (1928) Il RIAA 829, 839.

67 Cf. Tallinn Manual 2.0 (note 55), rule 4.

8 Tallinn Manual 2.0 (note 55), rule 4, commentary, para. 11.

69 Cf. ibid., rule 4, commentary, para. 13 (“loss of functionality”).
0 Cf. ibid.
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Generally, the fact that a piece of critical infrastructure (i.e. infrastructure
which plays an indispensable role in ensuring the functioning of the State and its
society) or a company of special public interest in the territory of a State has been
affected may indicate that a State’s territorial sovereignty has been violated. However,
this cannot in and of itself constitute a violation, inter alia because uniform
international definitions of the terms do not yet exist. Also, cyber operations in which
infrastructures and/or companies which do not qualify as ‘critical’ or ‘of particular
public interest’ are affected may likewise violate the territorial sovereignty of a State.

Prohibition of wrongful intervention

The prohibition of a wrongful intervention between States™ is not explicitly
mentioned in the UN Charter. However, it is a corollary of the sovereignty principle,
can be derived from art. 2 para. 1 UN Charter and is grounded in customary
international law. Generally, for State-attributable conduct to qualify as a wrongful
intervention, the conduct must (1) interfere with the domaine réservé of a foreign
State and (2) involve coercion.”? Especially the definition of the latter element
requires further clarification in the cyber context.

In its Nicaragua judgement, the International Court of Justice (ICJ) held that
‘[t]he element of coercion, which defines, and indeed forms the very essence of,
prohibited intervention, is particularly obvious in the case of an intervention which
uses force, either in the direct form of military action, or in the indirect form of
support for subversive or terrorist armed activities within another State. ™ Malicious
cyber activities will only in some cases amount to direct or indirect use of force.”
However, measures below this threshold may also qualify as coercive. Generally,
Germany is of the opinion that cyber measures may constitute a prohibited
intervention under international law if they are comparable in scale and effect to
coercion in non-cyber contexts.

Coercion implies that a State’s internal processes regarding aspects pertaining
to its domaine réservé are significantly influenced or thwarted and that its will is
manifestly bent by the foreign State’s conduct. However, as is widely accepted, the
element of coercion must not be assumed prematurely. Even harsher forms of
communication such as pointed commentary and sharp criticism as well as
(persistent) attempts to obtain, through discussion, a certain reaction or the
performance of a certain measure from another State do not as such qualify as
coercion. Moreover, the acting State must intend to intervene in the internal affairs of
the target State™ — otherwise the scope of the non-intervention principle would be
unduly broad.

In the context of wrongful intervention, the problem of foreign electoral
interference by means of malicious cyber activities has become particularly
virulent. Germany generally agrees with the opinion that malicious cyber activities
targeting foreign elections may — either individually or as part of a wider campaign
involving cyber and non-cyber-related tactics — constitute a wrongful intervention.®
For example, it is conceivable that a State, by spreading disinformation via the
internet, may deliberately incite violent political upheaval, riots and/or civil

L On its applicability in the cyber context see also UN Group of Governmental Experts, report of

2015 (note 52), para. 28 (b).

2 International Court of Justice (ICJ), Military and Paramilitary Activities in und against

Nicaragua (Nicaragua v. United States of America), Merits, Judgement of 27 June 1986, I.C.J.
Reports 1986, 14, para. 205.

3 1bid.

4 See below, at I.c).

s Cf. Tallinn Manual 2.0 (note 55), rule 66, commentary, para. 27.
6 See also above, 1.a).
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strife in a foreign country, thereby significantly impeding the orderly conduct of an
election and the casting of ballots. Such activities may be comparable in scale and
effect to the support of insurgents and may hence be akin to coercion in the above-
mentioned sense. A detailed assessment of the individual case would be necessary.

Also, the disabling of election infrastructure and technology such as
electronic ballots, etc. by malicious cyber activities may constitute a prohibited
intervention, in particular if this compromises or even prevents the holding of an
election, or if the results of an election are thereby substantially modified.

Furthermore, beyond the mentioned examples, cyber activities targeting
elections may be comparable in scale and effect to coercion if they aim at and result
in a substantive disturbance or even permanent change of the political system of
the targeted State, i.e. by significantly eroding public trust in a State’s political
organs and processes, by seriously impeding important State organs in the fulfilment
of their functions or by dissuading significant groups of citizens from voting, thereby
undermining the meaningfulness of an election. Due to the complexity and singularity
of such scenarios, it is difficult to formulate abstract criteria. Discussions in this
context are still ongoing.

Prohibition of the use of force

So far, the vast majority of malicious cyber operations fall outside the scope of
‘force’. However, cyber operations might in extremis fall within the scope of the
prohibition of the use of force and thus constitute a breach of art. 2 para. 4 UN
Charter.

The ICJ has stated in its Nuclear Weapons opinion that Charter provisions ‘apply
to any use of force, regardless of the weapons employed.’’” Germany shares the view
that with regard to the definition of ‘use of force’, emphasis needs to be put on the
effects rather than on the means used.

Cyber operations can cross the threshold into use of force and cause significant
damage in two ways. Firstly, they can be part of a wider kinetic attack. In such
cases they are one component of a wider operation clearly involving the use of
physical force, and can be assessed within the examination of the wider incident.
Secondly, outside the wider context of a kinetic military operation, cyber operations
can by themselves cause serious harm and may result in massive casualties.

With regard to the latter case, Germany shares the view expressed in the Tallinn
Manual 2.0: the threshold of use of force in cyber operations is defined, in analogy to
the ICJ’s Nicaragua judgement,’® by the scale and effects of such a cyber operation.™
Whenever scale and effects of a cyber operation are comparable to those of a
traditional kinetic use of force, it would constitute a breach of art. 2 para. 4
UN Charter.

The determination of a cyber operation as having crossed the threshold of a
prohibited use of force is a decision to be taken on a case-by-case basis. Based on
the assessment of the scale and effects of the operation, the broader context of the
situation and the significance of the malicious cyber operation will have to be taken
into account. Qualitative criteria which may play a role in the assessment are, inter
alia, the severity of the interference, the immediacy of its effects, the degree of

" International Court of Justice (ICJ), Legality of the Threat or Use of Nuclear Weapons,

Advisory Opinion of 8 July 1996, I.C.J. Reports 1996, 226, para. 39.

8 1CJ, Military and Paramilitary Activities in and against Nicaragua (note 72), para. 195.
 Tallinn Manual 2.0 (note 55), rules 69, 71.
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a)

b)

intrusion into a foreign cyber infrastructure and the degree of organization and
coordination of the malicious cyber operation.

Obligations of States under international humanitarian law (IHL)
Applicability of IHL in the cyber context

Germany reiterates its view that IHL applies to cyber activities in the context
of armed conflict.®’ The fact that cyberspace as a domain of warfare was unknown
at the time when the core treaties of IHL were drafted does not exempt the conduct of
hostilities in cyberspace from the application of THL. As for any other military
operation, IHL applies to cyber operations conducted in the context of an armed
conflict independently of its qualification as lawful or unlawful from the perspective
of the ius ad bellum.

An international armed conflict — a main prerequisite for the applicability of
IHL in a concrete case — is characterized by armed hostilities between States. This
may also encompass hostilities that are partially or totally conducted by using cyber
means. Germany holds the view that cyber operations of a non-international character,
e.g. of armed groups against a State, which reach a sufficient extent, duration, or
intensity (as opposed to acts of limited impact) may be considered a non-
international armed conflict and thereby also trigger the application of IHL. &

At the same time, cyber actions can become part of an ongoing armed conflict.
In order to fall within the ambit of IHL, the cyber operation must show a sufficient
nexus with the armed conflict,?? i.e. the cyber operation must be conducted by a
party to the conflict against its opponent and must contribute to its military effort.®

Cyber operations between a non-State actor and a State alone may provoke a
non-international armed conflict. However, this will only seldom be the case due to
the level of intensity, impact and extent of hostilities required. Thus, activities such
as a large-scale intrusion into foreign cyber systems, significant data theft, the
blocking of internet services and the defacing of governmental channels or websites
will usually not singularly and in themselves bring about a non-international armed
conflict.3

The fundamental principles of IHL limiting the recourse to cyber operations in
the context of an armed conflict

The basic principles governing the conduct of hostilities, including by cyber
means, such as the principles of distinction, proportionality, precautions in attack and
the prohibition of unnecessary suffering and superfluous injury, apply to cyber attacks
in international as well as in non-international armed conflicts.

Germany defines a cyber attack in the context of IHL as an act or action
initiated in or through cyberspace to cause harmful effects on communication,
information or other electronic systems, on the information that is stored,

80 Cf. also ibid., rule 80.
81 Generally, a non-international armed conflict is characterized by ‘protracted armed violence

between governmental authorities and organized armed groups or between such groups within a
State’, International Criminal Tribunal for the former Yugoslavia (ICTY), Prosecutor v. Dusko
Tadi¢ (aka ‘Dule’), Decision on the Defence Motion for Interlocutory Appeal on Jurisdiction
(Appeals Chamber), Case No. 1T-94-1, 2 October 1995, para. 70. On the definitions of
international and non-international armed conflict in the cyber context, cf. also Tallinn

Manual 2.0 (note 55), rules 82 and 83.

82 Tallinn Manual 2.0 (note 55), rule 80, commentary, para. 5.
8 See on the discussion ibid., rule 80, commentary, paras. 5, 6.
8 1bid., rule 83, commentary, paras. 2, 7 and 8.
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processed or transmitted on these systems or on physical objects or persons.®
The occurrence of physical damage, injury or death to persons or damage or
destruction to objects comparable to effects of conventional weapons is not required
for an attack in the sense of art. 49 para. 1 Additional Protocol I to the Geneva
Conventions.® However, the mere intrusion into foreign networks and the copying of
data does not constitute an attack under THL.

The prohibition of indiscriminate attacks and cyber operations

The principle of distinction obliges States to differentiate between military and
civilian objects, as well as between civilians, on the one hand, and combatants,
members of organized armed groups and civilians taking direct part in hostilities, on
the other hand. While THL does not prohibit an attack on the latter, civilians (not
taking direct part in hostilities) and civilian objects must be spared.

Civilians operating in cyberspace can be considered as taking direct part in
hostilities with the result of losing their protection from attack and the effects of the
hostilities, provided the following conditions are met: Their acts are likely to
adversely affect the military operations or military capacity of a party, there is a direct
causal link between their acts and the adverse effects and the acts are specifically
designed to inflict harm in support of a party to an armed conflict and to the detriment
of another (belligerent nexus).®” Thus, Germany agrees with the view that, for
example, ‘electronic interference with military computer networks [...], whether
through computer network attacks or computer network exploitation, as well as
wiretapping [...] [of an] adversary’s high command or transmitting tactical targeting
information for an attack’, could suffice in order to consider a civilian person as
directly participating in hostilities. 88

Following the same logic, a civilian object like a computer, computer
networks, and cyber infrastructure, or even data stocks, can become a military
target, if used either for both civilian and military purposes or exclusively for the
latter. However, in cases of doubt, the determination that a civilian computer is in fact
used to make an effective contribution to military action may only be made after a
careful assessment.® Should substantive doubts remain as to the military use of the
object under consideration, it shall be presumed not to be so used.*

The benchmark for the application of the principle of distinction is the effect
caused by a cyber attack, irrespective of whether it is exercised in an offensive or a
defensive context. Thus, computer viruses designed to spread their harmful effects
uncontrollably cannot distinguish properly between military and civilian computer
systems as is required under IHL and their use is therefore prohibited as an
indiscriminate attack. In contrast, malware that spreads widely into civilian
systems but damages only a specific military target does not violate the principle
of distinction. Given the complexity of cyber attacks, the limited options to
comprehensively appraise their nature and effects and the high probability of an
impact on civilian systems, having recourse to the appropriate expertise to assess

8 See also NATO Terminology Tracking Form (TTF) 2015-0028 (last entry 2019-02-12).

8 Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the
Protection of Victims of International Armed Conflicts (Protocol 1), 8 June 1977, 1125 UNTS 3.

8 International Committee of the Red Cross (ICRC)/Melzer, N., Interpretive guidance on the
notion of direct participation in hostilities under international humanitarian law, 2009, available
at www.icrc.org, p. 16.

8 |bid., p. 48 (footnotes omitted).

8 Tallinn Manual 2.0 (note 55), rule 102.

% Additional Protocol I (note 86), art. 52 para. 3.
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potential indiscriminate effects throughout the mission planning process is of key
importance to Germany.

A cyber attack directed against a military target which is nevertheless expected
to cause incidental loss of civilian life, injury to civilians, damage to civilian
objects, or a combination thereof, is also prohibited under IHL if such incidental
effects would be excessive in relation to the concrete and direct military advantage
anticipated.® If a cyber attack is executed in conjunction with other forms of military
action, such as attacks with conventional weapons directed against the same
installation, the military advantage and the collateral damage must be considered with
regard to the ‘attack [...] as a whole and not only [...] [with regard to] isolated or
particular parts of the attack.’%

Assessing collateral damage and incidental injury or loss of life when
conducting a proportionality analysis can be even more difficult in the context of
cyber operations as compared to more traditional, i.e. physical, means or methods of
warfare. This however does not discharge those planning and coordinating attacks
from taking into account their foreseeable direct and indirect effects.

(2) The obligation to take precaution in planning and executing a cyber attack

A corollary to the prohibition of indiscriminate cyber attacks is the duty to take
constant care to spare the civilian population, civilians and civilian objects during
hostilities involving cyber operations.®

Those who plan, approve or execute attacks must take all feasible precautions
in the choice of means and methods with a view to avoiding, and in any event
minimizing, incidental loss of civilian life, injury to civilians and damage to civilian
objects.® This might encompass gathering intelligence on the network in question
through mapping or other processes in order to assess the attack’s likely effects. Also,
the inclusion of a deactivation mechanism or a specific configuration of the cyber
tool which limits the effects on the intended target might be considered. Moreover, if
it becomes apparent that the target is not a military one or is subject to special
protection, those who plan, approve or execute the cyber attack must refrain from
executing or suspend the attack. The same applies when the attack may be expected
to cause excessive collateral damage to civilians and civilian objects.%

The obligation to take precautions in attack is complemented by the obligation
to conduct weapon reviews of any new means or method of cyber warfare to
determine whether its employment would, in some or in all circumstances, be
prohibited by international law.% The findings of such reviews, to the extent that they
identify legal constraints for the employment of means and methods in particular
operational settings, should serve as a basis for operational planning. However, the
means and methods used in cyber warfare are typically tailored to their targets, as

9

=4

Additional Protocol | (note 86), art. 51 para. 5 (b); Tallinn Manual 2.0 (note 55), rule 113.

%2 Declarations made by Germany at the time of ratification of Additional Protocol I (note 86), see
‘Bekanntmachung iiber das Inkrafttreten der Zusatzprotokolle I und II zu den Genfer Rotkreuz-
Abkommen von 1949° (Notice concerning the entry into force of Additional Protocols | and Il
to the 1949 Geneva Red Cross Conventions), 30 July 1991, BGBI. 1991 II, 968, 969; Tallinn
Manual 2.0 (note 55), rule 113, commentary, para. 10.

Additional Protocol | (note 86), art. 57 para. 1; Tallinn Manual 2.0 (note 55), rule 114.

% Cf. Additional Protocol | (note 86), art. 57 para. 2 (a) (ii); Tallinn Manual 2.0 (note 55), rule
116.

Additional Protocol | (note 86), art. 57 para. 2 (a) (iii); art. 57 para. 2 (b); Tallinn Manual 2.0
(note 55), rules 117, 119.

% In Germany, the legal review is carried out by the steering committee for the review of new
weapons and methods of warfare under the direction of the Directorate-General for Legal
Affairs, Joint service regulation A 2146/1.

9

@

9
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they generally involve exploiting vulnerabilities that are specific to the target and the
operational context. This entails that the development of means or the adoption of the
method will often coincide with the planning of a concrete operation. Thus, the
obligation to take precautions in attack and the requirement of a legal review remain

separate requirements, but may overlap in substance.

States’ response options

a) Attribution

Attributing a cyber incident is of critical importance as a part of holding States
responsible for wrongful behaviour and for documenting norm violations in
cyberspace. It is also a prerequisite for certain types of responsive action. As regards
the attribution of certain acts to States under international law, Germany applies the
relevant customary law rules on State responsibility also to acts in cyberspace,
subject to any lex specialis provisions. Inter alia, cyber operations conducted by State
organs are attributable to the State in question.®” The same applies with regard to
persons or entities which are empowered by the law of a State to exercise
elements of the governmental authority and act in that capacity in the particular
instance.® Attribution is not excluded because such organ, person or entity acting in

an official capacity exceeds its authority or contravenes instructions — cyber
99

operations conducted ultra vires are likewise attributable to the State in question.
This applies a maiore ad minus when only parts of an operation are ultra vires.

Generally, the mere (remote) use of cyber infrastructure located in the territory
of a State (forum State) by another State (acting State) for the implementation of
malicious cyber operations by the latter does not lead to an attribution of the acting
State’s conduct to the forum State. However, the forum State may under certain
circumstances incur responsibility on separate grounds, for example if its conduct
with regard to another State’s use of its cyber infrastructure for malicious purposes
qualifies as aid or assistance.'® This inter alia applies if the forum State actively and
knowingly provides the acting State with access to its cyber infrastructure and thereby

facilitates malicious cyber operations by the other State. %

Moreover, cyber operations conducted by non-State actors which act on the
instructions of, or under the direction or control of, a State are attributable to that
State.'%2 The same principles apply as in the physical world: if a State recurs to private
actors in order to commit an unlawful deed, the actions by the private actor will
regularly be attributable to the State. States should recognize that they are accountable
for the actions of proxies acting under their control.® The State must have control

7 Cf. International Law Commission (ILC), Draft Articles on Responsibility of States for
Internationally Wrongful Acts, 2001, in: Report of the International Law Commission on the
work of its fifty-third session, 23 April-1 June and 2 July-10 August 2001, Official Records of
the General Assembly, Fifty-sixth Session, Supplement No. 10, UN Doc. A/56/10, 26 et seq.,
art. 4; Tallinn Manual 2.0 (note 55), rule 15.

% Cf. Draft Articles on State Responsibility (note 97), art. 5; Tallinn Manual 2.0 (note 55), rule
15.

9 Cf. Draft Articles on State Responsibility (note 97), art. 7; Tallinn Manual 2.0 (note 55), rules
15, commentary, paras. 6, 12.

100 Cf. Draft Articles on State Responsibility (note 97), art. 16; Tallinn Manual 2.0 (note 55), rule 18
(a).
Cf. Draft Articles on State Responsibility (note 97), art. 16, commentary, para. 1; Tallinn

Manual 2.0 (note 55), rule 18, commentary, para. 3.

102 Cf. Draft Articles on State Responsibility (note 97), art. 8; Tallinn Manual 2.0 (note 55), rule 17
(a).

108 Cf. UN Group of Governmental Experts, reports of 2013 and 2015 (note 52), paras. 23 and 28
(e) respectively.
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over a specific cyber operation or set of cyber operations conducted by the non-State
actor. While a sufficient degree or intensity of such control is necessary, the State is
not required to have detailed insight into or influence over all particulars,
especially those of a technical nature, of the cyber operation. A comprehensive
assessment of the circumstances of the individual case will be necessary to establish
an attributive link.1%

Beyond the mentioned situations of attribution and aid and assistance, a State
may also become liable under international law in connection with another State’s or
a non-State actor’s actions if the first State fails to abide by its obligations stemming
from the ‘due diligence’ principle.1%

The application of the international rules on State responsibility and hence the
act of formally attributing a malicious cyber operation to a State under international
law is first and foremost a national prerogative; however, international cooperation
and exchange of information with partners in this regard can be of vital importance.
In practice, establishing the facts upon which a decision on attribution may be based
is of specific concern in the context of cyber operations since the author of a malicious
cyber operation may be more difficult to trace than that of a kinetic operation. At the
same time, a sufficient level of confidence for an attribution of wrongful acts needs
to be reached. Gathering relevant information about the incident or campaign in
question has a technical dimension and may involve processes of data forensics, open
sources research, human intelligence and reliance upon other sources — including,
where applicable, information and assessments by independent and credible non-state
actors. Generating the necessary contextual knowledge, assessing a suspected actor’s
motivation for conducting malicious cyber operations and weighing the plausibility
of alternative explanations regarding the authorship of a certain malicious cyber act
will likewise be part of the process. All relevant information should be considered. 1%

Germany agrees that there is no general obligation under international law as it
currently stands to publicize a decision on attribution and to provide or to submit for
public scrutiny detailed evidence on which an attribution is based. This generally
applies also if response measures are taken.'®” Any such publication in a particular
case is generally based on political considerations and does not create legal
obligations for the State under international law. Also, it is within the political
discretion of a State to decide on the timing of a public act of attribution.
Nevertheless, Germany supports the UN Group of Governmental Experts’ position in
its 2015 report that accusations of cyber-related misconduct against a State should
be substantiated.'® States should provide information and reasoning and — if
circumstances permit — attempt to communicate and cooperate with the State in
question to clarify the allegations raised. This may bolster the transparency,
legitimacy and general acceptance of decisions on attribution and any response
measures taken.1%

Attribution in the context of State responsibility must be distinguished from
politically assigning responsibility for an incident to States or non-State actors:
Generally, such statements are made at the discretion of each State and constitute a
manifestation of State sovereignty. Acts of politically assigning responsibility may

104
105
106

107
108
109

Cf. Draft Articles on State Responsibility (note 97), art. 8, commentary, paras. 5 in fine, 7.
See also above, 1.3).

Cf. also the voluntary, non-binding recommendation made by the UN Group of Governmental
Experts, report of 2015 (note 52), para. 13 (b).

On these points, see Tallinn Manual 2.0 (note 55), chapter 4, section 1, para. 13.

UN Group of Governmental Experts, report of 2015 (note 52), para. 28 (f).

Cf. also Tallinn Manual 2.0 (note 55), chapter 4, section 1, para. 13, citing the UN Group of
Governmental Experts, report of 2015 (note 52).
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occur in cooperation with partners. As regards attribution in the legal sense, findings
of national law-based (court) proceedings involving acts of attribution, for example
in the context of criminal liability of certain office holders or non-State actors, may
serve as indicators in the process of establishing State responsibility. However, it
should be borne in mind that the criteria of attribution under international law do not
necessarily correspond to those under domestic law and that additional or specific
criteria are generally relevant when establishing State responsibility for individually
attributed conduct. Moreover, the adoption of targeted restrictive measures against
natural or legal persons, entities or bodies under the EU Cyber Sanctions Regime'
does not as such imply the attribution of conduct to a State by Germany in a legal

sense. 1!

Measures of response
Retorsion

A State may engage in measures of retorsion to counter a cyber operation carried
out against it. Retorsions are unfriendly acts directed against the interests of another
State without amounting to an infraction of obligations owed to that State under
international law. Since retorsions are predominantly rooted in the political sphere,
they are not subject to such stringent legal limitations as other types of response such
as countermeasures.

Measures of retorsion may be adopted to counter (merely) unfriendly cyber
operations perpetrated by another State. They may likewise be enacted in reaction to
an unlawful cyber operation if more intensive types of response (countermeasures,
self-defence) are unavailable for legal reasons (for example, in cases in which
counter-measures would be disproportionate) or politically unfeasible. Moreover,
they may be adopted as a reaction to an unlawful cyber operation in combination
with other types of response, such as countermeasures, as part of a State’s
comprehensive, multi-pronged response to malicious cyber activities directed against
it.

Countermeasures

The law of countermeasures allows a State to react, under certain circumstances,
to cyber-related breaches of obligations owed to it by another State by taking
measures which for their part infringe upon legal obligations it owes to the other
State.''? If certain legal conditions are met, such measures do not constitute wrongful
acts under the international law of State responsibility.''® Germany agrees that cyber-
related as well as non-cyber-related breaches of international obligations may be
responded to by both cyber and non-cyber countermeasures.'!*

As regards the limitations to countermeasures, Germany is of the opinion that,
generally, the same conditions apply as in non-cyber-related contexts: In
particular, countermeasures may only be adopted against a State which is responsible
for an internationally wrongful act in order to induce that State to comply with its
obligations arising from its responsibility (in particular cessation of the wrongful

110

111
112

113
114

Council Regulation (EU) 2019/796 of 17 May 2019 concerning restrictive measures against
cyber-attacks threatening the Union or its Member States, OJ L 1291, 17 May 2019, p. 1-12;
Council Decision (CFSP) 2019/797 of 17 May 2019 concerning restrictive measures against
cyber-attacks threatening the Union or its Member States, OJ L 1291, 17 May 2019, p. 13-19, as
last amended by Council Decision (CFSP) 2020/1748 of 20 November 2020, OJ L 393,

23 November 2020, p. 19-20.

Cf. also Council Decision (CFSP) 2019/797 of 17 May 2019 (note 110), recital 9.

Draft Articles on State Responsibility (note 97), part 111, chapter 1, introductory commentary;
Tallinn Manual 2.0 (note 55), rule 20 (with the commentaries).

Draft Articles on State Responsibility (note 97), art. 22.

Tallinn Manual 2.0 (note 55), rule 20 (with the commentaries).
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act).!® Also, they must be proportionate and respect fundamental human rights,
obligations of a humanitarian character prohibiting reprisals and peremptory norms
of international law.!6

Due to the multifold and close interlinkage of cyber infrastructures not only
across different States but also across different institutions and segments of society
within States, cyber countermeasures are specifically prone to generating unwanted
or even unlawful side effects. Against this background, States must be particularly
thorough and prudent in examining whether or not the applicable limitation
criteria to cyber countermeasures are met.'’

A State may — a maiore ad minus — engage in cyber reconnaissance measures in
order to explore options for countermeasures and assess the potential risk of side
effects if such measures fulfil the requirements for countermeasures.

(3) Measures taken on the basis of necessity

The wrongfulness of a State’s cyber operation that contravenes its international
obligations may be precluded by exception if that State acted out of necessity.'*® This
entails that a State may — under certain narrow circumstances — act against malicious
cyber operations by resorting, for its part, to active counter-operations even in certain
situations in which the prerequisites for countermeasures or self-defence are not met.

The draft articles on State responsibility, which reflect customary law in this
regard, inter alia require that the act must be ‘the only way for the State to safeguard
an essential interest against a grave and imminent peril’.*'® Whether an ‘interest’ is
‘essential’ depends on the circumstances.*?* Germany holds the view that, in the cyber
context, the affectedness of an ‘essential interest’ may infer alia be explained by
reference to the type of infrastructure actually or potentially targeted by a
malicious cyber operation and an analysis of that infrastructure’s relevance for the
State as a whole. For example, the protection of certain critical infrastructures?* may
constitute an ‘essential interest’.? It might likewise be determined by reference to
the type of harm actually or potentially caused as a consequence of a foreign State’s
cyber operation. For example, the protection of its citizens against serious physical
harm will be an ‘essential interest’ of each State — regardless of whether a critical
infrastructure is targeted or not. Nevertheless, given the exceptional character of the
necessity argument, an ‘essential interest’ must not be assumed prematurely.

A case-by-case assessment is necessary to determine whether a peril is ‘grave’.
The more important an ‘essential interest’ is for the basic functioning of a State, the

115 Draft Articles on State Responsibility (note 97), art. 49 para. 1 (with the commentaries); Tallinn
Manual 2.0 (note 55), rule 21.

16 Draft Articles on State Responsibility (note 97), arts. 51, 50 para. 1 (b), (c), and (d); cf. Tallinn
Manual 2.0 (note 55), rules 23, 22.

17 Tallinn Manual 2.0 (note 55), rule 23, commentary, para. 6.

118 Cf. International Court of Justice (ICJ), Gab&ikovo-Nagymaros Project (Hungary v. Slovakia),
Judgement of 25 September 1997, I.C.J. Reports 1997, 7, para. 51; Draft Articles on State
Responsibility (note 97), art. 25; Tallinn Manual 2.0 (note 55), rule 26 with commentaries.

19 Draft Articles on State Responsibility (note 97), art. 25 para. 1 (a). The Draft articles on State
Responsibility further require that the act in question must ‘not seriously impair an essential
interest of the State or States towards which the obligation exists, or of the international
community as a whole’ and state that ‘necessity may [in any case] not be invoked by a State as a
ground for precluding wrongfulness if: (a) the international obligation in question excludes the
possibility of invoking necessity; or (b) the State has contributed to the situation of necessity’,
see art. 25 para. 1 (b) and 2.

120 Draft Articles on State Responsibility (note 97), art. 25, commentary, para. 15.

121 On the concept of ‘critical infrastructures’ see above, |.a).

22 Tallinn Manual 2.0 (note 55), rule 26, commentary, para. 2, correctly noting, however, that the
‘designation [of an infrastructure as critical by a State] as such does not necessarily deprive
other infrastructure of its essentiality’ and that ‘a State’s unilateral description of infrastructure
as critical [is not] determinative of the issue.’
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lower the threshold of the ‘gravity’ criterion should be. Germany agrees that a ‘grave
peril’ does not presuppose the occurrence of physical injury but may also be
caused by large-scale functional impairments.'%3

A State, when confronted with a cyber threat, does not yet need to have
assessed the fotal and final damage potential in order to invoke necessity.'?*
Necessity may be invoked when the origin of a cyber measure has not (yet) been
clearly established;'®® however, States should always make efforts to clarify
attribution and (State) responsibility in order to be able to substantiate their grounds
for action.

Self-defence

The right to self-defence according to art. 51 UN Charter is triggered if an armed
attack occurs. Malicious cyber operations can constitute an armed attack whenever
they are comparable to traditional kinetic armed attack in scale and effect.
Germany concurs with the view expressed in rule 71 of the Tallinn Manual 2.0.

Furthermore, Germany acknowledges the view expressed in the ICJ’s Nicaragua
judgment, namely that an armed attack constitutes the gravest form of use of force.?
Assessing whether the scale and effects of the cyber operation are grave enough to
consider it an armed attack is a political decision taken in the framework of
international law. Physical destruction of property, injury and death (including as
an indirect effect) and serious territorial incursions are relevant factors. The
decision is not made based only on technical information, but also after assessing the
strategic context and the effect of the cyber operation beyond cyberspace. This
decision is not left to the discretion of the State victim of such a malicious cyber
operation, but needs to be comprehensibly reported to the international community,
i.e. the UN Security Council, according to art. 51 UN Charter.

The response to malicious cyber operations constituting an armed attack is not
limited to cyber counter-operations. Once the right to self-defence is triggered, the
State under attack can resort to all necessary and proportionate means in order to
end the attack. Self-defence does not require using the same means as the attack
which provided the trigger for its exercise.

Acts of non-State actors can also constitute armed attacks. Germany has
expressed this view both with regard to the attacks by Al Qaeda'?” and the attacks of
ISIS.128

In Germany’s view, art. 51 UN Charter requires the attack against which a State
can resort to self-defence to be ‘imminent’. The same applies with regard to self-
defence against malicious cyber operations. Strikes against a prospective attacker
who has not yet initiated an attack do not qualify as lawful self-defence.

123
12

i

125

12
127

o

128

Tallinn Manual 2.0 (note 55), rule 26, commentary, para. 4.

Cf. Draft Articles on State Responsibility (note 97), art. 25, commentary, para. 16: ‘[...] a
measure of uncertainty about the future does not necessarily disqualify a State from invoking
necessity, if the peril is clearly established on the basis of the evidence reasonably available at
the time.’

Tallinn Manual 2.0 (note 55), rule 26, commentary, para. 11. Reasonableness standards apply to
ex ante determinations depending on the context; see also Tallinn Manual 2.0 (note 4), Chapter
4, Introduction to Section 1, para. 9-11.

ICJ, Military and Paramilitary Activities in and against Nicaragua (note 72), para. 191.

See Letter dated 29 November 2001 from the Permanent Representative of Germany to the
United Nations addressed to the President of the Security Council, UN Doc. S/2001/1127.

See Letter dated 10 December 2015 from the Chargé d’affaires a.i. of the Permanent Mission of
Germany to the United Nations addressed to the President of the Security Council, UN Doc.
S/2015/946.

43/143


https://undocs.org/en/S/2001/1127
https://undocs.org/en/S/2015/946

Al76/136

V. Conclusions and outlook

As has been exemplified in the present paper with regard to a selection of
international norms, international law as it stands is capable of providing essential
guidance on State behaviour in and with regard to cyberspace. Germany is convinced
that uncertainties as to how international law might be applied in the cyber
context can and must be addressed by having recourse to the established methods
of interpretation of international law.'?® Germany deems it critically important that
interpretative efforts and attempts to clarify the modalities of the application of
international law in cyberspace are based on international exchange and cooperation.
This is why Germany follows closely and is actively involved in the work of the
United Nations’ working groups on cyber and international security.’® In
addition to their work on international law in cyberspace, these groups elaborate
voluntary, non-binding norms for responsible State behaviour in cyberspace which
may fulfil an important function in supplementing the existing ‘hard’ rules of
international law. Moreover, Germany wishes to highlight the importance of States’
reflecting and taking heed of the multifold and rich academic and civil society
debates worldwide on the role and function of international law in the cyber context.

Challenges lie ahead: Information and communication technologies are
evolving fast, and so is the need to provide adequate legal assessments and to find
responses to novel factual situations. While international law provides a sufficient
framework to cope with the fast pace of technological change and remains applicable
also to new developments, its interpretation and effective application in the cyber
context will increasingly be dependent on an in-depth understanding of technological
intricacies and complexities. This may require an intensified pooling of technical
and legal expertise. Also, evidentiary difficulties with regard to States’ and non-State
actors’ behaviour in cyberspace will continue to pose practical challenges.
Nevertheless, while underlining the prime responsibility of States for maintaining
peaceful relations and upholding the rule of law in the international system, Germany
is convinced that the combined efforts of States, international organizations, civil
society and academia will continue to provide significant insights into the
modalities of how international law applies in the cyber context, thereby leading
to a high standard of international legal certainty with regard to this still relatively
novel dimension of international relations.

Japan
[Original: English]

1. Status and Purpose

Between 2004 and 2017, five Groups of Governmental Experts on
Developments in the Field of Information and Telecommunications in the Context of
International Security (GGE), composed of experts appointed by the Secretary-
General of the United Nations (UN), were established based on UN General
Assembly resolutions. The GGE reports of 2013 and 2015 agreed by consensus by
the governmental experts affirm that existing international law, in particular the UN

129 In the case of international treaties, these are codified in arts. 31 et seq. of the Vienna
Convention on the Law of Treaties, 23 May 1969, UNTS 1155, 331.

130 1.e. the Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security (GGE) and the Open-ended
Working Group on developments in the field of information and telecommunications in the
context of international security (OEWG).
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Charter in its entirety, is applicable to cyber operations'®. By the endorsement of the

reports by consensus at the UN General Assembly, this affirmation has become the
consensus view of all UN Member States. In the 2015 report, the group offered
various important views on how international law applies to cyber operations. The
group also recommended continued study on how international law applies. The fifth
GGE failed to adopt a report in 2017, one of the reasons for which was that
discussions on the application of international law did not achieve a sufficient
convergence of opinions. From 2019, the sixth GGE** had intensive discussions on
how international law applies. Its report was adopted by consensus on May 28, 2021.

This document summarizes the basic position at the moment of the Government
of Japan on international law applicable to cyber operations. It was prepared as a
national contribution at the request of the Chair of the GGE on the assumption that it
will be included in the annex to the group’s report to be submitted by the Secretary-
General to the General Assembly pursuant to the mandate specified in Resolution
73/266, which requested the Secretary-General to establish the GGE. In this
document, the Government of Japan reaffirms that existing international law,
including the UN Charter in its entirety, is applicable to cyber operations, and states
its present position on how existing international law applies to cyber operations
focusing its views on the most important and most basic matters. The contents of this
document take into consideration the discussions held by the six GGEs including the
current one (governmental experts were appointed from among officials of the
Government of Japan to serve on four GGEs, including the current one) and by the
Open-ended Working Group (OEWG), which was established in 2019; the discussions
held in bilateral and multilateral consultations between the governments of Japan and
other States; the results of non-governmental research activities, including Tallinn
Manuals 1.0 and 2.0, which were prepared by experts, including those from non-
NATO States such as Japan, in their personal capacity with the support of the NATO
Cooperative Cyber Defence Centre of Excellence; and the discussions held in multi-
stakeholder fora, including ones led by Japan.

The Government of Japan hopes that the announcement of a basic position on
international law applicable to cyber operations by the governments of many States
and the application of international law in international and domestic courts and
tribunals will deepen the shared international understanding on how international law
applies to cyber operations. The Government of Japan also hopes that the deepening
of a shared understanding —particularly regarding which activities in cyberspace
constitute a violation of international law and which tools are available under
international law for States whose legal interests have been infringed by cyber
operations — will deter malicious activities in cyberspace.®® The Government of
Japan’s policy is to continue actively participating in relevant discussions, including
ones held under the auspices of the UN.

It should be noted that international law applicable to cyber operations is not
limited to those mentioned in this document. The Convention on Cybercrime, to
which Japan is a party, is an important element of international law applicable to cyber
operations. Treaty provisions related to the Data Free Flow with Trust principle, for
which Japan is promoting rule-making under the Comprehensive and Progressive
Agreement for Trans-Pacific Partnership (CPTPP), the Japan-U.S. Digital Trade

131

132

133

In this document, the term “cyber operations” refers to operations using information and
communication equipment and technology.

The official name for the sixth GGE is GGE on Advancing responsible State behavior in
cyberspace in the context of International Security.

The term “cyberspace” does not imply the existence of a space which does not belong to real
space.
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Agreement, and the Japan-UK Economic Partnership Agreement, also constitute
international law applicable to some aspects of cyber operations.

International Law Applicable to Cyber Operations
Existing international law and the UN Charter

Existing international law, including the UN Charter in its entirety, is applicable
to cyber operations.

The 2015 GGE report mentions 11 voluntary, non-binding norms of responsible
State behaviour. These items were agreed by Governmental experts as requiring
implementation at least as norms, but they include items which affirm or relate to
rights and obligations under international law. The inclusion of such norms among
the 11 items does not mean that the rights and obligations under existing international
law are extinguished or altered.

Violation of sovereignty and the principle of non-intervention

A State must not violate the sovereignty of another State by cyber operations.
Moreover, a State must not intervene in matters within domestic jurisdiction of
another State by cyber operations.

With respect to the principle of non-intervention, cyber operations may
constitute unlawful intervention when requirements including the element of
coercion, which are clarified in the Nicaragua judgement (1986),%%* are met.

On the other hand, regarding a violation of sovereignty that does not necessarily
constitute an intervention, in the Lotus case, the Permanent Court of International
Justice held that a State may not exercise its power in the territory of another State, 1%
while, in the Island of Palmas case, the Arbitral Tribunal stated as follows:
“Sovereignty in the relations between States signifies independence. Independence in
regard to a portion of the globe is the right to exercise therein, to the exclusion of any
other State, the functions of a State.”?3® Taking these and other judgments into
account, the Government of Japan considers that there exist certain forms of violation
of sovereignty which may not necessarily constitute unlawful intervention prohibited
under the principle of non-intervention.

With respect to violation of sovereignty, the International Court of Justice (ICJ),
in the Nicaragua case (1986), held that the United States had acted in breach of its
obligation under customary international law not to intervene in the affairs of another
State, and, in addition, that the United States, by directing or authorizing overflights
of Nicaraguan territory, had acted in breach of its obligation under customary
international law not to violate the sovereignty of another State.!¥’ In addition, in the
Costa Rica v. Nicaragua case (2015), the ICJ cited the absence of evidence that Costa
Rica exercised authority on Nicaragua’s territory as the reason for dismissing
Nicaragua’s claim concerning the violation of its territorial integrity and
sovereignty.'®® Considering these cases, it can be presumed that, in some cases, a

134 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United States of
America). Merits, Judgment. I.C.J. Reports 1986, p.97-98, paragraph 205.

135 The Lotus case, PC1J, Series A, No. 10, 1927, p. 18-19.

136 |sland of Palmas Case, Award, RIAA, Vol. I, p. 838.

187 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United States of
America). Merits, Judgment. 1.C.J. Reports 1986, p.136-139, paragraph 292.

138 Certain Activities Carried Out by Nicaragua in the Border Area (Costa Rica v. Nicaragua) and
Construction of a Road in Costa Rica along the San Juan River (Nicaragua v. Costa Rica),
Judgment, 1.C.J. Reports 2015, p. 738, paragraph 223.
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violation of sovereignty constitutes a violation of international law even when it does
not fall within the scope of unlawful intervention.

An act of causing physical damage or loss of functionality by means of cyber
operations against critical infrastructure, including medical institutions, may
constitute an unlawful intervention, depending on the circumstances, and at any rate,
it may constitute a violation of sovereignty.'®® As various opinions were expressed on
the relationship between violation of sovereignty and unlawful intervention at the
sixth GGE and the OEWG, it is desirable that a common understanding be forged
through State practices and future discussions.

State responsibility

Internationally wrongful acts committed by a State in cyberspace entail State
responsibility. An internationally wrongful act occurs when the conduct of a State
consisting of an action or omission violates an obligation prescribed by primary rules
of international law. In the case of cyber operations as well, there is an internationally
wrongful act when a State violates primary rules, including the principles of
sovereignty, non-intervention, prohibition of the use of force, as well as various
principles of international humanitarian law such as the principle of prohibition of
attacks on civilian objects, and respect for basic human rights.

Below, some of the articles of the Articles on Responsibility of States for
Internationally Wrongful Acts drafted by the International Law Commission (ILC)
(hereinafter referred to as the “ILC’s Articles on State Responsibility””) are mentioned
as a reference. However, it should be noted that the Articles have not been adopted as
a treaty text and the question of whether or not each article reflects customary
international law has to be closely examined.

Attribution

There is an internationally wrongful act of a State when the act is attributable to
the State under international law and when the act constitutes a breach of an obligation
of the State under international law.

There are legal, political and technical aspects in discussing the attribution of
conduct to a State with respect to cyber operations.

To invoke State responsibility under international law with respect to any act in
cyberspace, it is necessary to consider whether the act is attributable to a specific
State. On this topic, Articles 4 to 11 of the ILC’s Articles on State Responsibility
provide useful reference. As a general rule, in such cases as a cyber operation
conducted by a State organ, the act is considered to be attributable to the State. A
cyber operation conducted by a non-State actor is, in principle, not attributable to a
State. However, according to Article 8 of the ILC’s Articles on State Responsibility,
the conduct of a person or group of persons shall be considered an act of a State if the
person or group of persons is in fact acting on the instructions of, or under the
direction or control of that State in carrying out the conduct.*

Obligations of a State responsible for an internationally wrongful act

Regarding cyber operations as well, a State responsible for an internationally
wrongful act is under the following obligations. First, the State shall cease the act if
it is continuing. In addition, the State shall offer appropriate assurances and

139

140

Tallinn Manual 2.0 also mentions physical damage to or loss of functionality of cyber
infrastructure as a case that may constitute violation of sovereignty.
Article 8 of the ILC’s Articles on State Responsibility
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guarantees of non-repetition, if circumstances so require. Besides, the responsible
State is under an obligation to make full reparation for the injury caused by the
internationally wrongful act.

Countermeasures and necessity

Under international law, it is permitted, under certain conditions, to take
countermeasures against internationally wrongful acts.

In general terms, under international law, a State which has been injured by an
internationally wrongful act of another State may take, under certain conditions,
countermeasures in order to induce the responsible State to comply with (i) the
obligation to cease the international wrongful act and (ii) the obligation to make
reparation.

General international law does not confine countermeasures to those with the
same means as the preceding internationally wrongful act in response to which they
are taken. Japan considers that this is the same for the countermeasures against
internationally wrongful acts in cyberspace.

The Government of Japan is of the view that a State may invoke necessity under
international law when the requirements shown in Article 25 of the ILC’s Articles on
State Responsibility are satisfied.

Due diligence

States have a due diligence obligation regarding cyber operations under
international law. Norm 13(c) and (f) and the second half of paragraph 28(e) of the
2015 GGE report are related to this obligation.

In the Corfu Channel case (1949), the ICJ referred to the existence of “every
State’s obligation not to allow knowingly its territory to be used for acts contrary to
the rights of other States”.!*! In relation to cyber operations, the due diligence
obligation in this sense has significance.

Furthermore, with regard to the concept of the due diligence obligation, the
Alabama Arbitral Award (1872) held that “due diligence” ought to be exercised by
neutral governments in exact proportion to the risks to which either of the belligerents
may be exposed, from a failure to fulfil the obligations of neutrality on their part, 142
and, in the Genocide Convention (Bosnia and Herzegovina v. Serbia and Montenegro)
case (2007), the ICJ seems to consider the nature of the obligation to prevent genocide
under the Genocide Convention to be the due diligence obligation and referred to an
obligation of the contracting States to exercise the capacity to influence the actions
of persons likely to commit genocide to prevent genocide so far as possible. 14

The outer limit of the due diligence obligation of territorial States with respect
to cyber operations is not necessarily clear. By reference to these judgements related
to the concept of the due diligence obligation, it seems necessary to consider on a
case-by-case-basis the scope of the obligation taking into account such factors as the
seriousness of the cyber operations in question and the capacity of the territorial
States to influence a person or group of persons conducting the attacks.

In light of the above, at the least, for example, when a State has received a
credible notification from another State of the possibility that a person or group of

141 Corfu Channel case, Judgment of April 9th, 1949: I.C.J. Reports 1949, P.22.
142 Alabama claims of the United States of America against Great Britain, RIAA, Vol XXIX, p.129
143 Application of the Convention on the Prevention and Punishment of the Crime of Genocide

(Bosnia and Herzegovina v. Serbia and Montenegro), Judgment, I.C.J. Reports 2007, p. 221,
paragraph 430.
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persons located in its territory and receiving from it financial and other forms of
support may be involved in a cyber operation that may cause serious adverse
consequences, such as damage to a target State’s critical infrastructure, the due
diligence obligation owed by the informed State is presumed to include the obligation
to exercise its capacity to influence the state-supported person or group of persons so
as to prevent them from implementing such cyber operations.

One characteristic of cyber operations is the difficulty of making judgment as
to attribution to a State. In this respect, the due diligence obligation may provide
grounds for invoking the responsibility of the State from the territory of which a cyber
operation not attributable to any State originated. It is possible at least to invoke the
responsibility of such a State for a breach of its due diligence obligation, even if it is
difficult to prove the attribution of a cyber operation to any State.

Peaceful settlement of disputes, prohibition of the use of force, and the right to
self-defense

Peaceful settlement of disputes

Any international disputes involving cyber operations must be settled through
peaceful means pursuant to Article 2(3) of the UN Charter. In addition, pursuant to
Atrticle 33 of the UN Charter, the parties to any dispute involving cyber operations,
the continuance of which is likely to endanger the maintenance of international peace
and security, must first of all seek a solution by negotiation, enquiry, mediation,
conciliation, arbitration, judicial settlement, resort to regional agencies or
arrangements, or other peaceful means of their own choice. In order to ensure the
peaceful settlement of disputes, the powers of the Security Council based on
Chapters VI and VII of the UN Charter and the functions of the other UN organs,
including ICJ based on Chapter XIV of the UN Charter and the Statute of the
International Court of Justice should be used in disputes stemming from cyber
operations.

Prohibition of the use of force

Under certain circumstances, a cyber operation may constitute the threat or use
of force prohibited by Article 2(4) of the UN Charter. Pursuant to this article, all States
shall refrain in their international relations from the threat or use of force. The
Government of Japan presumes that as a general rule the threat of force refers to a
State’s act of threatening another State by indicating its intention or attitude of using
force, without actually using force, unless its arguments or demands are accepted.
The obligation to refrain from the threat or use of force in international relations is
an important obligation relating to cyber operations.

Right of self-defense

When a cyber operation constitutes an armed attack under Article 51 of the UN
Charter, States may exercise the inherent right of individual or collective self-defense
recognized under Article 51 of the UN Charter.

International humanitarian law
International humanitarian law is also applicable to cyber operations.

In situations of armed conflict, the methods and means of warfare used by the
parties to the conflict are subject to regulations under international humanitarian law.
This extends to cyber operations implemented by the parties to the conflict. Several
principles under international humanitarian law, including the principle of humanity,
necessity, proportionality and distinction, are also applicable to acts in cyberspace. In
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paragraph 28(d) of the 2015 GGE report, those principles are referred to as
“established international legal principles.” This reference, considered together with
the fact that this report affirms the applicability of existing international law, can be
interpreted to affirm the applicability of those principles. Meanwhile, Article 49 of
the Additional Protocol I to the Geneva Conventions stipulates: “‘Attacks’ means acts
of violence against the adversary, whether in offence or in defence.”'#1% The
Government of Japan understands that cyber operations that may cause the
destruction or neutralization of military targets, for example, may also constitute
“attacks” under international humanitarian law, depending on the circumstances.

In principle, the existence of an “armed conflict” is a prerequisite for the
application of international humanitarian law. Under the Geneva Conventions, there
is no particular definition of an “armed conflict,” and therefore, whether or not a
certain incident constitutes an “armed conflict” needs to be decided on a case-by-case
basis, taking into account a number of elements, such as the manner of the actual
attack and the intent of each party to the incident, in a comprehensive manner. If the
effects of cyber operations are taken into consideration, the conduct of cyber
operations alone may reach the threshold of an “armed conflict.”

As affirming the applicability of international humanitarian law to cyber
operations contributes to the regulation of methods and means of warfare, the
argument that doing so will lead to the militarization of cyberspace is groundless. For
example, cyber operations during armed conflict that cause physical damage or loss
of functionality to medical institutions may constitute a violation of international
humanitarian law%® and therefore should be appropriately regulated. On the other
hand, modes of combat in cyberspace are different from those in traditional domains.
Therefore, how international humanitarian law regarding, for example, the scope of
combatants applies to cyberspace should be further discussed.

International human rights law

International human rights law is also applicable to cyber operations.
Individuals enjoy the same human rights with respect to cyber operations that they
otherwise enjoy. Pursuant to international human rights law, States are under the
obligation to respect human rights. The human rights that must be respected in
cyberspace include all human rights that are recognized under international human
rights law, such as civil, political, economic, social and cultural rights. The human
rights that are particularly relevant in the context of cyberspace include the right to
privacy, freedom of thought and conscience, freedom of expression, and guarantee of
due process. The final sentence of paragraph 28(b) of the 2015 GGE report affirms
the above. While Norm 13(e) of the report affirms some of the obligations under
international human rights law, it does not change the obligations that are not
mentioned therein.

144 «Attacks” means acts of violence against the adversary, whether in offence or in defense

(Article 49 of the Additional Protocol I to the Geneva Conventions).

145 Tallinn Manual 2.0 stipulates that “a cyberattack is a cyber operation, whether offensive or

defensive, that is reasonably expected to cause injury or death to persons or damage or
destruction to objects.” (Tallinn Manual 2.0., Rule 92)

146 For example, Article 12 of the Additional Protocol | to the Geneva Conventions
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Kazakhstan

[Original: Russian]

MeskayHapoaHble JOKYMEHTHI B cepe HCIO0JIb30BaHUA HHGPOPMALIMOHHO-
KOMMYHHKAIMOHHBIX T€XHOJIOT Ui

BonpmmHCTBO (hyHIaMEHTaIbHBIX MEXIyHapOIHBIX JIOKYMEHTOB B 00JaCTH 3allUThI
npaB yenoBeka, Takue kak KonBeHunus Cosera EBpomnsl o 3amuTe mpaB 4eloBeKa U
OCHOBHBIX cBoOox oT 1950 roma, MexayHapoausli mnakr OpraHusanuu
O0benuHenHblx Hanuit (nanee — Mexaynapoausii nakt OOH) o rpaxknaHckux u
MOJUTHUYECKUX MIpaBax oT 1966 roga npu3HarOT B Ka4e€CTBE OJJHOTO U3 OCHOBHBIX IIPaB
YyeJioBeKa IpaBo Ha CBOOOJy MOMCKa, MOJyYeHUE U PacIpoCTpaHEeHHEe BCIAKOTO poja
nHpopManuu M uaed, He3aBHCHUMO OT T'OCYJAapCTBEHHBIX I'DAaHMI], OCHOBBIBASICH Ha
NIpaBe HEBMEIIATEIbCTBA B JTUYHYIO )KU3Hb.

[Tonp30BaHMe BhINIEYKa3aHHBIMHU IIpaBaMU HajlaraeT 0coOble 00s3aHHOCTH M 0CO0YI0
OTBETCTBEHHOCTb. OHO MOXET OBITh, CIIEOBATEILHO, CONPSDKEHO C HEKOTOPBIMH
OTPaHUYEHUSIMH, KOTOPHIE, OHAKO, TOJDKHBI OBITH YCTAaHOBJICHBI 3AKOHOM H SIBIISITHCS
HEOOXOJUMBIMH YBaXXCHUsI TMpaB M peIyTaluu JpPYTUX JIMI H  OXPaHbl
roCyJJapCTBEHHOH 0€30MacHOCTH, OOIIECTBEHHOTO TIOpPsAKa, 300POBbS WU
HpaBcTBeHHOCTH Hacenenus (1.3 c¢r.19 MexayHapoanoro makra OOH).

B cootBercTBHHU co cTaThell 20 MexnyHapoaHoro nakra OOH Bcskast mponarania
BOWHBI JIOJDKHA OBITH 3ampellleHa 3aKoHOM. Bcsikoe BBICTYIUIEHHE B IOJIb3Y
HallMOHAJBHOM, PacoBOW WJIM PEINTHO3HOW HEHABUCTH, IPEJCTaBIIOIIEe cOo00it
MOACTPEKATEIbCTBO K AUCKPUMHUHALIMM, BpPaXAE WJIA HACUIIHUIO, IOJDKHO OBITh
3aIpelIeHO 3aKOHOM.

IIpuMeHUMOCTE MesKAYHApPOAHOTo npaBa B Kaszaxcrane
B nenom nannsie HopMmbel MexayHapoaHoro nakta OOH npumensitorcs B Kazaxcrane.

K mpumepy, cornacuo crarbe 1 3akona Peciy6nuku Kazaxcran «O nmpoTuBoeicTBUI
SKCTPEMH3MY» pazKUTraHHe PAcOBO, HAIMOHAILHON U POTOBON PO3HH, PEITUTHO3HOM
BPp@XIbl WJIM PO3HHM, a Tak)Ke HIPUMEHEHHE 000 pEeIUrno3HON MPaKTHKH,
BBI3BIBAIONICH yrpo3y 0€30MacHOCTH, >XW3HH, 3J0POBbIO, HPAaBCTBEHHOCTH WJIH
rpaBaM M cBOOOJaM T'paKJaH SBISIETCS IKCTPEMU3MOM.

Ha rtepputopuu PecnyOmuku Kazaxcran 3ampemaroTcsi HCHOJb30BaHUE CETCH H
CPEACTB CBSI3M JJIsI OCYIIECTBICHHS OJKCTpPEMHU3Ma, a TakKe BBO3, H3JaHHUE,
W3TOTOBJIEHUE M (WJIM) pAacIpOCTpPaHEHUE DKCTPEMHUCTCKUX M TEPPOPUCTHUYECKUX
MatepuanoB (cT.12 3akoHa «O NpOTUBOAEHCTBUU dKCTpeMU3My» U cT.10-4 3axoHa
«O npOTUBOAEHCTBUU TEPPOPUIMYH).

Kpome Ttoro, B Kazaxcrane aeiictByer 3akoH «O mepcoHaJbHBIX J@HHBIX M HX
zamure» (ot 21.05.2013r.), uTo cooTBETCTBYET K TpeOoBaHWIO MyHKTa 1 cTaThu 4
Konsennuu Cosera EBponbl 0 3amuTe GU3NUECKUX JUI TPH aBTOMAaTH3UPOBAHHOM
00paboTke nepcoHanbHbIX NaHHBIX (0T 1981 rona), rae ykasaHo, 4To Ka)xaasi CTOpOHa
IIPUHUMAET HEOOXOMMbIE MEPHI B paMKaX CBOEr0 BHYTPEHHETO 3aKOHO/IATENbCTBA B
LesAX TMPUIAHUS FOPUAMYECKOW CHIJIBI OCHOBOIIOJIATAIONIMM IMPHHIMIIAM 3alllUThI
MepCOHAIBHBIX JaHHBIX.

Lenblo HacTosiniero 3aKoHa sIBISIETCsl 00ecreyeHre 3aulUuThl TpaB U CBOOO/I YeJIOBEKa
U TpakJaHWHA TIpU cOope U 00pabOTKE ero NepCcoHaIbHBIX JaHHBIX.

Takke OJHHUM M3 BaXHEHUIIMX JOKYMEHTOB, PETYJHPYIOIIAX MPABOOTHONICHUS B
chepe rmobanbHON KOMIBIOTEpHOU cetH, siBisiercss Koupeniuss CoBeta EBponsl o
KHOepIrpecTynHOCTH, puHsiTas B Hosiope 2001 rona B bynaneire.
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KazaxctaHoM Takke IpUMEHSIOTCS HOPMbI YKazaHHOM KoHBeHIMH.

B wactHOCcTH, coriyacHo ctathaMm 2-11 KomBenmum Cosera EBpomsr o
KHOEPIPECTYMHOCTH (IIPOTHBO3aKOHHBI JOCTYIl K KOMIIBIOTEPHOW cHCTeMe,
HENpaBOMEPHBIA IepexBaT HE NpeJHa3HAYCHHBIX JUIA OOLIeTro I0JIb30BaHUS
KOMITBIOTEPHBIX JaHHBIX, YMBIIUICHHOE MOBPEXICHHE, YyHalleHue, YXyIIICHHE
KadyecTBa, U3MCHECHHE WM OJIOKHPOBaHHE KOMITBIOTCPHBIX NaHHBIX, YMBIIIJICHHOE
CO3JaHHE HEIPaBOMEPHO CEPhE3HBIX NOMEX (PYHKIHOHHUPOBAHUIO KOMIIBIOTCPHOM
CUCTEMBI ITyTeM BBOJIA, IIepejavr, IOBPEKACHHUS, yIaJICHH, yXyACHHU KauecTBa, 3
W3MCHEHHS WM OJOKHUPOBaHUS KOMIBIOTEPHBIX JaHHBIX, IPOTHBO3aKOHHOE
HCIOJIb30BaHUE YCTPOUCTB, OUIOT C UCIIOIb30BAHUEM KOMITBIOTEPHBIX TEXHOJIOTHA,
MOIIEHHUYECTBO C HCIOIb30BaHHEM KOMIBIOTEPHBIX TEXHOJOTHHI, TPAaBOHAPYILICHUS,
CBsI3aHHBIE C JETCKOW MOpHOrpadueid, mpaBoOHApyIIEHUs, CB3aHHbIE C HApYILICHHEM
ABTOPCKOTO IPaBa U CMEXHBIX IPaB, TOKYLICHHE, COyYACTHE WIH TOJACTPEKATEIBCTBO
K COBEpPIICHUIO BHINIECYKa3aHHBIX IPECTYIUICHUI) Kaxxgas CTOPOHAa IPHHHUMAET
3aKOHOJATENbHBIC W UHBIE MEPBI, HEOOXOIUMBIE JIJIsl TOT0, YTOOBI KBATH()HUIIHPOBATH
NeCTBYS, CBA3aHHbBIE C TPOTUBOIPABHBIM HCIIOJIb30BAHUEM KOMIIBIOTEPHBIX CHCTEM
B Ka4ecTBE YrOJOBHOTO MpeCTyIUICHUs. [laHHbIe HOPMBI OTPAXKEHBI B CEbMOM IIaBe
(yromoBHble paBoHapyIIeHus B cepe mHbopMaTH3anum U cBsizH, cT.205-213 YK),
a Takxke B craThax 190 (MomenHHMuYecTBO), 369 (cmyxeOHBIH mommor), 312
(M3roToBNieHHEe H O0OOPOT MAaTEePHAIOB WM IPEIMETOB C NOPHOTpapUYeCKHUMH
HM300paKEHUSIMH HECOBEPLICHHONICTHUX JHOO WX NpPHBICYCHHE MJs yYacTUsS B
3pEIHUIIHBIX MEPONPHITHIX MOpHOTpaduveckoro xapakrepa) u 198 (mapymeHue
aBTOPCKHX U (WJIM) CMEXHBIX MPaB) YTOIOBHOTO Kojekca Pecrrybnuku Kasaxcran.

YronoBHO-TIporieccyanbHbIH Kogekce Pecnyommku Kazaxcran (I'maa 7, ganee — YIIK
PK) permameHTHpyeT TpoIEnypy MEXKIYHAPOIHOTO COTpyAHHYECTBA B cdepe
YIOJIOBHOTO CYJONpPOU3BOACTBA, oTpakeHHble B KouBenuum CoBerta EBpomnbsl o
KHOEPIPECTYITHOCTH.

Kpowme toro, B 1990 rony VIII Koarpecc OOH no npenynpexaeHno IpecTyImHOCTH
1 OOpalleHHI0 C TpaBOHAPYMIUTEISIMU TIPHUHSUI PE3O0JIIOIUIO, IPHU3BIBAIONIYIO
rocynapctBa — uneHsl OOH yBenmuuTh ycunus mo Oopb0e ¢ KOMIBIOTEpHOH
MIPECTYMHOCTHIO, MOJCPHHU3NPYS HaIHMOHAJIbHOE YTOJOBHOE 3aKOHOJATEIhCTBO,
COJICHCTBOBATh PA3BUTHIO B OyIyHmIEM CTPYKTYpPbl MEXAYHAPOAHBIX NPUHIUIIOB U
CTaHJapTOB IPEAOTBPAIICHHUS, CyIeOHOTO IpEciIeIOBaHNs W HaKa3aHUs B 00JacTH
KOMITbIOTEpHOH mpectynHocTH. 14 nexadpst 1990 rona I'enepanbHoii AccambGneeit
OOH 6pu1a MpUHSATa PE30TIOLNS, TPU3BIBAIOIIAs IPABUTEIBCTBA FOCYJAPCTB-UICHOB
PYKOBOJICTBOBaThcs pemeHussMu, npuaaTeiMu Ha VI Konrpecce OOH.

Kenya
[Original: English]

How International Law Applies to the Use of Information and Communication
Technologies by States

For more than half a century, information and communication technology (ICT)
has been international in its creation, reach, use and misuse. Therefore, States have
recognized the need to create effective and sustainable frameworks to guide the use of
ICTs in the context of international security.

The applicability of International Law towards this effort was first formally stated
in Article 19 of the 2013 of the United Nations Group of Governmental Experts on
Developments in the Field of Information and Telecommunications in the Context of
International Security (UNGGE) which states that “International law, and in particular
the Charter of the United Nations, is applicable and is essential to maintaining peace
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and stability and promoting an open, secure, peaceful and accessible ICT environment.”
The 2015 report of the same group went further in Article 25 and emphasized the role
of International law as an essential framework for actions in the use of ICTs. As a
member of the UNGGE since 2014, and the United Nations General Assembly (UNGA)
that has consistently endorsed the reports presented through the UN Secretary General
and recommended that States should implement the recommendations of each report,
the Republic of Kenya concurs that international law provides critical guidance for the
use of ICTs.

Kenya recognizes that, although the existing International Law does not include
an explicit reference to the use of ICTs in the context of international security,
nevertheless, negative trends in the digital domain continue to undermine state, regional
and international security and stability. This reality requires States to commit to address
these threats through a common understanding of how the existing agreed frameworks,
including International Law, apply, to ensure an open, secure, stable, accessible and
peaceful global ICT environment. In this regard, it is evident that additional efforts
should be made to build capacity in International Law and effective national ICT
legislation to enable States to develop their own understanding of how International
Law applies to the use of ICTs within their specific contexts. Further exchange of views
between States will contribute to the development of workable norms and rules to
address specific scenarios and discourage behaviour that is in violation of the principles
of International Law.

Due to the exponential nature of advancements of ICTs, it is critical to have an
evolving shared understanding of the threats posed by the use of ICTs in matters related
to regional and international peace and security. The international community should
support efforts by States to address these threats through the framework of state
sovereignty, international law, voluntary norms and confidence-building measures.

Kenya acknowledges the important contribution of International Law in national
governance. The Constitution of Kenya 2010 Article 2(5) states that “the general rules
of International Law shall form part of the Law of Kenya.” Kenya recognizes that
International Law has many functions. Among the primary functions is to create an
agreed context and standard of action and behaviour among States, to maintain order in
international issues, to minimize the occurrence of international conflicts and disputes,
and, where they occur, to assist in their resolution, and lastly, to protect the sovereign
liberties and rights of States. The basic rights of States must include the ability to dwell
in peace, to develop and to prosper. While National laws may focus on the interests of
the Individual State, International law should be implemented in order to promote the
well-being of all States and all people and to protect them from harm.

It is clear that in the modern world applications of ICTs cross borders. The most
obvious example is the operation of the Internet where both the technology and its
application assume participation by many stakeholders domiciled in different States.
The Internet, while locally managed and experienced is truly an international
infrastructure. However, there are many other applications of ICTs that cross borders:
social media platforms, ecommerce systems, e-learning environments, enterprise
systems operated by multinational companies among others. With the operation of the
Internet as well as other global internetworks, Cybersecurity has become a major
concern between States since breaches of network security can almost instantaneously
move from one State to another. Therefore, States recognize that, while the internal
management of ICTs by States is imperative, it is also important for States to work
together to promote law, methodology and practice that spans borders.

Kenya has developed Policy, Legal and Institutional Frameworks to ensure the
maintenance of a secure ICT environment. On the Legal framework, Kenya has enacted
the Computer Misuse and Cybercrimes Act 2018 and the Data Protection Act 2019 and
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is currently developing the Critical Infrastructure Bill. On Institutional framework,
Kenya has established Institutions devoted to information security such as KE-CERT,
and the National Cyber Command Centre as well as the ICT Authority which carries out
capacity building and cyber-hygiene activities and gives operational guidance at times
of special need (for example when a large number of persons and organizations moved
to use ICTs for teleconferencing to mitigate the impact of the COVID-19 pandemic).

In recognition of the importance of regional and international policy-making
Kenya has participated in such various fora where ICT in the context of International
Security has been discussed, such as the East African Community, the Northern Corridor
Forum, the African Union the UN Open-ended Working Group (OEWG) and the
UNGGE.

The UN Charter forms a strong foundation for the interpretation of existing
international laws underlined by inter alia the principles of State sovereignty, sovereign
equality, and settlement of international disputes by peaceful means. It is the Charter’s
emphasis on these principles that is fully aligned with Kenya’s peaceful stance in
international affairs. Kenya notes that there is a strong body of International Law which
can be applied in the context of ICTs including Human Rights Law based on the
Universal Declaration of Human Rights, International Humanitarian Law (recognizing
that, unfortunately, not only can ICTs become a source of conflict, but they are
increasingly both used and developed during conflicts between States) and Customary
International Law. All these laws should be studied and analyzed in a fair, open, peace-
loving and balanced manner in order to adopt a utilitarian body of International Law
that guides the use of information and communication technology in the context of
international security.

As States study International Law through National, Regional and International
processes, it is important to consider how these laws will be effectively applied in future.
The mechanisms, institutions and capacity must be built to carry the agreed laws and
frameworks from the boardroom to the working environment. Kenya remains committed
to the process of analyzing, negotiating, agreeing and operationalizing International
Law in order to advance responsible State behavior in cyberspace in the context of
international security.

Netherlands
[Original: English]

Introduction

In this appendix the government will discuss a number of significant obligations
under international law that apply to states in cyberspace. Any violation of these
obligations that is attributable to a state constitutes an internationally wrongful act,
unless there is a ground for precluding the wrongfulness of an act recognised in
international law.4

147 The responsibility of states and the grounds for precluding the wrongfulness of an act under
international law are laid down, inter alia, in the Articles on the Responsibility of States for
Internationally Wrongful Acts (ARSIWA), which is included in UN General Assembly
resolution A/56/589. The commentary on the ARSIWA is included in the Yearbook of the
International Law Commission, 2001, vol. 1, Part Two.
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As the government has indicated on multiple occasions and consistently argues
international law isapplicable in cyberspace. This is also recognised internationally.
Nevertheless, there are still many unanswered questions concerning the precise
manner in which international law should be applied in cyberspace. This is due to the
unique characteristics of the digital world in comparison with the physical world.
Digital data generally moves rapidly and is therefore often difficult to localise. It can
be transferred to another country in a matter of seconds, and can be stored across a
range of different countries. What is more, undesirable activity in cyberspace does
not necessarily always have an immediate physical impact, even though its effects
may nonetheless be serious. It is not yet entirely clear how these and other unique
characteristics should be dealt with in the application of international law. The
government is encouraging international debate on ways to clarify the application of
international law in cyberspace. Clarity and consensus on these points are essential to
the international legal order.

The formulation of responses to these questions is an ongoing process, in which
the government coordinates closely with like-minded partners and pursues initiatives
aimed at furthering dialogue, such as the international consultations on international
law in cyberspace hosted by the Netherlands in The Hague in late May 2019.

In this appendix the government will discuss a number of significant rules of
international law that apply to states in cyberspace. It also explains its interpretation
of the application of those rules. Where relevant, it indicates what issues are still the
subject of international debate and need to be elaborated further. The following topics
will be considered in turn: the obligations of states in cyberspace, the attribution of
cyber operations, and options for responding to undesirable cyber activity by another
state. The government has taken the primary sources of international law defined in
article 38 of the Statute of the International Court of Justice as a starting point. This
article refers,inter alia, to international conventions, international custom and the
general principles of law as sources of international law.

Obligations of states

Respect for sovereignty

The principle of sovereignty, i.e. that states are equal and independent and hold the
highest authoritywithin their own borders, is one of the fundamental principles of
international law.'*® More specific rules of international law, such as the prohibition of
the use of force, the principle of non-interventionand the right of self-defence stem
from this principle. These rules will be discussed in more detail below.

According to some countries and legal scholars, the sovereignty principle does
not constitute an independently binding rule of international law that is separate from
the other rules derived from it.The Netherlands does not share this view. It believes
that respect for the sovereignty of other countries is an obligation in its own right, the
violation of which may in turn constitute an internationally wrongful act. This view is
supported, for example, by the case law of the International Court of Justice, which
ruled in Nicaragua v. United States of America that the United States had acted in
breach of its obligation under customary international law not to violate the

148

149

See, for example, the 2013 and 2015 reports of the Group of Governmental Experts on
Developments in the Field of Information and Telecommunications in the Context of
International Security: https://www.un.org/disarmament/ict-security/; EU Cybersecurity
Strategy, 2017; NATO Summit Declarations of 2014, 2016 and 2018.

Island of Palmas arbitral award of 1928: ‘Sovereignty in the relations between States signifies
independence. Independence in regard to a portion of the globe is the right to exercise therein,
to the exclusion of any other State, the functions of a State.’
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sovereignty of another state.  Below the government will discuss the significance of
this obligation in more detail.

Firstly, sovereignty implies that states have exclusive jurisdiction over all
persons, property and events within their territory, within the limits of their
obligations under international law, such as those relating to diplomatic privileges and
immunity, and those arising from human rights conventions. This is the internal aspect
of sovereignty. Secondly, sovereignty implies that states may freely and independently
determine their own foreign policy, enter into international obligationsand relations,
and carry out activities beyond their own borders, provided they respect the rules of
international law. This is the external aspect of sovereignty.

Both aspects apply equally in cyberspace. States have exclusive authority over
the physical, humanand immaterial (logical or software-related) aspects of cyberspace
within their territory. Within their territory they may, for example, set rules concerning
the technical specifications of mobile networks, cybersecurity and resilience against
cyberattacks, take measures to combat cybercrime, and enforcethe law with a view to
protecting the confidentiality of personal data. In addition, they may independently
pursue foreign ‘cyber’ policy and enter into treaty obligations in the area of
cybersecurity. The Netherlands’ decision to accede to the Convention on Cybercrime
of the Council of Europe is an example of the exercise of Dutch sovereignty.

States have an obligation to respect the sovereignty of other states and to refrain
from activities that constitute a violation of other countries’ sovereignty. Equally,
countries may not conduct cyberoperations that violate the sovereignty of another
country. It should be noted in this regard that theprecise boundaries of what is and is
not permissible have yet to fully crystallise. This is due to the firmly territorial and
physical connotations of the traditional concept of sovereignty. The principle has
traditionally been aimed at protecting a state’s authority over property and persons
within its own national borders. In cyberspace, the concepts of territoriality and
physical tangibility are often less clear. It is possible, for example, for a single cyber
operation to be made up of numerous components or activities initiated from or
deployed via different countries in a way that cannot always be traced. In addition,
there are various ways of masking the geographic origin of activitiesperformed in
cyberspace. What is more, data stored using a cloud-based system is often moved
from one location to another, and those locations are not always traceable. So it is by
no means always possible to establish whether a cyber operation involves a cross-
border component and thusviolates a country’s sovereignty. Even if the origin or route
of a cyber operation can be established, these kinds of operations do not always have
a direct physical or tangible impact.

From the perspective of law enforcement (which is part of a state’s internal
sovereignty), the mannerin which the principle of sovereignty should be applied has
not fully crystallised at international leveleither. Shared investigative practices do
seem to be developing in Europe and around the world, however. Data relevant to
criminal investigations is increasingly stored beyond national borders, forexample in
the cloud, in mainly private data centres. And when it comes to criminal offences
committed on, or by means of, the internet, the location of data — including malicious
software or code — and physical infrastructure is often largely irrelevant. It is easy to
hide one’s identity and location on the internet, moreover, and more and more
communications are now encrypted. Even in purely domestic criminal cases —
including cybercrime — where the suspect and victim are both inthe Netherlands, cyber
investigations often encounter data stored beyond our borders, particularly when
investigators require access to data held by online service providers or hosting

150

Case concerning military and paramilitary activities in and against Nicaragua (Nicaragua v.
United States of America), International Court of Justice (1CJ), 27 June 1986, paras 15 and 292.
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services, or need to search networks or (covertly) gain remote entry to an automated
system. The act of exercising investigative powers in a cross-border context is
traditionally deemed a violation of a country’s sovereignty unless the country in
question has explicitly granted permission (by means of a treaty or other instrument).
Opinion is divided as to what qualifies as exercising investigative powers in a cross-
border context and when it is permissible without a legal basis founded in a treaty. In
cyberspace too, countries’ practices differ in their practical approaches to the
principle of sovereignty in relation to criminal investigations. The Netherlands
actively participates in international consultations on the scope for making
investigations more effective, paying specific attention to ensuring the right
safeguards are in place.

In general the government endorses Rule 4, proposed by the drafters of the
Tallinn Manual 2.0, onestablishing the boundaries of sovereignty in cyberspace.151
Under this rule, a violation of sovereignty is deemed to occur if there is 1) infringement
upon the target State’s territorial integrity; and 2) there has been an interference with
or usurpation of inherently governmental functions of another state. The precise
interpretation of these factors is a matter of debate.

Non-intervention principle

The development of advanced digital technologies has given states more
opportunities to exert influence outside their own borders and to interfere in the affairs
of other states. Attempts to influence election outcomes via social media are an
example of this phenomenon. International lawsets boundaries on this kind of activity
by means of the non-intervention principle, which is derived from the principle of
sovereignty. The non-intervention principle, like the sovereignty principle fromwhich
it stems, applies only between states.

Intervention is defined as interference in the internal or external affairs of another
state with a view to employing coercion against that state. Such affairs concern
matters over which, in accordance with the principle of sovereignty, states themselves
have exclusive authority. National elections are an example of internal affairs. The
recognition of states and membership of international organisations are examples of
external affairs.

The precise definition of coercion, and thus of unauthorised intervention, has not
yet fully crystallisedin international law. In essence it means compelling a state to take
a course of action (whether an act or an omission) that it would not otherwise
voluntarily pursue. The goal of the intervention mustbe to effect change in the
behaviour of the target state. Although there is no clear definition of the element of
coercion, it should be noted that the use of force will always meet the definition of
coercion. Use of force against another state is always a form of intervention.

Prohibition of the use of force

Article 2(4) of the UN Charter lays down a prohibition on the threat or use of
force. It reads as follows: ‘All Members shall refrain in their international relations
from the threat or use of force against the territorial integrity or political independence
of any state.” This prohibition applies to the use of force in any form, regardless of the
weapons or means employed.!®?

151 The Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations was drafted

by a team of experts on international law in consultation with governmental legal practitioners.

152 | egality of the Threat or Use of Nuclear Weapons, Advisory Opinion, International Court of

Justice (1CJ), 8 July 1996, para. 39.
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The prohibition of the use of force is virtually absolute. There are only three
situations in which the threat or use of force does not contravene international law.
One is in the case of self-defence against an armed attack (article 51 of the UN
Charter). Another concerns certain actions implementing a UN Security Council
resolution under Chapter 7 of the Charter. "’ The final exception is when the use of
force takes place with the agreement of the state in whose territory that force will be
used.

When applying this prohibition in the context of cyberspace, the question arises:
when can cyber operations be considered ‘use of force’, given that no use is made of
‘weapons’ in the usual (physical) sense of the word? The government believes that
cyber operations can fall within the scope of the prohibition of the use of force,
particularly when the effects of the operation are comparable to those of a conventional
act of violence covered by the prohibition. In other words, the effects of the operation
determine whether the prohibition applies, not the manner in which those effects are
achieved. This position is supported by the case law of the International Court of
Justice, which has ruled that the scale and effects of an operation must be considered
when assessing whether an armed attack in the context of the right of self-defence has
taken place (see below). There is no reason not to take the same approach when
assessing whether an act may be deemed a use of force within the meaning of article 2
(4) of the UN Charter. A cyber operation would therefore in any case be qualified as a
use of force if its scale and effects reached the same level as those of the use of force
in non-cyber operations.

International law does not provide a clear definition of ‘use of force’. The
government endorses the generally accepted position that each case must be examined
individually to establish whether the ‘scale and effects’ are such that an operation may
be deemed a violation of the prohibition of use offorce. In their 2011 advisory report
‘Cyber Warfare’, the Advisory Council on International Affairs (AIV) and the
Advisory Committee on Issues of Public International Law (CAVV) noted that, The
customary interpretation of this provision is that all forms of armed force are
prohibited. Purely economic, diplomatic and political pressure or coercion is not
defined as force under article 2, paragraph 4. Suspending trade relations or freezing
assets, for example, can be very disadvantageous to the state affected but has not to
date been considered a prohibited form of forcewithin the meaning of the Charter.
Armed force that has a real or potential physical impact on the target state is
prohibited. ™ In the view of the government, at this time it cannot be ruled out that
a cyber operation with a very serious financial or economic impact may qualify as the
use of force.

It is necessary, when assessing the scale and effects of a cyber operation, to
examine both qualitative and quantitative factors. The Tallinn Manual 2.0 refers to a
number of factors that could play a role in this regard, including how serious and far-
reaching the cyber operation’s consequences are, whether the operation is military in
nature and whether it is carried out by a state.'®® These are not binding legal criteria.
They are factors that could provide an indication that a cyber operation may be
deemed a use of force, and the government endorses this approach. It should be noted
in this regard that a cyber operation that falls below the threshold of use of force may
nonetheless be qualified as a prohibited intervention or a violation of sovereignty.

15

@

In international law the use of force is not the same as an armed attack. The latter term is
relevant in the context of the right of self-defence. This will be discussed further on page 64.

154 <Cyber Warfare’, Advisory report no 77, AlV/no. 22, CAVV December 2011, p. 20.
%5 Tallinn Manual 2.0, Rule 69.
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The due diligence principle

The due diligence principle holds that states are expected to take account of
other states’ rights when exercising their own sovereignty. The principle is articulated
by the International Court of Justice, for example, in its judgment in the Corfu
Channel Case,*® in which it held that states have an obligation to act if they are aware
or become aware that their territory is being used for acts contrary to the rights of
another state. It should be noted that not all countries agree that the due diligence
principle constitutes an obligation in its own right under international law. The
Netherlands, however, does regard the principle as an obligation in its own right, the
violation of which may constitute an internationally wrongful act.

In the context of cyberspace, the due diligence principle requires that states take
action in respectof cyber activities:

- carried out by persons in their territory or where use is made of items or net-
works thatare in their territory or which they otherwise control;

- that violate a right of another state; and
- whose existence they are, or should be, aware of.*’

To this end a state must take measures which, in the given circumstances, may
be expected of a state acting in a reasonable manner. It is not relevant whether the
cyber activity in question is carried out by a state or non-state actor, or where this actor
is located. If, for example, a cyberattackis carried out against the Netherlands using
servers in another country, the Netherlands may, on the basis of the due diligence
principle, ask the other country to shut down the servers, regardless of whether or not
it has been established that a state is responsible for the cyberattack.

It is generally accepted that the due diligence principle applies only if the state
whose right or rights have been violated suffers sufficiently serious adverse
consequences. The precise threshold dependson the specific circumstances of the case.
It is clear, however, that such adverse consequences do not necessarily have to include
physical damage.

Obligations relating to armed conflict — international humanitarian law

International humanitarian law (IHL) applies to actions in the context of armed
conflict. This includes cyber operations carried out as part of an armed conflict. The
existence of an armed conflict (international or non-international) is thus a
requirement for the application of this specialised arcaof law. As early as 2011, the
government observed that applying the rules of international humanitarian law (jus
in bello) to hostilities in cyberspace is ‘technically feasible and legally
necessary’. 1%

A key component of THL is international law on neutrality. Neutrality requires
that states which are not party to an armed conflict refrain from any act from which

156
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Corfu Channel Case; Assessment of Compensation (United Kingdom v. Albania), International
Court of Justice (ICJ), 9 April 1949, para. 22.

Corfu Channel Case; Assessment of Compensation (United Kingdom v. Albania), International
Court of Justice (ICJ), 9 April 1949, para 44. The International Court of Justice concluded that
the constructive knowledge standard of the due diligence principle (within the meaning of
international law) is also met if a state should have known that the activity in question took place
on its territory. Specifically this means that a state has an obligation to do everything feasible.
Precisely what constitutes fulfilment of this requirement in the context of cyberspace is currently
still a matter of debate.

‘Cyber Warfare’, Advisory report no 77, AlV/no. 22, CAVV December 2011, p. 25; government
response to the AIV/CAVYV report ‘Cyber Warfare’, 17 January 2012.
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involvement in the conflict may be inferred or acts that could be deemed in favour of
a party to the conflict. In its relations with parties to the armed conflict the neutral state
is required to treat all parties equally in order to maintain its neutrality. A state may
not, for example, deny access to its IT systems to one party to the conflict but not to
the other. In its response to the above-mentioned advisory report by the AIV/CAVY,
the government noted that, ‘In an armed conflict involving other parties, the
Netherlands can protect its neutrality by impeding the use by such parties of
infrastructure and systems (e.g. botnets) on Dutch territory. Constant vigilance, as
well as sound intelligence and a permanent scanning capability, are required here.’*>

IHL also lays down specific rules regarding attacks aimed at persons or objects,
which apply equallyto cyber operations carried out as part of an armed conflict.'®
When planning and carrying out such operations, states must act in accordance with,
for example, the principles of distinction and proportionality, as well as the obligation
to take precautionary measures.

Human rights

Human rights are an important component of international law which are laid
down in a number of instruments, such as UN treaties and the European Convention
on Human Rights (ECHR). Human rights include the right to life, the prohibition of
torture and inhuman or degrading treatment, and the right to a fair trial.

States have a duty to respect and protect the human rights of every person within
their jurisdiction. This implies not only a ‘negative’ duty — i.e. to refrain from acts in
violation of human rights — but also a ‘positive’ duty to ensure that people can genuinely
exercise their rights and defend themselves against violations by others. It is for
instance not sufficient for the Dutch government to respect theprivacy of Dutch
citizens. It must also take measures to ensure that, for example, companies respect the
privacy of their customers.

Most human rights are not absolute. This means that some restriction of rights is
permissible undercertain circumstances. For example, states may criminalise hate
speech or incitement to violence, even though doing so has implications for certain
individuals in terms of their freedom of expression.The assessment of whether a given
restriction is justified depends on the treaty provision concerned.In most cases, however,
the factors to be weighed include whether the restriction serves a legitimate purpose, has
a valid legal basis and is necessary and proportionate. In addition, in an emergency
situation, the observance of a limited number of human rights may be partly suspended
for alimitedperiod. One example is the introduction of a curfew when in a state of war.

Human rights are just as valid in cyberspace as they are in the physical domain.
There is no difference between online and offline rights. This has been recognised by
the United Nations General Assembly, among others. 6!

However, it is clear that ongoing digitalisation and technological advances are
raising new questions and presenting new challenges when it comes to the application
of human rights. The increased scope for collecting, storing and processing data
creates issues concerning the right to privacy. Similarly, the increased options for
people to express their views viaonline platforms raise questions with regard to the

159 ‘Cyber Warfare’, Advisory report no 77, AlV/no. 22, CAVV December 2011, p. 26.

160 Additional Protocol to the Geneva Conventions of 12 August 1949 relating to International
Armed Conflicts (Protocol I), Bern, 8 June 1977, article 49; Tallinn Manual 2.0, Rule 92. It is
beyond the scope of this letter to consider the technical debate on the difference between a cyber
operation and a cyberattack in the context of an armed conflict.

See e.g. ‘The Right to Privacy in the Digital Age’, General Assembly Res. 68/167, para. 3, UN
Doc. A/RES/68/167 (December 2013).
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freedom of expression. It is conceivable that in the future a number of these issues
will require further regulation at national or international level. At present, however,
the government believes that the existing range of human rights instrumentsprovides
sufficient scope for effectively safeguarding the protection of human rights in
cyberspace.

It is also clear that access to the internet is becoming increasingly important to the
effective exercise of human rights, not only for human rights defenders and NGOs
(which can use social media to drawattention to human rights violations and mobilise
support), but for everyone. Rights such as freedom of expression and freedom of
association and assembly have gained a new dimension with the adventof social media,
as have the right to education and the right to health, given the wealth of informationand
training courses available online. The right to privacy and the right to family life are
another example, thanks to the increased scope for digital communication. At the
same time the risk of violations of human rights online has also increased. There is
now more scope for surveillance, and disinformation has become more widespread.

The growing relevance of the internet to human rights underlines the need for a
secure, open andfree internet. The government is working at international level to
promote this aim.

Attribution

For a state to be held responsible under international law for a cyber operation
and, by extension, for a target state to be able to take a countermeasure in response,162
it must be possible to attribute the operation to the state in question. Any attribution
of cyber operations is always based on a government decision. Special attention is
paid to the degree to which the government has information of its own at its disposal
or to which it is able to reach an independent conclusion concerning information it
has obtained.

In the context of cyberspace, three forms of attribution can be distinguished:

- Technical attribution — a factual and technical investigation into the possible per-
petrators ofa cyber operation and the degree of certainty with which their identity
can be established.

- Political attribution — a policy consideration whereby the decision is made to
attribute (publicly or otherwise) a specific cyber operation to an actor without
necessarily attaching legal consequences to the decision (such as taking coun-
termeasures). The attribution need not necessarily relate to a state; it may also
concern a private actor.

- Legal attribution — a decision whereby the victim state attributes an act or omis-
sion to a specific state with the aim of holding that state legally responsible for
the violation of an obligation pursuant to international law.

In the case of legal attribution a distinction must be made between operations
carried out by or on behalf of a state and operations carried out by non-state actors.
An act by a government body in its official capacity (for example the National Cyber
Security Centre) is always attributable to the state. An act by a non-state actor is in
principle not attributable to a state. However, the situation changes if a state has
effective control over the act or accepts it as its own act after the fact. In such a case,
the non-state actor (or ‘proxy’) carries out the operation on the instructions of, or
under the direction or control of that state. The threshold for establishing effective

162 For a discussion of countermeasures see page 62 of this appendix.
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control is high.A financial contribution to the activities of a non-state actor, for
example, is not sufficient.

In order to attribute a cyber operation it is not required that a state disclose the
underlying evidence. Evidence in the legal sense becomes relevant only if legal
proceedings are instituted. A state that takes countermeasures or relies on its inherent
right of self-defence (see below) in response to a cyber operation may eventually have
to render account for its actions, for example if the matter is brought before the
International Court of Justice. In such a situation, it must be possible to provide
evidence justifying the countermeasure or the exercise of the right of self-defence. This
can include both information obtained through regular channels and intelligence.

Under international law there is no fixed standard concerning the burden of proof
a state must meet for (legal) attribution, and thus far the International Court of Justice has
accepted different standards of proof. The CAVV and the AIV rightly observe as
follows in this regard: ‘International law does nothave hard rules on the level of proof
required but practice and case law require sufficient certainty on the origin of the
attack and the identity of the author of the attack before action can be taken. 15

In the government’s view, the burden of proof will indeed vary in accordance
with the situation, depending on the seriousness of the act considered to be in breach
of international law and the intended countermeasures.

States’ response options

International law provides states with various options for responding to conduct
by another state in cyberspace. The options available in a particular case depend on
the specific circumstances. Below the government sets out the main response options
available.

Retorsion

Retorsion relates to acts that, while unfriendly, are not in violation of
international law. This option is therefore always available to states that wish to
respond to undesirable conduct by another state, because it is a lawful exercise of a
state’s sovereign powers. States are free to take these kinds of measures as long they
remain within the bounds of their obligations under international law.

A state may respond to a cyber operation by another state, for example, by
declaring diplomats ‘persona non grata’, or by taking economic or other measures
against individuals or entities involvedin the operation. Another retorsion measure a
state may consider is limiting or cutting off the other state’s access to servers or other
digital infrastructure in its territory, provided the countries in question have not
concluded a treaty on mutual access to digital infrastructure in each other’s territory.

Countermeasures

If a state is the victim of a violation by another state of an obligation under
international law (i.e. an internationally wrongful act), it may under certain
circumstances take countermeasures in response.  Countermeasures are acts (or
omissions) that would normally constitute a violation of an obligation under
international law but which are permitted because they are a response to a previous
violation by another state. In cyberspace, for example, a cyber operation could be

163
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‘Cyber Warfare’, No 77, AIV/ No. 22, CAVV December 2011, p. 22.

For a more detailed discussion of the concept of countermeasures, see the letter of 13 April 2011
from the Minister of Foreign Affairs to the House of Representatives, Parliamentary Papers,
House of Representatives, 2010/11, 32 500 V, no. 166.
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launched to shut down networks or systems that another state is using for a
cyberattack. A countermeasure is different to the practice of retorsion in that it would
normally be contrary to international law. Forthis reason, countermeasures are subject
to strict conditions, including the requirement that the injured state invoke the other
state’s responsibility. This involves the injured state establishing a violation of an
obligation under international law that applies between the injured state and the
responsible state, and requires that the cyber operation can be attributed to the
responsible state. In addition, the injured state must in principle notify the other state
of its intention to take countermeasures. However, if immediate action is required in
order to enforce the rights of the injured state and prevent further damage, such
notification may be dispensed with. Furthermore, countermeasures must be temporary
and proportionate, they may not violate any fundamental human rights, and they may
not amount to the threat or use of force.

Necessity

Necessity is a ground justifying an act which, under certain strict conditions,
offers justification for an act that would otherwise be deemed internationally
wrongful, such as deploying offensive cybercapabilities against another state. A state
may invoke necessity if the following conditions are met:

- there is an immediate and serious threat to an essential interest of the state con-
cerned;

- there is no other way to respond to this threat other than to temporarily suspend
compliance with one or more of the state’s obligations under international law;

the temporary non-compliance does not constitute a serious interference with the

essential interests of another state towards which the obligation under interna-
tional law exists or of the international community, and invocation of necessity
in regard to this specific obligation is permitted under international law;*6°

- the state itself has not contributed to the situation of necessity.

Thus, the ground of necessity may be invoked only in exceptional cases where
not only are there potentially very serious consequences, but there is also an essential
interest at stake for the state under threat. What constitutes an ‘essential interest’ is
open to interpretation in practice, but in the government’s view services such as the
electricity grid, water supply and the banking system certainly fall into this category.

As regards the ‘very serious consequences’ required for establishing the
existence of a situation of necessity, it should be noted that the damage does not
already have to have taken place, but it must be imminent and objectively verifiable.
There is no established standard on the degree to whichthe damage in question can be
deemed sufficiently serious to justify invoking the ground of necessity. This must be
determined on a case-by-case basis. Damage that merely amounts to an impediment
or inconvenience is not sufficient. The damage caused or threatened does not
necessarily have to be physical: situations in which virtually the entire internet is
rendered inaccessible or where there are severe shocks to the financial markets could
be classified as circumstances in which invoking necessity may be justified. Equally,
establishing the existence of asituation of necessity does not require a state to
determine the precise origin of the damage or whether another state can be held
responsible for it. This ground for justification is primarily aimedat giving a state the
opportunity to protect its own interests and minimise the damage it suffers.

165

In the case of some obligations under international law, invoking a ground justifying an act in
violation of the obligation is not permitted. These are known as the peremptory norms of
international law, such as the prohibition of genocide.
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A state that invokes a situation of necessity has limited options for taking action.
This ground may be invoked in respect of violations of obligations under international
law only provided there is no other real possibility of taking action to address the
damage caused or threatened, and provided there is no interference with the essential
interests of another state or of the international communityas a whole.

Self-defence

A state targeted by a cyber operation that can be qualified as an armed attack
may invoke its inherent right of self-defence and use force to defend itself.1%¢ This
right is laid down in article 51 of the UN Charter. This therefore amounts to a
justification for the use of force that would normally be prohibited under article 2(4)
of the UN Charter.?® For this reason strict conditions are attached to the exercise of
the right of self-defence.

An armed attack is not the same as the use of force within the meaning of
article 2(4) of the UN Charter (see above). In the Nicaragua case, the International
Court of Justice defined an armed attack as the most serious form of the use of force.
This implies that not every use of force constitutes an armed attack.

To determine whether an operation constitutes an armed attack, the scale and
effects of the operation must be considered.® International law is ambiguous on the
precise scale and effects an operation must have in order to qualify as an armed attack.
It is clear, however, that an armed attack does not necessarily have to be carried out
by kinetic means. This view is in line with the Nuclear Weapons Advisory Opinion of
the International Court of Justice, in which the Court concludedthat the means by which
an attack is carried out is not the decisive factor in determining whether itconstitutes
an armed attack. The government therefore endorses the finding of the CAVV and the
ALV that ‘a cyber attack that has comparable consequences to an armed attack
(fatalities, damage and destruction) can justify a response with cyber weapons or
conventional weapons (...) . There is therefore no reason not to qualify a cyberattack
against a computer or information system as an armed attack if the consequences are
comparable to those of an attack with conventional or non- conventional weapons.

At present there is no international consensus on qualifying a cyberattack as an
armed attack if it does not cause fatalities, physical damage or destruction yet
nevertheless has very serious non-material consequences.

The government endorses the position of the International Court of Justice, which
has observed thatan armed attack must have a cross-border character. It should be noted
that not all border incidentsinvolving weapons constitute armed attacks within the
meaning of article 51 of the UN Charter. This depends on the scale and effects of the
incident in question.'®®

The burden of proof for justifiable self-defence against an armed attack is a
heavy one. The government shares the conclusion of the CAVV and the AIV that ‘No
form of self-defence whatever may be exercised without adequate proof of the origin or
source of the attack and without convincingproof that a particular state or states or
organised group is responsible for conducting or controllingthe attack.”*™ States may
therefore use force in self-defence only if the origin of the attack and the identity of

186 Article 51 of the Charter of the United Nations, San Francisco, 26 June 1945.
167 The term ‘prohibition of the use of force’ is explained on page 57.
188 Case concerning military and paramilitary activities in and against Nicaragua (Nicaragua v.

United States of America), International Court of Justice (ICJ), 27 June 1986, para. 195.

169 Tbid.
110 ¢Cyber Warfare’, No 77, AIV/ No 22, CAVV December 2011, p. 22.
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those responsible are sufficiently certain. This applies to both state and non-state
actors.

When exercising their right of self-defence, states must also meet the conditions
of necessity and proportionality. In this regard the government shares the view of the
CAVYV and the AIV that invokingthe right of self-defence is justifiable only ‘provided
the intention is to end the attack, the measures do not exceed that objective and there
are no viable alternatives. The proportionality requirement rules out measures that
harbour the risk of escalation and that are not strictly necessary to end the attack or
prevent attacks in the near future.’

Norway
[Original: English]

Introduction

International law applies in cyberspace. This has been recognised by the
international community. The 2012-2013 United Nations Group of Governmental
Experts (GGE)'" concluded as much in its consensus report, and wrote as follows:

‘International law, and in particular the Charter of the United Nations, is
applicable and is essential to maintaining peace and stability and promoting an open,
secure, peaceful and accessible ICT environment. 1"

This was reconfirmed in the subsequent consensus report by the 2015 GGE,
which also underscored that the UN Charter applies in its entirety.'”® The UN General
Assembly welcomed the 2015 report of the GGE in its resolution 70/237 and called
upon Member States to be ‘guided in their use of information and communications
technologies’ by the report.

In the Final Substantive Report of the Open-ended Working Group on
developments in the field of information and telecommunications in the context of
international security (OEWG), all UN Member States reaffirmed the conclusions of
previous GGEs that international law applies in cyberspace.'’* Moreover, the report
called upon States ‘to avoid and refrain from taking any measures not in accordance
with international law, and in particular the Charter of the United Nations.” The report
also concluded that ‘further common understandings need to be developed on how
international law applies to State use of ICTs.’

Compliance with international law is fundamental for preserving international
peace and security in cyberspace. In this paper, Norway sets out its views on the
concrete application of certain rules of international law to State conduct in
cyberspace, including practical examples, to contribute to a common understanding
among States.

The focus of this paper is on cyber activity that threatens international peace
and security, and on issues of State sovereignty. However, numerous bilateral and
multilateral treaties are also binding on States, and cyber activity perpetrated by or
attributable to a State also has the potential to violate such obligations.

1 UN Group of Governmental Experts (UN GGE) on Developments in the Field of Information and

Telecommunications in the Context of International Security.

172 See UN Doc., 24 June 2013, A/68/98*, para. 19.
173 See UN Doc., 22 July 2015, A/70/174.
174 See UN Doc., 12 March 2021, A/AC.290/2021/CRP.2 para. 34.
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The application of international law in cyberspace

Key message:
International law applies in cyberspace.

Existing international law, that is customary international law and international
treaties, has not been developed with cyberspace in mind. However, the application
of the rules of international law to new areas, for example in response to technological
developments, is nothing new. If the law in certain areas is perceived as unclear when
applied to activities in cyberspace, this must be resolved in the usual way through
interpretation. This applies both to general international law, for instance the rules
that relate to sovereignty and state responsibility, and to the specialised regimes of
international law, such as international human rights law and international
humanitarian law.

Norway is of the view that there is no need for specific legal instruments to set
out rights and obligations of States in respect of activities in cyberspace.

Cyber operations in violation of international law

Key message:

One of the conditions for holding a State internationally responsible for a cyber
operation is that the operation, or the failure to react against the operation,
constitutes a breach of an international obligation of the State.

Cyber operations can vary widely in scope and intensity, from minor digital
disruptions to armed attacks on a State. One of the conditions for holding a State
internationally responsible for a cyber operation is that the operation, or the failure to
react against the operation, constitutes a breach of an international obligation of the
State.’” The obligation in question may follow from customary international law or
be treaty-based. A cyber operation is thus not unlawful per se but may become so
when carried out to the detriment of the rights of other States.

In the following, Norway gives its interpretation of certain obligations of
international law as they apply to cyber operations.'”® The focus in Section 3 is on
sovereignty, non-intervention and the prohibition on the use of force. The question of
attribution of conduct to a State, which is the other condition for holding a State
internationally responsible for a cyber operation, is dealt with in Section 4 (State
responsibility). The measures a targeted State is entitled to use in response under
international law are dealt with in Section 5 (Response measures). Section 6 discusses
international humanitarian law as it applies to cyber operations in armed conflict, and
Section 7 deals with the application of international human rights obligations in
cyberspace.

17
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This is set out as one of two conditions in Article 2 of the International Law Commission’s Articles
on State Responsibility (ILC ASR). The Article is considered to express customary international law.
This position paper does not contain any specific analysis of cyber espionage, that is cyber operations
whose purpose and effect is limited to the mere collection of information for use by the authorities,
which is not in itself illegal under international law. However, certain aspects of such intelligence
operations could violate specific rules of international law.

>
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3.1 Sovereignty

Key message:
Sovereignty is not just a principle, but also a primary rule of international law.

A State must not conduct cyber operations that violate another State’s
sovereignty.

Whether a cyber operation violates the target State’s sovereignty depends on
the nature of the operation, the scale of the intrusion and its consequences, and
must be assessed on a case-by-case basis.

The principle of sovereignty is one of the fundamental principles of
international law and applies in cyberspace.!” It refers to the supreme authority of
every State within its territory to the exclusion of other States, and also in its relations
with other States.

The internal dimension of a State’s sovereignty includes the exclusive right to
exercise jurisdiction within its territory, including over the information systems
located on its territory, and to exercise independent State powers. The external
dimension includes the right of the State to decide its foreign policy and to enter into
international agreements. Both dimensions of sovereignty apply in cyberspace,
subject only to obligations under international law.

Norway is of the view that sovereignty constitutes both an international law
principle from which various rules derive, such as the prohibition of intervention and
the prohibition of the use of force, and a primary rule in its own right capable of being
violated.!”® Thus, cyber operations that do not amount to a prohibited intervention or
a prohibited use of force may nevertheless amount to a violation of a State’s
sovereignty under international law.

The International Court of Justice (ICJ) has consistently held that States have
an obligation to respect the territorial integrity and political independence of other
States as a matter of international law. In a cyber context this means that a State must
not conduct cyber operations that violate another State’s sovereignty.

A cyber operation that manifests itself on another State’s territory may,
depending on its nature, the scale of the intrusion and its consequences,
constitute a violation of sovereignty.

Causing physical damage by cyber means on another State’s territory may easily
qualify as a violation of territorial sovereignty. For example, a cyber operation against
an industrial control system at a petrochemical plant that led to a malfunction and a
subsequent fire would constitute a violation of the State’s territorial sovereignty. In
addition to physical damage, causing cyber infrastructure to lose functionality may
also be taken into consideration and may amount to a violation. This includes the use
of crypto viruses to encrypt data and thus render them unusable for a substantial
period of time.

17 Island of Palmas case (USA v Netherlands), arbitral award, 4 April 1928: ‘Sovereignty in the
relations between States signifies independence. Independence in regard to a portion of the globe is
the right to exercise therein, to the exclusion of any other State, the functions of a State ’, p. 838.

178 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United States of
America), ‘Nicaragua case’, International Court of Justice (ICJ), judgment 27 June 1986, paras. 15,
212-213 and 292.
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3.2

The principle of sovereignty encompasses cyber infrastructure located in a
State’s territory irrespective of whether it is governmental or private.

Similarly, a cyber operation that interferes with or usurps the inherently
governmental functions of another State may constitute a violation of
sovereignty.'”

This is based on the premise that a State enjoys the exclusive right to exercise
within its territory, ‘to the exclusion of any other State, the functions of a State’.
Accordingly, what matters is not whether physical damage, injury, or loss of
functionality has resulted, but whether the cyber operation has interfered with data or
services that are necessary for the exercise of inherently governmental functions.
Cases in point would include altering or deleting data or blocking digital
communication between public bodies and citizens so as to interfere with the delivery
of social services, the conduct of elections, the collection of taxes, or the performance
of key national defence activities. Another example could be the manipulation of
police communications so that patrol cars are unable to communicate with police
dispatch/operation centres. In this context it is irrelevant whether the inherently
governmental function is performed by central, regional or local governments and
authorities, or by non-governmental bodies in the exercise of powers delegated by
such governments or authorities. Conducting elections is a clear example of an
inherently governmental function. In contrast to the case of a cyber operation in
breach of the prohibition of intervention, there is no requirement for the interference
to reach to the level of coercion.

The precise threshold of what constitute a cyber operation in violation of
sovereignty is not settled in international law, and will depend on a case-by-case
assessment.

The prohibition of intervention

Key message:

Cyber operations that compel the target State to take a course of action,
whether by act or omission, in a way that it would not otherwise voluntarily
have pursued (coercion) in matters relating to its internal or external affairs
(domaine réservé), will constitute an intervention in violation of international
law.

The prohibition of intervention applies to a State’s cyber operations as it does
to other State activities.'® Accordingly, a State must not carry out cyber operations
in breach of the prohibition of intervention, according to customary international
law.182

A cyber operation must therefore not be carried out to compel the target State to
take a course of action, whether by act or omission, in a way that it would not
otherwise voluntarily have pursued (coercion) in matters relating to its internal or
external affairs (domaine réservé) — such as a State’s political, economic, social or

1% See Tallinn Manual 2.0, commentary to Rule 4, p. 21-22, paras. 15-16.
%0 Island of Palmas arbitral award, p. 838.
81 Norway recognises that no State seems to object to the application of the prohibition on intervention

(or rule of non-intervention) in the cyber context. Reference is made to the GGE 2015 report, para. 26
and 28(b), subsequently endorsed by the GA. However, Norway is aware that there are differences of
opinion as to where the threshold for breach lies.

82 Njcaragua judgment, para. 202.
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cultural system or the formulation of its foreign policy.® The constituent element of
coercion means that cyber activities that are merely influential or persuasive will not
qualify as illegal intervention.

Holding elections is an example of a matter within a State’s domaine réserve.
Thus, carrying out cyber operations with the intent of altering election results in
another State, for example by manipulating election systems or unduly influencing
public opinion through the dissemination of confidential information obtained
through cyber operations (‘hack and leak’), would be in violation of the prohibition
of intervention. Another example is a cyber operation deliberately causing a
temporary shutdown of the target State’s critical infrastructure, such as the power
supply or TV, radio, Internet or other telecommunications infrastructure in order to
compel that State to take a course of action.

Prohibition on the use of force

Key message:

A cyber operation may, depending on its scale and effects, violate the
prohibition on the threat or use of force in Article 2(4) of the UN Charter.

A cyber operation that is in violation of the prohibition on the threat or use of
force may, depending on its scale and effects, constitute an armed attack under
international law. An armed attack is the gravest form of the use of force.

Article 2(4) of the UN Charter prohibits the threat or use of force by a State
against the territorial integrity or political independence of another State, or in any
other manner inconsistent with the purposes of the UN. The prohibition is a norm of
customary international law.'® It applies to any use of force, regardless of the
weapons or means employed. !

There are only three exceptions to the prohibition on the use of force in the sense
that using force would not be in violation of international law: if the state on whose
territory the use of force takes place consents; if it is authorised by the Security
Council under Chapter VII of the UN Charter; or in the case of self-defence, in
response to an armed attack as recognised in Article 51 of the UN Charter.

Whether a cyber operation violates the prohibition on the threat or use of force
in Article 2(4) of the UN Charter depends on its scale and effects, physical or
otherwise.'® Depending on its gravity, a cyber operation may also constitute an armed
attack under international law.1®” 18 [n accordance with the case law of the
International Court of Justice (ICJ), an armed attack is the gravest form of the use of
force.1®°
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Nicaragua judgment, para. 205.

Nicaragua judgment, paras. 188-190.

See Legality of the Threat or Use of Nuclear Weapons, 1CJ, advisory opinion 8 July 1996, para. 39.
Nicaragua judgment, para. 195, where ICJ stated that the ‘scale and effects’ are to be considered
when assessing whether particular actions constitute an ‘armed attack’. The factors are equally useful
and logical when determining whether a cyber operation constitutes the use of force according to
Acrticle 2(4) of the UN Charter.

Nicaragua judgment, para. 195.

A cyber operation that constitutes an armed attack on a State under international law triggers the right
to self-defence under Article 51 of the UN Charter. See Section 5 Response measures in this paper.
Nicaragua judgment, para. 191: ‘[. . .] it will be necessary to distinguish the most grave forms of the
use of force (those constituting an armed attack) from other less grave forms’.
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A cyber operation may constitute use of force or even an armed attack if its scale
and effects are comparable to those of the use of force or an armed attack by
conventional means. This must be determined based on a case-by-case assessment
having regard to the specific circumstances. A number of factors may be taken into
consideration, such as the severity of the consequences (the level of harm inflicted),
immediacy, directness, invasiveness, measurability, military character, State
involvement, the nature of the target (such as critical infrastructure) and whether this
category of action has generally been characterised as the use of force.'® This list is
not exhaustive.

Cyber operations that cause death or injury to persons or physical damage to or
the destruction of objects could clearly amount to the use of force. Likewise, a cyber
operation causing severe disruption to the functioning of the State such as the use of
crypto viruses or other forms of digital sabotage against governmental or private
power grid- or telecommunications infrastructure, or cyber operations leading to the
destruction of stockpiles of Covid-19 vaccines, could amount to the use of force in
violation of Article 2(4). Similarly, the use of crypto viruses or other forms of digital
sabotage against a State’s financial and banking system, or other operations that cause
widespread economic effects and destabilisation, may amount to the use of force in
violation of Article 2(4).

A cyber operation that severely damages or disables a State’s critical
infrastructure or functions may furthermore be considered as amounting to an armed
attack under international law. Depending on its scale and effect, this may include a
cyber operation that causes an aircraft crash.

State responsibility

Key message:

In order for a State to be held internationally responsible for a cyber
operation, the operation has to be attributable to the State under international
law.

A State may also be held responsible under international law if it possesses
knowledge of a cyber operation that is being carried out from its territory and
causing serious adverse consequences with respect to a right of the target State
under international law, and fails to take reasonably available measures to
terminate the cyber operation.

The general rules on State responsibility under international law apply to cyber
operations just as they apply to other activities.

In order for a State to be held responsible for a cyber operation under
international law, it is a condition that the cyber operation is attributable to the State
under international law.'®* Both State and non-State actors conduct cyber operations.
Even if a cyber operation is not conducted by someone acting directly or indirectly
on behalf of a State, the State may nevertheless be held responsible under
international law if it fails to take adequate measures against cyber operations that
target third States from or via its territory.

19
19

= o

Tallinn Manual 2.0., commentary to Rule 69, p. 333-337, paras. 9-10.
The condition is set out in Article 2 ILC ASR. The other condition, that the act or omission must
constitute a breach of an international obligation of the State, is dealt with in Section 3.
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4.1

4.2

Attribution under international law

A State may be held responsible under international law for cyber operations
conducted by an organ of the State or by actors exercising governmental authority on
behalf of the State.1%2

A State may be held responsible under international law for cyber operations
conducted by non-State actors if these are conducted on the direct instructions of the
State or under its direction or effective control.?®® It may be technically challenging
to establish that a relationship between a State and a non-State actor amounts to direct
instructions, direction or effective control. However, this is a question of evidence,
and not of lack of clarity of international law.

Due diligence

Furthermore, a State may be held responsible under international law if it knows
or should have known that cyber operations that target third States are being carried
out from or via its territory, and fails to take adequate measures. 1%

As a consequence of the right to exercise sovereignty over cyber infrastructure
located on its territory, States also have a corresponding obligation not to knowingly
allow their territory to be used for acts causing significant harm to the rights of other
States under international law. This customary international law obligation, often
referred to as the due diligence principle, was recognised by the ICJ in the 1949 Corfu
Channel judgment,’® and is reflected in numerous rules in specialised regimes of
international law. Norway is of the view that the due diligence obligation applies in
situations where there is a risk of transboundary harm from hazardous activities,
regardless of the nature of the activity, and accordingly also applies to cyber
operations.

Accordingly, if a State possesses knowledge of a cyber operation being carried
out from or via its territory causing serious adverse consequences with respect to a
right of the target State under international law, it is required to take adequate
measures to address the situation.

The due diligence standard is the conduct that is generally considered to be
appropriate and proportional to the degree of risk of transboundary harm in the
particular instance. It is an obligation of conduct, not of result. Applied to cyber
activities, what is required is for the State to take all reasonably available measures
to terminate the cyber operation. A breach of the obligation consists not of failing to
achieve the desired result, but of failing to take the necessary, diligent steps towards
that end. It is irrelevant whether the cyber operation in question is conducted by a
third State or a non-State actor. Likewise, it is irrelevant whether the cyber operation
in question is conducted by an actor physically present on the State’s territory or by
an actor making remote use of ICT infrastructure on the State’s territory.

In addition to actual knowledge of the use of cyber infrastructure within its
territory for harmful cyber operations against another State, a State may also violate
its due diligence obligation if it is in fact unaware of the activities in question but
objectively should have known about them and fails to address the situation.!%

19:
19

19:
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Cf. ILC ASR, in particular Articles 4, 5 and 7.

See Article 8 ILC ASR. See also Nicaragua judgment, para 115, and Application of the Convention
on the Prevention and Punishment of the Crime of Genocide, ICJ, judgment 27 February 2007, para.
400.

See Article 2 ILC ASR, which explicitly states that a State’s conduct may consist of ‘an action or
omission’. See also Corfu Channel, 1CJ, judgment 9 April 1949, p. 18.

1% Corfu Channel judgment, 9 April 1949, p. 22
1% Corfu Channel judgment, 9 April 1949, p. 18.

71/143



Al76/136

72/143
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5.2

Accordingly, knowledge also encompasses those situations in which a State in the
normal course of events would have become aware that its territory was being used
for harmful cyber operations.'® This implies that the criterion that a State ‘should
have known’ is more likely to be met if for instance the operation used publicly known
and easily detected malware, as opposed to highly sophisticated and previously
unknown malware.

There is currently no legal basis for a general obligation to prevent cyber
operations, and States are consequently not under an obligation to monitor all cyber
activities on their territories.%

Norway considers the due diligence obligation to be of particular importance in
a cyber context. In situations where a targeted State cannot directly attribute
(technically and legally) a wrongful cyber operation — for instance election
interference — to the State from whose territory it is being carried out, the territorial
State may nevertheless still be held accountable on the basis of a breach of the due
diligence obligation.

Response measures

The response measures an injured State may take under international law depend
on the severity and nature of the cyber operation and on whether the legally
responsible actor behind it is another State or a non-State actor.

Retorsion

A State may respond to any form of cyber operation by retorsion. Retorsion
refers to the taking of measures that are lawful but unfriendly, directed against another
State. Retorsion may therefore be used regardless of whether international law has
been violated and regardless of whether State responsibility applies. Examples of acts
of retorsion are breaking off or limiting diplomatic relations, for instance by declaring
a diplomat persona non grata, or the imposition of sanctions. Publicly declaring that
another State is responsible for a cyber operation is in itself an act of retorsion.

Countermeasures

If a State is the victim of an internationally wrongful cyber operation and
another State can be held responsible under customary international law on State
responsibility, the injured State may, depending on the circumstances, be entitled to
take countermeasures.

A countermeasure is an act that would otherwise be contrary to international
law, but where the injured State can invoke the prior internationally wrongful act!®®
as a ground for precluding wrongfulness.?® If there is doubt regarding the attribution
of a cyber operation to a State under international law, it may be preferable for the
injured State to make use of acts of retorsion rather than countermeasures in order to
avoid the possibility of incurring State responsibility for its response.

Countermeasures may only be taken to induce a State to cease an internationally
wrongful act or resume its compliance with an international obligation. They are not
to be used for punishment and retaliation. Countermeasures must be limited to what

19

<Q

19

©

199

200

See also Tallinn Manual 2.0, commentary to Rule 6, p. 41.

A general obligation of full control and prevention in the cyber context could be problematic in
relation to a State’s obligations under international human rights law.

In this document, ‘internationally wrongful acts’ must be understood as including both actions and
omissions, see Articles 1 and 2 ILC ASR.

See Articles 22 and 49-54 ILC ASR.
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is considered necessary and proportional, and may only target the State to which the
cyber operation or internationally wrongful act can be attributed. There is no
requirement for countermeasures to be of the same nature as the internationally
wrongful acts to which they are a response, and countermeasures in response to cyber
operations may therefore be carried out within or outside cyberspace.
Countermeasures must not violate the prohibition on the threat or use of force or
international humanitarian law.

The State held responsible should be notified of both the violation of
international law and the grounds for attribution, as well as of the intention to
introduce countermeasures.?”? Countermeasures may only be taken if a State has
sufficient grounds for attributing the conduct in question to a particular State under
international law. What constitutes sufficient grounds will be fact-specific and case-
specific, and can be particularly challenging to determine in the case of cyber
operations. The State taking countermeasures must be confident in its attribution
before resorting to countermeasures. However, the State taking countermeasures need
not publish detailed grounds for its attribution or give a detailed technical account of
this to the State identified as responsible as this might reveal sensitive methods of
interception and detection or offensive and defensive capabilities.

Countermeasures may be taken without prior notification to the responsible
State if providing such notification might reveal sensitive methods or capabilities or
prevent the countermeasures from having the necessary effect. For example, the
injured State could carry out a cyber operation to disrupt the capability of the
aggressor State conducting the internationally wrongful cyber operation such as
election interference. This countermeasure would in other circumstances be in
violation of the aggressor State’s sovereignty.

Necessity

In a situation of necessity, a State may be able to respond to a cyber operation
in a way that is in principle in breach of an international obligation and nevertheless
not incur responsibility for its actions under international law.

Necessity refers to those exceptional situations where the only way a State can
safeguard an essential interest threatened by a grave and imminent peril, whether
cyber in nature or not, is by temporary non-compliance with international obligations
of lesser weight or urgency. For instance, if infrastructure in a third country is used
in an internationally wrongful cyber operation, the injured State may under certain
conditions launch a cyber operation to destroy or disrupt the internationally wrongful
cyber operation, even if this violates the territorial sovereignty of the third State.

It is not a requirement that the preceding cyber operation must be attributable to
a particular State.

It should be emphasised that, according to customary law on state responsibility,
a number of conditions must be fulfilled before necessity can be invoked as a ground
for precluding wrongfulness.?%?

Self-defence

A State that is the victim of a cyber operation that qualifies as an armed attack
under international law, may exercise its inherent right of individual or collective self-
defence under Article 51 of the UN Charter.

21 |LC ASR Articles 43 and 52.
22 See Article 25 ILC ASR.
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The right of self-defence as reflected in Article 51 is a norm of customary
international law. It must be exercised subject to the requirements of necessity and
proportionality?®’, and may involve both digital and conventional means.

6  Cyber operations during armed conflicts — international humanitarian law

Key message:

International humanitarian law applies to cyber operations in connection with
an armed conflict.

International humanitarian law (IHL) applies in the event of an armed conflict.
Whether an (international or non-international) armed conflict exists will depend on
the specific circumstances.

This specialised regime of international law, also called jus in bello, governs
actions, including cyber operations, when they are conducted in connection with an
armed conflict.

International humanitarian law aims to minimise the human suffering caused by
armed conflict. It thus regulates and limits cyber operations during armed conflicts,
just as it regulates and limits the use of any other weapons, means and methods of
warfare in an armed conflict.

IHL does not legitimise the use of force in cyberspace. Any use of force by
States — either by digital or by conventional means — remains governed by the Charter
of the United Nations and the relevant rules of customary international law, also called
jus ad bellum. Of particular relevance is the prohibition against the use of force.
International disputes must be settled by peaceful means, in cyberspace as in all other
domains.

The general rules for legitimate military targets are the same regardless of
whether conventional or digital means are used. A cyber operation conducted in
connection with an armed conflict must be assessed according to its consequences,
and may qualify as an attack under international humanitarian law. ‘Attack’ is a key
concept of international humanitarian law, and is understood to mean ‘acts of violence
against the adversary, whether in offence or defence’.?%* Cyber attacks during armed
conflicts are subject to the same restrictions and regulations under international
humanitarian law as conventional attacks, including the principles of humanity,
military necessity, proportionality and distinction. The concept of attack is
particularly relevant to the rules and principles on the selection of targets and
precautions. Attacks against civilians or civilian objects are for example prohibite d.?%®

Under THL, medical services must be protected and respected, including when
carrying out cyber operations during armed conflict.?® IHL also prohibits attacking,
destroying, removing or rendering useless objects indispensable to the survival of the

23 See e.g. Nicaragua judgment paras. 176, 194, and Oil Platforms, ICJ, judgement 6 November 2003,
paras. 43, 73-74, 76.

204 Additional Protocol | to the Geneva Conventions of 12 August 1949 relating to the protection of
victims of international armed conflict (AP 1), Article 49(1).

25 AP I, Article 51(2) and 52(1).

26 gee, for instance, Convention (1) for the Amelioration of the Condition of the Wounded and Sick in
Armed Forces in the Field (GCI), Article 19; Convention (I1) for the Amelioration of the Condition of
Wounded, Sick and Shipwrecked Members of Armed Forces at Sea (GCll), Article 12;

Convention (1V) relative to the Protection of Civilian Persons in Time of War (GCIV), Article 18;
AP |, Article 12; AP II, Article 11; ICRC Customary IHL Study, Rules 25, 28, 29.
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population, including through cyber means and methods of warfare.?”” ‘Objects
indispensable to the survival of the civilian population’ include ICT infrastructure for
food production or drinking water installations.

Human rights in cyberspace

Key message:

States must comply with their human rights obligations in cyberspace, just as
they must in the physical world. States must both respect and protect human
rights.

International human rights law applies to cyber activities just as it does to any
other activity. States must comply with their human rights obligations also in
cyberspace, as they must in the physical world. States must both respect and protect
human rights, including the right to freedom of expression and the right to privacy.

Neither the individuals that are subject to a State’s jurisdiction, nor the concept
of jurisdiction, is altered by the fact that the activity attributed to the State is a cyber
activity. In this respect, cyber activity is no different from other means that States
may use to violate their human rights obligations towards their citizens.

Romania

[Original: English]

General remarks

The full respect for the international law is one of the most important pillars of
Romania’s foreign policy. It is our belief that international relations, irrespective of
the tools used, must be based on international law. This is true as well for cyberspace.

An open, secure, stable, accessible and peaceful online environment and a
responsible State behaviour in cyberspace cannot be imagined outside an international
rules-based system, primarily founded on international law.

Given the specificities of cyberspace and of the incident of various information
and communication technologies, the discussion on how international law applies in
cyberspace is a complex one.

However, the fact that there is a need to further discuss on how exactly
international law applies to cyberspace does not mean that international law does not
apply to cyberspace and that we are facing a legal vacuum.

State practice will in time further crystalize the application of international law
in cyberspace; as a matter of fact, not all aspects can or even should be clarified in
detail in absence of relevant state practice. This is however, without prejudice to the
obligation of States to act in a responsible manner including in cyberspace and assume
conduct that is in line with general international law.

Romania is of the strong opinion that existing international law equally
applies to cyberspace and that there is no need to develop international legal
frameworks to address strictly cyberspace.

207

AP |, Article 54; Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to
the Protection of Victims of Non-International Armed Conflicts (AP 11), Article 14; ICRC Customary
IHL Study, Rule 54.
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This paper tackles upon some major aspects of international law in relation to
cyberspace. They concern inter-State relations in cyber contexts, given that
international law applies to States and governs the relations between them.

State sovereignty

One of the issues on which discussions need to focus more is the respect for
state sovereignty in the context of cyber operations.

Romania considers that respect for the state sovereignty is an international
obligation per se, the breach of which constitutes an internationally wrongful act;
States have an obligation to respect the sovereignty of other States and refrain from
activities that constitute a violation of their sovereignty; this holds true both in what
concerns the internal as well as the external facet of the principle of sovereignty.

At the same time, we acknowledge that the difficulty in relation to this principle
lies in the absence in cyberspace context of the territoriality and physical
dimensions®®, which are the specific elements of the analysis when dealing with the
sovereignty in the traditional sense.

In relation to these aspects, RO is of the view that cyber operations (conducted
by a State organ or by a person or entity exercising elements of governmental
authority or by a person acting under the instructions of or under the direction or
control of a State) that interferes with or prevents in any way a State from exercising
its (internal and/ or external) sovereign prerogatives (i.e. authority over its territory,
over the property and persons situated therein) constitute a violation of the principle
of State sovereignty and, thus, a breach of international law.

If there is not a State or State endorsed operation one can speak of a criminal
act, which should be investigated and punished in accordance with the criminal law
of the State concerned.

Due diligence principle

The due diligence principle entails that a State may be responsible for the effects
of the conduct of private persons, if it failed to take necessary measures to prevent
those effects®®.

This principle (which implies a certain obligation of conduct on the part of
States) was enunciated by the ICJ in its Corfu Channel judgment?!® emphasizing that
every State is under an “obligation not to allow knowingly its territory to be used for
acts contrary to the rights of other States”.

The due diligence principle requires that States take action in respect of cyber
activities if the following elements are cumulatively met:

v’ the acts are conducted by a non-State actor or a third State) from or through the
territory of the potentially responsible State (or from or through the territory or
cyber infrastructure under its control);

v’ the acts are contrary to the rights of a victim State and have serious adverse
consequences for that State;

v’ the State has actual or constructive knowledge of those acts.

208 The principle refers to protecting the state authority over property and persons within its own
national borders.

209 TLC’s Articles on State Responsibility, Chapter II, para. 4

210 Corfu Channel Case (UK v Albania) (Merits) [1949] ICJ Rep 4, 22.
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Non-Intervention

In connection with this principle, the principle of prohibition of the intervention
in the internal affairs of another State should be addressed (situations of tampering
with the electoral processes in other States are relevant as a discussion under this
principle).

According to international law, States are under the duty not to intervene in
matters within the domestic jurisdiction of any State, in accordance with the Charter;
this means that no State has the right to intervene, directly or indirectly, for any reason
whatever, in the internal or external affairs of any other State.

In order for such intervention to be illegal under international law, it must be
coerced, meaning that the goal of the intervention must be to effectively change the
behavior of the target State; the incidence of coercion must be assessed on a case-by-
case basis, in order to determine the violation of the principle of non-intervention.

In other words, the following criteria must be met in order for an act to qualify
as prohibited intervention under international law:

v’ the act must bear on those matters in which States may decide freely (internal
and external affairs — the domain reservé of States);

v’ the act must be coercive in nature;

v’ there has to be a causal nexus between the coercive act and the effect on the
internal or external affairs of the target State.

Therefore, depending on the situation, interference in the internal or external
affairs of Romania (that is interference which causes or may cause harm to Romania’s
economic, political, social and/ or cultural system) may constitute a violation of the
principle of non-intervention.

Prohibition of the threat or use of force

The prohibition of the threat or use of force is a well-established principle of
international law, being included in art. 2(4) of the UN Charter. There are only three
(well determined) exceptions to this prohibition: self-defense in the event of armed
aggression, UNSC Chapter VII authorization of the use of force and consent of the
State on whose territory the operation takes place.

In order to ascertain whether a cyber operation represents a threat or use of force
and whether it even amounts to a cyberattack, a case-by-case analysis must be carried
out to determine the circumstance in which the attack occurred, the nature of the
operation (military or not) and the scale and the effects of the operation (by
comparison against the scale and severity of a conventional (non-cyber) act of
violence covered by the prohibition).

The elements of such an analysis, from the “scale and effects” perspective, are
well established in the ICJ’s relevant jurisprudence.

It is also worth noting that not all cyber operations reach the threshold of use of
force and even less operations reach the threshold of an armed attack; nevertheless
such operations could still be in violation of international law (being a prohibited
intervention or an otherwise violation of the principle of sovereignty).

International humanitarian law

International Humanitarian Law (IHL) applies in the context of cyber operations
carried out as part of an armed conflict (whether international or non-international).
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In such circumstances, the planning of and carrying on of cyber operations must
be done in conformity with the principles governing the conduct of hostilities, namely
distinction, proportionality, necessity and precaution.

There are ongoing discussions in relation to qualifying data as an object for the
purposes of the application of IHL. We take the preliminary view that cyber
operations against data do trigger the application of IHL. Therefore cyber-attacks can
only be directed against those data that represent military objectives according to IHL
and cannot be directed against those data that represent a civilian object which must
be protected under the principle of distinction.

We are also of the view that the principle of neutrality apply as well to cyber
operations as part of an armed conflict and thus, belligerents must refrain from
harming information and communication infrastructure situated on the territory of a
neutral State or from launching attacks from such infrastructure.

Human rights law
Human rights are protected similarly both in offline as well in online contexts.

International law does not recognise a right to States to derogate from their
international human rights obligations as a defensive-type measure — for instance to
restrict access to internet in all circumstance as a responsive measure to counter some
types of conduct in cyberspace (which generally pertain to criminal law, like:
countering terrorism, violent extremism or fraud).

The circumstances in which limitations to human rights are permitted are well
established in international law and apply the same way in offline and in online
contexts. In most cases, the factors to be weighted include whether the restriction
serves a legitimate purpose, whether it has a legal basis and whether it is necessary
and proportionate to the interest it aims to protect.

Therefore, whatever regulation a State adopts (by virtue of its sovereign right)
it must conform with its international obligations in the field of human rights.
Otherwise it entails its legal responsibility under the relevant international
conventions.

It is our view that the existing human rights instruments provide sufficient scope
for effectively safeguarding the protection of human rights in cyberspace.
State responsibility?'!

There is an internationally wrongful act of a State when conduct consisting of
an action or omission is:

v/ attributable to the State under international law; and
v/ constitutes a breach of an international obligation of the State

Therefore, from the perspective of state responsibility under international law,
attribution is one of the components.

In cyber context, attribution (especially from the technical point of view) of the
conduct to a State is difficult to determine given the fact that most of the times the
actions are undertaken via proxies.

Therefore, if the conduct is not evident as being of a State organ, then, in order
to be attributed to a State, it must be proven that it is:

21
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For reference see ILC’s Articles on State responsibility which in RO’s view largely reflect
customary international law.
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v' of a person or entity exercising elements of the governmental authority of that
State

v' of organs placed at the disposal of that State by another State

v' of a person or entities acting under the instructions of, or under the direction or
control of that State

In order to determine the degree of control reference should be made to the
jurisprudence of the ICJ and of the various international courts and tribunals that have
dealt with matters of State attribution.

Once attributed to a State and determined that the conduct constitutes a breach
of an international obligation (the 2nd component), the international responsibility of
that State is entailed and can be invoked by the injured State either individually (if
the obligation breached is owed to that State or if that State was otherwise affected
by the conduct) or collectively with other States if the obligation breached was owed
to a group of States (including that State) or to the international community as a
whole; the invocation of the responsibility of a State is a matter of political choice;
however, the responsibility of a State for an international wrongful act is an objective
circumstance from the legal standpoint, which exists independent of its invocation by
the injured State(s); nevertheless, under draft articles of State responsibility there is
a certain procedure to be followed by the injured State invoking the responsibility of
another State (therefore a pubic invocation may not suffice).

At the same time, once the international responsibility of a State is entailed, the
injured State(s) may recourse to countermeasures in order to induce that State to
comply with its international obligations.

Instead of conclusion

It is our firm conviction that there is no reason to consider that the existing
international law could not appropriately govern the inter-States relations carried out
in cyberspace/ or through the medium of cyberspace.

More dialogue and exchanges among States can help clarifying some of the
specific circumstances of the applicability of the international law to cyberspace.

Russian Federation

[Original: English and Russian]

Russia assumes that, for the present, the international community has reached
consensus on the applicability of the universally accepted principles and norms of
international law, which are enshrined, first and foremost, in the Charter of the United
Nations and the Declaration on principles of international law, friendly relations and
cooperation among States in accordance with the Charter of the United Nations of
October 24, 1970, to information space. These include, in particular, the principles of
sovereign equality of States, non-use of force and threat of force, secttlement of
international disputes by peaceful means, non-interference into internal affairs of
States, obligation of States to cooperate with each other, equal rights and self-
determination of peoples, fulfillment of international law obligations in good faith,
inviolability of State borders, and territorial integrity of States. This understanding
was agreed upon at relevant UN platforms on international information security and
set forth, inter alia, in the 2013 and 2015 reports of the UN Group of Governmental
Experts (GGE) and in the 2021 report of the UN Open-ended Working Group
(OEWG), as well as in the UN General Assembly resolution (A/RES/73/27, para. 17
of the preamble) proposed by Russia and adopted in 2018. It is presumed that
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international obligations of States, including those stemming from international
treaties as the main sources of international law, are applicable in information space.

At the same time, given the specific legal nature of the information environment,
notably, the fact that activities therein can be anonymous, the application of
international law to the use of information and communications technologies (ICTs)
should not be automatic and should not be carried out by simple extrapolation. There
is a need to substantively discuss the issue of how specific instruments of the existing
international law apply to the ICT-sphere, as well as to elaborate a universal approach
to this matter under the UN auspices.

The possibility of attributing responsibility for particular actions in information
space to States demands further study on the basis of the existing international law.
The international responsibility of a State is conditioned to the commission of an
internationally wrongful act by this State. According to the Articles on Responsibility
of States for Internationally Wrongful Acts (elaborated by the UN International Law
Commission in 2001, taken note in the UNGA resolution A/RES/56/83), there is an
internationally wrongful act of a State when conduct consisting of an action or
omission: 1) is attributable to the State under international law; 2) constitutes a breach
of an international legal obligation of the State. The characterization of an act of a
State as internationally wrongful is governed by international law. Such
characterization is not affected by the characterization of the same act as lawful by
internal law (article 3).

The countermeasures, which can be taken by an injured State against a State
which is responsible for an internationally wrongful act, shall not affect the obligation
to refrain from the threat or use of force as embodied in the Charter of the United
Nations; obligations for the protection of fundamental human rights; obligations of a
humanitarian character prohibiting reprisals; other obligations under peremptory
norms of general international law (article 50).

Under customary international law, a State is responsible for activities of its
institutions, as well as that of individuals acting under its control. In information
space it may be difficult to determine whether an individual is acting under control of
a State or with its acquiescence. In this regard, it becomes increasingly relevant to
formalize the norm of the 2015 GGE report stating that all accusations of organizing
and implementing wrongful acts brought against States should be substantiated, as
legally binding. In any case, one should refrain from publicly imposing responsibility
for an incident in information space on a particular State without supplying necessary
technical evidence.

Promoting the use of ICTs for peaceful purposes and conflict prevention in this
sphere correspond to the interests of all States. These basic principles of State
activities in information space are enshrined in the abovementioned 2013 and 2015
GGE reports and 2021 OEWG report, as well as in the General Assembly resolutions
adopted by the majority of the UN Member States (namely, A/RES/73/27,
A/RES/73/266, A/RES/74/29, A/RES/75/32, A/RES/75/240 and others).

Readiness and political will of States to undertake relevant legal obligations and
comply with them are required to ensure effective international legal regulation of the
ICT-sphere. In this regard, Russia advocates a broader idea of progressive
development and improvement of international law taking into account the specific
features of ICTs. Given the cross-border nature of interstate legal relationship in this
domain, its legal regulation should be carried out by means of developing and
adopting a binding universal convention on international information security at the
UN level.
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We consider that the international community should continue to undertake an
in-depth study of all controversial issues concerning international legal regulation of
the ICT-sphere, as well as to elaborate new norms, on a universal and genuinely
democratic basis — within the framework of the Russia-initiated Open-ended-Working
Group on security of and in the use of ICTs 2021-2025 (pursuant to the UNGA
resolution 75/240 of December 31, 2020). The establishment of a thematic subgroup
(with participation of international legal experts and academia) will contribute to
organizing a domain-specific discussion on this matter.

**xk

Poccnst nexomut W3 TOro, 4TO HA AAaHHBIH MOMEHT B MHPOBOM COOOIIECTBE
chopmMupoBalics KOHCEHCYC OTHOCHTENIBHO MPUMEHHMOCTH K WH(OPMAIMOHHOMY
MIPOCTPAHCTBY OOIIENPU3HAHHBIX HPUHIUIOB M HOPM MEXAYHApOJHOTO IIpaBa,
Inpexae Bcero, 3akpemneHHbIXx B Ycrae OOH m Jleknmapanuu o NOpHHIUIAX
MEXIyHapOOHOTO  IIpaBa, KaCalOIIUXCA  JPYKECTBCHHBIX  OTHOIICHHH W
COTpPYAHHUYECTBA MEXAY rocygapcTBamMu B cooTBeTcTBHM ¢ YctaBom OOH ot 24
okTs10pss 1970 1. Peuys mmeT, B YaCTHOCTH, O TPHHIIUIIAX CYBEPEHHOTO PaBEHCTBA
rOCyJIapCTB, HEIIPUMEHEHHsSI CHJIBI M YTPO3bl CHJIOH, pa3perieHuss MeXTyHapOmHBIX
CIIOPOB MHUPHBIMH CPEICTBAMH, HEBMEIIATEILCTBA BO BHYTPEHHHUE JI€Ia TOCYAapCTB,
00513aHHOCTH TOCYZapCTB COTPYAHHMYATh APYr C JAPYroM, paBHOIpPaBUS U
CaMOOTIpE/IETICHUSI HAapOJOB, JOOPOCOBECTHOTO BBIIIOJIHEHHUS 0053aTENbCTB 11O
MEXIyHapOIHOMY paBy, HEpPYIINMOCTH rOCyIapCTBEHHBIX TpaHull,
TEpPUTOPHATBHOMN LETOCTHOCTH TocyaapcTs. JlaHHOe MOHNMaHKe 3aUKCHPOBAaHO Ha
NpoGMIHHBIX OOHOBCKHX IIJIOIIAJKaxX IO MEXIyHapoAHOW WH(pOpMannoHHOMH
6eszonacHoctu (MIMB), B wacTHOoCcTH, B [OKJIagax TPyNH IIPaBUTEIbCTBEHHBIX
skcreptoB (I'TI3) OOH 2013 u 2015 rr. u Paboueit rpynner OOH oTkpbITOro cocrasa
(PT'OC) 2021 rr., a Takke B IpuHATOHN no mHUIMaTHBEe Poccuu B 2018 r. pezomonnn
lenepanpHoii  Accambien OOH  (A/RES/73/27, n.17 npeamOynber). B
MH()OPMAMOHHOM MPOCTPAHCTBE MPE3IOMUPYETCS NPUMEHEHHE MEXITYHapOIHBIX
00513aTeNbCTB rOCY1apCTB, B TOM YHCJIE BRITCKAIOMINX M3 MEXTYHAapPOIHBIX IOTOBOPOB
KaK OCHOBHBIX UCTOYHHUKOB MEKYHApOJHOIO IpaBa.

B TO ke Bpems1, yunThIBas 0COOyI0 IPaBOBYIO IPHPORY WHPOPMAMOHHON cpenbl, B
YaCTHOCTH, TO, YTO JEATEIBHOCTh CYOBEKTOB B HEH MOXKET MMETh aHOHHMHBIH Xapakrep,
IIPUMEHEHHE MEXIyHAapoIHOro mpaBa B cdepe HCronb30BaHus HWHPOPMAIMOHHO-
KOMMYHHKaMoHHBIX TexHonoruid (MKT) He AOMKHO NMPOMCXOAWTH aBTOMAaTHYECKH H
IyTEM IPOCTOH SKCTPANOISIUN MOHATHH. BocTpeboBano mpeameTHoe 0OCyXaeHHE
BOIpPOCA O TOM, KaK KOHKPETHbIE MHCTPYMEHTHI IEHCTBYIOLIETO MEXAYHAPOJHOIO
npaBa nmpuMeHsoTcs B chepe ucrnonszoBanus KT, u Beipaborka mox srugoir OOH
YHHUBEPCAJIIBHOTO MOAX0/a K €r0 PElICHUIO.

B0O3MOXXHOCTh yCTaHOBJICHHS OTBETCTBEHHOCTH TOCYIapcTB 3a KOHKPETHBIC
JIeHcTBUsT B MHGOPMAIMOHHOM IPOCTPAHCTBE TpeOyeT NajmbHEHIero HM3ydeHHs C
ONoOpoi Ha JeHCTBYyIONIEEe MEXIyHapomgHoe mpaBo. HeoOXomnMbIM ycCiaoBHEM IS
HaCTYIUICHHUS] MEXyHapOAHOW OTBETCTBEHHOCTH rOCYAapcTBa SIBIISIETCS COBEPIICHHE
UM MEXIYHapOJHO-TIPOTUBOIpaBHOTO nesHus. B coorBercTBum co CraThsiMu 00
OTBETCTBEHHOCTH  TOCYJAapCTB 32  MEXIyHapOAHO-TIPOTHUBONpPAaBHbIE  JCSHUSA
(paspaboranbl Komuccueit mexnaynapomHoro mpaBa OOH B 2001 r., mpuHSATHI K
ceenenuto pesomonueit A OOH A/RES/56/83) mexmyHapoaHO-TIPOTHBOIIPaBHOE
JIesTHAE TOCyJapcTBa MMEET MECTO, KOTJja Kakoe-IH00 ero moBeAeHHUE, COCTOsIIee B
JIelcTBUM WK Oe3aeiicTBuu: 1) mprcBamBaeTcs TOCYAapcTBY IO MEXKIyHapOTHOMY
TIpaBy; 2) MpeACcTaBisieT cOO0H HapyIIeHnEe MEXITYHapOIHO-IIPaBOBOTO 00s3aTEIbCTBA
JAaHHOTO TocyaapcTBa. KBanmmukamus AesHHUS TrocylapcTBa Kak MeEXTYHapOJIHO-
MIPOTHBOIIPABHOTO OMpENEseTCsl MEXIyHapoaHBIM IpaBoM. Ha Hee He Bimsier
KBaJIU(UKALKS 3TOTO IESHHS KaK IPaBOMEPHOTO 110 BHYTPEHHEMY IpaBy (CT.3).
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KoHTpMepBI, KOTOpBIE MOTEepIeBIIee TOCYIapCTBO MOXET NPHHHMATH IPOTHB
rocyaapcTBa, OTBETCTBEHHOTO 38 MEXAYHAPOIHO-IIPOTUBOIPABHOE JCSHHUE, HE MOTYT
3aTparuBarh 0053aTENBCTBA BO3ICPKUBATHCS OT YIPO3bl CHIIOW WIIM €€ NPUMEHEeHHUS,
3akperuieHHOTO B YctaBe OOH, 00513aTenbCTB 1O 3alIUTEe OCHOBHEIX IIPAB YEIOBEKa,
00513aTeNIbCTB TYMaHHUTApPHOTO XapakTepa, 3alpellalolllnX penpeccayiid, HHBIX
00513aTeIbCTB, BEITCKAIOIINX U3 HMIIEPATHBHBIX HOPM OOIIET0 MEeKAYHAPOAHOTO IIpaBa
(cT.50).

CornacHO  OOBIYHOMY  MEXIyHapOZHOMY TIpaBy  TOCYJapCTBO  HECET
OTBETCTBEHHOCTH 32 JIEATEIFHOCTD CBOUX OPraHOB, a TAKXKE JINII, KOTOPBIE JEHCTBYIOT
1o, KOHTPOJEM TOCyJapCTBa. YCTaHOBUTb, NEUCTBYET U OIPENEICHHOE U0 B
MH()OPMAIITMOHHOM TIPOCTPAHCTBE II0J KOHTPOJIEM TOCYJAapCTBA WM TIPH €ro
MTOIyCTUTENIHCTBE, MOXKET OBITH 3aTPYIHHUTENBHO. B CBsI3M ¢ 3THUM mpencTaBisieTcs
BEChbMa  aKTyaJbHBIM INPHJAaHHE IOPHAMYECKH  00A3aTeNbHOrO  Xapakrepa
3akperuieHHOH B moxiazxe I'TID 2015 r. HopMe, cormacHO KOTOpOoi Bce OOBHHEHUS B
OpraHM3alMi W COBEPIICHWH NPOTHUBOIPABHBIX MAESHUH, BBIIBHTAEMbIC IPOTHB
TrOCylapcTB, HOJDKHBI OBITH OOOCHOBaHHBIMH. B mio0om ciywyae criemyer
BO3JIEPXKUBATHCA OT MYOJIMYHOTO BO3JIOKEHHSI OTBETCTBEHHOCTH 3a KakKoi-mnOo
WHIOWUJCHT B HWH(OPMAIMOHHOM IIPOCTPAHCTBE Ha KOHKPETHOE TrocymapcTtBo 0Oe3
MIPEAOCTaBICHHUS HEOOXOAUMBIX TEXHHYECKHUX JOKa3aTeIbCTB.

HuTepecam Bcex rocyaapcTB oTBevyaeT coaedictBue ucnosbzoBanuio UKT B
MHPHBIX IEJSIX U IPEAYNPEKISHNI0 KOHPIINKTOB, CBA3aHHBIX C UX IPUMEHEHHEM. DTH
6a30Bble MPUHIHNIGI AESITEIBHOCTH FOCYIapCTB B HH(OPMIIPOCTPAHCTBE 3aKPEIIICHBI
B ynoMsHyThIX noknagax I'TID 2013 u 2015 rr. u PTOC 2021 r., a Takxke B IPUHATHIX
6onpmHCTBOM TrocynapcTB-wieHoB OOH pesomonusax ['enepansaoit Accambien (B
YaCTHOCTH, A/RES/73/27, A/RES/73/266, A/RES/74/29, A/RES/75/32,
A/RES/75/240 n np.).

Jdust >pdeKkTuBHOTO  MEXIyHAapOJHO-IIPABOBOTO  PETyIHpPOBAaHHS  Chepsl
ncrionp3oBannsg MKT HeoOxoauma TOTOBHOCTh M HOJMTHYECKAs BOJS TOCYIApCTB
MIPUHUMATh Ha ce0sl MpoMIbHBIE IOPUINYECKUE 00s3aTeNIbCTBA U BBINOIHATH UX. B
aToM cBsizu Poccust BeIcTymaeT 3a 0oJiee MUPOKYIO HICI0 IPOIPECCUBHOTO Pa3BUTHS U
COBEPILEHCTBOBaHUS MEXIYHapoaHOTo npasa ¢ yueroMm crnenuduku UKT. IMpuanmas
BO BHMMAaHHUE TPAaHCTPAaHWYHBIA XapakKTep ITPaBOOTHOIICHHH TOCYIapcTB B 3TOH cdepe, ee
MIPaBOBOE PETYIMPOBAHUE JTOJDKHO OBITh PEaIM30BaHO MyTEM Pa3pabOTKH U TMOCIIEYIOIETO
npuasaTus Ha miomanke OOH yHuBepcanbHONH KOHBEHIIMM B oOnacTH oOecriedeHus
MWUB, xoropast HOcwta Okl 00s3aTEeNBHBINA XapakTep.

Hcxonum M3 TOro, 4ro yrayOleHHOE H3ydeHHe BCero Komiuiekca cIIOPHBIX
BOMPOCOB  MEXKIYHApOJHO-NIPABOBOTO  PErYJIMPOBaHUS  CcQepsl
ucnons3oBanus UKT, a Takke pa3paboTka HOBBIX HOPM JIOJIKHA OBITH
MPOIOJDKEHAa MEXKTyHAPOIHBIM COOOIIECTBOM Ha YHHBEPCAIbHOH H
MOUIMHHO JIEMOKPAaTUYHOM OCHOBE — B paMKax CO3JaBAEMOM IO
pOCCI/IfICKOfI WHUIUATUBE Padoueii rpynnsr OOH otkpsiToro cocrasa (PI'OC) mo
BorpocaM Oe3omacHocTH B cdepe wucnonbzoBanuss WKT wu cammx WKT (B
coorBeTcTBUU ¢ pe3ononueit A OOH Ne75/240 ot 31 nexadbps 2020 r.). Opranuzanuu
CIeIMaJIu3UpPOBAHHON AMCKYCCHH 110 JaHHOW TeMe OyaeT crioco0cTtBoBars CO3aHUEC
B HOBOM PI'OC npoduiibHOM Temarndeckoil MoArpynmsl (C ydacTHEM
FOPUCTOB-MEKTyHAPOTHUKOB 1 HAyYHO-aKaIEMUYECKOTO COOOIIIECTRA).
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Singapore
[Original: English]

1.  As a small State, Singapore has always supported the rules-based multilateral
system and the role of the United Nations (“UN”). The UN provides the foundation
for international law, rules, and norms. Multilateral institutions, systems, and laws
are critical for the survival of all States, in particular small States.

2. Singapore’s approach is no different with regard to cyberspace; we believe it is
important to build a rules-based international order in cyberspace, especially given
rapid digitalisation. The adherence by States to international law is essential to
support and promote an open, secure, stable, accessible, peaceful, and interoperable
ICT environment.

3. Singapore affirms the principle that international law, in particular the Charter
of the United Nations (the “UN Charter”), applies to cyberspace.

4. This document sets out Singapore’s position on the key principles of
international law that govern the behaviour of States inter se in cyberspace.

Key Principles

5. Singapore affirms that the following key principles enshrined in the UN Charter
apply in cyberspace as they do in the physical world, and are of fundamental
importance to small States, such as Singapore:

e First, the principles of State sovereignty and sovereign equality of all States.
Singapore’s position is that a cyber operation could, in certain circumstances,
amount to a violation of sovereignty.

e Second, and as a corollary of the first, the principle of non-intervention in each
other’s internal affairs. Singapore affirms that the principle of non-intervention
in the internal affairs of other States applies to cyberspace.

A prohibited intervention by one State against another must have a bearing on matters
in which the victim State is permitted, by the principle of State sovereignty, to decide
freely, including its choice of a political, economic, social and cultural system, and
the formulation of foreign policy. In Singapore’s view, intervention necessarily
involves an element of coercion. As non-exhaustive examples, where there is
interference in Singapore’s electoral processes through cyber means, or cyber-attacks
against our infrastructure in an attempt to coerce our government to take or forbear a
certain course of action on a matter ordinarily within its sovereign prerogative, these
instances will constitute a violation of the principle of non-intervention.

e Third, the obligation of all States to settle their international disputes by peace-
ful means, in such a manner that international peace and security are not endan-
gered.

¢ Finally, the obligation of all States to refrain from the threat or use of force
against the territorial integrity or political independence of any State. A cyber
operation can cause severe consequences and effects. In determining whether a
cyber operation amounts to the use of force, factors that may be taken into ac-
count include, but are not limited to, the prevailing circumstances at the time of
the cyber operation, the origin of the cyber operation, the effects caused or
sought by the cyber operation, the degree of intrusion of the cyber operation,
and the nature of the target.
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Right of Self-Defence

6. While Singapore considers the above principles to be essential ones
underpinning the international legal order, Singapore’s position is that it bears noting
that ultimately, none of these impair a State’s inherent right of self-defence, as
provided under the UN Charter. This right of self-defence also applies in the cyber
domain. In other words, a State has the inherent right of self-defence if malicious
cyber activity amounting to an armed attack, or an imminent threat thereof, occurs
against that State.

7.  Malicious cyber activity attributable to a State that causes death, injury, physical
damage or destruction equivalent to a traditional non-cyber armed attack, or
presenting an imminent threat thereof, would constitute an armed attack. Singapore
notes the increasing prevalence of this view amongst States.

8.  In Singapore’s view, it is also possible that, in certain limited circumstances,
malicious cyber activity may amount to an armed attack even if it does not necessarily
cause death, injury, physical damage or destruction, taking into account the scale and
effects of the cyber activity. An example might be a targeted cyber operation causing
sustained and long-term outage of Singapore’s critical infrastructure.

9. A series or combination of cyber-attacks, whether or not it is in combination
with kinetic attacks, may amount to an armed attack, even if the individual attacks do
not reach the threshold equivalent to an armed attack, as long as the attacks are
launched by the same actor or by different attackers acting in concert.

Internationally Wrongful Act

10. Even if malicious cyber activity against a State has not risen to the level of an
armed attack entitling the victim State to exercise the right of self-defence,
international law provides that a victim State that is subjected to another State’s
internationally wrongful act against it (whether through malicious cyber activity, or
physical means) is entitled to have recourse to counter-measures which are consistent
with international law.

11. Malicious cyber activity attributable to a State that interferes with a victim
State’s proper governing functions is an example of an internationally wrongful act.

12. Apart from counter-measures, a victim State that is subject to malicious cyber
activity short of an internationally wrongful act may also respond with acts of
retorsion.

13. Singapore’s view is that the obligation of all States to settle their international
disputes by peaceful means, in such a manner that international peace and security
are not endangered, remains a key principle underpinning the international legal
order.

Due Diligence

14. There is a need for more clarity on the scope and practical applications, if any,
of due diligence in cyberspace. Issues such as the threshold required to trigger an
obligation on States to act or respond, the degree of knowledge required of States,
and the measures expected of a State from which the malicious cyber activity
originates, are some examples of the questions that need to be further discussed and
addressed among States.
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International Humanitarian Law

15. Singapore’s view is that in times of armed conflict, the relevant principles of
international humanitarian law (“IHL”) would apply to the belligerents’ use of
cyberspace. Some examples of such principles would include those of humanity,
necessity, proportionality and distinction.

16. The principle of proportionality requires a State to refrain from launching a
cyber operation which may be expected to cause incidental loss of civilian life, injury
to civilians, damage to civilian objects, or a combination thereof, which would be
excessive in relation to the concrete and direct military advantage anticipated.

17. 1In keeping with the principle of distinction, cyber operations undertaken in the
context of armed conflicts have to distinguish between legitimate military objectives
and civilian objects. Only legitimate military objectives may be targeted.

Human Rights
18. The same human rights which apply offline also apply online.

Resolution of Disputes

19. Singapore shares the concerns of other States on the escalation of conflicts in
the cyber sphere, against the backdrop of continuing fast-paced developments in
technology. Singapore affirms the key principle enshrined in the UN Charter that
States shall settle their international disputes by peaceful means, in such a manner
that international peace and security are not endangered. This obligation applies in
cyberspace as it does in the physical world and does not impair the inherent right of
States to take measures consistent with international law and as recognised under the
UN Charter.

20. Singapore also acknowledges that the novel circumstances brought about by
such technological developments will inevitably surface new challenges for the
application of international law to activities in cyberspace. To tackle these challenges,
Singapore believes in the value of continued discussions within the framework of UN
processes to foster common understanding of key rules and principles governing how
States should behave in cyberspace.

21. This will deepen trust between members of the international community and
provide predictability and stability to States, rather than increase the proliferation of
cyber conflicts. Such predictability and stability are essential factors to encourage
technological innovation and adoption, investor confidence, and economic progress.

Switzerland

[Original: English and French]

Introduction

In the context of the UN Group of Governmental Experts on Developments in
the Field of Information and Telecommunications in the Context of International
Security 2019/2021 (UN GGE), the primary focus of states lies on the security-related
aspects in the digital space (cybersecurity) and the applicable provisions under
international law in this area.?’? The use of the term ‘cyberspace’ in the present

212

On Switzerland’s work to establish an international regulatory framework in the digital space in
general, refer to the Digital Foreign Policy Strategy (2021-24) and Annex 4 on the international
rules and standards in particular (https://www.eda.admin.ch/dam/eda/en/documents/publications/
Schweizerische Aussenpolitik/20201104-strategie-digitalaussenpolitik EN.pdf).
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position paper therefore refers only to that part of the digital space which concerns
the security dimension. Part I addresses questions concerning international law in
general including human rights. Part II places particular emphasis on questions
relating to international humanitarian law (IHL).

Switzerland is committed to building and maintaining a free, open, secure and
peaceful cyberspace, and to advancing the recognition, observance and enforcement
of international law in this space.?!® All states have a common interest in ensuring that
cyberspace is governed by the rule of law and used for peaceful purposes only.
Switzerland considers international law to be applicable to cyberspace. It therefore
welcomes the consensus of previous UN GGEs that international law, and in
particular the UN Charter in its entirety, are applicable to cyberspace?4 — which was
also approved unanimously by the UN General Assembly.?’® It also welcomes the
OEWG 2019/2021 report of 18 March 2021, which confirms this consensus.?!6

Switzerland views national positions of states as an important contribution to
fleshing out the application of international law in cyberspace. This paper therefore
gives an overview of Switzerland’s position, but is neither exhaustive nor conclusive.
Continuing intergovernmental exchange at multilateral level remains key in order to
continue to clarify how international law is applicable to cyberspace in concrete
terms. A definitive assessment of a cyber incident in terms of international law is only
possible when the concrete circumstances are known. This means interpreting and
applying the rules set out below in each individual case.

Of particular importance to the context of cybersecurity are namely the rules of
international law described below.

General international law
Peaceful settlement of disputes

In accordance with Art. 2 para. 3 and Art. 33 of the UN Charter, disputes which
may endanger the maintenance of international peace and security should be settled
by peaceful means. This includes diplomatic proceedings, arbitration or recourse to
the International Court of Justice (ICJ). As a neutral country with long-standing
experience and engagement in the provision of good offices, Switzerland is
committed to upholding this principle in cyberspace, emphasising the overriding aim
of ensuring that cyberspace is used for peaceful purposes only. Switzerland therefore
welcomes the UN GGE’s 2015 report and the OEWG 2019/2021 report confirming
the peaceful settlement of disputes as one of the UN Charter’s central principles,
which is also applicable to cyberspace. Consequently, disputes in cyberspace should
also be settled by peaceful means, not with unilateral measures.

Sovereignty

Sovereignty is a foundational principle of international law. It refers to a state’s
jurisdiction to define, apply and enforce its own legal order, which in principle is
limited to its territory. At interstate level however, sovereignty implies an independent
and equal co-existence among states. Respect for and protection from interference
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See Switzerland’s Foreign Policy Strategy 2021-23, Objective 4.4 and Switzerland’s Digital For-
eign Policy Strategy 2021-24, Chapter 4.3.

See Group of Governmental Experts on Developments in the Field of Information and Telecom-
munications in the Context of International Security, 2013 Report (2013 Report, UN Doc.
A/68/98, para. 19; 2015 Report (UN Doc. A/70/174), para. 24, para. 28 c).

Resolution A/70/237.

See Open-ended Working Group on Developments in the Field of Information and Telecommuni-
cations in the Context of International Security, 2021 report, para. 8, UN Doc. A/75/816.
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with territorial integrity is a product of state sovereignty.?*” Accordingly, each state is
obliged to respect the sovereignty of other states.?*® Sovereignty is a binding primary
rule of international law. Violations of sovereignty are therefore considered
internationally wrongful acts which, if attributable to the state itself, give rise to state
responsibility.

State sovereignty is also applicable to cyberspace.?’® Owing to the special
characteristics of cyberspace, which has no clear territorial boundaries, putting the
principle of sovereignty into practice is a particular challenge. One major issue is who
has jurisdiction over or access to digital data. In the cyber context, the key question
is which states have legitimate control over digital data and are authorised to access
that data — which may, depending on the circumstances, be stored on a different
territory or may not be localised geographically. Conversely, in terms of interstate
relations at cybersecurity level, the principle of sovereignty provides wide scope for
protection against cyber operations. For example, state sovereignty protects
information and communication technologies (ICT) infrastructure on a state’s
territory against unauthorised intrusion or material damage. This includes the
computer networks, systems and software supported by the ICT infrastructure,
regardless of whether the infrastructure is private or public.

Switzerland recognises that defining what constitutes a violation of the principle
of sovereignty in cyberspace is particularly challenging and has yet to be clarified
conclusively. It supports considering the following two criteria in such assessments:
first, does the incident violate the state’s territorial integrity and second, does it
constitute interference with or usurpation of an inherently governmental function. A
precise definition of these criteria is a question of interpretation and subject to debate.
The current debate includes among other aspects i) incidents whereby the
functionality of infrastructure or related equipment has been damaged or limited, ii)
cases where data has been altered or deleted, interfering with the fulfilment of
inherently governmental functions such as providing social services, conducting
elections and referendums, or collecting taxes, and iii) situations in which a state has
sought to influence, disrupt or delay democratic decision-making processes in another
state through the coordinated use of legal and illegal methods in cyberspace e.g.
propaganda, disinformation and covert actions by intelligence services. The
assessment of an individual case depends on the nature of the cyber incident and its
repercussions.

Prohibition of intervention

The principle of non-intervention is the corollary of the sovereign equality of
all states (Art. 2 para. 1 UN Charter) and is considered customary international law. 22
In this context, intervention is understood to be the direct or indirect interference by
one sovereign state in the internal or external affairs of another using coercive
measures. It covers those areas where the state has exclusive jurisdiction (known as
domaine réservé). The non-intervention principle protects a state’s ability to shape its
own internal affairs (political, economic, social and cultural systems) as well as its
foreign policy. An infringement of sovereignty and a prohibited intervention are not
the same. The latter must be coercive in nature, i.e. through its intervention a state
seeks to cause another to act (or refrain from acting) in a way it would not

217

218
219
220

Arbitration award in the Island of Palmas case, 1928, p. 838; the Swiss Federal Constitution rec-
ognises state sovereignty under international law on the basis of independence, granting the state
exclusive jurisdiction to make and enforce law within its territory (Art. 2 para. 1).

Military and Paramilitary Activities in and against Nicaragua, ICJ Reports 1986, para. 292.

UN GGE 2013 Report, para. 20; UN GGE 2015 Report, paras. 27 and 28 b).

Friendly Relations Declaration, A/RES/2625 (XXV), 24 October 1970; Military and Paramilitary
Activities in and against Nicaragua, ICJ reports 1986, para. 202.
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otherwise.??! This means that the threshold for a breach of the non-intervention
principle is significantly higher than that for a violation of state sovereignty.

The prohibition of intervention is also applicable to cyberspace. This means that
in cyberspace, an unlawful act of interference by one state in the political or economic
affairs of another may, in addition to constituting a violation of sovereignty, also
breach the non-intervention principle under international law if the respective
requirements are fulfilled.??> The distinction between exerting influence, which is
permissible, and coercion, which is not, must be determined on a case-by-case basis.
This is particularly true of economic coercion, which could be the case if a company
that is systemically relevant was paralysed through a cyber operation. An assessment
of whether the operation can be deemed coercive in nature, and thereby be in breach
of the non-intervention principle, can only be made on a case-by-case basis.

Prohibition on the use of force and the right of self-defence

One of the key founding principles of the UN Charter is the prohibition on the
use of force (Art. 2 para. 4). There are only two exceptions: if the use of force is
authorised by the UN Security Council (Art. 42) or if the strict conditions under which
the right of self-defence may be exercised are fulfilled (Art. 51).

The prohibition on the use of force and the right of self-defence are also
applicable to cyberspace. The right of self-defence may only be exercised if an armed
attack occurs first. In accordance with ICJ case law, not every violation of the
prohibition on the use of force constitutes an armed attack, but only its gravest form.
In order to qualify, the scale and effect of the attack must reach a certain threshold of
gravity.??® The ICJ has also determined that an armed attack does not necessarily have
to involve kinetic military action or the use of weapons because the means by which
an attack is perpetrated is not the decisive factor.??* A state is permitted to exercise its
right of self-defence in response to a cyber incident if the incident amounts in scale
and effect to that of a kinetic operation in terms of inflicting death or serious injury
to persons, or extensive material damage to objects. There are no binding quantitative
or qualitative guidelines as to when the threshold of an armed attack in terms of scale
and effect has been reached. Current discussions on how to define an armed attack in
cyberspace are focusing on attacks on critical infrastructure (e.g. nuclear power
plants, power grids) which reach the required threshold in terms of scale and effect
i.e. serious injury to persons and/or extensive damage to objects.

The purpose of the UN Charter must guide the interpretation of the prohibition
on the use of force and the right to exercise self-defence in the face of an armed attack.
The Charter’s objective is to maintain and, where necessary, restore international
peace and security. Consequently, even if an armed attack occurs, a state is only
permitted to undertake countermeasures that are necessary and proportionate in order
to repel the attack. The right of self-defence only applies if the UN Security Council
has not taken the necessary measures to maintain international peace and security
(Art. 51 UN Charter). If the actions taken in self-defence exceed this framework, the
state itself is in breach of the prohibition on the use of force. If the threshold for an
armed attack has not been reached, states can have recourse to immediate and
proportionate non-violent countermeasures (see section 6.2).
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Military and Paramilitary Activities in and against Nicaragua, ICJ Reports 1986, para. 202.
Explanatory notes to the Ordinance on Military Cyber Defence, SR 510.921.

Military and Paramilitary Activities in and against Nicaragua, ICJ Reports 1986, para. 195.
Advisory Opinion on the Legality of the Threat or Use of Nuclear Weapons, ICJ Reports 1996,
para. 39.
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5.

6.

6.1.

Neutrality

As a matter of principle, Switzerland considers the rights and obligations of
neutral countries in international armed conflicts to be applicable to cyberspace as
well.?? If such an international armed conflict arises, a neutral country has a duty to
prevent any infringements of its neutrality, such as the use of its territory by one of
the conflicting parties. Parties to the conflict are obliged in turn to respect the
territorial integrity of the neutral country. Therefore they may not conduct related
cyber operations from installations that are either on the territory or under the
exclusive control of the neutral country.??® Parties to the conflict are also prohibited
from taking control of a neutral country’s computer systems in order to carry out such
operations.??’

Because of the global cross border nature of cyberspace, there are also limits to
the rights and duties of a neutral country in terms of territoriality — airspace can be
closed for certain flying objects, for example, but the same targeted approach cannot
be used for data traffic on the internet. Another issue is that data are not only
transmitted via terrestrial and cable channels but also via satellites located in outer
space, which puts them outside the scope of application of the law of neutrality. Such
factors must be taken into consideration when it comes to applying the rights and
duties of neutral countries in cyberspace.

In principle, belligerent states are not permitted to damage the data networks of
neutral countries when undertaking combat operations via their own computer
networks. Neutral countries may not support conflicting parties with either troops or
their own weapons. In terms of military cyber operations in connection with an
international armed conflict, this means that a neutral country must prevent parties to
the conflict from using its military-controlled systems or networks. In general,
military networks are shielded and not publicly accessible.

State responsibility

The customary international rules on state responsibility are largely reflected in the
draft articles issued by International Law Commission.??® They are also applicable to
cyber incidents. They provide that any state action in violation of international law
shall entail the international responsibility of that state, upon which a claim for full
reparation may be made. This only applies if the action can be legally attributed to
the state and is deemed to constitute an internationally wrongful act, i.e. in violation
of international law.

Attribution

Attribution of a cybersecurity incident refers to the identification of the
perpetrator and describes a holistic, interdisciplinary process. This includes analysing
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“The Court finds that as in the case of the principles of humanitarian law applicable in armed con-
flict, international law leaves no doubt that the principle of neutrality, whatever its content,
which is of a fundamental character similar to that of the humanitarian principles and rules, is
applicable (subject to the relevant provisions of the United Nations Charter), to an international
armed conflict, whatever type of weapons might be used.” Advisory Opinion on the Legality of
the Threat or Use of Nuclear Weapons, ICJ Reports 1996, para 89.

Art. 2 and Art. 3 Convention Respecting the Rights and Duties of Neutral Powers and Persons in
Case of War on Land (Hague V), 18 October 1907, SR 0.515.21; Art. 2 and Art. 5 Convention
Concerning the Rights and Duties of Neutral Powers in Naval War (Hague XIII), 18 October
1907, SR 0.515.22.

Art. 1 Convention Respecting the Rights and Duties of Neutral Powers and Persons in Case of
War on Land (Hague V), 18 October 1907, SR 0.515.21.

ILC Draft Articles on the Responsibility of States for Internationally Wrongful Acts, August 2001.
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6.2.

the technical and legal aspects of the incident, factoring in the geopolitical context,
and using the entire intelligence spectrum for the purpose of gathering information.
Using this approach, a state can attribute a cyber incident to another state or a private
actor, either publicly or not, and it can decide to take further political measures.

The process described above includes legal attribution, which ascertains
whether a cyber incident can be legally attributed to a state and if that state can be
held responsible under international law in accordance with the rules on state
responsibility; it also concerns how the injured state may respond (known as
countermeasures, see section 6.2). The conduct of any state organ or person exercising
an inherently governmental function is always legally attributable to the state
concerned.?® If a cyber incident is carried out by a non-state actor, it can only be
attributed to a state under certain conditions. In such cases, state responsibility only
arises if the non-state actor acts on the instructions of a state, or under the direction
or control of state organs.?® If this requirement is met, the conduct constitutes an act
by the state and is attributable to that state. The injured state is also permitted to take
countermeasures (see section 6.2). If the required interstate dimension is lacking
however, international law does not in principle permit countermeasures against
another state.

The decision to attribute conduct is at the discretion of the injured state and
there is no obligation under international law to disclose the information leading to
such a decision. Allegations of the organisation or implementation of an unlawful act
against another state should however be substantiated. %

Countermeasures

A state may respond in different ways to unwelcome cyber activities carried out
by another state.

Retorsion allows states to respond to such activities regardless of whether
international law has been violated or not. It refers to unfriendly but lawful measures
in response to unwelcome acts by another state. Typical examples of retorsion include
refraining from signing a trade agreement that would benefit both parties, recalling
an ambassador, or breaking off diplomatic relations as a last resort.

In cases where an act violates international law and can be legally attributed to
a state, the injured state(s) may also take countermeasures in the form of reprisals,
provided that the applicable rules governing state responsibility are observed.?%
Although reprisals are contrary to international law, they are justified in response to
a prior breach of international law. However, such a countermeasure must not violate
certain fundamental substantive obligations such as the prohibition on the use of
force, fundamental human rights, most norms of international humanitarian law,
peremptory norms (jus cogens) and the obligation to respect diplomatic and consular
inviolability.?®® Military force, i.e. measures leading to loss of life and limb, are
therefore prohibited.
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Art. 4 and Art. 5 ILC Draft Articles on the Responsibility of States for Internationally Wrongful
Acts, August 2001.

Art. 8 ILC Draft Articles on the Responsibility of States for Internationally Wrongful Acts, Au-
gust 2001.

UN GGE 2015 Report, para. 28 f.

ILC Draft Articles on the Responsibility of States for Internationally Wrongful Acts, August 2001.
Unless prohibited by international law, countermeasures are subject to strict conditions.

Art. 50 ILC Draft Articles on the Responsibility of States for Internationally Wrongful Acts, Au-
gust 2001.
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Countermeasures must impose a (legal) disadvantage aimed at prompting the
state concerned to cease its conduct that is in breach of international law and/or to
make reparations. In principle, the responsible state can only impose countermeasures
if it has first called for the violation(s) to cease and has announced what measures it
is planning to take. Exceptions may be made for cyber operations requiring an
immediate response in order for the injured state to enforce its rights and prevent
further damage. Countermeasures must always be proportional, whatever the
circumstances.

A countermeasure in response to a cyber incident does not necessarily have to
take place in the cyber domain. In accordance with the rules governing state
responsibility, other measures that aim to enforce the responsible state’s compliance
with its international obligations are also permissible. Cyber countermeasures do not
have to directly target the computer system originally used to commit the incident in
question; injured states are permitted to take other measures as long as they are aimed
at the responsible state ceasing its conduct that is in breach of international law. This
means that depending on the specific circumstances, it may be permissible under
international law to use cyber countermeasures to block the computer system abroad
originally used to commit the incident. Likewise, in some cases it may be permissible
to compromise computer systems abroad even if they were not the original source of
the incident.

In addition to countermeasures, the rules governing state responsibility also
provide for special circumstances precluding the wrongfulness of conduct that would
otherwise not be in conformity with the international obligations of the state
concerned. For example, a state may be exempted from complying with such an
obligation if it is the only way for it to safeguard its essential interests from grave and
imminent peril. Therefore the narrowly defined exceptions provided for by the rules
governing state responsibility may also apply in the context of cyber operations. 2%

Due diligence

The principle of due diligence has evolved over a long period of time.
Switzerland views due diligence as part of customary international law and applicable
to cyberspace. The ICJ describes the concept of due diligence as a standard of conduct
meaning “every State’s obligation not to allow knowingly its territory to be used for
acts contrary to the rights of other States.”?®® The doctrine of due diligence reflects
fundamental principles of international law (including state sovereignty, equality,
territorial integrity and non-interference).

The principle of due diligence is also applicable to cyberspace. Consequently, a
state that is or should be aware of cyber incidents that violate the rights of another
state is obliged to take all reasonable measures that are appropriate to stop or
minimise the risks of such incidents. Due diligence is a variable standard and depends
on the capacities and capabilities of a state as well as the particular circumstances of
each case. Territorial states are obliged to use all reasonable means to prevent serious
harm being caused to another state by activities taking place within their territory or
in an area under their effective control. This makes due diligence an obligation of
conduct, not of result. If the aforementioned conditions exist, the state in question is
obliged under international law to close any loopholes immediately and assist in
intercepting and tracing the incident.
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Chapter V, ILC Draft Articles on the Responsibility of States for Internationally Wrongful Acts,
August 2001.

Corfu Channel case, ICJ Reports 1949, para. 44. Due diligence is both a general principle of inter-
national law, widely recognised as part of customary international law, and a prominent legal
element in various international agreements where it has been enshrined, defined and further
developed (e.g. environmental law, human rights law, IHL, global health law).
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Due diligence applies in particular to actions by private individuals that violate
the rights of other states (e.g. hackers) and cannot be (clearly) attributed to the state
in accordance with the rules of attribution (see section 6.1). If the aforementioned
conditions exist and the state in question fails to fulfil due diligence requirements, the
injured state may take countermeasures in accordance with the rules governing state
responsibility in order to induce the responsible state to meet its obligations. Possible
countermeasures outlined above may be taken both outside and inside the cyber
domain. The responsible state may also be required to make reparations. 23

Human rights

Human rights are a cornerstone of international law. They are enshrined in a
number of treaties including the UN Covenant on Civil and Political Rights (ICCPR)
and the European Convention on Human Rights (ECHR). Fundamental human rights
are also part of customary international law and can in part be categorised as jus
cogens. Today, state obligations in respect of human rights have several dimensions.
States must refrain from interfering with human rights (obligation to respect), protect
individuals and groups against any such interference by third parties (obligation to
protect) and take positive action to facilitate the enjoyment of basic human rights
(obligation to fulfil).

Human rights also apply in the digital space and are a key pillar in the
international regulatory framework for digitalisation. Individuals therefore have the
same rights in the digital space as they do in physical space. This also applies to state
security activities in cyberspace i.e. part of the digital space. Human rights obligations
are equally binding upon states operating in cyberspace as in physical space. This also
applies when the cyber operation in question is being carried out extraterritorially, to
the extent that the States exercise their sovereign authority in doing so. If a cyber-
related activity results in a violation of human rights, the victim will in principle have
recourse to the enforcement mechanisms of the applicable domestic and international
treaties in the same way as if the violation had been committed in physical space.
Human rights monitoring bodies and tribunals can expand the scope and applicability
of human rights in their practice.

A number of specific human rights may be particularly affected by cyber-related
activities. An individual’s right of access to information, right to privacy, or freedom
of expression for example, could be restricted because of cyber operations or other
cyber-related measures.

A state must be able to justify restricting these or other human rights in
cyberspace based on the same rules that apply in physical space. In principle, any act
of state interference requires an adequate legal basis. The state must also be able to
demonstrate that in the balance of interests its actions are appropriate, necessary and
reasonable in order to meet a legitimate objective.

Switzerland considers the applicability of human rights to cyberspace to be an
unequivocal principle. However, new questions may arise when considering how this
applies in individual cases. For example, if cyber-related activities are used to block
access to social media, the question of freedom of expression may need to be
clarified — at what point can this legally protected right be interfered with? Can the
individual continue to exercise this right through alternative communication
channels? To what extent are private actors also bound by human rights obligations?
Human rights bodies need to develop their work in this field in order to ensure the
application of human rights in cyberspace.
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Art. 31, ILC Draft Articles on the Responsibility of States for Internationally Wrongful Acts, Au-
gust 2001.
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International humanitarian law

Switzerland considers international law to be applicable to cyberspace, which
includes the application of IHL in the context of armed conflicts. Switzerland’s
foreign policy priorities include ensuring respect as well as strengthening and
promoting THL. Switzerland is well known for its neutrality, humanitarian tradition
and role as depositary of the Geneva Convention. This position paper therefore
addresses THL issues in greater depth.

Applicability of IHL

IHL is applicable once an international or non-international armed conflict de
facto exists. It is applicable in any armed conflict and to all parties to a conflict. IHL
addresses the realities of war without considering the reasons for or the legality of the
use of force. It does not deal with the legality of war, nor does it legitimise the use of
force between states. 25’ The purpose of IHL is to regulate the conduct of hostilities
and to protect victims of armed conflict, in particular by restricting the use of certain
means and methods of warfare. The ICJ clearly stated that the established principles
and rules of THL apply to “all forms of warfare and to all kinds of weapons, those of

the past, those of the present and those of the future”.?#

This is applicable to cyberspace in the same way as for traditional and new
operational spaces (outer space, airspace, land, maritime space, electromagnetic
space, information space). IHL is therefore the main body of international law
governing cyber operations that have a connection with an armed conflict.
Implementing IHL effectively contributes to ensuring international security. Existing
IHL, particularly its fundamental principles, places important limits on the execution
of cyber operations in armed conflicts.

Fundamental IHL provisions regulating the conduct of hostilities
Principle concerning the means and methods of warfare

IHL prohibits or restricts means (weapons) and methods of warfare through
general principles — regulating conduct or prohibiting certain effects — and specific
rules addressing particular means and methods of warfare. As regards weapons, IHL
distinguishes between the legality of a particular type of weapon (weapons law) and
the legality of how it is used (law of targeting). The inherent characteristics of certain
weapon categories entail that their use — in some or all circumstances — is unlawful
per se. The admissibility of all other weapons depends on whether their use is in
conformity with THL.

This is also applicable to cyberspace. In fact, developing or using new means
and methods of warfare must be in compliance with existing international law,
particularly IHL. This is true even if a weapon is not covered by a specific norm and
the treaty provisions governing the conduct of hostilities do not explicitly refer to
new technologies. The customary rules of IHL apply equally to all means and methods
of warfare, including in cyberspace. Indeed, it is a long standing principle that the
right of parties to an armed conflict to choose methods or means of warfare is not
unlimited.
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Any use of force between states is governed by the UN Charter and relevant customary interna-
tional law (see above, section 1.4).

Advisory Opinion on the Legality of the Threat or Use of Nuclear Weapons, ICJ Reports 1996,
para. 86; “all forms of warfare and to all kinds of weapons, those of the past, those of the present
and those of the future.”
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2.2

2.3

Legality of a particular type of weapon

IHL stipulates that any means or method of warfare possessing one or more of
the following characteristics is inherently unlawful if:

(1) it is of a nature to cause superfluous injury or unnecessary suffering;

(2) it is indiscriminate by nature, because it cannot be directed against a
specific military objective or its effects cannot be limited as required by IHL;

3) it is intended, or may be expected, to cause widespread, long-term or
severe damage to the natural environment; or

(4) it is specifically prohibited by treaty or customary international law.

This is applicable to cyberspace and, therefore, to cyber means and methods of
warfare.

Legality of the manner in which the weapon is employed

With regard to the lawful use of cyber means and methods of warfare, the rules
and principles governing the conduct of hostilities must be respected. Belligerents
must in particular comply with the principles of distinction, proportionality and
precaution by:

(1) distinguishing between military objectives on the one hand, and civilians
or civilian objects on the other hand and, in case of doubt, presume civilian status;

(2) evaluating whether the incidental harm expected to be inflicted on the
civilian population or civilian objects would be excessive in relation to the concrete
and direct military advantage anticipated from that particular attack;;

3) taking all feasible precautions to spare civilians and civilian objects.

This is also applicable in cyberspace, when using cyber means and methods of
warfare. The aforementioned principles are applicable in particular to cyber
operations that amount to an attack within the meaning of IHL i.e. acts of violence
against the adversary, whether in offence or defence. What exactly constitutes a
‘cyber attack’ in an armed conflict has yet to be clarified. It encompasses at the very
least cyber operations that are reasonably expected to cause, directly or indirectly,
injury or death to persons, or physical damage or destruction to objects. The question,
how exactly data is protected in the absence of such physical damage, remains a
challenge. In practice, a responsible actor should generally be able to assess the
potential impact of their actions and any resulting damage. As this estimation
depends, amongst other things, largely on the information available at the time when
decisions about an operation are taken, the obligation to take all precautionary
measures practically possible to spare civilians and civilian objects plays a
particularly important role in the use of cyber means and methods of warfare.

Other IHL provisions

Full compliance with IHL is not limited to the rules and principles governing
the conduct of hostilities. There are other specific rules of IHL that must be respected,
including when conducting military operations that do not qualify as an ‘attack’. For
example, certain categories of persons and objects are subject to special protection,
such as medical, religious or humanitarian personnel and objects, which must be
respected and protected in all circumstances.

This is also applicable to cyberspace. For cyber operations that are linked to any
of these specially protected persons or objects, or to other activities governed by THL,
all of the relevant, specific rules must be observed.
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Ensuring respect for IHL

States and parties to a conflict have an overarching obligation to “respect and
ensure respect” for IHL “in all circumstances”. It is uncontested that preparatory
measures must be taken to implement IHL and that its implementation needs to be
supervised. This requires states and parties to a conflict, inter alia, to take measures
to ensure that the development and use of means and methods of warfare fully comply
with IHL, and to prevent outcomes that would be unlawful.

This is also applicable to cyberspace and the cyber means and methods of
warfare. As with any other weapon, means or method of warfare, States have the
positive obligation to determine, in their study, development, acquisition or adoption,
whether their employment would, in some or all circumstances, violate existing
international law.. In this regard, the obligation to assess the legality of a new weapon
as set out in Art. 36 of Additional Protocol I to the Geneva Conventions®® is an
important element to prevent or restrict the development and employment of new
cyber weapons that would fail to meet in particular the obligations set out above.

**kxk

Introduction

Dans les travaux du groupe d’experts gouvernementaux des Nations Unies
chargé d’examiner les progrés de I’informatique et des télécommunications dans le
contexte de la sécurité internationale pour la période 2019-2021 (nommé ci-apres « le
GEG »), la dimension de politique de sécurité de I’espace numérique (cybersécurité)
et les régles du droit international applicables dans ce contexte sont au premier rang
des préoccupations des Etats?*°. La notion de cyberespace désigne la partie de I’espace
numeérique qui concerne la dimension de politique de sécurité. La prise de position de
la Suisse traite d’abord de questions liées au droit international général, y compris les
droits de I’homme (partie 1), puis se concentre sur des questions relevant du droit
international humanitaire (partie I1).

La Suisse ceuvre a batir et a garantir un cyberespace ouvert, libre, sir et
pacifique, et & promouvoir la reconnaissance, le respect et I’application du droit
international dans cet espace?’. 1l est dans I’intérét conjoint de tous les Etats de
s’assurer que le cyberespace est régi selon les principes de I’état de droit et que
I’utilisation qui en est faite est pacifique. Du point de vue de la Suisse, le droit
international s’applique dans le cyberespace. La Suisse se félicite donc du consensus
des GEGs précédents approuvé par les Etats membres de I’ Assemblée générale des
Nations Unies?*, selon lequel le droit international et en particulier la Charte des
Nations Unies s’applique dans son intégralité dans le cyberespace?®. Elle salue aussi
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Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the Protection
of Victims of International Armed Conflicts (Protocol 1), SR 0.518.521.

Concernant I’engagement de la Suisse en faveur d’une réglementation internationale applicable a
I’espace numérique en général, se référer a la stratégie de politique extérieure numérique 2021-
2024 et en particulier a I’annexe 4. (https://www.eda.admin.ch/dam/eda/fr/documents/ publica-
tions/Schweizerische Aussenpolitik/20201104-strategie-digitalaussenpolitik FR.pdf).

Objectif 4.4 de la stratégie de politique extérieure 2020-2023 et point 4.3 de la stratégie de poli-
tique extérieure numérique 2021-2024.

Résolution A/70/237.

Rapport 2013 (UNDOC A/68/98, par. 19) et rapport 2015 (UNDOC A/70/174, par. 24 et 28¢c) du
groupe d’experts gouvernementaux chargé d’examiner les progrés de I’informatique et des télé-
communications dans le contexte de la sécurité internationale.
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la confirmation de ce consensus dans le rapport du 18 mars 2021%* du groupe de
travail a composition non limitée 2019-2021.

La Suisse considére que les positions nationales des Etats contribuent de
maniere significative a concrétiser davantage I’application du droit international dans
le cyberespace. Sa prise de position présente un apercu général de la question, qui
n’est ni définitif ni complet. Outre les positions nationales, il est essentiel de
continuer a clarifier la maniére dont le droit international est applicable dans le
cyberespace. L’application concréte du droit international dans le cyberespace passe
aussi et surtout par des échanges étroits entre les Etats dans un cadre multilatéral.
Comme I’appréciation d’un cyberincident du point de vue du droit international n’est
possible qu’a la lumiere de ses circonstances concretes, les regles du droit
international évoquées ci-apres doivent étre interprétées et appliquées au cas par cas.

Les régles évoquées ci-aprés revétent une importance particuliére dans le
contexte de la cybersécurité.

Droit international général

Reglement pacifique des différends

Conformément a I’art. 2, par. 3, et a I’art. 33 de la Charte des Nations Unies,
les différends susceptibles de menacer le maintien de la paix et de la sécurité
internationales doivent étre réglés par des moyens pacifiques, comme une démarche
diplomatique, ne arbitrage ou la saisine de la Cour internationale de Justice (CIJ). En
tant que pays neutre avec un engagement et une expérience de longue date dans le
domaine des bons offices, la Suisse s’investit afin que le principe du réglement
pacifique des différends soit respecté dans le cyberespace également, soulignant ainsi
que I’objectif premier est I’utilisation pacifique de cet espace. Elle salue donc le fait
que le rapport 2015 du GEG et le rapport du groupe de travail & composition non
limitée 2019-2021 ont confirmé que le réglement pacifique des différends, qui est
I’un des principes centraux de la Charte des Nations Unies, s’applique également dans
le cyberespace. Les différends dans le cyberespace doivent donc y étre réglés par des
moyens pacifiques et non par des mesures unilatérales.

Souveraineté

La souveraineté est un principe fondamental du droit international. D’une part,
elle désigne la compétence des Etats a déterminer, appliquer et imposer leur ordre
juridique dans les limites de leur territoire. D autre part, elle implique que les Etats
coexistent indépendamment les uns des autres et sur un pied d’égalité. Il découle du
principe de souveraineté que chaque Etat a droit au respect de son intégrité territoriale
et qu’il est protégé contre toute ingérence?®. Chaque Etat doit de fait ne pas porter
atteinte a la souveraineté d’un autre Etat?*®. De la souveraineté découle donc une régle
primaire et contraignante du droit international, dont la violation constitue un acte
contraire au droit international et engage la responsabilité de I’Etat auquel I’acte est
attribué.
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Rapport 2021 (UNDOC A/75/816, par. 8) du groupe de travail a composition non limitée sur les
progres de I’informatique et des télécommunications dans le contexte de la sécurité internatio-
nale.

Affaire de 1’ile de Palmas (1928), p. 838. Sous la notion d’indépendance, 1’art. 2, al. 1, de la
Constitution fédérale de la Confédération suisse reconnait a un Etat souverain au sens du droit
international la compétence exclusive de définir et d’imposer le droit qui s’applique sur I’en-
semble de son territoire.

Activités militaires et paramilitaires au Nicaragua et contre celui-ci, arrét, C1J Recueil 1986,
par. 292.
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La souveraineté étatique s’applique également dans le cyberespace?*’. Comme
ce dernier ne connait pas de frontiéres territoriales clairement délimitées, la
concrétisation du principe de souveraineté y représente un défi particulier. La
question est notamment de savoir quels Etats exercent leur juridiction sur des données
numériques ou ont acces a de telles données. Il convient également de s’intéresser au
contrdle Iégitime des données numériques et au droit d’accéder a des données qui,
selon les circonstances, peuvent étre stockées sur un autre territoire ou dont la
localisation géographique n’est pas possible. En matiére de cybersécurité, le principe
de souveraineté appliqué aux relations entre Etats permet toutefois d’identifier
différents domaines protégés contre les cyberopérations. Ainsi, la souveraineté
protege I’infrastructure des technologies de I’information et de la communication
(TIC) située sur le territoire de I’Etat souverain contre les intrusions non autorisées
et les dégats matériels. Sont donc protégés les réseaux informatiques, les systemes et
les logiciels qui composent les infrastructures TIC, qu’elles soient privées ou
publiques.

La Suisse reconnait que la concrétisation de ce qui constitue, dans le
cyberespace, une violation d’un domaine protégé par la souveraineté étatique
représente un défi particulier et n’est pas encore définitivement tranchée. De son point
de vue, I’appréciation d’une telle violation doit notamment se fonder sur deux
critéres. 1l convient de vérifier, d’une part, si I’incident viole I’intégrité territoriale
d’un Etat et, d’autre part, s’il constitue une ingérence dans une fonction intrinséque
de cet Etat, voire une appropriation illicite de celle-ci. La compréhension exacte de
ces criteres est une question d’interprétation devant faire 1’objet de discussions.
Doivent notamment étre discutés les cas dans lesquels le fonctionnement d’une
infrastructure ou de son matériel connexe est altéré ou limité, les cas dans lesquels la
modification ou la suppression de données entrave I’exécution de fonctions
intrinséques de I’Etat (p. ex. fourniture de prestations sociales, tenue d’élections et
de votations, prélévement de 1’impot) et les cas dans lesquels un Etat, par I’emploi
coordonné de méthodes légales et illégales dans le cyberespace (p. ex. propagande,
désinformation, opérations secretes des services de renseignements), tente
d’influencer, de perturber ou de retarder des processus décisionnels démocratiques
dans un autre Etat. L appréciation du cas individuel considéré dépend de la nature du
cyberincident et de ses conséquences.

Non-intervention

Le principe de non-intervention découle du principe de I’égalité souveraine des
Etats (art. 2, par. 1, de la Charte des Nations Unies) et fait partie intégrante du droit
international coutumier?®. Par intervention, on désigne I’ingérence directe ou
indirecte d’un Etat, par des moyens de contrainte, dans les affaires intérieures ou
extérieures d’un autre Etat. Sont visées les affaires relevant de la compétence
exclusive de I’Etat (domaine réservé). Le domaine protégé par le principe de non-
intervention englobe notamment les affaires intérieures d’un Etat que sont le choix
de son systéeme politique, économique, social et culturel et I’élaboration de sa
politique extérieure. Contrairement a la violation de souveraineté, la violation du
principe de non-intervention suppose un élément de contrainte : par son intervention,
un Etat tente d’amener un autre Etat & agir (action ou omission) autrement qu’il ne
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Rapports 2013 (par. 20) et 2015 (par. 27 et 28b) du GEG

Déclaration A/RES/2625 (XXV) du 24 octobre 1970 relative aux principes du droit international
touchant les relations amicales et la coopération entre les Etats conformément a la Charte des
Nations Unies ; Activités militaires et paramilitaires au Nicaragua et contre celui-ci, arrét, CIJ
Recueil 1986, par. 202.
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I’aurait fait en I’absence de cette contrainte?*. Ainsi, le seuil de violation du principe
de non-intervention est sensiblement plus élevé que celui d’une violation de
souveraineté.

Le principe de non-intervention s’applique également dans le cyberespace, ou
les actes d’un Etat peuvent constituer, si les conditions correspondantes sont réunies,
outre une violation de souveraineté, une ingérence politique ou économique non
autorisée dans les affaires intérieures ou extérieures d’un autre Etat. lls peuvent
enfreindre ainsi le principe de non-intervention du droit international®®. La limite
entre I’action autorisée et la contrainte illicite doit étre appréciée au cas par cas. Cela
concerne en particulier la contrainte de nature économique, qui consiste par exemple
a paralyser des entreprises d’importance systémique par I’intermédiaire d’une
cyberopération. Un examen individuel est nécessaire afin d’établir si la
cyberopération comprend un élément de contrainte et, donc, si elle porte atteinte au
principe de non-intervention.

Interdiction du recours a la force et droit de Iégitime défense

L’un des principes fondamentaux de la Charte des Nations Unies est
I’interdiction de recourir & la force (art. 2, par. 4). Des exceptions sont prévues si le
Conseil de sécurité des Nations Unies estime nécessaire I’emploi de la force (art. 42)
ou si les conditions strictes qui encadrent I’exercice du droit de légitime défense sont
réunies (art. 51).

L’interdiction de recourir a la force et le droit de 1égitime défense s’appliquent
également dans le cyberespace. Le droit de 1égitime défense ne peut étre exercé que
si I’Etat intéressé a été victime d’une agression armée. Selon la jurisprudence de la
ClJ, toute violation de P’interdiction de recourir a la force ne constitue pas
systématiquement une agression armée. Seules sont concernées les formes les plus
graves d’emploi de la force, ce qui signifie que I’intensité et les effets de I’agression
doivent atteindre une certaine gravité®!. Selon cette méme jurisprudence, une
agression armée ne doit pas nécessairement étre commise a |’aide de moyens ou
d’armes cinétiques, car le moyen employé ne constitue pas un critére déterminant??,
Un Etat peut exercer son droit de légitime défense en réaction a un cyberincident qui,
au vu de la gravité des dégats matériels ou des dommages aux personnes (blessées ou
tuées), s’apparente dans son intensité et ses effets a une agression armée cinétique. Il
n’existe pas de seuils quantitatifs et qualitatifs contraignants au-dela desquels
I’intensité et les effets d’un emploi de la force qualifient une agression armée. Les
discussions visant a caractériser une agression armée dans le cyberespace tendent a
assimiler son intensité et ses effets a ceux d’une attaque contre une infrastructure
critique (p. ex. une centrale nucléaire ou un réseau électrique) causant des dommages
considérables aux personnes et/ou aux biens matériels.

En cas d’agression armée, I’interprétation de I’interdiction de recourir a la force
et du droit de lIégitime défense doit tenir compte des objectifs de la Charte des Nations
Unies — a savoir le maintien et, s’il y a lieu, le rétablissement de la paix et de la
sécurité internationales. Méme en cas d’agression armée, seuls sont autorisés les actes
qui sont nécessaires et proportionnés pour se défendre contre I’agresseur. Le droit de
Iégitime défense s’applique jusqu’a ce que le Conseil de sécurité de I’ONU ait pris
les mesures nécessaires pour maintenir la paix et la sécurité internationales (art. 51
de la Charte des Nations Unies). Si la Iégitime défense sort de ce cadre, elle constitue
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Activités militaires et paramilitaires au Nicaragua et contre celui-ci, arrét, CIJ Recueil 1986, par. 202.

Commentaires relatifs a 1’ordonnance du 30 janvier 2019 sur la cyberdéfense militaire (OCMil,
RS 510.921).

Activités militaires et paramilitaires au Nicaragua et contre celui-ci, arrét, CIJ Recueil 1986, par. 195.

Licéité de la menace ou de I’emploi d’armes nucléaires, avis consultatif, CIJ Recueil 1996, par. 39.
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elle-méme un emploi illicite de la force. Si le seuil de I’agression armée n’est pas
franchi, I’Etat intéressé a droit de prendre des contre-mesures non violentes
immédiates et proportionnées (cf. point 6.2).

Neutralité

La Suisse estime que les droits et les devoirs d’un Etat neutre dans le contexte
d’un conflit armé international sont en principe applicables dans le cyberespace
également?3, L Etat neutre a le devoir d’empécher que I’utilisation de son territoire
par une partie au conflit porte atteinte a sa neutralité, et les parties au conflit ont
I’obligation de respecter son intégrité territoriale. 1l s’ensuit que les parties au conflit
ne sont pas autorisées & mener des cyberopérations en lien avec le conflit a partir
d’installations situées sur le territoire d’un Etat neutre ou placées sous son controle
exclusif?®*. Il leur est également interdit de prendre le contréle de systémes
informatiques appartenant a I’Etat neutre pour conduire de telles opérations?%®.

En raison de sa dimension transnationale globale, le cyberespace pose certaines
limites aux droits et aux devoirs territoriaux des Etats neutres. Car s’il est possible
d’interdire I’entrée d’un espace aérien a des aéronefs spécifiques, il est impossible de
procéder de la méme fagon avec les données circulant sur Internet. D’autant que
certaines données ne sont pas transmises uniquement par des cables terrestres mais
aussi par des satellites qui, parce qu’ils se situent dans I’espace, échappent au champ
d’application du droit de la neutralite. Ces éléments doivent étre pris en considération
lorsque les droits et les devoirs des Etats neutres sont appliqués au cyberespace.

Il est fondamentalement interdit aux parties au conflit d’endommager les
réseaux de données des pays neutres en raison des hostilités qu’elles ménent via les
réseaux informatiques. Un Etat neutre n’est pas autorisé a soutenir les parties au
conflit par I’envoi de troupes ou avec ses propres armes. Transposée aux
cyberactivités militaires dans le contexte d’un conflit armé international, cette
interdiction signifie qu’un pays neutre doit empécher I’utilisation par les parties au
conflit de ses propres systemes et réseaux controlés militairement. En général, les
réseaux militaires sont protégés et ne sont pas librement accessibles.

Responsabilité de I’Etat

Les regles sur la responsabilité de I’Etat refletent essentiellement le droit
international coutumier et sont largement reproduites dans le projet de la Commission
du droit international®®. Ces regles sont également applicables aux cyberincidents.
Elles prévoient que tout fait internationalement illicite de I’Etat engage sa
responsabilité internationale et donne droit a la réparation intégrale du préjudice. Cela
ne s’applique que lorsqu’un comportement consistant en une action ou une omission
est attribuable & I’Etat en vertu du droit international et constitue une violation d’une
obligation internationale de I’Etat.
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Licéité de la menace ou de I’emploi d’armes nucléaires, avis consultatif, CIJ Recueil 1996,
par. 89 : « La Cour estime que, comme dans le cas des principes du droit humanitaire applicable
dans les conflits armés, le droit international ne laisse aucun doute quant au fait que le principe de
neutralité — quel qu’en soit le contenu —, qui a un caractére fondamental analogue a celui des prin-
cipes et régles humanitaires, s’applique (sous réserve des dispositions pertinentes de la Charte des
Nations Unies) a tous les conflits armés internationaux, quel que soit le type d’arme utilisé. »

Art. 2 et 3 de la Convention du 18 octobre 1907 concernant les droits et les devoirs des Puis-
sances et des personnes neutres en cas de guerre sur terre (RS 0.515.21) et art. 2 et 5 de la Con-
vention du 18 octobre 1907 concernant les droits et les devoirs des Puissances neutres en cas de
guerre maritime (RS 0.515.22).

Art. 1 de la Convention du 18 octobre 1907 concernant les droits et les devoirs des Puissances et
des personnes neutres en cas de guerre sur terre (RS 0.515.21).

Projet d’articles de la CDI sur la responsabilité de 1’Etat pour fait internationalement illicite (aott
2001)
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6.1.

6.2.

Attribution

L’ attribution d’un cyberincident relevant de la politique de sécurité suppose
d’identifier I’auteur de I’acte au moyen d’une procédure interdisciplinaire globale qui
analyse les caractéristiques techniques et juridiques de I’incident, prend en
considération le contexte géopolitique et utilise I’ensemble des activités de
renseignements pour acquérir des informations. Sur cette base, I’Etat lésé par
I’incident peut I’attribuer, publiquement ou non, & un autre Etat ou & un acteur privé
et décider d’autres mesures politiques.

L’attribution du point de vue juridique est un volet de I’analyse décrite ci-
dessus. Elle détermine si le cyberincident peut étre juridiqguement attribué a un autre
Etat en vertu du droit international, si la responsabilité de cet autre Etat peut étre
engagée en application des régles énoncées par la CDI et comment |’Etat Iésé est
autorisé a y répondre dans les limites du droit international (cf. point 6.2 concernant
les contre-mesures). Le comportement des organes de I’Etat et des personnes ou
entités habilitées par le droit de cet Etat a exercer des prérogatives de puissance
publique est considéré comme un fait de I’Etat d’aprés le droit international®’. Un
cyberincident causé par un acteur non-étatique peut également étre attribué a I’Etat si
cet acteur agit en fait sur les instructions d’un I’Etat, ou sous la direction ou le contrdle
de celui-ci. 28, Ce comportement de I’acteur non-étatique doit alors étre considéré
comme un fait de I’Etat, ce qui autorise le pays Iésé a prendre des contre-mesures (cf.
point 6.2). En vertu du droit international, toute contre-mesure envers un autre Etat
suppose toutefois que I’incident ait une dimension interétatique.

Les décisions découlant d’une telle attribution sont laissées a I’appréciation de
I’Etat Iésé. Le droit international n’impose aucunement a cet Etat de rendre publiques
les informations I’ayant conduit a prendre ces décisions. Pour autant, toute accusation
d’organiser et d’exécuter des actes illicites portée contre un Etat doit étre étayée?®.

Contre-mesures

Un Etat Iésé par les actes indésirables d’un autre Etat dans le cyberespace doit
réagir de maniére proportionnée et propre aux faits d’espece.

L Etat Iésé est autorisé a user de rétorsion dans tous les cas, que I’acte
indésirable constitue ou non une violation du droit international. Les mesures de
rétorsion se définissent comme des mesures hostiles mais conformes au droit
international, prises en réaction a la commission d’un acte indésirable par un autre
Etat. Il s’agit ordinairement de refuser un accord commercial intéressant pour cet
autre Etat, de rappeler son ambassadeur ou, en dernier recours, de rompre les relations
diplomatiques avec cet Etat.

Si I’acte est juridiquement attribué et s’il est contraire au droit international,
I’Etat 1ésé est autorisé a prendre des contre-mesures dans le respect des régles de la
CDI définissant la responsabilité de I’Etat®®. Les contre-mesures sont des mesures
intrinséquement contraires au droit international, qui se justifient toutefois lorsqu’un
Etat réagit a une violation préalable du droit international par un autre Etat. Les
contre-mesures ne peuvent néanmoins porter aucune atteinte a certaines obligations
fondamentales telles que I’interdiction du recours a la force, la protection des droits
de I’homme fondamentaux et I’obligation de respecter les normes du droit
international humanitaire, les régles de ius cogens et le principe d’inviolabilité des
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Art. 4 et 5 du Projet d’articles de la CDI (aotlt 2001).

Art. 8 du Projet d’articles de la CDI (aout 2001).

Rapport 2015 du GEG (par. 28f).

Projet d’articles de la CDI sur la responsabilité de 1’Etat pour fait internationalement illicite (aott
2001). Si tant est qu’elles ne soient pas interdites par le droit international, les contre-mesures
sont assorties de conditions strictes.
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missions diplomatiques et consulaires??, 1l est donc exclu de faire usage de la force
militaire, c’est-a-dire de prendre des mesures conduisant a la perte de vies humaines.

Les contre-mesures doivent toujours avoir pour but d’amener I’autre Etat, par
I’imposition de sanctions (juridigques), a faire cesser son comportement violant le droit
international et/ou a le réparer. En principe, elles ne peuvent étre mises en ceuvre que
si elles ont été annoncées et si I’autre Etat a été préalablement enjoint de faire cesser
son comportement. Dans le contexte des cyberopérations, il est possible de déroger a
cette régle si I’Etat 1ésé doit prendre des contre-mesures immédiates afin de préserver
ses droits et d’éviter d’autres dommages. Dans tous les cas, les contre-mesures
doivent étre proportionnelles au préjudice subi.

Les contre-mesures en réaction a un cyberincident ne doivent pas
nécessairement étre prises dans le domaine cyber : d’aprés les regles définissant la
responsabilité de I’Etat, d’autres types de contre-mesure sont autorisés pour amener
I’autre Etat a s’acquitter des obligations qui lui incombent en vertu du droit
international. Si les contre-mesures interviennent dans le domaine cyber, elles ne
doivent pas nécessairement viser le systeme informatique a I’origine de I’incident.
D’autres cybermesures sont possibles pourvu qu’elles aient pour objectif d’amener
I’autre Etat & faire cesser le comportement a I’origine de la violation du droit
international. En fonction des circonstances concrétes de I’incident, le droit
international autorise par exemple I’Etat 1ésé a bloquer I’exécution a I’étranger du
systeme informatique incriminé ; dans certains cas individuels, il peut également
I’autoriser a porter atteinte a des systémes informatiques a |’étranger qui ne sont pas
eux-mémes a I’origine du cyberincident.

Conformément aux régles de la CDI sur la responsabilité de I’Etat, certaines
circonstances spéciales peuvent exclure I’illicéité d’un fait de I’Etat non conforme a
I’une de ses obligations internationales. Tel est notamment le cas si un tel fait de
I’Etat constitue pour lui le seul moyen de protéger un intérét essentiel contre un péril
grave et imminent. Dans le cadre strict des exceptions prévues par les regles de la
CDI, I’Etat peut déroger a des obligations internationales dans le contexte de
cyberopérations également??,

6.3.Devoir de diligence

Du point de vue de la Suisse, le devoir de diligence est un principe établi de
longue date qui fait aujourd’hui partie intégrante du droit international coutumier et
s’applique également dans le cyberespace. La CIJ décrit ce standard général de
comportement comme « I’obligation, pour tout Etat, de ne pas laisser utiliser son
territoire aux fins d’actes contraires aux droits d’autres Etats »?%%. Le devoir de
diligence est fidéle aux principes fondamentaux du droit international que sont
notamment la souveraineté étatique, I’égalité, I”intégrité territoriale et la non-ingérence.

Ce principe s’applique aussi dans le cyberespace. Un Etat qui a ou devrait avoir
connaissance de tels actes doit prendre toutes les mesures adéquates et raisonnables
en son pouvoir pour faire cesser les cyberincidents contraires aux droits d’autres Etats
ou pour minimiser leurs risques. Le devoir de diligence est un standard variable qui

Art. 50 du Projet d’articles de la CDI sur la responsabilité de 1’Etat pour fait internationalement
illicite (aotit 2001).

Chap. V du Projet d’articles de la CDI sur la responsabilité de 1’Etat pour fait internationalement
illicite (aotdt 2001).

Affaire du détroit de Corfou, arrét du 9 avril 1949, CI1J Recueil 1949, p. 22. Le devoir de dili-
gence est d’une part un principe général du droit international reconnu comme coutumier et,
d’autre part, une obligation ancrée, concrétisée et développée dans des traités internationaux
relevant de différents domaines (p. ex. droit de I’environnement, droits de I’homme, droit inter-
national humanitaire, droit international de la santé).
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dépend des capacités et des possibilités de chaque Etat et des circonstances
particuliéres de chaque cas. Il oblige I’Etat souverain a engager tous les moyens
raisonnables a sa disposition pour empécher que des activités menées sur son territoire
ou dans une zone sous son contrble effectif portent des préjudices graves a un autre
Etat. En ce sens, le devoir de diligence est une obligation de comportement et non de
résultat. Si les conditions énoncées sont réunies, le droit international oblige I’Etat
responsable a combler immédiatement les failles de protection et & contribuer, par son
aide, a lutter contre I’incident et & le tracer.

Le devoir de diligence concerne en particulier les situations dans lesquelles les
droits d’autres Etats sont enfreints par des actes commis par des entités privées (p. ex.
des groupes de hackers) qu’il n’est pas possible d’imputer clairement & I’Etat selon
le principe d’attribution décrit au point 6.1. Si I’Etat responsable ne remplit pas le
devoir de diligence exigé de lui en pareille situation, I’Etat lésé peut prendre des
contre-mesures conformes aux régles de la CDI sur la responsabilité de I’Etat afin de
I’amener a remplir ses obligations. Ces contre-mesures correspondent aux différentes
options présentées ci-dessus et peuvent étre prises dans le domaine cyber ou en
dehors. L’Etat responsable peut par ailleurs étre tenu de réparer le préjudice .

Droits de I’homme

Les droits de I’homme sont un pilier central du droit international. lls sont
garantis par différents traités internationaux dont le Pacte des Nations Unies relatif
aux droits civils et politiques (Pacte 11 de I’ONU) et la Convention européenne des
droits de I’homme (CEDH). Les droits de I’lhomme fondamentaux font également
partie intégrante du droit international coutumier et constituent pour partie des
normes impératives (ius cogens). Aujourd’hui, les droits de I’lhomme imposent aux
Etats de s’abstenir de toute ingérence dans les droits de I’homme garantis aux
individus (obligation de respecter), de protéger ces droits contre I’ingérence de tiers
(obligation de protéger) et de prendre des mesures positives pour faciliter I’exercice
de ces droits (obligation de mettre en ceuvre).

Les droits de I’homme s’appliquent aussi dans I’espace numérique et sont un
pilier central de la réglementation internationale en matiére de numérisation. Quelles
gue soient les activités numériques considérées, les individus disposent des mémes
droits que dans I’espace physique. Cette regle s’applique également aux activités de
politique sécuritaire que les Etats ménent dans le cyberespace, autrement dit dans un
domaine partiel de I’espace numérique : lorsqu’ils opérent dans le cyberespace, les
Etats sont tenus de remplir leurs obligations en matiére de droits de I’homme
exactement comme dans I’espace physique —y compris lorsque ces cyberopérations
sont extraterritoriales (dés lors que les Etats exercent ce faisant leur souveraineté). Si
des cyberactivités aboutissent a une violation des droits de I’homme, les individus
Iésés disposent en principe des mémes mécanismes d’exécution prévus par le droit
international et applicables a I’échelle nationale que si la violation avait été commise
dans I’espace physique. Dans ce domaine, la pratique des organes internationaux de
contrdle et juridictionnels est appelée a se développer en tenant compte de la portée
et de I’applicabilité des droits de I’homme.

Certains droits de I’homme spécifiques peuvent étre particulierement concernés
par des cyberopérations et autres mesures liées au domaine cyber, dans le sens ou
elles peuvent par exemple limiter le droit des individus a avoir acces a des
informations, a préserver leur vie privée ou a exprimer librement leur opinion.
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Art. 31 du Projet d’articles de la CDI sur la responsabilité de I’Etat pour fait internationalement
illicite (aotit 2001).
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2.1

Les régles selon lesquelles un Etat peut justifier une restriction des droits de
I’homme dans le cyberespace sont identiques aux régles applicables dans I’espace
physique. Cela signifie que la restriction doit avoir une base légale suffisante et que
I’Etat doit établir au moyen d’une pesée des intéréts que son ingérence est adaptée,
nécessaire et raisonnable pour atteindre le but Iégitime visé.

S’il ne fait aucun doute pour la Suisse que les droits de I’hnomme s’exercent
également dans le cyberespace, I’application de ce principe au cas par cas souléve
toutefois de nouvelles questions. Prenons I’exemple d’une cyberactivité bloquant
I’accés a des médias sociaux : s’agit-il d’une ingérence dans le bien public protégé
gu’est la liberté d’expression ? Si oui, a partir de quel stade ? Le droit a la liberté
d’expression peut-il s’exercer par d’autres moyens de communication ? Dans quelle
mesure les acteurs privés sont-ils liés par les droits de I’homme ? Afin de garantir le
respect des droits de I’homme dans le cyberespace, les instances compétentes en
charge de cette thématique doivent encore mener des travaux complémentaires.

Droit international humanitaire

Du point de vue de la Suisse, le droit international est applicable au
cyberespace, ce qui est également valable pour le droit international humanitaire
(DIH) dans le contexte de conflits armés. Le respect, le renforcement et la promotion
du DIH sont des priorités de la politique extérieure de la Suisse — pays qui se
caractérise par sa neutralité, sa tradition humanitaire et son statut d’Etat dépositaire
des Conventions de Geneve. C’est pour cette raison que la Suisse examine plus en
profondeur la question du DIH dans la présente prise de position.

Applicabilité du DIH

Le DIH est applicable lorsqu’un conflit armé, international ou non-
international, existe de fait. Il s’applique & tous les types de conflits armés et a
I’ensemble des parties au conflit. Il s’intéresse aux réalités des conflits,
indépendamment des motifs ou de la licéité du recours a la force. 1l n’apporte aucune
réponse a la question de la licéité des conflits et ne Iégitime aucunement I’emploi de
la force entre Etats?%. Le DIH a pour but de réglementer la conduite des hostilités et
de protéger les victimes de conflits armés, principalement en limitant I’utilisation des
méthodes et moyens de guerre. Selon la Cl1J, les principes et régles établis du DIH
s’appliquent « a toutes les formes de guerre et a toutes les armes, celles du passé,
comme celles du présent et de I’avenir »268,

Cela est valable pour le cyberespace de la méme maniére que pour les théatres
d’opérations conventionnels ou nouveaux (p. ex. espace, air, sol, espace maritime,
espace électromagnétique, espace de I’information). Ainsi, le DIH est la principale
branche du droit international réglementant les cyberopérations en situation de conflits
armés. Sa mise en ceuvre effective contribue a garantir la sécurité internationale. Le
DIH existant, et en particulier ses principes fondamentaux, posent d’importantes limites
a I’exécution de cyberopérations dans le contexte de conflits armés.

Dispositions fondamentales du DIH réglementant la conduite des hostilités

Principe relatif aux méthodes et moyens de guerre

Le DIH restreint ou interdit les méthodes et moyens (armes) de guerre en fixant
d’une part des principes généraux qui réglementent les comportements et prohibent

265

266

Tout recours a la force entre Etats est réglementé par la Charte des Nations Unies et par le droit
international coutumier applicable (cf. point 4 ci-dessus).
Licéité de la menace ou de I’emploi d’armes nucléaires, avis consultatif, CIJ Recueil 1996, par. 86.
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2.2

2.3

la production de certains effets et, d’autre part, des régles spécifiques qui s’appliquent
a des méthodes et moyens de guerre en particulier. S’agissant des armes, le DIH fait
une distinction entre la licéité de I’arme elle-méme (weapons law) et la licéité liée a
son emploi (law of targeting). Les caractéristiques inhérentes a certaines catégories
d’armes impliquent que leur utilisation - dans certaines ou toutes les circonstances -
est illégale en soi. Pour I’ensemble des autres armes, la licéité de I’emploi dépend de
sa conformité avec le DIH.

Cela s’applique également dans le cyberespace. En effet, le développement et
I’emploi de nouvelles méthodes et moyens de guerre doivent respecter le droit
international en vigueur, et en particulier le DIH. Il en va également ainsi si I’arme
n’est pas couverte par une norme spécifique et si les dispositions conventionnelles
réglementant la conduite des hostilités ne se rapportent pas expressément aux
nouvelles technologies. Les régles coutumiéres du DIH sont applicables de maniére
égale & I’ensemble des méthodes et moyens de guerre, donc également dans le
cyberespace. En effet, selon un principe établi de longue date, le droit des parties a
un conflit armé de choisir les méthodes ou moyens de guerre n’est pas illimité.

Licéité d’un type particulier d’armes

En application du DIH, les méthodes et moyens de guerre qui présentent une
ou plusieurs des caractéristiques suivantes sont intrinsequement illicites :

la méthode ou le moyen de guerre
(1) estde nature a causer des maux superflus ;

(2)  produit des effets indiscriminés parce qu’il ne peut pas étre dirigé vers
un objectif militaire déterminé ou parce que ses effets ne peuvent pas étre limités de
la maniére prescrite par le DIH ;

(3)  est congu pour causer, ou dont on peut attendre qu’il causera, des dom-
mages étendus, durables et graves a I’environnement naturel ; ou

(4) estexpressément interdit par le droit conventionnel ou le droit coutumier.

Celas’applique également dans le cyberespace et donc aux méthodes et moyens
de guerre relevant du domaine cyber.

Licéité de I’emploi des méthodes et moyens de guerre

En ce qui concerne I’utilisation licite des moyens et méthodes de guerre
cybernétiques, les régles et principes régissant la conduite des hostilités doivent étre
respectés. Cela signifie que les belligérants doivent respecter en particulier les
principes de distinction, de proportionnalité et de précaution, ¢’est-a-dire :

(1)  distinguer les objectifs militaires, d’une part, et la population civile ou
les biens civils, d’autre part, en présumant du caractére civil en cas de doute ;

(2)  évaluer si les dommages potentiels pour la population civile ou les biens
civils ne seraient pas disproportionnés par rapport a I’avantage militaire direct et con-
cret attendu;

(3) prendre toutes les mesures de précaution pratiquement possibles afin que
les personnes et les biens protégés soient épargnés par les conséquences des opéra-
tions militaires.

Celas’applique également dans le cyberespace lorsque des méthodes et moyens
de guerre relevant du domaine cyber sont utilisés. Ces principes s’appliquent en
particulier aux cyberopérations assimilables a une attaque au sens du DIH, c’est-a-
dire aux actes de violence contre I’adversaire, que ces actes soient offensifs ou
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défensifs. Ce qui constitue une « attaque cyber » dans le contexte d’un conflit armé
reste toutefois a clarifier. Cela comprend pour le moins des cyberopérations dont on
peut raisonnablement s’attendre qu’elles auront pour effet direct ou indirect de blesser
voire de tuer des personnes et/ou d’endommager physiquement voire de détruire des
biens. En I’absence de tels dégats physiques, un des défis qui demeure est de savoir
dans quelle mesure les données sont protégées. Dans la pratique, un acteur conscient
de ses responsabilités devrait pouvoir estimer les effets possibles de ses actions et les
dégats y relatifs. Mais comme cette estimation dépend notamment des informations
disponibles au moment de décider d’une opération, I’obligation de prendre toutes les
mesures de précaution pratiquement possibles pour épargner la population et les biens
civils avant d’employer des méthodes et des moyens de guerre dans le domaine cyber
joue de fait un role particuliéerement important.

Autres dispositions du DIH

L’obligation de respecter pleinement le DIH ne se limite pas aux régles et aux
principes régissant la conduite des hostilités. 1l existe d’autres régles spécifiques du
DIH qui doivent étre respectées, y compris lors d’opérations militaires ne constituant
pas une « attaque ». C’est notamment le cas des personnes et des biens bénéficiant
d’une protection spéciale. Par exemple, le personnel médical, religieux ou humanitaire
et les biens y associés doivent étre respectés et protégés en toutes circonstances.

Cela s’applique également dans le cyberespace. Les cyberopérations affectant des
catégories de personnes ou d’objets particulierement protégées ou d’autres aspects
réglementés par le DIH doivent tenir compte de toutes les regles spécifiques applicables.

Garantie du respect du DIH

Les Etats et les parties & un conflit ont I’obligation fondamentale de « respecter
et faire respecter » le DIH en toutes circonstances. Il est incontesté que des mesures
préparatoires doivent étre prises pour permettre la mise en ceuvre du DIH et que sa
mise en ceuvre doit étre surveillée. Ainsi, les Etats et les parties & un conflit doivent
notamment prendre des mesures afin de s’assurer que le développement et I’emploi
de méthodes et de moyens de guerre respectent strictement le DIH et pour éviter toute
conséquence contraire au droit.

Cela s’applique également au cyberespace et donc aux méthodes et moyens de
guerre relevant du domaine cyber. Comme pour toute autre arme, méthode ou moyens
de guerre, les Etats ont I’obligation positive, lorsqu’ils les étudient, mettent au point,
acquiérent ou adoptent, de déterminer si leur emploi serait susceptible, dans certaines
ou en toutes circonstances, de contrevenir au droit international existant. Dans cette
optique, I’obligation de déterminer la conformité des nouvelles armes avec le DIH
conformément a I’art. 36 du Protocole additionnel aux Conventions de Genéve?’
constitue un élément important pour empécher ou limiter le développement et I’emploi
de nouvelles cyberarmes qui, en particulier, ne rempliraient pas les conditions précitées.
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Protocole additionnel aux Conventions de Genéve du 12 aolt 1949 relatif a la protection des vic-
times des conflits armés internationaux (Protocole 1), RS 0.518.521.
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INTRODUCTION

1. International law is fundamental to maintaining security and stability in cyber-
space and international law applies to States’ conduct in cyberspace on the same basis
as it applies to their other conduct. The application of international law to States’
conduct in cyberspace is clearly recognised by the international community. In the
recent 2021 OEWG report, States reaffirmed their understanding (as already set out
in the 2013 and 2015 GGE reports) that ‘international law, and in particular the Char-
ter of the United Nations, is applicable and is essential to maintaining peace and sta-
bility and promoting an open, secure, stable, accessible and peaceful ICT environ-
ment’.

2. The United Kingdom therefore welcomes the current initiative encouraging
States to submit statements to be annexed to the report of the Governmental Group of
Experts setting out their national positions on how international law applies in cyber-
space. This will assist States in promoting a better understanding of international law
and its development and facilitate greater transparency about, and mutual understand-
ing of, what constitute acceptable behaviours in cyberspace. The greater the clarity
on the boundaries of lawful behaviour, the lower the risk of miscalculation and the
clearer the consequences can be for transgressing them. This statement is intended as
a contribution to this initiative and briefly sets out, on a non-exhaustive basis, the
United Kingdom’s position on a number of specific issues relating to how interna-
tional law applies to States’ conduct in cyberspace.

3. The United Kingdom is committed to a free, open, peaceful and secure cyber-
space. The use of cyberspace is in the interest of States and the international commu-
nity as a whole and States have the right to exercise their cyber capabilities, subject
to any restrictions imposed by international law. While there is no internationally
agreed definition of “cyberspace” it is used in this statement to refer to the sphere of
actions and conduct carried out using the interdependent network of information tech-
nology infrastructures that includes the internet, internet-related telecommunications
networks, computer systems and internet connected devices.?’? The prefix “cyber” is
used in this statement to characterise actions which are carried out using such infor-
mation technology infrastructures.

UN CHARTER

4, The Charter of the United Nations applies to States’ conduct in cyberspace, as
it does to their other conduct.

5. Article 2(4) of the UN Charter prohibits the threat or use of force against the
territorial integrity or political independence of any State or in any other manner in-
consistent with the purposes of the United Nations. Depending on the facts and cir-
cumstances in each case, conduct by States carried out in cyberspace is capable of
constituting a threat or use of force if the actual or threatened conduct has or would
have the same or similar effects of conduct using kinetic means. The circumstances
in which the threat or use of force is not unlawful under international law are the same
irrespective of whether the conduct is by kinetic or cyber means.

212 This definition is broadly based on the definition of cyberspace in HMG’s National Cyber

Security Strategy 2016-2021 which can be found here: https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/attachment_data/file/567242/national_cyber_security_strat
egy_2016.pdf which defines cyberspace as ‘the interdependent network of information
technology infrastructures that includes the Internet, telecommunications networks, computer
systems, internet connected devices and embedded processors and controllers. It may also refer
to the virtual world or domain as an experienced phenomenon, or abstract concept.’
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6. An operation carried out by cyber means may constitute an armed attack giving
rise to the inherent right of individual or collective self-defence, as recognised in
Article 51 of the UN Charter where the scale and effects of the operation are equiva-
lent to those of an armed attack using kinetic means. Factors in considering the scale
and effects of an attack may include the (actual or anticipated) physical destruction
of property, injury and death. The exercise of the inherent right of self-defence against
an imminent or on-going armed attack whether by kinetic or cyber means, may itself
be by cyber or kinetic means and must always fulfil the requirements of necessity and
proportionality. Whether or not to have recourse to the exercise of the inherent right
of self-defence will always be carefully considered having regard to all the circum-
stances.

7. Article 2(3) and the provisions of Chapter VI of the Charter on the peaceful
settlement of disputes can equally apply in relation to States’ activities in cyberspace.
Thus, in accordance with Article 33(1), States that are party to any cyber-related in-
ternational dispute the continuation of which is likely to endanger the maintenance of
international peace and security, shall endeavour to settle such dispute by peaceful
means as described in Article 33 of the Charter: negotiation, enquiry, mediation, con-
ciliation, arbitration, judicial settlement, resort to regional agencies or arrangements,
or other peaceful means of their own choice.

NON-INTERVENTION & SOVEREIGNTY

8. Below the threshold of the threat or use of force, the customary international
law rule prohibiting interventions in the domestic affairs of States applies to States’
operations in cyberspace as it does to their other activities. As set out by the Interna-
tional Court of Justice in its judgment in the Nicaragua case, the purpose of the rule
on non-intervention is to ensure that all States remain free from external coercive
intervention in matters affecting a State’s powers, which are at the heart of a State’s
sovereignty such as the freedom to choose its own political, social, economic and
cultural system.2”

9. As the UK has noted previously, while the precise boundaries of this rule con-
tinue to be the subject of on-going debate, it provides a clearly established basis in
international law for assessing the legality of State conduct. Thus the use of hostile
cyber operations to manipulate the electoral system in another State to alter the results
of an election, to undermine the stability of another State’s financial system or to
target the essential medical services of another State could all, depending on the cir-
cumstances, be in violation of the international law prohibition on intervention.

10. The International Court of Justice has established that a prohibited intervention
is one bearing on matters which each State is permitted, by the principle of State
sovereignty, to decide freely. Sovereignty, as a general principle, is a fundamental
concept in international law. The United Kingdom recalls that any prohibition on the
activities of States whether in relation to cyberspace or other matters, must be clearly
established either in customary international law or in a treaty binding upon the States
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Military and Paramilitary Activities in and against Nicaragua (Nicaragua v United States of
America), Merits, Judgment, ICJ Reports 1986 at para 205: ‘In this respect [the Court] notes that,
in view of the generally accepted formulations, the principle forbids all States or groups of States
to intervene directly or indirectly in internal or external affairs of other States. A prohibited
intervention must accordingly be one bearing on matters in which each State is permitted, by the
principle of State sovereignty to decide freely. One of these is the choice of a political,
economic, social and cultural system, and the formulation of foreign policy. Intervention is
wrongful when it uses methods of coercion in regard to such choices, which must remain free
ones. The element of coercion, which defines, and indeed forms the very essence of, prohibited
intervention, is particularly obvious in the case of an intervention which uses force, either in the
direct form of military action, or in the indirect form of support for subversive or terrorist armed
activities within another State.’
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concerned. The United Kingdom does not consider that the general concept of sover-
eignty by itself provides a sufficient or clear basis for extrapolating a specific rule or
additional prohibition for cyber conduct going beyond that of non-intervention re-
ferred to above. At the same time, the United Kingdom notes that differing viewpoints
on such issues should not prevent States from assessing whether particular situations
amount to internationally wrongful acts and arriving at common conclusions on such
matters.

STATE RESPONSIBILITY & ATTRIBUTION

11. A State is responsible under international law for cyber activities that are at-
tributable to it in accordance with the rules on State responsibility. The responsibility
of a State for activities that occur on its territory including in relation to activities in
cyberspace is therefore determined in accordance with the rules of international law
on State responsibility. As well as bearing responsibility for acts of its organs and
agents, a State is also responsible in accordance with international law where, for
example, a person or a group of persons acts on its instructions or under its direction
or control.

12.  UNGGE Norm 13(c) provides that States should not knowingly allow their ter-
ritory to be used for internationally wrongful acts using information and communica-
tions technology. This norm provides guidance on what may be expected to constitute
appropriate State behaviour. The UK recognises the importance of States taking ap-
propriate, reasonably available, and practicable steps within their capacities to ad-
dress activities that are acknowledged to be harmful in order to enhance the stability
of cyberspace in the interest of all States. But the fact that States have referred to this
as a non-binding norm indicates that there is not yet State practice sufficient to estab-
lish a specific customary international law rule of ‘due diligence’ applicable to activ-
ities in cyberspace.

13. The term ‘attribution’ is used in relation to cyberspace in both a legal and
non-legal sense. It is used in a legal sense to refer to identifying those who are re-
sponsible for an internationally wrongful act. It is also used in a non-legal sense to
describe the identification of actors (including non-state actors) who have carried out
cyber conduct which may be regarded as hostile or malicious but does not necessarily
involve an internationally wrongful act.

14. For the UK, there are technical and diplomatic considerations in determining
whether to attribute publicly such activities in cyberspace. The decision whether to
make a public attribution statement is a matter of policy. Each case is considered on
its merits. The UK will publicly attribute conduct in furtherance of its commitment
to clarity and stability in cyberspace or where it is otherwise in its interests to do so.

15. Whatever the nature of the attribution, there is no general legal obligation re-
quiring a State to publicly disclose any underlying information on which its decision
to attribute conduct is based.

COUNTERMEASURES

16. Resort may be had to countermeasures in response to an internationally wrong-
ful act, in accordance with international law, in relation to States’ activities in cyber-
space as in relation to their other activities. This includes both resorting to counter-
measures against a State whose cyber activities constitute internationally wrongful
acts and carrying out countermeasures by means of cyber operations. Countermeas-
ures need not be symmetrical: where the internationally wrongful act is itself not a
cyber activity, the response may nonetheless involve cyber-based countermeasures
(and vice versa).
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17. An injured State may only take countermeasures against a State which is re-
sponsible for an internationally wrongful act in order to induce that State to comply
with its obligations. Any measures adopted must be commensurate with the injury
suffered. They must be carried out in accordance with the conditions and restrictions
established in international law and must in particular not contravene the prohibition
on the threat or use of force, must be necessary and proportionate to the purpose of
inducing the responsible State to comply with its obligations and must not contravene
any other peremptory norm of international law.

18. The application of international law to the use of countermeasures in cyber-
space must take account of the nature of cyber activities, which might commence and
then cease almost instantaneously or within a short timeframe. In those circum-
stances, a wider pattern of cyber activities might collectively constitute an interna-
tionally wrongful act justifying a response.

19. The UK does not consider that States taking countermeasures are legally
obliged to give prior notice (including by calling on the State responsible for the in-
ternationally wrongful act to comply with international law) in all circumstances.
Prior notice may not be a legal obligation when responding to covert cyber intrusion
with countermeasures or when resort is had to countermeasures which themselves
depend on covert cyber capabilities. In such cases, prior notice could expose highly
sensitive capabilities and prejudice the very effectiveness of the countermeasures in
question. However any decision to resort to countermeasures without prior notice
must be necessary and proportionate to the purpose of inducing compliance in the
circumstances.

INTERNATIONAL HUMAN RIGHTS LAW

20. Human rights obligations apply to States’ activities in cyberspace as they do to
in relation to their other activities. The UK continues to support the view set out in
Human Rights Council Resolution 20/8 that ‘the same rights that people have offline
must also be protected online...’. States have an obligation to act in accordance with
applicable international human rights law, including customary international law, and
international conventions to which they are a party, such as the International Cove-
nant on Civil and Political Rights, other UN treaties, and regional instruments such
as the European Convention on Human Rights.

21. States’ respect for their human rights obligations in relation to their activities
in cyberspace is essential to ensuring an open, secure, stable, accessible and peaceful
environment and certain rights may have particular relevance to States’ activities in
cyberspace including the right not to be subjected to arbitrary or unlawful interference
with privacy, family, home or correspondence, the right to freedom of thought, con-
science and religion and the right to freedom of expression.

INTERNATIONAL HUMANITARIAN LAW (IHL)

22. IHL applies to operations in cyberspace conducted in the furtherance of hostil-
ities in armed conflict just as it does to other military operations.

23. IHL seeks to limit the effects of armed conflict - it protects persons who are
not, or who are no longer, participating in hostilities, and limits the methods and
means of warfare employed by the belligerents. As noted above, recourse to the use
of force in cyberspace is governed by international law other than IHL, in particular
the UN Charter. IHL seeks to limit the effects of armed conflict and it is not therefore
correct that its applicability to cyber operations in armed conflict would encourage
the militarisation of cyberspace.
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24. A cyber operation is capable of being an ‘attack’ under IHL where it has the
same or similar effects to kinetic action that would constitute an attack. Where an
operation in cyberspace amounts to an ‘attack’, the principles of distinction, propor-
tionality, humanity and military necessity apply in the same way as they do to an
attack by any other means. Those responsible for planning, deciding upon, or execut-
ing attacks necessarily have to reach decisions on the basis of their assessment of the
information from all sources which is reasonably available to them at the relevant
time. All relevant rules of IHL must be observed when planning and conducting op-
erations whether by cyber or other means — the complexity of cyber operations is no
excuse for a lower standard of protection to be afforded to civilians and civilian ob-
jects.

25. Civilians are protected from attack unless and for such time as they take a direct
part in hostilities. To the extent that civilians carry out cyber operations in an armed
conflict that amount to attacks, they would lose their protected status under IHL and,
by taking a direct part in hostilities, become legitimate military targets.

LOOKING FORWARD

26. As noted above, the United Kingdom welcomes this initiative as part of ongo-
ing cooperation between States to develop their understanding of the application of
international law to cyberspace and the reinforcement of their capacities to achieve
this.

The UK will continue actively to engage with other States to ensure that how
international law applies to cyberspace and the parameters of responsible State
behaviour in cyberspace are clear. In so doing, it will be important to move beyond
discussion of general concepts and principles, and to be clear about what constitutes
unlawful conduct in those sectors which are most vulnerable to destructive cyber
conduct.

*kxk

INTRODUCTION

1. Le droit international est fondamental au maintien de la sécurité et de la stabi-
lité dans le cyberespace, et ce droit international s’applique a la conduite des Etats
dans le cyberespace au méme titre qu’il s’applique a leurs autres conduites. L appli-
cation du droit international a la conduite des Etats dans le cyberespace est reconnue
clairement par la communauté internationale. Dans le rapport récent (2021) du
Groupe de travail & composition non limitée, les Etats ont réaffirmé leur compréhen-
sion (auparavant énoncée dans les rapports 2013 et 2015 du Groupe d’experts gou-
vernementaux) selon laquelle « le droit international, et en particulier la Charte des
Nations Unies, est applicable et est essentiel pour maintenir la paix et la stabilité et
promouvoir un environnement informatique ouvert, sdr, stable, accessible et paci-
fique ».

2. Le Royaume-Uni se réjouit donc de I’actuelle initiative qui encourage les Etats
a soumettre des déclarations, qui seront annexées au rapport du Groupe d’experts
gouvernementaux, pour expliquer leur position nationale sur la facon dont le droit
international s’applique dans le cyberespace. Elles aideront les Etats & promouvoir
une meilleure compréhension du droit international et de son développement et en-
courageront une plus grande transparence quant a ce qui constitue des comportements
acceptables dans le cyberespace et une compréhension mutuelle en la matiére. Plus il
y a de clarté sur les limites d’un comportement licite, plus le risque d’erreur d’appré-
ciation est faible et plus les conséquences de leur franchissement peuvent étre claires.
La présente déclaration a pour objet de contribuer a cette initiative. Elle explique
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brievement, de maniére non exhaustive, la position du Royaume-Uni sur plusieurs
questions précises liées a la facon dont le droit international s applique a la conduite
des Etats dans le cyberespace.

3. Le Royaume-Uni est résolument en faveur d’un cyberespace libre, ouvert, pa-
cifique et sir. L’utilisation du cyberespace est dans I’intérét des Etats et de I’ensemble
de la communauté internationale, et les Etats ont le droit d’exercer leurs cybercapa-
cités, sauf restrictions imposées par le droit international. S’il n’existe pas de défini-
tion internationalement acceptée du cyberespace, le terme désigne dans la présente
déclaration le domaine des actions et des conduites menées a |’aide du réseau inter-
dépendant des infrastructures des technologies de I’information qui comprend I’In-
ternet, les réseaux de télécommunications liés a I’ Internet, les systémes informatiques
et les appareils connectés a I’Internet.?’* Le préfixe « cyber » est utilisé dans la pré-
sente déclaration pour caractériser des actions qui sont effectuées a I’aide de telles
infrastructures des technologies de I’information.

CHARTE DES NATIONS UNIES

4, La Charte des Nations Unies s’applique a la conduite des Etats dans le cybe-
respace comme elle s’applique a leurs autres conduites.

5. L’article 2(4) de la Charte de I’ONU interdit le recours a la menace ou a I’em-
ploi de la force, soit contre I’intégrité territoriale ou I’indépendance politique de tout
Etat, soit de toute autre maniére incompatible avec les buts des Nations Unies. En
fonction des faits et des circonstances dans chaque cas, la conduite des Etats dans le
cyberespace peut constituer une menace ou un emploi de la force si cette conduite
réelle ou menace de conduite a ou pourrait avoir les mémes effets ou des effets simi-
laires a ceux d’une conduite faisant usage de moyens cinétiques. Les circonstances
dans lesquelles la menace ou I’emploi de la force n’est pas illicite en vertu du droit
international sont les mémes, que la conduite soit menée par des moyens cinétiques
ou des cybermoyens.

6. Une opération menée par des cybermoyens peut constituer une agression armée
donnant lieu au droit naturel de légitime défense, individuelle ou collective, reconnu
par I’article 51 de la Charte de I’ONU lorsque I’échelle et les effets de I’opération
sont équivalents a ceux d’une agression armée ayant recours a des moyens cinétiques.
Les facteurs dont il y a lieu de tenir compte pour déterminer I’échelle et les effets
d’une agression pourront inclure la destruction physique de biens, les préjudices et
les pertes de vie humaine (réels ou anticipés). L’exercice du droit naturel de légitime
défense contre une agression armée imminente ou en cours, soit par moyens ciné-
tiques, soit par cybermoyens, peut lui-méme se faire par des moyens cinétiques ou
des cybermoyens et doit toujours satisfaire aux exigences de nécessité et de propor-
tionnalité. La décision d’avoir ou non recours a I’exercice du droit naturel de légitime
défense sera toujours examineée attentivement eu égard a toutes les circonstances.

7. L’ article 2(3) et les dispositions du chapitre VI de la Charte relatifs au regle-
ment pacifique des différends peuvent s’appliquer également aux activités des Etats
dans le cyberespace. Ainsi, conformément & I’article 33(1), les Etats parties a tout
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Cette définition se fonde plus ou moins sur celle du cyberespace donnée dans la Stratégie
nationale de cybersécurité 2016-2021 du gouvernement britannique, accessible ici :
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/fil
e/643419/French_translation_-_National_Cyber_Security_Strategy 2016.pdf. Elle définit le
cyberespace comme étant « le réseau interdépendant d’infrastructures technologiques
informatiques comprenant I’Internet, les réseaux de télécommunications, systémes
informatiques, appareils interconnectés, processeurs et contréleurs intégrés. Le cyberespace
peut également désigner le monde ou domaine virtuel en tant que phénomene vécu ou concept
abstrait. »
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différend international lié a une question cyber dont la prolongation est susceptible
de menacer le maintien de la paix et de la sécurité internationales doivent tenter d’en
rechercher la solution par des moyens pacifiques tels qu’ils sont décrits dans I’ar-
ticle 33 de la Charte : négociation, enquéte, médiation, conciliation, arbitrage, régle-
ment judiciaire, recours aux organismes ou accords régionaux, ou tout autre moyen
pacifique de leur choix.

NON-INTERVENTION & SOUVERAINETE

8. En dessous du seuil de la menace ou de I’emploi de la force, la regle du droit
international coutumier interdisant les interventions dans les affaires intérieures des
Etats s’applique aux opérations des Etats dans le cyberespace comme elle s’applique
a leurs autres activités. Comme le stipule la Cour internationale de justice dans son
arrét dans I’affaire du Nicaragua, le but de la régle de non-intervention est de veiller
a ce que tous les Etats demeurent & I’abri de toute intervention coercitive externe dans
des matiéres affectant leurs pouvoirs, qui sont au ceeur de la souveraineté de tout Etat,
telle que la liberté de choisir son propre systéme politique, social, économique et
culturel.?’®

9. Comme I’a relevé le Royaume-Uni auparavant, si les limites précises de cette
regle continuent de faire I’objet d’un débat actuel, elle fournit une base clairement
établie dans le droit international pour évaluer la légalité de la conduite d’un Etat.
Ainsi, des cyberopérations hostiles lancées pour manipuler le systéme électoral d’un
autre Etat en vue de falsifier les résultats d’une élection, mettre a mal la stabilité du
systéme financier d’un autre Etat ou cibler les services médicaux essentiels d’un autre
Etat pourraient toutes, selon les circonstances, étre en violation de I’interdiction d’in-
tervention en vertu du droit international.

10. LaCour internationale de justice a disposé qu’une intervention interdite est une
intervention portant sur des matiéres a propos desquelles chaque Etat peut, en vertu
du principe de souveraineté des Etats, se décider librement. La souveraineté, en tant
que principe général, est un concept fondamental en droit international. Le Royaume-
Uni rappelle que toute interdiction des activités des Etats, que ce soit en lien avec le
cyberespace ou d’autres matieres, doit étre clairement prévue soit dans le droit inter-
national coutumier, soit dans un traité contraignant pour les Etats concernés. Le
Royaume-Uni ne considére pas que le concept général de souveraineté offre en lui-
méme une base suffisante ou claire pour déduire par extrapolation une régle spéci-
fique ou une interdiction supplémentaire pour toute conduite dans le cyberespace au-
dela de celle de la non-intervention mentionnée plus haut. En méme temps, le
Royaume-Uni note que les points de vue divergents sur de telles questions ne de-
vraient pas empécher les Etats d’évaluer si certaines situations constituent des faits
internationalement illicites et de parvenir a des conclusions communes sur ces ques-
tions.

215 Activités militaires et paramilitaires au Nicaragua et contre celui-ci (Nicaragua c. Etats-Unis
d’Amérique), Fond, Arrét, Recueil d’arréts CI1J 1986 au par. 205 : « A cet égard, [la Cour] note
que, d’apreés les formulations généralement acceptées, ce principe interdit & tout Etat ou groupe
d’Etats d’intervenir directement ou indirectement dans les affaires intérieures ou extérieures d’un
autre Etat. L’intervention interdite doit donc porter sur des matiéres & propos desquelles le
principe de souveraineté des Etats permet a chacun d’entre eux de se décider librement. Il en est
ainsi du choix du systeme politique, économique, social et culturel et de la formulation des
relations extérieures. L intervention est illicite lorsqu’a propos de ces choix, qui doivent
demeurer libres, elle utilise des moyens de contrainte. Cet élément de contrainte, constitutif de
I’intervention prohibée et formant son essence méme, est particulierement évident dans le cas
d’une intervention utilisant la force, soit sous la forme directe d’une action militaire soit sous
celle, indirecte, du soutien a des activités armées subversives ou terroristes a I’intérieur d’un
autre Etat. »
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RESPONSABILITE DES ETATS & ATTRIBUTION

11. Tout Etat est responsable en vertu du droit international des cyberactivités qui
lui sont attribuables conformément aux régles sur la responsabilité des Etats. La res-
ponsabilité de tout Etat en ce qui concerne des activités qui ont lieu sur son territoire,
y compris des activités liées au cyberespace, est donc déterminée conformément aux
régles du droit international sur la responsabilité des Etats. Outre qu’il assume la res-
ponsabilité des actes de ses organes et agents, tout Etat est également responsable en
vertu du droit international lorsque, par exemple, une personne ou un groupe de per-
sonnes agit sur ses instructions ou sous sa direction ou son contréle.

12.  Lanorme 13(c) du Groupe d’experts gouvernementaux des Nations Unies pré-
voit que les Etats ne devraient pas permettre sciemment que leur territoire soit utilisé
pour commettre des faits internationalement illicites a I’aide des technologies de I’in-
formation et des communications. Cette norme donne des indications sur ce qui peut
étre considéré comme constituant un comportement approprié des Etats. Le Royaume-
Uni reconnait qu’il est important que les Etats prennent des mesures appropriées, rai-
sonnablement disponibles et possibles dans les limites de leurs capacités pour parer
aux activités qui sont reconnues préjudiciables afin de renforcer la stabilité du cybe-
respace dans I’intérét de tous les Etats. Or, le fait que les Etats ont qualifié ce texte
de norme non contraignante indique qu’il n’existe pas encore de pratique étatique
suffisante pour inscrire dans le droit international coutumier une régle précise de « di-
ligence raisonnable » applicable aux activités dans le cyberespace.

13. Le terme « attribution » est employé dans le cadre du cyberespace a la fois au
sens juridique et non juridique. Il est utilisé dans un sens juridique pour désigner
I’identification des responsables d’un fait internationalement illicite. 1l est également
utilisé dans un sens non juridique pour décrire I’identification d’acteurs (y compris
d’acteurs non étatiques) qui ont mené des actions dans le cyberespace pouvant étre
considérées comme hostiles ou malveillantes mais n’impliquant pas forcément un fait
internationalement illicite.

14. Pour le Royaume-Uni, certains aspects techniques et diplomatiques doivent étre
pris en compte pour déterminer s’il faut attribuer publiqguement de telles activités dans
le cyberespace. La décision de faire une déclaration publique d’attribution est une
guestion de politique. Chaque décision est prise au cas par cas. Le Royaume-Uni at-
tribuera publiquement une conduite aux fins de son engagement en faveur de la clarté
et de la stabilité dans le cyberespace ou lorsque cela est de toute autre maniére dans
ses intéréts de le faire.

15.  Quelle que soit la nature de I’attribution, il n’existe pas d’obligation juridique
générale exigeant d’un Etat qu’il rende publiques les éventuelles informations de base
sur lesquelles repose sa décision d’attribuer une conduite.

CONTRE-MESURES

16. Un recours a des contre-mesures est possible en réponse a un fait internationa-
lement illicite, conformément au droit international, dans le cadre des activités des
Etats dans le cyberespace comme dans le cadre d’autres activités. Il peut s’agir a la
fois de recourir & des contre-mesures contre un Etat dont les cyberactivités constituent
des faits internationalement illicites et de prendre des contre-mesures au moyen de
cyberopérations. Les contre-mesures n’ont pas besoin d’étre symétriques : si le fait
internationalement illicite n’est pas lui-méme une cyberactivité, la réponse peut tou-
tefois impliquer des contre-mesures dans le cyberespace (et vice-versa).

17. Tout Etat Iésé ne peut prendre des contre-mesures contre un Etat responsable
d’un fait internationalement illicite que pour persuader cet Etat & respecter ses obli-
gations. Toute mesure adoptée doit &tre proportionnée au préjudice subi. Elle doit étre
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mise en ceuvre conformément aux conditions et aux restrictions prévues par le droit
international et ne doit pas notamment contrevenir a I’interdiction de menace ou
d’emploi de la force, elle doit étre nécessaire et en rapport avec le but de persuader
I’Etat responsable & respecter ses obligations, et ne doit enfreindre aucune autre
norme impérative du droit international.

18. L’application du droit international a I’emploi de contre-mesures dans le cybe-
respace doit tenir compte de la nature des cyberactivités, lesquelles pourraient com-
mencer puis cesser presque instantanément ou dans un bref délai. Dans ces circons-
tances, un schéma plus large de cyberactivités pourrait collectivement constituer un
fait internationalement illicite justifiant une réponse.

19. Le Royaume-Uni ne considére pas que les Etats qui prennent des contre-me-
sures soient légalement tenus d’en donner un préavis (notamment en appelant I’Etat
responsable du fait internationalement illicite & se conformer au droit international)
en toutes circonstances. Il se peut en effet qu’un préavis ne soit pas une obligation
légale lorsqu’un Etat répond & une cyberintrusion secréte par des contre-mesures ou
lorsqu’il recourt & des contre-mesures qui elles-mémes dépendent de cybercapacités
secrétes. En pareils cas, tout préavis risque d’exposer des capacités hautement sen-
sibles et de porter atteinte a I’efficacité méme des contre-mesures en question. Tou-
tefois, toute décision de recourir a des contre-mesures sans préavis doit étre néces-
saire et proportionnée au but d’induire la conformité dans les circonstances.

DROIT INTERNATIONAL DES DROITS DE L’HOMME

20. Les obligations relevant des droits de I’homme s’appliquent aux activités des
Etats dans le cyberespace comme elles s’appliquent a leurs autres activités. Le
Royaume-Uni continue de soutenir le point de vue exposé dans la résolution 20/8 du
Conseil des droits de I’homme selon laquelle « les droits dont les personnes jouissent
hors ligne doivent également étre protégés en ligne ». Les Etats sont tenus d’agir con-
formément a la législation internationale applicable relative aux droits de I’homme,
y compris au droit international coutumier et aux conventions internationales aux-
quelles ils sont parties, tels le Pacte international relatif aux droits civils et politiques,
les autres traités de I’ONU et les instruments régionaux tels que la Convention euro-
péenne des droits de I’homme.

21. Il est essentiel que les Etats respectent leurs obligations en matiére de droits de
I’lhomme dans le cadre de leurs activités dans le cyberespace afin de garantir un en-
vironnement ouvert, sdr, stable, accessible et pacifique. En outre, certains droits peu-
vent revétir une importance particuliére pour les activités des Etats dans le cyberes-
pace, notamment le droit de ne pas subir d’ingérence arbitraire ou illicite dans la vie
privée, la famille, le foyer ou la correspondance, le droit a la liberté de pensée, de
conscience et de religion, et le droit a la liberté d’expression.

DROIT INTERNATIONAL HUMANITAIRE (DIH)

22. Le droit international humanitaire (DIH) s’applique aux opérations menées
dans le cyberespace au service d’hostilités dans les conflits armés tout comme il s’ap-
plique a d’autres opérations militaires.

23. Le DIH cherche a limiter les effets des conflits armés. Il protége ceux et celles
qui ne participent pas ou plus aux hostilités, et limite les méthodes et les moyens de
combat auxquels les belligérants peuvent recourir. Comme indiqué ci-dessus, le re-
cours a I’emploi de la force dans le cyberespace est régi par une législation interna-
tionale autre que le DIH, en particulier par la Charte des Nations Unies. Le DIH
cherche a limiter les effets des conflits armés et il n’est donc pas correct que son
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applicabilité aux cyberopérations menées dans les conflits armés encourage la mili-
tarisation du cyberespace.

24. Une cyberopération peut constituer une «agression» au titre du DIH
lorsqu’elle a les mémes effets ou des effets similaires a une action cinétique qui cons-
tituerait une agression. Lorsqu’une opération menée dans le cyberespace équivaut a
une « agression », les principes de distinction, de proportionnalité, d’humanité et de
nécessité militaire s’appliquent de la méme maniéere qu’ils s’appliquent & une agres-
sion lancée par tout autre moyen. Les personnes responsables de planifier, de décider
ou d’exécuter des attaques doivent nécessairement fonder leurs décisions sur leur éva-
luation des renseignements émanant de toutes les sources qui leur sont raisonnable-
ment disponibles au moment voulu. Toutes les régles applicables du DIH doivent étre
observées lors de la planification et de la conduite d’opérations, qu’elles soient me-
nées par des cybermoyens ou par d’autres moyens — la complexité des cyberopéra-
tions n’est pas un prétexte pour accorder aux civils et aux biens civils un niveau de
protection plus faible.

25.  Les civils sont protégés contre les agressions, @ moins qu’ils ne participent di-
rectement aux hostilités et pendant la durée de cette participation. Dans la mesure ou
des civils meneraient dans un conflit armé des cyberopérations qui équivalent a des
agressions, ils perdraient le statut de protection que leur confére le DIH et, en prenant
directement part aux hostilités, deviendraient des cibles militaires Iégitimes.

A L’AVENIR

26. Comme indiqué ci-dessus, le Royaume-Uni accueille favorablement cette ini-
tiative dans le cadre d’une coopération permanente entre les Etats pour développer
leur compréhension de I’application du droit international au cyberespace et renforcer
leurs capacités pour y parvenir. Le Royaume-Uni poursuivra sa coopération active
avec les autres Etats pour faire en sorte que la fagon dont le droit international s’ap-
plique au cyberespace et les paramétres définissant le comportement responsable des
Etats dans le cyberespace soient clairs. Ce faisant, il sera important de dépasser les
concepts et les principes généraux et d’établir clairement en quoi consiste une con-
duite illicite dans les secteurs qui sont les plus exposés a des cyberactivités destruc-
tives.

*hk

BBEJIEHUE

1. MexayHapogHOE€ TpaBO HMMEET OCHOBOINOJATampIlee 3HAYCHUE A
MoJ/iep>KaHusl Oe30MMacHOCTH M CTAaOWJIBHOCTH B KHOEPIPOCTPaHCTBE, U HOPMBI
MEXAYHApPOJHOIO  MpaBa  NPHUMEHUMBI K  IOBEAECHHI0O  TOCyJapCcTB B
KHOEpIpOCTPAaHCTBE, TaK JK€, KaK OHHW MPUMEHHMBlI K HMX IOBEJICHHIO B JPYTUX
cpepax. [IppyMeHIMOCTD HOPM MEXAYHAPOJHOTO IIpaBa K MOBEIACHHUIO TOCYIapCTB B
KHOEpIIPOCTPAHCTBE CO BCEH OYEBHAHOCTHIO MNPHU3HAETCS MEXITYHApO JIHBIM
coobmiectBoM. B HenmaBmem poxmane PI'OC 3a 2021 rom rocynapcrtBa BHOBB
MTOATBEPAIIIA ITOHUMaHHE TOTO (KaK y)ke yKa3bplBajoch B goxmanax I'TID 3a 2013 u
2015 rr.), 9TO HOPMBI MEXAYHApOJAHOTO MIpaBa, M B 4acTHOCTH YcTaB OpraHu3anuu
OObennHeHHBIX Hamuii, npuMeHNMBI 1 HUMEIOT CYIIECTBEHHO Ba)KHOE 3HAUCHUE IS
MOJ/ICPXKAaHUS MUpPa M CTAOMIBHOCTH M CO3JaHUS OTKPHBITOM, 6e301acHOi, MUPHOH 1
poctynHoid UKT-cpensr.

2. [ostomy Coenunennoe KoponesctBo BenukoOputanum wu CeBepHoit
Wpnannguu nDpuUBETCTBYET TEKYIIYH0 HWHULOHMATUBY, MOOLIPSIOIIYI0 TOCYyAapcTBa
NpencTaBUTh  JJs  BKJIIOYEHUs B  IpuUIoXKeHHe K  jAoknany  ['pynms
NPaBUTEIBCTBEHHBIX JKCHEPTOB 3asBICHHUS C H3JI0KEHUEM UX HAIUOHAJIBHBIX
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MTO3HIMI O TPUMEHUMOCTH HOPM MEXAYHapOIHOTO IIpaBa B KHOEpIpocTpaHCcTBe. JTO
Oyzer coAeicTBOBATH JydlIeMy MOHHMAaHHIO HOPM MEXAYHApOIHOTO IpaBa M HX
pa3paboTku, a TaxKe OoJbIIeH TPAaHCIAPEHTHOCTH W B3aWMONOHHUMAHHUIO B
OTHOIIEHWH TOTO, HYTO TIPEJACTABIAECT COOOW JONMyCTHMOE TIOBEACHHE B
kubeprpocTpancTse. Uem yeTde Oy Ay T ONpeAesIeHbl TPaHUIBI TPaBOBOTO MOBEACHHUS,
TEM MCEHBIIIE OMTACHOCTh COBEPIICHHS OMNOKH U TeM YeTde MOHUMAaHNE MOCIeICTBUI
HapyIIeHHs] 3TUX TPAaHUL. B HacTosIIeM 3asBICHIH, IPEACTABICHHOM B PAMKaX 3TOH
WHALNMATHBBL, KpaTKO, Ha HEHWCUEpIbIBAIOMEH OCHOBE, W3JIOKEHA ITO3HIUSA
Coenunennoro KoponesctBa BennkoOpurannn m CeBepHoil Mpnanaum mo psgy
KOHKPETHBIX BOIIPOCOB, KACAIOIINXCSI IPUMEHMMOCTH HOPM MEKIyHapOJHOTO IpaBa
K TIOBEICHHIO TOCYJApPCTB B KHOEPIIPOCTPAHCTBE.

3. Coenunennoe KoponesctBo BemukoOpuranmum u CeepHoit HWpmannum
MIPUBEPXKEHO 1€y COXpaHeHUs CBOOOJHOIO, OTKPHITOrO M  0e30macHoro
kubeprpocTpancTBa. lcmonp3oBaHHe KHOEPIPOCTPAHCTBA OTBEYAET MHTEpecaM
roCyJapCcTB M MEXKIyHapOJHOTO cOOOIIeCTBa B IIEJIOM, W TOCYJIapcTBa BIpaBe
HCIIOJIb30BAaTh CBOM KHMOEPBO3MOXXKHOCTH IPH YCIOBHHU COOIIONEHUS OTPAHWYCHUH,
HajlaraéMbIX MEXTYHapOJHBIM IpaBOM. XOTS ONpEIeTeHHE «KHOEPIpOCTPaHCTBA»
HE COTJacoBaHO Ha MEXAYHAapOJHOM YPOBHE, B HACTOSIIEM 3asBICHUN OHO
WCIIOIB3YeTCSd B OTHOIICHHHM c(epbl ACHCTBHH M IMOBEICHUS, OCYLISCTBISIEMBIX C
WCIIOIb30BAHNEM B3aHMOCBS3aHHOH M B3aMMO3aBHCHMOW CeTH HH(OPMAIIMOHHBIX
TEXHOJIOTHYECKUX HH(QPACTPYKTYyp, BKIIOYAsi MHTEPHET, CBSA3aHHBIE C WHTEPHETOM
TEIEKOMMYHHKAIIMOHHBIE CETH, KOMIIBIOTEPHBIE CHCTEMBI M MOAKIIOYCHHBIE K
MHTEpHETY ycTpolicTa.?’® [Ipeukc «knbep» UCIONb3yeTCs B HACTOSIIEM 3asBICHAN
JUIsL ONHCAaHHUS MACHCTBUH, KOTOPBIE BBINOJHSIOTCS C HCIIOIb30BAHUEM TaKHUX
MH(pOPMAMOHHBIX TEXHOJIOTHIECKUX HHPPACTPYKTYP.

YCTAB OOH

4, VYceraB Opranmsamuun OObenquHeHHBIX Hammii nmpuMeHHM K TOBEICHUIO
rOCyJapCTB B KHOCPIPOCTPAHCTBE TaK )K€, KAK U K MTOBEICHUIO B IPYTHX O0JIACTAX.

5. Crarps 2(4) Ycraa OOH 3anpemaer yrposy cHiION WJIH ee NpUMEHEHHE
MIPOTUB TEPPUTOPUATIEHON HENPUKOCHOBEHHOCTH WM IOJIUTUYECKON HE3aBUCUMOCTH
M000T0 rocy1apcTBa WM KaKUM-IH00 IpyruM 00pa3oM, HECOBMECTHMBIM C LESIMHU
O0benuHenHslx Hamuit. B 3aBucumocTtu OT (pakToB M OOCTOSITEILCTB B KaXKIOM
KOHKPETHOM Clly4ae IIOBEJIEHHE TOCylapCcTBa B KHOEPIPOCTPAHCTBE MOXKET
MPEACTaBIATE CO0OHM yrpo3y cHiIOil WIM ee TNpUMEHEHHe, eclii (pakThdeckoe
JEHCTBHE WJIM yIpo3a €ro MPUMEHEHHUS UMEET MM MOTJIO OBl UMETh TAKOH K€ WIIH
nmofoOHbIN 3(deKkT, Kak MOBEJECHHE C HCIOJB30BAHHEM KHHETHYECKHX CPEACTB.
Omnpenenennst 00CTOSATENBCTB, MPHU KOTOPBIX yrpo3a CHJIOH WIIM ee NMPUMEHEHUE He
pAacleHUBAIOTCS KaK IPOTUBONPABHBIE COTTIACHO MEKyHApOJHOMY MPABY, SIBISIOTCSA
OJHUMHM U TEMH XXE€ BHE 3aBUCHMOCTU OT TOTO, COBEpLIAETCS IU MOBEACHHE C
HCIIOIb30BAHNEM KHHETHUECKUX MJIM KHOCPHETHUECKUX CPEJICTB.

6. Onepam/m, ocyuieCTBiisieMass € MNPHUMCHCHUCM KI/I6€pCp6HCTB, MOXKET
OpEeaACTaBJIATH coboii BOOPYKCHHOC HAIllaJICHUC, O6YCJ'IOBJ'H/IB3}OHIGC OCYHICCTBJICHUC
HCOTBCMJIEMOI'O IpaBa Ha MHAWBUAYAJIbHYIO WJIW KOJUICKTHBHYIO caM0060p0Hy B
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ﬂaHHOQ OIpeACJICHUC B LICJIOM OCHOBBIBACTCS HA OIIPCACICHUHN KI/I6er0CTpaHCTBa, JaHHOM B
«HauunonanbHo#t ctparerun kubepbesonacuoctu 2016—-2021» npaButenbcTBa BenukoOpuranuu,
nocTymnHoe o cewlike: https://assets.publishing.service.gov.uk/government/uploads/system/
uploads/attachment_data/file/643426/Russian_translation_-_National_Cyber_Security
Strategy_2016.pdf, koTopoe onpenensier KHOEPIPOCTPAHCTBO KaK «B3aMMOCBSI3aHHYIO U
B3aMMO3aBUCHUMYIO CCTh I/IHq)OpMaLIHOHHBIX TEXHOJIOTHYCCKHUX HH(bpaCprKTyp, BKJIFOYHas
HUHTEPHET, TCJICKOMMYHUKAIIUOHHBIC CETH, KOMIIBIOTEPHBIEC CUCTEMbI, B3AUMOCBSA3aHHbIC
yCTpOﬁCTBa 1 BCTPOCHHBIC IMTPOLUECCHI U KOHTPOJICPHI. 1ot TEPMHUH TAKXKXE MOXET OTHOCUTHCS K
BUPTYaJIbHOM MHUPY WJIHU CpPeJe, Tae OH 0003HauaeT (HeHOMEH, MepeKUBACMbIN TIOAbMU, UIN
a0CTPaKTHYIO KOHLEIIIHION.
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coorBercTBun co Crarberi 51 YcraBa OOH, ecam mo cBomM Macmitabam u
MOCIICACTBUSIM 3Ta ONepanus CONOCTaBUMa C BOOPYXKEHHBIM HaNaJCHHEM C
NPUMEHEHHEM KHHETHYECKHX cpeacTB. DakTophl, KOTOPbIe HEOOXOIUMO YUYUTHIBATh
IpH OLEHKE MacIiiTadOB M IOCJICIACTBUI HamaleHWs, MOTYT BKJIIOYaTh B cels
(bakTHueckoe nim oxkmmaeMoe) PpuU3nIecKoe pa3pylleHHe HMYIIECTBa, yBEUbe WU
rubens moneit. HeorsemiieMoe npaBo Ha caM0OOGOpPOHY B Cilydae HEM30S)KHOTO HITU
(aKTHYECKOTO BOOPY)KEHHOTO HamajgeHus, OyAb TO ¢ MPUMEHEHHEM KHHETHYCCKUX
WM KHOSPHETHYECKUX CPEACTB, TAK)KE MOXKET OCYLISCTBIATHCS C HMPHUMEHECHUEM
KHOCPHETHYECKUX WJIM KHHETHYECKUX CPEICTB M JOJDKHO BCErna YIOBJICTBOPSTH
TpeOOBaHUSAM  HEOOXOOUMOCTH W HIPONOPUUOHAJIBHOCTH.  Pemenue 00
OCYLIECTBIICHUH HEOTHEMJIEMOTO ITpaBa Ha CaMOOOOPOHY CIeAyeT BCerja TUIaTeIbHO
B3BCIIMBATh C YYETOM BCEX OOCTOSATEIHCTB.

7. Crares 2(3) u nonoxxenus ['maBer VI YcraBa 0 MUPHOM paspemieHnn CIoOpoB
MOTYT OBITh Tak)Ke NMPUMEHHMBI K JCHCTBHUAM TOCYyAapCcTB B KHOEPIIPOCTPaHCTBE.
Takum obpaszom, cormacHo Crarbe 33(l) rocymapcTBa, ydacTBYIOIIHE B JIIOOOM
MEXIyHapOJHOM CIIOpe, CBSI3aHHOM C KHOEpPIpPOCTPAaHCTBOM, IPOJOIDKCHHE
KOTOpPOTO MOTJIO OBl YrpoXKaTh TOJACPKAHUIO MEXAYHAPOAHOTO MHUpa U
0e30MacHOCTH, AOJKHBI CTapaThCs Pa3pelInTh TAKOW CIIOp MPH MTOMOINM MHPHBIX
cpenctB, kak omucaHo B Crarbe 33 VYcTaBa: myTeM NEperoBOpPOB, 00CIEeIOBaHMS,
IIOCpeHUYECTBa, NPUMHUPEHHUS, apOuTpaka, cyneOHOro pa30OupaTenbCTBa,
oOpameHns K peruoHalbHBIM OpTaHaM MM COTJAIICHHSM WM WHBIMH MHPHBIMHU
CpeICTBaMU 10 CBOEMY BHIOODY.

HEBMEIMATEJIBCTBO U CYBEPEHUTET

8.  HopMbl MeXkIyHApOIHOTO 0OBIYHOTO TIPaBa, 3alpEINaolie BMEMATETECTBO BO
BHYyTPEHHHME Jejla TOCyJapcTB, TNPUMEHHMBI K  ONEpalMsaM TOCYAapCTB,
OCYIECTBJIAEMBIM B KHOEPIPOCTPAHCTBE Ha YPOBHE HWKE YIPO3bl CHJIOW MM €€
NPUMEHEHHMS, TAK K€ KaK OHM NPUMEHUMBI K JAPYTUM BHMJaM UX JesTenbHoCTH. Kak
ykasbiBaeT MexayHapoaubiii Cy B CBOEM penieHnu 1o jeny Hukaparya, OCHOBHOE
COJIEp)KAHUE MPUHIUIIA HEBMEIIATENLCTBA 3AKIOYAETCS B 00ECIIEYEHHH CBOOOJIBI
BCEX TOCYAapCTB OT BHENIHETO BMEMIATENHCTBA C HCIIOJb30BAHUEM METOIOB
NPUHYXKJEHUS B JIENA, 3aTPArMBAIOIIUE BJIACTHBIE IIOJHOMOYHMS TOCY/AapCTBa,
KOTOpBIE JIEXKAT B OCHOBE TPHHIIUIA TOCYAPCTBEHHOTO CyBEPEHHMTETA, HATPUMED,
CBOGO/IbI TIPHHMMAThL DEINEHUsS, TAaKHME KaK BHIOOP MOJUTHYECKOM, COIHMANBHOM,
SKOHOMHYECKOH U KyJIbTypHOM cuctem. 2’

9. XOTH, KaK OTMCYaJ10Ch BeJlI/IKO6pPITaHPI6ﬁ paHeC, TOYHbLIC T'PpaHUIBI ITOTO
OpuHOUIIA MO-IPEKHEMY OCTANOTCA NPEAMCTOM HpOHOJ’DKaIOHIefICH AUCKYCCHH, OH
obecrnieunBaeT YCTKYKO OCHOBY B paMKaXxX MCKAYHApPOJHOTO IMpaBa JJid BbIHCCCHUS
OLCHKHW O MPAaBOMCEPHOCTHU NOBCACHUSA TOCyAapCTBa. Takum 06p330M, npoOBCACHUC
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Heno o 6oennoil u 60enusuposannoi desmenvuocmu ¢ Huxapazya u npomus Hukapazya
(Huxapazya npomuse Coedunennvix Lllmamos Amepuxu), Pemenne no cymecTtBy nena, OTdeTsl
MC 1986, mynkt 205: «B sToM otHOmeHNH [Cyxa] oTMedaeT, 9TO BBUIY OOLICTIPUHATHIX
(GbOpMyITHPOBOK AaHHBIH IPUHIIMII 3aIIpelaeT BCeM roCyJapcTBaM MM TPYINaM rocyapcTs
BMEIINBATHCA, IPSIMO HJIM KOCBEHHO, BO BHYTPCHHHUC MJIM BHEIIHUE Aeja APYTHX FOCYIapCTB.
COOTBETCTBEHHO, 3alPEICHHBIM BMEIIATEIECTBOM JOJKHO OBITh BMEIIATEIbCTBO, HMEIOIIECE
OTHOLICHHUE K BOIPOCAM, IT0 KOTOPBIM KaX/0€ FOCYAapCTBO — B COOTBETCTBUU C MPUHIUIIOM
roCyJapCTBEHHOI0 CyBEpEeHHTETa — MOXET CBOOOJHO MPUHUMATh peuieHus. OJHUM U3 HUX
SIBIISICTCS BBIOODP MOJIMTUYECKON, DKOHOMHYCCKOH, COLMAaNbHON U KyJIBTYpPHOW CUCTEMBI U
BEIPa0OTKA BHEIIHEH NOIUTHKH. BMemaTeascTBO HEIPaBOMEPHO, €CIIH B CBSI3U C
OCYII[ECTBICHUEM TAKOTO BBIOOPA, KOTOPHIi HOJIKEH OBITH CBOOOAHBIM, IPUMEHSIOTCS METOIbI
NPUHYKXICHUS. DIEMEHT NPUHYXKICHUS, KOTOPBIH onpenensier u, 6oiee Toro, GopMupyer
coJeprKaHue NMPUHIMIIA, 3allPEHIalolero BMEIIATeIbCTBO, 0OCOOCHHO OYEBUICH B Cllydae
BMEIIATEIbCTBA C IPUMEHEHUEM CHIBI, JIN0O B IPSIMOH opMe BOCHHBIX JEHCTBUH, 1100 B
KOCBEHHOH (hopMe MOAJSPIKKH MOJPHIBHON MIIH TEPPOPHCTUUECKON ACSATENBHOCTH B IPYyTrOM
rocynapcTBey.
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BpaXACOHBIX KHOEpOoNepannii B eJIsIX MaHUITYIUPOBaHUS NU30UpaTeIbHOI cUCTEMO
JIpYroro TocydapcTBa, HANpPaBICHHOE HAa HM3MEHEHHE pe3yJIbTaTOB BHIOOPOB, Ha
MOAPHIB CTAOMIBHOCTH (PMHAHCOBOW CHCTEMBI IPYTOro rocyJapcTBa IJIM IPOTHB
BAXXHBIX MEIUIMHCKHX CIyX)O ApYyroro rocyaapcTBa MOXET, B 3aBHCHMOCTH OT
00CTOATENBCTB, OBITH PACIEHEHO KaK HapymIEHHEe HOPM MEXIYHAapOJHOTO IpaBa,
3alPemaoNX BMEIIATEIbCTBO.

10. MexnyHapoansiii Cyn yCTaHOBHWJI, YTO 3alpelIEHHBIM BMEIIATEIHCTBOM
JOJDKHO OBITh BMENIATENhCTBO, MMEIOIIEe OTHOIICHHE K BOIMPOCAM, IO KOTOPBIM
KaXJ0€ TOCYyAapcTBO — B COOTBETCTBHM C IPHHIOHUIIOM T'OCYJAapCTBEHHOTO
CyBEpEHHUTETAa — MOXET CBOOOJHO MpUHUMATh pemeHus. CyBepeHnuTeT, Kak o0mui
MIPUHIUII, SIBISETCS ONHOHW W3 (YyHIaMEHTAJIBHBIX KOHIENIHI MEXKIyHapOIHOTO
npaBa. CoexgmHenHoe KoposeBctBo BenunkoOpurannn u CeBepHoit Wpnananm
HallOMHHAET, YTO JII000€ 3ampelleHHe IeSTeNbHOCTH TOCyNapcTB, Oyab TO B
OTHOIIECHWH KHOENPOCTPaHCTBA WJIM JPYTUX BOIPOCOB, MODKHO OBITH YETKO
ompeneneHo Ju00 B OOBIYHOM MEXIyHapOIHOM IIpaBe, IM00 B JOTOBOPE, UMEIOIINM
00s13aTeNbHYI0 CHIIy NI TPUYAcTHBIX rocymapctB. CoenmuenHoe KoposeBcTBo
Bemukobputanun un CeBepHoit Hpmannaumm He cunTaer, 4YTo OOMIMH HPUHIUI
CyBEpeHHUTEeTa caM 1o cebe obecrnednBaeT JTOCTATOYHYIO WM YETKYI0 OCHOBY IUIS
SKCTPANOJSIUA TOW WIM WHOH HOPMBI WM JOTIOJHUTEIHHOTO 3aIlpeICHUS
MOBEJIEHNS B KHOEpIIPOCTPAHCTBE, KOTOPOE BBIXOAUT 33 PAaMKH HEBMELIATEIHCTBA,
yromsinyToro Bhilie. Bmecte ¢ Tem CoennnenHoe KoponesctBo BenukoOpuranuu n
CeBepHoli HMpnannauu oTMe4aeT, 4TO HAJMYHUE PA3HBIX TOYEK 3PEHUS MO 3TUM
BOIIPOCAaM HE JOJDKHO ITOMENIaTh TOCYAapCcTBaM BBIHOCUTD OIIEHKY O TOM, COCTABIISIET
JIW Ta WIM MHAs CUTYalus MEXITYHapOJHO-TIPOTUBOIIPaBHOE JesSHNE, U IPUXOIUTH K
00IIMM BBIBOJIAM I10 STUM BOIIPOCAM.

OTBETCTBEHHOCTB OCYJAPCTB U IPUCBOEHHE
OTBETCTBEHHOCTH

11. CormacHo MeXIyHapoJIHOMY IpaBy, TOCYJapCTBO HECET OTBETCTBEHHOCTH 3a
KHOepaelHCcTBYS, IPUIUCHIBAEMbIE €My B COOTBETCTBHU C IIOJIOXKEHHUSIMH 00
OTBETCTBEHHOCTH roCyaapcTB. TakuM oOpa3oM, OTBETCTBEHHOCTH TOCyZapcTBa 3a
JEHCTBHUsI, COBEpPIIAEMBIE Ha €ro TEPPUTOPUU, B TOM UHCIE 3a JEUCTBUA B
KHOEpIIPOCTPAHCTBE, TMOJUICKUT ONPENEICHUI0O B COOTBETCTBUH C HOPMaMH
MEXIyHapoOJHOTO IMpaBa 00 OTBETCTBEHHOCTH rocyaapctB. CoriiacHo Hopmam
MEXAYHApPOJHOIO MpaBa TIOCYyAapCTBO HECET OTBETCTBEHHOCTh HE TOJBKO 3a
JIEUCTBUSI CBOUX OPraHOB WU areHTOB, HO U, HAII[pUMeED, 3a AECICTBUSA OTAEIBbHBIX JIHUI
WU TPYII JIMI, KOTOPBIE OCYHIECTBISIOTCS IO €ro YKa3aHWio JUOO TI0J ero
PYKOBOACTBOM HJIH KOHTPOJIEM.

12. Hopma 13(c) TTIDOOH mnpenycmaTpuBaeT, YTO TOCYJIapcTBa HE IOJDKHBI
3aBEJJOMO  IIO3BOJISITH  MCIOJB30BaTh HMX  TEPPUTOPHMIO  JUISL  COBEPIICHUS
MEXIyHapOIHO-TIPOTUBOIIPABHBIX JACSHUN C MCIOJBb30BAaHWEM HH(GOPMAIMOHHBIX U
KOMMYHMKAIIMOHHBIX TEXHOJOTHH. [laHHAs HOpMa COACPKUT PEKOMEHIAIUN O TOM,
YTO MOXXET COCTaBJIITH HaJUIeXKalllee IOBEACHHE TocyaapcTBa. BemmkoOpuranus
MIPU3HAET BAXXHOCTH NPHUHATHUS TOCYJapCcTBaMU HAaJISKANIUX, MPAKTHUECKH
JOCTYTHBIX U NMPAKTUYECKH PEaIn3yeMBbIX MEP B paMKaX MX BO3MOXHOCTEH B HEIIX
pearmpoBaHUsi Ha JEWCTBHUS, NpPHU3HAHHBIE BPEAOHOCHBIMH, UYTOOBI YKPENMUTh
CTa0MIBHOCTh B KMOEPIPOCTpPAHCTBE B MHTEpecax Bcex rocynapctB. OIHAKO TOT
¢aKkT, 9TO TOCYZapcTBa Ha3bIBAIOT 3Ty HOpPMY HEO0Os3aTenbHOM, yKa3bIBaeT Ha
OTCYTCTBHE T'OCYJAapCTBEHHOH TPAaKTHUKH, JOCTAaTOYHON [UIsi  yCTaHOBJICHUS
KOHKPETHOW HOpPMBI MeXIayHapongHoro mnpaBa «due diligence», mpumeHnMon K
JEHCTBHSIM B KHOEPIIPOCTPAHCTBE.
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13. TepMuH «IIPUCBOGHHE OTBETCTBEHHOCTH» NPHUMEHSAETCS B OTHOIICHUH
KHOEpIpOCTpaHCTBA KaK B IOPUAMYECKOM, TaK W HEIOPUIUYECKOM cMbIcie. B
IOPUINYECKOM CMBICIEC OH IMPUMEHSETCS IJI OIpPENENICHUs JINI, OTBETCTBEHHBIX 3a
COBEPIICHHE MEXyHAapOIHO-ITPOTHBOIIPABHOTO ACSHUSA. B HefopuanueckoM cMbIcie
OH TIpUMEHSAETCS  JUIsI  ONHCAHUSA  OINpeAeNIeHHs  CyObeKTOB  (BKJIIOYas
HErOCYIapCTBEHHBIX CyOBEKTOB), KOTOpPBIE COBEpPHIUIM B KHOEPIPOCTPAHCTBE
MOBEJIEHNE, KOTOPOE MOXKET PACIEHMBATHCA KaK BpaxkaeOHOE WMIIM 3JI0HAMEpEHHOE,
OJHAKO HEe 0053aTEeIbHO CBSI3aHO C COBEPIICHHEM MEXAYHAPOIHO-IIPOTHBOIIPABHOTO
JeSTHUS.

14. BenukoOpuTaHHS CYHTACT, YTO CYIIECTBYIOT (AKTOPHI TEXHHUYECKOTO W
JUTJIOMAaTHYEeCKOTO XapakTepa, KOTOphIE CJIEAyeT YYHTHIBATh B pEHICHUAX O
MyOJIMYHOM  TPUCBOCHUM  OTBETCTBEHHOCTH 3a NOXOOHBIE  NEHCTBHHA B
kubeprpocTpancTBe. PemeHne o BBICTYIUIGHHHM C ITyOJIMYHBIM 3aBJICHHEM O
MIPUCBOCHHUH OTBETCTBEHHOCTH, SBIISICTCS MONMUTHUECKUM. Kakaplii cirydail ciemyer
paccMarpuBaTh NO CyIIecTBy. BenmkoOpuranus Oyner myOIMYHO TNpHUCBAMBATh
OTBETCTBEHHOCTH BO MCIIOJIHEHHE CBOMX 0053aTEIHCTBO IO 00ECIEYEHHUIO SICHOCTH 1
CTA0MIBPHOCTH B KMOEPIPOCTPAHCTBE WM B CIydasX, KOTJIa 3TO B €€ HHTEpecax Io
WHBIM IpUYHHAM.

15. Kaxoit 651 HE OBIIa MPUPOJA MPHUCBOCHUS OTBETCTBEHHOCTH, HE CYIIECTBYET
o0mero mpaBoOBOTO 00sA3aTENBCTBA, TpPeOyIOmEero OT TOCyAapcTB ITyOJIMIHO
packpeiBaTh J00yl0 WH(OpPMaINNio, Ha KOTOPOM OCHOBBIBAETCS pEIICHHE O
IIPUCBOCHHUH OTBETCTBEHHOCTH 3a MTOBEJICHHUE.

KOHTPMEPBI

16. B cooTBeTcTBHM C MEXAYHapOIHBIM IIPaBOM KOHTPMEPHl B OTBET Ha
COBEpUICHHE MEXIyHApOJIHO-IPOTUBONPABHOTO IESHUS MOXHO IIPUMEHATH B
OTHOLICHHH JESTENIbHOCTH TOCYJapcTB B KHOEPIPOCTPAHCTBE, TaK XKe Kak M
OTHOIIEGHWH JEsITeNbHOCTH B Jpyrux cdepax. Cioma BXOOUT KaK NPHMCHEHHE
KOHTpPMEp TIPOTHB TOCYNapCTBa, JACHCTBUS KOTOPOTO B KHOEpPIPOCTPAHCTBE
MIPEACTAaBISAIOT COO0H MEXIyHAapOIHO-TIPOTHBOIPABHBIE JACSHUS, TaK U MPUMEHEHNE
KOHTpMEp IIyTeM TpoBelneHHst kKubeponepamuii. KoHTpMepsl HE ODKHBI OBITH
CUMMETPUYHBIMH: B CIydasX, €CJIH MEXIYHapOJHO-IPOTHUBOIIPABHOE JICSTHHUE Camo
1o ceOe He ABIsICTCSl KNOepAeicTBUEM, OTBET, TEM HE MEHEE, MOXKET OBITh CBSI3aH C
IIPUMEHEHHEM KOHTPMEP B KHOepmnpocTpaHCTBE (M HA000pOT).

17. Jlroboe mocrpamaBuice TOCyJapCTBO BIpaBe NMPUMEHSATH KOHTPMEPHI IPOTHB
rocyAapcTBa, OTBETCTBEHHOI'O 3a COBEPIIEHUE MEXKIYyHapOIHO-NMPOTHUBOINPABHOIO
JESHHS, TOJIBKO 4YTOOBI TPHUHYAUTH 3TO TOCYAapCTBO K BBIMOJHEHHUIO CBOUX
obOsizarenbeTB.  JIIoOble TPUHSATBIE KOHTPMEPHI JOJDKHBI OBITH  COpa3sMEpHBI
roHeceHHOMY ymepOy. KoHTpMmepsl ciienryeT OCYyHmIeCTBIATH B COOTBETCTBHH C
YCIOBUSIMH M OTPAaHWYEHUSMH, IPEIYCMOTPEHHBIMU MEXIyHapOJIHBIM IpaBoM. B
YaCTHOCTH, OHHU HE JOJIKHBI HapylIaTh 3alpeT Ha yrpo3y CUION WU €€ IPUMEHEHNE,
JIOJDKHBI OBITH HEOOXOAMMBI M MPOTIOPIHUOHANBHBI IEJISIM MPUHYKJICHUS HECYIIEero
OTBETCTBEHHOCTHh TOCYJapCTBAa K HCIIOJHEHHUIO €ro 00s3aTeNbCTB M HE JIOJDKHBI
MPOTUBOPEUUTH HUKAKON MHOW MMIEPATUBHON HOPME MEXAYHApOIHOrO IIpaBa.

18. [IlpumeHeHHe MEXIYHApOAHOTO TIpaBa K HCIOJB30BAHUIO KOHTPMED B
KHOEpIPOCTPAHCTBE JIOJDKHO YUUTHIBATh XapakTep KHOepAeHCTBUH, KOTOPBIE MOTYT
HayaTbCid M 3aTEM IPEKPATUTHCS NPAKTUYSCKHM MIHOBEHHO HWIIM MO HCTCYCHUH
KOpOTKOTO BpeMeHH. B Takmx oOcrosiTenbcTBax OoJjiee MNIMPOKHE MOJIETH
KHOepaeHCTBUII MOTYyT B COBOKYNHOCTH TPEICTaBIATH COOOH MeEXITyHapOaHO-
NPOTUBOIPABHOE JI€sIHUE, ONPaBAbIBAIOIEE PEaruPOBAHHUE.
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19. BenukoOpuTaHHS HE CUHTACT, YTO TOCYAAPCTBA, MPUHUMAIOIINE KOHTPMEPHI,
HECYT IIPaBOBOE 0053aTENBCTBO MO NPEABAPUTEILHOMY YBEIOMIICHHUIO (B TOM YHCIIE
myTeM 0OpalleHus K TOCy 1apCTBY, OTBETCTBEHHOMY 3a COBEPLICHHE MEXIyHAPOIHO -
MPOTUBONPABHOTO JACSIHHS, ¢ TpeOOBaHHEM O COONIONCHHMH UM MEXIYHAapOIHOTO
mpaBa) BO Bcex oOcrosiTenbeTBax. [ocymapcTBa MOTYT HE HMMETh IPaBOBOTO
00s13aTeNIbCTBA 110 MPEABAPUTEIHLHOMY YBEIOMJICHHIO B Cllydae pearnpoBaHHs Ha
TallHOe KHOEPBTOP)KEHUE C NPHMEHEHHWEM KOHTpMEp WJIH B Cllydae, eCIH Camo
MPUMEHEHHE KOHTPMEP 3aBUCHT OT HCIIOJIb30BaHUS TailHBIX KHOEPBO3MOXKHOCTEH. B
TaKUX CIydasxX MpeIBapUTEIbHOE YBEIOMIICHHE MOTJIO OBl CO3/1aTh PUCK PACKPBITUS
HHGOPMALUU O CEKPETHBIX BO3MOXHOCTAX W NOIOPBaTh 3(PPEKTUBHOCTH caMHX
KOHTpPMEp, 0 KOTOPBIX HeT pedb. OIHaKo T1000€ penieHne o IpUMEHEHNH KOHTPMEp
0e3 MpeABapUTENBHOTO  YBEIOMIICGHHS  JOJDKHO  OBITh  HEOOXOIUMBIM H
MPOMOPUHAOHANEHEIM II€JId MPUHYXKICHHS TOCYNapcTBa K BBINOJHEHHUIO CBOHX
00513aTEIIBCTB B 9TUX 00CTOSATEIHCTBAX.

MEXAYHAPOJHOE ITPABO B OBJIACTH ITPAB YEJIOBEKA

20. OOs3aTenbCTBA, KacaloIIWecs MpaB dYeloBEKa, MPUMEHHMBI K IesTeIbHOCTH
rocyJIapcTB B KHOEpIpOCTPaHCTBE, TaK XK€ KaKk M K HHOH JESITeJbHOCTH.
BenmmkoOpuTaHus MpoaoDKAET MOAAEPKUBATH MTO3HUIINIO, H3JI0KEHHYIO B Pe3omronuun
20/8 CoBeta 10 mpaBaM 4eJIOBEKa O TOM, YTO «T€ XKe IpaBa, KOTOPHIC YEJIOBEK HMEET
B o¢aiiHOBOH cpene, MODKHBI TaK K€ 3allUIIaThCs M B OHJIANHOBOI cpene...».
locynapcTBa 00s13aHBI AEHCTBOBATH B COOTBETCTBHU C INPUMEHHMBIMH HOPMaMH
MEXIyHapoOJHOTO TpaBa B OO0JacTH IMpaB dUYEIOBEKa, B TOM 4YHCJIE OOBIYHOTO
MEXIyHapOIHOTO TpaBa, W MEXIyHAapOJIHBIX KOHBEHIIMH, yYaCTHUKAMH KOTOPBIX
OHU SIBISIIOTCS, TAKUX KaK MEeXIyHapOIHBIA MAKT O TPAXTAHCKUAX M MOTUTHIECKUX
mpaBax, npyrue goroBopsl OOH u pernoHanbHble HHCTPYMEHTHI, TaKHe Kak
EBpomneiickast KOHBEHIIHS IO TIPaBaM YeJIOBEKa.

21. YBaxeHHe rocyaapcTBaMHU CBOHX 00s3aTENbCTB, KACAIOIIMXCS IPaB YEJIOBEKa,
B OTHOUICHUM WX IOBEJCHHS B KHOEPIPOCTPAHCTBE MMEET OOJBIIOE 3HAUCHUE IS
obecrieueHnsI OTKPBITOHM, Oe30macHoOl, CTaOWIBHOW, NTOCTYITHOW M MHUPHOH Cpeisbl;
IIPX 9TOM HEKOTOPHIE ITpaBa MOTYT OBITh OCOOEHHO aKTyaJIbHBl B KOHTEKCTE JIEHCTBUI
rocyJ1apcTB B KHOEpIpPOCTpaHCTBE, BKJIOYas IMpPaBO YEJIOBEKa HE IOJIBEPraThCs
NPOU3BOJIBHOMY HJIH HE3aKOHHOMY BMEIIATENIBCTBY B €r0 JIMYHYI) U CEMENHYIO
)KW3Hb  WIM  TPOU3BOIBHBIM U HE3aKOHHBIM  IOCSTaTeIbCTBaM Ha
HENPUKOCHOBEHHOCTh €ro >KWIHIIA WIM TallHy €ro KOpPpEeCHOHIEHIUH, IpaBO Ha
CBOOOJy MBICIIM, COBECTH W PEIMIMH M NPaBO Ha CBOOOJHOE BHIPAKEHHE CBOETO
MHEHUS.

MEXAYHAPOJHOE T'YMAHUTAPHOE INIPABO (MTI)

22. MITI npuMeHHMMO K OIepanusM B KHOEPIpPOCTPAHCTBE, HPOBOIMMBEIM B
OCYIIIECTBIICHHE BPaXACOHBIX JCHCTBUI B X0/l BOOPYKEHHOTO KOH(INKTa, TaK XKe
KakK U K IpPyTMM BOCHHBIM OIEPAIUsIM.

23. MITI nanpaBieHo Ha OrpaHUYCHHE MOCICACTBUH BOOPYKEHHOTO KOH(INKTA:
OHO 3allIMIIAET JHI], KOTOPbIe HE IPUHUMAIOT WK OOJbIIe HE MPUHUMAIOT YJacTHsI B
BOCHHBIX JEHUCTBUAX, U OrpPAaHUYMBAET METOAbl U CPEACTBA BEACHUSA BOWHBI,
NpUMEHsAEeMble ydJacTHHKaMH KoH(puukTa. Kak ykazaHo Bbllle, oOpalieHue K
MIPUMEHEHHIO CHJIBI B KHOEPIPOCTPAHCTBE PETyJHPYETCS HMHBIMH HOPMaMH
MeXAyHapogHoro mnpasa, nomumo MITI, B wactHocTH VYcraom OOH. MITI
HaIrpaBJIEHO Ha OTpaHUYECHHE ITOCIEICTBUH BOOPY>KEHHOTO KOH(IINKTA, U IOTOMY
OblI0 OBl  HEKOPPEKTHO YTBEPXKJaTh, UYTO IPUMEHHMOCTH €ro HOPM K
kubeponepanusiM B XOA€ BOOPYXEHHOTO KOHQJIMKTA IOOIIPSET MHINTAPU3ALMIO
KHOepIpoCTpaHCTBA.
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24. Kubepomepanus MOXET IPEACTABISITE COO0M «HAIAaIeHNEe)» COTJIACHO HOpMaM
MI'II, ecan oHAa HMEET TaKHE )K€ MJIM aHAJOTHYHEIC MOCISACTBUS, KaK U JCHCTBHA C
HCTIOJIF30BAHUEM KHHETHYECKHUX CPENICTB, KOTOpHIE KBaTHM(PUIIUPOBAIHNCH OBl Kak
HamageHune. Eciam omepanus B KHOEPHPOCTPAHCTBE MPHU3HACTCS «HAIMaJICHUEM),
MIPUHITUTIEI WHAUBHAIYAIH3allid, MPOMOPIHOHATFHOCTH, TYMAaHHOCTH W BOCHHOWU
HEoOXOAUMOCTH IPUMEHUMEI K HEl Tak e, KaK U K HallaJeHUIO C UCIIOIb30BaHUEM
IpyTuX cpenacts. Jluma, OTBETCTBEHHBIC 3a ILUTAHUPOBAHWE HANAICHUM, NMPUHSITHE
peureHnit 00 UX OCYIIECTBICHUH WM 32 UX OCYIICCTBIICHHE, HEIIPEMEHHO JOJDKHBI
TPUHUMATH PEIICHUS Ha OCHOBE CBOSH OICHKH MH(OpMAIMU U3 BCEX MCTOYHHUKOB,
KOTOpas pa3yMHO HMeEeTCS y HHX B HallMdWUM B COOTBETCTBYIOIIee Bpems. Bce
cooTBeTcTBYIOMmMUE HOPMBI MI'TI MOMKHBI OBITH COONIONEHEI NMPH IUIAHHUPOBAHUH U
MPOBEICHUN ONepanuii, Oyap TO C NPUMEHCHHEM KHOCPHETHYECKUX WM HWHBIX
CPEICTB: CIOXHOCTh KuOepoliepamuii He ONpaBIbIBACT HWCIOJB30BaHUA Oojee
HHU3KOTO CTaHJapTa 3allUTHI, 00SCIIEUNBAEMON I TPaXTAHCKOTO HACEICHUS WA
TpaXJaHCKUX OOBEKTOB.

25. T'paxnmaHckue JHIAa MOJB3YIOTCS 3aIUTON OT HAmaJCHUs, 3a HCKIIOYCHHEM
CIy4aeB M Ha TaKOHW IEpHOJl, MOKa OHM IPUHUMAIOT HETOCPEICTBEHHOE Y4YacTHE B
BOGHHBIX NEUCTBUAX. B TOH Mepe, B KOTOpPOH TI'pakJaHCKHE JIMIA OCYLIECCTBISIOT
KuOepomepanii B XOJ€ BOOPYKEHHOTO KOH(IMKTA, KOTOPBIH MpHU3HAETCS
HarajgeHueM, OHH MOTYT IOTEpPSITh CBOW CTaTyC JHIl, IMOJB3YIOIIMXCS 3aIUTOMN
cormacHo MITI, u, B cuily HENOCPEACTBEHHOTO y4YacTHs B BOCHHBIX IEHCTBUSX,
CTAHOBATCS 3aKOHHBIMH BOCHHBIMH LIEIISIMH.

SATJIAABIBASA BIIEPE I

26. Kakx yxazano Bemme, CoegmHenHoe KopomeBcTtBo BemukoOputanum u
CeBepHoli prmanauy, IpUBETCTBYET 3Ty HHUIUATUBY KaK 4acTh MPOJOJDKAIOIIErOCs
COTpYOHHYECTBA MEXIy TIOCyAapcTBaMH, HANpaBICHHOTO HA  pa3BUTHE
B3aMMONIOHUMAHHUS B OTHOIIEHWHM NPUMEHHUMOCTH HOPM MEXIyHapOJHOrO IpaBa K
TOBEJICHNIO B KHOEPIPOCTPAHCTBE W HAa YKpEIUIEHHE MX CIIOCOOHOCTH ITOCTUTHYTH
STOH LIENH.

BenmukoOpuTanus  TPONOIDKAT  aKTHBHO — B3aUMOJECHCTBOBAaTH C  JAPYTUMH
rocyJapcTBaMM, 4YTOOBI O00ECHeYWTh UYETKOE NOHMMAaHWE B  OTHONICHUH
MIPUMEHHUMOCTH HOPM MEXIyHapOJHOTO IpaBa K MOBEICHUIO B KHOEPIIPOCTPAHCTBE
¥ TapamMeTpoB OTBETCTBEHHOTO IOBEIEHMsI B KHOeprpocTpaHcTBe. B 3To# cBsizm
OyZleT Ba)XHO BBIHTH 32 pAMKH 00CY’KJIEHNS OOINX KOHIETINI 1 IPUHIIUIIOB U YETKO
OTIPENIeTIUTh, YTO TPEJCTABISIET COOOW NMPOTHBONpPABHOE MOBEACHHE B CEKTOpax,
SIBJISIONMXCST HanOojee ysS3BUMBIMHU Iepe] JIMIOM JIECTPYKTHBHOTO ITOBEJICHUS B
KHOEpIpOCTPaHCTBE.

*kk

INTRODUCCION

1. El derecho internacional es una herramienta fundamental para garantizar la es-
tabilidad y la seguridad en el ciberespacio y es aplicable tanto con respecto a la con-
ducta de los Estados en el ciberespacio como con respecto a sus otras conductas. La
comunidad internacional reconoce claramente su aplicabilidad en la conducta de los
Estados en el ciberespacio. En el reciente informe del GTCA de 2021, los Estados
reafirman la interpretacion (tal y como queda expresado en los informes del GEG de
2013y 2015) de que “el derecho internacional, y en particular la Carta de las Naciones
Unidas, es aplicable y esencial para mantener la paz y la estabilidad, asi como para
promover un contexto de las TIC que sea pacifico, accesible, estable, seguro y
abierto.”
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2. El Reino Unido celebra por consiguiente la presente iniciativa que incita a los
Estados a que presenten declaraciones que sean adjuntadas al informe del Grupo de
Expertos Gubernamentales expresando su posicion nacional con respecto a como el
derecho internacional es aplicable en el ambito del ciberespacio. Los Estados podran
gracias a estas aportaciones promover un mejor entendimiento del derecho interna-
cional y sus avances facilitando mayor transparencia y entendimiento mutuo acerca
de todo aquello que constituye un comportamiento aceptable en el ciberespacio.
Mientras mayor sea la claridad de los limites del comportamiento licito, menores los
riesgos de cometer errores de célculo y més claras las consecuencias por traspasarlos.
La presente declaracidn se presenta como aportacidn a dicha iniciativa y explica bre-
vemente, y de forma no exhaustiva, la posicidn del Reino Unido con respecto a todo
un conjunto de asuntos concretos relativos a la forma como el derecho internacional
es aplicable ante la conducta de los Estados en el ciberespacio.

3. El Reino Unido expresa su firme compromiso con la existencia de un ciberes-
pacio seguro, pacifico, abierto y libre. Su uso es asimismo de interés para los Estados
y para la comunidad internacional en su conjunto, contando aquéllos con el derecho
de hacer uso de su capacidad cibernética, habida cuenta de las restricciones que im-
ponga el derecho internacional. Si bien no existe una definicién acordada a nivel in-
ternacional para definir el significado de “ciberespacio”, a efectos de la presente de-
claracion se emplea para referirse a la esfera de acciones y conductas que se realizan
empleando la red interdependiente de infraestructuras de las tecnologias de la infor-
macion incluido Internet, redes de telecomunicaciones relacionadas con Internet, sis-
temas informaticos y dispositivos conectados a Internet 278, En la presente declaracion
el uso del prefijo “ciber” hace referencia a aquellas acciones que se lleven a cabo
empleando las infraestructuras de la tecnologia de la informacion antes mencionadas.

LA CARTA DE LAS NACIONES UNIDAS

4, La Carta de las Naciones Unidas es aplicable para la conducta de los Estados
en el ciberespacio, al igual que con respecto a sus otras conductas.

5. El articulo 2(4) de la Carta de las Naciones Unidas prohibe la amenaza o el uso
de la fuerza contra la integridad territorial o la independencia politica de los Estados,
o en cualquier otra forma que sea incompatible con los objetivos de las Naciones
Unidas. Dependiendo de los hechos y circunstancias de cada caso, la conducta de los
Estados en el ciberespacio puede constituir una amenaza o uso de fuerza si dicha
conducta o amenaza de conducta tiene o pudiera tener el mismo efecto, o efecto si-
milar, que mediante el empleo de medios cinéticos. En virtud del derecho internacio-
nal las circunstancias bajo las que el uso de la fuerza o la amenaza de dicho uso no
incurren en la ilegalidad son las mismas independientemente de si la conducta tiene
lugar de forma cinética o cibernética.

6. Una operacidn con medios cibernéticos puede constituir una agresion armada
dando pie al derecho inherente de legitima defensa individual o colectiva, tal y como
gueda expresado en el articulo 51 de la Carta de las Naciones Unidas, cuando la escala
y los efectos de una operacién sean equivalentes a los de un ataque armado en el que
se empleen medios cinéticos. Al considerar la escala y los efectos de un ataque, los

278

Definicion basada principalmente en la descripcion de ciberespacio que aparece en HMG’s
National Cyber Security Strategy 2016-2021 [Estrategia 2016-2021 del Gobierno britanico en
materia de seguridad cibernética nacional], cuyo enlace aparece a continuacion:
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file
/643420/Spanish_translation_-_National_Cyber_Security_Strategy_2016.pdf donde se define el
ciberespacio como “la red interdependiente de infraestructuras de tecnologia de la informacion
que incluye a Internet, las redes de telecomunicaciones, los sistemas informaticos, los
dispositivos interconectados y los controladores y procesadores integrados. También puede
aludirse al mundo virtual o dominio como un fenémeno experimentado, o concepto abstracto.”
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factores a tener en cuenta pueden incluir la destruccién de propiedad, dafios y muer-
tes, ya sean de facto o anticipados. El ejercicio del derecho inherente de legitima
defensa ante un ataque inminente o continuado ya sea efectuado con medios cinéticos
o cibernéticos, puede también llevarse a cabo empleando para ello medios cinéticos
o cibernéticos, cumpliendo siempre con los debidos requisitos de necesidad y propor-
cionalidad. El recurso al derecho inherente de legitima defensa sera siempre debida-
mente sopesado teniendo en cuenta todas las circunstancias.

7. Tanto el articulo 2(3) como las disposiciones del Capitulo VI de la Carta sobre
el arreglo pacifico de controversias pueden aplicarse igualmente con respecto a las
actividades de los Estados en el ciberespacio. Por lo tanto y en virtud del articulo 33
(1), todo Estado parte de una controversia internacional de indole cibernética cuya
continuacién pueda poner en peligro la seguridad y la paz internacionales, debera
intentar resolver dicha disputa por medios pacificos tal y como queda expresado en
el articulo 33 de la Carta: mediante la negociacidn, la investigacion, la mediacion, la
conciliacién, el arbitraje, el arreglo judicial, el recurso a organismos o acuerdos re-
gionales, u otros medios pacificos de su eleccidn.

NO INTERVENCION Y SOBERANIA

8. Por debajo del umbral de la amenaza o el uso de la fuerza, la norma de derecho
internacional consuetudinario que prohibe intervenciones en asuntos nacionales de
los Estados es aplicable tanto a las operaciones de los Estados en el ciberespacio como
lo es con respecto a sus demas actividades. Tal y como quedo expresado en la senten-
cia de la Corte Internacional de Justicia en el caso de Nicaragua, el objetivo de la
norma de no intervencion es asegurar que los Estados no sufran intervenciones coer-
citivas exteriores en asuntos que afecten los poderes de un Estado, cuando se trata de
elementos centrales de su soberania tales como son la libertad de elegir el sistema
cultural, econémico, social, o politico?™.

9. De conformidad con lo expresado anteriormente por el Reino Unido, y si bien
los limites precisos de esta norma siguen siendo objeto de debate, cabe sefialar que
presenta unas bases claramente asentadas en el marco del derecho internacional a fin
de evaluar la legalidad de la conducta de un Estado. El uso de operaciones cibernéti-
cas hostiles para manipular el sistema electoral de otro Estado con el fin de alterar los
resultados de unas elecciones, asi como socavar la estabilidad de su sistema finan-
ciero, 0 actuar contra los servicios médicos esenciales de otro Estado podrian, por lo
tanto, dependiendo de las circunstancias, incumplir la prohibicion del derecho inter-
nacional en materia de intervenciones.

10. La Corte Internacional de Justicia ha determinado que son consideradas inter-
venciones prohibidas todas aquellas que afectan a asuntos en los que cada Estado
puede, en virtud del principio de soberania de los Estados, decidir de forma libre. La
soberania como principio general es un concepto fundamental en el derecho interna-
cional. Habida cuenta de lo anterior, el Reino Unido recuerda que toda prohibicidn

279

Actividades militares y paramilitares en Nicaragua y contra Nicaragua (Nicaragua contra los
Estados Unidos de América) Méritos, Fallo, Informes de la CIJ 1986, paragrafo 205: ‘En este
sentido [la Corte] indica que, habida cuenta de las formulaciones generalmente aceptadas, el
principio prohibe a todos los Estados o grupos de Estados intervenir de forma directa o indirecta
en los asuntos internos o externos de otros Estados. Una intervencién prohibida debera ser por lo
tanto aquella que afecta a cuestiones que cada Estado puede, en virtud del principio de soberania
de los Estados, decidir libremente. Una de ellas es la eleccion de un sistema cultural, social,
econémico, o politico, asi como la formulacién de su politica exterior. Una intervencion es ilicita
cuando emplea métodos de coercion con respecto a dichas decisiones, que deben seguir siendo
libres. El elemento de coercién que define, y de hecho es la esencia de la intervencion ilegal, es
evidente en casos en que la intervencion emplee la fuerza, ya sea de forma directa mediante
accion militar, o de forma indirecta apoyando actividades armadas terroristas o subversivas en
otro Estado.”
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de las actividades de los Estados ya sea en relacién con el ciberespacio u otros asun-
tos, deberd estar claramente establecida en el derecho internacional consuetudinario
0 en un tratado vinculante para los Estados implicados. El Reino Unido no considera
que el concepto general de soberania constituya en si una base clara o suficiente que
permita extrapolar una norma concreta o incorporar una prohibicién adicional de con-
ducta cibernética que vaya mas alla de la no intervencion antes mencionada. De igual
forma, el Reino Unido sefiala que puntos de vista divergentes sobre estos asuntos no
deberian impedir que los Estados puedan evaluar si situaciones concretas constituyen
actos internacionales ilicitos y llegar a conclusiones comunes con respecto a dichos
asuntos.

RESPONSABILIDAD DEL ESTADO Y ATRIBUCION

11. El derecho internacional hace responsables a los Estados de toda actividad ci-
bernética que les sea atribuible, en virtud de las normas de responsabilidad de los
Estados. La responsabilidad de un Estado con respecto a actividades que tengan lugar
en su territorio, incluidas aquellas relacionadas con actividades en el ciberespacio
esta por lo tanto determinada en funcion de las normas de derecho internacional de
responsabilidad del Estado. Al igual que es responsable por los actos de sus 6rganos
y agentes, en virtud del derecho internacional la responsabilidad también recae sobre
dicho Estado cuando, por ejemplo, un individuo o grupo de individuos actla bajo sus
instrucciones o bajo su control o direccion.

12.  Lanorma 13 (c) del Grupo de Expertos Gubernamentales de las Naciones Uni-
das establece que los Estados no deberdn permitir a sabiendas que su territorio sea
utilizado para cometer actos ilicitos internacionales utilizando las tecnologias de la
informacion y las comunicaciones. Dicha norma incorpora orientaciones acerca de
todo aquello que puede constituir comportamiento adecuado por parte de un Estado.
El Reino Unido reconoce la importancia de que los Estados tomen medidas apropia-
das, razonablemente disponibles, y que puedan ser llevadas a la practica dentro de sus
posibilidades para hacer frente a actividades que sean consideradas perjudiciales, con
el fin de lograr una mayor estabilidad del ciberespacio en interés de todos los Estados.
Cabe sefialar que cuando los Estados se refieren a esta norma como no vinculante,
gueda patente que no existe alin una practica de los Estados suficiente para crear una
norma de derecho internacional consuetudinario de “diligencia debida” que sea apli-
cable a las actividades en el ciberespacio.

13. El término “atribucién” se emplea con relacion al ciberespacio tanto en un sen-
tido juridico como no juridico. En el primero de los casos se utiliza para aludir a la
identificacion de aquellos individuos responsables de un acto ilicito internacional.
También se emplea en un sentido no juridico para describir la identificacion de auto-
res (incluidos actores no estatales) que hayan llevado a cabo conductas cibernéticas
gue podrian ser consideradas hostiles o de uso malintencionado, pero sin que impli-
guen necesariamente la comision de un acto ilicito internacional.

14. Parael Reino Unido existen consideraciones diplomaticas y técnicas a tener en
cuenta al atribuir publicamente dichas actividades en el ciberespacio. La decision de
hacer publica esa atribucion mediante una declaracion es un tema de politica. Cada
caso sera estudiado seguin sus méritos. EI Reino Unido hard pablicas esas atribuciones
de conducta con el fin de ahondar en su compromiso en pro de la claridad y la esta-
bilidad en el ciberespacio, o cuando sea de su interés hacerlo.

15. Independientemente de la naturaleza de la atribucion, no existe una obligacion
juridica general que requiera que un Estado exponga publicamente la informacion
subyacente en que basa su decisién de atribuir cierta conducta.
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CONTRAMEDIDAS

16. En aras de responder a actos ilicitos internacionales, y en virtud del derecho
internacional, se podra recurrir a la adopcion de contramedidas relacionadas con ac-
tividades de los Estados en el ciberespacio al igual que con respecto a otras activida-
des. Se entiende por ello tanto recurrir a contramedidas dirigidas hacia un Estado
cuyas actividades cibernéticas constituyan actos ilegales internacionales como adop-
tar contramedidas mediante operaciones cibernéticas. Las contramedidas no han de
ser simétricas: aun cuando el acto ilegal internacional no sea una actividad ciberné-
tica, la respuesta si podré incluir contramedidas basadas en el ciberespacio (y vice-
Versa).

17. Los Estados lesionados podran Gnicamente tomar contramedidas contra un Es-
tado responsable de cometer un acto ilegal internacional para poder hacer que dicho
Estado cumpla con sus obligaciones. Toda medida adoptada debera ser proporcional
con el perjuicio causado. Las contramedidas podran solamente llevarse a cabo de
acuerdo con las condiciones y restricciones que brinda el derecho internacional y no
deberan contravenir la prohibicién de la amenaza o el uso de la fuerza, deberan asi-
mismo ser necesarias y proporcionales con el objetivo de inducir al Estado responsa-
ble a que cumpla con sus obligaciones, y no deberan contravenir ninguna otra norma
imperativa de derecho internacional.

18. Cuando se aplica el derecho internacional al uso de contramedidas en el cibe-
respacio, habra que tener en cuenta la naturaleza de las actividades cibernéticas, que
pueden comenzar y cesar de forma casi instantanea o producirse en un marco de
tiempo breve. En esos casos, un patrén mas amplio de actividades cibernéticas podria
constituir conjuntamente un acto ilegal internacional que justifique una respuesta.

19. El Reino Unido no considera que aquellos Estados que tomen contramedidas
estén obligados legalmente a dar notificacién previa (incluida la solicitud de que el
Estado responsable del acto ilegal internacional cumpla con el derecho internacional)
en todas las circunstancias. La notificacion previa puede no ser una obligacion legal
al responder a una intrusidn cibernética encubierta empleando contramedidas, 0
cuando se recurre a contramedidas que dependen de capacidades cibernéticas encu-
biertas. En estos casos, la notificacién previa podria exponer capacidades altamente
sensibles y afectar la eficiencia de las contramedidas en cuestidn. Aun asi, toda deci-
sién de emplear contramedidas sin dar notificacion previa debera realizarse de forma
necesaria y proporcional, acorde con el objetivo de inducir al debido cumplimiento
dadas las circunstancias.

DERECHO INTERNACIONAL DE LOS DERECHOS HUMANOS

20. Las obligaciones en materia de derechos humanos son aplicables tanto a las
actividades de los Estados en el ciberespacio como a sus otras actividades. El Reino
Unido sigue compartiendo el punto de vista expresado en la resolucion 20/8 del Con-
sejo de Derechos Humanos de que “los mismos derechos que tienen las personas en
el mundo no virtual, deberdn también estar protegidos en Internet...” Los Estados
tienen la obligacién de actuar de forma acorde con las normas internacionales de de-
rechos humanos, incluido el derecho internacional consuetudinario, asi como con las
convenciones internacionales de las que sean parte, tales como el Pacto Internacional
de Derechos Civiles y Politicos, demas tratados de las Naciones Unidas, e instrumen-
tos regionales tales como la Convencién Europea de Derechos Humanos.

21. En aras de asegurar un entorno pacifico, estable, seguro, accesible y abierto es
esencial que los Estados respeten sus obligaciones en materia de derechos humanos
en el ciberespacio. Algunos derechos pueden estar estrechamente relacionados con
ciertas actividades de los Estados en Internet tales como el derecho a no sufrir
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interferencias ilegales o arbitrarias en materia de privacidad, familiares, en el hogar
o0 en la correspondencia, el derecho a la libertad de pensamiento, conciencia y reli-
gion, asi como el derecho a la libertad de expresion.

DERECHO INTERNACIONAL HUMANITARIO (DIH)

22. El DIH cubre operaciones en el ciberespacio realizadas para apoyar hostilida-
des en conflictos armados de igual forma que es aplicable en otras operaciones mili-
tares.

23. El DIH tiene como objetivo limitar los efectos de los conflictos armados, pro-
tege a aquellas personas que, o bien no son, o bien han dejado de ser, participantes en
hostilidades, y limita asimismo los métodos y medios de guerra que emplean los be-
ligerantes. Como se indica anteriormente, el recurso al uso de la fuerza en el ciberes-
pacio se rige por el derecho internacional, aparte del DIH, y en concreto la Carta de
las Naciones Unidas. ElI DIH pretende limitar los efectos de los conflictos armados y
es por lo tanto incorrecto afirmar que su aplicabilidad a las operaciones cibernéticas
en los conflictos armados promoveria la militarizacién del ciberespacio.

24. En virtud del DIH, toda operacion cibernética puede ser considerada “ataque”
cuando tenga el mismo efecto o efectos similares a los de una accion cinética consi-
derada ataque. En aquellos casos en que una operacién en el ciberespacio constituye
un “ataque”, los principios de humanidad, proporcionalidad, distincién y necesidad
militar son aplicables de igual forma que en ataques en los que se emplee otro tipo de
medio. Aquellas personas responsables de la planificacién, de la toma de decisiones
o de ejecutar ataques tendran que tomar decisiones basadndose en la evaluacion de la
informacion proveniente de todas las fuentes que puedan serles razonablemente dis-
ponibles en el momento relevante. En la planificacion y al llevar a cabo operaciones,
ya sea por via cibernética o de otro tipo, deberdn cumplirse todas las normas perti-
nentes del DIH sin que la complejidad de las operaciones cibernéticas sea excusa para
reducir los estandares de proteccidn hacia civiles y objetos civiles.

25. Los civiles estan protegidos de ataques salvo si participan directamente en las
hostilidades y mientras dure tal participacién. Al llevar a cabo operaciones cibernéti-
cas en un conflicto armado que puedan constituir ataques, pierden el estatus de pro-
teccidn que les brinda el DIH y su participacidn de forma directa en las hostilidades
les convierte por lo tanto en objetivos militares legitimos.

EN ADELANTE

26. Habida cuenta de todo lo anterior, el Reino Unido celebra la presente iniciativa
como parte de la cooperacion continua entre Estados con el fin de ahondar en su en-
tendimiento de la aplicacion del derecho internacional en el ciberespacio y del forta-
lecimiento de sus capacidades para conseguir este fin. EI Reino Unido seguira coope-
rando activamente con otros Estados para asegurar claridad tanto sobre la forma como
el derecho internacional se aplica en el ciberespacio, como con respecto a los para-
metros de comportamiento responsable de los Estados. Para ello serd importante
avanzar e ir mas alla del debate de conceptos y principios generales y ser claros con
respecto a aquello que constituye conducta ilegal en los sectores méas vulnerables ante
conductas cibernéticas destructivas.
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United States of America

[Original: English]

Introduction

The United States submits this national contribution to the 2019-21 United
Nations Group of Governmental Experts (GGE) on “Developments in the Field of
Information and Telecommunications in the Context of International Security.” This
submission addresses the application of international law to the use of information
and communications technologies (ICTs) by States.

The United States seeks to build upon the views expressed in the 2013 and 2015
GGEs reports, including with respect to how international law applies to the use of
ICTs. In this submission, the United States seeks to deepen understanding of the legal
conclusions in these consensus GGE reports, as well as to promote transparency, by
sharing U.S. views on how international law applies to the use of ICTs by States. In
this submission, we highlight some basic principles of international law that apply to
State behavior in cyberspace and provide, where applicable, some considerations that
States may take into account when determining how such principles apply to State
use of ICTs in specific situations they confront. The United States believes that
fostering discussion on how States understand their existing rights and obligations
under international law, including with respect to self-defense, use of force, and
armed conflict, apply in cyberspace actually promotes greater predictability and
reduces the risk of unintended conflict. Our prior submissions to the 2014—15 and
2016—17 GGEs the Digest of United States Practice in International Law 2014 (732-
40) and Digest of United States Practice in International Law 2016 (823-26) are
available at: https://www.state.gov/digest-of-united-states-practice-in-international-
law/.

. Application of International Law to Cyber Activities Involving the Use of Force

There are two related bodies of international law that are relevant to the
question of how existing international law applies to ICTs and the use of force in and
through cyberspace: jus ad bellum (the body of law that addresses, inter alia, uses of
force triggering a State’s right to use force in self-defense) and jus in bello (the body
of law governing the conduct of hostilities in the context of armed conflict).°

Cyber activities and jus ad bellum

Both the 2013 and 2015 GGE reports recognized that the Charter of the United
Nations applies to States’ use of ICTs.?®! The 2015 GGE report identified a number
of principles of the Charter that are of central importance, including the obligation of
Member States contained in Article 2(4) regarding refraining in their international
relations from the threat or use of force against the territorial integrity or political
independence of any State.?®2 The 2015 GGE report also noted the inherent right of
States to take measures consistent with international law and as recognized in the

280

281
282

The U.S. submission to the 2014-15 GGE addressed these bodies of law in some detail. U.S.
Submission to the UN Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security (2014-2015),
pp. 2-6. This section seeks only to highlight certain elements of our views.

2013 GGE Report, para. 19; 2015 GGE Report, para. 28(c).

2015 GGE Report, para. 26.
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Charter.?? Article 51 of the Charter recognizes “the inherent right of individual or
collective self-defense” in response to an armed attack against a Member State.

Use of force

Cyber activities may in certain circumstances constitute uses of force within
the meaning of Article 2(4) of the UN Charter and customary international law. In
determining whether a cyber activity constitutes a use of force prohibited by
Article 2(4) of the UN Charter and customary international law or an armed attack
sufficient to trigger a State’s inherent right of self-defense, States should consider the
nature and extent of injury or death to persons and the destruction of, or damage to,
property. Although this is necessarily a case-by-case, fact-specific inquiry, cyber
activities that proximately result in death, injury, or significant destruction, or
represent an imminent threat thereof, would likely be viewed as a use of force / armed
attack. If the physical consequences of a cyber activity result in the kind of damage
that dropping a bomb or firing a missile would, that cyber activity should equally be
considered a use of force / armed attack.

Some of the factors States should evaluate in assessing whether an event
constitutes an actual or imminent use of force / armed attack in or through cyberspace
include the context of the event, the actor perpetrating the action (recognizing the
challenge of attribution in cyberspace, including the ability of an attacker to
masquerade as another person/entity or manipulate transmission data to make it
appear as if the cyber activity was launched from a different location or by a different
person), the target and its location, the effects of the cyber activity, and the intent of
the actor (recognizing that intent, like the identity of the attacker, may be difficult to
discern, but that hostile intent may be inferred from the particular circumstances of a
cyber activity), among other factors.

Inherent right of self-defense

A State’s inherent right of self-defense, recognized in Article 51 of the UN
Charter, may in certain circumstances be triggered by cyber activities that amount to
an actual or imminent armed attack. This inherent right of self-defense against an
actual or imminent armed attack in or through cyberspace applies whether the attacker
is a State actor or a non-State actor. There is no requirement that a State defend itself
using the same capabilities with which it is being attacked. States may employ cyber
capabilities that rise to the level of a use of force as a means of self-defense against a
kinetic armed attack (i.e., one that was not launched in or through cyberspace).
Additionally, States may in certain circumstances use kinetic military force in self-
defense against an armed attack in or through cyberspace.

The use of force in self-defense must be limited to what is necessary and
proportionate to address the imminent or actual armed attack in or through
cyberspace. Before resorting to forcible measures in self-defense against an actual or
imminent armed attack in or through cyberspace, States should consider whether
passive cyber defenses or active defenses below the threshold of the use of force
would be sufficient to neutralize the armed attack or imminent threat thereof.

Cyber activities and jus in bello

The 2015 GGE report recognized the applicability of the established jus in bello
principles of humanity, necessity, proportionality, and distinction in cyberspace.?

283 2015 GGE Report, para. 28(c).
284 2015 GGE Report, para. 28(d).
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The applicability of the jus in bello more broadly to States’ use of ICTs has been
reaffirmed by a large number of Member States.?%

The United States recognizes that cyber activities in the context of an armed
conflict may in certain circumstances constitute an “attack” for purposes of the
application of the jus in bello rules that govern the conduct of hostilities, including
the principles of humanity, necessity, proportionality, and distinction recognized in
the 2015 GGE report.

The United States has also elaborated on how these principles would apply to
cyber capabilities under an armed conflict. For example, the principle of distinction
requires that only legitimate military objectives be made the object of attack. In the
context of cyber capabilities used in armed conflict, the principle of distinction
requires that only legitimate military objectives be made the object of attack.

The principle of proportionality prohibits attacks that may be expected to cause
incidental loss to civilian life, injury to civilians, or damage to civilian objects which
would be excessive in relation to the concrete and direct military advantage
anticipated. In the cyber context, this rule would require parties to a conflict to assess
the potential effects of cyber activities on both military and civilian infrastructure and
users, including shared physical infrastructure (such as a dam or a power grid) that
would affect civilians. In addition to the potential physical damage that a cyber
activity may cause, such as death or injury that may result from effects on critical
infrastructure, parties must assess the potential effects of a cyber attack on civilian
objects that are not military objectives, such as private, civilian computers that hold
no military significance but may be networked to military objectives.

In addition, when using cyber capabilities in armed conflict, States must
comply with their obligations under international humanitarian law related to the
protection of medical personnel and facilities. For example, medical personnel and
facilities must not be knowingly attacked or unnecessarily prevented from
discharging their proper functions, and parties to a conflict must take feasible
precautions to reduce the risk of incidental harm to the civilian population and other
protected persons and objects, including medical personnel and facilities.

The United States has specifically addressed how its international humanitarian
law obligations apply to cyberspace operations in the context of armed conflict in the
Department of Defense’s Law of War Manual, reflecting a commitment to ensure that

285

See, e.g., Australia: International Cyber Engagement Strategy, Annex A: Australia’s position on
applies to State conduct in cyberspace (3 Oct. 2017), available at: https://www.dfat.gov.au/
publications/international-relations/international-cyber-engagement-strategy/aices/preliminary_
information/foreword.html; Australia: 2019 International Law Supplement, available at:
https://www.dfat.gov.au/publications/international-relations/international-cyber-engagement-
strategy/aices/chapters/2019_international_law_supplement.html; Finland: National Positions,
International Law and Cyberspace, p.7 (2020), available at: https://front.un-arm.org/wp-
content/ uploads/2020/10/finland-views-cyber-and-international-law-oct-2020.pdf; France:
Ministry of Defense, International Law Applied to Operations in Cyberspace, pp. 12-18 (Sept.
2019); Netherlands: Letter of 5 July 2019 from the Minister of Foreign Affairs to the President
of the House of Representatives on the international legal order in cyberspace, Appendix:
International law in cyberspace, p. 5, available at:
https://www.government.nl/ministries/ministry-of-foreign-affairs/documents/parliamentary-
documents/2019/09/26/letter-to-the-parliament-on-the-international-legal-order-in-cyberspace;
New Zealand: The Application of International Law to State Activity in Cyberspace, 1 Dec.
2020, available at: https://www.mfat.govt.nz/en/media-and-resources/ministry-statements-and-
speeches/cyber-il/ UK: Attorney General Jeremy Wright, Cyber and International Law in the
20t Century, 23 May 2018, available at: https://www.gov.uk/government/speeches/cyber-and-
international-law-in-the-21st-century.
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U.S. legal obligations are understood and respected by its military.?8 Several other
States have taken similar steps to share their views on how international humanitarian
law applies and / or address cyber specifically in their military manuals. ¥

For example, in the context of jus ad bellum, it is important for States to
understand what types of activities would be interpreted by other States as violations
of Article 2(4) or that might prompt a State to invoke its right of self-defense under
Article 51. Similarly, it is important for States to develop clear understandings of the
restrictions that the Charter and customary international law place on this type of
conduct; for example, even where a State may lawfully use force in self-defense, its
response must be necessary and proportionate to respond to an actual or imminent
armed attack. The United States has sought to be transparent about its views in this
regard, including through its submissions to this and previous GGEs, and would
encourage other States to do the same.

Similarly, international humanitarian law regulates the conduct of hostilities to
minimize their effects on civilians and avoid unnecessary suffering. It does so in part
through specific protections for civilians and civilian objects. Understanding how
these protections apply in the context of cyber attacks is particularly important, given
the often dual-use nature of ICT infrastructure and interconnectivity of ICTs.
Affirmation that this body of law applies is consistent with our common commitment
to the pursuit of peace.

Application of International Law to Cyber Activities Below the Level of a Use
of Force

Respect for the sovereign equality of States and human rights

As recognized in the 2013 and 2015 GGE reports, State sovereignty and the
international principles that flow from sovereignty apply to States’ ICT-related
activities and to their jurisdiction over ICT infrastructure within their territory.#

The United States believes that State sovereignty, among other long-standing
international legal principles, must be taken into account in the conduct of activities
in cyberspace. Whenever a State contemplates conducting activities in cyberspace,
the equal sovereignty of other States needs to be considered.

The implications of sovereignty for cyber activities are complex, but we can
start by noting two important implications of sovereignty for ICT-related activities.
First, we acknowledge the continuing relevance of territorial jurisdiction, even to
cyber activities, and second, we acknowledge the exercise of jurisdiction by the
territorial State is not unlimited; it must also be consistent with applicable
international law, including international human rights obligations.

Among other international legal principles, the 2015 GGE report acknowledges
the principle of non-intervention in the internal affairs of other States.?° As
articulated by the International Court of Justice (ICJ) in its judgment on the merits in
the Nicaragua Case, this rule of customary international law forbids States from
engaging in coercive action that bears on a matter that each State is entitled, by the

26 Department of Defense, Law of War Manual, § 16, available at: https://dod.defense.gov/Portals/

1/Documents/pubs/DoD%20Law%200f%20War%20Manual%20-
%20June%202015%20Updated %20Dec%202016.pdf?ver=2016-12-13-172036-190.

287 See note 285 supra; see also Danish Ministry of Defense, Military Manual on International Law

Relevant to Danish Armed Forces in International Operations, § 3.10, Regulation of Computer
Network Operations in international law (12 Oct. 2020), available at: https://forsvaret.dk/en/
publications/military-manual/.

288 2013 GGE Report, para. 20; 2015 GGE Report, para. 27.
289 2015 GGE Report, para. 26.
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principle of State sovereignty, to decide freely, such as the choice of a political,
economic, social, and cultural system. This is generally viewed as a relatively narrow
rule of customary international law, but States’ cyber activities could run afoul of this
prohibition. For example, a cyber operation by a State that interferes with another
country’s ability to hold an election or that manipulates another country’s election
results would be a clear violation of the rule of non-intervention. Other States have
made similar observations.?®® Further, a cyber operation that attempts to interfere
coercively with a State’s ability to protect the health of its population--for example,
through vaccine research or running cyber-controlled ventilators within its territories
during a pandemic--could be considered a violation of the rule of non-intervention.

In certain circumstances, one State’s non-consensual cyber operation in another
State’s territory, even if it falls below the threshold of a use of force or non-
intervention, could also violate international law. However, a State’s remote cyber
operations involving computers or other networked devices located on another State’s
territory do not constitute a per se violation of international law. In other words, there
is no absolute prohibition on such operations as a matter of international law. This is
perhaps most clear where such activities in another State’s territory have no effects
or de minimis effects. The very design of the Internet may lead to some encroachment
on other sovereign jurisdictions.

Finally, while the physical infrastructure that supports the Internet and cyber
activities is generally located in sovereign territory and is subject to the jurisdiction
of the territorial State, the exercise of jurisdiction by the territorial State is not
unlimited. It must be consistent with applicable international law, including
international human rights obligations. The 1948 Universal Declaration of Human
Rights (UDHR) says: “Everyone has the right to freedom of opinion and expression;
this right includes freedom to hold opinions without interference and to seek, receive
and impart information and ideas through any media and regardless of frontiers.”?%
All human beings hold certain rights, whether they choose to exercise them in a city
square or an Internet chat room. The right to freedom of expression is well-established
internationally in both the UDHR and the International Covenant on Civil and
Political Rights.?®2 Both of these instruments clearly state that this right can be
exercised through any media and regardless of frontiers. Both of these instruments
set forth the right of individuals to publish, to create art, to practice their religions,
and to gather together and discuss issues of the day. Regardless of whether these
activities occur online or offline, they are governed by the same principles.
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See, e.g., Australia: 2019 International Law Supplement, available at: https://www.dfat.gov.au/
publications/international-relations/international-cyber-engagement-strategy/aices/chapters/
2019_international_law_supplement.html; Estonia: President Kersti Kaljulaid, Opening Speech
at Cybercon, 29 May 2019, available at: https://www.president.ee/en/official-duties/speeches/
15241-president-of-the-republic-at-the-opening-of-cycon-2019/index.html; Finland: National
Positions, International Law and Cyberspace, p. 3 (2020), available at: https://front.un-arm.org/
wp-content/uploads/2020/10/finland-views-cyber-and-international-law-oct-2020.pdf; New
Zealand: The Application of International Law to State Activity in Cyberspace, 1 Dec. 2020,
available at: https://www.mfat.govt.nz/en/media-and-resources/ministry-statements-and-
speeches/cyber-il/ UK: Attorney General Jeremy Wright, Cyber and International Law in the
20" Century, 23 May 2018, available at: https://www.gov.uk/government/speeches/cyber-and-
international-law-in-the-21st-century.

Universal Declaration of Human Rights, UN General Assembly, 217 A (111) (Dec. 10, 1948),
art. 19 (UHDR) (emphasis added).

UDHR, art. 19; International Covenant on Civil and Political Rights, UN Treaty Series 999,
171, art. 19.
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The Concept of “Due Diligence”

In recent public statements on how international law applies in cyberspace, a
few States have referenced the concept of “due diligence”: that States have a general
international law obligation to take steps to address activity emanating from their
territory that is harmful to other States, and that such a general obligation applies
more specifically, as a matter of international law, to cyber activities. The United
States has not identified the State practice and opinio juris that would support a claim
that due diligence currently constitutes a general obligation under international law.
We do believe, however, that if a State is notified of harmful activity emanating from
its territory it must take reasonable steps to address such activity.

State responsibility for internationally wrongful acts

Both the 2013 and 2015 GGE reports concluded that States must meet their
international obligations regarding internationally wrongful acts attributable to them
under international law.?®® In addition, they must not use proxies to commit
internationally wrongful acts using 1CTs.2%

Under the law of State responsibility, a State is responsible for an
internationally wrongful act when there is an act or omission that is attributable to it
under international law that constitutes a breach of an international obligation of the
State. Cyber activities may therefore constitute internationally wrongful acts under
the law of State responsibility if they are inconsistent with an international obligation
of the State and are attributable to it.

The law of State responsibility supplies the standards for attributing acts,
including cyber acts, to States. For example, cyber operations conducted by organs
of a State or by persons or entities empowered by domestic law to exercise elements
of governmental authority are attributable to that State. As important, as a legal
matter, States cannot escape responsibility for internationally wrongful cyber acts by
perpetrating them through proxies; cyber operations conducted by non-State actors
are attributable to a State under the law of State responsibility when such operations
are engaged in pursuant to the State’s instructions or under the State’s direction or
control, or when the State later acknowledges and adopts the operations as its own.
Thus, when there is information — whether obtained through technical means or all-
source intelligence — that permits attribution of a cyber act of an ostensibly non-State
actor to a State under the international law of State responsibility, the victim State
has all of the rights and remedies against the responsible State permitted to it under
international law.

The law of State responsibility does not set forth burdens or standards of proof
for attribution. Such questions may be relevant for judicial or other types of
proceedings, but they do not apply as an international legal matter to a State’s
determination about attribution of internationally wrongful cyber acts for purposes of
its response to such acts, including by taking unilateral, self-help measures
permissible under international law, such as countermeasures. In that context, a State
acts as its own judge of the facts and may make a unilateral determination with respect
to attribution of a cyber operation to another State. Absolute certainty is not required.
Instead, international law generally requires that States act reasonably under the
circumstances. Similarly, there is no international legal obligation to reveal evidence
on which attribution is based. But to facilitate global understanding of emerging state
practice in this rapidly developing area, public attributions should, wherever feasible,
include sufficient evidence to allow corroboration or cross-checking of allegations.

2% 2013 GGE Report, para. 23; 2015 GGE Report, para. 28(f)
2% 2013 GGE Report, para. 23; 2015 GGE Report, para. 28(e).
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Attribution plays an important role in States’ responses to malicious cyber
activities as a matter of international law. It is crucial, however, to distinguish legal
attribution from attribution in the technical and political senses. States and
commentators often express concerns about the challenge of attribution in a technical
sense — that is, the challenge in light of certain characteristics of cyberspace of
obtaining facts, whether through technical indicators or all-source intelligence, that
would inform a State’s policy and legal determinations about a particular cyber
incident. Others have raised issues related to political decisions about attribution —
that is, considerations that might be relevant to a State’s decision to go public and
identify another State as the actor responsible for a particular cyber incident and to
condemn a particular cyber act as unacceptable. As norms emerge to clarify how
international law addresses the issue of attribution, it would be useful, wherever
possible, for law-abiding states to share information regarding both technical
knowhow and state practice.

Countermeasures and Retorsions

In certain circumstances, a State injured by cyber activities that are attributable
to another State and that constitute an internationally wrongful act, but do not amount
to an armed attack, may respond with non-forcible countermeasures.?®® Such
countermeasures must be directed only at the State responsible for the wrongful act,
must meet the requirements of necessity and proportionality, must be designed to
induce the State to return to compliance with its international obligations, and, under
the customary international law of State responsibility, must be suspended without
undue delay if the internationally wrongful act has ceased.

Before an injured State can undertake countermeasures in response to a cyber-
based internationally wrongful act attributable to a State, it generally must call upon
the responsible State to cease its wrongful conduct, unless urgent countermeasures
are necessary to preserve the injured State’s rights. The sufficiency of this prior
demand on the responsible State should be evaluated on a case-by-case basis in light
of the particular circumstances of the situation at hand and the purpose of the
requirement, which is to give the responsible State notice of the injured State’s claim
and an opportunity to respond. Countermeasures taken in response to cyber activities
attributable to States that constitute internationally wrongful acts may take the form
of cyber-based countermeasures or non-cyber-based countermeasures.

Countermeasures are distinct from acts of retorsion, which are unfriendly acts
that are not inconsistent with any international obligations. Acts of retorsion may
include the imposition of sanctions or the declaration that a diplomat is persona non
grata. A State can always undertake such responsive measures that are not
inconsistent with any of its international obligations in order to influence the behavior
of other States, including in response to destabilizing cyber activities.

2% Countermeasures are acts that would otherwise be contrary to the international obligations of an

injured State vis-a-vis the responsible State if they were not taken in response to an
internationally wrongful act by the latter in order to procure cessation.
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