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Freedom of expression and conmuni cati on
t he Echel on network
1. Freedom of expression and conmuni cation is al nost unani mously consi dered

to be a fundanental right. NGO and various States deemthenselves justified in
intervening in any violation of that right in any country, even if it is only to
protect the freedom of one individual

2. In Septenber 1998, the European Parlianent heard the report of the
Conmi ssi on on Eval uation of technol ogical and scientific options, which showed
that international opinion believed in the existence of a system of surveillance

of all communications worldw de, known as "Echelon". The "Echel on" network
noni tors nessages throughout the world (by tel ephone, facsinile, telex,
Internet, etc.), filtering 3 billion private comruni cati ons every day. This

network, set up by the United States (in Geat Britain, New Zeal and, Canada and
Australia) in the days of the "East-West" conflict, today operates solely in
Arerican interests, whose special services relay information to American
conpani es to assist themin their conpetition wars. Wat is nore, the "Echel on"
network not only engages in industrial espionage, which violates the prinicple
of free conpetition of which the United States is the offical chanmpion, it also
violates the principle of free comrunication, secrecy of correspondence and
freedom of expression: the nessages of non-governnental organizations and
associations of all kinds are intercepted indiscrimnately, enabling the
Amrerican NSA services to record all information, especially information that

i mpugns peopl e's personal lives, as well as the political, cultural and econonic
autonony of all the actors of international civil society and donmestic
associ ati ons or governments.

3. Thi s transparency of international communications inposed by the United
States transposes a 1994 United States act (Communication Assistance to Law

Enf orcenent Act) whereby Anerican operators are obliged to alter their networks
so that they may be intercepted by the governnent services.

4. It is therefore only right that the United Nations Conm ssion on Human
Rights, rightly attentive to violations of individual freedons, should be
alerted to the massive and systematic violation perpetrated by the "Echel on"
network on behal f of a single State and a handful of multinational corporations.
The Conmi ssion on Human Rights, on the basis of the Ponpidou report prepared by
t he European Parlianment ("Evaluation of Technol ogies and Political Control"

14 Septenber 1998, PE 166.499/Int.ST./Exce.Sum- Directorate General of Research
- STOY), nmust set up a working gorup on the "Echel on" network to exam ne the
incompatibility of this type of electronic surveillance with the freedons
proclained in the covenants and decl arations on human rights.



