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Not e by the Secretary-CGeneral

1. Pursuant to Ceneral Assenbly resolution 48/ 218 B of 29 July 1994, the
Secretary-General has the honour to transmt, for the attention of the General
Assenbly, the attached report, conveyed to himby the Under-Secretary-General
for Internal Oversight Services, on the investigation of the United Nations
Access Control System

2. The Secretary-CGeneral has endorsed the reconmendations as set out in
par agraph 10 of the report.
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SUMVARY
1. The report of the Ofice of Internal Oversight Services on the audit of the

United Nations Access Control System project dated 16 Novenber 1995, which was
prepared by the Audit and Managenent Consulting Division, noted significant
problenms with the project fromits inception to the point that a decision was
nade not to inplement it. The Organization spent US$ 1.5 mllion for an access
control systemthat was never activated. The Organization is using a snal
conponent of the system the video imagi ng badge system which is utilized by
the Security and Safety Service in generating photo identifications.

2. The Under-Secretary-CGeneral for Internal Oversight Services directed the

I nvestigations Section to conduct a review of the United Nations Access Contro
System in accordance with the provisions of paragraph 18 of the Ofice's
nmandate, for the purpose of determ ning whether evidence can be found that any
current staff nenbers violated United Nations Rul es and Regul ations in
connection with the project. Specifically, the Investigations Section had been
requested to determ ne:

(a) |If the project had been properly planned;

(b) If the contract award was in conpliance with United Nations Rul es and
Regul ati ons;

(c) |If the project was properly managed;

(d) If the final acceptance and paynment were in conpliance with United
Nations Rul es and Regul ations, and with the contract.

3. Investigators, as a followup to the report prepared by the Audit and
Managenment Consulting Division, obtained and revi ewed docunents, and conduct ed
interviews of past and current enployees and nanagers of the O ganization, as
wel | as enpl oyees of the contractor, the Wstinghouse El ectric Conpany. As
several years have el apsed since the project was planned and devel oped, nenories
have faded. As a result, to a considerable extent, the Investigations Section
has had to rely on docunents. Six individuals who no | onger work for the

Organi zati on and who were involved in the project either refused or were
unavai |l abl e to be interviewed.

4. The investigation concluded that responsibility for the financial |oss
sust ai ned by the Organi zation could not be attributed to the acts of any
particul ar staff menber either individually or collectively.

. PRQIECT PLANNI NG

5. Avai | abl e evi dence, including staff testinony, supports a finding that the
project was not properly planned. Staff nenbers who were the prinmary planners
sought to install a state-of-the-art access control systemwhile having only a
limted know edge of what such a systeminvolved. This was a new technol ogy
with which nobody in the United Nations had any experience; the nost qualified
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staff avail able were assigned and a consultant was hired. Unfortunately, the
consul tant's experience was in building services and not in access contro
technol ogy. A legal consultant was also hired to assist in drawing up the
contract. No feasibility study was conducted. The needs of the O ganization
were not clearly defined, or perhaps nore accurately, were repeatedly redefined
by successive managers, as is evidenced by the nunber of changes to the contract
and the final decision not to activate the systemafter it was install ed.
Finally and crucially, even though there was a |arge turnover in upper
managenent, which led to serious deficiencies in the nanagenent of the project
pl anni ng and i npl enment ati on phases, the project took on a life of its own and
was in perpetual notion until the decision was taken not to inplenment it.

1. AWARD OF CONTRACT

6. The contract award did not violate United Nations rules and regul ations.
However, the absence of rules specifically governing the preparation, evaluation
and award of United Nations contracts in general by requests for proposals
creates the potential for msunderstanding and also may allow for the
mani pul ati on of the process. After the award of the contract but before the
contract was issued, United Nations staff engaged in negotiations with
West i nghouse, which changed the initial request for proposals which was witten
so as to be deliberately vague; United Nations staff did not wish to disclose
the extent of security deficiencies. The second request for proposals did not
speci fy products, allowi ng the vendors to propose different types of hardware,
whi ch varied greatly in cost; apparently because of the |ack of expertise of the
United Nations staff they needed the vendor to propose a systemthat could be
exanm ned and tailored to the needs of the Organization. The higher bidder had
requested the opportunity to submt a new bid based on these changes but there
is no record of any response to that request.

[11. PROQIECT MANAGEMENT

7. The single nost serious failure in the process was the absence of a strong
nmanagenment presence. There was no clear managenent over the life of the
contract. The contract of the consultant hired to nmanage the project was not
renewed in md-project. The Director of the Buildings and Conmercial Services
Di vision, who had initiated the project, was transferred; five

Under - Secr et ari es- General were appointed during the contract period, each with a
di fferent concept for and involvenent with the project, resulting in managenent
bei ng shuffled between staff menbers and departnents.

I'V. FINAL PAYMENT AND ACCEPTANCE

8. According to witnesses and avail abl e docunentation, all deliverables
required in the amended contract were supplied by Westinghouse and the system
was installed and tested based on the acceptance test procedure sign-offs; the
sol e exception was that the total nunber of radio frequency cards ordered were
not del i vered.
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V. NON- | MPLEVENTATI ON
9. The justifications given for not activating the systemwere probl ens that

United Nations upper managenent shoul d have reasonably expected when introducing
not only a new technol ogy but also a new operating procedure. Managenent
decided to drop an al ready unpopul ar project because of concerns about the use
of turnstiles; at the time the project was planned for inplenentation, the Chief
of Protocol stated that del egates woul d object to going through turnstiles; with
the requirement of access cards for 10,000 pernanent del egates, 10,000 staff and
up to 7,000 tenporary General Assenbly personnel, Westinghouse's delivery
schedul e was | ess than adequate. The Staff Union raised health issues, which
were determned to be virtually non-existent; the Staff Union also raised a
concern about the Security and Safety Service knowing the entry and exit tines
of all who entered the prem ses

VI. RECOMVENDATI ONS
10. As aresult of the investigation, the follow ng reconmendati ons are nade:

(a) To reiterate the recommendati on nade by the Audit and Managenent
Consulting Division in its report that the United Nations require that
feasibility studi es be performed whenever undertaking projects where there is
new t echnol ogy i nvol ved or no in-house expertise avail abl e;

(b) Also toreiterate the Division's recommendation that managenment ensure
that the interests of the United Nations are safeguarded in all contracts.
Contract terms regarding the performance of contractors should be standardized
and be required on all relevant contracts;

(c) The United Nations should i mediately establish a security working
group made up of security professionals fromvarious governnent agencies to
eval uate current physical security and procedural policies with a viewto
identifying the deficiencies and needs of the Oganization. This is an
especially inmportant issue, considering the recent wave of terrorist attacks
wor |l dwi de and the vulnerability of the United Nations Headquarters facilities;

(d) Senior managenment shoul d ensure that a responsible experienced manager
is assigned to each project and that a chain of conmmand is established and
adhered to;

(e) In view of the anpbunt of time that has passed since the inception and
installation of this systemand the fact that nost of the senior nanagers
i nvol ved are no longer United Nations enployees, this contract should be
revi ewed by the Purchase and Transportation Division in the same fashion as that
of the Lessons Learned G oup in the Departnent of Peacekeeping Operations, with
t he expectation that there would be no future occurrence of such a case;

(f) The Ofice of Legal Affairs and the Purchase and Transportation
Di vi si on shoul d conduct training exercises in howto prepare requests for
proposals in order to elimnate the need for contract amendnents and protracted
negoti ati ons;
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(g) Rules, regulations and procedures specific to requests for proposals
shoul d be devel oped by the Purchase and Transportation Division in consultation
with the Ofice of Legal Affairs.

(Signed) Karl Th. PASCHKE
Under - Secr et ar y- Gener al
for Internal Oversight Services



