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1. Pursuant to paragraph 5 (e) (i) of General Assenbly resolution 48/218 B of
29 July 1994, the Secretary-CGeneral has the honour to transmt, for the
attention of the General Assenbly, the attached report, conveyed to himby the
Under - Secretary- General for Internal Oversight Services, on the audit of the
United Nations access control system project.

2. In transmtting the report, the Secretary-Ceneral considers it useful to
present the views expressed by the Departnment of Adm nistration and Managenent
on the project and on certain major conclusions of the Ofice of Interna
Oversight Services as reflected in its report. These are as foll ows:

"At the outset, it should be recalled that it was Managenent that
decided in the sumer of 1994, after reviewi ng the project and the causes
for the del ays encountered, not to activate the access control system The
deci si on, which was publicly announced, was based on the judgenent that the
system while capable of inplenentation technologically, did not neet the
security concerns of the Organization in an efficient and cost-effective
manner. The findings of the Ofice of Internal Oversight Services do not
di spute that managenent judgenent.

“I'n many respects, the project, at inception, was driven by a sense of
urgency to provide an additional neasure of security. However, it is
acknow edged that at the tine the project was fornul ated, inadequate
attention was given to assessing how nmuch added security the planned system
woul d afford and the operational feasibility of the systemon a day-to-day
basi s.

"It is also acknow edged that, during the course of inplenmentation of
the project, changes in the assignnent of key personnel led to a |ack of
continuity in project management, including oversight by senior managenent.
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"As concerns the selection of the contractor, it should be enphasized
that, as noted by the Ofice of Internal Oversight Services, requests for
proposal s were sent to 31 conpanies, of which 8 submtted proposals. Three
conpani es, which were considered to be the npbst responsive to the
requi rements and general specifications of the request for proposal, were
short-listed; one of these conpani es subsequently withdrew. The two
remai ning finalists, Wstinghouse Electric Conpany (WEC) and NDC
Automation, Inc. (NDC), were both deened to have had adequate experti se,
proven reliability and the technol ogical support for their respective
syst ens.

"For the final selection of the vendor, a systens requirenment criteria
eval uation matrix was devel oped and utilized; in that matrix, severa
elenents identified as critical to the project were quantified. Thus, the
Departnment of Adm nistration and Managenent disagrees with the concl usion
of the Ofice of Internal Oversight Services that the selection of the
vendor to which the contract was awarded was not based on a set of comonly
applied criteria.

"Both finalists were conpanies with experience as systemintegrators.
Bot h conpani es' proposals entailed the use of sub-contractors in order to
i ncorporate the technol ogies of the latter into a conplete working system
i ncludi ng cards, hands-free card readers, imaging systems, conputerized
dat a-col | ecti on technol ogy, turnstiles and cash registers.

“"One major technical difference between the two proposals was that NDC
proposed two separate systens, using two different operating and dat abase
systens, one for identity cards and readers and anot her for garage
operations. This approach would have required additional hardware,
software and staff resources and woul d have exposed the systemto a higher
ri sk of conmponent failures. WEC, in contrast, offered a unified operating
and dat abase system which was preferred as the nobst conprehensive and
cost-effective technical approach. This conclusion was later validated in
the inplenentation of the Integrated Managenment |nformation System (IMS),
whi ch has al so focused on a centralized approach to dat abase nanagenent.

"“Anot her major consideration in the selection was that the NDC
proposal , because of the Iimted technology of its card readers, would have
required two sets of turnstiles, one for entry and one for exit. This
woul d have required the installation of twice as nany turnstiles at each
| ocation, thus doubling the cost of this conmponent and increasing
mai nt enance costs.

"There were significant differences in the costs of the two systens
proposed: excludi ng nmai ntenance, the NDC proposal totalled $1, 547, 040,
whil e the WEC proposal totalled $1, 183, 440, or $363,600 |less. The identity
cards proposed by NDC cost $12.50 each, conpared to a cost of $5.50 each
for the WEC cards; the annual difference in the cost of the cards al one
woul d consequently have been $140, 000 on the basis of an estinated 20, 000
cards a year. Thus, the WEC proposal was decidedly | ess expensive than
that of NDC.
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"For the reasons outlined above, the Departnment of Admi nistration and
Managenment considers that the selection of the contractor was made on an
appropriate basis at the tinme and that proper procedures were foll owed.

"The Departnent of Adm nistration and Managenent does not agree with
the Ofice of Internal Oversight Services that testing of the system and
docunent ati on thereof were inadequate and that testing was not performed in
accordance with the contract. By its very nature, the systemrequired
several tests during its devel opnent and final acceptance phases. Al
tests were carried out in accordance with the provisions of the contract,
its amendnments or nodifications as required, and were duly registered in
mlestone charts as an integral part of the contract docunents. Docunents
on file confirmthat all tests were done when and where they were schedul ed
to be executed.

"When the garage access control system essentially an accounting

systemlinked to the Accounts Division for billing garage parking, was
deleted fromthe contract with WEC, the testing required for this feature,
whi ch had been envi saged to cover 60 days, or 2 billing cycles, was no

| onger applicable and was therefore elimnated fromthe testing
requirenents.

“I'n sumary, the Departnent of Adm nistration and Managenent
acknow edges the weaknesses in the managenent process for project
formul ati on and execution as outlined above. The Departnent believes,
however, that United Nations Regul ations and Rules, particularly in respect
of procurenent, were respected throughout the process."
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. BACKGROUND
1. The United Nations access control systemwas a project undertaken under the

contract executed by and between the United Nations and Wstinghouse Electric
Corporation (WEC) on 16 March 1992 to design, devel op, supply, instal, test and
i mpl ement, on a turnkey basis, an electronic security and card access contro
system

2. Security inprovenments were initially proposed in March 1987 by the then
Chi ef of Buildings and Commercial Services Division. Three years later, a
speci al security task force determned an urgent need to upgrade security
arrangenents and inprove control over vehicle access to the United Nations. An
initial working group was formed, consisting of representatives fromthe
Security and Safety Service, the Buildings Managenent Service, the Commerci al
Pur chase and Transportation Service and the Electronic Services Division. The
group was directed to formulate the initial request for proposal for the supply,
delivery and installation of an access control system to select a vendor
capabl e of supplying and installing the systemand to provi de guidance in

proj ect inplementation.

3. I n August 1990, the request for proposal was sent out to 31 prospective
suppliers and 8 proposals were received by the designated closing date on

17 Septenber 1990. A revised request for proposal was formul ated on 26 February
1991 and was given to three remaining firns sel ected by the group; however, only
two bids were received. On 27 August 1991, the contract was awarded to VEC

4. The access control system as stated in the certificate of fina

acceptance, was conpl eted, tested and accepted by the United Nations on

26 May 1993. Following its acceptance, its activation was del ayed for nore than
a year. |In Septenber 1994, it was formally announced that the system woul d not
be put into operation and woul d be dismantled. The Departnment of Adm nistration
and Managenent, after reviewi ng the project and the causes for the del ays
encountered in activating the system concluded that the system coul d not
function efficiently as originally specified because the design was not
realistic in terns of the procedures and resources required to operate and
maintain it. |In a note of 14 June 1994 addressed to the Under- Secretary-Genera
for Adm nistration and Managenent, the Assistant Secretary-General for
Conference and Support Services stated that the system would not neet the
security concerns of the Organization, and it was, therefore, not in the best
interests of the Organization to activate the system
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5. The total costs incurred in the entire project anounted to

US$ 1, 566, 358. 88, broken down as foll ows:

$

Contract with WEC 947 505. 09
Addi ti onal cards (20, 000) 110 000. 00
Cost to relocate the access control system control
centre to another roomw thin the United Nations
facility 37 486. 00
Ext ernal consultants:

K. Jensen (appoi nted as project coordinator) 65 900. 00

DVI Communi cations (drafting of the contract) 20 256.95

Contract with EJ.E.1.C for site preparation work 385 210.84

Tot al 1 566 358. 88
6. The total anpbunt shown above does not include the significant cost incurred

in terms of human resources by United Nations officials and staff during the
entire period spent on the project fromMirch 1990 to May 1993. As certain
conponents, valued at US$ 250,000 by management, coul d have been utilized for
ot her purposes, non-inplenentation of the project resulted in a net loss to the
Organi zation of US$ 1,316, 358. 88.

1. SCOPE OF AUDI T

7. The audit by the Ofice of Internal Oversight Services of the access
control systemincluded a review of the project's initiation, planning, funding
and procurenent process, including award of contract as well as di sbursenents,
testing and final acceptance by the United Nations of the system and project

i mpl ement ati on.

8. We undertook a further review of the project, which included val ue-for-
noney audit procedures to assess nmanagerial and programme accountability and
syst em devel opnent audit procedures in order to identify the causes of project
failure.

9. Qur prelimnary audit findings were discussed with the officials concerned,
and their commrents were taken into consideration in the preparation of the
report issued on 4 May 1995. The Departnent of Adm nistration and Managenent
sent its comments to the audit report on 19 July 1995. They have been reflected
in the present report.
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[11. SUMVARY OF AUDI T FI NDI NGS
10. The audit reveal ed managenent deficiencies, serious weaknesses in interna

controls and flaws in procurenent. Areas requiring inprovenent were al so
identified. These findings are summarized as foll ows:

A. Project origination

11. There was inadequate planning of the project. No feasibility study was
undertaken prior to the inception of the access control systemto determne its
viability and cost-effectiveness.

B. Fundi ng/ budget

12. Budgetary controls were not conpletely respected. Contractual comm tnents
were entered into prior to June 1991, before seeking the approval of the

Advi sory Conmittee on Adm nistrative and Budgetary Questions (ACABQ, a practice
that is contrary to the Financial Regul ations.

C. Wrking group/consultant

13. No clear ternms of reference were established for the United Nations access
control system working group and for the external consultant hired by the United
Nati ons. The responsibilities of individual enployees tasked with this project
were not properly defined and formalized.

D. Procurenent
14. Deficiencies in the procurement process did not allow a fair and

conpetitive bidding procedure because the original specifications for the United
Nati ons access control systemwere fl awed.

E. Selection of vendor

15. Weaknesses were noted in the selection of the vendor to supply, devel op,
install and inplenment the United Nations access control system

F. Contract formul ation

16. Deficiencies in the contract were noted.
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G Resolution of disputes

17. The approach of the Organization to resolving contract disputes was
uncoordi nated. The contract was nodified to reduce the scope of work.

H  Project delays

18. The inmaging systemoriginally delivered by the contractor failed to
function, causing project delay. Selection of a new card technol ogy introduced
in md-stream caused project delays and extra cost.

I. Testing of the United Nations access control system

19. Testing of the system and docunentation relating to these tests were found
i nadequate. Testing of the systemwas not performed in accordance with the
contract.

J. Contract anendments

20. The contract anendnent was signed ex post facto. The original provisions
of the contract were anended and various inportant annexes were repl aced.

K. System docunentati on

21. The system docunentation of the United Nations access control system was
found i nadequat e.

L. Warranty period

22. The one-year systemwarranty was wasted.

23. On the basis of the Ofice of Internal Oversight Services review of the
project, the auditors devel oped recomendati ons ai ned at inproving the genera
procedures dealing with inception, execution, inplenmentation and nonitoring of
United Nations projects, procurenent procedures and contract execution. Changes
in certain budgetary and accounting procedures were suggested in order to
enhance financial controls.

24. The audit findings indicate a financial loss to the Organization as a
result of this failed project but do not clearly establish responsibility for
this loss. Therefore, this final report is being referred to the Investigation
Section, which is responsible for inquiring into reports of possible violations
of United Nations rules, regulations, msmanagenent, m sconduct, abuse of
authority and waste of resources as defined in paragraph 18 of the Secretary-
General 's bulletin ST/ SGB/ 273.
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25. Al though the Departnment of Adm nistration and Managenent accepted certain
recommendat i ons and concl usi ons and took renedi al action, sone of the findings
were still contested, as detail ed bel ow

I'V. DETAI LED FI NDI NGS

A. Project origination

There was a lack of proper planning of the project. No project feasibility
study was undertaken to determne viability and cost-effectiveness.

26. In the absence of a feasibility study to determine if inplenmentation of an
el ectronic card access systemin the United Nations Secretariat would be viable
and cost-effective, the Departnent of Adm nistration and Managenment believes
that the security reviews made by two different bodies provided an adequate
basis for initiating the project. Qur evaluation, however, confirnmed that such
reviews could not replace a feasibility study, and its absence had a negative

i npact on the inplementation of the project. For exanple, an inportant project
conponent, the garage access and billing control system was deleted, while the
pedestrian and vehi cul ar access control system at the entrance gates was
retained. Also, it would appear that the access control systemwould all ow
anyone in possession of a lost or stolen identification card not reported and
cancelled to enter United Nations prenises wi thout hindrance. Therefore, we
consi der the existing systemnore reliable and secure conpared to what was

pr oposed.

27. If a feasibility study had been conducted, it could have prevented
nmanagenment from del eting an inportant conponent of the access control systemin
the mddl e of the execution stage of the project. However, the system was
delivered with only the capacity to record the entry and exit tine of those who
passed through it, as well as identifying invalid identification cards.

28. Earlier, the Departnment of Administration and Managenent reported to ACABQ
that one of its primary security concerns was the garage. Subsequent

devel opnents in the outside world confirnmed that terrorist plans involving the
use of vehicles were contenplated agai nst the United Nations Secretari at
building. In addition, billing and control procedures for the use of the United
Nations garage facilities, which are nostly nmanual, were always consi dered
rather time-consum ng and ineffective.

29. The Ofice of Internal Oversight Services found that United Nations
officials failed to confer with the Protocol and Liaison Service prior to
inception of the project. This Service was not consulted during the design
process in order to identify practical problens relating to the | arge nunber of
tenporary passes required by del egates to various short-termneetings at United
Nations Headquarters. Attendees would either have had to be relegated to using
the Visitors' Entrance exclusively or the United Nati ons woul d have had to incur
| arge expenditures in identification cards to accommodate the number of such

del egat es.
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30. Had the Protocol and Liaison Service been properly consulted or had it been
a part of the working group, United Nations officials fromthe very begi nning
woul d have known that the project was not viable because it was inconpatible
with existing procedures. Experience shows that, w thout sufficient user

i nvol venent, system devel opnent projects have a high probability of failure.
This was the case with the United Nations access control system

31. Managenent clains that the Protocol and Liaison Service was consulted. W
find this to be in contradiction with the assertion nmade by the Assistant
Secretary-Ceneral of the Ofice of Conference and Support Services and the
United Nations Security Coordinator in the report of 14 June 1994 submitted to
t he Under-Secretary-General of the Departnment of Adm nistration and Managenent.
It was al so stated by managenent that the purpose of the project was to enhance
security and "not to satisfy staff, diplomats or non-governnental organizations
and therefore they should not be characterized as users". The Ofice of
Internal Oversight Services disagrees with this viewas it is an obvious denia
of the United Nations reality.

32. As the absence of a feasibility study shows, no system devel opnent
standards were established. Consequently, there was no standard net hodol ogy
used in the project. Had such a nethodol ogy exi sted and been fol |l oned, a
feasibility study, which is an initial phase of the system devel opnent I|ife-
cycle, would have been undertaken. The devel opnent of the project would have
been based on a formal statenent of requirenments agreed to by users and the
installation standards woul d have set the m ni mum requirenents for system and
progranmre docunentati on.

33. The managenent disputed the finding, stating that a fornmal statenment of
requi rements was agreed to by the users with regard to conputer hardware and
software. However, this was precisely the problem A specific

har dwar e/ sof t ware sol ution was sel ected that could not be integrated with the
day-to-day procedures followed in the Organization. Furthernore, the Departnent
of Admi nistration and Managenent stated that, since nost of the conponents of
the access control systemwere off-the-shelf products, there was no system
desi gn and devel opnent required except for the garage access and billing contro
system and that was the responsibility of WEC. Additionally, managenent stated
that the access control systemwas procured on a turnkey basis.

34. The Ofice of Internal Oversight Services disagrees with this position and
mai ntains that, even with turnkey systens, certain steps in the system

devel opnent |ife-cycle should be followed by the inplenmenting organization. As
far as the garage access and billing control systemwas concerned, the system
devel opnent |life-cycle requires significant interaction between the users and
devel opers of the systemat critical intervals in the system devel opnent
process, which did not take place.
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B.  Fundi ng/ budget

Lack of sufficient budgetary controls. Contractual commtnents entered into
w t hout advi sing ACABQ. contrary to existing Financial Regul ations.

35. The United Nations access control systemwas started as a non-budgeted
project and costs were not properly budgeted for prior to its inception. The
project was started by concerned United Nations officials, although they had not
finally decided on the particulars of howto finance this specific endeavour
Contractual commtments were entered into prior to June 1991, before seeking the
approval of ACABQ which was in contravention of financial regulation 13.1.

36. The managenent replied that, under the given circunstances, the budgetary
nodal ities used were appropriate. The Ofice of Internal Oversight Services

di sagrees with this notion and points to the fact that ACABQin its report of
15 July 1991, stated such contractual commtnents ran counter to the intent of
General Assenbly resolution 44/203 on unforeseen and extraordi nary expenses in
connection with the 1990-1991 programme budget. Based on its own findings,
ACABQ noted that, although the inplenmentation of the access control system was
linked to the "Qulf crisis", in fact it was related nore to problens of crine
prevailing in the imedi ate area of the United Nations. ACABQ pointed out in
its report on the 1992-1993 proposed programe budget that, in view of this, it
failed to comment on whether the project proposal represented the nost suitable
approach for addressing the question of increased security arrangenents. |t
nust be admitted, however, that ACABQ eventual ly approved the budget
expenditures for the project, given that the project had al ready comenced.

C. Wrking group/consultant

Lack of terns of reference for the working group and the external consultant
hired by the United Nations.

37. In the absence of a project steering conmttee, the United Nations access
control system working group could have played a crucial role in the initiation
of the project, provided that it had forrmal terns of reference and acted in
accordance therewith. Had responsibility been clearly defined and a forma

del egation of authority been nmade, the frequent changes in key personnel woul d
not have had such a negative inpact on the project as they in fact did. Had the
external consultant who had oversight responsibility been involved throughout
the life of the project and his responsibilities clearly defined, the project
woul d not have been so adversely affected.

38. W found that the Wirking G oup convened neetings and acted collectively to
rai se and di scuss issues relating to the access control system However, it

sel dom kept the seni or managenent inforned about all major issues taken up or

di scussed, nor did it seek consultation or advice on final decisions. For
exanpl e, when the project was not proceeding well and there was a potential that
the entire systemas originally specified and desi gned woul d not be delivered
and conpl eted by the vendor, the Wrking Group failed to informthe Assistant
Secretary-Ceneral for CGeneral Services or the Chief of the Buildings and
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Commer ci al Services Division who did not participate in nmeetings of the working
group.

39. The managenent, in its response, disputed these facts, stating that it was
kept fully inforned at each step of the project and that there were nunerous

i nstances when nmanagenment was advised in witing or participated in neetings
during the various stages of the project. Wile we acknow edge that nmmnagenent
was i nformed of certain issues, we believe there is a clear need to seek
approval for key decisions, which should be docunented in witing. 1In this
context, we did not find any evidence that approval was sought or received in
Novenber 1992 when the decision was nade to del ete the garage access contro
subsyst em and renegoti ate the contract.

40. The external consultant comrenced work on 13 August 1990, but his
responsibilities were not described or defined in his special service agreenent
or in any docunent, except that he was appointed as project coordinator. H's
first contract expired on 12 Decenber 1990. It was again renewed from 13
January to 13 May 1991 and 23 March 1992 to 22 Septenber 1992.

41. According to the Departnment of Adm nistration and Managenent, the
consultant was hired to assunme oversight responsibilities of the project. The
Ofice of Internal Oversight Services noted that the consultant worked on a

st aggered basis and, simultaneously, was involved in the work for the Wrld
Sunmit on the Environment. H's contract did not allow full-time admnistrative
oversight of the project. The Ofice of Internal Oversight Services questions
the wi sdom of this decision, considering the magnitude of the project.

D. Pr ocur enent

Deficiencies in the procurenent process did not allow fair and conpetitive
bi dding to assure the best possible price and service to the United Nations.

42. Again, mainly as a result of the absence of a feasibility study, the
requests for proposals sent to 31 prospective bidders did not contain adequate
specifications to neet the security needs of the United Nations. It did not
properly define the scope of work and thereby made it difficult for potentia
vendors to provide a reasonable estinmate of the project. Inadequacies were
noted in various vendors' letters to procurenent staff of the Commrercia
Purchase and Transportation Service.

43. The managenent stated, in its response, that the original request for
proposal dated 1 August 1990 was fornulated with the objectives of

(a) identifying a state-of-the-art access control systemthat would generally
neet the technical and security requirenments of the United Nations and

(b) identifying prospective contractors capabl e of supplying such a system
This request for proposal contained general requirements covering functional,
system inplenentation, training and installation information. They stated that
firms that pointed out inadequacies in the request for proposal were not
seriously interested and/ or capable. Their replies were considered to be not
responsi ve and were, therefore, not forwarded together with the other proposals
for evaluation to the Buildi ngs Managenent Servi ce.
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44. The requirenents and scope of work should be defined in any request for
proposal in a manner that allows vendors to be responsive. However, although
requests for proposals were sent to 31 vendors, only 8 responded. After

anal ysis, five vendors were elimnated and a revised request for proposal was
submtted to the remaining three vendors in February 1991. According to
managenent, this request for proposal provided additional and new detail ed

i nformation on the pedestrian and vehi cul ar access and del egati on parki ng
procedures.

45. W are of the opinion that the revised request for proposal should have
been sent to a wider audience in view of the fact that it contained information
that was not in the original request for proposal and of the small nunber of
remai ni ng vendors from which to choose

46. Wil e managenent disagrees with the auditors, we naintain that, on the
basi s of our review of the bidding process, sone qualified prospective bidders
were elimnated fromthe conpetition owing to a lack of clarity in the

speci fications.

E. Selection of vendor

Weaknesses were noted in the selection of the vendor to supply, devel op, instal

and i nplenent the United Nations access control system project.

47. In the opinion of the Ofice of Internal Oversight Services awarding the
contract to WEC was not based on a set of commonly applied criteria that would
have incl uded techni cal conpetence, experience and reputation of the vendor in
that particular field. Minagenent commented that two main criteria were
established for the selection of the vendor: (a) extensive experience in

i ntegrating highly technical conputer driven systens and (b) the technica
expertise specifically related to the provision of a security system They
further indicated that both of these criteria were fully net.

48. However, the Ofice of Internal Oversight Services maintains that WEC did
not have sufficient experience in this specific type of project, using a highly
advanced card technology. As it was only in mid-streamthat Wstinghouse
introduced its own card technol ogy, the United Nati ons access control system
obviously was the first of this kind of access control system project in which
the firm had been engaged and, thus, it appeared that the United Nations was
supposed to be the first to use the new Wsti nghouse technol ogy.

49. It al so appeared that WEC did not have qualified personnel to handle the
project; hence, it subcontracted to Epic Systens to develop and integrate the
garage access control systemsoftware with WEC standard software and the
delivery of an imaging system For the latter, Epic Systenms in turn
subcontracted another firm USIS

50. Managenent describes subcontracting as a conmon arrangenent and points to
numer ous i nstances where the results have been fully satisfactory. However, in
this instance the garage access control system software and the inmagi ng system
accounted for two out of three of the major subsystens of the United Nations
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access control system Subcontracting (and further subcontracting) this
proportion of the systemwas not a prudent practice. Layers of subcontracting
serve to distance the original vendor fromthe project and cl oud accountability.
Even the relocation of the systemafter its delivery was subcontracted to Epic
Syst ens.

51. The subcontractors' performance in rendering the required systemor service
for which they were subcontracted was poor. The inmaging systemfailed to work
when it was delivered on 18 May 1992 and was repl aced by a Goddard i nmagi ng
systemon 15 Cctober 1992. The software that was supposed to nake up the garage
access control systemwas not devel oped, thereby resulting in the deletion of
the entire garage subsystemfromthe United Nations access control system
project. Thus, it appears that WEC' s capabilities in the area of systens

i ntegration were questionable.

52. The other bidder was a conmpany with proven worl dw de experience in
installing hands-free access control systens. |Its proposed systemnet the
United Nations requirenents wi thout any need for subcontracting, yet WEC was
chosen by United Nations officials. The working group's ratings given to these
two vendors seenmed to be unbal anced with regard to, inter alia, system

nmodul arity and vendor qualifications.

53. Although the Departnment of Admi nistration and Managenent di sagreed with our
concl usion that WEC was not the best choice as contractor for the United Nations
access control system we would like to point out that subsequent events
(inability by WEC to deliver the garage access control system prohibitive

mai nt enance cost, failure to neet delivery schedul es of the progranmed access
cards and to properly test the United Nations access control system etc.)
confirnmed that the choice of the contractor substantially contributed to the
final rejection of the project.

54. The original proposal by WEC was US$ 812,160, plus a yearly naintenance
cost of US$ 99,220 (total US$ 911,380). However, its final proposal anpunted to
US$ 1, 332,505.09, including nmaintenance costs of US$ 135,000, whereas, the other
bi dder' s proposal was US$ 1,547,040 plus nmintenance costs of US$ 52,175 (total
US$ 1,599, 125). The reason for the price difference between the proposals
originally submtted by these vendors was differences in specifications. It was
found that the WEC proposal did not fully conply with the specifications issued
by the United Nations.

55. The other bidder submtted a proposal that conplied with the United Nations
specifications in every detail. |t presented nore precise and specific

techni cal specifications as conpared with WEC. This vendor submtted a letter
dated 25 April 1991 that specified this issue and noted that, through its
contacts in the market, it had | earned that another bidder had quoted a system
that did not fully conply with the specifications issued by the United Nations

and its price quoted was considerably lower than its quote. It then offered the
United Nations a sinpler systemat significantly | ower cost and therefore
requested a renegotiation of its proposal. An Ofice of Internal Oversight

Services review of the technical proposals submtted by these two vendors
verified these facts. Exanples of these are discussed bel ow
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56. The other vendor proposed the inplenentation of the garage adm nistration
and access control functions in two separate conputer systems. |t enphasized

that the garage admi nistration and access control functions of the systemwere
two conpletely separate functions. WEC proposed only one conmputer system for

both these functions. The Ofice of Internal Oversight Services believes the

failure of WEC to deliver the garage access control systemleads to the

concl usion that indeed the other proposal was nore realistic.

57. Another inportant feature in the other proposal was access control for
short-termvisitors, which could be handl ed by a stand-al one PC system
Managenment points out that the Security and Safety Service decided at the tine
when the technical requirements were finalized to exclude short-termvisitors
fromthe access system This appears to support the Ofice of Interna

Oversight Services contention that there was reason to allow the other bidder to
submt a revised and sinpler proposal

58. There were three revisions of the contract anmpbunt after the sel ection of
t he bidder but before the contract was signed. These changes eventually

i ncreased the above anount from US$ 911,380 to US$ 1, 332,505.09, including

nmai nt enance costs. This resulted in additional charges by the vendor over and
above its original bid.

59. Managenent points out that the cost of the other vendor's cards was
significantly higher than WEC s. However, the Ofice of Internal Oversight
Servi ces believes that part of this cost could have been of fset had the other
vendor's technical proposal been scaled down as it suggested. Additionally,

al t hough cost shoul d al ways be a large factor in evaluating bids, the viability
of the overall proposal should al so be considered.

F. Contract fornul ation

Deficiencies in the contract were noted.

60. The auditors found deficiencies in the formally signed contract. They
noted that the final contract was prepared using two different fonts (styles).
Managenment explained that this occurred due to the use of different word-
processing software at different stages of contract devel oprent.

61. W also noted there were no penalty clause ternms in the contract to
penal i ze the vendor for failure to nmeet targets or schedules specified in the
contract or for failure of the project to neet contract specifications.

Li kewi se, there was no retention-of-payment provision made in the contract. The
i nclusion of such ternms to protect the interests of the buyer has been a
standard practice in project contracts. Usually a 10 per cent retention is
provided for in the contract. W noted that this provision was proposed by DVI
Comuni cations, the consultant engaged by the United Nations to provide
assistance in drafting the contract, i.e. 5 per cent retainage after the fina
acceptance test certificate is issued and 5 per cent at the end of the warranty
peri od.



A 50/ 791
Engl i sh
Page 16

G Resolution of disputes

Lack of coordinated approach of the United Nations to resolve contract disputes.
The contract was nodified to reduce the scope of work.

62. Under the initial contract, the scope of work of the United Nations access
control system consisted of three hardware/software major subsystens that woul d
all operate in concert, namely, the access control system the garage access
control system and the badge/imagi ng system However, the contract was

nodi fied after eight nonths to reduce the scope of the project. The garage
access control system which was a maj or subsystem was deleted fromthe
original contract. It was dropped, as agreed by both parties on

19 Novenber 1992, because of the contractor's inability to devel op and custom ze
the software which woul d serve the garage access control system

63. The reduction of the contract anmount by $250,000 with del etion of the
garage access control system appeared to be disproportionate to the tota

project cost as the loss of the garage access control system subsystem
significantly affected the benefits to be gained fromthe project as a whole.
Managenment submitted a table showi ng those specific items in the origina
contract that were wholly or partly taken into consideration in the reduction of
the contract price. However, the Ofice of Internal Oversight Services is of
the opinion that the Organization suffered nore than the | oss of the individua
conponents of the garage access control systemand thus the contract reduction
shoul d have reflected this additional |oss.

H  Project delays

I magi ng systemoriginally delivered by contractor failed to function, causing
proj ect del ay.

64. W noted that the imaging systemoriginally delivered on 18 May 1992 by the
subcontractor, Epic Systenms, failed to function. However, before it was
rejected by the United Nations, the contractor withdrew it and replaced it with
a CGoddard imagi ng system but only on 15 Cctober 1992, after a | apse of five
months. This caused a delay in the conpletion of the contract. However, no
attenpts were made by the United Nations officials concerned to negotiate a cost
reduction and/or work for the termnation of the contract at this stage.

65. Final acceptance and sign-off of the United Nations access control system
according to the programme schedul e was schedul ed for Cctober 1992. However, in
Novenber 1992, when the garage access control system was dropped, the system was
still not yet conpl eted.

66. The contractor was not only unable to fulfil the provisions of the contract
with regard to performance and delivery of the finished product, as specified in
article 40, but also incurred delay as per definition of the terns of the
contract. The delay was attributable to the defective imaging system to the
inability of the vendor to devel op the garage access control system and, at the
end, the failure of the vendor to deliver the access cards on tine.
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Selection of a new card technology in md-stream caused project delay and extra
cost .

67. The United Nations officials accepted a new access card technol ogy

i ntroduced by the vendor in md-stream although this technol ogy was new,
unproven and nore costly. The vendor did not neet delivery schedul es and coul d
not provide the required nunber of access cards.

68. The Ofice of Internal Oversight Services also noted that the number of
needed access cards was not properly established at the beginning of the
project. This should have been included in a feasibility study. Only

10, 000 cards were included in the original contract, although the request for
proposal submtted to the vendors had clearly indicated a m ni mumrequirenent of
24,140 and nmaxi num of 69, 915 cards. |In May 1993, after the final execution of
the contract by the vendor and despite the fact that the adm nistration had
second thoughts about activating the system 20,000 additional cards were

requi sitioned at a cost of US$ 110,000. This purchase order was al so revised in
August 1993 to suit the delivery schedul es proposed by the vendor. The vendor
was not able to comply with the delivery date, which was revised from May 1993
to January 1994 and final delivery was conpleted only in May 1994.

I. Testing of the United Nations access control system

Testing of the system and docunentation relating to these tests were found
i nadequate. Testing of the systemwas not perforned in accordance with the
contract.

69. The denonstration and testing of the United Nations access control system
was carried out in Baltinore, Maryland, on 4 March 1993.

70. W found that articles 8.0 to 8.06 of the contract on functional testing
were not followed by the United Nations officials involved in the project.
First, the functional testing was conducted in Baltinore, whereas the contract
provided that all testing be conducted on site followi ng the installation of
each subsystem and after all three subsystens had been installed. The
docunent ation submtted in support of the tests that took place in Baltinore
appears to be inadequate because it did not follow a predeterm ned and
preapproved test plan as called for in the contract.

71. Secondly, the final acceptance tests that the officials clainmed were
performed on 12 and 13 May were not conducted in accordance with the provisions
stipulated in the contract. The contract provided for a mnimum of 70 days of
operation before a final acceptance test certificate would be issued.

Managenent contends that, because of the deletion of the garage access control
system a period of 70 days was no | onger needed and a 10-day test period or

| ess woul d have been sufficient. This certificate was issued on 26 May 1993 by
the United Nations officials, after only two days of systemtesting. The
certificate appeared to have been issued prematurely, in direct contradiction
with the plan comunicated to WEC by the O ficer-in-Charge, Buildings and
Commercial Services Division, on 17 May 1993. This plan stipulated that the



A 50/ 791
Engl i sh
Page 18

United Nations would issue a certificate of final acceptance seven days after
the systemwas placed on line, i.e. on 14 June 1994.

J. Contract anendnment

Contract anendnent was signed ex post facto.

72. The contract amendnent was signed in August 1993 after the execution of a
final acceptance test certificate, which certified the conpletion of the United
Nati ons access control system The follow ng were the changes nade ex post
facto:

(a) Deletion of the subsystem pertaining to the garage access contro
systemfromthe contract. Al references to this subsystemwere therefore
renmoved fromthe contract;

(b) Replacenment of the originally specified Indala RF card and reader
t echnol ogy by Westi nghouse technol ogy;

(c) Replacenent of the USIS badge/inagi ng system (which failed to function
when it was delivered in May 1992) by a Goddard badge i magi ng system (whi ch was
delivered only in Cctober 1992, after a |l apse of five nonths).

Oiginal provisions of the contract were anended and various inportant annexes
were replaced.

73. The follow ng original provisions and annexes were anended or replaced as a
result of the amendnent:

(a) Article 9.04(b)

"Upon successful conclusion of the final acceptance tests of the
United Nations access control systemin accordance with this article and
performed in accordance with annex 6, the United Nations representative and
the contractor shall sign the certificate of final acceptance in the form
set out in annex 13 of this contract."

The auditors noted the anmendnent was made to justify the limted testing of the
system conducted on 12 and 13 May 1993 as well as the signing of the fina
acceptance test certificate in accordance with the formset out in a new added
annex;

(b) Annex 6 as attached to the original contract called for the follow ng
test requirenents:

"Final acceptance tests will comence only after all functional and
performance tests have been satisfactorily conpleted. Final acceptance
tests will continue for a period of 60 days."

The revised annex 6 was anmended, limting the testing of the systemto include
only the functional and performance tests and deleting the final acceptance



A 50/ 791
Engl i sh
Page 19

tests originally provided for (i.e. to run the system under actual operating
conditions for a m ni mum of 60 days);

(c) Annex 5, Schedul e of payments, in the original contract, provided for
the payment to the vendor of US$ 142,125.76 for functional testing of the
system Annex 5 was anended. W noted that this specific nmlestone was changed
to "United Nations approval of results of United Nations access control system
functional testing of software using the WSE readers and cards in Westinghouse,
Baltinore, MD'. This was anended to justify the paynment nmade to WEC, to which
the United Nations officials agreed;

(d) Apart fromthe above-nenti oned annexes, the follow ng inportant
annexes had al so been repl aced:

(i) Annex 1, Hardware bill of materials, dated 21 January 1993, 110692,
revision E, attachnent 1;

(i1) Annex 10, Performance bond rider, dated 26 July 1993;

(ii1i) Annex 12, Technical specifications, dated 24 January 1993, 110692,
revi sion E

(iv) A contract amendnent al so deleted annex 3, Bill of materials, inits
entirety. It was thus difficult to determne if other equi pnent,
materials, or peripherals, etc. had not been delivered. This ended
the vendor's liability for non-delivery of all the naterials listed in
annex 3;

(v) Lastly, the contract amendnment included a specific provision that was
found irregul ar because it referred to the final acceptance test
certificate. This certificate, in our opinion, was irregularly
executed, as no final acceptance tests within the context of the
provisions of the contract had been actual |y perforned.

K. System docunent ati on

Syst em docunent ati on was found i nadequat e.

74. The systens nmanual and the users manual still contained the original United
Nat i ons access control systemas contracted with the garage access contro
system Thus, the systemand users manuals still contained information that was
no | onger applicable. |If the docunentation received fromthe vendor had been
reviewed by United Nations officials, they should have di scovered that the
docunent ati on was not updated. This was contrary to article 13.01 of the
contract that "the Contractor shall provide docunentation with appropriate
updates to reflect the as-built systemconfiguration for the United Nations and

the software nodul es including the major subsystens". Article 13.03 also
provides that "documentation prepared by the Contractor shall be subject to
review and witten approval by the United Nations". No evidence was found to

indicate that a witten approval was fornally given. W also noted that there
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was no security manual prepared to conplement the system nor a mai ntenance
manual

L. Warranty period

The one-year systemwarranty was wast ed.

75. The one-year warranty period went into effect fromthe date of the signing
of the final acceptance test certificate, 26 May 1993, and expired on

25 May 1994. During this period, the systemwas never run under actua
operating conditions.

V. LIST OF MAJOR RECOMVENDATI ONS

76. The O fice of Internal Oversight Services highlights in the present report
the recommendations that, in its opinion, deserve priority attention from
managenent .

(a) On project nanagenent, the Ofice of Internal Oversight Services
reconmends that, in order to help to ensure that future projects of such
nmagni tude and conplexity as the United Nations access control system would be
properly planned, managed, overseen, and successfully inplenmented, the United
Nati ons shoul d devel op standard project managenent guidelines that will provide
appropriate controls. The guidelines should include a mandatory feasibility
study anong the detailed el ements of the devel opnent process. A feasibility
study is particularly inportant in every major project to ensure that the
Organi zation's investnment in tine, effort and noney is justified before it is
under t aken;

(b) On procurenent, the Ofice of Internal Oversight Services reconmmends
that, before goods and services are acquired by the United Nations, a needs
assessnent is done. The Organization should establish guidelines to inprove
bi ddi ng procedures that include specific criteria for establishing the
eligibility of the contractors during prequalification. Guidelines for the
preparation of requests for proposals should be established to ensure that
specifications, requirenments and standards are conplete. Criteria for bid
eval uations and the evaluation of contractors should be devel oped. Functions
shoul d be segregated to ensure that the procurenent function is separated from
contract admnistration and that nonitoring the project and the vendor's
performance is done by the substantive office;

(c) On contract fornulation, the Ofice of Internal Oversight Services
reconmends that advice and consultation should be sought fromthe Ofice of
Legal Affairs whenever an anendnent is contenplated and such amendnments shoul d
be finalized in a tinely fashion with due consideration given to the best
interests of the Organization

(d) The United Nations should al so ensure that specific el ements of
internal control are exercised during the project life-cycle, including clear
and pronpt docunentation of transactions and significant events and fornal
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approval by senior United Nations officials for all major decisions. Continuous
supervi sion should be provided to ensure that control objectives are achieved
and accountability for the use of resources is assigned and naintai ned.

77. As of 13 Novenber 1995 and pursuant to the provisions of paragraph 18 of
the mandate of the Ofice of Internal Oversight Services (ST/SGB/273), the
Ofice has referred this matter fromthe Audit and Managenment Consul ting
Division to the Investigations Section for the purpose of determ ning whether
evi dence can be adduced that any current staff nenbers have violated United
Nations rules and regulations in connection with this project. Specifically,
the I nvestigations Section has been requested to exam ne four areas: project
pl anni ng, vendor sel ection, project nonitoring and project acceptance. The

I nvestigati ons Section may extend its review as warrant ed.



